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TE BN Zero Trust it & KB T E

FIEEMLIIE .-_


https://www.cisco.com/c/en/us/support/security/defense-center/products-installation-and-configuration-guides-list.html
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B znzeamsna

CL % 1L AR

show zero-trust IRIEATI Zero Trust 8 iH45 BAA 15 H
show cluster zero-trust SR AERE R & S Zero Trust GivH 5 B 2.
clear zero-trust % Zero Trust 231G MG iH5 K.

show counters protocol zero_trust 1 Zero Trust Fidn -HITHEES

BHITR

B TR Zero Trust BE & W] BEAFAE R 1) SR BE R HFER IS RE . 12 Wil A3 A PIA S 2L .
* ¥5EF R A RIS TR LA R [n)
* DNS AHK ]
s FHRECE (BIINERFARATIF) BASSR AT NAT AU ) 75
* Zero Trust HEHEEL SSL RHLII )5 28 [n] 7
* J5 NAT [0 @RI PAT #hFE)S 1)
« BHISHT TR LA )
* RJH ISR A VE AT R
* JORON FIEF
* SAML A K ] &
o AHBACHUANAER L 5 [F) 20 i)

LHEAT W LR, THRAT BL R 484k

1 T MR TG Zero Trust BEFTIS5 4 MBI (X ). RG0H B7% SR MIFE.

2. MIEERE& FRARP IR A I AT BT, S REE, KRGS ARG EIR TR
RS

3. HEA. BHlsFEHE, WAl BE &R,

18 FEEM LR

B ZAEAT ML ) GB A ZTNA) 8B G GRS AR IS F - S CRUASH PSR 20t 22 200D &
I SR VFT 1) P9 R 2 e, T TG A GO R 10 VPN JSRESZ 7 % A o0 2% (1 15 il BB . 38 H] ZTNA J2:
BT i) ZINA R %, TEWH AL AL GRS AME) , #EELEFH 245 i 3
YRR T

B ZEERgE
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1T 38 ZTNA AMBGE 2T W T U7 1) A B 2 B s B il FEAM N T, DR ol 24 T8 ok i 4 DAk

b,

M O IRAIE L 2R 2 VA IR UEAT AT A A I, T8 ZTNA S OR SEBL R VB« 4% B
TP IIVI T B REAT BRI GBI

B ZTNA B94EH

1 ZTNA [FHTC B AR 24 =g B kB B CBLRTFR A Cisco Defense Orchestrator) il “ 2241
W7, BRI L RZEEIT G LGS . Zam il KBS HIE LT Cisco Secure Firewall Management
Center K5 #5575 B SH 1815 2%

3: 1@ FH ZTNA B4R 4

User requests access to a private resource.

Secure Client connects to Secure Access for

authorization and policy verification.
Configurations

(Apps, certificates, =
policies, rules)
{B BLIESIEN N— A T G

DREORD

Secure Access redirects Secure Client to
Threat Defense device along with an
authentication token.

Firewall in Cloud-Delivered Secure Firewall
Secure Access Security Cloud Control F"ewa"é“f"t"rge“‘e"‘ Management Center Secure Client opens an encrypted tunnel to
e Threat Defense device and uses token to
authenticate.

Threat Defense device inspects the traffic,
opens a connection to the private resource,
o e and allows user traffic to the resource.

—— o Securs Firewal Resource 1
ure Firew
Secure Client Threat Defense [zzemes 2 and flow
with ZTNA Module
Data flow

s Uniffied policy synchronization

e REEEHIFGAMIEEIR: &M Firewall Threat Defense 1% 5 (1) 10 FH ZTNA W& Bc & FIEE . B
By 1 %l St 3l ZTNA SRRESR Ry AR S 2. BB, JEX i EsL
HENAZ B RS (IPS) SR i AR A S
o REFE]: AT E SCH T R S 20 2 A PPl RN e AR E SO/ . el 6
s RETIEFITEEG: REAHINZET AP KBS — 2 2 B, Rl T E T
JWH ZTNA HmgEH
s REBPium: WK U WA R A N b AR SISO 52 OR A A S YR R
ek, AT SEILEE T B0 1 2 A5 ] .
DR 3620 A 48 o] A8 g7 4 4 25 ) I A ZTNA. ¢ il H ZTNA e g, E&m GiH
Zero Trust 4505 R AL & FEFE ) ©

FIEEMLIIE .-_
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BB AT 5 @A ZTNA Bc &£

JA I TEHS ZTNA B3 5 B A0 o6 e KB A St st S Zero Trust J5 W55 15 K D REAT 45
FROARA R el PR T R A A

© SKHEVT B FRIGIESRME . UM B BB E BT AN AT BEUR A UG IR 1 K . R SERERS A BT B
NICHITT IR SN, AR T U ISR AT AR S BERRIRAS A L SO B SRR AL B
BURFRAERIIRR, B AR B GRS ] 221K

c BB ERMRERE: UL D R RIS, U B AR T B MR B L TN A
I A REE o EBRIE R CRAAAT DRI AS 2 LB i AE P 25

© KR E: BB B A R R, AR A BRI b B AR B R
SO T A ACT I S e SR ACL DN A BEL 1 Bl o

* W ERFFBHIE R RN B DR R R SRS PR St B IXRH R AT BT AL
W2 N BB R RS Bl AT BRI AT 85 A R T £ 500 o

BRAFEENEE) AT

A EBUTE W FEEM ST GBI ZTNA) FZRAHEN .

A EEK
* Cisco Secure Firewall Management Center 75 2 HAT 52 4% H D D RER R GEVF vl AEMK fr . e JE
ZTNA [P N eikis T .
WAL E T N2 KM, Cisco Secure Firewall Threat Defense % % 77 %= IPS VFAJiIE. W ACE T %

EIRAE RN, A 2L IPS LG KA B/ nliE . A OGPEIM5 R, 12 (CiscoSecureFirewall
Management Center & BFER ) TH i) “VFrliE” 45

o 4 M 75 2 Cisco Secure % Vi1 Essentials 5¢ Advantage 1] .

WEREK
* JiTfi Secure Firewall Management Center 1 Cisco Secure Firewall Threat Defense % £ WA 205 1T
7.7.10 K ERRA .

* iIT Cisco Secure Firewall Threat Defense 1% 25 W Z0U L & M 4% AR 20 AN FRE A

o TE2A B A VA I B ] Zero Trust §7 1) N, AR5 45 5 3 iE -5 (A3 S 28 2R 2 FH PKCS 12
AR AN S o AR HANUE P, g b EE, thn] DL 22 4 2425 G 08T AIE 15%)
%, GG CF PKCS12 #a. SIS 434 .

* BCE I RS (DNS) LUFHT FAE BRI 56 4 PR e 3k 44 (FQDN). {#i ] Cisco Secure Firewall - [}]
P55 3E (Platform Settings) SEHIC E DNS. 152 [ 4 AT #5 B

o SCHERT AT HIME (HA) 8846 EATR R0 —ANseik.
 CHEAR P (ST ZTNA B 5.1.10 KA.

B ZEERgE


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/770/management-center-device-config-77/interfaces-settings-platform.html#id_74914
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& I IAE SR AT T S A (TPM) (974 (4 Windows 11) _Fig47,

HE BN
c AR BMER: JEH T Zero Trust Vi 0) ¥ Secure Client 7£ 5 Secure Access 1 Firewall Threat
Defense BE47T X )AL 51 2 %4 (mTLS) &G i R A & G0E4, USSR U ) FAE B

s BFAIEBBE NG ZIE T O B ZTNA I g 49 458 A UE P 5 22 42 %8 b Fl 2
AP R AT 24 I mTLS 8. MR & 5 iEHoh PKCS12 2871,

MR O BT AR, T SEAER KR B0 ] Devices> Certificates > Export
Certificate X UK 5 HH 4 PKCS12 &30, S H A PKCS12 LA EEET # PKCS12 UE 153
W%

c BRELER . (IR ERERIARIRAA SRR, WA eV O BEIRA T RRE, Rt
25 SRS AEE B o AT B AL T i 2 THA AT IE B U AL (CA) 2544 IIES

TR E
A7 R B PO R 2 A AN B 7 K S B PO B TG R B R A
ISZFE A 16 NECE 2 WA% IR %% . 62K Cisco Secure Firewall Threat Defense !5 £ 4 :
* 1150
* 3105, 3110, 3120. 3130. 3140
* 4115, 4125. 4145, 4112
* 4215, 4225. 4245

* FTDv

A\

ER W LIE 16 #% FTDv FIECE i H ZTNA. FTDv R A 5 2 i B A S
il ZTNA.

BRAZEEEMEIAE B9PR
* WH] ZTNA ASCHF IPv6.
o e G ZTNA PR T2 86 AN 2 %o 30 Jok 3ty 1 70 k8 )98 512 il S s
T ZTNA ASCREERER %
* MWH ZTNA ASCRF 2 SR B
W ZTNA 1A SR E R

* WH ZTNA {37 #4 5 VRF,
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/770/management-center-device-config-77/interfaces-settings-ifcs-firewall.html#ID-2076-0000002e
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« JHH ZTNA AR FTP 8% TFP %% (iR 45 2% Ak B 1E B sl ik EE R 1 Uil o

i, TR FTP AL R AR TER AL i &, PG I N Bt et dmsc . @]
ZTNA AN R 55 o AR A 144%

BB AR EER IO SR ERITH &S K
)

AR SRS OGS T AT KB B AL

5 A2 1) Secure Firewall Management Center 5 Security Cloud Control £ i 5 BE A% L & 7511
Secure Firewall Management Center & H: 5CHE [ Cisco Secure Firewall Threat Defense % %o 1% 615 £ Fifi

Ji A I B AN B B A ZTNA Jrfs i 2% . & FH ot IR s

N

IR

A ZTNA UER 228N & T 35m& . M Secure Firewall Management Center #4558 21 Jg 0 Blj
V£ PR AT ArT FLA T Tr) 5 1 SREME ARE U], 7E Tl ZTNA #4200 .

FIAZHI
S RN R N 0K #8 1) Security Cloud Control Fll 22452 N RGN, JHOIEER S FIHL .

UK
TIE1 G %Secure Firewall Management Center.
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PI  pERLIR.
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Zero Trust Access

Zero trust access [ZTA) protects your network with and without a client. Clientless ZTA integrates with identity providers
for remote users, while universal ZTA uses an installed client for both on-premises and remote users.Help(?

Clientless Universal

What is Universal ZTA? >

Universal ZTA

Protect your private resources (applications) using on-premises devices (FTDs), cloud (Secure Access) or a hybrid environment that provides both. Helpr?
@ This feature works only on devices with version 7.7.10 and later. To upgrade device, go to Upgrade

Complete the following steps to enable Universal Zero Trust Access:

Step 1 Step 2
Enable Security Cloud Control to onboard the Configure universal zero trust access in
Cisco Secure Firewall Management Center to Security Cloud Control

Security Cloud Control.

‘ Security Cloud Control Integration? '

TR4 AR ERIEHIEMN.
IS EHEI XSRS, SR Security Cloud Control XI#) 44 7K o
FIR6 il BARRER2Z.

Cisco Security Cloud Integration

t center with the Ci

curity C ount to authorize manag

On account, create an account i and i

cloud services. Use your Cisco S

Cloud. If

urity | e to send events to Cisco cloud

ud. Learn more 3

Integration
Cisco Security Cloud  Current Cloud Region @ Tenant Cloud Onboarding Status
©® Disabled None Not Available

[slaging—sse.ciscn.cnm (stagi... v

ore (3

[ Enable Cisco Security Cloud (7 ]

LT MR, A RSE R BRSSO,
SR8 % Security Cloud Control,

BIR9  EEEEPYIERT, s AR
P10 EbEE o b, SR FMC.

FEEEMEAIE
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afnrfn,
CISCO

Welcome to Security Cloud Control

6 To proceed with the registration of your FMC, please select a
SCC tenant or enterprise to register with the FMC and verify
the code displayed below matches the user code from your
FMC.

@ Select Tenant () Create Tenant

L |

uztna-fid-test |

Grant Application Access

Compare the code balow to the authorization code shown in the FMC tab. If
the codes match, authorize the FMC to complete the registration.
If the codes do not match, cancel registration.

S5iim. 72

FMC would like access to your SCC tenant uztna-fid-test.
= Users: All internal users in FMC will have read-only access to this
SCC tenant.
+ Data: FMC will be able to collect data using SCC APls.

The FMC will be registered with tenant uztna-ftd-test

Authorize FMC

TN IR, KPR .
P12 RGK s RAANE, RN O

Integration
Cisco Security Cloud  Current Cloud Region @ Tenant  Cloud Onboarding Status
© Enabled None Not Available

Learn more 7

ﬁ | A Cisco Security Cloud is enabled for staging-sse.cisco.com. Save your configuration for this change to take effect.

PR3 mh DU AL AR T

B ZEEmgE
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DRAFRCE AT e 2L Blint ). MEEORAF i, DU 2 o R BRSNS 44 5K

Integration
Cisco Security Cloud  Current Cloud Region @ CDO Tenant Cloud Onboarding Status
@ Enabled cisco-uztna-ftd-test__ssdyih Onboarding

Learn more ?

[ Disable Cisco Security Cloud 7 ]

PR AR EHABEI T EAE R, WS e EHRE B 23 I

2o ZIHIEE
PLR FE#018 “Cisco Security Cloud 821 ” WU F¥ &, TIEEAE Secure Firewall Management
Center [iE+% &R > RERITH KUy 0% HLH .

EHEE
£ Security Cloud Control "1 i % 1% 5 1) 2 14«
s BERIEEH: %I EHNE DI Security Cloud Control FP WA, BRI B MEHE LIAS i 1%
AEAT A
& 7] ATE Security Cloud Control H i it B A 38 > E44F0 B E & F Fi4t.
* NMREM: WOREAEH] TIPS SE0s, 1L P A R HE DL P SE 5 .
s XHIEERAEMS. RSO BSOS S ARG, 1 P AT B AE DL P2 S SR
o EEEM AT ERENIS RGN, ' HTICENNIPS SifF) sigEp.

ARFMETERE L, S L BRI IR,

BRRERFF (k)
CAIE) rh S LEHE LR FI LR -

* J3F Cisco SuccessNetwork: 6+ I & 26 HE LLJS H - ( Cisco Success Network A Cisco Secure Firewall
Management Center C£E FIREN LG, hRA 7.7) hishig g vHE B .

s BRBRISEHISHT. kb % HE LS F Cisco Secure Firewall Management Center 45 P 15 7 thisf
ANEN R RS E

BRIZE AIBF

ErR A IEME LS (AU A Cisco AT Assistant for Security 42 FEAE (1) BB BB 45 ) ThisHE I AT Bl
T

| FIEEMLIIE .“


https://ci.manage.security.cisco.com/content/docs/c-event-types-in-cdo.html#!c-event-types-in-cdo.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/landing-page/telemetry/cisco_success_network_telemetry_data_770.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/landing-page/telemetry/cisco_success_network_telemetry_data_770.html
http://www.cisco.com/go/firepower-config
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/admin/770/management-center-admin-77/system-config.html?bookSearch=true#use-cisco-ai-assistant-for-security-to-manage-your-threat-defense-devices-effectively
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PRl XDR B3It

i SRIEHE LUR FLDARE XDR # W) L sPiig i) XDR ARG A3k
REg TR FNILER

e SRERE UR TSRS AT e s ey 7 AR EE & ARG o

FHRmIAE (ZTP)
1 Fh 2 1A LL S T Cisco Secure Firewall Management Center 7 P 45w 16 10 2 B2 il ic &
BEERRRE

L4\ Security Cloud Control [1J Secure Firewall Management Center #H I 1) 7 By K it J2i iy 7 40
WAL B, AL
o FAAE BRI (RIS I B TS O i U5 il 5 1) IPS. SR A AR CR A i W REA T DR ) A
TN D 5 IX e A OCTE

© B L BN Ui, A ST AHEE T R R P sl S ) A .
HATLAT A8, 78 i Bt 4 b @A Zero Trust MLGIHIEHEE . X L6 BRI & % %
FQDN. WN#B#:L1. AMEBH: R PKCS12 iiE-P, BAE¥ 4 S T ZTNA.
FrEaZ A
SERCRE BT KRR B O S 2 A s IR, 2 20 TR T E TS .
RSN ZRU RN TE /S T 5% (1) PR 1S R AN I 66 42 1 4 7K -

o NEBEEI (AR DMZ 210D F-F6k At i 7 3 FH s ) J000)

o AN R Tk R P N U e R

T DO RS 2 A B A IR A B 1 A T s AR AR 4 1

S I%1  1F Secure Firewall Management Center 11, g SRB& > RE5KEE > Zero Trust .
L2 LhAERECESNPEREER ZTA.

TR T AR

B ZEERgE


https://docs.xdr.security.cisco.com/Content/home.htm
http://www.cisco.com/go/firepower-config
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Universal ZTA

Protect your private resources (applications) using on-premises devices (FTDs), cloud (Secure Access) or a hybrid environment that provides both. Helpc?
@ This feature works only on devices with version 7.710 and later. To upgrade device, go to Upgrade

Complete the following steps to enable Universal Zero Trust Access:

Step 1 ® Completed Step 2
Enable Security Cloud Control to onboard the Conf\gure universal zero trust access in
Cisco Secure Firewall Management Center to Security Cloud Control

Security Cloud Control.

‘ Configure Universal ZTA in Security Cloud controlci'

L3 LRI, 53] Security Cloud Control.

PIRA  BIRE, AT AR ERERALN, K5 s,
P UL E 22437 [ A1 Cisco Secure Firewall 133 FH [ 4H 21 .
TR TR

Select Organization

l UZTNA-FTD-test - United States ® v

Region

United States

S5 1F Security Cloud Control #, 7E “/=#h” #B4y, midBHAIE,
TEER T ol

> Organization
UZTNA-FTD-test - >
United States

l @ Home

Products
Firewall

Platform services

M Favorites >
%n Security Devices
© = Shared Objects

©  platform Management >

PEE  AE EE M, R RERE
R &I & VU o] ) 2 it

BEERE
|
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Security Devices

[ Devices | Templales] [ Q  search by Device Name, IP Ad

Displaying 2 of 2
results

All FTD
D Name & Configuration Status 3 Connectivity &
fmc7710-1076-2192.168.0.127_td7710-1076
(] - © Synced @ Online
fmc7710-1081192.168.0.125_ftd7710-1801
(] © Synced @ Online

FMC FTD

TR

e P NI £ 38 P A AR R 2% U ) PG R e 55 I S AE

1= Z3 s Py s \tv— s o
S8 AEAMERKT, AdREERE > B Zero Trust I IEIRE -
NERRT AR
MC FTD 192.168.0.132:443
spla > i i v
[ Devices | Templales] I Q| SearchbyL 2 Nami I [zj‘o?‘zmng. . n Device Detalls
results
Name fmc7710-1081.192.168.0.125_d7710-1801
Al FTD Location  192.168.0132:443
Model Cisco Secure Firewall Threat Defense for
B Name = [+ Status = Ci ivity = [UMbie
Type FMC FTD
-1076- Softw 7710
0 t’:‘:‘iii“f) 1076-2192.168.0.127_ftd... © Synced —— v:“i::
- Managed  fmc7710-1081.192168.0.125
fmc7710-1081192.168.0.125_ftd77... - By
- © Synced @ Online
. Monitoring v
-/ Health
Device Management v
& Device Overview
% Routing
D Interfaces
£ Inline Sets
& DHCP
& VTEP
&) High Availability
‘ # Universal zero trust access semngg)
= S LARSNEY Ry A N = >
SR (A Zero Trust if el Be &% & 0L i AN BgnE L E B

B ZEEmgE
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Configure device for Universal Zero Trust Access

n Once settings are deployed, the device will reboot. The process of core
allocation and deplayment of settings may take time until then the traffic will
be stopped on this device.

Firewall management center

| firepower_1010.5.40 ® v |
Device

| firepower_10.10.5.48.10.10.5.51 @ v ‘
Device FQDN

| myftd.example.com ® ‘

Device identity certificate

| uzTATest © -~ | -
sz certificate

Device interface(s)

| Inside *  Select and search device interface(s) G~ ‘

Auto deploy policy and rule enforcements to firewall device
Policy and rule enforcements will be deployed automatically to the selected device.

Deploy and reboot

TR T BB F R GE A ZTNA [HRCE

maz2ies [

=) L RA

FRAIEER AL | WFRER D, STk s AT 551 Secure Firewall
Management Center [£] %55 .

W& M HFEAN A, ok B T KAL) 2 R I it 14 e 5 1) 44 K

% #& FQDN NN SR E 4 (FQDN). FQDN tHFR A TLS/SSL iF-P 12 H

%o

Secure Access % F Uity 7 32 7] 1] 1t FQDN FrACK 19 I8

i fR % %5 FQDN 5 & 45 Sk i H A FK (CN) 584 CRE, - Had 2 JTid
WEF A ) 32 845 FH A FR (SAN).

zEamginE ]


https://www.ssl.com/faqs/common-name/#:~:text=A%20Common%20Name%20(CN)%20is,the%20certificate%20is%20issued%20to.
https://datatracker.ietf.org/doc/html/rfc5280#section-4.2.1.6

B e=zsws
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=

L RA

WEFUHED

W& SAMIE 1 H] A B A
 H5184Eig % FQDN T BUh i A B 58 L.
SR AL 5 5 T A AR (SAN) DLRC.

IR, R8I P B e T 44 R

RARIGESR, LA .pl2#al (HFRA PKCS#12; 152 ssl.com L IE )
NI SETS .

R

W ZTNA S #E PRCS#12 #8 2 K3E T

R B, BN TR UUE B RFR. AR5 Z ARG . Ha ek b AIEfS
FIFAVEH . WRAEB C s, IEERAE N 2B P N L6

F AT DL B ssl.com R4 S S ECAFUEF 2 5 A A R S I AR AIE P o

wEEO

MR, e rp DU AR — SR I 1 5530 () UL AE
* WIBKZHE L (B DMZ) « AU AT ™ &5 U5 ) BRI o
o SNBSS L SO R T S T R
© PIRPSRRL L L1 0 Al ] sl A ] 02 U i RO

B 3% SRR FO A
SEhtE AR B B KA
W&

Ve B EHE, DMELE AN BBV NE, Bk B .
W L, “ABE” IREMGE RS W ZTNA U5 i) g . EAS
SR KBS P by g At B e i

ERR

W B4 LAAAE S W ZTNA s 1) 5 0E AR B QI JoA AR S s, 195 KBS
ERESS ERERN R . RGBS 1. EXFMEO T, BN BT KBS
BEAULFB)ECE T ZTNA Vi i) 5 o

R0 SEEFER.

B2 B LLEDET O ] ZTNA 4 AF5 Bl R G805

a4

B A A B LB 18], AEUELIYIE], e A B P AT U 2 T
WERAE S ] IPE (HA) X Bees, W BR S RIS .

RN AERERE L,

T TSR 8 ZTNA P (1A 5512 1 SR HE
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https://datatracker.ietf.org/doc/html/rfc5280#section-4.2.1.6
https://datatracker.ietf.org/doc/html/rfc7292
https://www.ssl.com/how-to/export-certificates-private-key-from-pkcs12-file-with-openssl/
https://datatracker.ietf.org/doc/html/rfc7292
https://www.ssl.com/article/what-is-a-wildcard-ssl-certificate/
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Security Devices firepower_10.10.5.49.10.10.5.51
MC 101 1:443
— > -
| T ‘ [Devu:es | Templates ‘ | Q | Search by Device Name, IP Address, or Se | E,"l"de‘:‘_'ﬁ,i n Device Detally
Name firepower_10.10.5.48.10.10.5.51
LH A Location 1010.5.51:443
Model Cisco Secure Firewall Threat
B mame 2 Configuration Status 2 Connectivity & Defense for VMware
Type FMC FTD
i Softwar 7700
| tlﬁfgrﬂ?rjo 10.5.49.1010.5.51 D Hior et T UN::.-.'
I:\ firepower_10.10.5.49.10.10.5.52 ® Not Synced iR
MC FTE
Universal Zero Trust Access Settings - Last
— | fmc7710-1076-2_192.168.0.127_ftd7710-1... statu
(] - @ Unknown
FMC FTL
0 fmc7710-1081.192.168.0125_ftd7710-1801 @ Not Synced At

MC FTC

[ Manage Devices in Secure Firewall Management
Center

Device Actions v

< Check for Changes
£ Manage Licenses

= Workflows

Meonitoring ~
W Health
Device Management ~

£ Device Overview
T Routing

[ Interfaces

£ Inline Sets

& DHCP

HRVEANGE R, TEAELINE R ST IR &R > TIERTE
B NE, AT LA A K@ Zero Trust W88 & - RERASIET R &S 2 HRA .

O HIE ] ZTNA (R0 K S B o 0 6 LR 42 ) 22 A 07 1)

T—F 4

A RETIES > 2&ipia) > EiE > WEERE > FTD, KA aviml - EUibh v &
'@o

TIEEM K .“
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Zero Trust M 4817 0] i £1ic 5%

hee BrktEeE | Firewall HAER
g |Threat
EEEA Defenses
AR
il ] Zero Trust MZ&ij; | 7.7.10 7.7.10 i Zero Trust Mg il GEFH ZTNA) 2 —Fr-emBfis %, £+
m GEA ZTNA) . WP 847 EATFRASTRAEES NS RIR I 22 Vi 0. BT —A4
B U7 W AN S AR R U7 0] VPN IR EEBR I T2 %6 3N P 248 1 T AR
PSS BESE: SREE > R EREE > Zero Trust [
2L Cisco %42 A\ Hl Security Cloud Control.
BRI P N £ 2 ¥ £ - SN i 1151 412 e W
X4 Cisco Secure Firewall 1150, 3100, 4100. 4200 F/ Firewall
Threat Defense Virtual.
Zero Trust 7 [0 Baagzh | 7.4.1 T Snort | B KBS HE AL B E O ILEFE LT Zero Trust 1 ) B 55 Th RE -
fig. 30 7.4.1

« BUAE, BRI N TGS NAT FIJ P45 o 0 ) Y 280 B ion) 5
T8 NV SR IR 2 o0 2% Y0 TP b 1l 490 Ay 1 FH 0 45 9 1R ] i e
IP Hiuhik.
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* show running-config zer o-trust application
* show running-config zer o-trust application-group
* show zero-trust sessions
* show zero-trust statistics
* show cluster zero-trust statistics
* clear zero-trust sessions application
* clear zero-trust sessions user

* clear zero-trust statistics
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