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Configure Endpoint Attribute Selection Criteria in DAP .

HIR6 SR (Add) LRSI B VPN &4,

JEBL VPN S0 dm 41 Smg (R J@ k. 20 e IPv4 Hidik . 20 i IPve Hodil . &ERERCE S, H 44,
FH 44 2 FT 5 i) SCEP,

a) EHEEIMIRE E.

b) AN E At & LU N E £ A1

c) MHfRTFE.

PIET EF LDAP &1, RADIUS &5 SAML &4 I8 B1E 1D Fl 1A (
$IE8 filifRTE.

Configure Endpoint Attribute Selection Criteria in DAP

Procedure

Endpoint attributes contain information about the endpoint system environment, posture assessment results,
and applications. The Firewall Threat Defense dynamically generates a collection of endpoint attributes during
session establishment and stores these attributes in a database that is associated with the session. Each DAP
record specifies the endpoint selection attributes that must be satisfied for the Firewall Threat Defense to
choose it for a session. The Firewall Threat Defense selects only DAP records that satisfy every condition
configured.

$HIE1 Choose &£+ > &7, and click Create Dynamic Access Palicy.
#>1% 2 Edit a DAP policy and then DAP record.

Note
Create a DAP policy and DAP record if not done already.

%1% 3 Click Endpoint Criteria and configure the following endpoint criteria attributes:

Note
You can create multiple instances of each type of endpoint attribute. There is no limit for the number of
endpoint attributes for each DAP record.

* Add an Anti-Malware Endpoint Attribute to a DAP

* Add a Device Endpoint Attribute to a DAP

* Add Secure Client Endpoint Attributes to a DAP, on page 9
* Add a NAC Endpoint Attribute to a DAP

* Add an Application Attribute to a DAP

* Add a Personal Firewall Endpoint Attribute to a DAP

* Add an Operating System Endpoint Attribute to a DAP

EEDE T |
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. Add an Anti-Malware Endpoint Attribute to a DAP

* Add a Process Endpoint Attribute to a DAP
* Add a Registry Endpoint Attribute to a DAP
* Add a File Endpoint Attribute to a DAP

* Add Multiple Certificate Authentication Attributes to DAP

$£IE 4 Click Save.

Add an Anti-Malware Endpoint Attribute to a DAP

Procedure

#I®1  Edita DAP record and select Endpoint Criteria> Anti-Malware.
S 1% 2  Select the Match Criteria All or Any.
23 Click Add to add anti-malware attributes.

B4 Click Installed to indicate whether the selected endpoint attribute and its accompanying qualifiers are installed
or not installed.

#HIE5  Choose Enabled or Disabled to activate or deactivate real-time malware scanning.
LI 6  Select the name of the anti-malware Vendor from the list.
HIET  Select the anti-malware Product Description.
I8  Choose the Version of the anti-malware product.
S I%9  Specify the number of days since the Last Update.
You can indicate that an anti-malware update must occur in less than (<) or more than (>) the number of days

you specify.

$IE10 Click Save.

Add a Device Endpoint Attribute to a DAP

Procedure

# 9% 1 Edit a DAP record and choose Endpoint Criteria> Device.
1% 2 Select the Match Criteria All or Any.

I& 3 Click Add and select the = or # operator to check the attribute to be equal to or not equal to the value you
enter for the following attributes:

* Host Name—Hostname of the device you are testing for. Use the computer’ s host name only, not the
fully qualified domain name (FQDN).
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Add Secure Client Endpoint Attributes to a DAP .

* MAC Address—MAC address of the network interface card you are testing for. The address must be
in the format xxxx.xxxx.xxxx where x is a hexadecimal character.

* BIOS Serial Number—BIOS serial number value of the device you are testing for. The number format
is manufacturer-specific.

* Port Number—Listening port number of the device.

* Secure Desktop Version—Version of the Host Scan image running on the endpoint.
* OPSWAT Version—The OPSWAT client version.

* Privacy Protection—None, Cache cleaner, Secure Desktop.

* TCP/UDP Port Number—TCP or UDP port in the listening state that you are testing for.

$IB 4 Click Save.

Add Secure Client Endpoint Attributes to a DAP

Procedure

121 Edit a DAP record and select Endpoint Criteria> Secure Client.
%1% 2 Select the Match Criteria All or Any.

18 3 Click Add and select the = or # operator to check the attribute to be equal to or not equal to the value you
enter.

$IZ 4 Select the Client Version and Platform.
HIE 5 Select the Platform Version, and specify the Device Type and Device Unique I D.
S 126 Add the MAC Addressesthe MAC Address Pool.

Note
The MAC Address must be in the format XX-XX-XX-XX-XX-XX, where each X is a hexadecimal character.
You can click Add another MAC Addressto add more addresses.

#1187 Click Save.

Add NAC Endpoint Attributes to a DAP

Procedure

%121 Edit a DAP record and select Endpoint Criteria> NAC.
1% 2 Select the Match Criteria All or Any.
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. Add an Application Attribute to a DAP

1% 3 Click Add to add NAC attributes.

%1% 4 Set the operator to be equal to = or not equal to # the posture token string. Enter the posture token string
in the Posture Status box.

#1185 Click Save.

Add an Application Attribute to a DAP

Procedure

121 Edit a DAP record and select Endpoint Criteria> Application.
%1% 2 Select the Match Criteria All or Any.
#1# 3 Click Add to add application attributes.

1% 4 Choose equals ( =) or does not equal (# ) and specify the Client Typeto indicate the type of remote access
connection.

I 5 Click Save,

Add a Personal Firewall Endpoint Attribute to a DAP

Procedure

# 121 Edit a DAP record and select Endpoint Criteria> Personal Firewall.
1% 2 Select the Match Criteria All or Any.
#1% 3 Click Add to add personal firewall attributes.

I8 4 Click Installed to indicate whether the personal firewall endpoint attribute and its accompanying qualifiers
(fields below the Name/Operation/Value column) are installed or not installed.

I 5 Choose Enabled or Disabled to activate or deactivate firewall protection.
IZ 6 Select the name of the firewall Vendor from the list.

1B

w

1B

w

$HIB 7 Select the firewall Product Description.

#5128 Select the equals (=) or does not equal (# ) operator and choose the Ver sion of the personal firewall product.
1B
w

9 Click Save.
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Add an Operating System Endpoint Attribute to a DAP .

Add an Operating System Endpoint Attribute to a DAP

Procedure

IE 1 Edit a DAP record and select Endpoint Criteria> Operating System .

1% 2 Select the Match Criteria All or Any.

#1% 3 Click Add to add endpoint attributes.

I 4 Select the equals ( =) or does not equal (# ) operator and then select the Operating System.

125 Select the equals ( =) or does not equal (# ) operator and then specify the operating system Version.
$I% 6 Click Save,

Add a Process Endpoint Attribute to a DAP

Procedure

#I¥1  Edit a DAP record.

1% 2 Click the Endpoint Criteriatab.

I3 Click Process.

1% 4 Select the Match Criteriaas All or Any.
185  Click + to add the process attributes.
$IB6  Select Exists or Does not exist.

HI®ET  Specify the Process Name.

w
%1% 8  From the Endpoint | D drop-down list, choose the ID for the process or click + to configure a posture assessment

ML )

criteria for the process. For more information, see [t & %3 2 4> PFA 4541, on page 5.
P9 Click Exists or Doesnot exist.
$IR10 Click Save.

Add a Registry Endpoint Attribute to a DAP

Scanning for registry endpoint attributes applies to Windows operating systems only.

Before you begin

Before configuring a Registry endpoint attribute, define the registry key for which you want to scan in the
Host Scan window for Cisco Secure Desktop.
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. Add a File Endpoint Attribute to a DAP

Procedure

PR

9k

i

HIR

1

3

T4

b2 ]

b

TG

Edit a DAP record.

Click the Endpoint Criteriatab.

Click Registry.

Select the Match Criteriaas All or Any.

Click + to add registry attributes.

Select the Entry Path for the registry and specify the path.

From the Endpoint 1D drop-down list, choose the ID for the registry or click + to configure a posture
assessment criteria for the registry. For more information, see fit. & 23 ‘% 4= VP Al 4 F, on page 5.

Choose the existence of the registry, EXists or Does not exist.

Select the registry Type from the list.

Select the equals (=) or does not equal (#) operator and enter the Value of the registry key.
Select Case insensitive to disregard the case of the registry entry while scanning.

Click Save.

Add a File Endpoint Attribute to a DAP

Procedure

pZ

1

Edit a DAP record.

Click the Endpoint Criteria tab.
Click File.

Select the Match Criteria All or Any.
Click + to add file attributes.

Specify the File Path.

From the Endpoint I D drop-down list, choose the ID for the file or click + to configure a posture assessment
criteria for the file. For more information, see it & £ %2 4= PEA 45, on page 5.

Choose Exists or Does not exist to indicate the presence of the file.

Select less than (<) or greater than (>) and specify the Last M odified days for the file.
Select the equal to ( =) or not equal to # operator and enter the Checksum.

Click Save.
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Add Certificate Authentication Attributes to a DAP .

Add Certificate Authentication Attributes to a DAP

Procedure

S

You can index each certificate to allow referencing to any of the received certificates, by the configured rules.
Based on these certificate fields, you can configure DAP rules to allow or disallow connection attempts.

Edit a DAP record and select Endpoint Criteria> Certificate.
Select the Match Criteria All or Any.

Click Add to add certificate attributes.

Select the certificate Certl or Cert2.

Select the Subject and specify the subject value.

Select the | ssuer and specify the issuer value.

Select the Subject Alternate Name and specify the subject value.
Specify the Serial Number.

Choose the Certificate Store: None, Machine, or User.

The VPN client sends the certificate store information.

Click Save.
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