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o ARRE UL i e T AT B G BB E MO TR R has . AOCREERIE R, WS

B .

o FP € SCIR AV £ s R S5 AT PRI % H P8
iz

TR RE > IRFER IO, GRS s SR Beg . SAURERE . A7 O 1 v & Ui
B WS B KB L Web S - Bt 0O, 511 0.

P2 N FhAIERS, R R 2.
$IE3 7 ERIEEEEM (Virtual Router Properties) T Y, %A L& Bciid ] .
$IB 4 BRINEED, iH/ERT 450 (Available Interfaces) HE Fik#3% 10, K5 Aidikin (Add).

THICAELL LA

* AT OME T I HA AR AR IR 1o 8] DA ARRE O FAE s O P R JUZ A A AR . TR AT
RAFSERS,  LAE B AR AL

o AN AR A T H T80, AT IO AR R 4 A ATAR S At P e SR RS RS 28
0. JRuIPAGS BRI 2SS i EiEe O FHO . JURFED. PIMF4. VTI F1 EtherChannels,
EARREA T R A O . B RN Tkar 4, BTGk E R b .

T RERZ W 1 2> Bogs 4 R REAUL % 4% -
PES LRAFIRE, LR (Save).
HYR6 MR AL h AR B s, T R e IARR, 3T TR ) B DT

* OSPE- )7 52 PR tH 421 537 5 OSPFv2. OSPFV2 (1) Hidth 14 B 5 ) pe 400 % £y 2 Js 1432
H—FEE ], RO AV EOGE PR E A & 1R th2s (e 10 . 48 0] DLk 4 J= R b
2852 X OSPFv3 Al OSPFv2 % KNS . 45 5< OSPF & & 115 &, 1S OSPF.

* RIP - HAER 4 Jm) EFLM th #3100 & RIP % h 56m% . 45 ¢ RIP W E IS B, 1S HRIP.
* BGP - i R B 7E I8 B (Settings) A E HY BGP K E -

« BT B ID YEE AL, PSSO T F AT A . T DAZE U AT g
KTE AR E (Settings) BT 5E SUIIEK 1 4% ID ¥ .

* TCE At BGP IPv4 55 IPv6 W, WZI7EHE Mg E (General Settings) 11 BGP G i+
Ja H BGP 70,

o AR A A P s U REFULIMG Hh 28450 57 FF TPva Al IPv6 Mtk R %11 BGP It & .
HKHLE BGP BE ME R, 1EZHUBGP.

© FRISERHE - A UL BEEORE SONEFE H BRI 28 AR AL AL . 808 AT LU Y I EOR B A KR
UL 2 I A i e o AT DU T i Sl Jm R A o i PO 11 1 e e 28 e

bt |


management-center-device-config-10-0_chapter21.pdf#nameddest=unique_1061
management-center-device-config-10-0_chapter21.pdf#nameddest=unique_1061
management-center-device-config-10-0_chapter25.pdf#nameddest=unique_1102
management-center-device-config-10-0_chapter28.pdf#nameddest=unique_1103
management-center-device-config-10-0_chapter27.pdf#nameddest=unique_1104

Engns |
| R

. FMC AEORM A4, LR e BT — R 28 F ol 11 et o b4t ottt
W, AT BRI C,

FRAS I 70 B M EE TR HR 835t 41 R L 1] 1 R 1 R L R s . WROR R AR
M, %51 2R N/A.

TEIBTHAS IR tHE T WA LR tH 28, #8471t Nullo 42 1 DL 55 #2514 T & 1 [R]— He 400 el
.

ARESE B BE NG R, WS RSB0 .
© 4RIE - HAEoh AR R UL rh e E B ALRRBS iy ems . A OCAL IR B R AR, S A,

SRR ERAFIE, LR (Save).

T—3#Mita
* B ORI 8%
o MR RSO H 2% o

12 P80 RE $0L 5 FH 2%

ST LUE SOREAUAS £ 8 10 U W AN At Bl S
UK

T EFIRE > IBEETE, RJ59% Firewall Threat Defense 1% % o
P2 LA (Routing).
$1B3 L EIREREBE (Manage Virtual Routers).

FITA R ULt 4% DA B 23 FE PO #4876 FE #BR ER 2§ (Virtual Routers) B
SRR A EESURI a5 S P R 805 IL 1 4R (2).

a4
Toik A oA Jo R UL h A R EE T . BRI, ASREXS 4Rk el AT A TR M (O
KEFBE.

PERS LA, A THRTF (Save).

T—%Mit4
o TR R OIS 4% o

W EngmE


management-center-device-config-10-0_chapter21.pdf#nameddest=unique_1048
management-center-device-config-10-0_chapter29.pdf#nameddest=unique_1105

| mnissems
misenzns

A B R $A 2% ER 2%

FHia Z |l
o ANEEMBR 4R RE AR i ds . DAL, IBRIETHAN W] T4 Ja) R UL 1 465
o REATLL— UMM ER 22 REAULES 1 2 o
o W3R FD R U386 £ 28 P BT AT i e SRSt A R
o WM 0 R F0L 1% e 45 ) A 42 VAR A ) 3 4 Sy R AU i 9

o WUREE MRS AAEARAT IR (IS 1P B o) WA EAR Y 58 J5 A Re M R itk
H1 %% o

UK

S EHFIRE > IRTEIE, RJ59m% Firewall Threat Defense 1% % o
PR 2 fHERE (Routing).
$I23 LB ERIERHE (Manage Virtual Routers).

JIA M UL e 5 DA W) P42 1 #6887/ EE OB ER 2% (Virtual Routers) BT
S 4 SR RS e, 1T L RS MR (C).

SRS MR AR ds, THLAE CTRL B, i SR A ROl o By, AR5 sialiiBR.
FE6 LR, 1 dHRTF (Save).

HE R B% 28

TS FE AR 4 MEAT WP AN R HEBR i S ki CLI R B R i 2.
* show vrf: 7R kELLHE R ot S L OCIRE: LI PR L
* show route vrf <vrf_name>: {7 iE 40114 HH 2% (1 1% RIS 5o
* show run router bgp all: 7RI MRS fH#% 1) BGP B 4045 S
* show run router bgp vrf <vrf_name>: 57 ML %%  BGP % th 14115 15
« show crypto ipsec sa/show crypto ikev2 sa: 7~ BE i RSG5 b 2 (0 e 415 S
o T DATE ol i ) A TR B h M s Bl (BRI > w518 VPND

£ BRIEARAS W Erh, B BRI L, SGEA R O, RJE AT BUR G IRERSS LLAE U
B3 VPN B - B4 TR -

| bt |



Engns |

B =sazarsse

FE $UAES F 25 RO B & 7R 191

LUNEIBG:

i FE HELES FH 25 B% FR 2T A2 AR 55 2%

FERERAEG Hrp, T CARI A2 A R SO Hh g ok B D AL e b s i i 2, AT S I 28 43 85 . 7
%%%%T,Hﬂ%%EmMR%ﬁf$ﬂ%@ﬂ%$%w@%%%ﬁ IR TR K SO0 Hh
P LI LAT 1) A B 22 BRI EHLIFE Y

T, BB 5% R o ) (1 B 5 0 ke B REUERAE L ) B B T 4 1 PR A R A T B k. AR R
B EIAEE, EBHEEAHR CEREIRTD S8R5 AR 2 Bk el tas 2 MR i i o 26 it
TN 0 22 Bk MR R e R, FESRE AR, SRR AR BRI A (D PRiE
ZmAE PR BRI A (HASD 8Osl . M HRNSAHEE 2Bk, BIETEER ‘&
7 R A G BB AR H AR (BP 10.50.0.0/24) [F# o

1: BEEXA AR BUER B 27 - TP

Internet

t

Threat
Defense

—~
(1030.0.0/24 )
[ »
1 B
{i
A
- -0
Virtual Router Virtual Router
Sales Warehouse
Gio/1 Gio/2
h 10.200. 0/30 10 40.0.0/30
Sales Warehouse
_Router 1 _Router 2
9 10.10.0.0/24 10.50.0.0/24

Sales Warehouse

FriaZ Al
R BB L Sales Routerl, AR E M 10.20.0.1/30 £ 1 2% tH 3 10.50.0.5/24.

fid BBy oh “HEE” RERLM t 28 i A O B T (Gi0/1):
a) EHIRE > REEE, AHRALER, ARG O (Interfaces).
b) Wi Gio/1 %11

o ZFR - AfFIFK “VR-Sales” .
s BRI,

W EngmE



| mnissems

smsEnsnssnmnenss |

 JEIPVA T, X5 1P 2B, [EEFERRESIP.
* |P Hhtit - i\ 10.30.0.1/24.

c) miilifBZE (OK).
d) stk (Save).
BB EA IS O MBS 28 1B 1 % 1 (Gi0/2):
a) R IRE > REEE, SHRALER, AR5 AT O (Interfaces).
b) ZwiE Gi0/2 #5110
o BFR - AHH A “VR-Warehouse”
o B R IEAE .
« FEIPV4A , X IP 2B, A RERERS IP.

o |P il - I 2 X RGEA RVFRAT AR ) 1P Hidik (10.30.0.1/24) BLE B L1, AR
RN P e SRS s

¢) rili#AE (OK).

d) rilifRE (Save).

Gl T R O LK th A T o E AR O

a) L IRE > REEE, RS54 Firewall Threat Defense ¥ £ .

b) KKIEFEERE > B EMKHEE.

o) mihidRAnEABE HEF RO “HE” RS At

d) sUHRMEPIERBSFHAIE 0" B hAE.

e) MBS s Py bk “@it” , RGTEEREEHBRIET, W “VR-Sales” 1 hikE
BEOJHRAE.

) MBI A N RAIER PR OB, RGEEREEHREE MY, W “VR-Warehouse” 1
R E RO IR

HEHr U7 a “VR-Warehouse” 2 It &'

a) LEHREF>REEE, AHRALIR, A5 AT O (Interfaces).

b) EFXf “VR-Warehouse” #1155 il 4R4E . K5 IP Hihib 4552 0 10.30.0.1/24, BLAE, T4 1140 Bl 40 iid
P ASF ) A 2, DI R RVFEATH] “VR-Sales” [f)[R]— IP Hidib AT AiC &

¢) HilifiE (OK).

d) MiifR7F (Save).

N PENRSS % (10.50.0.0/24) FIGFE M G (10.40.0.2/30) B 4 48 6 %«
a) EFEITR.
b) KUIEPERINMLE > RINAT &

o AFR - AfHH A “Warehouse-Server” .
© W& - sy “MEE” HHFIA 10.50.0.0/24,

bt |
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¢) Hiifx#F (Save).
d) IRUCERERINMLE > RINFF R :

* ZFR - ANy “Warehouse-Gateway” o
© W% - gy “EHL” I 10.40.0.2,

e) miilifR7E (Save).
IR 6 & NI “VR-Warechouse” H (1) “HIE " FEALL Hh 5 H (1) 6 it -
a) W IRE > REEE, K594 Firewall Threat Defense %% o
b) EFEEEH.
o) M Fhrzrhikse “af” B ey, AR5 ATERSHEE.
d) HidiRmmERE. ERMERSHKBEERET, HEUTHNE:

- 0 - kP “VR-Warehouse” -
o M4& - % F¢ Warehouse-Server % % .
o Pk - K ILR A B M ) D) AN R A, TE IR O,

Add Static Route Configuration ®
Type: ® Pva () IPve

Interface*

[VR*Warehouse v ]

(Interface starting with this icon = signifies it is available for route leak)

Available Network C = Selected Network
[ Q, Search ] Warehouse-Server O
any-ipv4

IPv4-Benchmark-Tests

IPv4-Link-Local

IPv4-Multicast

IPv4-Private-10.0.0.0-8

-

Ensure that egress virtualrouter has route to that destination

Gateway

l -]+
Metric:

L )

(1-254)

Tunneled: [_] (Used only for default Route)

Route Tracking:

[ -

Cancel m

W EngmE

ez |
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e) MiHARE (OK).
) ridifRE (Save).

PR A QAT AR s, 8 SR B d s 2 RO
a) M NHUAIRTIERE O R T, AR5 R ERSIEH .
b) RURMMERE. ERMERSEBEEET, HElTAA:

e 3EO - EFE “VR-Warehouse”
* M%E - % F¢ Warehouse-Server $f % .

* P k- Warehouse-Gateway %f % .

Add Static Route Configuration ®
Type: @ 1rva () IPve

Interface*

[ VR-Warehouse ¥ ]

(Interface starting with this icon ) signifies it is available for route leak)

Available Network + Selected Network
I Q, Search ] Warehouse-Server O
any-ipv4

IPv4-Benchmark-Tests

IPv4-Link-Local

IPv4-Multicast

IPv4-Private-10.0.0.0-8

-

Ensure that egress virtualrouter has route to that destination

Gateway

[Warehouse—Gateway v ] +

Metric:

[ )

(1-254)

Tunneled: C] (Used only for default Route)

Route Tracking:

[ v ]+

Cancel m

c) KilifE (OK).
d) MiifR7FE (Save).

SR8 W E RVFVI BB EERS 23V ) H R . AT R EEEI R, TR E X . . 3
% > BOKIGERRM > KX I “VR-Sales” 1 “VR-Warchouse” 24X I5; *f T
Warehouse-Server WM 2857 %, @3 Warehouse-Server #2140 (K RIEHERn > 3=0O4R) .

| bt |



Ensmns |
B vertessswu=anERREERR

LB KUUE PR REE > R EREE > 7 1038 JmE Ui nl 34l Rl & v s B, ARV E N “HE7 B
L%t A o 52 11 21030 17 H B9 Warehouse-Server P85 /) “A 7 AL i as v i) H B2 .
Blan, A “aE” BRSO T “EERE 2eXIigm, SR BRI kAt
I T BRI a3, M7 in) 42 R0 G Frids «

€N Return to Access Control Policy Management

w' Sales-Warehouse ¢ @ Analyze ~
L Packets » @ PrefilterRules —» (O) Decryption » @& Security Intelligence -+ (0) Identity » @ Access Control © More Targete
[ Q Type to search otal 1 rule A 2 m ‘ Add Category
Source Destination
|:| Name Action Applications
Zones Networks Zones Networks Ports
I:l ~  Mandatory 1rule (1-1)
|:| 1 Warehouse-Rule © Allow & Sales-Zones &t Warehouse-Zone 10.50.0.5

Default (No rules)

on. AddRule Or Add Category

NI {4 61 & & ik == [B) B9 ELBA W) 377 2] A BR

A FH B F R iy, SR DAH B B 70 S b B ph A D I 2 AN DS A R I s bk . (H2, B TAE
T e PR R AL ph e R B ER ) TP HbhEAR R, DR A BRI NAT/PAT 3t g A5z 11 N
NAT/PAT KN,  DURAARR [0l B BA TEAA I B i3t e BB AE 7 O /85 35 58 i Ik 24 1) 11 T 5 R 42
2% H 2% F1 NAT/PAT £ 0 FRFE o

%1, Firewall Threat Defense |- 1 vrl-inside Fll vr2-inside #% 5& X ki F IP Huhik 192.168.1.1/24,
AT B 24 B T A LA 192.168.1.0/24 W28 (1) 40 B o 8 SRV a9 IS8 A [ k= 1] (1) R 400 1%
BHAS U 1) ELIDE D, S5 ks NAT B 23 50 S F T BEAN R FOL6 R 2 vh BB 11, S5 A T SR ) NAT
B PAT . ] LM PAT ¥ VRI1 RS2 10.100.10.1, FKF VR2 btk 5% 46 4
10.100.10.2, FE S s T 0esE, e i) TR R 254z 12 4 ey i e s 10— 0o 8L ZiiAd
WL FEIS L 1 (vrl-inside A1 vr2-inside) K& XL NAT/PAT AL - AT “ATAT” 14 Yid KA
RGIAE BRI, IXIE R PN AS R 4% 1 B o] A7 AEAH (R 1P Hiuhik o

PAT t0 10.100.10.1__*
172161024

192.168.1.0/24

192.168.1.0/24

A ; 'PAT1010.100.102 4
Inside Networks E 212 IPv4 Public
e Internet

)

AR RAE R AN E et il () P AL e s P ) SR 1, B 5 SONAT HUU, DU g
PR BRI R, T OR AN A8 M DX 202K 8 55 LI 415 (¥ 45 READLS £ 2 2 18] (R A

W EngmE



| mnissems
mmtassswu=ananRsanE |

HIE1 Oy VRI LR RSN
a) P RE > REER, ShRasr, RESHED.
b) MRS VR (4.
* ZFR (Name) - 7ESb R+ 24 vrl-inside.
o M B R SEAE .
s fEIPVA T, X1 IP B, IEERFHERERTS IP.

* |P ik (1P Address) - il A\ 192.168.1.1/24.

¢) HilifE (OK).
d) riiifRF (Save).

P$IE2 4 VR2 FLE W& ERE
a) P RE > REEE, ALHR&ES, A5 sahED.
b) WIS LYY VR 181
*« ZFR (Name) - 7E UL 2k vi2-inside.
o W B AR EHE
s fEIPVA T, XTIP 2B, iHERFERERSIP.
© |P bl - B A . Z ARG A RVFIBATHAR R P 1P Hubkfc S O, RO R G e
S REAOL B F 25 o
c) MEHBRE (OK).
d) riiifR7E (Save).
L3 BCE VR R RHEE L S B e -
a) P IRE>IREEIE, RS5% 4 Firewall Threat Defense ¥ £ o
b) WUGEFESH > BIREMEHER. SAdHRMERIEEHEE (Add Virtual Router) 6% VR1,
¢) XT VRI, 7EREHIEEHSEE M (Virtual Router Properties) H143Ait vrl-inside J15:A7 -

d) ~ilig#7SERE (Static Route).
¢) RiRMEEE. ERMESEEEET, el MA%R:

* 0 (Interface) - LEFE4Jm % (A AN .

* M4 (Network) - L+ any-ipv4 X 5. XA L5 ETVEAE VR P HT FRAE ) 3 & (R BRI
.

© WK - REIL R A i R 2 D AN R B s, TR0 dR R OG

| bt |
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Add Static Route Configuration

Type: @ Pva () IPve
Interface*
[ outside v ]

(Interface starting with this icon [ signifies it is available for route leak)

Available Network Selected Network

[ Q. Search ] any-ipv4

IPv4-Benchmark-Tests
IPv4-Link-Local

IPv4-Multicast

IPv4-Private-10.0.0.0-8

(]

Gateway*

[ ] *
Metric:

L )
(1-254)

Tunneled: |:| (Used only for default Route)

Route Tracking:

[ v ] +

Cancel m

f) RHE (OK).
g) HilifR7F (Save).

PR BCE VR2 NIEIAR A A BOA RS dit R -

a) EFRE > REEE, A5%%H Firewall Threat Defense % o

ez |

b) KUGEFEH > SREMEHE. SdiRmEEHEE (Add Virtual Router) 412 VR2,

¢) XIT VR2, 7EREIIEEAEEEE M (Virtual Router Properties) H 4 At vr2-inside JF1#47

d) siiERSERE (Static Route).
e) MIHRIMEEEA. ERMESEHEESE Y, Hebl FHA:

W EngmE

* 0 (Interface) - 4 )mBK thas M4 .

« P4 (Network) - 3£ any-ipv4 X% . XA ML R TIELE VR A % e AT ] 3 R RO %
s

© WK - KL A A IR 2 S A R A I, TR0 OG
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Add Static Route Configuration ®
Type: @ Pva () IPve

Interface*

[ outside v ]

(Interface starting with this icon [ signifies it is available for route leak)

Available Network Selected Network

[ Q. Search ] any-ipvd o

IPv4-Benchmark-Tests

IPv4-Link-Local

IPv4-Multicast

IPv4-Private-10.0.0.0-8

Gateway*

[ ] *
Metric:

L )
(1-254)

Tunneled: |:| (Used only for default Route)

Route Tracking:

[ v ] +

Cancel m

f) MilifE (OK).
g) HilifR#F (Save).

WIRS (R AN L ERCE IPv4 FASBOAM B, B 172.16.1.2:
a) W IRE > IRFEE, A)5%% Firewall Threat Defense W45 o
b) IEFFERE (Routing) J4wH 4= ik 4w .
c) MiiERSEEH (Static Route).
d) ARMEER. ERMERSKHEET, Rl FNE:

* #0 (Interface) - £ Jm ik a8 AT H:
o M4 (Network) - £ any-ipv4 X% . AL TAR 1Pv4 I B I ERIA R H

« Pk (Gateway) - WHR CBIE, WM FRFIR TR LA . WEEMAAENNS, FSER
fn (Add), SRJE AR D L Y E8 s 55— A X S Y TP Mkl CAEASBIP o 172.16.1.2)
SCENNF . GBI SR )G, 75 “PISS” (Gateway) F-BH k%A% .

| bt |
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Add Static Route Configuration

Type: @ Pva () IPvs
Interface*
[ outside v ]

(Interface starting with this icon (% signifies it is available for route leak)

Available Network Selected Network

[ Q. Search ] any-ipv4

|IPv4-Benchmark-Tests

IPv4-Link-Local

IPv4-Multicast

IPv4-Private-10.0.0.0-8

(]

Gateway*

[outside-gateway v ] -
Metric:

L ]
(1-254)

Tunneled: D (Used only for default Route)
Route Tracking:

[ « | +

Cancel m

e) MiiE (OK).
f) sk (Save).
HIB6  HEFriin vr2-inside B AL E
a) HHIRE>REEE, SNHRALRK, ARG AEED
b) Aiili vr2-inside 32 D ¥ 4548 (Edit). K IP Hibib46 28 192.168.1.1/24. IUAE, 00 50 %

PIASANFIIR AU 4, DI R S8 SEVFIEAE T vrl-inside (IR [A] TP HuhbHEATHCE

c) AiifE (OK).
d) HHRTE (Save).

i

7 A% NAT N, LUK VRI B PAT -4 EAL 45 10.100.10.1.

a) EFERER > MEETRER > NAT .
b) sdiEREE (New Policy).
c) i InsideOutsideNATRule 1} NAT Sl& %, SR J51EFF Firewall Threat Defense % . sithifR

7.

d) 7t InsideOutsideNATRule B[, ik FRANAM e SLULT N 25
* NAT # | (NAT Rule) - £ “F3) NAT MU~ (Manual NAT Rule).

* 22 (Type) - & F “Zh7&” (Dynamic).

W EngmE

ez |
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« /A (Insert) - WHRAFAEAT 528 NAT U, WEERE “ EJ7” (Above)s
+ i Enabled.

s FEEOXERY, %FF vrl-interface X Z I N ERMENE (WHZNEATH, EE FR >
O PEIE—) , AREERINEE O NRME BFR.

« {E3EHR (Trandation)™", 4 JE$#43& (Original Source) %% any-ipv4. X T-4#:#97% (Trandated
Source), AN (Add) FEH 10.100.10.1 3k 5E L EHIN % VRI-PAT-Pool., &+
VR1-PAT-Pool, I FEfR:

Add NAT Rule @
NAT Rule:
[ Manual NAT Rule v ]
Insert:
[ In Category v ] [ NAT Rules Before v
Type:
[ Static v ]
Enable
Description:
Interface Objects Translation PAT Pool Advanced
Original Packet Translated Packet
Original Source:* Translated Source:
[ any-ipv4 v ] [ Address ~ ]
Original Destination: [ VR1-PAT-Pool ¥ ]
[ Agdress ¥ ] Translated Destination:

Original Source Port: Translated Source Port:

[ )| [ ¥

Original Destination Port: Translated Destination Port:

[ <) [ 2]

Cancel m
e) MR (OK).
f) AR #F (Save).
SRS NI NAT S, LU VR2 H PAT p9-Shifti fE4%0 10.100.10.2,

a) JEFFIREER > M RER > NAT .
b) i InsideOutsideNATRule DL X VR2 NAT K0

« NAT #7 (NAT Rule) - £ “ T3 NAT #1117 (Manual NAT Rule).

* A (Type) - L “3)A&” (Dynamic).

* A (Insert) - WRAFAEATAT B4 NAT B, WIERE “ 1J7” (Above).
* fiii Enabled.

bt |
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ez |

s AEEOM KT, WEFE vi2-interface M LI ARMELR (WRAZXNEA ], W B > B

B> EEED PE A, RIRIERSNEEE D RINE B AR,

* {EEEH: (Trandation)H', 4 JREAIE (Original Source) £+ any-ipv4. *f T-453H93R (Trandated
Source), sHiliiAn (Add) JEAHST 10.100.10.2 3¢5 L EHLH 4 VR2-PAT-Pool. #E#¢

VR2-PAT-Pool, 41 FEfizs:

Add NAT Rule

NAT Rule:

[ Manual NAT Rule

A

Insert:

[ In Category

v ] [ NAT Rules Before

Type:

[ Static

J

Enable
Description:

[

]

Interface Objects

Original Packet

Original Source:*

Translation

[ any-ipvd

Original Destination:

[ Address

[

Original Source Port:

[

Original Destination Port:

[

¢) Milif#E (OK).
d) ridifRE (Save).
SR HLE VAR E M vrl-inside A vr2-inside 3% FI [a) S84 10 B ) das il oRms, 148 e 0 gt 40 4 X dl o
. & >FEOEPRM (Add) > L2 X8 (Security Zone) J£4 vrl-inside. vr2-inside FAMHHEE
A 7 22 4 X 3k
S0 ERER > REEME > FEsE], ARJEECE Uy i 35 HEE 0 L SR vrl-inside-zone F vr2- inside-zone
HR R AR i 2 outside-zone .
P s T LA a4 I DX, WSS VR A i s O 1) EL I PR S A DD G Bl S5 mT DR S
At ZH50 8 T I 1] 428 561 SR -

W EngmE

Advanced

Translated Packet

Translated Source:

[ Address

[ VR2-PAT-Pool

Translated Destination:

[

Translated Source Port:

[

Translated Destination Port:

[




| mnissems

s 2 BBk e B P P 42t £7 RA VPN o) [

Name | AllowInternetTraffic i
Q Zones (3) Networks Ports Applications Users URLs
| Q) Search Security Zone Objects Total 3

= « outside-zone (Routed Security Zone)
its Vr1-inside-zone (Routed Security Zone)

ﬂ ins VI2-inside-zone (Routed Security Zone)

+ Create Security Zone Object

Comments (1) ~

ana] gt 1 % EEFOLEE R AP A9 2R 253347 RA VPN 177 (9]

FEJA T RS ES E e b, HU 4R DS Hh 5% 1 1 S08F RA VPN ORI it fo 1 Secure Client
PP R 2 7 R SCHD RE UL b 2% P 25 RO R o

£ FMAZRFIH, RA VPN (Secure Client) F & RIMHE K 172.16.3.1 ) Firewall Threat Defense
ANEEEI, FFAE 192.168.80.0/24 i K45 TP Mtk . ZH P R BEVT ) 42 R R LR Hh B N R 4. B
Fevrit sl e R RERU A VR B4 (B 192.168.1.0/24) , iEELEAE4 R VR1 LG
B RS Eh R % £

| bt |



Ensns |
B o s v sl e B PO BRI 4247 RA VPN 37578)

inside ~——— 172.16.3.1
’ . outside

Inside Network i

VPN POOL |

/ A
AT
192.168.80.0/24 |
. 1192.168.80.0/24 Saniire
192.168.1.1 ;
VFi-nside  Threat Client
Defense

FHia Z |l

PE7R BB S COBCE RA VPN, 58 SRS ey, OB 1 JFR 2 Ho g A1 R R UL i 25

UK

W FLE AR B d A8 B B e VR % i .
a) &P IRE > IREEIE, 54914 Firewall Threat Defense ¥ £ o
b) miiiE&H (Routing). FRINEH K, REUKEER “42REHENE” (Global routing properties) UL [Hi »
c) AiERASEEE (Static Route).
d) AUGHRMEEEB. ERMERSHEHEED, HellFHE:

* 0 (Interface) - EF VR1 PR,

* M%& (Network) - iE#% VR RERLE thas 280 52 o 8] LML AR R3S &R (Add Object) 1E €1

1

© PR RIS CREES M 2 ) A R AR I, 2R

W EngmE
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Add Static Route Configuration @
Type: @ Pva () IPve

Interface*

[ vri-inside v ]

(Interface starting with this icon [% signifies it is available for route leak)

Available Network Selected Network

[ Q. Search ] nw-192.168.1.0

]

IPv4-Private-192.168.0.0-16
IPv4-Private-All-RFC1918

IPv6-to-IPv4-Relay-Anycast

vpnh-pool s

Gateway*
[ “] &
Metric:

1 ]

(1-254)

Tunneled: D (Used only for default Route)

Route Tracking:

[ v | +

Cancel m

% S SRVEAE VPN Wb A 40 JiE TP Hudik 1) Secure Client U7 1] VR 1 REF0LE% H 28117 192.168.1.0/24
2%

¢) MiifhE.

IR 2 FLE A VRI 245 M2 A0 EE b 2% 1) 2% b v -
a) L IRE > REEE, R5%i%E Firewall Threat Defense ¥ £ .
b) iliE&H (Routing), #AJm M FHFI&HLESE VRI.
o) miligRSEEH (Static Route).
d) sliARmEEE. ERMERSKERETD, el FHA:

* 0 (Interface) - 45K A M4 .
* [4& (Network) - e+ 4= Jal RE LS F 2 P 48 X6 42 .
© F3K - KR A K B B O S R AR R AR I, TE R G

bt |
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Add Static Route Configuration

Type: @ ipva () IPVE
Interface*
[ outside v ]

(Interface starting with this icon = signifies it is available for route leak)

Available Network Selected Network

[ Q) Search ] vpn-pool

-

IPv4-Private-192.168.0.0-16
IPv4-Private-All-RFC1918
IPvB-to-IPv4-Relay-Anycast

nw-192.168.1.0

Gateway*

[ <
Metric:

L )
(1-254)

Tunneled: |:| (Used only for default Route)

Route Tracking:

[ v | +

ez |

Cancel m

Bie B I ER A B 1 foVF 192.168.1.0/24 M4 (VR1) 2850 [0 76 VPN s rh 22 Bt TP ik Secure
Client K ACiER:,

e) MlifhE.

T—5 Mt 4

WS RA VPN bkt 5 H e SO B R i 4% H 1) TP ik &,

B D2 TP bkl FIE7 S NAT

B, CUR HIESR B . 5, BT LU RA VPN Hilibitn, DL BLE S

an{ATiE i (8] VPN R 5K B % A~ FE 5185 B 25 B P 4%

N =1
HILER

FEJA F R AL ER N e % b, AT 4 R R AL e 32 1 b SOl s [) VPN SN REAE SR 1 1™ o LI
JRESOL EH e R 1 BRI SR AR R L R A T i SR VPN R Aok B B ER T P X
(0 RE UL T 45 P9 R 2 PR o A 5 22 BBl i 1) VPN R, DAL RIS ] ) 5 S R AU 6 o 44

%%

W EngmE
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mfT@idis s VN Ripka s Ensnsnnsre ]

BAMBEBIXFE— A5 1653 SO URE 0 288 12 ) 358 9 4% 2 [l i 6] VPN 43 S LR 1 1) Firewall
Threat Defense HL A5 FERLM th#s . AEIXFPEOLCT, 3 58] VPN 1E 172.16.3.1 [/ 4 SCHIA AN g
o b VPN BG4 192.168.2.0/24, LT REATASMNICE, AR P 4 11 4002 4 J=) i 40L8% ei
Ao AHRE, 228 192.168.1.0/24 M4 (CH R VR ML FHAS I —3 40D $24Euk fild] VPN Jik
%, WZIE AR A R R VR _FFC A B e Rt 5 % el JF48 VR B Nl A5 TR] ¥ VPN fic &
.

— 172.16.3.1

outside -
19216820024 —— @l _——— - — ’!!' 172.16.20.0/24
192 168.1.0/24 VPN %

19216811 |
vri-inside FTD

FHia Z |l

R BB IS CAE A I 4% 192.168.2.0/24 5AMBIN 4 172.16.20.0/24 2 [H]HC & 3 55 1] VPN, & M
PO F Ay, TC 2 1 IR L 40 O 25 FH Y. 1 2 UL B FH 28

e A2 Jm) R UL Eh s B P B SO VR PR % e bR -

a) EFIgE > REEE, AJ54%i% Firewall Threat Defense % % o

b) miiiE&H (Routing). FRINEH T, REUKEER “4JREHENE” (Global routing properties) UL ] »
o) miiliERSEEH (Static Route).

d) AUHRMEEB. ERMERSHEHEEED, Rl PRA:

* %0 (Interface) - XEF VR1 JiBH .

* M%& (Network) - 1E#¢ VR RESRLE th s 280 52 o ] LML AR IR & (Add Object) 1£ 741
A

© WK - RIS CREES MR R 5y AN R AR I, T2 R

bt |
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Add Static Route Configuration @
Type: @ Pva () IPve

Interface*

[ vri-inside v ]

(Interface starting with this icon [% signifies it is available for route leak)

Available Network Selected Network

[ Q. Search ] nw-192.168.1.0

]

IPv4-Private-192.168.0.0-16
IPv4-Private-All-RFC1918

IPv6-to-IPv4-Relay-Anycast

vpnh-pool s
Gateway*
[ “ ] #
Metric:
£ ]
(1-254)

Tunneled: D (Used only for default Route)
Route Tracking:

[ v | +

Cancel m

IR bk V20t 5 ) VPN RIS GERE) 8 Ry i 2V e VR REFULES th 4 v 4
192.168.1.0/24 M %% .

) MifhE.

IR 2 FLE A VRI 245 M0 EE fh 2% 1) % b vt -
a) L IRE > REEE, 5448 Firewall Threat Defense ¥ £ .
b) sAiliE&H (Routing), #AJm M FHFI&HLESE VRI.
c) miiligRSERH (Static Route).
d) sl E. ERMERSEERETD, el FHA:

* 0 (Interface) - 45K that AT .
« P4& (Network) - e 42 Jal RE LS FH 2 P 48 X6 42 .
© F3K - KR AT K B B O S R AR ER AR I, TE R G

W EngmE
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Add Static Route Configuration ®
Type: @ iPva () IPv6

Interface*

[ outside v ]

(Interface starting with this icon ) signifies it is available for route leak)

Available Network > Selected Network
[ Q, Search ] external-vpn-nw s
any-ipv4

IPv4-Benchmark-Tests

IPv4-Link-Local

IPv4-Multicast

-

Ensure that egress virtualrouter has route to that destination

Gateway

[ -]+
Metric:

L )
(1-254)

Tunneled: D (Used only for default Route)

Route Tracking:

[ v ] +

Cancel m

DEER AR HH FOVF 192.168.1.0/24 W 4% (VR1) 1) £ b A& D i 28 0 p (7] VPN B8 )&z . AE AR
b, ERELC I EAE AR 172.16.20.0/24 P44,

e) M.

WIE3 K 192.168.1.0/24 ML N E ik £ 7] VPN 3EH 0 & S0
a) EPELR SR > ihS (8 VPN 1 SD-WAN, )5 %% VPN $H4h.
b) 7E£&RiR (Endpoints) FF, iR Al A i,
c) fEYmIELH (Edit Endpoint) ()3 4R$PM L& (Protected Networks) 7Bt , iR inEFimE TR
(Add New Network Object).
d) WHIRIZE A 192.168.1.0 1) VR1 PIZ% %15 .

| bt |
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B e VI BT S A VPN iRk B 5 A BRI R E A R R

Network Objects @

Available Networks (= Selected Networks

[ Q Search ] nw-192.168.1.0 a
IPv6-Link-Local N nw-192168.2.0 u}

|PvB-Private-Unique-Lo...

IPv6-to-IPv4-Relay-Any...

outside-gateway

vpn-pool

Cancel m

e) AUiliHE (Ok) HIRAFHALE o

an{AT{sE F s 7S VT @3 ik = 8] VPN ARHPR B % RIS 2R R 4B =

ISP AR PRI 4 BE M 2% o 18 0] LAGIZE BRI th 2%, Kb VTI 51X e i 0% th a3 ok
e, MY A& VITINGE. WTLLK 8h 4 VTI 54 Jm sl 7 5 SCHY REFUUEs b 3% ot . s>
BB AV £ ] LS 2 A A e el — AN a2 AN e U B R 8 1 Bh &S VTT K. BN e
SCH REFLES B BB T LU — AN 4.
LEFRATIZE FEAE PR AN I ) 5 508 D0 2488 55 LR AN 93 SCH L) I 8% 2 T) B B8 T 16 EH ARl i 1| VPN R 7 8
ISP ¥ B 182 — AN B0 VTIEEZR 2%, el AN P e R RS i 28 B B AN A B R B P 4%«
VRF 2R aH1 VRF Z0(0 . )4 VTI S840 LR X% 2 [a) 3 570 15 7] VPN

« B 1 (VRF £¢(0) F4r 328 1 (SVTI 4332 1D

« &2 (VRF ZL{8) A4tk 2 (SVT2 4332 2)

W EngmE



| Ensms
safE a7 VT @it ik s VPN Rk a s e msnmnsng [

B 2: RH S AR R R EES VITRYEE S8 VPN

Inside network DVTI1 Interface
unnumbered Interface

SVTI inside network

%@ —7— ﬂ ;

VRF Green
‘_’
Outside
Outside1 -" '.

. (Global VRF)
v
m - -
DVTI-Hub - me
B outside2 ‘ :
] L
(Red VRF) H H
Outside ma’ - )
- l ‘ '. ﬂ
g VRF-Red

SvTI

___,ﬂ?ﬂ___ SPOKE-2 inside network
Inside network DVTI2 Interface

unnumbered Interface

U7 51 e B e e R A Zh A VT i i) VPN E B R AT 20> REFDL 4 A 19 2%

P AEELS PR A VT
a) EPEE > REEE, I HagmBEWh b %
b) EF RMED > ERREZEA.
o) EF T MENRBERE
d) KO AFRIEE N DVTIL, 4803 VTIRLCE T 240
e) MR
f) TR la-e, EHELL DVTI2 FRE S A& VT

N1 ERCE A VTL,

a) EPORE > REEIE, It HAIERD %

b) R RmMEO > ERRFEEO.

o) EFF BRERE 1EN B

d) B FRIEE N SVTI Spoke-1, WA VTI BLE T H S4.
e) MiifR#E

f) EELBE2a-e, /0372 FRCEFIA VT SVTI 7337 2.

WIE 3 SO SVTI LS 20 4 M G % i 284 3ah i [B) VPN
a) MEFRERE%EE > 548 VPN #1 SD-WAN, X5 fidi + 36408 VPN,
b) 7 RINEFR TP, N VPN S AR
o) ILFE BETFERH (VTI) JRkst RSB /R4 M4 fh.
d) mialy 2k EI .
e) MLEH LA (DVTIL A SVTI 2332 1) K H % b s .
) WRTEE, 4 VPN iLE IKE. |PsecHl &4 1.

NI
g
N

| bt |
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. WAEEBEETHIRIEEME N ZEERRE

g) MtifRTE.

h)y BRI 3a-g, EH0 (DVTI2) FI SVTI 42 2 2 AL E 55 N E T3 i 13k 55 8] VPN 4 4h

TC B PR A R T PR 4

a) EPIRE > REEIE, JF Nl b s % .

b) miidiE&H (Routing).

¢) M EIBENIIEHEEE (Manage Virtual Routers).

d) Aits Add Virtual Router .
K ARRYR N VRE 40, JEEEAL RIS 28 i .

e) EHEILH da-d, lilE VRF (4.

W AT B2 0 45 e O e 2

a) MFHBIRY, EREE .

b) 7F EIBEHBEREME v, &R ATAEO AE Y.
F A VT #2115 oAbz 11— 4 id

¢) Riili#n (Add).

X} VRF L th H 5 D% Sa-c.

i T FOL B 4 14D 65 SRS

a) MFHsIRY, EREIEE .

b) mith BRASESEH sl — A b

c) MEKMSE.

d) mdifR%EF.

TS5t a

PERE O YA, ARG T BRE ., BRE S, AT ARl s A s AR CRZERRE > VPN
EHIER > 5458 VPN) 153 VPN FFiE .

RO T DA PR 4% 58 15 00 FP A ) fir & B0 AU Hh o o6 FEREAT Wb R B

MAEEMBERPIRNESNEENZERBRE

F8n] LLLE BATAH IR ) 2 bk (0 R 0L el ot RO AL R EAUVREEEAS, 0] DARCE S IX NAT .,
ARG T O E NAT MU DU B 5 0 2 EHLAIRE Y .

E R RGBS, 3G EHLENLAFENBE TARFERLE H#s: VRG (11 vrg-inside) F1 VRB
(0 vrb-inside) , 239 LA FHEIH 7 10.1.1.0/24. Fikp & EHGELS, 50— NAT 5E0%,
b VRG T ML C0 Gk Ad ] ik NAT Mk - 20.1.1.1, 117 VRB ML L% G4 i 5 NAT b

HE-30.1.1.1. RISk, FEHLA S 30.1.1.1 5FHL B #ME; FHLB SAH 20.1.1.1 Ui EHLA.

W EngmE
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WAEEMBRTHRNIEERNEENZEEARE .

Outside

i' Internet )
172.16.3.1\ J
(]

FIaZ Al
HoRpIEE L
* vrg-inside F1 vrb-inside £ 73 i 5 AL I 45 5CHK:  VRG #1 VRB LASECE 1A [H] 1~ W ik 1)
vrg-inside fl vrb-inside #%1 (401 10.1.1.0/24) .

* 3t vrg-inside A1 vrb-inside 2 A 142 11X 3 VRG-Inf. VRB-Inf.
* VRG HHIFEHL A, BRINMIEA vrg-inside; FAHL B 7T VRB ', vrb-inside 1 4 BRIk WK

RS

FER1 QU NAT B LAAE B ENL A 234 B . EHESRRG > M4EREER > NAT .

WIE2 SR EE (New Policy).
SIE 3 i\ NAT KIS L FR, #R)51%FE Firewall Threat Defense ¥ &5 . /iR TE-

SR 4 /E NAT JUI SO ARl o e SCEUR P2
* NAT #M (NAT Rule) - E# “F2h NAT U~ (Manual NAT Rule).
£B (Type) - iLEH “HFA” (Static).
* FHA (Insert) - W RAFLEAT /] NAT B, WIZERE “ EJ7” (Above).
« #iidi Enabled.

s EREOXNS Y, P VRG-Inf X% IF S Ad0RIMBGE Rz A, EE WM& > O P
BEE—AS) , SRJEIEEE VRB-Inf 4% 5 i iRm i B4R

 7EREHR (Trandation) HPIEFE DL &I :
* [R34iR (Original Source), #EFf vrg-inside.

bt |



ez |

. WAEEBEETHIRIEEME N ZEERRE

« JR3%4 B ¥R (Original Destination), sSd7iA0 (Add) JHAH 30.1.1.1 & XXf%
VRB-Mapped-Host. £ VRB WL L.

MR HIE (Trandated Source), » fidhiasan (Add) HAEH 20.1.1.1 2 X%
VRG-Mapped-Host, EHE VRG B T 4L

. #3589 B4R (Trandated Destination), i%#¢ vrb-inside, 41 F B FiR:

Add NAT Rule ®
NAT Rule:
[ Manual NAT Rule v l
Insert:
[ In Category ~ ] [ NAT Rules Before v ]
Type:
[ Static v l
Enable
Description:
Interface Objects Translation PAT Pool Advanced
Original Packet Translated Packet
Original Source:* Translated Source:
[ vrg-inside ~ l [ Address v ]
Original Destination: [ VRG-Mapped-Host = ]
[ Address - l Translated Destination:
[VRE-Mapped-Host ~ ] [ vrb-inside v ]
Original Source Port: Translated Source Port:
Original Destination Port: Translated Destination Port:

[ 2 [ -

Cancel m

{F Firewall Threat Defense ¥ 7% 11247 show nat detail fiy 215, BEE RN T LT A B

firepower (config-service-object-group) # show nat detail

Manual NAT Policies (Section 1)

1 (2001) to (3001) source static vrg-inside VRG-MAPPED-HOST destination static VRB-MAPPED-HOST
vrb-inside

translate hits = 0, untranslate hits = 0

Source - Origin: 10.1.1.1/24, Translated: 20.1.1.1/24

Destination - Origin: 30.1.1.1/24, Translated: 10.1.1.1/24

PS5 SETE (OK).
FIE6 L RTE (Save).
NAT R R ffros -
TEH B L o B — AR5

W EngmE
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i Bv EOEgmp e Tereang

\alidation Messages:

m 0 errors 1 warning

ManualNat64Rule: Host2ZHost

Warning: [ManualNatRule 1] The NAT rule has source and destination interfaces belonging to different Virtual Routers, the traffic will be able to leak
between Virtual Routers without explicit route leak configuration whenever destination translation happens. If you intent to apply this NAT rule
even when destination translation is not happening, create a static route leak explicitly. The rule involves interfaces from [VRG] to [VRB]

v

AT {EF BVIHHZE O ARMP KISEA T EEES MR

T80 LAAE 24N 158 W 4% 2 (1) 325 B 13508 B A Firewall Threat Defense Fl/EEAE [R]— 9 4% (1) L2 )52
Bl Khit o ZESCHLMEIRE, 1SRRI 3R ACE BV NI T 7Bl th #5 H ic E BVIIFR T
BVI 2% 4 A RESOL 11, AR TSR ADL - Tl s e 1 o AN SR, (ER i e s P9 it el 4%
FURTRT ECAL MR A o A N e H I e 11 1) P A s i 2 il BV #0100 BV H 45 2
AR 1 T AR (R AT 20 0 0

ELLRnfih, fF VRG HIECE T BVI-G, MRIFA 1 &80 Go/1 A1 GO/2 ik %10, Rk, fF
VRB HELE T BVI-B, M4 2 &80 G0/3 T GO/4 W dd: . (Rixm4 BVI A ME W P 1
WAL, B0 10.10.10.5/24. BT RERUSE s, M AE LSRR e .

P = "-\_\
Crl\r:temet B

G0O/2

172.16.1.0/24 - G0/1
1010105024 Qg
£g
[ T 3
P 4
]|
B
GO/3 GO/a

gEnmE I



B veEmviznesmpOsEt TEREERE

UK

TR EFHRE > REEE. MEITHRS.
$IB2 /30 (Interfaces) 1, %R MNIED (Add Interfaces) > M#7¢H3£ O (Bridge Group Interface).
a) A4 BVI-G A\ T HITEAN1E .-

« &R (Name) - 7Et R~ B,k BVI-G.

* M#7¢H 1D (Bridge Group ID) - ZEAHIH K 1.

« ATA#ENO (Available Interface) - 1,
*EIPVA, X IP AL, TR EREES P
« |P Hihit (IP Address) - #i A 10.30.0.1/24.

Add Bridge Group Interface

Interfaces IPv4

Name:

IPv6

ARP

l BVI-G

Description:

|

Bridge Group ID *:

E

Available Interfaces (>

I Q. search

GigabitEthernet0/0

GigabitEthernet0/3
GigabitEthernet0/4
GigabitEthernet0/5

b) MEHAE (OK).
c) AMilifR7E (Save)

o

a) N BVI-B Hi A FHIFEN{E S
* &R (Name) - 7Eb R B, 4y BVI-B.

 MH54E 1D (Bridge Group ID) - ZEA41] 4 4 2.
« ATA##EN (Available Interface) - ##% 741,

Selected Interfaces

ez |

GigabitEthernet0/1
GigabitEthernet0/2

Cancel m

« FEIPVA, X IP 2B, A RERERS IP.

W EngmE
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i Bv EOEgmp e Tereang

* IP#bik (1P Address) - Kb 7 BeB 2, PO R GEA SOV AN 1 BATELS 10 1P Hihik, 0]
CAEEFT 7 i) AT 2L A8 REAOL R T 4% T 055 Jn R AR [ 6 1P ik

Add Bridge Group Interface

Interfaces IPv4 IPv6 ARP

Name:
[ BVI-B I

Description:

| )

Bridge Group ID *:

Available Interfaces

[ Q. search I

GigabitEthernet0/0

GigabitEthernet0/5
GigabitEthernet0/6
GigabitEthernetQ/7 -

b) HEHAE (OK).
o) miilifR7E (Save).

a) EFHIRE > IREFEE.

®

Selected Interfaces

GigabitEthernet0/3 O
GigabitEthernet0/4 m]

Cancel m

B ERUE th 3y, B VRG, SRJGESE BVI-G 1E 4 4%

b) G4, KRGk E (Routing) > EIRE I H 28 (Manage Virtual Routers).
c) siili Add Virtual Router . i A\ MERLES 84K, ARG i HRE
d) 7EEEBEM (Virtual Routing Properties) 1, ¥ BVI-G, )5 filiifm (Add).

Device Interfaces Inline Sets  Routing

DHCP VTEP

Virtual Router Properties

Manage Virtual Routers

These are the basic details of this virtual router.

Selected Interfaces

VRG v J VRF Name:
Virtual Router Properties .
Description:
ECMP |
BFD
OSPF Select Interface:
« BGP | Q, Search
IPva Available Interfaces C'
IPv6
Static Route BvI-B
vrg-inside

e) midifRTF.

BVI-G o

bt |



B veoerREsRscRERPRSHRIE

B4 G R 8, il VRB, RJ5EHE BVI-B 1 A H /2%

a) EFHIRE > IREFEE.

b) ki, ARG H (Routing) > &8 EHIE H 88 (Manage Virtual Routers).

¢) A Add Virtual Router . % A\ REALEK 2% (144 7K,

WJa R E .

Engns |

d) 7EEEBEM (Virtual Routing Properties) 1, 4% BVI-B, XJ5 Sidiikin (Add).

Device Interfaces

Manage Virtual Routers

VRB ~ ]

Virtual Router Properties
ECMP
BFD
OSPF
v BGP
IPv4
IPvE

Static Route

e) MiifRTE.
7 BVI-B BE

Inline Sets

Routing DHCP VTEP

Virtual Router Properties

These are the basic details of this virtual router.
VRF Name:

Description:

| I

Select Interface:

[ Q, Search I

Available Interfaces Selected Interfaces

BVI-B
vrg-inside

BVI-B a

a) P REF>REEE, WS, REGHED.
b) siidi BVI-B £ LI 4w (Edit). K IP #ilbd5E 0 10.10.10.5/24. ILAE, B TR0l 50 Bl gy
AR BRI i #s, B RS AV BVI-G (H [ — IP #ihkdEA7 Rl .

¢) RiifE (OK).
d) mdifRTE (Save).

WIS FH BV RIEAE, W5 ANT K 28 E A BN G . RSN BVIgst, WIS, ff
FH I NAT A0 % e A VE A W OGSk @7 BV AL . 4 AL A D3 Bic B NAT B, 75 5548 2 i
Bl 1ASEEN MRS D (BVI) A S0 E NAT. (EAFREZE A 3 1 2 (Al HAT NAT I, 2036

SEBRHhE AR bl . A REfR R CATE BN,

MAERES M KRECE R P 59550

ERERES T, TS 2 A B ES P AES P B H 2. EAIT, VRG FIl VRB J&
HATH S IP-192.168.1.1/24 RIS th 25 P9/ [ A R T 358 (1) I 4% TP 192.168.1.20
o B Tik VRG I VRB H /U7 ) JE 2RSS 2% 172.16.10.X, T3 i% i IR 1) 4 7 e 4OL rh o o A
U5 NAT SRACHE TS IP. 4 T4#5H] VRG 1 VRB P U7, 02075 B7 KB B b L rp i B H A
UEo Bk BS A 0y 2248 FAIEL . Active Directory. 543 U5 DL Kz 5 453 F0 U0 56 s SAC 56 31E T 7 54 435

tHJ- Firewall Threat Defense £ F S I0AE J5 0 HEA A4 EAEVE,  DRIGAGE R Ul 1) 478 1 S s i B
R P il Bysfik AESH P G E, 158 S0 SR K ) 6 1) 42 ) 5

W EngmE



EHIEEH R

mmeREsRsrRERrsHwiE ]

FMC

172.16.32.X

172.16.10.%

< Inside

VRG-NAT 10.1.1.

192.168.1.x%
20

[E—

L.

P
fll ouside  (
) 172.16.3.1 | Internet

Domain/User: AR

abc.comfuserl
Domain/User:
wyz.comfuserl

VRB-NAT 20.1.1.1

FIaZ Bl

PR e S
* VRG #1 VRB I IIPI & AD JiRk%5 4%
 ININTAEHE AD 4431 ISE.

P14 VRG L E B KA L -
a) P IRE > REEE, A& an, RasdiEEd.
b) AR RCST VRG R :

* ZFR (Name) - 7EUb 71 5 VRG-inside.
* Yo B R SIEHE
s FEIPVAH, X IP R, TR PHERERS P,
* IP fbik (IP Address) - %\ 192.168.1.1/24.
) MiliEE (OK).
d) mMiifRTF (Save).

29 VRB [t & i % P 3 i 1
a) WUGEFIEE > REEE > #E0D.
b) ZmAEEE S Y VRB M.

i
]
N

gEnmE I
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B veoerREsRscRERPRSHRIE

* ZFR (Name) - £E =45 41 4 VRB-inside.
s R IERE.
« FEIPV4AH, XFF IP B, 1HIERERERS IP.

 IP 3ok - B R A IZ ARG SRVFEAE A F ) TP el e B8 1, UM MR BRI e
SCH REAUL R H 25 o

c) miiliffiZE (OK),

d) HEHRTE (Save).

¥ VRG A A BRI i s 0 2 21 4 B s B P 382 11, DU VRGP U [ 3 FH e 45 %

172.16.10.1:

a) RIKEFIZE (Devices) > I & EIE (Device Management), F H.4w%} Firewall Threat Defense %
%o

b) KUGEPEESH > EREMEHEE. AR MERIEEHEES (Add Virtual Router) -l VRG.

¢) X VRG, {EFERIEEEEERE 14 (Virtual Router Properties) 1143 VRG-inside J1RA7

Device Interfaces Inline Sets  Routing DHCP VTEP

Virtual Router Properties

Manage Virtual Routers These are the basic details of this virtual router.

VRG N l VRF Name:

Virtual Router Properties

Description:

ECMP [ ]
BFD
OSPF Select Interface:
« BGP [ Q, Search ]

1Pva Available Interfaces ' Selected Interfaces

1PV VRG-inside VRG-inside o
Static Route VRB-inside

inside

d) mMESERE (Static Route).
e) RTRMEEEA. ERMERSHAHEERED, HTbl FHEA:

* 0 (Interface) - M4 A 10 AL .

* M4& (Network) - EF any-ipv4 X%,

© PSR ORI A o g it 2 5 S AR AR I, T )RR G
f) i E (OK).
g) rilifR#F (Save).

¥ VRB FIERAS BRI B ph i Je 0 B 380 4% Jg B e i N 8 11, DU VRB 7 U [l L2 e 45 2

172.16.10.x:

a) RIKEFIZE (Devices) > & & EIB (Device Management), F H.4w% Firewall Threat Defense %
%o

b) KUGEPEESH > EREMEHES. AR INERIEEHES (Add Virtual Router) -l VRB.

W EngmE
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¢) XIT VRB, frE#IHEBEEM (Virtual Router Properties) H143 it VRB-inside JF 1547

Device Interfaces Inline Sets  Routing DHCP VTEP

Virtual Router Properties

Manage Virtual Routers These are the basic details of this virtual router.

VRB ~ ] VRF Name:

Virtual Router Properties

Description:

ECMP { ]
BFD
OSPF Select Interface:
« BGP [ Q Search ]

IPv4 Available Interfaces C* Selected Interfaces

PVE VRB-inside | VRB-inside o
Static Route inside

outside

d) JNiiERSEEE (Static Route).
e) MIRMEEE. ERMFARSKHEED, Rl THE:

* #&0 (Interface) - EPEA Jay i HH A I N B4z 11 .
* P4& (Network) - £+ any-ipv4 X %,
o WK - K ILR AT B R B S — AN B FRAR A, kR G,
) sdE (OK).
g) mMiifR7FE (Save).
$£IEE  EPij VRB-inside £ L
a) WP IRE > IRFEIE, SHRSAR, K5 SEHEED.
b) siili VRB-inside #: [1/¥14m45 (Edit). #f IP Hikib4a e 192.168.1.1/24. FAE, T8 04550 Ad
BRI s, PR AVFEATH VRG-inside (FAH[R TP Mk AT FRCE -

c) MEHBRE (OK).
d) HHRTE (Save).

FHIE6 XS VRG 1 VRB 7RI NAT ). 37 il SEB8 > MR ERE > NAT .
LT SFREE (New Policy).

SIS KA NAT KM HR, SRJGEFE Firewall Threat Defense i 4o /L difR1Fo
L9 7E NAT sfirh, sidrdwm# N If4 VRG & LT NAT:

* NAT #L (NAT Rule) - i£# “ T3 NAT HL” (Manual NAT Rule).
« KA (Type) - EFF “#A" (Static)s

* #BN (Insert) - WIRAFAEAT AT NAT BN, JWEHE “ 1757 (Above).
* Miili Enabled.

s FEFEOXM KT, EHE VRG-Inside X5, )5 midiRmMBNR CUERXRATH, 1675 MR > %
A el %), ARJEIEFE Global-Inside X %I iR N B4R,

bt |
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* {E¥ER (Trandlation) H k£ DLk
* [R44i& (Original Source), %+ VRG-Users.

« S5 R YR (Trandated Source), s5iliiRAn (Add)FEH 10.1.1.1 2k % VRG-NAT .,
¥t VRG-NAT, U1 K& fR:

Add NAT Rule ®
NAT Rule:
[ Manual NAT Rule v J
Insert:
I In Category v ] [ NAT Rules Before v
Type:
[ Static v ]
Enable
Description:
I )
Interface Objects Translation PAT Pool Advanced
Original Packet Translated Packet
Original Source:* Translated Source:
VRG-Users v =+ [ Address v l
Original Destination: [VRG*NAT o l i

[ =

Cancel m

10 SLERE.
SN 7ENAT U, sSdsRmm#n it VRB & LR NAT:

* NAT #0] (NAT Rule) - E#: “F5) NAT U7 (Manual NAT Rule).
* 27 (Type) - TP “H##A" (Static).

« F/AN (Insert) - WIRAFLEAT /] NAT BN, WESE “ BJ7” (Above).
« fi i Enabled.

s FEFEOX KT, EFE VRB-Inside X%, AR5 milmnELR (RN ZATH], T5E MR > 1%
A a5, SRJEIEFSE Global-Inside X 4 s AN BHx.

o {E¥EHR (Trandlation) H kDL Nk
* [R44i& (Original Source), £ VRB-Users.

« 535938 (Translated Source), AN (Add)FEAH ] 20.1.1.1 K& X A% VRB-NAT.
EHE VRB-NAT, W F EFiR:

W EngmE
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Add NAT Rule

NAT Rule:

[ Manual NAT Rule

-

Insert:

[ In Category

v ] l NAT Rules Before

Type:

I Static

-

Enable

Description:

[

)

P12 rUliRE.

mmeREsRsrRERrsHwiE ]

$ S
g g

A

i

7 B KR B L PO BES VRG A VRB H P IS IIPIANME— K] AD Ik 55 #% - 2 &%t (System) > &
A (Integration) > 4 (Realms).
MR SUR IS 7B AR BN TEA(E B, H S U T B
SR H VRG AT VRB IV 1], 38 E X 2 4> Active Directory,
Z: [ A1 LDAP Al Active Directory 4T Rl 45iak H 5%

15 55 K B B L0y FRAS N ISE - 3% B 48 (System) > & B (Integration) > S4i& (Identity Sources).
st B2 AR 55 51 2 (1 dentity ServicesEngine) JH IS 7B, A KX L F BN TEAE R, 5SS BNy
Je AU g Y 7 42 il & ISE/ISE-PIC.
O 5 G SRS FIRLIN], SR 5 e 7 I 45l skms,  DMEF R 1 VRG A VRB B H - 15 ]

TS W H S AT ) 28 7 B

bt |

Interface Objects Translation PAT Pool Advanced
Original Packet Translated Packet
Original Source:* Translated Source:
| VRB-Users v ] + [ Address
Original Destination: [ VRB-NAT
I ArArace ~ ]
NAT FLI 4R s
Rules Policy As
[ Filter by Device ] [ Y Filter Rules ® ]
Original Packet Translated Packet
Source Destination ;o .
ot Original Original Translated :
D & Direction  Type g’;?e"catge Iéﬁe;ﬁa:ge Sources Destinations Destinations Options
~ NAT Rules Before
g 1 4 St.. any any (7 VRG-Users Dns:fals
O 2 >4 St.. any any i VRB-Users Dns:fals
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gn{AT{s£ A BGP >R E % [E FAE% FH 2%

UE, T LE s ERCE BGP I E, DUMHAE AU ey (AR P SRS e ) 2 1)t
Tl e o YRR BRI h HAR S MBI BGP R, HZR XA R ANRH 1B 3. 25 H
Mo P 55 AP SRR AU 8 3= A R R A el SRR . TEERG, T B BGP R I &
NS AR P 8 R B AL A% ERCE, A AE 4R R AU i .

eise T B K &L T LA R RS s Fi 2 1
« AR AL E T A (10.10.1.4/24) FIFRMEE (10.10.0.5/24)
* VR-S (4585) MRS 250 & T Insidel (10.10.10.7/24) F1 outsidel (10.10.11.7/24)

* VR-W (xF) L% h23CE T Inside2 (10.10.12.7/24) A outside2 (10.10.13.7/24)

BB AR B (VR-W) IR EIIR 4540 45 (VR-S) R4 SR, JF4% VR-S [RAMHHE: 1 #% t1 3] VR-W.
IR, AR 4 JR s A RO A B4 11 8 Rt 45 B B (VR-S)o ol T S itk oh 253 LI ) BGP
Lo WA

3: (£ BGP & B R B EEIMEHES

i 1 T ies 1
: Insidel 10.10.10.7/24 | | Inside? 10.10.12.7/24 |

| Outside1 10.10.11.7,/24 l : Dutside? 10.10.13.7,/24 I

______________ Export Inzside2 and Outside2

m‘ g Export Outsidel

=

Export Inside2 and Outside2

1
Inside 10.10.1.4,/24 |
| Outside 10.10.0.5/28 |

FIAZ H
o G L 128 (Create the virtual routers) - VR-S 1 VR-W.
* JEH BGP, I A ML 2%k BEIL & BGP LU B 4 A& #2114 B (Configure BGP for

redistribution of connected routes).
UK

S BCE VR-W DB LA s e H AR % i 5 H 2 VR-S:

W EngmE
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st Bep skEEEnmE ]

a) %% % (Devices) > R &EIE (Device Management), Zaf 4%, X5 B H (Routing) I
o

b) TERERARK A N RS ISR VR-W.

c) i BGP >1Pv4> SIS AN/EH (Route Import/Export).

d) 20 VR-W Bl 2] VR-S, AE % i HARbricig tr, LUK VR-W i 13 H 21 BGP &
o, IR BIbRiCEE t H bR . R H BARS 4 (Route Targets Export) 7B, fiAN—AMH,
%1 200:200. 55N (Add):

Device Interfaces InlineSets Routing DHCP  VTEP

Enable IPv4: @  AS Number 100

Manage Virtual Routers

General Neighbor Add Aggregate Address Filtering Networks Redistribution Route Injection Route Import/Export

Route Targets Import: Route Targets Export:
Virtual Router Properties

[ ASN:nn (or) ASN:nn,ASN:nn,AS... I ASN:nn (or) ASN:nn,ASN:nn,AS... ]
ECMP

200:200 ]
BFD 2
OSPF
v BGP
IPv4

e) MR A Ty ks VR-S.

f) xitdi BGP >IPv4> BRI S N/SH (Route Import/Export).

g) ZEVR-W B s 1 b, EEE “ S ANEEH HAR” (Import Route Target), P O 54K EL
FHr KD BGP R EAbMCH Mt H bR VR-W B . £ BFRS A (RouteTargetsI mport)
FBA, NS VR-W LS (1A A % f1 H AR E 200:200.  ftiRan (Add).

Device Interfaces Inline Sets  Routing DHCP VTEP

Enable IPv4: AS Number 100

Manage Virtual Routers

General Neighbor Add Aggregate Address Filtering Networks Redistribution Route Injection Route Import/Export

Route Targets Import: Route Targets Export:

Virtual Router Properties
[ ASN:nn (or) ASN:nn,ASN:nn,AS... ] ASN:nn (or) ASN:nn, ASN:nn,AS... ]
ECMP
200:200 n
BFD =
OSPF
v BGP
IPv4
IEER
1351:‘4'—

WX N VR-W il 191 2% F 3R AT 2 R4k, T DAFE % e el % G b i e IR FL 45 1, A F P R 0L %
22 S H & H & (User Virtual Router Export Route Map) HHak % ICRC . [RIRE, i S ARG 32
M BGP %A VR-S [ AT 444k, 80T LS H B P R HAE% FR 28 S N\ B BH ARG (User Virtual
Router Import Route Map). ULFEFAEDE 3 HilliT T 4.

BiE VR-W DU FL R B H 214 ey R 0L ph 2% -

a) A A ARVPR VR-W Bt T 24 R R 1 S i e . R &R > ERRE .

b) riThiRmnEEH#E (Add RouteMap), Atldr4 (Wl Export-to-Global) , #R 5 s (Add).

c) fREFFFIS (SequenceNumber) (Lt 1) , AR5 NEFHHE (Redistribution) THizlFRiEH “iz
177 (Allow):

bt |
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d)

New Route Map Object

Name

[ Export-to-Global ]

~ Entries (1)

Sequence No~

Redistribution

1

D Allow Overrides

MR

oo -

ez |

TEAGIF, BT VR-W i a2 witw 2] 4 R i 28 . DRIk, 35 5 i il b 1 2 DS c 46 12F
SR AR (Routing) E10 1, SR JEE£ VR-W. fidi BGP >IPv4> IS N/SH (Route

Import/Export).

M2 B ERIES H 2S5 H M E (Global Virtual Router Export Route Map) FHusl#, %+

Export-to-Global:

Enable IPva: 4  AS Number 100

General  Neighbor  Add Aggregate Address

Route Targets Import:

ASN:nn (or) ASN:nn, ASN:NNAS...

User Virtual Router
Import Route Map:

--select-- o

Global Virtual Router
Import Route Map:

—-select-- >

Networks Redistribution Route Injection

Route Targets Export:

:nn (or) ASN:nN, ASN:N AS...

200:200 o

User Virtual Router
Export Route Map:

--select-- 3

Global Virtual Router
Export Route Map:

Export-to-Global

Route Import/Export

P 3 EACK VR-S AN 1 26 ditti 2] VR-W, 15 HAT BL R 5 4F:
MBI 28 T hr 2 bt £ VR-S.
miili BGP > IPv4> BRI S N/S H (Route Import/Export).

BO¥ VR-S B it 2 VR-W, TE AT %t B AsArid B B, DUEHE VR-S B T 3 H BGP %
W, IREE BIRRIC R H bR . 7EESH BARSH (Route TargetsExport) ZBH, A\ —AMH,
fil4n 100:100. fidiAsAn (Add).
MEFAES i #s FRigirh, %P VR-W, R)51E+F BGP > IPv4> B§H S AN/SH (Route

a)
b)

©)

d)

Import/Export).

W EngmE
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2
h)

i)

k)

)

0)
p)

Q

st Bep skEEEnmE ]

B VR-S FUtis s e, I BCE “ S B H HAR” (Import Route Target), LUMEM ORFEEfA

BT KD BGP K FAMRICAH H B H AR VR-S B . 7EEEEH B#rS A (Route Targets
Import) FBH, i VR-S i HFrf 100:100. sididRin (Add).

BUAE, ISTFEE0E VR-S IRAMEE 1 3% s BRD IR B VR-W. JERXT &R > Ji8R5IFR > 1Pv4 BT8R
HFk .

MR 1PVA BIZR51%R (Add | Pv4 Prefix List), #2447 (41 VRS-Outsidel-Only) , 4R )5 i

diRin (Add).

i€ F 55 (Sequence Number) (Lbin 1) , SRJ5NEFHFEC (Redistribution) 4741 &£
“IBAT” (Allow).

i1\ VR-S outsidel £ 11 f] IP Hudik CHI#HAS )\ 24D

RRTE
I AT P 22 1) match T AR ETE R K . RSB E (RouteMap). i iiifvnE% BAR

&t (Add Route Map), f5E4FK (Wl Import-from-VRS) , 4R AiiiRin (Add).

i€ 5= (Sequence Number) (Lbhn 1) , AR5 NEFHFEC (Redistribution) 4741 &£
“IB1T” (Allow).

7EEEF4a] (Match Clause) i1k H, siili IPv4. etk (Address) 10K T, sipTE%I%R
(Prefix List).

7ER] | Pv4 BT4%%51 3k (Available | Pv4 Prefix List) T, £#¢ VRS-Outsidel-Only, #RJi s 540
(Add).

MR-

RGBS H (Routing) WEM -, SRJ51E$E VR-W. rith BGP > IPv4> BB N/SH
(Route Import/Export).

N BRI S N H#E (Global Virtual Router Import RouteMap) Rz &,
Import-from-VRS:

Device Interfaces Inline Sets Routing DHCP VTEP

Enable IPv4: &g AS Number 100

Manage Virtual Routers
VR-W

Virtual Router Properties

General Neighbor Add Aggregate Address Filtering Networks Redistribution Route Injection Route Import/Export

Route Targets Import:

I ASN:nN (or) ASNin, ASN:N,AS... |

100:100 o

Route Targets Export:

ASN:nn (o) ASN:nn, ASN:nN,AS... ]

200:200 o

ECMP

BFD

OSPF

v BGP
IPva4
IPvE

Static Route

General Settings.

BGP

User Virtual Router User Virtual Router

Import Route Map: Export Route Map:

[ Import-from-VRS ]" I --select-- I"

Global Virtual Router Global Virtual Router

Import Route Map: Export Route Map:

[ --select-- ]" I Export-to-Global I"

FIRA BCE VR-S DUE G N4 Ja) HEAULE 145 (0 S0 B % i -

P i

bt |
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TGSl R UL R, B 0 T B B F AR o SRR L rh . DRI, AEAI R,
VR-S J 4 Jaj RE UL o 2 (A R 1 S N ER K H R i o

a) IEFEWR > AR > IPVARTETI .

b) AN IPv4A BIER%I3R (Add IPv4 Prefix List), #2448 (4 Global-Outside-Only) , 4R 5 A
diAn (Add).

¢) FREFFIS (Sequence Number) (Lbln 1) , K5 NEFHHEC (Redistribution) N 741K IEFE
“BAT” (Allow)s

d) % Global Outside # [ TP Huhl: CRTFIAS )\ 24D -

Add Prefix ListEntry @
Action:
[ © Allow v ]

Sequence No:

[ )

Range: 1-4294967235

IP Addresses: (Limit 250) Address:

[ 1010.0.0/24| ]
Format: jpaadi/ len (len<=32)

Min Prefix Length:

[ )

Range :1-32

Max Prefix Length:

l )

Range:1-32

e) MiifRTE.

f) i mE (RouteMap). rididRinEEHEBLE (Add Route Map), F&EHR (U
Import-from-Global) , #& )5 sidiidin (Add).

g) 15EFFIS (Sequence Number) (Ebln 1) , SRJ5MNEFISE (Redistribution) 4741 &k F¢
“IEAT” (Allow).

h) {FIBFA (Match Clause) &I, fidi IPv4. 7eEtit (Address) 3K F, sSdiRTE&%IF«R

(Prefix List).
i)  {ERT A IPv4 RT4R%513R (Available | Pv4 Prefix List) T, #E$#f Global-Outside-Only, #AJ5 siiliidc
fin (Add).

W EngmE
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)
k)

D)

Add Route Map Entry ®
Sequence No:
[ )
Redistribution:
[ © Allow v ]
Match Clauses  Set Clauses
Security Zones Address (2) Next Hop (0) Route Source (0)
IPv4 . _— =
Select addresses to match as access list or prefix list addresses of route.
IPv6 O Access List @ Prefix List
BGP
Others Standard
Available IPv4 Prefix List (oo Selected IPv4 Prefix List
[ Q search ] Global-Outside-Only o
VRS-Outside1-Only

RAHRTF

st Bep skEEEnmE ]

SR A I (Routing) I+, #RJ51EFE VR-S. i BGP >1Pv4> IS N/SH (Route

Import/Export).

M2 B B RSN B E (Global Virtual Router Import RouteMap) Rz, ik#

Import-from-Global:

pevice  Interfaces

Inline Sets Routing DHCP VTEP

Enable IPv4: AS Number 100

Manage Virtual Routers

General

VR-8 v

Neighbor

Route Targets Import:

Add Aggregate Address Filtering

Virtual Router Properties

ECMP

I ASN:nn (or) ASN:nn, ASN:nn,AS... ]

BFD

OSPF

~ BGP
1Pv4
IPvB

Static Route

General Settings

200:200

o

BGP

TS REFNEBE.

User Virtual Router

Import Route Map:

[ --select-- ]"

Global Virtual Router
Import Route Map:

[ Import-from-Global ]V

Networks

Redistribution

Route Injection Route Import/Export

Route Targets Export:

[ ASN:nn (or) ASN:nn,ASN:nn,AS... ]

100:100

o

User Virtual Router

Export Route Map:

[ --select--

Global Virtual Router
Export Route Map:

[ --select--

gEnmE I
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FEPARS 2R RN SRR

Engns |

e BrEe  |Firewall | j¥4R{E8
g |Threat
EEEA Defenses:
AR

FpE X VRE #2101 (7.6 7.6 H e R R0 B RN A (VRF) 82 IV IAE SZRF R 2 S B UE . AR

7R AAA. 1K (AAA). BN & B,
ERETEBREY, AT ESA VRF 8O X ek 445
CVC B PR AR 5 43 56 UE R 45 28 B EK o
B RS %% (Devices) > £ &% E (Platform Settings) > JMER
B{4383F (External Authentication)

BAEDE VT RS | 7.4 74 B, #800T DUk 35T i Ak /S TR) VPN B S B A 307 VTI RS i

o &N
MBI bR 1% & > IREEE > RIEWRE > IKH > ERIEHSEE
%> AT AEOTRIEIZA VTI QO
TE BRI ACSCFREAN U I B 2 5w i) PR . A SRR A S
AR o

X ISA 3000 F e 4L i | 7.0 7.0 #] ALE ISA 3000 i 2 LS 10 A ERUS i as .

AR

FEH e SR R R e | 7.0 7.0 FEF P U BP0 i 2% L& SNMP.

2% Ffft) SNMP ¢ #F

R el s, 6.7 6.6 850 DL I 977 i — 0 o 22 A KB FOL %% 4

B AE ) % 1R & (Devices) > 1R & EIE (Device Management) > §%
A (Routing) > EE E#IH A (Manage Virtual Routers)

W EngmE
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Enmnznneins

Tnse otk |Firewall | {#4RfE2
grh g | Threat
IRARAS Defense sz
R
JH T U 73 ) REALL 2 | 6-6 6.6 PUAE AT LGS 2 A e 0L th 28 oK O 42 AL i Bl K i o el A

tH#5 F1 VRF-Lite.

R AT O, s a] LSS 440 BRI & W 4% 1K I i
NEFOLIES EH A St R FULRS Fh L R ThRERY “H 7 A (3 VRF Lite)
A BGP (2 WhXd i (MBGP). 7 LG 15 K R DA% h 2 A i
4 5-100, FERHRT &R S,
PSS bR S & > REETE iR S BRIEN R
Bria A& I CLT iy 4

* show vrf

s MLLF CLIaAYsN T [vrf name | all] Jodr4E, FFHAEH

FIRE 00 R B T R e L 2 45 SM%r He : clear ospf. clear

route. ping. show asp tablerouting. show bgp. showipv6route.
show ospf. show route. show snort counters.

A REI: A3 FF Firepower 1010 B ISA 3000

bt |
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