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(® Basic () Advanced

Cancel m

pEL
FJLAAE PBR SN o B AR B S RN 85 R . AR A B A AL P28 282

a) BRI, )5 AT RRE.

b) 7R AR DU b, AR AR D (R AR N 2 A A I K

¢) MELR AL, WE#E SSL UMM, AR5k FEIE 2 AR, Fay A\ S Tk SR R L
R e (FEAGIT, fi\ amazon123.com) , RJ5 S RE

Add Pattern ®

Application
[ SSL v ]

Type
[ SSL Host v ]

Pattern *

[ amazon123.com| ]

Cancel m

d) FHIR, b A E X flashing.com Hi1 hanleysonline.com 61 55 4k AN L
e) MitifRTF.

| Rl
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P2 AN SR, AT e R NI ) A g SON RIS 25 o
PRI TR B SO A, U A N AN 25 55 A (KPR ZS D) i e L ().

Import/Export | Custom Product Mappings | User Third-Party Mappings

Filters:
Name: pbr x ’ Create Custom Detector
v Name (1)

. Name Detection Type Details Port(s) Type State
v

PBRApplication

EoRAD Ao ssL ® PBRApplication Basic (0 NP
[ | Enterafilter RADpIGaY0
rchase applications

P
SsL © PBRePurchase Basic a» - .«

> Custom Filter (0)
> Author (0)

> State (0)

> Protocol (0)

> Category (0)

PBA  (RRPEEY, Mg,
INAREE RIS ey SR SR TN D RN ENSE:

Success

Successfully activated 1 detector(s).

LIS BT A UM RN ES 6)4 ACL LU PBR RIS R0
a) EFXR > HREGIR > TR,
b) iRy RiAEIR.
¢) MHIRMANLFR (Fn PBR sending) , 4RJ5 AliiiRin A5 £ 6 H ACE.

d) 7ERNYRIFEFIFRE BXAHES, AR AR, PN 4Pk PBRePurchase, R il
Ry NEES S

wmnggm i
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Add Extended Access List Entry

Action:

l Allow

Logging:
[ Default v ]

Log Level:

Informational

Log Interval:

Sec.

Network Port @ Application @ Users @ Security Group Tag

Application Filters C Clear Al Filters ® Available Applications (3)

Q, Search by name ] [Q pbr

~ Risks (Any Selected) i PBR
(O Very Low 804
O Low 712

) Madiim

PBRApplication

EEY.TS

e) KUdiRIN (Add).
) slifRE.

New Extended Access List Object
Name

PBR_shopping

Entries (1)

Sequence Action Source Source Port

ion Port

gmagn |

Selected Applications and Filters (1)

Applications

PBRePurchase O]

Users SGT

1 Allow  Any Any

<

Any

PBRePurchase Any

(") Allow Overrides

EPFREER > RAEELERE .
A2 57 (VSR RE BB R OO b, mhvidm

Cancel m

FEARNNSRRE YRR BRI, MO R fr 812 g Fe A & 1.

| Rl
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Add Policy Based Route ®

A policy based route consists of ingress interface list and a set of match criteria associated to egress interfaces

Ingress Interface *

[ Inside1 % | v

Match Criteria and Egress Interface m

Specify forward action for chosen match criteria.

P9 MNIE ACL Rz, EHECOIEN ACL, fEA7RE]H % PBR sending.

iR
{F Firewall Threat Defense ', ACL P A1 & A M2 R4S . Xt R B|ATE B & XN A kric A
NSG i [l

Add Forwarding Actions ®

Match ACL: * [Seiect... ~ ] +

Send To: * l PBR_shopping ]

Interface Ordering: [Interface Priority v ] a

Available Interfaces Selected Egress Interfaces *

Search by interface name ] Q

Priority Interface
No interfaces selected

0 eBuy

0 Insidel

07 R NECTRIRE IR P
a) {EEREE FRIIED, EHHEOED.
b) MR F B3 ok B 4 (U
o) (ERIRIEOF, AdHRHED (1 eBuy) ikl (1.

| wmnggm i
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Add Forwarding Actions

Match ACL: * [PBR_shopp\'ng

Send To: * [Egress Interfaces

Interface Ordering: [Interface Priority

Available Interfaces

Selected Egress Interfaces *

gmagn |

[ Search by interface name ] Q
Priority Interface
Priority Interface 0 eBuy o
0 Insidel 7k

d) midifR%E.

Policy Based Routing

Cancel m

Specify ingress interfaces, match criteria and egress interfaces to route traffic accordingly. Traffic can be routed across Egress interfaces accordingly

Ingress Interfaces

Inside1

TEN REFENEE.

e & RSB IR

| Rl

Match criteria and forward action

If traffic matches the

PBR_shopping

Access

List

ALz, = o

EPEay =t

Send through

eBuy

Configure Interface Priority m

AP € SO IR DN 25 BC ELRN RS T PBR SR o Ly e BUL HE (0 At Feof A 20 SCIR HY 142 1 kAT
Heh .

BC'E PBR, AHFE KT Web (FIN TR A EETLIRM DT 1), PEAdiife, JFAE WAN AT VTI & 12 (7]
S B fiT o

Rk NI b W 2 37 5%, AR BT AT 23 SRS I 29¢ it AR o A o9 246 PR 68 1 e 1K) VPN, O
ity ZES 73 TR SMBCI o 38 3 ALk 4 25 7 1) S H
PRATE N A ] B e G PBR LS 4 HLIEC 5 ) o

T EIFEIR T AP I o 2 SCHLUR W 2400 e 5 T Y VPN B N 2. fE5E L, AT
Firewall Threat Defense 234 it B oA Ab B 73 SO LA (1) N SR AR i . Gk PBR SRR, 43 S HLAA
Firewall Threat Defense 2 it B K54 g Uit 5 4 tH 21 WAN W8T AS & PRS0 f 2Rms . R ES R
WA T i) VPN,

(K] Web N AT fE 23 T 2500 45 AR R 2

[
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I RIE B B T WAl A S WAN A1 VT £ 1 5 ECMP X ek DL S B 6 4 46
3: 7€ BB IRl th 8945 SZ#4 Firewall Threat Defense B & 5 BRI B

Physical Connection
— — — — VTl Tunnel

Internet
ECMP on VTl Interfaces

{ Applications )
DIA Traffic

E WANT
™ w__
E ___________ vioz J
= WAN2 ——
Corporate Corporate
Internal Threat Defense e e
Clients ; ‘

Management Center- Threat Defense
Management Connections i

Before you begin
R BB E I 2y B ks & B Ly WP 43 SR Firewall Threat Defense fit & WAN f1 VTI #2 M.

UK

IR h5r ML Firewall Threat Defense U & el U 1, BN 20
a) L IRE > REEE, AR5%%E Firewall Threat Defense ¥ .
b) EFEH (Routing) > %8B (Policy Based Routing), #X i 75 58 B EL & H (Policy Based Routing)
Ui b, mdidsn (Add).
c) 7E iRINKBEELEE A (Add Policy Based Route) XfifHEH, M NO3EO (Ingress Interface) 441
Frpik g (g, AT 1 (Inside 1) AT A 2 (Inside 2)) -
IR 2 feEILE At
a) AN (Add).
b) B UL, i e () el
o) EFEYRBIFRFIRMTE Y, HiN ACL FI#4M (U DIA-FTD-Branch) , 2R 5 didiidsin.
d) 7R BiAE 5% & B (Add Extended Access List Entry) #EHES, MEZF (Application) 1
TR v B R T 5 15T Web TRV«

| wmnggm i
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Add Extended Access List Entry

Action:

[ © Allow v ]

Logging:
[ Default ~ ]

Log Level:

Informational

Log Interval:

Sec.

Network Port @ Application 8 users @ Security Group Tag

Application Filters C* Clear All Filters ® Available Applications (7)
[ Q. Search by name ] [ Q. youtube ® ]
~ Risks (Any Selected) - 8
O Very Low 802 YouTube Kids i ]
O Low 708 YouTube Music (i ]
O Medium 1158 YouTube TV i ]
O High 1752 i ]
O very High 559 YouTube Uploader for Dropbox, Drive [i]
~ Business Relevance (Any Selected) - YouTubeMp3 [ ]
4 »

Selected Applications and Filters (2)

Applications
YouTube inj
Youtube Upload o

=) -

{F Firewall Threat Defense I, ACL "N FH W lic & A &g RSS2, IF HLAEAN Y R HE e & 2 MY

23T
[ 5:3" /& ACL

New Extended Access List Object

Name
[ DIA-FTD-Branch ]
Entries (1)
Sequence Action Source Source Port Destination Destination Port Application Users SGT
7 [-] 4 i - & YouTube .
Allow a4 e = A8 Youtube Upload et

4

Allow Overrides

O

e) MiRTE.
f) MIE ACL (Match ACL) F#i%1)Z % £ DIA-FTD-Branch.

TR e %

Cancel

| Rl
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a) M%EiXZF| (Send To) MF0EOHEF (Interface Ordering) N4, 7R+ “H 14:11” (Egress
Interfaces) Al “Fz L5 ” (Interface Priority).

b) 7F Available Interfaces F, richiAf N F2 2 FRIK) 12480 LA I WANT A1 WAN2: 7ER] {EDO
(Available Interfaces) T, PR sichi AN A4 BRI @ 4281 LUEEVAS il WANL F1 WAN2:

[ 6: B & SR AR B EE
Add Forwarding Actions )
Match ACL: * lDEA*FTD*B.ranch v I +
Send To: * |Egress Interfaces v l
Interface Ordering: [Imerface Priority v I o
Available Interfaces Selected Egress Interfaces *
Search by interface name l Q
Priority Interface
Priority Interface 10 WAN1 u}
10 WAN2 o
0 Insidel
0 Inside2
0 VTIO1
-

Ganesl m

c) MiifRTFE.
PB4 L O

1] LU 4miE 32 $E O (Edit Physical Interface) 7[RI o3k RE BB H (Policy Based Routing) TUH (fiP
EEOMESR TREEOMIEHE. ARG, HAHE “mimmszn” ik,

a) P IRE > IREEIE, ARSF%4E5 7 Firewall Threat Defense.
b) BCEEOMLEH . MO 4REE (Edit), ARERADLELRAE:

wmnggm i



B =sswann

c)

gmagn |

7R EEOMAER
Edit Physical Interface @

General IPv4 IPvE Path Monitoring Hardware Configuration Manager Access Advanced

Name:
I WAN1 ]

Enabled

D Management Only
Description:

I ]

Mode:
I None b ]

Security Zone:

Interface ID:

GigabitEthernet0/2

MTU:
I 1500 ]

Priority:
Lo ]

Propagate Security Group Tag: [_]
NVE Only:

Cancel n
M E HRTF.

SRS QIR T B 1) ECMP DX

a)
b)
c)

7ER%E (Routing) Wi, A5 ECMP,

SR LIOCHR R ECMP X, 37 /i3I0 (Add).

PEFE WANL Al WAN 2, 4R )5 61l — ECMP [X 15 — ECMP-WAN. [F#f, ¥sin VTIo1 fil VTI02,
RGO — ECMP X3k — ECMP-VTI:

B 8:1%1E 05 ECMP Xig#H 58k

Equal-Cost Multipath Routing (ECMP)

Name Interfaces
ECMP-VTI VTION, VTIO2 N
ECMP-WAN WANT, WANZ

IR 6y DI G L A I e DA S AR B 1 -

a)

b)

7EE&E (Routing) Ui, sNiliE#7SEEH (Static Route).
SdHRIN (Add) JF 5 WANL. WAN2. VTIOL Fl VTIO2 $RE Ak . itk )& TAlF ECMP X
B R e A R R bR CPER 5D«

| Rl
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i

d)

rEagnzusneer i

9: 3 ECMP [X f33% O EC & #3725 %

+ Add Route

Leaked
Network * Interface fram Gateway Tunneled Metric  Tracked

Virtual

Router
+ IPv4 Routes
any-ipv4 WAN2 Global 10.10.1.65 false 10 ¢ O
any-ipvd VTI02 Global 192.169.102.21 false 1 ¢
any-ipv4 VTIO1 Global 192168.101.21 false 1 Zgn|
any-ipv4 WAN1 Global 10101.33 false 10 ¢ O

PR S

DR D3 VAT AR TR 0 H sk A by, (H R OGHBIEAN A .

73 WL Firewall Threat Defense ] WAN %f % _F ¢ & 325411 DNS, LA AR A & 24 i ) B

WP & > EEAI’E, SRIG1ES) X Firewall Threat Defense 6% DNS 5% .

PR AT DNS, ihgniE ks, S8R5 A DNS.

Bk WAN X AT HI ) DNS fi##frfi5 & DNS JIx4545, i 7t DNS i & (DNS Settings) &5+
fit DNS IR 8 ALVEAN{E 8, AR5 B W G e £ WAN.,

18 H S {51F DNS PR 28 (Trusted DNS Servers) 1635 % DNS #7485 T 1R & DNS %%
s,

S8 iR E, A5 AEEE.

K AR R 4% INSIDEL 855 INSIDE2 [4T4] YouTube #H 21 ) 375 K #4211 31 WANL 5§
WAN2, [K4 e 1K 5 DIA-FTD-Branch ACL Gt . ATfi] Hithii5sk (45141 google.com) #ii4> i i 7E ik
FiIA] VPN BB P E ) VTI0L 85 VTI02 #1718 .

WARBCE T ECMP,  gin] DACEEH V-7 9 2% i 4

== 42 k475
A& B A i1E nai=rY PBR
ALE AT B PR IEFE PBR, LI THEREARAR (PARIS). FEIRIN AT ShARE el et 11
CRGEAC BB o
AT T 4070 LR A FAT B 2 MR PBR, I AR ik

o BRI S AT EUR S - (511, WebEx Meetings) o
* ] RTT (5T MR H] (B4 Office365)
o HA LA T ML 46 CRAARE MEF EARD .

wmnggm i
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Before you begin
1. MORBIEE B HTE PBR FEEAHL &P K.

2. O AZEATORIEAN DR O8O, EARER, NO#EOME A Insdel, OO
44k 1S9P01. 1SP02 Fil 1SP0O3.

FL W LU N 2D BRI B HAT A2 1Y PBR:

B 1SPOL. 1SP02 F 1SPO3 | B %44 s 45 T e

X O8O LR bR, e e A e IR A

a) EFIE > REEE, 594 Firewall Threat Defense.

b) 7E¥EO (Interfaces) 1K T, i (AEFATHZREH 5 1SP01L)

¢) Rl E&1Z ST (Path Monitoring) E1 -, i /8 A E&1Z 4542 (Enable Path Monitoring) &% HE,
WGt E R G5 MIEEARERE , H710 .

d) RHE HREF.

e) HAEXUEILIELIE A 1SP02 Al 1SPO3 fit & M 42 I 4 ¥ o

J 4121 Firewall Threat Defense (1) 70 SCHUAA L & A0S A 2%, EFEAN 421

a) KIRER && > XEEIE, JF H%%E Firewall Threat Defense %45 o

b) EFEEEH (Routing) > %8B (Policy Based Routing), #X )i 75 S8 B EL & H (Policy Based Routing)
b, AN (Add).

¢) fEARINSRAEELEEH (Add Policy Based Route) XFiGHER, MANE3EA (Ingress Interface) 47413
LN 1 (Inside 1).

8 e VCEL 4 AT«

a) milidRan (Add).

b) e SCUCALAAE, i Al R () Hed

c) {EFEY RiFBFIFRI TSR (New Extended Access List Object) ', %A\ ACL 148 (5t
PBR-WebEX) , #AJ5 siihiidRmn (Add).

d) 7ERMY BinLFIREE XUEHEF, MR LR IEFEIET Web L ZEN A (451l 4 WebEx
2P0
iefE
£ Firewall Threat Defense I, ACL H R AL AC & b M 28 AR S5 4H., I HARAS N H BRC & 9 ™
2RI S

e) MitifRTF.
f) MEITE ACL (Match ACL) #7413 ik £ PBR-WebEX.

EE AN Ju P
a) fE&iEZE (Send To) Mz, HEF “HH:0” (Egress Interfaces).

| Rl
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b) M¥EOHERF (Interface Ordering) Nz4E T, WEH “feim/l8)” (By Minimal Jitter).

¢) {ERA#EO (Available Interfaces) T, siiAHN A AR HEFK () %4, LMEGN
ISP01. 1SP02 F1 1SP03.

d) miifRTF.

FAOLIR 2 AP 3, Jy Insidel £ 11404 PBR, LA Office365 FIJET- 4% 1R 15 1) 25 il 2 -
a) BIERITHCART S (5l PBR-Office365) , #AJ5 ML A (Application) i 15i< 1k +¢ Office365 W
.

b) MIEFEOHEF (Interface Ordering) Mzl , EF “4&im sl iRINTE]” (By Minimal Round Trip
Time).

¢) FREH I 1SP01. 1SPO2 AT ISPO3, AR5 i iRTE.

d) BLE, GUEUCEAATR% (441 PBR-networks) , JF7EMI%& (Network) 23K v 45 s Y54 1 A H
PR,

e) MIEDOHEF (Interface Ordering) MzzEE T, EH “Feim/hEfL” (By Minimal Packet Loss).

) Fe D0 1SP0L. 1SPO2 F1 1SPO3, ARG iR 1.

MiERTE, RJESEHERE.

EAE AN, LR & (Devices) > % & &2 (Device Management), RJ57E B% () 11
THEITIR R Y542 (Health Monitor). A A BEAH: D HERFR RIS B, B0 N A2 F8 b2 )
o HRVEAE R, TSNS R hlmg . 25 8 Ui,

th\mma@ﬂ%?ﬂ%lim% kA 1SPOL, 1SPO2 F1 1SPO3_E 4L T 5 bl 45 HH 11
Ak R TR K .

FF1i53= PBR #9E A CLI

M Firewall Threat Defense % 7% CLI &84T 4% 5 @ H FTak 1) s #8 d 2 o

BOERE
%&ﬁ%ﬁ%ﬂ@%ﬂﬁﬂﬁ, ﬁ%li_/f show run interface fﬁ/?\:

> show run interface

|

interface Ethernetl/1

description Outside ispl handoff

nameif outsidel

security-level 0

zone-member ECMP-WAN

ip address dhcp setroute

policy-route cost 10

policy-route path-monitoring 8.8.8.8

policy-route path-monitoring object-group network-service FMC NSG 4295470581 policy-route
path-monitoring object-group network-service FMC NSG 4295470600
|

interface Ethernetl/2

description Outside isp2 handoff

nameif outside2

security-level 0

wmnggm i



semmze |
B srszeerasmc

zone-member ECMP-WAN

ip address 192.133.243.240 255.255.255.192

policy-route cost 20

policy-route path-monitoring 8.8.8.8

policy-route path-monitoring object-group network-service FMC NSG_4295470581 policy-route
path-monitoring object-group network-service FMC NSG_ 4295470600

DNS EC &
BTN AR R 52 A5 AR 1K) DNS 25 2 R AR ATl 2B A 3% 1) DNS FLE, HIE1T show run

DNS filT 2
> show run dns
DNS server-group DefaultDNS

dns trusted-source 10.100.0.5
dns trusted-source 10.200.0.5

HHtERE

MIEAE B ERCE PBRI, BRI 2 HB) A S U R N N B e A DB . EAE R
E/‘JE%EEE%EﬂV fHEJ\é’/ﬁ* show run route-map ’HLE/Q"\

> show run route-map
|
route-map FMC VPN _CONNECTED DIST RMAP_ 1000 permit 10
match interface inside-employee
set community 1000
|
route-map FMC GENERATED PBR 1729024850865 permit 5
match ip address Cloud-storage-apps-acl
set adaptive-intertace cost outsidel outside2

route-map FMC_ GENERATED PBR 1729024850865 permit 10
match ip address Social-media-apps-acl
set adaptive-interface rtt outsidel outside2

route-map FMC GENERATED PBR 1729024850865 permit 15
match ip address Conferencing-apps-acl
set adaptive-interface jitter outsidel outside2

route-map FMC GENERATED PBR 1729024850865 permit 20
match ip address Corp-internal-apps-acl
set adaptive-interface cost outsidel static _vti 1 outside2 static vti 4

IFEF RN AR S E
2P BN R ) e S o] LA I v I 1215103 . B8 PBR VT M SR KPR (5 R, 1518

L
17 show run access list <access list name> fﬁ%%:

> show run access-list Cloud-storage-apps-acl
access-list Cloud-storage-apps-acl extended permit ip any object-group-network-service
FMC NSG 4295470562

| Rl
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73
T

per g el [l

WA 2% 15 55 X AN SR ALAEY™ Vs I 4 A e h b AT HC B, I A SRR Il it e vt B AN ) 42 e 4L P 5 |

qu EEEi%%}JS(}EEEE, i%igﬁ]ishow object-group network-service <network-service-groups-name>

fir4 . network-service-groups-name JE [ iR 17 ) 5112 1 show 4>

> show object-group network-service FMC NSG 4295470562
object-group network-servire FMC NSG 4295470562 (id=@xfdff0000)
network-service-member "Box" dynamic
description File storage and transfer site.
app-id 1326
domain box.com (bid=436735707) ip (hitcnt=0)
domain boxcloud.com (bid=436924171) ip (hitcnt=0)
domain box.net (bid=437080553) ip (hitcnt=0)
domain box.org (bid=437174273) ip (hitcnt=0)
domain boxcdn.net (bid=437272231) ip (hitcnt=0)
domain boxrelay.com (bid=437481703) ip (hitcnt=0)
domain boxenterprise.net (bid=437626005) ip {hitcnt=0)
domain boxinvestorrelations.com (bid=437672765) ip (hitcnt=0)
domain segment-box.com (bid=437886771) ip (hitcnt=0)
domain box-corp.com (bid=437924995) ip (hitcnt=0)
domain boxcn.net (bid=438072833) ip (hitcnt=0)

network-service-member "Dropbox" dynamic
description Cloud based tile storage.
app-id 125
domain dropbox.com (bid=24259639) ip (hitcnt=0)
domain cfl.dropboxstatic.com (bid=24495525) ip (hitcnt=0)
domain dl.dropboxusercontent.com (bid=24596237) ip (hitcnt=0)
domain dropboxapi.com (bid=24694467) ip (hitcnt=0)
domain dropboxbusiness.com (bid=24859859) ip (hitcnt=0)
domain dropboxcaptcha.com (bid=25008145) ip {hitcnt=0)
domain dropbox-dns.com (bid=25087753) ip (hitcnt=0)
domain dropboxer.net (bid=25236751) ip (hitcnt=0)
domain dropboxusercontent.com (bid=25324335) ip (hitcnt=0)
domain getdropbox.com (bid=25437501) ip (hitcnt=0)
domain cloudon.com (bid=25580229) ip (hitcnt=0)

HRIITRE
gﬁ%?’fﬂj D% th&%ﬁ@ﬁ%ﬁéﬂﬁ?ﬁ?ﬁﬁ, fHEJ\é’/ﬁ‘ show path-monitor ﬁé‘\t

> show path-monitor
Interface: outside2 (Ethernetl/2)
Remote peer: 8.8.8.8
Remote peer reachable: Yes
RTT average: 9138 microsecondes) Jitter: 1093 microsecond(s)
Packet loss: 0% MOS: 4.39
Last updated: 12 second(s) ago
Interface: outside2 (Ethernetl/2)
Remote NSG: FMC_NSG 4295470581

Network Service: Facebook Domain name: fbsbx.com Remote peer reachable:

RTT average: 17460 microsecond(s) Jitter: 911 microseconde)
Packet loss: 0%

MOS: 4.39

Last updated: 12 second(s) ago

Network Service: Facebook

Domain name: facebook.net

Remote peer reachable: Yes

RTT average: 17444 microsecondes)
Jitter: 836 microsecondes)

Packet loss: 0%

MOS: 4.39

Last updated: 12 second(s) ago

Yes

wmnggm i
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Network Service: Instagram

Domain name: instagram.com Remote peer reachable: Yes
RTT average: 17576 microsecondes)

Jitter: 429 microsecondes)

Packet loss: 0%

MOS: 4.39

Last updated: 12 secondes) ago

Interface: outside2 (Ethernetl/2)
Remote NSG: FMC_NSG 4295470600
Network Service: WebEx
Domain name: webex.com Remote peer reachable: Yes RTT average: 18537 microsecond(s)
Jitter: 318 microseconde)
Packet loss: 0%
MOS: 4.39
Last updated: 12 second(s) ago
Network Service: Zoom Domain name: zoom.com Remote peer reachable: Yes
RTT average: 98196 microsecond(s) Jitter: 4120 microseconde)
Packet loss: 0%
MOS: 4.34
Last updated: 12 second(s) ago

X PBRi#H 1T H BE HE P&

MO BT, ARSS W DU IR RS th . MR R AR NI UE R 1Tk FoR Ml PBR B .

2 PBR ALY TRy, G55 2 AR S g0 e B A5 % ch W L B A M 42N R 9 R E B 41T
LS 3 K A AR AR S ]

Before you begin

AR A E T, TEIEIRE LT D BOREERR PBR G B b

S {EA N2 8 F show route BY show ipv6 route T4, o &8 J& T - AEUEAT 3 AN RO BT D B4 1
FxAEAd FE ARt TE B2 5 PBR A4z A LY, 75 0] PBR K Gk Tt TAE .

¥ 2 @ik ] show running-config interface iy &>k BRI 4 FH T IR Fabr I A2 H bk
il

interface GigabitEthernet0/0

nameif outside 0

security-level 0

zone-member ecmp-zone

ip address 20.0.0.3 255.255.255.0 -> This is egress interface "show running-config" output,
the monitored address and cost metric value is determined in this output.
policy-route cost 1

policy-route path-monitoring

20.0.0.4

|

int GigabitEthernet 0/3

|

interface GigabitEthernet0/3

nameif outside 3

| Rl
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security-level O

ip address 11.1.1.2 255.255.255.0 -> This is ingress interface "show running-config" output,
the specific route-map will be used by PBR to determine the next route.

policy-route route-map rtt-tes

iy Al i & 2% ICMP $E 5 HTTP ping 7~ %A% W 428 (1) 52 W 12 M ik R4 P b A1 o
¥ 7 show path-monitoring #1 show run route-map %t & 5 /£ 7E Z 410,

IR

ciscoasa (config) # show path-monitoring

Interface: outside 0 -> The remote address used for ICMP monitoring

Remote peer: 20.0.0.4

Version: 6223

Remote peer reachable: Yes -> If this value turns "No", then the ICMPv4/v6 packet is not
reaching the required remote address.

RTT average: 1920 microsecond(s)

Jitter: 394 microsecond(s)

Packet loss: 0%

MOS: 4.40

Last updated: 17 second(s) ago -> The data should be updated by path monitoring after every
30 seconds. The 'show route-map' would show the

updated metric values.

Interface: outside 2

Remote peer: 40.0.0.4

Version: 6223

Remote peer reachable: Yes

RTT average: 1935 microsecond(s)

Jitter: 433 microsecond(s)

Packet loss: 0%

MOS: 4.40

Last updated: 17 second(s) ago

il

ciscoasa(config)# show route-map

route-map rtt-test, permit, sequence 10

Match clauses:

Set clauses:

adaptive-interface rtt outside 0 (1920) outside 2 (1935) outside 1 (1971) -> Displays the

metric type (rtt) that is used by the policy route to select the adequate interface to send
the packet. The interface list where cost of each interface is given. As the metric type
is "rtt" and considering the minimum rtt value, the "outside 0" interface route will be
selected by PBR.

route-map mos-test, permit, sequence 10

Match clauses:

Set clauses:

adaptive-interface mos outside 0 (378) outside 1 (390) outside 2 (440) - > As the metric
type is "mos", considering the maximum value of mos, the "outside 2" interface will be
selected by PBR.

AR (ES, ity FHE. BA) W IERE R A /MR R VAT 6 e
FabrA “MOS” NS AT S R IR bR K H 3T 6 H
i Fl packet-tracer w4 H3#5 PBR H & SUKHRARIS AL IR $Z 1 B H%

T

packet-tracer input <interface> icmp <src ip address> 8 0 <dst ip
address> detailed

Phase: 3

Type: PBR-LOOKUP

Subtype: policy-route
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Result: ALLOW

Elapsed time: 60656 ns

Config:

route-map rtt-test permit 10

match ip address allow 101 1 1 2

set adaptive-interface rtt outside 0 outside 2

Additional Information:

Matched route-map rtt-test, sequence 10, permit

Found next-hop 40.0.0.4 using egress ifc outside 2 -> PBR selects the adequate interface
from adaptiveinterface list given in "rtt-test" route-map.

1 125481 debug policy-route i 4] packet-tracer fiy4 .

) PBR IE R e, S CERER R4 R W0 R s

pbr: policy based route lookup called for 101.1.1.1/0 to 101.1.1.2/0 proto 1 sub_proto 8
received on

interface outside 3, NSGs, nsg_id=none

pbr: First matching rule from ACL(-1)

pbr: route map rtt-test, sequence 10, permit; proceed with policy routing

pbr: policy based routing applied; egress_ifc = outside 2 : next hop = 20.0.0.4

2 PBR JCik R BT 2 (K Ry, B [POR R I i th Ak, Ao R e S R s

pbr: policy based route lookup called for 100.1.1.1/0 to 100.1.1.2/0 proto 1 sub_proto 8
received on interface outside 3, NSGs, nsg id=none

pbr: First matching rule from ACL(-1)

pbr: route map mos-test, sequence 10, permit; proceed with policy routing

pbr: no route to 100.1.1.2 on adaptive-interface outside 2

pbr: no route to 100.1.1.2 on adaptive-interface outside 1

pbr: no route to 100.1.1.2 on adaptive-interface outside 0

pbr: policy based routing could not be applied; proceeding with normal route lookup

2 IR AL T, OF HER AR IRz ik R AR X R AT i | bR il A &I, PBR 2o H
&, DONBENEE SR PRz .

pbr: policy based route lookup called for 100.1.1.1/0 to 101.1.1.2/0 proto 1 sub proto 8
received on

interface outside 3, NSGs, nsg_ id=none

pbr: First matching rule from ACL(-1)

pbr: route map rtt-test, sequence 10, permit; proceed with policy routing

pbr: Path Monitoring Ifc Down : adaptive-interface outside_1 Excluded from PBR routing
pbr: policy based routing applied; egress ifc = outside 2 : next hop = 40.0.0.4

a4
2 AR AR I AR R R DG TS I I, 2% LA £ FE N, PBR B A4

REGEIERERBY N EIER

KSR T AR Rl kK, B4 7 BF Secure Firewall Management Center £ AS H1 5 g 1Y %
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A o A SR I I, AT A A s A 5K lua SO
e ORI A o BURE K 1 A SR A5 X AR Ja Al BLFESE TR I (1) PBR
SRR & ACL g

BTG O B RASIIORT A B AZ A B o

PBR H 1 [ 52 W
28 ~2 Fr

7.7

7.7

PUAE T LA LA [ SOV TS PBRSRG . FH e SURRISBIEE Ry A
SCRE MRS, T ELAESE TN AT PBR SRS R4 i ACL HHHH] o

BB O B RASIORT A SRS SO B s

T 5 00F SGT 1Y
PBR %%

7.4.0

7.4.0

BUAE, ST LR F P AN P 41 LA R PBR SIS H ) SGT X 9 2407 e 1E
17932K. ATLIAEE L PBR SRIK Y i€ ACL I 25 4% 5 3 A1 SGT % %

B b RV R B G IS IR IR R, F TG R
HUBE RIS . XFR (Objects) > X &R E IR (Object Management) > if7 [a]3%
#151F= (Access Control Lists) > #&n¥ & (Add Extended) 7(ifi, AP
(Users) fil &£ 4H#R1E (Security Group Tag).

55T HTTP HyAR A%

7.4.0

7.2.0

PBR i ] LA 38 ek 3 3 _E i) HTTP % /7 S R4 T 4 4% W s e s 1 vk
fedits (RTT. $13h. ZHMMOS) , WA ER @ HEx 1P _L4EFs.
BROEBL R, hEED R BT HTTP (K0 3k 0. 48 ] LA DT AT
ACL i & PBR i, 1% ACL HA3 H T g B A2 10 52 I 42 B R Fr 2k
A,

BRGSO B D v R T S R AR R B I R
(Devices) > i & & 12 (Device Management) > 47484 [ (Edit Interfaces) >
%1% M #2 (Path Monitoring) > R & F HTTP 8957 F 1445 (Enable HTTP
based Application Monitoring) 5 EHE.

X WAN/ISP i 55 18
EELS R

7.3.0

7.3.0

FEJR T WAN (g B i, BoE T Dok 58 H L kAT
MAE . BUESEOE TR C A B AR 12 DN SOy, DUEAE s i 1ok
bR I YEFFIE AT IEIE . A B Oy BSIRCE PBR,  LURYEILSE SR SLA
fihroks SFFEIE I A tapnlp (D 122 1t 210G b — AN ml Y 0 cdie 45
Ho

PBR % H WL A~ — Bk

BE

7.3.0

n] UAE ot 80 G A B RO RIS, ) PBR G R RS P T — Bk

TG G S DR e VAN N4 B e R AR O P TG R LR
Bt: IRZEIE (Device Management) > ¥ (Routing) > 5 BE B H (Policy
Based Routing) > s In¥% %4 #%1E (Add Forwarding Actions) 7 [fij .
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PBR A 2 7.2.0 7.2.0 PBR i H e 4 I 42 R 2 LI PEReFR AR (RTT. #13). A
MOS) o T2k A F g A A2 T e B 2R A . ] DL 44
W2 I i (R 4R AR R L& PBR Sl o
B B B oUm R T E B AR R IE TR &
(Devices) > 1% & & (Device Management) > #/481% O (Edit Interfaces) >
12 M4¥ (Path Monitoring) i1 K .
M FMC Web FHHALHE | 7.1.0 7.1.0 RN FREEHRE FlexConfig.

S L o

TEIAE T LA FMC Web FiITAC & Sl B % B (PBR). 40T AR B
LR REAT A0S, JE S B B B 2N (DIA) LKt A 23 3L
Pl B Ak B H IR o 48] DL SCPBR SIS AR N 1 1 _EHE T &
AN F 7 DU FC A% AR S 142 1o AR SR mes o i () DL S G sl iy, i ik
HR T2 T3 e 55 )7 T 4 ) S s DG P o 286 o

HEIhRETE B FMC M 4% BRI 7.1+, K FMC FHEIRRA 7.1+ B,
BN B0 A () SR 2 K i FlexConfigo #4i# THRBIRRA 7.1+ J5, &1L
FMC Web 5[ H 505 0T SR ms B B th L& . N TR T B RCAS 7.1+ 1)
W, 1HEAM FlexConfig JRR B E N “REK” .

PSS b RE&E > EEIE > IRH > RIREIKH
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