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HAEANE S, WS RS LI VPN B AAA HEE .

BR &SR LRI IE (Service Provider Certificate) - Firewall Threat Defense ilF 15, JH T2 &% k5
1dP @7 A5 TP o

G R4 W AR TEM N Firewall Threat Defense UE15, 1 55 ifi + IINIEAMIE . B R1E4IMGE S,
15 2 5] % 1 Firewall Threat Defense iIF15.

BERER- L TR SAML FA 508 S5 SR 25 44 (1) 0 25 S0k

B4 N IS BRI . SHAL, SHA256, SHA384, SHAS12. i&F “5” wZHN%s.

1K #BET (Request Timeout) - 45 52 H P 58 il ¥ 53 8 %1 >R 1) SAML Wi 5 3 2%, SAML 1dP 5
WA NotBefore A1 NotOnOrAfter . Firewall Threat Defense 42 ¥ iF H Y BTN Al & 578 (T
) NotBefore f1 (_FFR) NotBefore Jji_E timeout £ NotOnOrAfter H {7 /N3 1) s TR S R Y
B, G0 R E B I T TP 1) NotOnOr After IR, TN 20 Fi o€ BRI, 1% F% NotOnOr After

FBI . T S 5 #E I A NotBefore #8 I 1 s A1/ T- NotOnOr After 18], )] Firewall Threat Defense
R I 2 78 T I

RIS JE 1-7200 75, BRIASE 300 F2.

B X 7E REBM & _E AT 18184 1dP (Enable 1dP only accessible on Internal Network) - 41 5 SAML
IdP £/ F I HB M 4% I, ik $EIbi%E TN . Firewall Threat Defense 43 7824 M ¢, JE4# F I 4 webvpn
SXEAE R PR 1dP 2 A A

1B 3K 1dP 725 Bili i 1T S B - B T0T LATE B3 O S T AT B 30 E, B2 /i
() 1dP 215 A 2L

SCVFTE 25- 1 P I S HE LU SC VIS L P 8 SR 55 s T R AT 7 o

T3 iR E.

AXERM

B usEeE
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| dgee
el |

AEELES

Vi FIR N % (WFR A VTR HIZIR [ACLD , PRSI N AR R E. BalEmR R Ehie (il
o WLy, ) Firewall Threat Defense ¥ 45 ) W X% . X TR ACL BT A HIH &=,
ARSTALIRS, 11 “BEIE” WE NS RS T HEEE . MRS HERR B R U B RS 2 E %N
o
AT DA S LA 288K ACL:

* 3 - MUGE R/ LR E R/ D UM SCRE IPvA AT TPV Sttt CnTLAZES A B

WD .

o brdfE - AR SE H AR bR AR R . AR IPv4.
ACL t—/NE 2N ) 55145 H (ACE) B4 . ACE FIIP RS 2. 4974, ACL LLifEEL
PR “ AV ACE ULECH, ZEdh 24 0 4 H 08 751 55 824~ ACE #E TR, &

PIVLECIS, AR E 2 ACE. i, RE “ £iF” 10.100.10.1, {Hi2& “FHikE” 10.100.10.0/24
(Al )RV H e RLIESe H 2 1. —RCRUE, K 3 HARK N E T ACL TR

5 “RvF” 4 HAVLE R E b g0 A 52 Bk .
LR A A e E ACL X %

ELEHI B ACL 3%
MBERPEVE R B ARfh bk PR SCF R L Y 40 UG BC A I B R O IPv6, AT YT ACL X
%o
SOk

TR EFE R > FEAIR> TR, REMNEFPESE .
FIR2 PATEL M RAEZ —
o RN RiA e33R (Add Extended Access List) LEIEEH K ACL.
* niili IR () UG ILA X 5.
PSIE3 E B ACL Vi 53R % 4" (New Extended Access List Object) XHEHE, A ZHIZF OR
RV, IFRCE VR EEI4H
a)  PATEL MR
« RN (Add) LABIEEFT A H
* miii IR () UG ILE 4 H .

b)  IEFHRME (Action), Z AV (LR EZRIE CAULED W4T,

sgeE ]



BLEH R ACL 3R

d)

B usEeE

sggE |

paib 4

H&EIE% (Logging). HAESRF (Log Level) UL BHEIBFE (Log Interval) 2 554X FH -5 v J )
CHb 3 a4 RN ACL) o BT ACL STRANH T U5 N, 15K X 62 R B LR

1H-

I BL AT —J772:/E M 48 (Network) KEI b PC &SR H bRl -

o M “HTH]” (Available) #1) 38 H k£ AT 75 I Z8 0 2 54, SR A An & (Add to Source)
iR MnZE| B Fr (Add to Destination). AT LB LE S50 F 7 + S Gl dp o % . fsn
PLVRA T IPv4 FiI IPv6 Hiudil .

o FEYREL H ARSI T 10 A g SEATE - Sy A Btk I i 578 hn (Add) . B80T LTS 2 s EALHRE Cn
10.100.10.5 8% 2001:DB8::0DB8:800:200C:417A) B+ (10.100.10.0/24 % 10.100.10.0
255.255.255.0 k3%, 8¢ 2001:DB8:0:CD30::/60 iXF} IPv6 #4) -

sitiim A (Port) eI 348 F LA AR —J7 V0 B IR GS -
o AT HI B SR R ade B e 75 10 00 %, SR 5 s idRin 1R (Add to Source) 2GR INE B 4R (Add
to Destination). #n] Ll sl &1 3 EJ7 I + S QD % . XF %0 LU & TCP/UDP
Ut 1. ICMP/ICMPv6 11 BB sl LA M CRLHE “ATR7 [any]) o {HAE, W A9
¥ 11 L4252 TCP/UDP. 8 JCVE k#0114 .
XfF TCP/UDP, &R, SRR e @ T IR H bR B, 2004 99 2 HP A FH AR 9] 1
W Hiltn, #ARESS & UDP Y5 H A TCP H bR o

* FEVEEH BRFIZET T 0 G BEAE Hh i A\ B 6 11 BB s i ifv A (Add).
P
SORBGE TP 1P W 46 H, WEEFSRE “ i7" Whsle H s X% .
st R (Application) BT, AR5 1R BN B TR U5 1) S 73 41K o

EEEM
* NEENERE A TCE N R, BEEIRAGE TR

o AXAEHEIE A e b P b A HI AT IR R ACL. W Z07E HA Sems i e, R AT A
RFNHANSZ ST o M fR A SRS 2 i e 04 WUE/ISE WU E, % LS AEY ' ACL
FEFIH T B4 A0 SGT

R
* AT AR A3 Bon— 2l 8] e i Tl XN o 28 R0 o) 2 ke mss b m] 1 1% N 1) P4
Ko R — N5 (FQDN s @t 4 TP HuhbFlug 1) ] DI RIXSe N . N
5 XGE I VDB BR TR B, AR R 22 8 W) #E 24 2 Firewall Threat Defense «
o ANSCEEH P e S s SON BN FH 4 .
o Hur, B kR0 BEASZREH P SO E e ON a2, A e v IE aCiie
MR AR

o REnT DM BT g RS RS UKL i3 UE RS (Application Filters) SKALILILS 14 .
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f)

g)

h)

mErEAcLxz ]

TR P (Users) IETR, SR A IEFE 20 HS LKt (PBR) 20 3R IHT < T AL 85

EEEM
DO SRS AL e R R P AL P P BT ACL. 52048 HAR S rh A e, AN
FAT AR HAR S Ff

ER
* A F45itE (Available Realms) %1)38 4> 7 EUC # ) Active Directory/LDAP 4t . 4 <tz
TN AL M5 B, 152 02 45 LDAP 4l sk Active Directory S A145kek H 361487
P4 o
TR
AL A R AT FT Azure AD 405K .

« A A F (Available Users) 5113 2> /R iTik AD/LDAP 45Uk (it &0 & FH - i o dl. 3R
WA AP, E SN EERK (Integrations) > Hfth & X (Other Integrations) > 47
13 (Realms), 4R 551 HHIEM Active Directory/LDAP 43 s 3 (Download).

P2
JEP B R 22 W] SRR 512 AN 4LAT 64000 S TP R .

o TER PG S E AT AL 3 Gy SE SO IR, P 2 TP R SR R ALk 51 G s B R
IR B k% FRrpuCy #E1%£ 3 Firewall Threat Defense »

mhREEFRIE (Security Group Tag)ik ik, AR JEIEREEE hy B8 LI Uj 1] SR IE 2 2R (195 SGT
Frico
EEEI
O} SR ms At ) SGT Y i ACL. 1704 HoAh siem Al e, IR AT R HAZ
T
AR

s ATAZREAFIE (Available Security Group Tags) 51 & 4 Bon CIC B 22 A bric . &)

PLIEFAH F ISE SGT 2l 6%k A & X SGT.

« ¥ ISE SGT, iE#fifride il I S1E BRER f SXP F 0% ISE 5 Py kBaE s
LB ARISEEMIITE LR, ES I E IR S 0 ik 45515 (Cisco ISE) S35 1) T
o
ERE
SCHEFH ISE MUASEEE 3.2 3. 1. 3.0 A1 2.7 IEAMEF 2+.

o HRANE X SGT MfE R, 1S # 27 2dbric %, 543 1.
BTN, KR5S RMEIHN (Add to Rule).

* WEEY E ACL XS HECE H AR ZE RN H o
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B ==wnsvansg

o FEANT )R B A T R (Nertwork JRE5X %) 4R — AN M4 RS 41 (NSG), b4
& 1F Firewall Threat Defense . NSG H T B B Ui 1a],  H 4k 5 B ide B 20 (¥ DT e %)
T2k,

i) slERIR (Add) DU HES B % .
P g, W REIRESN A, AR R s N B R AL

FALIZ L DL A s R S P i LAl A

SRR A WURE SV IO R BT A o, TR RIFB R IENE; S AV R 12 T
TS R F.

e & AR 55177 B 4 5

AR G55 IRl % 4% 58 X T i Vi 8] Firewall Threat Defense ¥ % F IR FE YT i) VPN 25 AR 55 200355 2 1K) 5%
o XTS5 LA FR 2 NI HAT IR o BN R SS Ui r FR AT — A “ aifr” B “da4s”
BRAELL S — A UCHChRUE, WIS, B SR ER A7 B0 G o X ORI U B L T A [ M A
VT, AOR AR EHAE DX S A e U ) i 8 IR S5 o an B S AR AR A AN DL T, ) si
JEERNERATE o

FHia Z |l
« FOEMPA EX S ARTEMELE, WSRMEEN, 5 49 Ut
* BCEIEHEVIH) VPN 5% . A CTEAE R, S EEH E e i) VPN S5

UK

P EPRER > 5%k > BREHE.
HIE2 SR MRS A E X & (Add Service Access Object) LU E:— N FT xS % .
$IB 3 R IBRE A% 5 (Add Service Access Object) X ifHEHT, Ml & LA N 24k
a) TERFR (Name)FBt, AN LIMAFK.
b) AN (AddRule), AICXTSAIEHARS ViR A . 75 INAR S5/ ia) #L N (Add Service Access
Rule) XJiHHEST, FLE LTS5
1. MR HIR B ER RIF (Allow) Si3ELE (Deny) #:4E .

2. MATHEZR/MEX (Available Countries) H1, ZEFEE /M . RPN e SR BT B0
%, R 2k thIRAIE (Selected Geolocation) 413

3. riiidRn (Add).
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T4

_IJ:HER 5

mairtacL#z ]

QIR VT RS, 2 R 7 B — P91 o SR D@ N AR T I o 5 TCio0) X 2L
WS FT R .

MERIARAE (Default Action) T Hzsl&r, W R FETE EZR/MMEX (Allow All Countries) BB B
EZ/H[X (Deny All Countries).

(i) ik B & (Allow Overrides) SEHE, SRJ5 midhs + A B (1R S% U ) 5 0 B8 i
R
MBI LG, RGBS L E ST G, 2 (5 R AR AN A SR AR B e X
(A -

(Alk) 7ERINBR %7 5178 = (Add Service Access Override) XJilHE ], FL'E UL NS4k
a) M B#RIZ&EFIE (Target Devices and Domains) F g, e o I i (1) % 45 il o
b) U T . E0), ERIER .
¢) RN (Add Rule), At %7 a6 G R S5 U 1 U o

1. MW FHaR bk 14 (Allow) 5i3B4E (Deny) #15.

2. WATHEZR/MX (Available Countries) H, JEFEEZ/HLIX . KPNEGH /7 e SO RO ERA 0]
%, R Rk thIRIE (Selected Geolocation) 413

3. riilidRan (Add).
d) MEKIAIRAE (Default Action) THzslkH, EFRIFREBEZK/MHEX (Allow All Countries) 5B

FrEEZR/HX (Deny All Countries).
¢) JiliFm (Add).

RAHRTF

T—5 i 4
(e RRVTIA) VPN S LT IR 25 VAT R AN L, W BB B I VPN T

B & #n/HE ACL X5

UK

T

B H bx TPv4 ik DURCYR BN, TR AR ACL X5, A0, iy € ACL.

ME SR AIERE MR > T BT > fRfE.

T2 PATLL AL

o miili RERETTEIFIZR DLEIEE NS
* sl 4i5E (2) DGR ILA R 5
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e

W3 AE HEPRMEACL Ui FIFRX S WHEHER, BN SRR CRAVHIH R, JFRLE U 45
g H
a) PUTEL FERIEZ —:
o SR (Add) PABIEEEI 4 H .
« mili iR (2) iR 4 H .
b) X TRV IS H, TR LR E
* #4E (Action) - J£ ROVF (UCHED) BAEFHIE CRUCHED) I EhniE.
* 2% (Network) - ¥ I H Tl i H AR K IPv4 M 280 G a2 .
c) ALliRAN (Add) LUK S H A B %
d) Wi E, W AEIEESIA H, AR RELN R E R SR R TR AL .
A% R DL s gm o b LA 4k H .

B A WURE SV IO RIAT AL o, TR RIFB R IENE; WS AV R AR, 12 T
TS LR

ysicha| Dy

&R LUK IPv4 FIPv6 FCE TP ikl dtuhbibn] JH TAERERI2 W O, s T VPN /s vy [n) fic
B AT RAME BT RAERE, ISR DIRCE MAC Mk .

UK

W EFEITR > ki .
P2 sk IPv4 it (IPv4 Pools), #RJ5 riiidRin IPv4 ith (Add I1Pv4 Pools) JFCE LA 7B

© BIR - MBI AR B2 AT 64 AT
* WERA - izt N el ik il .

o |P bk -y A b b m] FH Hhhk I YE . A A Mkl RO 5 ol bl ()4 e TR A S RS
4. 10.10.147.100-10.10.147.177.

* 585 - iR 1P Huhk e )1

* RFEE - WP ILRIEMER R I S . R RIT R T R B R R . BT LU S A
RSB . ARHEAER, WS ERER , 911 I

T3 AR EF.

B usEeE
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FIE 4 fith IPv6 ith (IPV6 Pools), #RJ5 s8N IPv6 ith (Add IPv6 Pools) JHfc & LA 7B .
o BER - WKL AR, R AT 64 ML
* YRR - SIS T Ui .
* 1PV6 b3k - i A TEE b Al 55— TP Ml AN TS (LU A ) o ol
2001:DB8::1/64.
o HbHEEEE - iR A TT AR TP Mk FFAA 11 IPve Hulik (1%

© RFES - LI RN R B . e EIT Sk R B R . T BUE m R ORI
IO E . A ORTEANE S, SN R . 5 11 0

TS R
W6 sl MAC ittt (MAC Address Pool) , #XJ5 rithiidsin MAC ittt (Add MAC Address Pool) Jf
A& LR B
NPT BN VR R AR RE, TT DL B MAC ikt . 32 1 T30 & MAC Hubk 3 : AN W,
RSB R SR, Wtt H F ARAE D o leME— 1 MAC Huhtk. ESHEEE MAC Hilk.
o BER - BAMHEH R 2R . B A 64 N TERT
o R - iZ IS N T e B .
* MAC b1k 55 | (MAC Address Range) - it Adth 5 o] I i MAC Huhk (995 . 78 TF4f kb A gl o)
Ml 2 [a) g P R R4k, 1. 000C.F142.4CD1-000C.F142.4CD7.
c RIFBE - P RIEMEN AR SR SA T ERBER . BT LB T R
IH S . ARG, ESHN%ES , 611 0.

Rz R e RS

B RGP N TR gy, T DR I I REARAAE G XU M 25 5RICE . O ATRRL)
ANV, AT R 0T EXT A8 P b, DURGEER AL g 25 i 41 & D il ol LA MY,
PR B LA R, B BT S R T g SR N I e 4%

T AAE SC VRN VE RS 45 Rk skemss (Ol ir il #0. QoS R REN I GeAT Al Hhikd B e SO
REBUR):E

© LRI RS, WA ARG AN I AR A RN, ROK LN, R A r AR AL

o BNREEAS IR, 1 s N 55 I R B B A

o e BT 55 1 A5 R RS P 20 I KA DG AR 6

ARMNHVFFIERPEANE R 35S B NI 2 AF

| sgeE ]


management-center-device-config-10-0_chapter15.pdf#nameddest=unique_353
management-center-device-config-10-0_chapter32.pdf#nameddest=unique_1350

| R

AS 1%

T
$IE2
SIE3

$E4
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AS B T E BGP T @ ME. 'EJg AS 5741, it n] LLys i) 4. AS-PATH J&TE %
PEESCHE A0 A% 375 1) 52 170 65 b PRIRORT L b i b i 2 T TR R 18] AS G5 /341 AHAT VR R 48 (ASes) 1]
BGP A2 #FHHE BT A7 W] AN F (1) AS BZR I R o 7EAREAN I Fh 2 1 e A 0% H bR 19 B A B Hh 1R
ARG, E % AT B LR Rl B B 2 FR AR AN B AR B PR A% B AEN EA . T
UEAR B L AL, DR R R U 2k 1R I H B 2 K 20— AS 45 FUE 1) BGP W B P 1) ASes
IR HEAFIE K HIYAS-PATH. AS-PATH UL J2 AS i 458 ik W 266 Ay B ) A% it b B AR s A B
M “TCE AS 42”7 (Configure AS Path) TUII G . &Mt 55 R4 (AS) AR RIS 5. &
AT CAGIEE AS BRARAT G LATE L E % h s . SRMSIIU . BGP AR Ry . AS B 121 pE 2R A 1 A
{308 Tt A P 10 ) 2 ke ot i % el S R

fa] LU X % 55 Firewall Threat Defense % & —#24#  «

P IR > AS BEIE, REMNHFPIESE .

RN AS %1% (Add AS Path).

1EZFR (Name) ZEHPHIAN AS IR R4 TR AREAT 15 500 2 [A].

M EEE AS #1235 (New AS Path Object) % 11 _E (13740 (Add).

a) MIRME (Action) FHrsEhik#t “ Avr” (Allow) B¢ “FHIE” (Block) 2635 LA3E /< T35 40 R 17 1)«
b) EIENRIAR (Regular Expression) 7B PR E H T & L AS AR IE & 1 I W & IA S

c) AN (Add).

MR RV IO R ATE S, T RIFEEEIEE; ESRM AV ZRER , 512 0.

M RTES

BFD #5445 52 —41 BFD [0] @1 . BFD Ak HHC & ) BFD [AlBEE AR 2 T A 0. sk, 8

A DR RN 2 BRSO E S B e . BRIATS DL R, Echo SR HDIRAS o #0n] UAXAE ik )5
S

P FR > BFD 1R

Rl AN BFD 4R (Add BFD Template) i 4s%8 (Edit).
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R IEAE AR, WA B O A ARAR A,

W3 1t Template i1 K -, PHoE DL EI:
* Template Name - It BFD Bt 447K . 05 Be— 40K, A Relc BRI R S5, Bk
LA A M, I HARMN A E .
« A (Type) - i Bk (Single-Hop) 54 % Bk (Multi-Hop) #1411 .
* Enable Echo - (A& Ay Sk i F [0

R AR B IS D 6E, BFD 45 2t LA s 2 A gk AT SN 0] o 2R LW RSN I RE, BFD
P A E R U2 I Bl R T AR 028, 17T 1 ) ) B 0 Aoy DA s i ik . an SR T R, FRATTEE
WAL FH R K
PSR4 AEERREIR L, FCE LN IE:
a) MIEIBRZEEY (Interval Type) N 751 P kR (Microseconds) BiZ#) (Milliseconds).
b) {EEE (Multiplier) B, BN ToHE AN RN . IR 7R7E BFD 75 BN SR A nT L 9F
AN 3 )7 BFD X S5EARAH O b 2 B 20U aE 1 oK 1% BFD X 454K IR 2L BFD #2 fil4icd (4.
JEH A 3 350, BRIME N 3.
¢) {Em/MEH (Minimum Transmit) FBH, NS/ MMEdmmbaIhae. a1 50 2 999 ZFPEk
50000 %] 999000 = F» 2 [d].
d) fEs/MEY (Minimum Receive) 7B, Fr N BRI R DIRE . JaFENT 50 £ 999 ZZFbEk
50000 %] 999000 Z£Fb [l
125 4 Authentication XEJi & I, Ht'E DA R k.
* BI8IEZEAY (Authentication Type) - M\ F 751 hik$ NONE. md5. meticulous-sha-1.
meticulous-md5 &%, sha-1.
* I ZERY (Encrypted Password) - (Rl %) Ji S 6 IE 535 i s
* B58Y (Password) - W25l FHBEAT B 40 501 110 65 B SCZE £ B Hh R ik BRI I B 47 B0 E 50
HRAEAEE S 1B 29 N KNG AR AR5 8, A — N PRGN B e 5w
Ko Bltn, “1password” BX “0 password” TC3K.
* Key ID - ILHC#EAE M IL =240 ID. a2k 0 2 255.

FI6 rLTE.
FIRT xiili Apply DLORAF BFD BERAC .

BHEEHTIR

WEEMEIIRE L2 N E BB SR . R TUE SCE AR T P i SSL =k TLS i
U AR AT LAAE SSLORLII A F 5 AR S M A 151 AR B S SSL 43 il (% 1

sgeE ]



B ozzmssnz

sggE |

Ui A1 IR 2% A 42 75 A0 F N 2 Bk s i . W UK S 51 R i 21 SSL A, AT 1471
KPR F A B R ) SSL 23 1 #R UL RS i K o

\}

AR BRSNS B IRAE Web St ol {3 AL EATIR, AEAREAR I, & Sl bR i

G

tIEERBENHTIR

UK

P
PE2
PR3
TE4
PIES
PIX6

TIE1

X%

L1

MXF B KB L ik URL. W& > BREEHTE

#itdi Add Cipher Suites.

i\ Name.

M AT %65 (Available Ciphers) %13 Rk £ — AN s 2 N E L EN: .

miiERan (Add).

B, i TR (Selected Ciphers) 413 i 2 I I 5 B A5 R 55321 1) IB& ()
MR,

T—¥ it 4
« MARIES RIS NN S, BRI EE NG WS HE N E .

AR RTE LI BGP gt LR SR A= RN R PR Hobr. €T dibrid. BGPALIX
J AL W] 73 PO 4 s o T 80T B AR AR I BB X AT il =l E v A ars. &
PSR AR T LA P LU hict W 38 P i e SRt , 9] el D e 7 Oy S A B eI B A
I “BCEALX AR GUm eI SRR gnR AL X 4R SR . ] LA AL X B30 S LLAERC
B P S SR RS I P o T A P A [X B3 G s AR i phy e S (R DL P F) v A P PR A DX 4L
DR IE VLR TE AT P83 H PSRRI IREAT UL, B A 4R BIVERCIUA 1E

] L 2 5 Firewall Threat Defense 4% 8 —#24d H o

P MR > A XFIR, W5 M H S ESE
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$IE2 SR MiERX%E (Add Community List).
P33 ERMTFBD, fe R IR R AR
$IE 4 S EERRXTERTR (New Community List Object) % H IR (Add).
FIES IEPERRAE LIRS DR R AL X )2

PRl AL X B 3R -4 TN AL DRI X g5

R

ANREAE [ — AL X B0 G Rl BA A “hrde” FER “d” X BNRAL 4% H

a) MIRIE Fhp RS «“ avr” sk “BRIE” IR FB 43 R Ui ] o

b) ERRXRFEF, FReiX S, GRETLA 1 3] 4294967295 5 M 0:1 £ 65534:65535.

o) JEPAHNMERERZEEL
* BERW - ERE4RE BIEM CUAAEIX o RGE M P 45 4A CPIERAFISN D i o HAT AL X 1 %
8
s B S - PR EAWE CAEX . REA TS S (PRETEINED 85 HAT ALK
HH
s TS - EFIREAFHOAREX o RGN [F]— F 6 R G0 R SRR BAN 1] R P (19 A
T ABARGIE S B AL I H o A2 ) S50 265 AT 5 X S8 2 1 o

R 6 EHEY R LI O DURR R AR R R

37 JE AR AL DX A T T IR U T v AR X o RS A T4 7 2 5 AL g DT A
a) MIRAE M ARk “uvE” B PRk GBI LR 2R R A VT o
b) (EFRIENX T BT RE ENFREA.

ST SR (Add).
B8 WREAVIATILN ST E &, Wk RIFBEREMNE; WS AN SES , 512 0.
PR LR EF.

i RAtLX

PR AL DX — R LA A R PR H (9. BGP 4 AL X S5 AT v] FFbeic k2 g vk
(R — 2 AT Rk o X ChRIc FH 5 % B WU ¥ match FR)rh,  FH TR BB e DL SE B RO 2% b 4% 2 (]
(¥t kI o JE0d T LM P9 AL DX AR e ORI S RIS SR LTI 98 . 3 AL IX B RZ VL RC T
ARSI, BRI AT UL RS, HRHRE AA R i d HAr (hal) sElRIE (77D
MIVCECI . AT “ 9™ EALD” BT G AN G B AL X B IR R 52

)

AR P RAXAIROOER THCE S I AT .

0] LUK % 55 Firewall Threat Defense % & — #2481 .
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No dynamic objects have been defined yet.

[ Add New Dynamic Object ]

OR

Choose one of following options to start using dynamic objects with Cisco Secure Dynamic Attributes Connector (CSDAC):

FMC with integrated CSDAC FMC with CSDAC embedded in CDO FMC with On-Prem CSDAC
] This FMC i This FMC £i This FMC
@ Feed e @ Feed G @ Feed G
Dynamic Objects CSDAC integrated in Dynamic Objects CSDAC configured in Dynamic Objects CSDAC On-Prem
this FMC CDO

How it works How it works

How it works

You'll need to take following steps: You'll need to take following steps:

You'll need to take following steps: Prerequisite: Install the Dynamic Attributes
1 Go to Dynamic Attributes Connector in
1 Enable CSDAC cDo 4 Connector
Integration / Dynamic Attributes Tools and Services / Dynamic Attributes 1) Logintothe Cisco Dynamic Attributes
Connector Connector Connector
2 Create at least one connector Choose your region: ol shioulhave the!LIRLforik:
Source of dynamic objects @ USA 2 Create at least one connector
. Source of dynamic objects
3 ' Create at least one filter O Europe
Condition to target range of objects 3 Create at least one filter
(O Asia, Pacific, Japan Condition to target range of objects
Have questions? Refer to our @ Help 3 2  Create at least one connector 4 Create at least one adapter
Source of dynamic objects FMC to which to send dynamic objects

3 Create at least one filter
Condition to target range of objects Have questions? Refer to our (3) Help 03

4 Create at least one adapter

FMC to which to send dynamic objects

Have questions? Refer to our (&) Help 3
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NITIRE o SIS EATFEIE .
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BN o 57 K5 NI UE P 25 8 A 20 SHA-256 {H 38 78 SCF1 3%
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ARG B 58 2K SHA-256 {H LUK G 2151 %

R

B EFERR.
P2 MG RMH R PIERSCHFIFE (File List).
P3G ER I SCE T AR B A e SR ISR 571U 1) 4R ().
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IR 6 T HE 2 b s 07 5 v ] SR/ R R AT N A A o 326 P N 2 32k RN i B A 1 5/
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P, ARG HBENLA S s PO I, AT DR AT

B FiEH E A PKI 3T 5

UEASEMN S A S QI I 2 4415 5K (CSR) AL FE SE IEFS MU LR (CA) BRERE 3 UE A5 i 1)
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RO 5 1 2 1) SRV TR A T i 3 1) sl v o

S CAERFFALH
UL

B EFERR.

P2 JEIF PKI T, SRJFIEFERER CA (Internal CAs).

TB3 MdiSA CA.

FIE 4 i\ Name.

$IE 5 {F Certificate Data 7-B{ b 77, il Browse F{% DER & PEM Zifi5 (1) X.509 v3 CA iE5 301
$IB6 7£ Key 7B LJy, Aiddi Browse {4 DER. PEM % fith [{)C %) FAAT 2540 )

FIET R EARR SO S AR, EETP BN, BB : (Encrypted, and the password is:) 5 EHE I {4
N
FE8 L RTE.

T—% it 4
o« MARES MG IR S, IEREREE NG WS EE R E .

& BFTET CA SEH FNFASA
AT LU AU L OE T RSA 1A% CA E T RILA 85 HIRACE Y CA X4
PRI CASIET AT RO 42 FTROUBRAG A 2R 1 P 2 T

UK

T EETR.

PR 2 BIT PKI R, RJFIEFEAER CA (Internal CAS).
$IE3 il CA (Generate CA).

FIE4 i\ Name.

WIS MASRRENE.

| sgeE ]
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wgEm |
B szzis

$® 6 siili Generate self-signed CA.

LRI
AT CA IR 44 I RRC T Y G CA A%, X ELAR A2 38

o PEALRAINE BLDABC & AR CA X% XS EMARB L UE B FAEH, FFaIE M &8 e 1) CA
K RIE 254417 3K (CSR).

» 7 CA VRS AIE IS, i LARE S50 p9 35 CA XI5, FH LB RS 4T 15,
(043 CA KR AL A AT, A ELE SSL MU 5| Fil 240 4.
iliE K % Z 8 CAEF 0 CSR

UK

B EFTR.

PR 2 BIT PKI AL, RJFIEFEAER CA (Internal CAs).
$I1E3 fidi%E A CA (Generate CA).

PR 4 Hi N Name.

HES AR UENES

$I8 6 i Generate CSR (£ CSR) .

$7 5 CSR LUK HARAZH] CA.

FE8 LHHRE.

=Mt 4
o WAL CA RIS ZUES, @ hATHR FAL AR, CSR MM K INZE40F+H , 5 58 1L

Hf&EHNaz CSR MM A& REZIEH
btz )E, BAUETnIE SSL HNH 5 H .

UK

T EERR.
PIR2 BIT PKI AL, RJFIEFEAER CA (Internal CAS).
PRI AU ER CSR AR AR TN CA XSG 5UM %RiE (2).

B usEeE
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carsmasiTH

HIE 4 55 Install Certificate.

SIS kR (Browse) |+fk DER 5 PEM %t X.509 v3 CALIE- 153014

$IB6 a1 H LA SO S By, ERTh B %, R84 (Encrypted, and the password is:) &2 1 HE I 4
NN,

FIBT SHREFELOGES LT LR CA X5

T—F 4
« WARESN M G NI B, AR R E NG S B E .

CAIEHFIFAIAT
AT LIS R BB P CA R o IE 5 R B 155 B SO Pk 6 (Y A A LE TS PR A .
A

AR RGUGEK T EIEYIE B R A E .

RGAERAFE IR D00, S BB 0 S P AE AR 7E A S CA X S I RARHEAT I o T 2R
M CA NEAEBAAY], RS/ S UEB AT ST/, 28 5ok 285 Bk AT
fifts . Ra, EBIERICRG I TN R 8O .

A

R AN RGES W NP, SRR A AN 8 S

T CA iEP FAFALH
A LRI 8 24 BRI S F 4 CA EP.

UK

TB1 EFETR.

PIR2 BIT PKI R, RJFIEFEAER CA (Internal CAS).

PRI AL M EILEBARAK A CA XNE %, st Wi (9).

FEA SETH.

$IB5 £ %55 (Password) FIFRIAZEED (Confirm Password) 7B Hh i A s & 45 ,
FE6 SHHRE.

| sgeE ]
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sggE |
B =casmenmyg

ZAEEIER I A IR

P B A RE S AF AR B ATA LN (CA) M EACKRE T 3251 CA 19 CA 2AHIEF . IR i 54
PRAT CA A ICEPIUEAS Ao fn] AR LT A7 BAR AN CA SR ANAL:

* SSL i, FTHdil Ml s 325 4T CA sUfEAREE T AR CA 2544 Ik I i i i

o MUERICE, TS LDAP 5 AD R4S 2% 1 24 4%

* f45(¥) ISE/ISE-PIC %42, & pxGrid BR%588 CA (pxGrid Server CA) 1 MNT AR552& CA (MNT
Server CA) X Gk B2 5 AR UE P MU MU X 5 o

B2 A5 CA XS5, A LME 4 BRI INiE PR 12 (CRL), (EANREF ittt % @bk, wr
AINE 2 H) CRLEE A R, BB LAARIX S CRL, WAZMIBR1Z%) % - B B X 4 .

\}

IR {F ISE/ISE-PIC i Bc & v A 6 %, K CRL U3 in 2126 S B AT VR

ABEMIBR IEAERDHI A5 CA X5 6ok, FEGMIRIEAEMTKISZfHAE CA X5 R,  SRIRIN TS I #7161
SRS S I 3] o A 0 T S U I 4 ) SR A A B

ISR CA MR
#AT DL B4 X.509 v3 CA FE P RECE AME CA W%, Al LA ALK T Hd—Fh 57 37 1k = 4m
15 1) ST A

o A[ GRS RN (DER)
o BaFALG s LB AF (PEM)

AR S SZ B R, AR AR % 5 . W FUE 5K PEM AR it 38 n] LU IR (S B
A ST LG G IRE AR B, A AT EL B4R CAGET: RGAELRAEN R Z T2 HIE AT R IE -

WINEZISE CA X R
iz

TR EHHR.

P2 JEIF PKI A, RJGIEFFZ{E1E CA (Trusted CAs).

$®3 il Add Trusted CAs.

PIF 4 i\ Name.

$I5 i (Browse) {4 DER 5% PEM 2w X.509 v3 CA iE 15301

PO WA ZHM Y, HE 2%, EiBA: (Encrypted, and the password is:) & LEHE 4 A %
i,

B usEeE



| xgeE
ZiatE cAsghmirsasz

TR R E.

T—% it a
© WERTEBNRE S I S HIX 5, TIENCE LG TS & I E

Z{E1E CA X R A RNIERHHEIIR

AT LLKE CRL AL FISZ(54E CA X 5. WRAE SSL SR 5 52 A54E CA XI5, WIRT LUk 2
TINEEETIK) CA BEJS 25 S UE BRI B Wi e ) A BRI R 4 b — T 52 S R 5\
A (R S«

o 0] AL (DER)

o BERARE S FE MR (PEM)
ISINCRLJE, 7 LAEA CHRESIE TR B O FAERIX G0 CRL, DA ZMIBRiZ0 % I 5 f
[ERuE

HRE FARALEE Y CRL M. Al INEISZ 54T CA M%) CRL E B A BRE. HE, Sk bk
CRL ZJ&, WASCARER B INS —4 CRL.

\}

IR {F ISE/ISE-PIC 4 Ac & b A 6 %k, K CRL U8 in 2126 S A AT VE -

[6) Z{51E CA X SR IIE B HHT IR
\}

IR 7F ISE/ISE-PIC 4 lc & A 6 %, K5 CRL ¥8 in BHZ6 S B AT H

R

S EHEHR.
BIR2 JEIF PKI A, RJGIEFEFZ{E1E CA (Trusted CAs).
SIB3 il {5 CA MR Htg (2).
WA R ARE (D), IR IIECE JE T, B A A O S AR .
P4 iR CRL (Add CRL) {4 DER 5 PEM % [¥] CRL {4
SES LUERE.

| sgeE ]
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sggE |
B imicsxg

T—%#ita
© WA BhsRE I SRR B, W AENCE G TS A I E

FNERUE AT &R

TR E AN MBUE R R AR R — DA R T 5 LIRSS ds APIE T . 20 R X R A BRANIETS
AUREe W LAAE SSL AN P A HT AR EAE 100 GOMURT G AU R AE I 25 st P & it i, 44
UL AR AR AR B 2R aRiE 1S, (HAREM AT W5 CA IE BT E.

&R DL B AL X509 v3 RS FRIE TR E SN A o LA EAE KA B b —Fh 52 SCReks =X
(KIS

o T 4> HEgmAL L] (DER)
o BaFALG s LB AE (PEM)

AL E A RS SUEBAG RN, AT RA BRSO RGBS G T 20 SO BEAT RIE -
WEARAEAS K] PEM A% s, 3wl LU IR

EYIIEEINE PO ES
T2

T EHHR.

FIR2 BIT PKI AL, RJGIEFEIMERIES (External Certs).

$®3 il Add External Cert.

FIE 4 i\ Name.

$IB5 /& Certificate Data 7Bt - /7, it Browse 4% DER ¢ PEM i) X.509 v3 k45 2k 5 304 .
FE6 IR TE

T—5Htta
SRR P A S, B T S B i

PRIERIE 3 &
TR R BEAS NBUE 1O 0 AR — AN B TR U IS 2 A LB IR . AT G i B4 R
ASEEPUE PSRBT R AL R 4 mT LATE LR A7 A8 F P e o A
* SSL B, F Tl O An AL BH AR 2 A N B A UL b — & IR 25 A I i 2t
* %) ISE/ISE-PIC %%, & MC BRE52&1EH (MC Server Certificate) 7Bk HBUE I % .
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| dgee
wmmmirsxas [

« SRBIZS T ECE, FH T AEER I K Web X1 ST 2% B S6T s X 45 171 7 158 4% (10 3 0 34T 5 00 56
iF. MBRZEIESP (Server Certificate) 7 Bk A #iE Pt % .

A DU _EAEFRET X500 v3 RSA BFE -6 5] 2 i IR 45 23 0E P ATAC X ) A 28 H SR AiC ' Y 3 Uk 1554
%o AT LA AR R 51 e — 82 52 R 2 SO A
A4 HEgm AL KU (DER)

o BaFALG s HL - HIEAE (PEM)
WIR SR 2SR, AR A A . R P A R PEM RS 30w, 3 v] DL IR

15 Blo
TR AR, SO A ER IR e S R, I BT DU BN . RBAERAERT BT
H 56 UE B XS

QN AIEBX S5, ATEME SRR, (HANREIE SO R R it

ANBEMIBR IEAEAE A I A BEF X 5o SOk, AEGMBEIEAEAE T I A RRIE S XS B, SRIBRIN U i) 42 1 55
o i YT A ZUTR I S U ) 47 A SR A REAE S S A

AN ERIEF X &R
iz

T EENR.

PR 2 @I PKI AL, RJFIEFERERES (Internal Certs).

$1E3 fidi Add Internal Cert.

HIE 4 K\ Name.

$IBE 5 / Certificate Data 7B 177, it Browse {4 DER o PEM 4w [t X.509 v3 45 aSilk 15304
$IB6 7£ Key 7B LJy, Aidi Browse 44 DER. PEM % fith [fIfc 5 FAAT 2540 S 1)

P R FAENRE B2 Ry, IR E N, BEEA: RIEAE A

$IE8 L RE.

WEEEMT&
WIEEE S, Bal DI IR CA FIEH. 545 ER CA BN, HF SR CA K54,
CA FFERESE, LLAS—AEM S OE 8k,

UEASEMN S S QU2 4415 5K (CSR) AL SE FIE T MU LR (CA) SRHE 43 UE 45 T 75 1)
CA M55 &5 BANE NS B, X885 3 R B ARSI R AT B DI 2E AL it (PKT)

UEB X %08 ] AR UE PR (5 B . 470 PRI BCF-iE BAIE ByEA 45 8, 75 S PKI
Feit vt 9 B uE .

| sgeE ]
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sggE |
B ocsamng

WA E R IEHE MR

UEASTE M S TR AT B M 2 PRISERE B, IRl i AT UN BRARAE SCRF VPNIER 1 i

EEIEEIEA (CAXZD) -

L AEUEFE NN Srb g SO T CA B IIERNE N IS 8. fRELES 5, I S DIRE A A
(¥ 25 i e e IO BB

2. BT EG O IREN TR B LRI 8. fEes b, ERBON R R

MBI G AN &R e R LN &G, RN RS SR, T A
SCEP, EST, F1PKCSI12 CAFFMERE, Ml FEl A3i#AT, XEWE AT EAT A5 & B
REAE . TFHUE A5 M T A A R .

3. FEMEHY VPN ALE R s e 0 KIfEAT M.

EIIEHEMATR
P GE PN S, EE R W& > PKI> EBEM. REEERU T ER:
o A UEBEM A RFRIIT A H
FH# R B OCRED) gk,
o FEAKT BRI BOoRAEZ B G rh . a] EH BL R ik
s BER - {ITE RSB AR A O ASSRIED.
« EST-# %l F e A AR imiE M M CA SRE S M E 1.
* SCEP - (BRIA) fajBAiFE 1593 WY (SCEP) A1 4% 11T M CA FKEL S ARF P .
o Fah - VEM R A B G T Eh AT .
* PKCS12 304 - 73 FF VPN JEFL ) o5 fFE A % % 13 N PKCS12 3CF, PKCS#12.
PFX i P12 SCAFK5 R4S 2 UEH A4 AR ) E B FIALF AR ATAE — NI Sk rh . NS
ATl
* ACME— H Wik P& HIAIE (ACME) PhsU—Fh P, ArdEfL X, B 7E a7 SSL
FUTLS WFEBmik . ST H, &g 25354 ACME [ CA &4, 7r5Emk
WIGIE RS, ACME IRZS 284 In) 1B a5 Mk SSL 8y, TLS iE15.

* &I (Override) FIFR/RA SE SAVFE . (SRR IEIRIC) ERARVFE R (LLER XD o ek
BoR—A T, e DU I o6 AL

T e KB A E AR VPN LR — 70 AR e 2 I R B . A i B A R B A
AR BHGEE— . %, /EVPNECES, AR RsEs a4 7 8 EHE .

A RBE SRR RPN SRV IR, WS AR, 5 11 0

o g ERr (B8 ATERAR T B TSI 5 o A FEIE IR SR S AT R4 BE A% 8
HRIN, A BEREAT i8R . TS DA R AL FVE N G i B o 80T LORT RSO ) S 3k
A7 4G -

B usEeE
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o RGN ER bR ChrdRhiD) mAMBR 2 AT QU e B I RAEBEN R B SRR B
FORIG,  WICVERS TR

f2 (7)FRANIES SEM (Add Cert Enrollment) 41 7 I0ES 52 (Add Cert Enrollment) % i AE 3 Hic
BOUETEMAT S, WS IE T EMAT S, 5 65 T, RS EREAN T AT IR A LR E 1.
X ERR

i H B 2 W e 2501

T H] EST 1 M2k 15

1471 SCEP ¥t 2 &1 1)

A8 F B it 2 e iE

81 PKCS12 SCPF 2 30E 1

AWIIEF EMAT R

1A LI X et % 5 Firewall Threat Defense ¥ g2 o #8505 200 HL AT 7 23 O3 500 49045 38 DR PR A
BEPAT AT 4.

TR FTIRRIESR A AR

o BN %P (Directly from Object Management): £ X >PKI> iEFHEM , R)5 50 0
W EAM

o FERCE L AT 7618 & (Devices) > iEFH (Certificates) Ji%erh, EFERMN (Add) > iRMnEFTIE
$ (Add New Certificate), #&J5 il FyEM (Certificate Enrollment) “FEL I (+). & > iEH

()
B N R % 1 B FR (Name) F135E BB (Description) ()5 & A& .
HEMTERUE, TR B F AT AR L OCHEFEE % I 4K

s CAERIETF

Sk
]
N

Qe

Sk Sk
o S8
=W

HPEEMAEER.
* BEZIES - 10 CA MIEE BRI B M AZBARIIE . JE R P AN ZLARLE R
P

M BRI, BAHEIE-RSHTH R E A AR (CN).

* EST-TE AR5l Ly . FREESTIE R . ESRUEEM A% ESTIEN, 2 67 Ui,
* SCEP - (BRI FisiiF ByEMpil. $55 SCEP {5 E. S MF M6 % SCEP eI , 4

68 i,
* FH
* {X CA (CA Only) - ¥ I S HE AT AT CA B3 CA 5. ALy ir a0 i &5 4ir
Tgo

| sgeE ]
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B anesemng

sggE |

WRANTE R L AR HE, W) CAUEBASAESRBITEM o 48] LAZE S AT CAE B % Il 4 1 CSR
TR G AE T
« CAiE¥H (CA Certificate) - - HE KL PEM #5201 CA WFEH . St m] DLk A HAD %45 2
il CA E P RKIRBOZUE TS .
W R EPEAE ] CA UETAE % CSR, AT DK HHE RS 2%,
o PKCS12 3T - 78 3% 5 VPN 3E 82 1 Firewall Threat Defense T4 % £ 5 N\ PKCS12 3C4:s PKCS#12
o, PEX SCPER RS 28UE 1. A E AR R AAAE — AN s b o S N O SE TR
* ACME—ACME WhiSU— MG AL S, B 7E B 8h3 4T SSL A TLS iE Pk . S2i] Al

B, FHPL 2535 F ACME 1) CA RS 845, E52UIRIGAES, ACME RS54 2 i i%
WMk SSL 5Y TLS iEH . iHS U BEM A% ACME #£5 , 25 69 T,

Bkid CA IEBEARHI A CA #REME (Skip Check for CA flag in basic constraints of the CA
Certificate) - U1 H ZE Bk K A5 A UE P I SEA BRI AT CA bRk, Ik It B L HE

I IEfE A (Validation Usage) - i #57E VPN 52 ] A) 46 UEUE 45 R e 1 -
* IPsec & P - %riik IPsec 3 i [7] VPN BERL 1) 2 7 Bk 15
* SSL Z& P~ 7 e FE U7 7] VPN JERESL I R 56 E SSL & 7 wiig Ul 15
* SSL ARS5 #R-1L % LABIE SSL 4548 UETS, #ltnfER Cisco Umbrella 45 #51UE15
(A3%) FTIFIEH 2] (Certificate Parameters) 310 3452 IFE BN R . 1S WUE BVEM TS IE
ZHC, W71 L
UERAE B B TUETS A B AR 15 IR AR — J7 17 0 [ i 2845 e
(AF3%)  FTITER4A (Key) IR @ M5 B o TS BAE ByEM 5 S P1ET0, 28 72 7.
(MT3g) R B TR IR IR T T S UE By S kT, 2 74 UL
WMAETRE, RFBEE (Allow Overrides) X%,
FRAE L PKCS12 SEByEM S S LA VFE I, 0 E e Py se s & I pHEBi 0% .
ARG BB, SN RER , 11 0.
MR

T—5Mt4
KIPTEM AT G IR e 3w 4 b, IR R LA —AMEAT A,
HXER

] B 257 W2 E

i F EST {EM 2 340E 15

1] SCEP 1 W} 22 H530F 15

A5 1 T Bh3 22 B 3iE 5
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| dgee
woessEm |

F ] PKCS12 S22 3505

A nIE S E A
iz

TR MABIR.
IR 2 KUEAE BRI 2] PEM A% 200 1P SER B

pE
WERAEA AT MRS P RIIEAS A28 2 R IEAS o TS 1D

T3 iR E.

IER MR ESTIRIR

Secure Firewall Management Center S %1%

& > PKI > IEFHEM. SERMGER EM (Add Cert Enroliment) K41 R ANIES i M (Add Cert
Enrollment) XGHE, 4RJ5iE$: CA 158 (CA Information) ZEI5-F .

FE

TEMZERL-BCE Y EST.

\}

Pk 24 * EST vEMERIAS FE EADSA %41,
o ANHF EST £EUEHak A B 3hid ik & i oh g

JEM URL (Enrollment URL) - % £ M 22303 1T 21 CA IR55 %511 URL.

] https://CA_name:port JE: ) HTTPS URL, H:7" CA name & CA fIli45 %% 4L DNS £ FR ek IP
Hihko i A5 ST

RAPZ-FH Tk CA RS2 4.
ZRL/FBINZZRL- 1) 1) CA RSS2 1) %1

A E ] EST Mg CA LTI, 0T LUK CA IRSS a5 AR S A HFREUGIE CA k55 SE15 1
FCSEEA BT B i RS S =7 (A R EGE PR AREAE P A+ N BEHIRS U CA R 554548
g (Fingerprint). WUREHANE S IEB MFELSONILAC, WHIEAR R i EA IR Ik 55 43 3K
I CA Mg,

RO CA M5B80 T I0BE L . BRI T, SRS 1o SERRCIR B LT R 1, W3
PR 1052 4 K R 1 410

| sgeE ]
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sggE |
B iz msis scep it

7Z28% EST BRSSFFIEBIIE-EIATE I R, EST RS 4SUE B IE B¢ . 412 2% Firewall Threat
Defense %iilF EST RS2 1UEP, 1756 i I AE .

WER I EMXT R SCEP JEI

Secure Firewall Management Center S 7512

R >PKI> JEHEM. AdiRiER £ (Add Cert Enrollment) ST IR ARIEF ;£ M (Add Cert
Enrollment) XHEHE, SR JFi%$% CA 152 (CA Information) £ 1< .

FE
SEMZEEY (Enroliment Type) - % % & SCEP.
;EA URL (Enrollment URL) - 1345 M 223 M 21 CA R4S #5311 URL.

i/ http://CA_name:port X[ HTTP URL, ILH CA_name f& CA %5 #41 FHL DNS %5k
B IP kb B 1 5 o DA AT

\}

ER W RAEH EHL4/FQDN 51 SCEP 4545, {4 1] FlexConfig X L fic & DNS %44

R CA 1 CA cgi-bin AL, B AEERINALE (/cgi-bin/pkiclient.exe), WISt 02008 AEARUE A A7
E AL ETE http:/CA_name:port/script_location JEZUH URL 1, H:H1 script_location J& CA JEIAS ¥ 58 4%
PRAT .

R Z1L/#3 1A 25 (Challenge Password/Confirm Password) - CA I 45 %5 56 11F 4 % 5 43 IS BT P )%
fho ST DL R CA MR S5 25 BOE 7T 19 286 30 B 2 vh A N LA M ik SRR 6«
http://URLHostName/certsrv/mscep/mscep.dll. M CA fIz55#8s 3R HR ) SR 723K B 60 7
BN DRI, G R I 5 R

EiX AT A EE (Retry Period) - #-iF PigsR 2R 2 [ I TR T B  CLL2MBh A B o (T PR 1 31 60
reb. BRINEN 1 40 8h.

EiX 1181 (Retry Count) - 7 1 KK G R R HIET, NEHTFEIRRE. HrTLUE 13 100, ERIA
4 10,

CA iEH iR (CA Certificate Source) - 7 5E 3K H CA IEF 177 K.

* £/ SCEP #2F (BUAILNL, W/EME 32 SCRFAGIEI0 - ] ik i IHALRE (SCEP) M CA
55 A A LTS . A SCEP #E BN CA 55 s Z AR M . AETTURTEN I REZ Ry, T
TRAEAE N T4 Bl CA IS5 25 (18K HH

/YL - Al H] SCEP K& CAUETINT, ALY CA RS AHmATRE. T HIREURUE CA IS 2HIET
(LS B T 07 1R R FAL I 5 =5 A R BOE BRAR R . Fa N /N Bk 2N CA RS54
a4 (Fingerprint). @R AKIME S UE B RLONILHES, WHEFR s . sl HHEGER: CA I
55 s BE I AE W4 2% 30 Bt Hh i N LA HB bR CA (IR EL:
http://<URLHostName>/certsrv/mscep/mscep.dll.
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WER I EM XS R ACME 15T

Secure Firewall Management Center S 3512

W& >ITREE, RGN FHEAR T IEE PKI > Cert T/, iR A03E$ £ M (Add Cert Enroliment)
RATH AR IES 7 E M (Add Cert Enrollment) XFiEHE, #R/51i%+¢ CA {52 (CA Information) i< .
ACME iE B9 T1E[R3IE

1. Firewall Threat Defense 1% % il o Y55z 13 Sk g 3 sl 39 41 2R /) ACME iE15.

2. ACME x5 #5iiit Firewall Threat Defense 15 #% 5 473 560 UEF2 1113 11 80 JGUFIH T A AL X3k 3
ilE, Firewall Threat Defense ¥ #%{ff 2T~ HTTP i) BTl (HTTP-01).

N

7% Firewall Threat Defense /53 I 5 Wi B ok B2 A B 1 TR 11 80, AN $24E ACME Jiify#icdis; v EMHET)
YN AR IFSTIR

3. TEHRIGAESS, ACME RS #% 2 ) ¥ & Ak SSL 8 TLS iF 15,

A\

AR O TUETENNE R PR FQDN, RS XL B .

FE

ISR - iEHE ACME.

7E A URL (Enrollment URL) - fii A\ ACME Jii %5 #% 1) URL.

RN URL /2 Let's Encrypt JIlt45 1) URL: https://acme-v02.api.letsencrypt.org/directory

TES 23U IY (Authentication Protocol) ‘7B, HTTP-01 & 1 1S iF sl i B e SRS

S3381EH D (Authentication Interface) - W6 & ACME 5% #5015 LASG UE I A7 AL £
P 22 A KRB AL iy + LS I 4180 X 4k

JR3% O (Source Interface) - - H A L 22X ez 04, &Mz 105 ACME 4ot
T2 H., NI SR AR OV MY ACME E15 . el + DA Ing2e O 20 ml 2 4 X Ja

CA &5iE$ (CA only Certificate) - X £ T3l 236 (1) F -4 ACME H 45 88 EAT S 30 0F AN CA UE 15
BENEM (Auto Enroll) - KEH b S REAE,  LIARHREFC E 1) 2E v A 15 ACME SiE-15 1% F 8hiE it -

4 4y B4 (Lifetime) - Sy ANACME AE BAEFH AR E o0 b, 2 a4 AshashiE BEEm. BAERN
70%. B, G HAEB R I 100 K HIL7B% Sy 80, NPKEAESE 81 KAk 1 8h4:4 .

EMEMEA (Regenerate Key) - i I EHELL N B4 ACME V1 MFHBTAE OB 2 40 . n REUH %
UL SENE, RGO ST v AT

e
|


https://acme-v02.api.letsencrypt.org/directory

sggE |
B =5 acme Esmaness

f&£F ACME i+ Ry RTIR 54

— R AT IR & 14
* fifif# Firewall Threat Defense B 454 10.0 & 5 mifiAS .
* 7f Firewall Threat Defense *V 5 1% & 11 & DNS, LAf#HT ACME HR45-45 13804 o
o PR (R B 38 TP Hiuhik o Dby ¥ 4B G b TP Hblik, 45301 ) ACME TE 15 i

B O B E 3z 1 .
s EW G BN ACME CA AR (—FhFah 22354 CAUETS, H X ACME R4 25 30E4T & 3 56
iE) .

* WAALEH Let” s Encrypt fF 5 ACME JIR45#%, 20\ https:/letsencrypt.org/certificates/ 3iHX
FLIRM 2 05U (ISRG) HRUET, IR HAR A T2 CA UEBAE R & By #ilhn, &n]
PI{# F https:/letsencrypt.org/certs/isrgrootx 1 .pem.txt H AR IE 15

 WROGAEAT Ve A BE BN S o, I R AR % R #s B ACME CA HIES.

* &y ACME Jilt4%#% 1 Firewall Threat Defense ¥ £ Bt & AH [ ) NTP JIR45 7% .

ACME BR 55 25 BO AT 4R 55 14
o ARG LAYT ) ACME JIRZ% %%, 1 Let's Encrypt SUATA] HiAts 28 W 5 A H ACME JIR %5 25 .
* ffif Firewall Threat Defense 1 %% 1] LA1jj 1) ACME fil %5 85
* HifR ACME %5 a5 7] LAGIE IR 4% 4% F FQDN.
o QIR SOy B b B L YRR OS], A R AN B IOV 1 R] LLYS i) ACME ilg5 4 -

VPN Sa 830 B AT iR &4

9 VPN S 3 i 41 BC . ACME M0 G, i OR 7T & F FQDN - B b AL & #5125 Fl s 7 FQDNG

TR, ACME UE B A SCRRE R AT IUEF o
{8 ACME iE$ RYBR I

* ACME IiF PIAN 3 FF+
* ufi i) VPN

R R IR B 1
* DNS S ¥:3F (DNS-01); X3+ HTTP-01
o Bl G
s WECAFIESS: SERIEP M A 4L - B P A R A AT (%) PR AN 2 AN T A

« SR

B usEeE


https://letsencrypt.org/certificates/
https://letsencrypt.org/certs/isrgrootx1.pem.txt
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* ACME iF P32 Hr RSA ZF4A 1 2048, 3072 14096 240 K/, UL ECDSA Z54A1 256, 384
521 B KN,

* ACME 7T 5 #HI°F il ACL A4 .
#¢ Let's Encrypt 5450~ [ ACL FC 45 15 I
1. 7 ACME %id 2 2 M ACL, BLAuvFu 80 Vil).
2. WM ACME iE-5,
3. WEEIC,
4. HHrA A ACL.

¥ ACME k%545 CiMidE Let's Encrypt) S5#26°F 1 ACL BAA{EFHIN, 36 /E ACL 85 k55
) FQDN.

EFEMM R IEBSH

TERIEE] CA A2 IE i K b i e FAb B RE RSB TR, M 2 BaaE BT
[ — I ¥ A XL

Secure Firewall Management Center S 7512

& > PKI> iEHEM. AR MIE+REM (Add Cert Enrollment) 37 7R AMEH ;£ 4% (Add Cert
Enrollment) X[iHHE, SX/FiLFIER S EL (Certificate Parameters) 1L 1< .

FEB

{# I HE LDAP X.500 A% 205 N T 15 B

* &% FQDN (Include FQDN) - j& 7565 15 £ 11 58 45 B e 344 (FQDN) B & 7R IE il sk o e i
E

« ¥ig & EH 2 HA1E FQDN
 BEAEAIER B {ER FQDN
* BZE X FQDN (Custom FQDN) - EPEILIETR, AR5 7E W7~ B E X FQDN (Custom FQDN)
F-BtH R FQDN,
s G4 &Y IP Hft (Include Device's IP Address) - #4321 IP Huhl 405 7E3E Fis sk .

+ 2234 (CN)(Common Name [CNI) - S0 &5 /EUE 51111 X.500 24111 44

A\

AR BN AR, SIS E P iR AT AR (CN).

AL BT (OU) - LU G AEIE B ALK (BIIER T4 00 .

sgeE ]
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B v amag monnm

* ¢H40 (O) (Organization [O]) - AL &7 UE 5 4L 2L A 7 4 F5K .
* iLE (L) (Locality [L]) - ZASAEUE T H A E
* /& (ST) (State [ST]) - ZALEAEUEF (1 N B4

* ER/M X ES (C) (County Code [C]) - EAL E AEUE I ZAHIX o X EEAHSFF 5 ISO 3166
FAX gi 55, Fl “US” RonJEH,

* BR14 (E) (Email [E]) - ZA S AEUE TS AR B4 btk

s B4 &BFEFIS (Include Device’ s Serial Number) - & 75K % & B3 S A& EIEH . CA
R A5 RUE BT I, 80 2 Ja Bl 150 A GG . T 5], W R A,
ot g A

IEFEMM R BRIEIN

Secure Firewall Management Center S %1%

& > PKI> EFHEM, S& HINIEFREM (Add Cert Enrollment) 17 F75 01k 1534 (Add Cert
Enrollment) XH&HE, SRJGIEFEHH (Key) LR,

» Z4HAI_RSA. ECDSA. EdDSA.

A

iR o GHT EST {EMZER, 5115 #% EdDSA %40, KN EASZ L E.
* EdDSA {{AEu i8] VPN #1452 3 FF .
* EdDSA RN FAE Ae v ] VPN [543 3E+

o BHHBFR- WK SUE PR S CAAAE, WIS BR @ % A A4 FR . WS XA
76, W B @ B Bl 25 B Ae v A 30T IR) 26 B 3 A i 2 B . I R AR e 20k, RGEd
524 PR e 44 (FQDN) 2 41%) .

« TR (Key Size) - WEREPIRIAAFAE, AlE s IsPTIRAN BEA BN A o il
KANH 2048470 BEEGBOK, PT84, HoE, A OBECROR 0 s P A B A IR ] CREAICR
T 512 LI P A R, i ELAZ A R A0 B TA]

B usEeE
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BEEIN o 15 B KR TR A0y F Firewall Threat Defense 7.0 & =R A< F, &L
A RSA N SEEMHE R RSA B8 A/ T 2048 A7 [ 2% H1 R0
B (A, TDMER FHAA 55 mE 1) PKLUE BN, B
HAT RSA IN& SN EPIR /N SHA-T FIIET .

* %}F Firewall Threat Defense 7.0, & TG4 m K/ INT 2048 {7 1) RSA
g, RS S T 590k I k.

* BRIRE -WERAAY BAE [Psec A% ) ik A5 (3 PIE AT RE S P AL A 9™ h b (e, T
¢ 2% \Psec AL o nT LUMHD IPsec 70/ il PO PIHIER & . BRIATF O T AR
LTI

A

ERR XUl A VPN IERE, i BAE ] Windows WP AUA ALK (CA) , TERIA
NSRS 44 0 1P R4 IKE fRa]. G Bl Bt BB, 620 K B
WEXT Bk FE 2R IPsec BEAME R B 50, iAok se il fila)] VPN
ER.

{EFH55MZERY PKIIES 4
SHA-1 HIA 25 4 M RSA ZAH KN (NT- 2048 A7 T-IE) 7 B k8545 B o0y F Firewall Threat
Defense7.0 J¢ S i A AN 2 e ATLAUHRERSAS Y] CR/ANVINT 2048 A7) SR MHIE TS .
PIAEE P Firewall Threat Defensel2 /T T~ 7.0 FRATE B KBS B A0 7.0 178 S SERR A, &mT L
{F Firewall Threat Defense 48 [ 5 FI 55 NS0 . A IA B W AAVHE R o nas 34, R s 4A
AN EA R KM H 22 4.

\}

7%  Firewall Threat Defense 7.0 B¢ 3 = AN SRR /N INT 2048 A7 IRSASE],  BIAE IR SR VEE 55
s o

TR LA, E NS & > ER U . S iER 6 Firewall Threat Defense % & $2 4111
BABME (. MRS N, Bk . BB, SNES I AR .

\)

AR Ol TR S ECE N RO, B R B 2 BB R, SRR AT 5 N ik
Wio [AIRE, 4800 TR FI 99 D A2 LN, 7 O B ot S AR Vet bt 55 0 8 PG A i S s e
iﬁ/%\o

| sgeE ]
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B i amas e

15 B2 HIBR A FH 4% 2 Firewall Threat Defense 7.0

BT B Firewall Threat Defense 7.0 iy, WAL PR E SR . {HiE, M1HRIXLEE ) RSA %6
/NT2048 A7, IFAEH] SHA-1 IN# 5%, WIJGH T VPN iz, 2RI RSA B8 K/ K
T 2048 AIAETS, B h VPN 342 8 H 1459 Inss 2L 3,

WEP TEM A & BIEEIRIN

T I8 PR RNAC B A 5 5 VAT R e A B P U R A o A A BRI TR PAPIR A, ANk TP AT
—fh 774 (CRL 8 OCSP)

Secure Firewall Management Center Sfi1i%1%

5 3 > PKI > SEREMRNES M ((+) Add Cert Enroliment) 4T 775 A0ES ;£ A (Add Cert
Enrollment) XfifHE, 45 iEFEEH (Revocation) LK. ()

- BAEB #5513 (Enable Certificate Revocation Lists) - &7 7] J5 il CRL k7 .
- {FARBIEHE CRL 9% & (Use CRL distribution point from the certificate) - &+ 1] 3K HL
K FUE-B R 41450 ) URL.
- (FRCE B AER7S URL (Use static URL configured) - 32 H a] iR e A (0 75 SRS 51 4%
53K URL. #RJG¥ I URL.
CRL BE%52% URL (CRL Server URL) - i A\H1 R4 CRL [ LDAP JIx %5 #% 1) URL.
URL %70 LA http: // H3ko 7E URL AL & 5. K IPve HubEFEAE 7465+, .
http://[0:0:0:0:0.18:0a01: 7¢c16] -
s BREZIER RS (Enable Online Certificate Status Protocol) (OCSP) - %+ 7] J& Hf OCSP
LORER

OCSP BR%528 URL (OCSP Server URL) - if7 2147 OCSP i, H AR ZR A5 1) OCSP k55
#%0% URL.

URL LA hetp: // H k. ¥ IPve MulbAG /7455 4, f#il4n: http://[0:0:0:0:0.18:0a01: 7c16] .

* MRBFHE S TEAE, BEEEIER ST E (Consider the certificate valid if revocation
information cannot be reached) - R\ 4b T-E kA . WAL R VP b4, E IO 1B b
B,

Hh
RESFFR
15 “PeBESRIE4) 67 eI, SR R4 LRI XT % . G8n] LA S mE 41 L 5 2 DLAE R

LK TR A o U ER ARt o [T SRR SR, K VPAL F AL B SRR 51 3R v (R B A DR S £
I3 S T AE B A B 2 SR AR . SR SRt ] DL AR e LA TS £ UL R ST

B usEeE
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I EAE A — BR AR IR SR SR ANERIC B TR ) 2SR B 1 ZRAE K S 2% H AR 4R AT Ik
B, AT S SR AAE AR N 1 B3 EAT L

n] LU X % 5 Firewall Threat Defense 1 £ 4# H .

EPEXTR > REETIE.
AR INRRESI %R .
TEBFRT B RIS TR G SR MR BFEAIX 73 KN
IRAE T $37. 81 22 Hh e 2 A0 14038 S B 1 DT BE 45 A 1 5 ) o
AT OEIR DLy BAT IR B s b AN R e B O
EX SO SR T, TN S A PI FE EA BEG A B D X i T ANEE X e il 1
0] LLE BT X 13i/3% O (Selected Zone/Interface) 51138 T 5 7 BOP BN B2 440K, AR A idsn
(Add). NAER A Tk s X ki, REGA SER& LRE FHL.
sl SR TS DL B A AT A H AT AR U 1) F1 2 BT 2R B3R AV E A ik (1) 26 f
IR AL T R DI FRECBIERFIFRATUCHT, AR5 H0 A\ B 22 T DT C IR AR it U 0] 21 250 % BT
BHNRN G
T —BET R, T R B AR E U7 M AR BT R SR AL 1 — Bk th 2k AT AT % .
IR AT i 181 51 SR el B SR 5 FREAT LT, AR5 % A\ B 5 5 FH T VU BC (R AR HE Vs i) 27128 %) 5 sl iy
BHNEI S .
RGBS BIRIEI S, HOHT A KA VT A B BT S8 2R F o IRt bE p % ph 2 R4 N R 454 30 75 11 2% £ o
IEFEIE AT i 181 5 R BB SR S FRAAT UL, AR5 AN B2 T UL BC (AR HE T n) 7128 %) G BRI
ZHNFRA G
M AS BERIEIR LAICEL BGP iR R4 2. WR4r e 24 AS #12, W ] AVCEAT— AS
HET N
AR RMMIETR, PLSZRERE BGP AL X sy REALIX 2353l 55 18 2 AL IX B R X Gl et X 1 )
SAHUCECL . dnsiFe e 2 AN, R ARYE FUN B E Bl P 3099 AN VUHC AV aldB 4a 4 F R 1k
a) EONFNFR A X AR, A THEEH XFIRTFB NS EdmiE (9). +IXFIR B RETRHRX
BIRT. ERFHHFIIR, SEHHM (AdD), K5 STHBE (OK).
B BGP 41X 55 &4 X 5 U0, ik h e A At X B EHE.
b) EERINYEALXAIE, HATHEET B RXIRFE NS CmIE (D). T REAXSIER BRAER
RIrBHRXIIFR . EHEITFEIR, sdiRmm (Add), AR5 S #E (OK).
P2
A XA RAGEH THCE B SAS S,

s iR AR S FRIC T LAVE RS R AT 22 4 41ARd -

sgeE ]
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a) TEIRAR BRI TICEC b E . T LA 2 AN DU S5 B IR{E . i b v B T VC e A i
SEFRARATA B o Fe bR E Yo [l nT LATE 0 31 4294967295 2 1],

b) FEFRIE BRI TUCEC AR A E . T DA 2 A US55 4r BRI {8 o 30 3ok 1 v 75 m D e AT fi] L
HE 2 EAAMC IS . FRC B EAE 0 2 4294967295 2 (1],

IR EAVEX N BT o, Wk RIF BRI, WS VPN RS . B 12 1.
RAHRTF

Sy 1 0 52 LA AT AN R ) 77 3sCARRAN R Pl
TCP #A UDP
AR 2 DI CORBUSFSAERE S N, 0 AN AT K SCIBka 1 elds VG 3m X 5. 4

. tcp(6) /220
ICMP F1 ICMPv6 (IPv6-ICMP)
AR TLIBE I 2P S b ] S S R FAR (1) g IR 5o B T: temp (1) :3:3.

T A] DL AACHS Cn B3 FD SRR ICMP 88 IPV6-ICMP i 1% % . 5 ¢ ICMP 288 R14L
IFEE R, 1S

* http://www.iana.org/assignments/icmp-parameters/icmp-parameters.xml

* http://www.iana.org/assignments/icmpv6-parameters/icmpv6-parameters.xml

Hith
AT DU R AN FH ity 11 Fy TAthy B 8 A i 1 652 o
Z G50 Aty PR BR A 5o BTV AE Ul BRI L BRI o BRERIAKT G AR, ik n] LAY
2 H e i 5.
TT{E R 4E Web FHIH IR R B ity 1O SR S 4L, B FE U7 3 SR ms . S o), 48 R I
KOO, S AR AN SRR BN, fn SR K L U ) s XA s R s e LR g ) S 2L
RGN 2 SR, W DL B R 2% S S SR HE g e s 1 ) 4
A5 it XS G, T I DA S VI«
o ASBE AT ia) A A0 ) s L 454 N g TCP 5%, UDP LAAMEARMT M. tbak, ZEF0 3
EYR T AR H BRI AR, AN RETR AL S
o WTHEEDAS 2 S RE PGS 0 31 B 0 145 A 1t OGS AL, DU 350 28 I I FH 2 s )
A S AEFEE e % BAERK
o G GG R I P TCP R UDP Sty 1 R 10652, AR5 6 FL s n ok RE D) fd st 11 4512, AN Rg
wINE bR L, 2 IRR.

B usEeE


http://www.iana.org/assignments/icmp-parameters/icmp-parameters.xml
http://www.iana.org/assignments/icmpv6-parameters/icmpv6-parameters.xml
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Bl i im O AR
iz

$E1 REER.
I 2 P GRAG R P ERHO (Port).
FIR3 NiRnEm A (Add Port) Tz 4 ik FEARMIT R (Add Object).
w3, AT LL I b %, ARG g S A AR A N S s B B I s %
) sefE Fbr.
S 4 i\ Name.
PS5 IEPEYL (Protocol).
PHIB6 WRIERMPNYL, im0 (Port) BEATFRE, Bi# %S ICMP 22! (Type) F14XE (Code).
A% 1 31| 65535 2 (8] [Fsi o Al FH & 55 e e v D Va . kRS ERAE (All) PristUtic,
25l EAth (Other) "~ 425126 ¥ H BRI
ST EH R T
o WRFE ARV S T E S, HET RIFBEEENE; ESR AN G, 512 0.
o QRO S I B B, EEIT “FE 7 (Override) #540 JF AHRIN (Add); 1S RN
NREE, 913 T,

T8 iR TF.

T—F Mt 4
© WARESD R S RS B, IR RO E G ST A E T .

SN im AR R

BXRGAMON R, HEHPANS , 5470,

HIBR 53R

AT LUy IPva Rl IPv6 G AT 4R R 4T % DLAE D & % i st . SRS s . OSPF id & ok BGP 4B JE ik
JERS A o

| sgeE ]


management-center-device-config-10-0_chapter6.pdf#nameddest=unique_166

sggE |
B ==remznx

AL & IPv6 RIS 53

fHH “TE IPv6 B4 43R ” (Configure IPv6 Prefix list) TUII AU . & FIMgmiEar R0 5. Eal Ll
UL HTEE SN G DAAE I B Bt L) . SRS S . OSPF i yEEk BGP 48 i g I FH

0] LUK X % 55 Firewall Threat Defense % & — #2481 .

o
i

Qe

MH ik $E &R > BIg5IFk > IPv6 BISRGI% .-
M ARINATER5)3R (Add Prefix List).

TEFTZRIZRFIRIT R (New Prefix List Object) & 11 LI ZFR (Name) 7 BEh i A T 2851 R0 R 1144
o

Qe

Sk Sk Sk
S N M
W N =

$®A4 i EETETIRM R (New Prefix List Object) % 11 L1 540 (Add) .
LIRS IRIE (Action) FHIZIRFIEFAIN FIHEAE C “ VF” [Allow] 5% “BHIE” [Block]) , PAFE/REHT 4>

auie

L6 EFFIS (Sequence No.) F-Be i AN T s B i g8 4 45 HAE TN I L B AT 28 511 R 4% H 4]
ol B A ERME— ST . WEARAREE s, MR8 55 Bk B S ar g A b s K7 815 K
5.

HIET  7E P HbhiE (IP address) 7Bt 52 TP Huhib/FERD K BEAKR 211 TPve dbhik . HERD K BE AU AT 1 A1
128 Z IR R34 A

$IB8  (ER/ETEAEE (Minimum Prefix Length) Fi AN 5t /N BTZE K8 o %R 2 J00K T HEAD K8 /N T B 2%
T “BKETEKE” (Maximum Prefix Length) (A1RFEE) -

L9 EmAAIEAE (Maximum Prefix Length) 7Bt R N e KATSC R o I (H AR TEEE T “ )
AV ” (Minimum Prefix Length) CUTSRAFEAE) , siE K FMEKE (R AFEE “&/DIgK
J£” [Minimum Prefix Length])

FE0  Jidnfin (Add).
TN WCRE AV I R B o, T RIFB R RN, WS AV, 5 12 T
BR®I12 JdHRE

B & IPv4 BIZR 53

fEH “Hi e IPv4 U2 5113~ (Configure IPv4 Prefix list) TR A . & HIAI g ir S84 R0 % . %] L
I HTEE AN G CAAE O B F L) . SRS S . OSPF i yEEk BGP 48 i g5 FH

0] LUK %% 55 Firewall Threat Defense % & — #2481 .

B usEeE
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o
i

Qe

v

Sk Sk Sk
S N N
W N =

N
5
=

N
X 3
o

% B R 5

wmmst [

MHZFFIEFE MR > \I8R51% > IPv4 RIS .

AR INBIZRSSR (Add Prefix List).

SR RTEE TR AT S (New Prefix List Object) i 1 E [ &FR (Name) 7B 5 N RTS8 R0 511 4
PR

Al (Add).

MIRAE (Action) g R P IEFAHMN HAE C “AVF” [Allow] 8 “FHIE” [Block]) , LAYR/RE#i4
RV

155 (Sequence No.) T Bt N T4 5B i g 1 4 H A CON I L E AT g8 511 8 4% H 41
KPR E RIS . WERGRE O, WP S SR B Ch BRI F i oK) 74145 K
5.

7t 1P itk (1P address) Bt 45 1P tulil/HEAS K FERS ) IPv4 Hidik . HERGAC BE 20T 1 F1 32
Z TR A U

TER/NETER K E (Minimum Prefix Length) s A ds /N AT A o % AH L 20K TR G BE JF /N T 5l 4%
T “BR KA E” (Maximum Prefix Length) (A1RFEE) -

LR KRIERKE (Maximum Prefix Length) 7Bt NS KT o A (H D AUK T35 T “ /)
HIZ8CBE” (Minimum Prefix Length) CAISRAE(E) , BOH K THEMSKRE (WK “ B/ Margik
J£” [Minimum Prefix Length])

S diRAn (Add).
WRE ARV AT B &, IGET RIFBEREMNE; WS AV RES 12 0.
MR TF.

PR T FT 70 A SR AT e RE b I, g O T AT o 0 DA 6 R E R 2B B ER DA 6 P It 2 A
P eSS o i PR S SCT SR VPSR B 4 it e ISR IR L it oy TEOB 20 1) H A it bR G
S RS UGS e P R S B (RO i SRS 2% 1 ol 0 AT B e A 2 H

o] LUK %% 5 Firewall Threat Defense ¥ & —#2 48 ] .

FiaZ |l

e RN R DA b — AN B A G AR G o AR i A A L P AT 52,
DA . B i

* 7 ACL.
< ININATZAZ
s Whn AS B4%.

sgeE ]
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| LT
s A X A
NI REALIX B
A
ER PRSI RACE M TECE R S AT
© ININSRHE H1K
iig
P11 EENR > EHMME.
W2 LGRS ERET
$£E3 RS 3% (New Route Map Object) % 1 _E /iR A0 (Add) -
BEA EFRFIS TR, AN 0 F 65535 ZIMMIECT, BT HR R B WU 4% FAE OO e e %

e 1) B ERT SRS 2% F A3 (A
pEa s
WD LL 10 Dy ks 7 AgEA g 5, ARG RAR I 1 R0 I O B G 5 25 ] o

$ES  MNEFHD L (Redistribution) FHFIR PP, B < ARVF” (Allow) 5 “FHIE” (Block),
PSR 75 FFT 0 K )

PE6  HITET A (Match Clause) L5 DURHEAE H e H g A BL R 4 ERILHS G /A -

« 24X (Security Zones) - fi4E (N T/H ) FEAVCECH . A LAE RS DX 8 DIk 22 X 45k,
BUE BN AR IS I IX S 1

* IPV4 - AR$E LR A FULHC TPv4 i /3R 5 REHFRIZIE I Al e SCAAT

1 pldidbhb e snlic DO B ph bR DU RCER B o X T IPv4 $idik, 385 AN 751 36 vk £ 224 H
VI BIZGEZRTSANRIEATILRS, AR A\ s £ S H] T UL R ACL X B oA 8851 R0 52 .

2. Rl =BT R DURSE % R Bt SR DURCES . 0T IPv4 ik, 35 R s
PP EAL VT M L R AT RSN R BATILAS, 2R e A\ B F 2 T ILACH) ACL X 5 sy
BINRXNE

3. Al EE IR I AR S % (030 A5 Y s SR DU IS % o 6T TPv4 ik, 35 R Hrgilrh
PEPEEAE U M PR IE L W 2R 5 R AT UCHD, AR fn N B £ ] T VS A 1Y ACL X % 5L Hi
BHNEKIN S

o 1Pv6 - HR 4 s i s th bk . R Bk bk sl S YR sk Sl UUED IPve (B /D

* BGP - M4 LL R &KL BGP (/AR E) 5 Rk n] e L&t

1. riili AS BRAZIEIR LASCHRPE BGP HIA R AT T 10 513 545 5 Bk A2V 1) 51 R AH VLA -
WR AR E 2 AN BRI R SIS, ik i e] ADC EC AR — BR AR R 5135

B usEeE
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wmmst [

2. mAE XFIFRIETR LLSCFRS BGP AR X By At DX 70 il 5 i 52 IRIAR X 130 Bl feAt X
HN XS GAHILHE -

o« BONRUNFR EAE X AR, 1 mdnR B R IR T B P 4 E wWiE (2). X PR EIRTE
AARKIIFRT . EHFHEIIER, (R (Add), K5 ibifE (OK). A%l
HALXFIRANZER, ESHLXAIR, 528 1T

o BRI REALXAIZR, A EET RAXFIR TBT IS ERIE (O). §RAX IR
BoRfERT R RALXTIR . EFITHSIE, sk (Add), RJE RE#E (OK).
AR QY AL X PRI RN R, WS AL, 2 29 L,

FAE BGP AL IX SR AL X PR A R e VL, T e 2 TR EA X B, HIETIA
EH T AR,

pEd E
WEARFRE Z AN, RGN IUE R 1, LR TR AV B A 1k
ot it e RS AR AN I b A D AN TR RC A AN UL S R

3. kLl SRBE T FRIE I ARG A 5 i WUOR VAL AT AL B BGP Sl . 42 S SO 51 2 AE iy g
Z HHH AT VLGN, AT SR S R AXAE A N g P BB T VLA
* Hfth (Others) - #4fa LA 1 2% PR UL AL h Bt 5

1. {EIEFREEHE B M N T UCH O FEFME, DA RFUCHC S 04 Fr. af LU A Z AN LU
SRR T E ATV A 45 e SR AR AT A % th o FEFRELE B T ALE 0 31 4294967295
Pl

2. UERRBEFBTMNER T UL ARZAE. 1 LU AN Z AN LUIZ S0 B KR . 5 1 4 & m] U
FC AT HA 48 2 2 bnic s . FRad (EYEHELE 0 31 4294967295 2 [l .

3. IEHAH R R EE B ZEE LT DLE 5 e 2R Y VT IC . B R 28T 0 Externall. External2.
Internal. Local. NSSA-Externall 1 NSSA-External2. 1] UL MFIZ rPE £ 52 AN 4 g 287,

VBT AGHREFEEIUR DURYEAE H s Pk BRI LA R SRk B0 5 % Hi /i o
« $5¥R1E (Metric Values) - #'& “Hi %~ (Bandwith). iy (Eo IR M1E

1 AERBE T BUP DATA/R0 4 ST AR BRI EAT 58 . AT RUELZE VS FI A 0 21 4294967295 11485
fE.

2. MIBRRZEEN T h AR kRS w H AR R P $ebns A . HE N internal. type-1 %
type-2.

* BGP Ff] (BGP Clauses) - fid#is LA N 415 & BGP B iH; %k IR L L4 A

1. sy AS BAZRE IR LME L BGP 2% tH I A REEHAT.

1. {EFE AS BEETBUTHA AS Btiedi 5, LURHER AR RZAR AT 8 THUE ] BGP %
Hio JHAM AS S STHE 2R, NI AEREMAEKEZ. GURTEEZ A AS Hiz
G, WERAE W ATUEAE— AS S5 o
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2. EBEE—DAS TIEZ AS BIZTEPHIN AS 129, KA AS BETE &5 —1
AS G5 A AS Gt 1 2] 10 Z R FH.

3. EHIEIEEMRELEIRA AS BRIZ ML LUK th PRS0 BiA R EEL.
2. Mt X %3k (Community List) 2630 DL B AL X &P .

EHERRX T

1. AU Jo Sk DA 1A% 0 i b R s 1) i 68 b M B e DX S o

2. HiFEH RGBS (WERERD « fARETEE N 1 & 4294967295,
3. ETRNEIIA # X LU AL XA I B 2B AL X

4. i Internet. JUi@ & EUITS A LU S ANAEIX Z —.

ERFEY BAL X B E BER 7B, fiN ASNinn # 2 KH l H RS 5
o« AT LUINAE 1:1 3] 65534:65535 10 [l Y O
ST AR A% H i A i iy H AR A1 AIE 50 B % i H bR 140 1:2,1:4,1:6.
s AN HTIRZ LS 8 AN H AR
o BB PR LS 2RI B HAR A H

3. mlhiEARIETR DL Al
1 ETIRE B SRE R AT AR S (E

2. FIREARHEIER 7B AN HIR R MR LI E. FiA 0 3] 4294967295 2 [H][1]
1H.

3. FIRENE T PN HEN BGP ALE., KA 0 3] 65535 2 [a] fh1H .
4, PR BGP PANE . HRME AR IGP AIARTEEE,

5. F “IPv4 & E” o, e amBRn N8~ —Bk IPv4 Huht, EAFELE
AR 2% o WIRTE & ZA 1Pv4 Hulik, DK 40 ] DAAEAT— TP Hdikdan e

EPFAERTER IR PSR R E TPv4 iTE51I4K .

6. 7E “IPv6 W H” o, e amB R N8~ —Bk IPve Huht, BEATFELE
AR 2% o WIRTE & ZA IPve Hulik, WK 40 ] LAAEAT— TP Hudikdan e

EFFAERTER IR M SR TR E TPv6 ATE81I4K .

L8 AR (Add).
BB WREAVI IS G HATE R, W RIFBRIENE; WHSRM AV AL, 12 .
FIE10 iHRE
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i)
=]

= YN
o k1
ARG R R AL

o ) IP Hiuhik. BRA% R URL (AR A Dl v b 4% H IR RS U i

o TSR 45 IPS VFnfiF (& T Firewall Threat Defense B4%) BRI VEAIIE (HAb T ¥ 2%
oy, Bk

o BT DNS. W& K& URL 5 R FEIEAE .

w2 {HRA
SANRBIR R P Hb s A4 042 ST LA Dt 5 51 ot 4 H USR03
it

s BIRE NI TR E BT EES
o R —E A FEE T HTTP 8% HTTPS i IEhA:
GARRRHN RPN -
* DNS (%4
s PIZ%  (IP Hbudik)

* URL

E ke b/ R
SORHRBE LR U5 b 22 A RO B
o AR R E W EDER B LR 5 T A OB BV e . Talos
* Cisco-DNS-and-URL-Intelligence-Feed ({E DNS %I FJ KD

 Cisco FAEWIE OHFF IP Hlik, fEMSEFIRFIBEE T

BARTCVEMIBR Z G He e dR, (H ] DLFE S L sE e (aZB T8
* Cisco-TID-Feed (fEMIZE4| R T
BEEANTE V7 M) 5 SRS (1) “ 2 ABRE” IR .

{BZ51 3 F HFIC & Cisco Secure Firewall B G F 7 2% 5 al 48 ILYR . 1Z35 /& TID A] AL s
HIEE

AT 0 S 1) TID 7638 A A s AR
AREAER, TS B TR P 45

e X4 JR LSR5 ANHERR I 4 -
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B nwaexzessns

REAE L (DNS). TP #iuhit (M) F1 URL MTE X4 s PRSI 5 A HERR 14
REHIRAT AR A . BRI 3R, ES 0 2R M 2R aesd , 5 84 i,
RIS OLE, Vs il 2 H1H DNS SEng {iff ] X 2644 ARy 22 2R e — B0
H e S :
AT DME 28 =050, 8, R B NIRRT BLE AT 2> Secure Firewall Management
Center W& KRB R ERAL e 4P L R BH A B
WS H g SRR RN, 58 90 1L,
H € XA
H 52 AR AT 78 RO IR 4 R
WS HE R aeyIR , 592 it
LA AR R ()AL A7
o IP kA kB - BT U5 il 42 i SRS IR BELL R SR RSB R85, VR = R Re 4y .
* 34 - FH T DNS S0 1 BHIEFIRAABLIESE, AF R 2 2R —i80.

FEV I PZEHIAT QoS NI H] URL 213, X LERMIf) 70 AL B BUR AAE B REL ) o

MAIE R 2 EREXT R

TSI ER L SR  ABHIESIEE . JEL Sinkhole X Z IS H . 1EHAT LUT R 4E:

X RFEE YRAETHRE mIERREFEEMNE"?
7 SCRH - RUANBH 115126 PR G B AR O RS | AN SRS
(e ]E

BRI (H EE A7) BILIEARR | A BRSO R In 4% H B4 | ANSFF
FURBHIEFR: )Ry, JEACFIRR | O S B R 4% H

SEI

RS R A PO S5 B B A7 P B T | 5
I

€ U5 X G BT A B . | 15

Sinkhole N S PR AT R IME . | SR

ERMEE BT

B KA B AR RS “AnJRIPHAE R “ARBHAE” B, ESRENS A 2 A RERF S PB4 E Bl
SRAERHAERS R, T SOV 185 0 25 A At S RS U A R o] X B A T PP A

B usEeE
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zeagsrnzan [

B, E R BNAZ AT 4R 1P b A Bt 2, Rl RASZ RIBH (X L6 TP i hik.
HAR ST RER B Ly Bhint ) 4 BESE AR 4%, (B Jo T BB g

ERNTE DL, U5 2 0 R DNS Sl A8 A Le3E 1 1l & e X R A o S mT LU RS S i
PR LYK

\}

AR X IUUEH] T e

e ZARREICTABLIE AP RIE R AR I . IR, R BEhAS A
24 52 A5 AT B % A7 DL P e

IANAIESZR . HRVEAE R, ESRET a6

ZEERIIRMEZER
Z ML bk
o WA - A RGE TR E TR SRR LRSS . )R S8 4 JR B 1 35
o AR - VIR AT R QRS R 1 B E SR ANANILIE 512

IRTIES

BT RERS U I (EABEED RJRFIRZIL, A THEEAT B ORmasIR, amadlRmnE
N Z 8. filtn, 4474 Company A 11144«

o JRPHIEF R -A T A FUSASFH RS2 -AF A

* DNS SPH1F#)F-A 5] A, DNS B AR IEFIZR-AF A

* URL S H1F#)F-AH] A, URL FIEAFHIEFIZR-2A 5 A
AT B LA 3 (P B R AR AT DUE TR IR Le A 2R . AT DA S S R 2 ET A T SR AR A T
HAIAFLIEAR AR IR A2 . (H R SeIBeul - 1145 21 52 v DA BRI 22 S i3 H o

fltun, 4y B 5L AT LAE FORE 4 JR R 24 W) AR FAR ) TP it SU AN BHLIE SR, (EANREE A 7] B
kb AN BHLE AR o BEERAE 208 TP B hEZS N 3]

A JRFHEAIER U 4R BE 6L AT B JLERD
© BREHAEAIER - A n] A LA 2] A B GAT UKL ER

FRIETIR
Jr AR 2 IS i Je A Q3SR A AN BH LR AR E & o 73 3 AR

JE ARSI IZARAT T, RN B G PR3 B B3 T DLBRAT T 22 A RE Ve, (H)) e R w3l ) s
F R P 30 H S B ESRAAL RS2

Bhn, AR EA DU e 3 .
o JACBH IR - )R JEARASBH IR - 422 )R
* J5fC DNS BHIFFE - 7. 54 DNS ABHIEFIE - &5
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B sxesnasezesax

* JafQURL FHIESIZR - 425 JeAX URL ARHIESIER - 425

\}

AR RS ERA LRTEN A A, RO EA DRSNS, AR TSR, e R En]
DAAE R EATRIAL B il 5 S AT DNS SR

){ ‘%Eul\\j]nil éﬁﬁé ZFIAEEIJ%‘%

AR FAFAE BRI, 0T OB DR X SR o 7R ) TP Mtk 801 URL A0 #9005 SCABELIE
HIZ%, SLEPBH XA .

FIRE, e EP b T 75 B 22 A RE R L 2 i b g R I HE R VA B, U m) LUK g
R IP Hiuhik, 38R URL @82 7e L) “ANBHIE” #1113

FEBPHSTI ¥ 22 A B RERT B, KRR e8I i 1) 2% H PPAS
ARZXESIRTEAE R, WS BRI 2 REYIZR , 2 84 .

FHIa Z |l
HI T8 26 HASIN 21 22 A RS IR 2 s Uy 4], PR e Z0URAT DUR b — Rl €6
B

s MO G: WA T R RO, N B A HT TR A A

o [AI A “AB Sy i) 2 5 S 7 (Modify Access Control Policy) Al Wit & #2521 % 457 (Deploy
Configuration to Devices) B PR ) H & A

WFGE ], IR LS 2 A5 T A A e AT e o

UK

TR PR OE EIRLAA ZaR RE B s e T 22 A BEFH AR A TP Mk, 30 URL it
T2 A TPl el URL, RSB A Y R T

I B £ R ETERRIER

IP Mkl H IP SN 2 BH 153

¥ TP AN BIABLIES %

IXEEREIGURE TP M hEVAS I B AH L (¥ 169 25 51 2%
URL # URL #3021 URL (4 B 1L 4113

# URL 0% URL )4 JRANBHLLE #1126
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S ETRBIED

URL 7B P i) URL 3k HF RS N $] URL (142 R P51 2%
H4lA N3] URL 194 Jm ANBHLIEZ %

DNS 7 i) 7 B A K35 N £ DNS 1) 4% Jay BiLIE 51 %
K30 N 2] DNS (¥4 JRy AP E 8118

T—5#tta

S5 7 T BB IS

WRTE NIRRT, 2R RSB RESIE TR A, 5 87 T
MNeERREEdRxPMERFE

)\

[N

AR RTINS H, SRR K HIRINB AR 2 B Rk . H 86 i,

UK

L1 LR (Objects) > L2 E &t (Security Intelligence).
FR2 Halid G aL T

« MEEFIRAIR O T 1P Huhik)

* DNS Z=FIR T4

* URL ZIRF0R

LB sy “AJRPHIE” (Global Block) 8% “4xJsjAFH 1" (Global Do-Not-Block) 4113 551 412
PR A mih S MR 4% H 55 b R Am 4 .

L EE R T RFNIRE
GRS £ BIAT DI R B TS PRI 2. BT SCPE RSP A 2R 2 )

WERARGE N AR IR R AT TR I 25 H KU, AR S gk S AT IR B CBRAER 2 —CF
BO o HRE, WERARGW LRI RMERE T AN, e T U A& H .

| sgeE ]
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B =xzesgnnEmmnz

BOATEOU T, B UEEER N B — A FE L, RO DUB SO . A B O B AT ST 2
SEEMEI BIFEE Bt . BAh, FEE B RE 30 20 BhEE UK B KR B R LT R . VA
IR

\}

iE® X Cisco Secure Firewall 200, FHrfER NIk, MAREE 30 /08—

LB SR EORT IR, 1S 0 e R eI SRR, 5 88 1L,

EURE=E IR ERINE
S5 T LS 9 R k. 8 2 A R T
AXITRHIPENLE L, S22 BT RS, 5 87 5,

UK

TR EHEHR.
FIE2 JEIFREEBE (Security Intelligence) 1755, 4R 5 12 5% 2 5 e HLAU (1) Y5278
RO URL Y 55 DNS FIFRF0IE T A0S .
P I EETFIWEHL, miidi Bwig (©).
IR EORIE (), WK S8 T, BeE BA 1B SO BB .
I 4 4’ Update Frequency.
SIS T RTE.

BEXRE=E/EYIRMIRE
BEXFIRME: BEX

5 RFEE

BN ZR BLIH A UEAN KT 500 MB FRITR] B SCA SO . B3R SO A 3G axt T % . BHATERE—A
S HBERE: AN IP Hulk. —AN URL. — 4.

Je

BR EE A H B SO RO/ N . B, AR P38 URL K 100 NMEFF (AL
Punycode 5% 145 Lt Unicode /R FIHATHF) ¥ URL FIR A0 5 524 HALLES&H .

WREHE
88 |
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URL 51| = F0if% -

uRL 51 RA0E: URLEEAEEs [

£ DNS JIZR & A, BT LUN R EARE L S (1) WIAT. e #l Gl ILie. s, %H

www.example. * 5 www.example.com %D www.example.co iéJIT_U@EQ

WA AP ASINERAT, WL ZBAIE S () PRI ke AR EA RAAVERRISSCME, MRS
P AL R o SR B SO S AT E R T A 4 H .

IREK

BOE YR, WA URL $8E A5 {7 URL ANREfH Punycode 4ifidh.

SFF- 30 434k 56 A Ry B BT TRI B, AZ4E 5E MD5 URL. X ] BART 180 2R 8 e st . o SR
45w AL MDS URL, WA 208 FH 4270 30 208 i R 2 ml B .

U RAEALH] MDS B A, 56 A ZAT Al A2 AU AT A I AN (K ) BSOSO rp o ANSCRFTERE

URL &£ FNICEC & 14
LR URL AR AN CEIES R BLIES R FIA B #0216 B g A RFIERS H D Al ELALHE LA
TAE, EATRA ORI VCECAT A -
« BHLA
%1, www.example.com.
* URL

example.com L}l example.com Ml T, {1}f www.example.com.
eu.example.com. example.com/abc fil www.example.com/def - (HAGLHE
example.co.uk 5{ examplexyz.com i} example.com.malicious-site.com

4 URL JEEls R A5 AN H I, D7 LUK LeIk 45 R 1Y) URL A U TR I

~Bl: 24LLUF URL ¥ - www.netflix.com, www.amazon.*. org. edu. www.hulu.* #{
mEIA R “PHIEAIER” B, KFH1ELL N A% http:/www.amazon.in. http://www.rajiv.org/-
http://www.edu.edu/ http://www.edu.org/+ http://org.org/ F! http://edu.edu.

A ] LU FEREAS URL B% 42, filin

https://www.cisco.com/c/en/us/products/security/firewalls/index.html

A\

FR O EALIAE e L URL. M4 FIDNS ¥, o, #AILLZE URL s inH
Jr A R, 5

https://admin:password@server.domain.com/list. txt
B, WAV SRR AT, BInE S ) @ 77, WARAR R
RS T R A TR BR P45, B, 4T LLZE URL o P e
i,

* URL KREMFHL, HIT-45 e KL Be I
example.com/ {{LJil example.com; & AJLAL www.example.com S (T-fiHAth URL.

o 267~ URL HRATA] 3 3 A (%)
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B ceevzemen

RS DR R BRI e B AT o, (BRI T, ABER R URLHER A
AL A TR AE AT HB 5

AR
* * . example.com
* www.*.com
* example. *

(B, X#VLC example . com fll example.org fll example.de, {H/ARJLJ
example.co.uk)

* * . example.*

* example.*/
TRl

* example*.com

* example.com/*

« IP M}l (IPv4)
ST IPve Mk, BRE 28 G HE R CIDR F£onidk, 15 H 2 G M % .
1] AL — AN AN RN AL B LT, 9140 10.10.10.% 57 10.10.% %,

SIS A LR aEsIER , 492 1.

BEXRZREEHEIR

1 S =7 2 A REIR SO VAT ELIE I b HCAth s S S8 HLAS 28 R IR AN BEL L8 S AN BE 1k 21 3
KRG R BEUE . AT DLBCE AR W A NR AN FK R E T ) 2 Secure
Firewall Management Center ¥ 7%, XK RAH .

\}

AR AR AR A R AL o MG HERY, REBHESSUABLIES IR SANLIE SRR . IS B
BELLE SREmS BT X BT A v i, 1 0 il 4ok 0 75 M 458 (Monitor) BRPELLE (Block) KU 4 (A ) 42 il
M}, Fx5iIE M 4% (Source Networks) Fil B #rM & (Destination Networks) fff H BRIA M any.

‘-IJ]'

TS AT LU R GURC B A MDS B ISR A E /77 N BT IR WA A _ERCR S R # L

KBATHE, ARG AR I FEGZI. BT REA BLK MDS BRI T A BB, JEHOZ SRR
SR

\)

AR TR A SR, RERPATHEE SSLUEBIAE, RG A SCFEAL L BHHZEk [ 20E 15k 5%
UFAZ RS 4% o
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AR RN ZR G ELIDR W) BB U AR I TRDEAT A e, T AR IR ) B s 5. (HZ, BshEEm]
i DR SR HUROBT IR AR K o

TR B Rl OB L B RE.
WS A XPNEMYE: Bk, 5 88 Tisg ik

tlEL = EEER
AT TIPS YFATIE Gl T Firewall Threat Defense %45 ) BUARP A TIE Oy Hifth i 42580
UL

HB1 % R (Objects) > REE & (Security Intelligence) 15 55, AR5 8 B IN AP,
WIR 2 RUTHE G AT By BTk IR A (R I
o ARINMLEHNRFNE O T 1P Hikik)
« 570 DNS %3 #0iE (Add DNS Lists and Feeds)
« %0 URL %13 F0iE (Add URL Lists and Feeds)
PIE3 AIEHAZTR (Name).
L4 B (Type) MR IEFER (Feed).
5 i & URL (Feed URL).
I 6 ‘i X MD5 URL.

I THE A EREE DORIEN A2 O, P RZGEA ST HOR E XS,
/T30 43 i) BB A] B 7 22 MDS URL.
U SRR IR S5 A AR SR MD5 URL, W25 4% 42 20 30 438D 1) B o

IR T EFEEFINE (Update Frequency).

T8 LR
BRAR CAS U, ARG 20l R BOF R IR

FHEMLEERR
WA ZHAAT IPS Y AIE (il T Firewall Threat Defense %45 ) BRARY A OTIE O Hifth i 2428780

FHIEZ Al
IRE ARG — AR N B B L

LB LR (Objects) > L2 E &t (Security Intelligence).

| sgeE ]
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$122 S EHIRE (Update Feeds), 2R )5
$IE3 LHE.

Secure Firewall Management Center | # NS UEIS SEORT 5, 2o AL S 508 AN AR e . JEROHEETT
A SEOBT AU U Y

AR T3 LAER RGN TP Mk A bl He . URL 8id844 1 8 R Er S22 . W R By 78 A%
I8 #.A~Secure Firewall Management Center[{] F6 5 15 26 VR B L — N2 RFIER, B e XFIRRE A,

B, B SRAEEE R R Y e b PE bR TR BRI U ), (EARARCR SO LU AT, R G
E AN 1P HHER) B 2 SCANBHLEZIRE, T AN A AU Il 42256 SR (R BELLE 2103 P IR TP i B
%

\)

AR AR R AR AR I o ML HERY, KSR A R BN E S . SR R
BERH L S I R T R, 3 2o AT H L BE4E (Monitor) BBE LE (Block) FRINIH: A ¥ 1 i) 42 61
W), FExTIRMEE (Source Networks) 1 B #rM 4% (Destination Networks) 14 FHERIAE any.

ARINF A HAE, THRER LT
o HuBEBRIK R ZEAERS PT LU 0 B 32 Z 1A% o B 128 Z (A fAEH (535003 H] T IPv4 FIIPV6) o
* 34 "1 [1) Unicode 242l | Punycode ¥ AT4utd, I HAK KNG,
* BA TR AR KNG
* URL "] Unicode NAE 5 70 Lo g i XA T G
* URL 1 HRH I 74X 00 KNS
« LIGES (1) TFkM80R 4 H B A TERE -
< WS BE IR ER, 5 88 T ILAR M SUER
A RILECIIBIZE A H TR LR FH

* WIRAE URL 25 DNS #IE PR m PO, WIRGE S T ONILR. i, nFokt
example.com {?ﬁjjﬂiu DNS @Ji%, mu%?ﬁ% www.example.com %D test.example.com i@@@ﬂo

* RGEAKT DNS 8 URL #1324 H 44T DNS 24k QR B o Flan, wikin URL S13& T
le:] http://192.168.0.2, #E/ﬂ\:m@*ﬁjﬂ http://www.example.com, )ﬂU?\éﬂXS http://192.168.0.2
@ﬁﬂy ﬁﬁ}% http://www.example.com Z:ILEEBD

BT R %R £ & §£%113% 152 Secure Firewall Management Center

SRR ARSI, WA SRS EASERIA . ASGEAEH] Web FHRDRIBESCCIF A IR
TAE VTR, W ORGSR A
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UK

FIB1 Wk R (Objects) > LLEBE (Security Intelligence) 5 i, KRG EFRAFAKAL,
W2 NS S A 5 T SR T
« RINMEEFIFRFRE T 1P Huhl)
« 570 DNS %)3&F0iE (Add DNS Lists and Feeds)
* #R/0 URL %R FE (Add URL Lists and Feeds)
HIE 3 i\ Name.
P4 NEB (Type) MHgES, EHFIF (List).
WIES AUl 5E (Browse) MW RIFIER | cxe XM, AR il % (Upload).
PE®6 SHRTE.

T—% it 4
RICTHE P A XL BT A R EMNSIR AR H TS 4R 2 A RS R A IR
ZH . 587 3L,

B2 EaETIR

B2

HIB1 WEF 3R (Objects) > L HE (Security Intelligence) 15 /i, SRJGEFRAFAKAL,
P2 CETFMYIRFL, ridi &g (20).
WA SR E (D), WK IHECE & T e, o A 18 S B MR .
IR 3 WIRFTEON BRI PR ORI, T TE, SRR R YA R %8 36 A7 A SUARSCAE
P4 R TR E SR BT T L
FI|S E AT BB E DR, SRR RS MUR AR, AR s Btk
TE6 LR

T—F M4

168 TC 5 TR S0 B X S o B AT A R, A SRS R B A H IS A SR e AR RE A 3 TP R
2 H , %587 Ui,
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B sinknole

Sinkhole

Sinkhole X} %A% 4 Sinkhole H it 45 4844 $ A4 A m] ¢ iy bk () DNS R4S 2% 50 5T fif B 1) IR 45 25 1F) TP
Hodk. %07 LAYE DNS SeHg U 5 5] Sinkhole %%, LUK VT 7 & 2 5 7] 21| Sinkholeo 1450520 A %o}
% G0 TPv4 HuhikFi IPve Hulilk

£1]7E Sinkhole X%

AT TIPS YFATIE (il T Firewall Threat Defense %645 ) BRARY A TIE Oy Hifth i & 28780
UL

PR IEFEIFR > Sinkhole.
B2 TR0 Sinkhole (Add Sinkhole).
FIE3 i\ Name.
$IE 4 i\ Sinkhole [¥] 1Pv4 titit (IPv4 Address)Fl IPv6 #i3ik (IPv6 Address).
P AT UL T IR
* IR EL YL 2 17 ) Sinkhole IR 554%, HIEFFIER S Sinkhole B9i%E#% (Log Connections to
Sinkhole).

o QR SR R EE 1) BARMENT 1P ik, iR FERERIEFIE RS Sinkhole BYi%E#E (Block and Log
Connections to Sinkhole),

P 6 MR TN fEFHRIN (IoC) HKM LS, Sinkhole, 15 MZEEL (Type) Fhr g ik —Fpeay,
TR AR E.

SLA 51588

BEASTLI A PSR 25 B0 DI (SLA) M s g S5z WP b (R R SREms, IRk it ey (10wl I
A ICMP [R5 SRIFAEAF RN, TG A i AT IR o SSRGS I, B i ik o
TRV 2543 B PR e SLA IR ANV AE R  Je ST R T AR R R8T, BRAFES N BERG IC B S R
SLA Mids (B, MR PRI o BRI EMUIRSS S0 Pr il (SLA) M7 G0 S HILE IPv4 i i
ISR AR “ B PR ER " 7Berh e IPv6 I oIk Pt il B i R ER A ] SLA M2t o

0] DU IX %) % 5 Firewall Threat Defense 4 £ —#{# H o

ST EHFFR > SLA KIS,
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R AN SLA Ms#788 (Add SLA Monitor).

EAFR (Name) B AT S 4R

(A% 7615 BR 7= Boh A A G S 0 B

FESRE (Frequency) FB A ICMP IR G SRAEFRIRAIR  CLAFR N A7) o« ARUEIEHE N 1 2
604800 F0 (7 K . BRIAE N 60 F.

R

BIEANGE /N TRE I AE ;s 18500 200K A0 B 4 Ry = F0 A 0] EE IR B

7E SLA 54525 ID 7Bt 4 SLA HAER ID gi'5 . (IS4 1 3] 2147483647, £k & L%
Al LG 2000 > SLA #:4E. B ID G5 78 S0 A1 46 e B b b 25 2 ME— 11 o

HERETET, WAL ICMP [BINE R 2 5 HAES S ETFRAE 2 ji L4 il e (BL=F A 5
7)o MHAVEFE N 0 3] 2147483647 280, BRIAE N 5000 &80, BEAUH T-45 i 2 SUIE PS4
A DU X S S DA & A B IR . AN 52 W das b mT ok P 1) e dR b

R

o] (AN I e 6 A

7E#BAT (Timeout) B, #i\ SLA #/ESE4E ICMP 1] 335 SR f I (1) I ) CLAZZRD 3R o Al
JEIE 0 B 604800000 ZF> (7 K) o BRUMEN 5000 ZFb, w1 SL7E 7 BE A g SR IS a] ;3 R B2 WA
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AR AR S SO B AR PSR B, DAVP I L B ST e (8 H B 1 e R R i
AR IAEATT AR SRS, IR AR 1 AE 1 e SR A R AT AR I

Kt B B WEEERR B EAEEM. A SUEMEEEM RN, XRR-LF
— T DL 5K
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BTERmaT

et
0
"
-

 SEAE 5 RS R T ELAE G T (0 any HOAERE
SR S SR, AEICR VRN T AT A R, JF HLIEE T AL B A

){21" == J\\j]uilj' ‘%
B AR B IR A B AE S K N N B BT HAb AR B 4L . N A @ XA EE P A N, DI PETS
A5 FH T (LA g SR DA A A 118 A

 MNRERELEE (F10192.168.0.0/16) , NZA LW N BIE F B (EA4E A e fiME . BRAE
M any FIBRANEESEY . BT BRI EEEN A E v A AR A ENE, BT DA 8 e X
AR RV BRI AL B CEARBI 4 192.168.0.0/16) .

s MRRNEREEE, WZAD B INEEHBOAME any FIBGAS EEY, P HAD A 2 X
A AR WU ERIMMEKE N anyo

AYIEIEO NG4S

il BARPEXTER
B T P A R vart (B R 192.168.1.0/24) VSINBIBRINAS B AL RAE A EAEAT
h

Custom Set 1 Default Set {ariging Custom Set 2
Warl customized valle Warl custarmized valle
{192 168.2.0024) (192, 168.1.0/24)
reset & reset :
Y Y
Varl currant cefaut set valle Warl default value Varl current defaut sof valie || o,
(192 168.1.024) ; (A ! (192 168.1.0024) g
(=]

AT DAAEATAT AR AR T H 8 X vart MH. ERHE X var: 1 HECEREE 2, AARENHEZ

192.168.1.0/240 EAEXEEE 1 H, vart MEENE 192.168.2.0/24 535 T BRIME. EEIA

AT EAH P LR RS A m T x A E N EAMEEE N any.

R e, FEAORGIR, WERATH 3 e R 2 i var:, dE—20 A @ Ll B SAAL

%%‘PE’J varl 2 SECE B B g R EAE 2 H var: ERIAE, AT 520528 S AEA S BT AR
TR

WER, BWREAREIPARER, HHDEXAZEARAE RN EET MR, E—ARF

(42 T RO AR B A 1 RO AR B 4 8 Y i R0 B S e LA B O F RS 1A

Tl BRAPEXZERMBBEXTES

PAR PN B U6 B TR SCRAR s N 81 B AR S BRI AR e B 2 ) E’JTE RAF P A,
RGN IR FOE TR B A A A AR BRI . FELL 7R, S PefsE PG B
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Custam Set 1 {origir Diefault Set Custom Set 2

Warl customized valle
(192 168.1.0124)

Yarl customized valle
{192.168.1.0024)

Z

resat | reset |
clrrent cefault set vale clefault value cuvrant ciefaul set valile =
{192 168.1.0024) 1 (any) {192 168.1.00248 al
P~

TR, BRT varl KA AEXEREE 1 LS, ARE15LL R vars 3NN B4 7R 58 4
ARl e K vart M) H & XAH 192.168.1.0/24 BSINE H R A 1 2R A EEHI2IBONERLE, CDUUE
HERNEN any WEE XMH. ZJ5, varl {HRAAZE AL Z 008 vary ISINBIEOAN R BEE—FE. 3EiD
ff, SHr—A e, 0 B CEEE BN REE N vart S FBOER A g R EE 2
varl FIBRIME, AT 5% M0 5 AR S AR AR DGR IR T AT AR SIS

FE N ARBI, BET ARG, K varn (HLEY 192.168.1.0/24) #RmE] AL X ARESE 1, H
PEPEAE R var1 AL EE 1 AL AR AR R KR

Custom Set 1 {origin) Default Set Custom Set 2
Yarl customized value | [not copied |
(192 168.1.0124) at creation |1

reset i

currernt default set vale Warl default valle clrrant cefaul set vale
{ary) ‘|‘ (any) '[' {arny)

372258

W2 vary (EBRIAMEDN any) IRIMBIPTAAR RS W00 vary Ja, ATRMEARMIAER L F B E X
BN ARG, W B AN AR FE X vart, W] DARRARE AR 7EERIA
A A A SRR IEIN, JERP R T MR FUE X var: MARESE (B, FE SRR 2)
IR 2RI {EL -

HEREARIEIAN, ] UK ER R . ASRIRER . R R,

BYHHRETE

FE R, SMTP_SERVERS. HTTP SERVERS fil OTHER SERVERS s&45 %{ )ik B4R

o

TE it} BERIMLE HEPR BT 45

SMTP_SERVERS H 5 R MY 10.1.1.1 —

HTTP_SERVERS H 5 B A 10.1.1.2 —

OTHER_SERVERS F e s 10.2.2.0/24 —

HOME_NET H 5 R 10.1.1.0/24 SMTP_SERVERS
OTHER_SERVERS HTTP_SERVERS
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EHHRELE

A, HOME_NET J&—ANeak k48 &, K HOME_NET (W HCE G B,
OTHER_SERVERS f)5& X f1# HOME NET, Pt#ok7e 3 845 Jiik& HOME NET.

TE il BRI HERR B P 2%
SMTP_SERVERS 5 YR AY 10.1.1.1 —
HTTP_SERVERS 15 SR 10.1.1.2 —
OTHER_SERVERS P S s 10.2.2.0/24 —

HOME NET
HOME_NET E15E SCER A 10.1.1.0/24 SMTP_SERVERS

OTHER_SERVERS

HTTP_SERVERS

FPEXFHRER. BEMNEE

HITIRE . A AT ANSZ S, IEASRENE A 75 K22 5 NONCORE_NET K& 7R
SR AL Z AN TP HuhiE

TE el BEHIM % HEBR B M) 2%
HOME NET o SR 10.1.0.0/16 —
10.2.0.0/16
10.3.0.0/16
EXTERNAL NET 5 SR — HOME NET
DMZ_NET FA P s s 10.4.0.0/16 —
NOT DMZ NET P S s i — DMZ NET
NONCORE_NET FA P s s EXTERNAL NET —
NOT DMZ NET

FEXIFHIREN. EENTENBRTE

VB EIR7s B AT, mT LU G122 it NONCORE_NET SRR 32 R4 4% 2 MK

IP Huht, WAEFrR.
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TE i) BEHIM HEBR B M 2%
HOME_NET 5 SER A 10.1.0.0/16 —
10.2.0.0/16
10.3.0.0/16
DMZ NET i P YA 10.4.0.0/16 —
NONCORE _NET AP S s i — HOME_NET
DMZ_NET

P =,
EIRETEE
T AR =4, BSOS IPS WA E (G& T Firewall Threat Defense % #%5) BARYVFRIAE (ATH
HAth e %281
pUE i
TE1 ERENR>TEE.
SIB2 EHAA RS
o IS - WA B R, 1M TRINET 25 (Add Variable Set); 1S [H A @A EAE
35110 T,
o B - an B MIBR B e XAZ AR, iF M mAESHLT MR (E‘)’ R . ANREMERERIA
A AR R T e A AR .
R
TEMIR 120 A B st (1) 28 B AN 2 ) Ik B DA 0 Ay XA E A AR &5 A 32 52
o Yt - R gAY EAE, T T EE AR RS dREE (€); WSS, T
Lo
o IV - R BRI B, IE IR AR i—'l@%é)\ﬁﬁ, PRSI T N N T E A
FRo WREER A PRI uE, 3 S s s T BOh 1 5ER (@),
 EHARE - PR HAEREP RSN E, SRR, 5111 0,
T E&E
pUE i

T kRN >TEE.
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$IE2 iR £ (Add Variable Set).

$IE 3 i\ Name.

S 4 i Nt ER (Description) (736D .

SIS EHARER AR, HSREEAR, 5111 0.
FE6 LULHRTE.

T—% it a
 WERTE SNSRI I IR 5, TR E IO E S G TS 5 I B

V.l < =

ST S
AT IPS YFATIE (il T Firewall Threat Defense %645 ) BRARY A ITIE AT Hifth i 228780

JUE

SE1 EEMNR > TEE.
SB2 s BN AR RE SN 8 ().
W BRI (D), NFRWACE JE T, S B A e AR .
SB3 HHA .
o BOR - WP RURAR R K R R, IR AR A SR I {E (Value) B TP T
< IO - WURELR AR, W AR (Add); ES BRI, 55 112 0L,

o MBS - p AR S5 A AR (L)) R E AR RS O R A At AR, 3 R R (Yes) LARIA 7
TR

ABEMIBREL AR
« BUAAR R
o NI EH LA A e i 4 1T (8 P SR A
* JE AL AR
© Gl - R BRI AR R SR IA M dREE (2)s WS AR R, 2R 113 UL

« B - GRS OB SCRREE N ILBOME, RO BSRRSIUN EER . MAEE
o, WIERWILU RS OLL — T

© HTHITE CoEBAE.
o B E s TS

K

HO
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B snze
P FRE B TG B M E B s b R BRAE.
PB4 pRE DR RE. WA EE IR AU RS, 1 T2 (Yes) AN EORAT K.
T BA A A 1 M AT E P B AR A B, R, Bl B AR B AR T AR
T R GZ AR F BRI AT B 2 AR e AR A v AR Y T
T—5Hit4
o RTHBIEMS S BRI S, IETERE TG ESHE AR E .
il]\\ j]u g %
ARG IPS YFATHE (3& FH T Firewall Threat Defense % 5 ) BURFPVFATE (g HAB #4284
pUE i

TR AL, AU (Add).

PR 2 1k Name F-Bih HA s ME— 2 FR.

HIE3 NEEB (Type) Fhglkrd, EPEMLE (Network) akim O (Port).

PR 4 B EIRTE:
o G ERELNEIE A RT 10 8 ml iy 1 51 RS S B BRI H A0SR, AT BUE R — AN EE AN,
RJGHHATHI, B3 MBS (Include) Bi#ERR (Exclude).

RN
T SR o 4 i 1 A ) A0 5 AR A RN HE R AR B AR v (il el 1 TS, HERR gk el
.

o BN, SRE G (Add). KT ARE, R BUR A TP Mt sk e % T
SRR, AT AR NN I Vs S, A () BRI LR R IR . W, nEA
LB BN AN S A

o Ut SR B AN A A BB A PSR T, 3 e i H S mieR () .

a4
TR BHERR AT H BT LA S SO A A RIAT AR i B R B (R84 ) 1)
EEH A

FIRS miid Save IR . WIS A E SRR P IR &, AT BLESE LU R LI

o w2 (Yes) VS A TG AL D BRI B b (10 1 S Gt th A At e SO e v 14
ENNEDRIE'S
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* s & (No) K AT I A BN AL R AL BRI any CHETIAEHAR B € SRR R AL R ER
UNIEDRE

PIR6 R TF R A AN, 512 AR I T A U ] 42 SR 15 2 7= D il PR

T—9#ita
© WSS I BRI B, T HE RO E G TE S I L

BRTE
B INAE TIPS P eJUF (G& T Firewall Threat Defense % ) EUARPF R UE (B HARE 284D
] AR I 2 4 1 e AR B AT ER A AR &
ToVE SO A A T rh &R (Name) BLZEE (Type) fH-
puE

TR ARG ST, AU BB SN AR SSAN R (2) .
IR RALE (D), WERHIN SR TG, s BB SO SBUR .
T2 B

o QNSRRI E M T FH 9 2% i 2R B B F s RR I H S, o LR AN EE AN,
RIGHHTHIN, B0 i8S (Include) SiHER (Exclude).

R
D SRR 2% e 1 3 14 5 AR e 2 R AN HE R AR B A 3 b gt Bk el e, AR A ik g
W

o BRN—AN P, ARG SR (Add). XTI ES AR, AT DU N RS TP bk etk B, 6T
Uity AR 6, ] DA I Ao 1 sty 0 L, FHE A () BT LRRFI R BRAE. A %, nEE
LR N Z AN A

o DR N A B HERR A R TR MR H L i S % S g (D) .

a4
FLAL T BHERR BT H 1R LA S SO AT A RIAT A R B R B (R RS 1)
fEEAG.

HIE3 il Save (AP
$B 4 SR TE UM B4 . WURAT B4R AU 5B Sams A T, 3 s s = (Yes) AR A (77 5 2o
WO ARAF T, 528 B AR 0 BT U ) 42 U SRS 38 Sl i IR &
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B vanisiz

T—%#ita
© WA BhsRE I SRR B, W AENCE G TS A I E

VLAN #r1C
BB 195 VLAN AR ic X 248K —A VLAN Frid sibrid Ju
ALK VLAN AR KT R T 08 . HRRZ NS st E B, 2R3l — &% VLAN
FRACANAL A 41
A LUTE 2245 Web FLIHT T (R &P B8 R VLAN FRIcor S /2], ds R e 2. @i, nLlgs
EAER T4 VLAN B35 a3 b,

132 VLAN Frig 3T &
e

P EHEITR > VLAN 7.
$I1E2 R VLAN #5128 (Add VLAN Tag) Rz, EFRMTER (Add Object).
SIE3 i\ Name.
P4 NI,
FIE5 £ VLAN #Ri2 (VLAN Tag) FEBh . T HIEFETF AT He 2 VLAN bridii .
FIB6 R 5
o WEREARVES LN ST A B, W R BEEELE; ESH AN SER , 812 T
o WR BRSBTS, BRI “ET7 (Override) 20 IF RN (Add); E S NN
WS ES . 513 T

TR R E.

T—% it 4
 WARIE SNSRI I IR B, WA O E G TE S S I

VPN

&1 LLYE Firewall Threat Defense ¥ 45 FAHH PAF VPN X% . Sl HaxLext %, #ona A5 H R
BB, I B RR R al uEmk 2 20 2 B i il sk . I8 L REAE A kL B X e X 52
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E 3 BR ST X &R
UEAD WIS S G — 2l i 44 FOAIE TOUC A RN o 3 256k 2 FH T AE R0 IE TR FE 2 N VPN IEFE I B S
2 TR PRI OG0 SO AIUE S LS %) S R e CRE 2 N VPN SRS 1) — 53 an Bl ik 5
SUE W AL R AHDC S, Bl «mist” B SR A E SO AR R . B
AR HIMUFHES, e H A2 e AT 14E UL i s U BEA T UC I o 24 UE WIS 5 G v (R 58— AN U =
HE—ANTCHC S, DCHESZE R,
T8 > VPN > iE 4 Bk &t

FE
o BER - AR USSR, DUE AT DU AR AL S (A RN VPND 5% % .

o BRET S - R EUPAN AOUE RO N A . SRR A R LSRR L R, R R Ak 2R
R SRR ST

SRR - R P ST 100 P % AR i BRUC R MO 1
0 R BB A R A I R I, AL P B 5 B T B
SR - SRR T ISR AU 1% SR L O

A\

AR SER (FFIS) A - #ifkh “ LE” FBIREFIT. UETBEH S i
A NS I RE A el VS

< BE - HILRCRNIERS HAT, W PR:
o BT - AEBAA DA AR ILAC . AR EAIATE A UEH, WK 4
« B AR BAMFLAEE AR GURAMEAC SR, WIERR YR,

o NETUEBHAAREE TRMANE. B, T —AEEr “EMX” ik,
DURHRAI “Sef” A, WR% i) “ERMX” T “SCE” , WHERK IR
4.

* AT - EBHAARRE T WA N, B, T AR CE A UE AL,
DURHRAI “Sef” A, W% i) “ERMX” s “Sem” , WHERK B
4.

o B - VRRCRUUEL. s A\ (OB (1 LA R ST AR S IEG

AR ER
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. Secure Client B EX B &

Secure Client B E X B &R

H & X @1 Secure Client [ THL & Per App VPN, RVFEGEE TR A SIS0 bEE S ThaE. — 4

H e B — AR A dee UM, AR50 DUE SO — ANk 2 M iy 44
o #nI LU B kRS B rbey SR B 2245 % i (Secure Client) H € B TEXT S, Fxt s n
AN, IR LA SRS S BN VPN SEB6, LR VPN &7 i i Bh g .

Firewall Threat Defense 1 Fl] B & SUB M4 25 LU R Bhig

* Per App VPN- Per App VPN ZRER] 3 Bl i} 51 Firewall Threat Defense & 2 Gl ik VPN VR Y
FHRIAN B 18 W H o

* RIFSIEIR AR - HEIRTH2 So VT Secure Client H J' 4EIR Secure Client FFER 1) F 2. WA % 7 Ui
BT, EATLARCE Secure Client W& 1k, LUHF] H—AN 0[] 2 2 ARG A T B id JE AL ZE IR
THL AT T HE

* 7RSS BEE (Dynamic Split Tunneling) - JE L )& P50 bEiE, &0 LLABCAE VPN B s
SCHERR TP Hbbil ol 9 24 ¥ S ms o 3 Ik G gt e SRR PR R SLAS I B4 SR ms,  mT G E B0 A o k%
SR

AR E Secure Client H € X B2 U, 120 %0 Secure Client H & B X%, 2 116
L FH

B IHNFAThRERC B R ¢ H e UBYEM PG B, 124 FTH Secure Client iR A (Cisco Secure
Client (fuff AnyConnect) & FEITER) -

HxEm
Y1 5F0% Secure Client 3BT , 5 121 1T

i/ Secure Client B EX BT &

FrIaZ |
5 Ay Per App VPN I & SUBMEXT % 2 /7, Wi OR U5 e bU N #R4E :
* Per App VPN Jiil it MDM IEMARCE, JH HARAS & A& AR 20 M 2] MDM k4545
* {§ill] Cisco Secure Client 1MV 3 G £ T H A BEAN NI B4 base64 2 ith 745 Hi o
1. WX HLF# Cisco Secure Client bW %858 T H .
2. FTOFM RSB TR, SRJGMA MM N Rk # a7 & .
3. AN K LFAFRRIN ] ID AN LR B IR B
4. TEEHFE L, Rl BRBE (Policy). ZminiF base65 HEIU LLILAmAd k% X oo
HEPEIF S IS TR, IR ILORAE UL J5 76 1 £ Secure Client [ 78 & MEXT G .

o

B usEeE


https://software.cisco.com/download/home/286281283/type/282364313/release/AppSelector-2.0

| dgee
magwsrmaexEs |

UK

S EHR > VPN > BEXEE.

$IB2 filiRE£EPiREEXEM (Secure Client Custom Attribute).

SIE3 N BFR FITIE SR RER .

$BA4 )\ REEPHEM (Secure Client Attribute) F 4751 % hik#—ANEE:

* Per App VPN-IEHILIETUTF 71 BIEE HEF T E base64 Gt i) 745 1 o
* SVFREIR ST UL P LU R AT — I 4 € I 1A RV EL e VFERSESR Secure Client %5 )™ 3 557 -

* BRRE A PBUTIRE- Botdongs VPN I, BRI I8 R VF R VPN %) i
Ciki

© BRRT B BB - PRI I n] SRR E FF SN R RPN, I BB R HE P R SRR (]
* NERERFREE SR IE- L FILIE L A 3) VR EHER VPN BT

o BRINIRVE- R BEAE P AN i N I Bl AR 15 A5 SR IC ' B SRR T TG 75 FH P T T R R BRI
YE. #Ea] LLIERETEH Secure Client %5 7 i BE HE 1R 56 35T .

* BRARRRZA-$57E %) i R ACVF IR SRt A Bk 22 4% )7 o AR o

* BESHRS BERE- L PR ICIE T AT 7E VPN FEAE b6 5 BHERR TP Hhk BRI 4%
« B E RS AEE Y H VPN BRIE A k4
o HERRIE-H7 2 K IR ) VPN FESE H HERR (1445

SRS ST RVEEE S, AV I R AL TR
HIB6 LR
5 BT R I B

TS5t 4
¥ E1E SUBPE S 1AM, 1200 410 R N 15 SURE S 55 117 70,

(=) 2B SR B FR RN B E R 1
WA 2240 P R SURPE LSRG, A A SEIT TR i) VPN e, 165

UK

L1 LR > VPN > AKEE,
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. Firewall Threat Defense2H 55 B& X &

IR 2 VN IIUHT 1) 4 S W B G e R AT A SRS o
$IB3 i £e%Z P i (Secure Client) > B EXE 4 (Custom Attributes).
PR 4 miR (Add).
$IEE Pt LB PikE M (Secure Client Attribute): Per App VPN, f VTR BB si AN AT bl o
PIE6 NVIRTPEH BEXEHEMNR .
pEsE Es
SRR (H) BLUA TG 2242 ) o SR PG EsEn i B USSR, e LIE 3% > VPN > BE
NXEMEOIE A2 BN S . WS YN Secure Client [ 2 BN S , 5 116 1.

FERT midi NN (Add) Re s PEORA7 RIS, AR A sl iR 1F K S DR A7 B Hems

HxEm
20 W% Secure Client B0 , 55 121 T

Firewall Threat Defense2B 35 B& 3 &

AW AT AL SRS R G i) — AU PEAEDNS, T2 SG AR D7 1) VPN TG . ildn,  7EZL S )
S, AT DARCE AL B SURI R BE A

TEAESL VPN BRI, Reff e N HT 3 F P IR ZH 5 . RADIUS F2AUIR S5 4K 23 70 A S ms, B 4T
G E S AR

\}

7%  Firewall Threat Defense [ A AT 2 SRmg 4k A Jm Pk o T P 4 S 38 D 2 SR X 5 o 8 P 6 S i)
AAA RSS2 SRBE X G WK SR E RIS 4, WSO VPN R0 1 B A 4 S o
PRI BRI SREmE v DL B A BRI, (E AR 12 SR 0 e 4 2 0 S HLH P AR O At 4 5
W IS s FH 1 SR s

FAEHIAN G, (L 5 S AR BEVE AR 7 SGIR AR 28 Secure Client VFAIIEZ —, JFRHI T3
A T 2 i«

* {\ PR Secure Client VPN
* Secure Client Advantage

* Secure Client Premier

HXER
BB AN %, 118 L

P EH SRR &

1% 2 i Firewall Threat DefenseZH $M& %1% , & 118 T,
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L1

FIR2

$IE3

$TIE4
SIS
$IE6

LB

40 SRR AR I

agmznzm [

EPEITR > VPN > LHKBE .

RERHIH 2 AT B SRS, G RGECE. IRV, vTCAgmiE . 755 ol bR 20 5
R AN N 2H TR B I IOE B G B 1) 1 SR o

HNZIEIS M AFR, ] CLER S AR

AR Z W EE 64 NFERF, ARV M. UiiHERZ 0 LA 1,024 DMEAF.

L2 SRS AT, 5 119 TR BTIR, NI RIS TR E B RS AL

ZHHEmE Secure Client EI , 25 121 T kR, HIL4EKIEC REBEFP WS .

WA SRS R IR I, 5 124 DUrh TR, O IR AL SRR B SRS

RAHRTF
BRI SRS AR I 2512

T—5Htta
HEUL W R QR IR ) VPN B B

SMmEE
R > VPN > (ARREE, il R AR SR S kP S AR 1 2 TSR, R R AR LR .

VPN 1/ 7 E2
i 08 I 2 Mg I T AR A2 1) VPN RS 2R, SSL Bl IPsec IKEV2.

IP ik it

TR MR By 2 T RE Vs ) VPN R P 4Lt bbb s I 16 TPv4 sl sy lic. XS T2 V5 ) VPN, 1] LA
S9N 4 RADIUS/ISE HEAT R FH - 4153 B s kbt o ) TP Mok 38 5 k45 e A 4 fC
FEE 2L S E ) “RADIUS #2407 J& 1 (GroupPolicy/Class), 1] LAk £ 40 Hi AN H1TE 5 43 160 7 55T
JUTCEEAA T SRNE S o I, SRSk il T Tl ) o R SR St e 43— R S
LSSV A AT PR A4 b 7 1] Py 58 P 8% o

Firewall Threat Defense B4 [0 %5 ) 3y 73 e 1Pv4 Huhik- it ()DL 56U
1. IPv4 Hitiithf¥) RADIUS J& '

2. Z3KBSTY RADIUS J&

3. IR B HE I B SO (R A SR 1 ik
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B azmzmtn

4, ERRCE STIE I IPv4 Huhibith

56 TGS A8 TP st () — S R )
« ANICEF IPV6 Mk
o —ANHHENE iR 2 AT CE N A TPv4 Mk .
o BT P R kb R 2 B R A i B A AT A S T, AR RS T

* BT AL ML HE B B Nk B N, AR T RES R AU ER T Bk, A P
BAUIUREURE RPN o/ S U

%] & (o D A

B 73 AR R i 2
® show ip local pool <address-pool-name>
®* show vpn-sessiondb detail anyconnect

® vpn-sessiondb loggoff all noconfirm

MR
i g X SR I ) P SR ORRIE SCAC . KR 2 AT L 491 A P75 . WA BRIME. TPsec VPN %) by
X TR S R 542 HTML, {H Secure Client fSCH7> HTML. S ff [ IR T ) TR 2 /s AR
W) IPsec 2 /i A /n brac, % SSL % 7 il <BR> bride
DNS/WINS FEX
i fir 4 24 (DNS) Ml Windows Internet ir 44 224t (WINS) Hd54% . 1 T Secure Client #4 FRfif A .

* & DNS BR %5 25 145 BN DNS BR 5 28 - LeFEulald — M MS %, & Ay UL AL HI ¥ DNS k55

#511) IPv4 8L IPv6 Hiutik .
* £ WINS AR 5525 15BN WINS BR5528 - GG — g g, e & a4 58 b gl i 1 i
WINS AR Z5-#% 1 1P Ml

* DHCP M #&3tEl (DHCP Network Scope) - Rl A2 — /N2, Ho S —ANar i th i
IPv4 Hihlt, S5 FER—T M, EAZEM TN . DHCP HRS#50f  tt IP shhl ot s (1)1~ M Jf:
MAZHHE 7 TP Mok SR AR IEM B E, VPN SRS B R

WRAEERE L B SO P Oy I RE . T DHCP [l 954, DHCP IS AR R ZET T L 4 g s it
T4 . DHCP Jik 55 M HEE 26250k B A RSP IR [ — A7 9o AR I Fe v RSk 4%
DHCP il 55 1 5E SCHIHB > Hahibits, T~ ekp s 4.

WA E U 2% L, ) DHCP IR 85 dis- K 42 ik it ic B U 23 C 1P ik e 2 &AM, H 2
RIUA ST BRI 4 1E

VU AT RER T TP Mokl H 2% i H 1. flan, Wil 10.100.10.2-10.100.10.254, #2114
Hk4 10.100.10.1/24, DNEFH 10.100.10.1 £ 4 DHCP VG . 35ANEAS FH M 48 4% 5 . DHCP X AT H
T IPv4 S0k G AR A AN B il AT AR T b O e A .

H A2 LINK-SELECTION (RFC 3527) #1 SUBNET-SELECTION (RFC 3011) .

B usEeE
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A 3% Secure Client JEIR .

* BOASEL - BOAIKI A4 FR . $RE TSR, Bl example.com.

o REEF R
Porbzias | G LEM I VPN BEIE (), KR N MR 513 2 VPN BRIESME R
s “ AMSOBA” D .

* IPV4 IR BEB/IPV6 KRS BEE - BN R, AR HIRBEIE. X1 1Pva R IPv6, BbF-Biyk
BEARFMEREBIMEE. WRMRAIRE, kAL TR e E T VPN 8.

TG E YR BRI, LR TN S T RO BRI I 4% el HERR T TS RE RO P48 SEME o ORI A 12 SRS T A
ViR .

R RREM LT FRERL - LRIV PR AR5 s B AR I B B R s R
BFIR. AREAELR, WHSETHSIE, 419 7

A

ER MR 7.4 TR, BROAEOL NS FREI ISR B, [ “URIA
i@%ZR"” (Extended Access List) I N in) 415 .

* DNS &K IF D BEE - AR N H77> DNS. fic & PR 8 H I DNS 474

BROEDL R, A PR DNS, IR L% B O RIF 5 BB SR BE A4 1% DNS 153K . EPEIR4%E
B I8 % 1% DNS 153K # L T DNS i sk ik BEi 06 214 FH 9 2%
B E RS> DNS, i FUB T hRE & E 5 ERE, RIGAEETIRTE AL Y%, XL
T SR A S AR 20 BT AT B T M 4 . BT A FLA A4 FRAS T 28 FT DNS R4S 2 3- ATl hT o AE a8z rp
BEMANTNEH, FHZMHE S BT R AKEAGGET 491 745,

HXER
FLE A MmN %, 55 118 1L

4H%& B& Secure Client £ IR

IXBEHIEE F T Secure Client VPN 2% P i (R4

S

FF& > VPN > (ARG, sl iR INLE 5 BE ol B gn B 1) A S . AR EIE P REE Fim (Secure
Client) I .

B & S FEL

e & SO - R R BN A A i IE S SO S . I AN RIS S, TS L S
X%, 131 T,

LA i S RAFAAE XML S ) — A BC B S 4. Secure Client 0P &R HC AL
S T AT R A H o XSS (XML AR IEHCE AN N B E LR HIBE £ Secure Client )

NS
Aeo

sgeE ]
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. 4A K% Secure Client 1E£I5

{FHIZET GUI I A% im e & S g ds (—MIOZ e E TR SR 2% i & S
HRIEHEL, S lﬂ*ﬁfﬁﬁﬂiﬁﬁ (Cisco Secure Client (f44% AnyConnect) 5 H BifREg) I %4
P C B S AR A

EIREE TR
BB VPN RIS A] 3 A i TR ISR B Ak ki 4%, RIS e 28] RIERE VPN 3Lt 2 it
BT VPN BLE SO NG BSOS AT A B A LA B VPN BRIE N BEE .

AT AE B VPN B IE C B SO as I QBT A 0 B SO B O A E SO T OSSR
BRAE R by UG S S A

BRI E ARG R, 1S S5, 55 131 1,

& PimtE R T

Cisco i [l Secure Client VPN J&LiL 2t P BB L AL 5[ 20 a0 IXLUREERPZ AL R 20 22 4, L8R
R (VA 5 R LA P 8 S 3830 DR AP S IR 55 o BRSBTS B N i LB SO,
AR S5 () EESR 0 — 4 A 5 RS

PLR Secure Client BiH 2 AT IE R, 0] LUK IX UL E /£ VPN 7 R 2 AnyConnect I T 2%,

Secure Client:
* AMP ERI#2F (AMP Enabler) - £ 3ii i 2 i 20 & R AF B 7 (AMP)
* DART-filiZk #2498 H S AR5 BRI, DR AR H] Cisco TAC HEAT H s HE R -
* ISE iR £1F{H (ISE Posture) - 11/ OPSWAT JEHAT &ty 2 A VAL 25, VPAk £ty ) 75 31

:]i_to

» W& E 8% (Network Access Manager) - 47 £ FJC 4 W 25 U7 il $2 41k 802.1X (5 2 J22) Al
WA B I IE .

« WK AE (Network Visibility) - FTHE T AL BE AT 2 RIS k). ik, At 24
SrHTIIRE ST .

- ZFAIBH (Start Before Login) W7 Windows s 6 A H B2 17 53 5 Secure Client, 3
I AR B 53] Windows Z BB T VPN 33 3 My 72888 31 A b FE At 4 it

* Umbrella ;8% £ (Umbrella Roaming Security) - 7E % 4 THE3PRA T VPN B 424 DNS 2
©h,
* Web &£ (Web Security) - M4 52 S22 450 TN TR 03, RVFATESZM N ES, JFRHLIE
WA IEZ N
AR (Add) JE RN 2 iR E 8 DL T 18 T -
« B ARIELR (Client Module) - M1|3& H1i%E$¢ Secure Client 11tk .

* ETHMBCE X (Profile to download) - EFEaR A #6075 20 A% P m e 2 S0 M SCH %,
KX ZBEVEANGE R, WHS W X%, 55131 1,

B usEeE
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A 3% Secure Client JEIR .

© BRI B- k40 ) i LA 380 i BB DL SIC B S0 W ARORIE SR, K L BE R
J S G S

T GUIIY 24 P ai B B SO iRy (— MO RS TR kG RANBIER 1% 5 i 2 4T
Ao FERTRAM Cisco BT EH 0T 8 e % i B O gmi g o AOCTEIE R, 16 S WA
JRASK)  (Cisco Secure Client (f#% AnyConnect) ) ) 2¢ 4% )7 i lic B SO/ FgmdE g8 — 3,

SSLiREFER
* SSL 45 - &5 )8 AEEEIEYE, R SE, Wi E B4 A R BEE48 7715 Deflate 8 LZS. XA
5 N 2251 SSL B4 .

ol AR 7 AR, (BN TR AR I A ROR A CPUAE TR . BRI, AR T
LB N R AR

* DTLS &4 - & 5/ LZS My bb Al R 4 £ d AL 4 )2 22 45 (DTLS) i 82 BRIA L NS48 DTLS
JE4H

* MTU X/)\ (MTU Size) - R} AR Secure Client VPN & SSL VPN 433 4 7 [ 5t K ALH AT (MTU)
Ko BRIMEH 1406 779, ARGEH R 576 3 1462 ¥,

* 7B DF i - J& 75 R0 20 i BRI “ANp B (df)” 7. SevFasibies O BEE DF A
MRE oy Fr s AT R 30 0 B T %38

EEIRETHR
* EREEFPIRF VPN WXz 8 /aAREHERER . MILBRIE - f& 15 A0 S AT (R
HERH S, DAEM AT AR IE AR AR . BN BEE A . PREFERR B LB
BN )RR AL f . WA, W AR S AR A TKE DR A B 2 1) A4 ) I A]
[IfE CLLRR g A7) o BRIATRIRE N 20 #0, A7280EH 4 15 2] 600 75,

BRRYZEEEN... . LILERBCE - SO0 SR (DPD) Al fR VPN %4/ 5C s VPN % /7
Sty PR G 1 0F S5 A AN ) 1 LU R R IR IR o BRI DL 5 2 Jhy I S 7 i bt 2% 8¢
o DPD iH B LLBCE KN ) WAL . WRA M, W AR % v fE k0% DPD iH B Z [A)5%
FERI TR EIRE CLARR G By o BRINTRIRG G 30 B0, A RGEE Y 5 51 3600 75,

s BREZEPIRSAITIHY - IS UIRCE 2 &M EEL IPv4 i (MR IPve Wi i) B8R
B IPv4 i CEARAM AN SRV IPv4 i) 177K
4 Secure Client % 5351 VPN 3N, Sk al DL & P i 40T IPv4 FI/a% 1Pve Huhil . i f
Skt Secure Client A/ Fi—A IPv4 Hihikbsi—/> 1Pve Hhulik, R LAFLE Client Bypass
Protocol LAEF L AR IP Hiht (ZRIA. 2. REE) MMKRE, SATFiZRES:
TSkt I N P LA I k. “ i SoEa” ik (BiaH. et .
W, ARV 224 o A IPv4 il Bl 4h Secure Client 3E4%,  H&& 55 A XML . 24235
SV ) IPv6 Hudkiy, WRAR ]2 i o5 M P, W4 55 IPve Yitie; (HA2, a8 %
Ui 57 B, M2 AN P g LA BH SCIE UK I% TPv6 it o
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B aswsaen

* SSL EHrE MUE A - %) hi e 0 R BRT AR B B, SOOI E S PIRIan e =,
M mEERE I 22 4. BOAE DL PRSI RIEHE . SR TS, W] AR AE A I 8] (B BE 2L AT 28
PR, AT BETE O A R B, sl R AR T BOR B A -

* F% - JA M SSL HUB AR PIN AT H . QU SRRRE (ERIAD B i) RSB R E R E .
* [B)f@ - i) SSL B Hr B s P vl o BN 4 73 BREOER U, NG 4-10080 238 (1
JiD

* B P umBE ISR - A8 ]2 i b7 KBRSk VPN %5 ) s (11 65 OB B K BB . U T
st H AR RN SR A o R ) F R SR A Dot G ] T SO R g A . 2
PO LA SIS 19 ACL. 3 SC& IR 48 I LY i) & P 2 10 K, H/sloe L A
P 28 0 M) L2 R E L S IK) VPN RSB 2 AREL “ WIS TR AR 4 .

A

EB ffiff ACL {03 TCP/UDP/ICMP/IP 3 I LL K, “AF3” . “AT2 IPv4” Bk
“ATTE IPv6” TP 4 o

H 451247 Microsoft Windows [1] VPN % J7 i A el FH X L8 By -k BE4 H .

HEXEBMHFE

A4 FH Secure Client Tt & Per App VPN, SVFEIEIR THU A B A7 5 BRI S ThREM) A%
Juit B OB PE. sdnaRn (Add) LL 2SN E E SUB L.

1. % RL&ZEPimEM (Secure Client Attribute): Per App VPN. fCVFIEIR 58 Bk EN A TR/ b iE o
2. WFIRTDIER BEXBENR .

N

ER NI (5 LUNPTIE A P BT A e UB XS . BIATTLIE &R >VPN> BE
YEMEAIE B € a4 . SN Secure Client H i€ B TERT% , &5 116 7.

3. widli FRAN (Add) K@ VEORAF SIZL SN, SRR m kR TR R S A DA S 2 SRS

HXER
BB AR5, 3118 TL

40 SR B = 2RI T

SMERE
R > VPN > B, AN INLE SR sk PR AR TN AT s, ., RS H B YR (Advanced) ik
i
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Firewall Threat Defense IPSec 3213 .

METLERFR
* IFEIFIFRITIEET - X LI PEAS O S A OISR R A ACVFIE 2 FHLIETE L VPN JERZ BRI 1% 40 4
Patso BUOWEETE Wbl HARMBEAT PR 46T TEERD VPN REBE R OUE M T 91451E
o AN T RN AT SR A T OT AR B3, i STP BEARIESE . 9 e Uy ) 4151 R
PR ] T M g A B el A SRS (BT i ACL

* BR#I VPN B VLAN - tBFR R “VLAN WL ” , S HdR e iz 4150 3 FH 31235 10 H 1E VLAN
0. ASA KT A MR MNZAH K BFTiE VLAN,

A5 FH o JeE 1 ) 4 SR 4 BiE VIAN DA AL U a4l i) Bt @ e 2 e il TP ACL 183
BT, BRERIE CRIRED 4, &% N5 RS R ASA PR E 1 VLAN. SRVFIE
JLHER 1 81 4094,

SEREFTR
* Ty iE) B (8] - PRI BRI TRV DR B o MO B A A i 2 SR W] P I R U ) L FRY I TR
ARHEAE R, WS ENEH , 2 96 1T,
* BN REIREFRE - i RV BAT I B 2 RN gt BOAMEDN 3. f/MER 0,
FoREEIE SR IFRLIE L D)o SEVF2AS RN T e 18 3 2 A MR TR fE

© BRAFEFERT (B)/E R B PR - $50E OO PR AL, DL ROh . BRI TRIGRIN, REia ik
EERE . d/AMEAN 12y R IR RE TS 5E A BIE O RIERE I TR L) Y S 7 3 5 22 T A e Tr) ]
I o

© RGBT/ EAR RS - 5ESLH )T RS RGN TR, DL BN A . S SRAE BRI TR Be AT IR
RS, MRS EER. BRI 108, BRIAEDN 30 708h. AR IAIGE E1E
57 RN 1) A 1) FE ™ S5 75 ¥ SRk T PR g 1) T o

X ER
BB ARmE N5, 3118 1L

Firewall Threat Defense IPSec 123

FEBCE VPN $h4hI, (A IPsec 7758 (BUfEHtE) o fE155 ISAKMP HEAT IPsec % 4 SR i SU1 ],
X R ) T Al PR 5 5 SR ORI 8 B e PSS SR 5 S 25 [+ o

F4 IKE A (IKEv1 85 IKEvV2) , fELEAN[FI) [Psec J7 A %

* A% IKEv] IPsec /7% CEH8E) XTGm), nlLLEFE IPsec 1847 1M, I SUFT 75 1 s Al
GOSIRAEITY . S AT DG BRI BT WU R VPN AR R AN, 1B 2 AN IKEv]
IPsec J7&X %,

o A% IKEV2 [Psec /7 ZX G, T LLIERE VPN Hh SV BT Inss Fsy | &0 . 78 IKEvV2 This
JHIE],  H AR e L 43 91 S 3 AR e A 3 I T

IKEv1 Fl IKEv2 IPsec J7 25 #4 FH 353 22 4 W% (ESP). ‘& nf DL AL BHAIGAE . N8 Al e AR IR 4%
ESP 4 IP B 22 50,

| sgeE ]
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B = ke ipsec mEnin

\)

ER AT VO IPsec BEITEAL b AL 43 B4IE .

B2 & IKEv1 IPsec /5 =53] &
32

TN JEF WK > VPN > IKEVL IPsec 23, #RJ5 M H kLS VPN > IPsec IKevl 77 5.
AGHHIH AR 7%, WRR AR G0E AR RAFEI Vg0, ErTLL 4i8 (7). HRE
(@) s Mg () %,
FIE2 HEFEIRIN IPsec IKEvL /7% (Add IPsec IKEV1 Proposals) PAGIEH 1) 7 % .
PR3 AT EHAZIR (Name)
FWEA ZINAFR . 2 VT 128 N4
P4 R JT N1 BB (Description).
SRR R . B RVF 1024 DMF4F.
LIRS P ESP M k. Iy M B il (ESP) I Fik.

T IKEvL, SEFEAHIGEINZ —. (ERE T IPsec 77 RN MES LR, EREFAR T VPN
IR T SCRFINSRE . AT ORI e BT, WS B VPN SIS JE s 5k

$IZ 6 b ESP &% (ESP Hash) i — Mk,
A ORIEI ) SEREVLI, 38 S 50 e A TR EE B S 3%

TR LR E
KB sas eI+ .

fit & IKEv2 IPsec 5 X3 %
T2
HIE 1 SR 38 > VPN > IKEV2 IPsec 323,

ARGCHS I LLRTICE (197 5, QHRGEE SURBRIAMAE . R VT FIZE0, ST 488 (©), HLE
(©) 2 MR (L) %

122 PRI IKEV2 IPsec 5% (Add IKEV2 IPsec Proposal) LA 8T 1) 5 %
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IKE %R E%

'Ti N |

FI'3 NHITRMABIR (Name)

SRIEXT R HR . % SUVF 128 AN F 4.

ST 2 N1 BB (Description).

SRS Z AU . % VF 1024 ANTAF

WEPERAE Ty S P T B0y SRR ESP 815 (ESP Hash) 757k, B8 s s rEsk.

Firewall Threat Defense A~ 3 /i ] NULL i) TPSec B&iE . #iff£ A4 IPSec IKEv2 $#£3i%+ NULL

I

XFTIKEv2, EFEEH] T 3C8F ESP #8451 (ESP Hash) T EIT. A RIEIIN e B U], S Mk
SE AL F WAL 81 575

I ESP N Jrik. M5 MBIk AP (ESP) I 5%

X IKEv2, sy “3EFE” (Select) LAFTIF— XS IEHE,  AEXSTIME o T AL PR 2 S 1 P A e Il £
YUE T IPsec J7 SR M INE MBI FIEN, EAIEFAUR T VPN s & B SR 5% . A I
e BB, TEZ 0 VPN S R e I 5.

RdHRTE
KB s e s+ .

TIP3 IR (IKE) A2 H TX] IPsec X AEARIEAT S JAIE,  PhRI A2 A& IPsec I & B AL F Bt
3L IPsec L4 R0k (SA) FIE P FLPMY . IKE Phs (& pANBrBe. 28 1 BB i A4~ IKE X454 2
AR 22 4RIk, O SRR RERS AL 50 2 BirBerh e Tl A . 7250 2 B Beih g 9Ia], IKE Jy JLAb N A i 57
SA, it IPsec. PI/MHTBAE MR I B HIER I . IKE $RBUE— A PR AR H] T PR3P T2 AT
PR IS AE SN AER R E AL (L) IKE 55, RIJTAG IKE Bhis. o simg s Wimpet o 4 2
HH TR 5 22 IKE i .

XFJIKEvl, IKE J7 008 AN SRR A . 18] DA i D8 2 AN e A I SR el R 22—
AT B I R SR S UL . 55 TKEv A, AR IKEv2 5%, fEnT LIRS ik Fe 24>
SRS T AL 1 B Bt pg WIRIREAT LR, PRI ATEU AN IKE 7%, (HRRHEIES
AAFITTS, A s E 77 R e . * T IKEv2, SRISXN GARE S giE, I
Al WS A ZIE SCEAR BAIE EER

AT vk 5 A] TPsec VPN IV, F59% IKE SREMg .

BCE IKEV1 SREEXT R

A “IKEv1 5Eh&” (IKEv1 Policy) DTG . 4R olMBR IKEv] M 5o IXLESRIE X %407 IKEv]
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MH P EERT R > VPN > IKEVL FHE .

ARG HIH 2 Trie B RS, AR GUE BOME. IR UT RS0, ErTLL 48 (2). LB
(@) 5 MRk (L) 7%

(Ak) PR IKEVL 2% (Add IKEV1 Policy) LG E: 8T s i % .
ISR S N B FR (Name). % il 128 MEFF.
CAf3E) It J7 &% N5 BB (Description). %% f01F 1,024 D74
R TR (Priority) Hidi A IKE e 18 56 AH -
MR R W2 A 0GR (SA) B, A SE AR T A 7 PR AN B B R S5 A LU A 11 TKCE SRS o RSz
IPsec AT SE A SCREE RS IR — /N SRIE IR E S8, e F— MUk g L. f

RUBTEH 1 3 65,535, BUEMAL, DUegoBim. WAk BUR 25, A5 B0 2 FE e AR R 70
B, A1 IHIRIRJE N 5, JFLL 5 gkt

FEPREE hak F I ik

L6 YR 5E N TIKEV 1 SR A MR 0 25 AL S0y, 48 A B B T 5 S5 B 48 SRR I L . 6T VPN 3R
NP B S, IR S AN K AR IS RC () 575 . 0T IKEv], SEFAHOGET . —. F5 3T
M523, 5S040 VPN SIS e insas k.

MEPEEI A A E R REFY (Hash) 5032, 0 R B S

FEYSE 9 TIKEV1 J7 248 PR s RO E A E0vL Iy, S (e R B T8 R & SRR IS 6T VPN R
E NG RN P N85 & M‘éﬁﬁ%‘?ﬁﬁ/\ﬁ;—ﬁ‘@@ﬂﬂﬁﬁ/f B IEIR 53U, 15 S [ v s {f FH Wk o
BN ST

% & Diffie-Hellman 48,

FHF I () Diffie-Hellman 21 . BEEUEOR, o4 PhEiis, (HF5EAGALER I R BE K . PR AN 05 b 20 H
A VCEL A . JEPREAE VPN R VP, A OCIEDM 5B, TS e B4l 10
Diffie-Hellman F £ 4H .

BB 2 A (SA) 1) FFREEEABR (LLFP N A7) o mIHRE 120 3 2,147,483,647 Fb2 [ ((H . BRI
4 86400,

LRSI, SA B HAMAE IS 54 A BT B i o W, RRELIHPBRBRAT CRERPRE i
), IKEW R B A H2, FFEUOBIC, Kol & IPsec 44 ICIDR 1) L AH LU AL R 2L 0 PR i)
PRV

W AP0 SRR 2 A8 K 43 36E 77 3% (Authentication Method).

MAEZ 1A (Preshared Key) - 7E S M EUERTBE,  TRIL 86 Ao VRS0 46 PN IRk 2 Ta) L 2 3%
EEIKE@JEH A AR A — P = e B Hh — NS 5 AR, WGk ST IKE SA.

* JE$ (Certificate) - 248K “UE15” (Certificate) FI/F VPN 42 1 5 0y 0 UE 7k, 54544 PKIT
SERBEHE T ) CA MRS 25 3RMUEC TR TS, A B AT S 50 F
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5 E ke %515 [

FESCRF IKEvL [f) VPN #i4h b, ri IKEvI SRS 5 € 10 AR IE 77 7 2 ) IKEv] SR 3EIE
RRIVCEPEOARE . XUV, 0, BN E R 4 .

AR TE
IKEv1 I mEFE A+,

fii & IKEv2 SREE AT &

{fi ] “IKEv2 5% ” (IKEv2 Policy) XHEHER GBI . MHIBR A4 IKEV2 Mg 51X SLSmE 6 B A5
IKEv2 Sl fT s 1 240

ME FHIEF IR > VPN > IKEV2 5REBE .

RYORE I Z ATRCE RS AR GE SUERME . ARSI VTG0, AT LSRR (2). HE
() limrR (L))3kns .

HFEARIN IKEV2 5EB% (Add IKEV2 Policy) LA H 5

eSS S N B FR (Name)

MBI SIR . % VF 128 T4

I S i N\ 35 BB (Description).

FEX RV B ® FLVF 1024 DFFFS

HANIER (Priority).

IKE J5 S MPLSERA . 2B WL A KTk (SA) I, RSB mT 805 P A Bl e ot 25 1A LU B
IKE J5 MU o WIABERE [Psec X AF A SCREAE RIS — MR T IE E NS4, a2l 4
RIS R o IS AR 1 3 65535, HIEAR, Dot . Wbt 7B
B, R EPLOR BRI RO, A1 IFURIRIE D 5, JRLL S Jy gk,

TR, W RS ALE D I #unique 1536 unique 1536 Connect 42 pqcH o H HA S A e, BRI
VB LA (SA) 1) HREHARR (AR N EAT) o wJHEE 120 3 2,147,483,647 Fb 2 [A) (AL » BRIME
k) 86400

ISR, SA B HAMAUE S S A I BT U R o G, FREUUIIRBOE CURTRRE
B IKEWpR B 4. (HiE, FFEEIROB, KRR IPsec 22 42 IR 103 2 AH LU R 475 S 3T B 1
R

1% IKE SRS 4 FH (R B8 SR I SE R M B 5% (Integrity Algorithms) #7) .  HUA S0 61) @ty B 2,
©H TR B e .
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. Secure Client B EX

FERE A TIKEV2 J7 A8 F WA OIN 5 FELA S0, S $E IR T4 B SRS . X T VPN
FNRIAN B, AR S P A XA VL RC I 50 . B PEEAE VPN R SRV T ik . A7 QLTI
IS BB, TS I e IR LS O S

S8 EFH A 1B SA UH TP 5 2 B inZ %% (Encryption Algorithm).

FERE A TKEV2 77 Z A0 F WA N %5 FEQA ST, S e P IR T4 B SCRP I . T VPN
NSRBI PR S PSSR AL RC I Sk . B HEEAE VPN FPAAVRIIIT A k. A%
W) SE UL, W2 VPN SEIE o e N 55092

$IE9  EPFPRF &% (PRF Algorithm).

IKE S A 1 B SA R D BERL R £ (PRF) #5r« AE TKEv1 s SEHEPER PRF 5L AIN I, (0
FE IKEV2 Y, ATLIONIXSE SRR E AR 5k . WEFE 24 VPN SR VFIN BT Sk, A RIBIN 5¢
UL, WS B e AR RS S

$IE10 %k Diffie-Hellman £B3E47 1% .

BHOBOKR, e thiis, (AT BB (R SR o PSR S A R A VL R o b R A 2L
£ VPN SRV . A3 RIETRN e U], 1155 B vk e 2248 HI ¥ Diffie-Hellman FEA4H

SEN SR E
U R AR TR A, WEHT R IKEV2 S s in B2 . iR Rk FE, 784 By &,
L ADAZBURH S A B e, AR I Bl AR A7 B SR

Secure Client B X

U, T LAE R SO A i, JFRREX LS B8 SCHE B VPN Skt 2 28 17 22 4% ) i 1 4
IS, MBI 2 R I A [ S S A ) 25 i

LA EE SN BRI T B8 R A K SO LUN A SCRR IR A 7 i 1 E X
* GUI SCARE R
* FIbRAIE 5
o A
o CRECrE
o 1 SCERRE P R fit
o AHUAL 2R R 4

A G X ez A iy 1 E LIRS B, 162 H 2 X Cisco Secure Clients
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XHRER

bty |

FEF “HSISCAEXS B A “ GBSO ERT R RHEHE AT LG MG 45 S 5o SCH I SRR i B
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