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DNS over UDP UDP/53 Jon HHlad WINS SE T 2 FR AT 1) NAT 3 |17
Fro
ESMTP TCP/25 & NAT64. e
FTP TCP/21 (EERE) TGRS PAT. &
H.323 H.225 (Bpnyfs | TCP/1720 (EEBE) LS PAT. it
) UDP/1718 Jo4JiE PAT.
H.323 RAS X RAS, UK & NAT64.
UDP/1718-1719
ICMP ICMP BT Bl i
ICMP 455 CAANZIRS € ) 2] 5
B O ICMP i B AT
K.
IP & I7 RSVP TG NAT64. 5
NetBIOS Name Server | UDP/137. 138 (VA& | 4 i PAT. w
over IP D) F NAT64.
RSH TCP/514 75 PAT. T
7 NAT64
(BEHE) oA PAT.
RTSP TCP/554 T4 JiE PAT. P
OM-T- HTTP B0 AT | I NAT64.
fERTAEAE. B TS PAT.
SIP TCP/5060 T JiE PAT. 2
UDP/5060 JC NAT64 5, NAT46.,
(EEHE) o4 PAT,
Skinny (SCCP) TCP/2000 T4 Ji& PAT. P
JC NAT64. NAT46 5 NAT66.
(BEHE) oA PAT.
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Kz F MBMEI RS, KO | NAT BRI BT/
SQL*Net TCP/1521 TV & PAT. &
(A1, 2) T NAT64,
(EEHE) JCif s PAT.
Sun RPC TCP/111 Jid & PAT. &
UDP/111 . NAT64.
TFTP UDP/69 75 NAT64. &
(EEHE) i PAT.
AN B TP HdL
XDMCP UDP/177 T JE PAT. &
7 NAT64.,
(EERE) TG4 PAT.

FODN H #r/EMN

fn] LA 52 4B 2 1844 (FQDN) W 48 X6 G i A A TP Huhil £ T2l NAT RO ¥ e 4 (W) H

M. Bltn, #a] LT R1E www.example.com Web R 5525 (13 & 61 & ) .

{fi /] FQDN B}, ZRZH TR M HubESREC DNS fi# i 90’5 NAT FUU). @il A i 24~ DNS Jlk %54+
A, WRGE A EAR I, JFAE I B AR MY 413 sk itk . an S A DNS w458 3R E 2 A

hb, A Rt e DU 44

 WUERBAHIE S HRE B DAL T AR 3 b, AR it o G SRR U 2 T AR R 7199 L
DA P [ P 25—k

o LRI USRS I TP 2B A AZRIUIE . i, dn S s s L TPve, ) FQDN
G IR 2 TPv6 1E R Mtk an A4 5 (358 TPv4, U FQDN X% ] LR 5 1Pv4 8§
IPv4 I IPv6., fEIXFIEAL T, Wik$e 1Pv4 Huhlk.

ANBELE ] T T3 NAT H M 2840 40,75 FQDN %% 78 NAT 1, A5 b8 ) FQDN %%,
9 R A H B ENLAIEH T 5528 NAT B,

W12k FQDN oyt A 1P Huhik,  WIAEZRAT DNS fif#r 2 Bz U ASEAE A -

NAT g9 E ftb 4 |

* NAT BRUAGE T Tl ve e i, AEH T s ORI (4 RADIUS SHBEIE) o

o SFTAEA OBR LR A B A 1, PR TR B G DI 9n S NAT $UU . 4 J032: MR ke 4% 10 (BVI)
A5 %5 NAT H.

| R
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nat gy ]

o TEANAE Ak TR VPN AR T I R A RR G B2 11 (VTT) 45 NAT SR . hy VTI 952 11 4 5 A )
AL NAT T VPN BgiE . 32455 N T VTL il ol BEE A4 VPN IR & 1 NAT S,
TS AT 7 VN1, MR REWIRTE 2 1 4 0K .

o (IUBET H3INAT. ) AU A Z @0 552 RAS NAT B, an S A SRl E 24
NAT BRI, 0055 2 G il o AN 7] 44 B4 2 [/ — 1P HbhE 2 A5 4.

o WSAERE g LT VPN, R0 F NG ESP i A2 NAT SN R . RSN i gt
SLIF VPN BEIE ESP yiite, 1 &7 S IUAT B E A A Gt & . SERRHE T ESP A UDP ity 11
500 F1 4500,

o G0 RAE R Bh A PAT W44 2 5 HOSEw & b e Xk /58] VPN, DU UDP %t 1 500 F1 4500 A2 5K
B FH Pty 1, AZ00 M PAT ¢ 2% e MR 28 R IE R o WY 5 JCiE RS 2 A 5B (SA), IR AN
ST IE A PRt 1

o WIS OE NAT BUE, JF H AR A #6305 PR BT NAT BCE, W] DLE B4 CLI
{fH] clear xlate fiv & F BRI . SR, 7 BR300 55 W A R A6 30 ) 2 mo BT i %

I SR T IAT &R (1 VPN BEIED 8 NAT AU, 52448 1] clear conn Sk#% 11
k. e, SR IEDR N IER AT 5 NAT MU, SN IR EE1T NAT.

N

AR R MBREhAS NAT 5 PAT R, AR5 A8 H 55 OO R0 0] rb b B o 5 pr ke
SRR DERRI, R GERGAME AR, 25 OO RN DGR 1 B
HiERHN, B clear xlate B clear conn iy AKX S IERAE . I
AP AR A [ R MBI A 0 S 2 L.

o AR AL E IPv4 AT IPve sl A0 4L, W R AU BB — AR gL

* NAT "I R g0 S A RE L &l 131838 AN 1P s, Joig it it jt Ba s & A ik sl v
(RN S S SR 21| e T o SR N 3 (A P SRS NP RS R L P W

o (PR T30 NAT. ) 76 NAT M4 any 1R PRAERE,  “AT40” 3R (IPv4 5 IPv6)
B8 SCB e T . R AT HdE 0k IPv6 & 1Pv6 B IPv4 % IPv4, Firewall Threat Defense A4 fEX}
P AIAT NAT; 5B bai$e 45, Firewall Threat Defense HJ i & NAT L 1) any HIE .
B, WERECE A AT B IPve kS5, HaZiRk5s 48 OO 1Pv4 Hohkmisgt, ) fE{afis
ATATIPvO Lt ” o WIRACE N “ATAT” B “ATA]” RN, F EE IR 2242 11 IPv4 i,
MRS “ATAT IPv4 JiiE” , OB 4 Dbk ks H bRt 2 TPv4.

* ATLAFEZ 2 NAT RO rb A H () — i 0 5 L
o SR TP bkt AN BEAD 45«

o WREFEE T TP bk AR E “ATR” B, ERIEPTA R D P ikl T
FPAT (AUl e i DA BRI AN e 4% ik

o WEERAE R O IP Hudt,
o GBI, ) TP Hbubilk.
o (A NAT. ) JBH VPN B A3 0 1P #udik.
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WERAETR S BN AS NAT RSP ES k. #lan, FHESIE, E PPTP K4iBhZEE
PEASTT ARSI xlate, F oV PPTP i,

JCIFAE NAT B 5k AE A2 V7 1) VPN it o A =S

WURAERN 4R & H bR, s AR D0, AR TERR R rh A ks o 2, %)
T-E 03 NAT, ST Ok BcsOh AT % 2 4

N T3 H: NFS k454511 Sun RPC s PAT, 1571 R, fEilid PAT 77 U4 46 i) i 1
KT 1024 I, NFS RS 88 0l e iE 463542 . NFS RS 2s i BRABC B AR 4k i 15 kT
1024 Fi%EH: . FERIEH N “BURBIE” o WA IERRE OR 5 i 11 (1-1023) BLHELE PAT Jth (1) i
FIYS R IR0, RS Ss Weit r T 1024 3 o 488 ] LUE LK NFS IR 45 S e & 5 Hoh feir
JITA Sty 11 SR A L ) 7L

NAT fU&E M T EERE . RGBT EAIEIT NAT,
AN RS /NG A RERAE R 2 5k i 4 4650 B4 pat-pool

BRI Z I 1, FTREANE M BT Ui i, SIP R T B3R 25 LA ] NAT
Fetfe STP 1k, (MK R BN By, WA B AR L o

ABEAE PN TR HR (PIM) &5 47 2 1 A 8 28 B A6 ] NAT.

(T3 NAT) Jy XL ISP #2 LB (1T i b E 5 A9 55 2800 B3 F) 4% ORI IR D 'S
NAT BRI, E2AE N SRR H bR o i OR T2 1 EUAE 36 F 2 IR 2 i 3X e vF
BEAEAE L ISP ANAT IR AR 4 117 it AR AP IE AR 1 NAT H K5 . AR HARY 5, NAT
FENPRE AR 2 FAB RN F 4 1

T AW AN N 5 A2 1 2 SR NAT AU DG C )97 2 1) ASP drop reason nat-no-xlate-to-pat-pool,
A SR R NAT AU, DS R ] DA e et i

WAy GRE FEIE 2 mBe & NAT, WAL 20 AT OREFIESR, MR GIR L pEIE . 2
S DRAFFIE R AL 3 S dfi st it

DHCP A1 BOOTP JL =23 1 UDP/67-68. H T BOOTP BL&tid i, and[AIZ1T DHCP, A4 bootps
5t 11 4 5 NAT BRI AT B8 2> 5 38500 120 Be ). 335 2% RS Fl DHCP 4k K AL 40 B 2 8] ) DHCP
K.

(Cisco Secure Firewall 200) 4156 PAT &5 SIP 231l &, Ok % 6 A 16T SIP &4z,
K STP 17 8 I IR R 447 8 BB AIG 1 2o X AT LA 5 SIP 23 T DG IR G 45 0 K6 25 PR AL A7 1)
)R 1P e SR (1 B B LR b P R I

B EAGOUT, S HH (xlate) IR IEHAR (IRSSas 250 i) Al REAEERE SH0F TP e % B
Wio M%7 I CORPNER, R S585 AEERE O T 5 xlate 7 B (R R8T 18] B N A A A0 I 2> i 5
00, JEH N AT 8 TCP i B . B AAEMBRERL 5 A BBk xlate, # xlate 5174E
I 1 55 s Bt L nT RERUIE . 7 ARIRBIATRBOE LA H B R A UL I 14 D i) 2 5 S S U o
PR R AT

| R
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Y. Lax Y Pan

EIE NAT 3B
[ 265 s B4 (NAT) 22845 N EE G TP HBhERe e 44 B e b i So At Bk . NAT ) 222D g
LML TP 2T LSRR o NAT I T 1P sl e i) 1P Mk, OKf py e 19 4

)8 P 4% DA T 23 ELICIY LA A it o NAT S0 e b AT s (HRR ) xlate)
LICRF R 352 [0 908 1) 1) T A e e = LS

UK

LI EPREE > MG KRS > NAT .
S 2 I NAT SHI% .

Qg - N FTEREREE 1M, . IS PU0IE NAT s, 5517 i,

o S - R R S A EH (. RGCEHR R RIS IR AR . %EIA,
G AT S IR B, (EANAL 3 % AT

<R - 3RS (B DURBURIG . RGNS PDF 3R, I IE . %%
Bt U LA 26k A 42

o G - BRI IS SN AR (2). WS IE T TR NAT , 4 18 T

o DR - RN I S S5 MR (), ARJE AR . RGN R AR, a5 AN
A AT HCA ) 4 SEE A A7 1

iR

e NAT S 58 U B )a, s ANBE M B IR . A, W R EMBRAT B EC il
(¥) NAT LI, D)6 00358 3B AN AL AT RN 1) NAT S AR b — UGS TATA H AR ik
s, BIAEIZ SRS St . 58 MMBRIZ S, W2 H AR & H A SR -

€I/ NAT RES

QIHUHT A NAT SIS I, 02/ 0 AR A — AN — 24K . AR AE 3 SRR I R P AN 7 831 S
HAR, (HDAPATIZA D IR A RERRE AN o N REREAN AT LN 1 NAT S I ] TR G ded, R4
SRR PTAT NAT B

UK

PR LR > KM > NAT .
FE2 N FRAIR RG HREE, .
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B == narsseis

$IB 3 /ERFR (Name) 4 A ME— (1 4 5K .
$I2 4 K NiHEE (Description) (AJE)
WIS IEPEERE RIS I WA

* MR A% & (Available Devices) FllK FIEFE— N &, AR5 iR INEI 5K E% (Add to Policy).
* Sl AT % % (Available Devices) 5135 1 1) % -4 JLH A% 31| ik 1% % (Selected Devices) 5113 .
o Sk ssi g MR (D), METIEIR & (Selected Devices) 413 IR B 4 .

FE6 LR TF.

Bc & NAT RE& B iR

ollfea ek S IR ht INAR R I a7 & SIS S I Dt & o N DEE R O P
R AN B ik ve & 514K

UK

LB EFREE > MEEKES > NAT .
FIE2 B MU NAT 5085530 1 4Rig (&) «
W BRI E (), WM E S T, B R 15 e AR .
$IB3 LRIES L.
LB 4 PATLL T B

o BB ) PV B A 2H A LS S, AR AT AR & (Available Devices) %14 Hok Hk
o, SR R IR S5 (Add toPolicy). i ) LLEEATHE

o PR VA AIC, 3 S BT & (Selected Devices) 412 I 4%« ) FH 0 B #4541 5514
(s R ().

FES fULTE.

== =] 3 S_/
M & T B PR B9 NAT
W g bk e n] BE AR 4. FRAT TSR U S L AT BEAR Ay B, DUIEE G 0 AL 4t () REURT M LA BEA T i
P HERR TS L. {F 52l NAT Z BiAFaH R, XIEa B, DU N UL T3k EAS 7.
NAT Simg Ay L= mg . RO SR g Y A 250 NAT 1% % o

SRS 25 78 MU 71736 T 20 BC PR 06 R RE U A P e D 0 5 (e DXl 2D SRAfE
R N SRR 10— D E MR H, R 2. Bk, Sl i B O %,

| R
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raEmFammmNaT [l

ST DURC N TR AN I Sems A IR e AR 3G T AR 3 O B U2 838 2 e
[ERs S

A SRR A1 1 SR T SO ANE F T DLURATIZ AR 3% H RS O NAT SR ROSR,  SHEms 20 ii%
BIARIC A “CMER” o 75 NAT S s R 2 A 3 MRS IR 12 11

D AR A% A A AN R RO, DT UG 22> NAT 55

TR LR > ML > NAT .
* nUTT T SRR (New Policy) LLEIHEHI M . hsms a4, Bif b MM, AR5 stk E.
r] DAFE LG e & e, il g Sk o it SR A& 42 B (Policy Assignments).
* sl AR (&) AR ILAT UV B 1 NAT 580 .
WA R E (D), WISRBECE JE T e, BOE B8 SO B AR .

PR 2 Yo (T E LR R o

LA SN NAT. 304 PAT. 4 NAT F15 4 NAT B A MEiA, 1ES 00 NAT KA, 2
2 ﬁo

IR 3 P ORISR D S -3 B H 3l NAT kSt
A X FP S EE I ELEse, 1E S0 H 3 NAT FIF-3) NAT , 25 5 Ui,
IR 4 Yo MRS R A ZARE B 45k B 2 Yo

HI T 0T LU NAT 5 /Mo gs 2 5 80k, IR DR 2 & et ERCE A, H2, BrTaea
A7 Le R B B NAT AN AR LI, B Lol T AR M.

AR PO ZORPE I N AR LE e 26 ERCE RN ARJ5, FERIZERT R FAE AN G o A 5 R i
ALtk .

ARVEANME R, WS A 210t HE U NAT U0, 28 20 1L,
IR S G LTS rh Ul B A g R .
* B NAT , 24 11
* BIA PAT , 3529 11
s A NAT, 5539 1T

o« G4y NAT, 547 10

SIB6 S H NAT SEWE AL .
a5 APRAT DL S5 R 2 Sams Sz SLRE)
o WY SRS A AR EC I, IEAE IR Boh i, NSO, RSB A .

| EESHE o |
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o LEAMLEOOE ] THEE B N, 3 st &I (Filter by Device) JFLL £ (130 %
BAR BN B A T A HE LN R R IZ B e 1, RS T ikt .

o TEEE RGP AT B S, 1 A BARE S (ShowWarnings), , SAJEIEFHZ & (Device).
e FVER AR I H S R B AR AN R 5 T B BELAS SRS S0 TG

L SCRIE T BC B %, 18 s SR 9 e (Policy Assignments) -4 I R4 75 2208 0T i 1%
wHI .

S OIS Jo AR, WA A B Rl . State iy & I8 FE T il (L30T, w LAETIN
S0 2 RO i AN P X8 7 FR A M R AN ) o

o SR, 5 RN e

o SIS %58 ().

o SERBR AL, % TR MR ().

o SEH KO SRR, T ST T (Rows Per Page) Fidi.

© BEFEZ ARG S ZE R, 35 Rl ) SR HE sbR U 1 R HE, SRS AR TR
(=

FET R E.
SIS, 50T LU 23R8 > BRE B R SR B8 2T o B B e o AEIRE e I, A AR

AE A E BTN NAT

HIF NAT S O, T RURE S5 € SR M o gn 2 A et (HIE IR HT AN E R L E 1 A
ZNAT BN DAL, R AR I T e R 52 B0 48 3 B C B AN R (e 4, U A TR %
IS Cz A XIERER 4D FoE SRS I 19 28 0] 78 15

F 06 Ay 52 AE MRS 6 L TRC B U o V) 4% 6 5 7 5 0 52 2 5 4% R R 2 A FH IR 6 TP Mk
AN
* FTD-A Ml FTD-B H A R340 “inside” I LM 2% 192.168.1.0/24 .

* 7E FTD-A I, %% “outside” #1IN, EEDRGHTA 192.168.1.0/24 Hihk¥4## 4 10.100.10.10 -
10.100.10.200 Y& HE P9 A — NAT #8.

* 7/E FTD-B I, %% “outside” # LN, EEEHTH 192.168.1.0/24 Huhl #4375 10.200.10.10 -
10.200.10.200 Y& H P9 A — NAT #8.,

TSI FARALE, BT O N ERE . BRGNS H T 8h A B3l NAT, {H4& W n] DUR G 7 74
IR A NAT ).

| R
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nerggazxnaran [

SRR DY EBASMRRE 1 B A 2 4 X

Nil

B

a) EPEITER.

b) MHRTIEFIEOI K (Interface Objects) Jf miiiifvin (Add) > & X5 (Security Zone). (%
A LA Bz LA AN J& X3, D

o) L NI I R

* AFR (Name) - AL FR, U0, inside-zone.
« 3 (Type) - M ik A AL PEESH (Routed), hi& I EFE 32 #8 (Switched).
* Fri%$EO (Selected Interfaces) - K FTD-A/W #5F1 FTD-B/ A #5482 18 N2 T i 51 4 o
d) mdifRTE.
e) fidiAdd RN > RL X (Security Zone) 5 XA X 8 & 1.
* &R (Name) - I N4 FK, %11, outside-zone.

* HEO%A (Interface Type) - b LK B4 3E B (Routed), if IR #3245
(Switched).

* FTi%$ED (Selected Interfaces) - ¥ FTD-A/4M AT FTD-B/4h iz LI In 21 ik 51 2 .

f) mdifRE.

1E “X G (Object Management) UUIHT 2k JEUAf P4 8 19 28 1) 8 19X 488 0F 52 o
a) MHETIEFEM L% (Network) Jf sy RN/ 2% (Add Network) > iR In%t & (Add Object).
b) L HE PR L R .

* ZFR (Name) - S ANZFK, 40, indde-network.
« W4 (Network) - S A BIgguht, #lin, 192.168.1.0/24.

¢) MiifRTF.
TR NAT s 6] 2 190 28 08 5 0 € 7 i
a) AR (Add Network) > JRAn%t £ (Add Object).
b) h FTD-A fi & NAT jth @ 4.
* ZFR (Name) - fIALFK, W, NAT-pool.

* P4& (Network) - i N 226 5 7F FTD-A i HH [ty [, 5040, 10.100.10.10-10.100.10.200,
c) EHRFEZE (Allow Overrides).
d) riii% 2% (Overrides) bRl AT IFX S 6 51 & o

e) MiiAIN (Add) LAFTIF “Us X %7 157 (Add Object Override) XJ 154
f) i&+E FTD-B FIERAD (Add) LLRF S N3 “Prik 45" (Selected Devices) #1155 .
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B ez NaT

g) MiidiE (Override) J¥ M4 (Network) 5 24 10.200.10.10-10.200.10.200
h) AN (Add) DK S8 N2 %45

M5 CFTD-B M8 i, &4 RYU(E FTD-B LR E OO SN, A T2 o (BT AN 2 SR b B
5E SCIMH .

) MERE
WIE 4 FL'E NAT JU,
a) EFE KRG > MLEREL > NAT FHAUZ 54w % Firewall Threat Defense NAT ZRHK o
b) s AnAR .
c) Mo LT EN:

« NAT #7 (NAT Rule) = 2 NAT #.
* KA (Type)= 35,
d) 7E#EOXF KR (Interface Objects) [Ad & LA Nk
« JREO RS (Source Interface Objects) = X 15
« BHR#EOXM KR (Destination I nterface Objects) = #M X 1 .
pEb
U G TP AR L8 5 £ BRCE . B T 7E A o X 675 FTD-A #l FTD-B (14
F, PRUGERAE NAT SR8 Foas HoAth oot , Rt R A0 28 B0 PN 5 150 4% o
e) {r&E#r (Trandation) bfCE LA T LI
« JR44iE (Original Source) = P & 2% %1 %
- $E3 [ B3R (Trandated Source) > i3k (Address) = NAT st % .

) AdfRE.
TEBLAEAT— 4% FTD-A A1 FTD-B AT AR AR, D BEASBI7 I Ry (K P 78 190 2% B2 AL e —
.

AT IE NAT R0 5=

T AR AL g8 NAT B, DA Bh A Ak o 28 Sl (R0 o L8R, DU s DTS
Mo TR, RIS SR SO 1y 248, (RS EAN 2 5 s o R 0 g s 0 £ 5 R AR R T
BEBR AL I ) (07 75 o ek P P ST AR B A A, DTS I R 30 S S MR prg R

G NAT HEIS IR, w] LME R 07 )7 BOAT AR KB A% R/ Dk -

* JRIG & IDIE (Filter by Device) - fith 2% &2 (Filter by Device), R )ik LA A LRI &
%, RJE A R (OK) o MU 7538 H T e A B T U e O BR o 2 SR 52 11 sk B A

| R
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3

s, zasmgsran [

P FE LA X EEE 4, W B 20— AR O T X A I, 2R B T
B AR NAT BUIE F - TARfT 5 VR H AR 1, e d& T A e

IR PAT IR B SR AR, WA R R T ik e

SR I ks, 3 S TR &S IE (Filter by Device) JHBUNER 4, sikE£ER (All), &
Ja i E (OK).

IR Z -7 RS e, BENTFRF R, X544 Enter 8o %A B S RN i A (B
THEE . B, Wis N “network-object-17 (LG RINAFR) , MISSRIGFAEYR . HARFI PAT
b P A A2 B )

XTI Ry U 52, %A Rk s SR AT N B B N A AT LA . 9T, an R PAT
X% AL$E 10.100.10.3-10.100.10.100 Y5, WJAE 10.100.10.3 5% 10.100.10.100 (553743 10.100.10)
AR ZR A FE A % PAT XS R . {H2, VUBCAZ0REf: 75 10.100.10.5 F 24 A VLR
I PAT Mt %, B TP ik 42 6t 5 1P Huhik-Ya I A .

LML g S, 0 A I DRSS AEAT I X

B R-WORG P AR RT L, ATV RECE 2 M. sidndiEss (Filter)
HELLF T IR PEpI3, AR e F sl N B R IR M 745 oh . SR i g s 1l XL jm bk
5545 NAT BN lC B e PEAT R et CREfT AND Ja 8%, Db vk (0 45 R A 2 S 4 IC
B BTAT J@ P DL G AR o

o NP TR R, FIARNPIRGS S RAERD) « BEERE T PAT # Ua F/ZER)D o M

F77 1) Cani/bl) BEFRIZEH (FA/EhA) , RfFkrh s ok P AN (B IR HE . an SRR
FUM B AR, VI TP IX AN SR AE . Qi SR 3 X AN, AT AT ) 5 3ol v s T
fic..

TR, AL IZETEARSC I S BB AT R o IR LR 2 A DR T 4
190 208 ok G iy IO B RN R A4 TR Bt AT LU o 46 s L6 R P, DL E 777 5 7 .3
AHLZRANA

TR RS, TE A “adyEss” (Filter) HEAMIAT x , sy “duEss” (Filter) HELAST T F s
Y, ARG i R

BR. ZRASMmERZ AN

EFE R

STUL JA A ] T2 NAT JU, sl I ERAT T NAT B Gt nl DL AN, R

OAERN BN i+ 8 AR DOE ]+ F 3 NAT,  WEREGESE TR AU, 206t
47E1\ﬂﬂﬂ[5%

TR AR SR, 28 Ca FH sEE T I ANEZE . B, A R A AR
S IZ AN R £ 5 PR -

B > P L% RIS > NAT ,  Jf-4i SE UM B 1 NAT S .

meiities i
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. 75 NAT

P2 (k. D il NAT B, DU R3S S el .
U SRAEAT KB NAT Sems, b pEFE A o i, fsmT L% ER COARHT 0 R0 DA 25 4k 15 205
s

PRI GEPEE R
o SIS  BSLIEHE,  DUEE SRS (ERIBUMESRE) SR
o i SR A, DUSEE 24 F s v ) P R
LERUUN, IR IERE S BOR T o (HSERR b, BelF SR AR B R — DU A0S SO b PR AL P T 4
FRA PATI T EAE . RS T 2N, RESEOREHARE.
TR, B T T I A B SR AT
s LR HPA RN, 5 a2 R1E (Select Bulk Action) > 5 (Enable).
SERIAT RN, 3 sl #R S E4R4E (Select Bulk Action) > 22 F (Disable).
TIBR BT A7 R0, 7 A #3238 4E (Select Bulk Action) > B (Delete).

R RE

3

N7 NAT

PUF F A A 5h A NAT DA AN iic & 524 NAT.

X Fzh7s NAT
A NAT B — A LB bk 20 86 ok — AN T AE B s B2 b 8 i e s okt o e s vab il s 4, 5 20 152
B b2 (ol . TR ALV ) B s ER I, NAT 23 MBSl A 1% B0 Bo IP Huhk . Y
LES2BF LU B I QU e e . BB UAE T B 2, T LS BRI S, 48 5 P R ) —
PHubE. BRIOE, FARI%S F P AR RS I A F 22 NAT B9 ENL R AR AT S b, By i) L Ao 7%
.

\}

AR RSO, G SRYT IR RN SO VFEE R R AL, R BN DU IR ME R . R s kAN TR,
P ENLRERR A AT RE AR Ao AR, FEXFPNEOLT, l DUREEDT ) U K 2 4x bk o S FE ENL IR A
DGR B EE R S R I 2%

R R IR BN A NAT &5t. kR EALAT LLEIE NAT 22, SCVRiR A mi i .

| R |
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[ 5 57 NAT

Security
Aplianc

10.1.1.1 |

g nat iz st [

209.165.201.1

>

10.1.1.2

209.165.201.2
>

Inside / Outside

FEER G RE EAL U B bk 3 . b TR R T Dk, SR

Al

[E] 6: ST F2 3 A S5 [0 AR ik 2 4

Web Server

www.example.com

73S NAT IR B 5N

A NAT A LU N A

209.165.201.10

\/

o DRI R kT SEBR A, O HLA R R R T, bk RE R TR

IR R AEIXFE DL, 5 PAT 5% PAT [AliE J5ik, BRI PAT n] DA A SA— ik iy 42
HEHE T 64,000 Vi,

o ANGAH WSt b RO T i ik, i L AT RV KR (R T s ey kT

A NAT S AE T, FAetp iR PAT. PAT ANiEH T LA R I
o WA R 0 TP PR, B GRE 0 flA.
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o« JEEZPARNT, eATHE AN EATEAR S, A2y D Bk, JF HAGE ISR
1.

B & 7S B30 NAT
2045 31 NAT HUIS Mkl #45 H v 26 A7 B0 2% o 2 ph 0 E0Al TP Ml

FHI6 Z Al
HEPEXT ST QIR b T f M o0 Gl i, Rm] DAE 2 SUNAT BRI G o X R 20
i A2 DA 23K

* RiaHAE - AR UL RS GiAR4D T H e DOE AL JER TR

o IR RNIR - PRI AT DU N R A, HANBEE S T ASBEIA] IR TPv4 A1 TPv6
hE, B R AR A PSR A b o AN A RSSO LR ML TP Mk, DTS DK Tl A
NAT, EHLIP Huhbls 1A PAT [FHE . WX SAE &N EPUHBAE,  WPKEZ bt T PAT.

UK

W LR KRG > MLEREL > NAT JH-04d 8i4u i Firewall Threat Defense NAT % .
PIB2 PATLL FEAEZ —

o SR (Add Rule) #8 LAG L H R0 o
o RUi4REE () UG R RN .

A R R AT T B S ORI A AR R0 )3 T
IR 3 E I A ) 1
* NAT ) - EH B 30 NAT #0 .
o BA RS,
$IB 4 FHEEOM % (Interface Objects) it & LA %55 :
CEREONS. BRREONSR - (M4 D 0IE. ) FH U350 NAT BN B 4% 10
NS CRAREE D o RS SERRE NS, R iz AN RS . B
FRot B RO 0 5, I i TR d . BRUIEOUT, R0 8 Bk X A 20
REOZ AN AL (ERD
PS4 E MR FACE LR IR
o JRIRIR - S S B Rk ) X 28 06 5
o FEIR IR BOIR - B WIS bRl (1) D 25 ) G k4
$IE6 (k. ) 7B (Advanced) b 1EFE 7 L1 -

o BEHR 5 AN PCEL A DNS Bl & - & /5464 DNS N fr) 1P Hidik o - MOS8 D45 5y 320 52 f
BE1(F) DNS [A]5, #ililk (IPv4 A 5% IPv6 AAAA) 0352 NI 5 ) SZhrfl. xR, X T

| R
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mExsFHNAT [

M SE Rz 1 A3 B Wb L DNS R, %00 s 4 I SEBR B 55 N Wi . IRk TR 15 e 1
W, W NAT64/46 #:4 (JLrh ESHSTE A Fl AAAA 1052 ) ol I E I, 7%
PEANME B, EZ UM H NAT ®'5 DNS A AN , 55 103 7.
« BREEEIEDO PAT (BARZEDD - SO0 R bk f5, & A5k HAREE 11 1P Mok R %t
Jiik (B0 PAT R o ARSI FRASE RIMRAL A B2 1 H iz s, ek I T . B4 A
B 1Pv6 Hihk, 5520 1Pv6 LI .

* IPV6 - & 15 1 PAT ] H ftidz 1111 1Pve Mk,

TR s REFELS I .
SR8 riih “NAT” Ui LR AORAE 2

EEEZJ} n_,\%af‘j:l NAT

21 A 3 NAT Afgi 2 7RI, T T30 NAT JUU. fian, wREEERE H bt T A
(KrFe . Bhas NAT 245t ke e nTAE H AR 928 4 i (1 3l TP ik

FHIa Z Al

e PEXT ST QIR b T s (I o0 ol . ZHANRE I A0 5% TPv4 Rl IPve Mithl; Mgt & —Fhk
B B, BT LAZEE CNAT B G 5 o 0 SRl ah 200 A2 LA 25K

* JR371R (Original Source) - Mk 1 n] L& Mg a4l i H'e vl DA & 0L s M.
AL AT SR AR R, T AR D AR MU R i 2 AR 1A (Any).

o IR AR - PLE T AT DU N R A, HANBERL S AE T i AN A [ B, Y LA
EHLIP Huklk, WSEEYSH T3h4 NAT, EHL 1P Hulik FH4E PAT [FEE . W 40w & —A &
HiHbsk, WPEZthk H T PAT.

AR S AN O JRYE B AR M SR B B AR BOE A, W] LUK S bk G R 44 0] 5 5
4.

XFTEA NAT, B w] LU HARRAT s LU . AEXTGAE g b, WO T ] T JR 46 B #Rim DA
Heit e B BRI O 0 LW 5. R GURE RN TR E (Y5 1

TP REE > LR ISREE > NAT Jf61d migm % Firewall Threat Defense NAT Sl .
PATLLFEAEZ —

o BRI (Add Rule) 4240 LLEI LB R0 o
o filidREE (O)Agm iR B B

A R BAT T BTU). L R e AR U ) T
P B R AN D S
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* NAT #L - & FEF 51 NAT HL0.
o RE AR XTSI T UL . A H AR SR, MR A
B - RS TIESRG . TS M “HUN” (Rules) T L f A7 8 5 S 0038

T B A A R o
< FEN - ESIBUNA A E . T RLRE A (FE 3 NAT B2 sz 5D sl e Al i)
FIrE Uy

$BA4  {EEOXSK (Interface Objects) it & LA N 25 -
CREOMSR. BREOMNR - (AR O QNET. > FHTUR50 NAT BN H % 0
NS CRAEREEE D o BRSSO S, REld AN EE. B
PR U R 5, TR R LR TR A . BRIME DL T, I N T R 4
RO ZAMN AR (ERD .

PIRS  (EFERIUn b D #E AR bl (IPv4 B IPve ik o Ban, R TE bR A ECE b ) B

At .
WZH N, TR AR S e 5 A AL R )
Source Destination

s

-_./_'/

i ey
(outside) ]

. =

Real: 10.1.2.2 Real: 192.168.1
Mapped: 192.168.2.2 Mapped: 10.1.1

10.1.2.2 -->10.1.1.1 > 192.168.2.2 ---> 192.168.1.1
Original Packet Translated Packet

o [RIGUR - L5 L i) iy Bk ey ) 2 0] S B

« R BRR- (TiE. ) 8 HIHPRHEER S Rl A A, e B i H bR
FRF N Y kA 4. an B R H AR H 09sthhl, 7] DA Z b B A e 55 oy A R
Gy NAT Tzl

Al LLEFEIREIE O 1P (Source Interface | P) LA s H 26 TURE: T CRREN “4TR” [Any]) o
WERE R LRI, WAL R — A T4 5 10 B I H AR S 200 H ¥ H prh bk S5 o 1
R P ER A NAT, IEEBRIEI, FF24 B 0 H br O 28 B0E  0u D0 4.

=1
i

SIE6  E ORIl (IPv4 B IPve HuhE)  Filan, S st HERE: L Mg b g il . B
THEE, A[{E IPv4 5 IPv6 Z [ HfT 44,
o SRR S HIR - BT WS H R (1) 19 2 6 G Bl
 BEMMERBRR- (k. ) WSS P H bRk 285 G ek gl . iR o REE
BARERE T %%, )] DUE R REBA R 0 56 2 NAT (EIEH4#0) .
CAI3E. O e T IR ) Hbr im0 . R Birig 0. EikEEirEO.

Bl NAT A SCRE o LA, DR, 1K R iR IR s O M B 38R O B OR B . AR, il T Hix
FARIR A NS, DRy b 1 PRAT S 11 e o

N
S
~

| R
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NAT Y3 HF TCP 8% UDP. F&4uiy 1T, 1A O S B R AR 25 6 S FR (R B iSCAR TR] CTR)oA) TCP B[]
J3UDP) o XTG4y NAT, K AH [R] I 25 X6E % 5] ik FH T S B e S ity 11

HIR8 (WL, ) ES (Advanced) LEFEIT LI

o (MUGEM TS, ) BiRS AN LA R DNS B E - 254 DNS N IP bk, %1
MBS B2 IG5 51 52 br 2 1K) DNS 1152, Hihl (IPv4 A 5% IPv6 AAAA) 0 NLHE 'S
HSEBRE. A, ST SERRE DR R RIS 1 O I DNS (16, 120 S 4 MBI B fE 25 Dk S
@ IR T FHE e SO0, A NAT64/46 Hiffe (P ESGH A A Al AAAA idK 2 A4

PP MR, ARG R, WS NAT 55 DNS A i FmgRN , 25 103 i,
EJEE?EIH;ED PAT (BFfREDD - MOl HAb M bl 5, 2758 H AR 0 1) 1P Huhb A &40
Jrik (8210 PAT [FHED o UM IERASE MATFALR 2 1 H bz O, PRIETCA nT . 2
B 1Pv6 Mk, 551 A3 1Pv6 LT .

* IPV6 - & 15 08 0 PAT A H ) O 1) 1Pv6 Mtk .

FER RlREFELLS I .
PER0 midly “NAT” U LR A LLORAF S 5

sh7s PAT
LR E A A 8h 4 PAT.
*F 7S PAT

AL S o b bk R e 80 g WS S BN — 3 11, BhAS PAT W) LUK 22 A SE Rt bk B 48y B — ik
LI [

RN AR 5 B A e 208, RO AN IE R Y5ty VAR AN R 91, 10.1.1.1:1025 FFER A
10.1.1.1:1026 [F) B 1 5 0

BN IR B A PAT Wdt. KBS BHLAT LA NAT 22, SRVFIR [P . Rt
HEXS AR F AR A AN RN, H 1 5 2288 0 B o
& 7: 375 PAT

)

Security
Appliance /
10.1.1.1:1025 - 209.165.201.1:2020 >
10.1.1.1:1026 s 209.165.201.1:2021
'
10.1.1.2:1025 Z 209.165.201.1:2022

Inside /Outside

TR R SN AL, A R U FeVE,  HAR R 2% E R R LT DUOAGE e e Ja EALI IS . P
i FVHHE CSEBRATRES ) ANRI R, By DLBERZ EHUREEA fTRE R A AR, AEIXRMESLT, W]
LUK EE S ) A 1 2 4 o

| meiities i
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1Ei%E

\}

Mt |

B e, s S ks i 30

iR

7S PAT HIMLER S

SRR LA AN PAT o AR 2% AT ] s, JCHORAIT “ARA” S, 1%k
PERHAEIL,  FLBAT di 1 AT T8 R e e

Tt Zh A PAT, A DT F—mespt bk, A fRA7 o] 2% ph ik . £ %2 0] DK Firewall Threat Defense
FL10 1P Huhik FIF PAT Hbbik,

PEAE— AN WMFAL 8 1 2 (R T R, ANREXE 2025 PAT F-T- IPv6 (NAT66). IR AT H T 4%
AN R AR 5 B — AN D R AR AL 5, 33— b v el 322 A1 O

A PAT ANIEF TR HER R R T2 AR ) 2 SR N . F PG, 15 S BRI 21 i) 5
WP NAT HF, 212 0.

N PAT I8 7] LLENZE KR B n ok B 8 — TP Hbhkfi&ER:, IRSS25 0] BE5 IR AR A DoS Hili.
T AR — PAT Huhilits, {8 FH PAT sl 149 e Sk i He HE LI s o0

PAT ;jth X 52 A4E N

2404 PAT 1 G P20 N, RIS LUR HEI

xF PAT ith
* ity 1 2e WS 21) 1024 21 65535 Y0 [l A O mI AT 11 o fmT IO R0 &5 R B A3 11, B 1024 LU Y

S 11, DAAELE A g 1 B AT T A 4

AEARREFIZAT I, AEANHBHER 512 AN B 0 LA SRR 0L, AR I ity 11 B AT LIRS o
WA R I E e, W SR E i Ky CRHEBRIAE 2 512) R4 . n 9 5 e S B i
PR CERBER/N) |, VIR PR W s 0 R sh s %, DAECKG PAT vl 24 M 537 40 fic 42 7
W

o W SLGE PAT Jth 5 FHER M BC, AL AE 1024-65535 o[ N 4 Hcos e, PRI, don SR 8 FH 5 451G
Fut 145 (1-1023), ‘B RIREAEAER . #lan, Eskug 0 22 (SSH) N H &34 1024-65535 [
A RT3 TE 21 ML B9 B P R e s s 1

* WAE PN AS [ AR DU P A8 AT D £ PATT bt 5, USR5 6 OR DAy 5 2% LU S AT ) RSB . il

R — 2R E Y& PAT, W55 — 2 U il Z5UHE 52 9 Ji€ PAT

o WEARTEHINA B SR, WK B % BV 5 802 (AT RIS PAT 1P Mk, A vl Y
B, X AT RELBLIEIERE . A HTAE IR T AT 3k S s i) Lo

o NARAFERAETERE, TR PAT W ) IP Huhl#E BRI 4 10,000,

*+F PAT itig93 R PAT
o VP2 N IASZ FE Y 2 PAT.

| R |
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o W EhS PAT MU S P e PAT, WUIASBEAE S Hr ity AL S DI 1) o5 — 5 25 NAT S H PAT it
FRK IR R PAT bk, 40, 4nSE PAT WhAlE 10.1.1.1, WIIGEE 10.1.1.1 484 PAT Huhtkf)]
AT ity 11 5 D) ) R 2 NAT .

* WAEH] PAT i, Jf O NRIRER L, WIJEIEIREY i€ PAT.

* 0F AL ICE 2 TURN () VoIP #3515 Z) /19" i PAT. ICE I TURN HCHi§- PAT JE5¢ 4 fig
XEPTAT HAREIRAFAR [ -

 TEABEAESETE P e & AT T JiE PAT.
* J7JE PAT 2B INBLA LI AP 36

¥F PAT it 844816
s WURENIE A ES:, JFHu DT, WK B Z BNV G SE B FHAH R 1) PAT 1P Mk,
KL, IXFR COREME” ANBEMBR GRS o WURAZ R A PATIERERS, SK A EHLS SR T RE
SAE GG TP Hudik .
o WIRAE 0 VRS PAT Wb/#S U AT 11 PAT KU, 1P bk kb et 252 2520,
XHFATATZS e F2 10, Th R PAT ol 11 PAT; 15210055 4+ PAT KU,
o BT RE S FE R EINAE, ESYE PAT A& N Gt 16 AR AW ily1p
Mt/ VG FE AU NAT e, Rk, S S8RE Ik NAT i, MNMmEFENA7. 3@ PAT
Pk S8R 2 BRI K NAT .

Bc & %175 H 3 PAT

{5 307 F 2y PAT FHIU R K b bk i 46 A ok — (¥ TP kb VA&, AR AU 24 1P thdik. 4%
A LUk BN b CHBREE DR ik B A b ), B0 A 1) PAT R E2 LT 22 1 m] e

He.

FHiaZ |l

PR ST QI R b BTl (28 0 Bkl o, SRT AR SE SUNAT B BT 5o X R 20
i A2 DA 23K

* JRIGHHE - bR M ZE 0 R iR, i HE AT B2 B YEHE M
* BEARIF AR - MDA LU R IR & PAT Huil:

« BFRED - EH HAsRz Dbk, AT MRS,

A PAT ik - SIS A BHLHI 0 5

* PAT jtb - QI — MO STER MRS, SEIE — MR T H X P 240 5
Ao At E 7M. AABERNE IPva FIPve Hilih, &L RS — MR

| meiities i
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UK

SO b RG> MLRERS > NAT JHA)a s w4 Firewall Threat Defense NAT 2% .
P2 PATLL M EAEZ —

o SR (Add Rule) #8H LA G H AL o
o Rl 4REE () UG KU .
A i S e HATH BSOS RGN B AR 5 R ) £ 3 i
HIE 3 P E LA I i -
* NAT ) - EF B 31 NAT 2.
o KB BRI
I 4 {F1EO% 5 (Interface Objects) b & LL R 2T :

cEEOMS. BRAREONS - (MPFARREDREm. > FT-R%0 NAT H100 5 4 10
M I % Cae A XIREdz 4l o RS SEhrE %, ez AN &%, B
FRoe A s L o %, Vs R4 D B T B 2% BRIATEOU T, SRR S FH T B3 IR A 2
REOZAMITE D (R

HIRG F BEMEEHR FACE LN EI:

* JRIAIR - (7 I B L B R P20 5
* BIRERYIR - LRI
o (FEPAT. ) ZHEH] H AR O Mhl, 1514+ BHR4#0 IP (Destination InterfaceIP). #

SRR E HAREE O . A8 ) IPve Hudik, I8 Ji7E B4R (Advanced) i+ IPv6
I, BhidECE PAT ML) IR,

o BAEH] H AR Dok LRSSk, SR AT QU I BRI Z0S 5 . Bhid il & PAT
HuKipozt s

o EME PAT i, TPREEHRERYIRE 25 A EERE H AR 1 1P s UE R O Bk R
BIR.

WIR6 WAL PAT ith, 1S PAT UL i JF 01T LA N 4%
a) EFEBF PAT it (Enable PAT pool).
b) BT PAT > Hidik = Berb it ik 1 99 26 6 S 4

B, AILLE B AY$ED 1P (Destination Interface |P), ‘& /&S24 11 PAT ()5 —Fh %,
o) (WIIE) ML 5 Bk RELL N IR

- ERRIESEC - DUy S Fo bl e BRATE LN, WERACR AW, BT 1
PAT Mk 2 i, 4443 O PAT bk A7 s 1 o #8107 1253 FO oK B &R PAT kil —A
bR WA B A A [EI RV QL AR I b L1 /2 < i S b 1 | P ¥ 5 (8

| R
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L1

SR8

$IE9

mExaFHeAT [

« 'R PAT 3R - 9 i€ PAT. DK H A bl R s T N4 ds B, A6 142 1P bk,
P& PAT W4 i 5 H 65535 Mg 11 0%y, 4 PAT 4640eiy, AN 18 H i H Fl i
HE,  RIEBR D RS PAT Hudik 65535 AN 0. filtyn, @i J# PAT, #80] LLAIEAE D 1)
192.168.1.7:23 B4 2] 10.1.1.1:1027 4, LLALTEVI M) 192.168.1.7:80 B 4% %] 10.1.1.1:1027
M . ANBERE LB H T4 11 PAT B4 11 PAT [H3B .

s REROSERE. S8iFREHO - £ TCP/UDP i IS 1 1024 3] 65535 (1935 1175 FBAE A
A PE . (6.7 LUFROA) Rk PR oty 15 B, PAT A3 FH S Bl 1145 (3501
D o R, WERAME R IR, ) SE R AN R, BRI S SRR ity 115 AH [ ) ity
F1ye FEE P o 1 1 2] 511, 512 £ 1023 DA% 1024 F 65535, 4 1 ik G K 0 570
Bl 1, i E L . B 1 3 65535 FIEANIE, il Ak 8 1FRBis 0 (Incdude
Reserved Ports) L5, X TI24THRAS 6.7 B A 1) Firewall Threat Defense ¥4, Joilat
PRI, A AL T Y L A mT DU IX L R 45k H B ER % O (Include
Reserved Ports) 1, H HRGURRH XK E

o YD - 3 i DL . X T8 8 B B PAT, v LA RS ML Bl — i TR,
M E H NAT SERASAC— N D 4. Qo micet T, K B EWLI G SLIE KA F Z
BRI 2 (Bt 1o G R LR T oty 1 (3G i e B Tk a e, AR 75 2L il T &
Heo HUAEAE 1024-65535 Yl P 2 Fidum B o il CIER AL S 80036 7%, (HICIRK 59 PAT
BN B Y0 B I — 2 A FH o B JGAA8 4% 11 PAT [H138 .

(A[%k. ) 7EE%ZR% (Advanced) b1k e Tl
« BREEEIEDO PAT (BARZEDD - SO0 RS T bk f5, & A58 H AR$Z L1 1P Motk VE 5t
Ty (BRI PAT MR o AN FRASE RORFLE A B3 1) H I i), ek 34 ml i o 4 1
PO TPve hhik, 5315203 1Pv6 ETH . Wi CUBC B2 1 PAT {1 A 40 5 it thobik 5% PAT Jth,
AN g 1B B8 I 371
* IPV6 - 215 4 1 PAT ] H fhidz (1) 1Pve Hitik,

AR AR LU R o
s “NAT” GO E AR L ORAF S 5

o & #1175 F 5 PAT

4 A5l PAT AN TR R N, 15 2has T3 PAT AU Biltn, o R ZAR Y H AR AT ANF
(WA B)AS PAT K HOMEEE A A e — 1) 1P Hokik/oi V24, AR AL 2/ 1P ik, #n] L
etk Bk CHBREE bk s bl s (8 bk PR PAT R B2 3t 55 22 1wl e e 46t

FHia Z |l

HEFEXS ST QUL R b BTt (I 20 Skl . AR A0 5% TPv4 T IPve Hihit; Hagt & —Ft
Mo B, AT LAAEE SCNAT B GRG0 0 S b 06 AL LA 25K

* [R#&% (Original Source) - JLIE I A] LUE M40 sl , iy HE /] L& AL, YR,
R S AR R, T LAk e D BRI AU P R 2 (AR (Any).

* SRR IERYIR - AT UR B THR € PAT Huht

oF
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o BAREED - SN HAREE b, ANTEERLEN 5.
* B4 PAT i - QU5 A BRI 2R 52

* PAT i - G DU EVER M5, s MR L B 9 5 Y 2% 0 5
Ho Aaeteds M.

R EAE RN T O JRE BER N B3R fE B B AR MOE A, IR AT LI S ik 1 7 9 44 50 B
i

X T A NAT, BOE T LU HARPAT 3 L B4 AEXP AT BEESh,  USHA OR AT AT H T IR 4 B i EL A
Fei e B B AR D MR . R GORE S R E I 1

PR EFE RER > WEIRER > NAT Jf6)dnig i Firewall Threat Defense NAT 30 .
T2 PUTLUR L
o SRR (Add Rule) F21 LLAIEESH AL .
* nili4REE (2) LG BLA I .
A R R FAT T B0 S0 ORI e AR R0 P e T o
WIR3 B IS

o NAT | - EFEF 50 NAT 0.
o A RPN ZWCE NN H TR Gk H AR bR e S, WHZEL I IR & N ER A
s BH - BREBA LR FIERA. AL EEH “HN” (Rules) T _L A B 5 oh S0 503

TS Z R -
© FEN - ESIEUN AR E . T LR IR AR (FE B 3 NAT B Z Az 5 ) sds S
e g

$B4  AEOMNR (Interface Objects) Lt & DL R L :

cBEOMNR. BFREOXNR - (B8R0 ORI D T30 NAT R H] 4
R N % (CRAXIEEE 4D o RREIbrE O, Rl HEA%. B
PR B N A 5, R I % L BT B . BOATELL T, SR T Bk 4 A 2L 1k
L ZAM T (BB -

PS5 (EERIUN L. ) #oe IR EdE bl (IPv4 s IPve Huhl) o B, SR 7E SR an B £ i) o
RN [

WS T TR R S RS s R s

| R
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Source Destination

B o

_./_'/ ——
Real: 10.1.2.2 Real: 192.168.1.1
Mapped: 192.168.2.2 Mapped: 10.1.1.1

10.1.2.2 --->10.1.1.1 > 192.168.2.2 ---> 192.168.1.1
Original Packet Translated Packet

o RIGUR - G5 T i) i B ey ) 2 0] 5 B4

s RIGEHR- (Rig. ) BE HAY HARHIBER 200 ealid]. Aok s, WTEie H i H AR 7
AR IR sk Bt o B SRR E F b H Rk, mT LA 2 i Bk 8 e A A 4l L DAy LA TR
56 NAT HI Tz bt

Al LLEFEIRETE O 1P (Source Interface | P) LA s H I5E TR T CREEN “4ER” [Any]) o
WIRIEPEILIE T, R AL —A DS 10 H I H AR S 4 H I H A bk S i iy sty 11
AR NAT, ERIIED, 14 B 0 H b IR PRIE 2 1 5.

PE6 M OSSR Wbl (IPv4 B IPve Huhl) o B, WoRTE H AREE DRSS p R bk . g
T2, NI{E IPv4 5 IPv6 Z (AT 464t

s BIERR - LRI

o (0 PAT. ) BAHH HAs Dbl %R BARED 1P b 0% 545 ¢ Hbns
Ho ZEAF R0 IPve Huhil, BB 54 (Advanced) Fik# IPv6 XX, Bkid il & PAT

NP 8

o ST H b DOk DO AN i, IR IR BRI NS R 5o BkId HC L PAT
HEpipa e

© 5 EME PAT i, TPRIEEIRIERYIR B A% A EERE H AR O 1P BN IEE N Bk R
BIIR.

c BRERIERR- (AR, D Q8 ORI S t rh A K H Bt ik R R 28 0 SR o . AN R %A
BFRIESE T AXF5, Wy DO i AR R (06 G NAT (B

PR Gk, D e TR HARI H ARk S i 1 [REG Birim O R EM BIRRO.

BN NAT A RE o LA, D, 15K R iR IR IR O M B 3R O B OR B 2. SR, B T Hix
FARIR 2 A, DRIy H b 1 PRAT S e o

NAT {325 TCP 5% UDP. #4uiig LTI, 15 OR 52 Bn RIS ik 2556 G A B SO TR) CTR) & TCP 8% [
J3 UDP) o XT84 NAT, v KeAH [R] IR 25 X6F 5 7] Bk FH 3 52 B AT S ity 11

WS WIS PAT ith, THERE PAT 0TI FHAT LR 4AE:
a) EFE M PAT i (Enable PAT pool).
b) EFRELE PAT > bk 7 B R vt s b 1 199 2% 0) S 441

B, AILLEE B 94D 1P (Destination Interface |P), ‘& /&S24 11 PAT ()5 —Fh %,

meiities i
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c)  CaJigE) ARy SR LA B

 EARIESEC - DUy S Fo bl e BRATE LN, WURACRNA W, BT —1
PAT $ihit 2 1if, e BC PAT Huhik ¥ Fr A 1 o 8055 70 Bl ok Bt g4 PAT ik —A4>
bR WA M A O A [EI R RV QL AR I b L1 I 7 <l S b 1 | W1 5 {8

« 'R PAT 3R - Y i€ PAT. DK H A bl R T N4 fs B, AR 4% 1P bk,
P J& PAT K4 I 551 H 65535 Mg 11 0%y, @4 PAT 4640y, AN 18 H i 1 F
bk, DRI PR o BEAS PAT Huhik 65535 AN 1. B, @S & PAT, #n] LLEIEAE D] )
192.168.1.7:23 B4 2] 10.1.1.1:1027 4, LLATEVI M) 192.168.1.7:80 4% %] 10.1.1.1:1027
P . ANBERE LB A T4 11 PAT B4 11 PAT [HB .

s R OSERE . S4FRBi O - 760 TCP/UDP it AT ] 1024 3 65535 f3 Y8 4 A

A PE . (6.7 UFIOAR) R P s oty 15 B, PAT 3 FH S Bl 1145 (357)
D o BRI, WERAME R IR, W2 SErg AN A F S, 45 BRI St 1 5 A0 [ ) i
F1ye FEE P o 1 1 2] 511, 512 211023 DA% 1024 F 65535, 4 1 ik 5 A% 57
Rl 1, TGS L . B 1 3 65535 HEANIE, il Ak B 1ER B0 (Incdude
Reserved Ports) £ 5. X TI24TIRAS 6.7 B8 A 1) Firewall Threat Defense ¥4, Joilad
TRIEPZIEIN, AR R0 E e Pul LY. BT DO RS E R B FEAR B O (Include
Reserved Ports) 1, Jf HRGUR R X E

« BOEC - 3 L. XTIEE R ECRHIRE PAT,  Af DO REAS B e — o R,
MR H NAT &R — N D e, an 40 B, ok BN G 82 8 4 1% 8
R BEHLIE S BTG o R AU BT i RS s R T o Eeh, TR T L 2
Heo HBELE 1024-65535 YE 4 40 Ao LB . i IR L S 48 a2, (HEE L5 PAT
BN B VS FERE I — AT . Jeyi Al 4 1 PAT MR,

$IB9 (Wi, ) SR (Advanced) LIk PRI T LI

* BHEREIEEO PAT (BH#rIEDD - MO oMb ik 5, 256 HFss 0 1P sk FHAE &0
J7id (B PAT [HIED o ACHIEERAE MR 0 10 B e sy, pbdk o4 nr . 2l
FLEI IPvo Hilik, 5543 1Pv6 LI,

* IPV6 - 215 11 PAT ] H fshi 1117 1Pve Mk,

S0 SHRFELAA I,
SN Ll “NAT” U KR TE AR AT 5 24

15 Fum AR5y ECBC & PAT
X TIE TR MU PAT, 7T B 6 FHUAM LI 5, TG FIAS NAT AL 1
Be GEZI RFC 6888) . WIRAML F1He, K F1 2B o S e 1 i s BB 22 1 7
Flo 0 BB T 30 O SR T e el ATRRAR T AN RO 2 B 4P e 5
AR, R
S T Bl R B R T LA, i DL, e, (AR & i S 11 e
QIELRIRE S, 57T, BCRE 2 H AR IS A
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HAELE 1024-65535 Ju[H /3 FCif 3. TCP. UDP Fl ICMP 4545 & AT e, HixLedhn]fe

Bo DAL, QSN TR S (1-1023), A REANEAEH . Bildn, iE Sk 0 22 (SSH) HI
H 253845 1024-65535 i [H Py A1 23 0 21 = AL R [ 9wl o 11 o mT LGN g — AN SRl NAT #i
W, S A PR A oty 115 PR S AN IS B 2 s 6E - IR NAT, 1A PR 200 DA B 20 B ) 2 1 o

FrIRZ Bl
NAT AU e 352 B -
o WA LIS E RIE S B (Use Round Robin Allocation) #3, {HIGVEAL 547 Ji PAT ME— .
{5 P SEE FEL . A0 B I T BRS B A 82 11 PAT (3R I . b4, 3 fo i LA/ H A k- Fisi 11
5.
o AT NAT SR —FF, G SRR AT RN, DA 2505 B 5 A e R0 DU AH DG () 48, 9 R A
Sk, LR AVERR ST, Wl UIF AR TN . (F2, BB RISATIN, 2 H N
WA, DMEBR&BEIEM .

N

ER WA A PAT RIS PAT B2 A4, S 200 e IR BN, 4R
JEPHERR . AR5, TSR ABIEUET IR % NAT FU . 500, %oRAE
show asp drop #i tH # & 2| pat-port-block-state-mismatch &3 .

* XTTHRFAE PAT i, AN AT I BT AT UWTRE (BN E ) BRIMIC. ANREAE — DR 7
BeHk, AR — DR A . BB PAT ARG Y B E . b4, ibEs
NAT AN 55 i G4 A0 3%

1 (k. ) BLE 4R PAT b PP RC I E -

ALy DLl DB A R BE . W RN X S R I () ERAE, A Z0CE A FlexConfig
W5, R I INE FlexConfig ZEIEH

a) EFF W& > FlexConfig > FlexConfig 3 & -G @ X % .
b) HCE RN, BN He e 12
xlate block-allocation size value
Yo H Dl 32-4096. ERINE N 512. {EH “no” APk L ERIN(E .

G RAE HEOAME, 1EIER 64,512 BEBIEFTIE I A/ NERR (1024-65535 el 4 0 020D . &
W), 2 HBLICEAE B . Bl WiRRE 100, 243 12 AN AR 1,

A8 BRI IR O /NI, 534N PAT TP W] i 126 ANHE— ¥ JF R M AEHT (o 4 64,512 BR L
512) .

) MEERAEHLAT 7 BC ) s KB

xlate block-allocation maximum-per-host number
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BRI, IR 4 FoRBEEAD FHLEZ 4 4> UDP B, 44 TCP £F1 4 /> ICMP
Peo WHHN 1-8, ZRINMEN 4. I “no” A IKE BRINE .

d)  (Afik. D A AN R g8 H &
xlate block-allocation pba-interim-logging seconds
BOIANBOL T, R rr L HA AR E A B N AR R R S HEH S . s Mk H &l
S, RO STAETR T BT RIS AR e LU RV B X Se v B T S AR S BT 43T ()35 3 i
M, EfEPML (ICMP. TCP. UDP. JEAIHbR#E DL 1P #uhi, DASdm B "I BLFRE 21600
2604800 75 (6 /NN A 7 KD (RIS [E] [A] B -

%ASA-6-305017: Pba-interim-logging: Active protocol block of ports for translation from
real_interface:real_host_ip to mapped_interface:mapped ip_address/start_port_num-end_port_num

i
LAUR 7R By B RN BB 64, CRERE LR BB E N 8, JF HLAE 6 /NN I — il i H i
Ko

xlate block-allocation size 64
xlate block-allocation maximum-per-host 8
xlate block-allocation pba-interim-logging 21600

e) fE FlexConfig f % EFE L N IETN:
* HE =88R
« 3 = [in

f) AT RTEFELLAIEE FlexConfig X4 .
g) ILEFFIEE >+ BREL > FlexConfig, 1 Bigm b /) B4 ity 2L 50X L 5 H 11 1R %5 1) FlexConfig

TR
h) 7EV X GAIERPIERN S, ARG s > BB R kR,
i) mifRTE,

TS ST ECE, I A H bR, IFURIE xlate iy 2 T IE SR .

IR 2 S INAE A PAT b I H 3 BC (1) NAT K.
a) G SREE > WLRIRER > NAT , WS INEsm’e b o8 NAT Hng .
b) VNINEHE NAT R, I 2D Ec s LR e

« KA = FHE

o TE B > RIRIRT, ERE SUEHLEEIN % .

* 7€ PAT jth (PAT Pool) it & L F 3L :
LR PAT it
* {F PAT > ik B £ 52 S PAT 1) 190 26 %) S sl 4
© PR EIEII
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475 NAT

KT 575 NAT

s nat ]

) PRAFRTRUIF NAT HEms i fi v 5 05

LUR E RS NAT LUR iy SIS NAT .

A NAT Q1 2 S B ik 2 i St bk (1 [ 5 e e o DR A WS ik ) T Fp AN B LI B2 AR ), BT A
A NAT SR VFXU R R, RIB NSRRI BN (Ui SR e VRX RS D D o 55—
Jit, s BhA NAT MPAT, 4 & BN S el AN R s ik sl 11, PRI, ASSCHRERUR)
g o

RS MR RS NAT 5. BeIn 2 A TimalIRas, B, SEhs BENURZRE EHLAT DU
%.

8: 847 NAT

Security

Appliance
10.1.1.1 f 209.165.201.1
- >

10.1.1.2 ; 209.165.201.2

< ; >
Inside / Outside

\}

i

AR WL, T USSR

iy 43R B EH7S NAT

SCHF I VR H A NAT AR RT DUFS 58 SE B AT S0 A o 11 o
e T A NAT (¥ TR, AT UG PR o ORI/ a8 TP bk s 380 ) — (B 5N Al .

B s S R S R AR NAT S5, G b 8 7 WS AR B (10 s 1R RS 10 AN [ o 11 5
FEXPERELL R, TP MW B FI . H iR 2 i TSRS, IrEL, B 5 FHUFI FE LT
PR 4%
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9: SR O FE 1R Y S BUER 7S NAT 375

Security
Appliance /
< 10.1.1.1:23 7 209.165.201.1:23 »
‘10.1.1.2:8080 § 209.165.201.2:80 »
Inside /Ouiside

SRR I F A A NAT B SCRFA Y 190 i 52 i 1K) F AR TP ik o SR kD i) Fedudi 1

NAT HUUATA 5 (0 H AR 1P Mok, SRR E. seAh, X TF-3) NAT, 4R NAT B0
U IP HBhEANDERC, (HA5 H bR 1P MhEDURS, SRR EIT, ANE HbRug L og . Rk, a2 fo
VFAIE R H AR 1P M bk pr A SAb R A AN o i, S5mT LY TP bk e i 2 NAT FE)

CANE S FURSED 5 IR O A8 i 1 48 L) i T

\}

AR TR E A E ATV AR RN (B FTP A1 VoIP) , NAT 2 H sh# Bt 1

TR A SR i 1 R R AS NAT IR AR DL
BA 51w O HRAIERS NAT

AT LTRSS YR G A s 1) o i, R R AN W) 1 BRIk SS (f 1 FTP. HTTP
A SMTP) ¥ =N RS- d5, T LU ANTH P B oA TP bk DA R IR 28R 5% K5, o]
DATC B H AT 5 3 o VR e PR A NAT, AR 95 223007 10) PR 3 114 A 1508 TP b il il S5 3] 512 B
RS54 IR TP Mtk . S8 JC 3 Sk 1, R IR 25 2 A0 F (R A 11 (4300002 21, 80 Al

25),

S IEFR R O3 1 Tim O 8 HRAYER7S NAT
AT DU SZ R R 3 0 A NAT K — A2 ki D3y — AN btk 1, 2 IRR. il
an, an SR Web R 45 a4 FH it 11 8080, wJ LA AR VFAMT P IEFE 3t 11 80, AR i HUTH s 4 21
JR UGG 1 8080, [HIAE, HHE— i m e 4k, W LA S0 Web 7 IEZ R AR UHESG 1 6785, AR
S BT e 4 31 g 11 80,

BHim O aER7S1EDO NAT
AT DARC B A NAT,  URE— N SERRHuhk s 21— AN O b D206 . . W B &%
ANEREZ 1 Telnet U5 1) B¢ 1) 22 IR EAL, W] DOKE Py 58 201 TP Huhik/vity 11 23 WS 21 442 1
bk E 23,

—3X3 % 8575 NAT

H, OO MR AR S NAT. AR1, 7ESCSERO0T, wl e 2ORs L — S Pr it ik e 3 21 2 Ak
Sl Cxb) o BUE- W ZEA NAT N, 5B BEHURTR, SRS — D b
ko AR, AR B ENLSCRE, WA BT AR A, R AR e AT B
Btk o
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R MR X 2 S NAT W5t e 1 TSR B LIEAT R RS PR o 2 A 20— S WSt ik
DI ECAR E,  SERREHL TP/ — MW TP e e ME— X 1) e 4k

10: — 3% % 847 NAT

Security
Appliance

209.165.201.3

209.165.201.4

209.165.201.5

Inside / Qutside

flln, 76 10.1.2.27 BRI AE . ARPETE K URL, &2 F 3 & 8w m 2 1E#H 1) Web ik
%45
& 11: — 33 % 8375 NAT =451

Undo Translation
209.165.201.5 > 10.1.2.27

Undo Translation
209.165.201.3 > 10.1.2.27

Undo Translation
209.165.201.4 > 10.1.2.27

Web Servers

HitBREm R (R

NAT BATIR IR RGP, RVHEMSRIERABA 5 MU X 02, s xt
2 XX W TRATHEAE DL T X — B X 2 i SAd R I IR fE 2 S BURSN G
R
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fEDIfE b, X2 X2 AR, R, PUNKECE IR, M HSERRB T REA 2 —H TR,
JIT CABRAT T 8O A 0 22 0 B A S Bt i QU I B i, X T D0 25, DR sihs
Mok S NG RS 21 22 AN WS il (A 2] 1. B 220 C 3 3) o MG seprtiibing, &M
St S A 2SS ANt MHSHE, BRI T P B E (A 214, B 2|5, C 3
6) o XK PERFA BT 2B . i B RCE R, DUR ISR ek
WS T DI I B Bk 2 S B ML, ARBITAT IS B SE A LA (K39 K 28— S WU sk U5

LR R SR R D 22 S NAT 358
12: D33 % 547 NAT

Security
Appliance
10.1.2.27 / 209.165.201.3
< '
‘1 0.1.2.28 7 209.165.201.4
‘1 0.1.2.27 7 209.165.201.5
<1 0.1.2.28 7 209.165.201.6
<1227 / 209.165.201.7
Inside /Outside

DS I X 73 1| R A /S B LA W1 E 0 R 1V 20/ R VA W VA2 112 R d EE M L7 | WA A1 v E SO 16 54
ARSI s TP L1k R St 2 15 I 5 T LS SO0 1) it o A% PR S v 1 S Bt i ] DURGE S, (EAS
RENFR R SO B Le . (il T Tl (B IP. HARIP. P . Fbpdm . PR e —1, 3R
FT IR [P R 2 5 1) B E A K S B i)

\)

AR X DEE N — NAT A PAT. USRI & SERR BNV Al — i 15, JER R [F— A 55 s A )
— TCP HizuiiH, JFHMW & LR — 1P Huhl, Al TR (HoTdiAmE—) , &
FEWAER.

FE IR AN L 2 6 DA NAT 55,
& 13: % 30 E47%S NAT

Security

Appliance
10.1.2.27 / 209.165.201.3

< '
10.1.2.28 7 209.165.201.4 >
10.1.2.29 7 209.165.201.3 »
10.1.2.30 7 209.165.201.4 >
10.1.2.31 Z 209.165.201.3 »
Inside /Outside

FATHE DA EEZFEA ISR, 12 T B0 AR (K AR, O ettt i 6 s =)
AR,
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fe B 5875 H 3 NAT
P2 11 30 NAT HLIK5 M 4 T 26 ) D 2% P i £ 0 A, TP Mk . 44 6 W LU S NAT

WIEAR TR NEES

FHIa Z Al

HEPEXT ST QIR b T (I o0 Gl . i, Rm] DA 2 SUNAT BRI G B o X R 20
i A2 DA 2K

o RIaHAE - AL UL MRS CiARAD T H e DU AL JEE TR
* BEARIFROIR - AT LGE LR IR E H e (k.

« BFRED - AT Fbrge Dbk, AR LR . Ik INC E A i R e i A
NAT: Y5tk e #0002 1110 kAR R F s 5

o Hhhb-El S L. YR B AT G Ei . AAARE RIS TPv4 AT TPve Huhl; I
WA S —FhSA, GEN, A R ) st kR S bk, DAREHEAT — X6 .
SR, Mok AT ARG R .

UK

S R KBS > MREEE > NAT Ji0d 5% Firewall Threat Defense NAT SRHE o
P2 PATLL FEAEZ —

o s RANELN (Add Rule) #EH LLATHEHTAL .
© T HRER (O) AR ELAT R .

A R R AT FH T B S ORI e A RTINS R0 F e T
WIR 3 CE LA T -
* NAT 80 - ZE$5 B 50 NAT .
« KA (Type) - LHERT (Static).
$IB 4 FHEOM % (Interface Objects) [t LU %55

cBEOMNR. BFEOXNER - (MBFADE 0 D RLEI. D T30 NAT AR H] 4
R 0 5 (CRAXIEEE 4D o RSk O g, RREL R A%, B
PRt S MU N 5, Rl I % BT e o BOATHOUT . LRI ] T BRI ALK
SR ZAMAPT D (EED

SRS (& AR LRCE DL R

* RIGUR - 5 I B AR I R 2R 5
* BRIRIERYIR - LR IIZ
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o SUFH] Ak, EUEPE IR S A M R P 20 Gl 2l . T, TG AR IR R
S HEANSE Bt DMEREAT —%f— W o SRT0, M kb ACE AT LA .

o CHATUG DR ESHE LINAT. D ST Hbssz ik, 15 i%$ B4R#% 0 1P (Destination
Interface |P). iR/ sds & Hbrie . BB D IPve sk, B HiES%R
(Advanced) Fi%F IPv6 SEI . %35 0L AT ity 1 F5 45 (10 A5 2 1 NAT: 5otk o 11 %
ek Bz 11 fR ik RAR ] F40 3 1145

o (WiE. ) REAImA. FREH0IE O - (R T E A TCP 5L UDP 4 1, 1575 R im0 ik Eebh
B IR FUUARIRE s O95 . Blhn, W LE, nf LUK TCP/80 41 8080,

HIE6 (Wik. ) #E%K (Advanced) b1k FT 75 LI :

o G35 5 I HR N HE CTEC B DNS L& - & 754630 DNS 2P 1P Hichl o T eS8 1454 51 sz
Frfz (%) DNS [, Hulik (IPv4 A 58 IPv6 AAAA) 0k WIS 55l SEbrfi. Ak, XF
T SEBR B ARG RIS B D DNS M1, %0 sk o I SEBR A 355 O WLl E . IR0 T4 e
500, I NAT64/46 #: (JLrp G H A E A FI AAAA 02 )B4 T8 eI, A
KBNS B, HZS AT NAT 55 DNS BRI , 55 103 7. a0 R ASAEREA T o I 6 e, )
I RETICAN TT

* IPV6 - 215 08 11 PAT {1 H iz O 1) 1Pv6 Mk,

* BRI WLERREGT - X T NAT 46, THIEFMLEIT LR S — > 1Pv4 sl 40 55—~ IPve ik,
FEEE A IPv4A HUBE 45 585 — /> TPve Hibik, AKIESSHE. WA IR, LKL AEH] TPv4 kA
KT XX, DT H LR T .

< BE7EBED EERAIE ARP - i 1P Huhik (048 NS0 (25 A ARP. 01 SR A S5k
SR UM R B X 4 rh g3tk D) 2R 40 i FAR B ARP SR N 28 Wi S b ik (R AFATT ARP i3k, AT
F2 3 AL ko H R b R i o A T S mT DATRIA B e, DRI A e 4 AN a0 S AT i A 9 8% 11
WG, WIRTEEL, nTLAAE AR ARP, TEURAE B0 N 75 ZE0A ORAE LU th #% AT IE A 1 %
WH, T 540 NAT, AT EACH ARP [, 1y HAE TSN, Sl ilaE 8 ) i,

ST mREFLLS I .
FIR8 xiih “NAT” Ui LR URA 2.

B E5%#75F 3 NAT

4 F 3 NAT ARE AL RN TR, H I E T30 NAT B fn, R a2 HAriAr A
I . A NAT 20fg M e o al 8 Fbx 109 265 v i ey O oAt TP ik S v] DA e s NAT #i
DU PR AT S ) A4 o

FiaZ |l

HEFERT GIF QIR B (20 R sl ZANBEIR]IN AU 5% TPv4 A1 IPv6 Hihk; JLREQL Sk
R mh, SENT DAAE E SCNAT B GRS 5 o G ia 200 A2 LA 1 5K .

* [R9&% (Original Source) - L] UJE 4600 G s, i HE ] L& Bl JEHE k.
PRSI SR AR, AT LAk P BRI AR P R 2 R ART (Any).

* BRI ROIR - T LG LR IR R H e (Y k.

| R



| Mt
mEnsToNaT [

« BAREED - 0 HARE bk, TR SR X IE IS B A i A
NAT: 51t/ 11 46 DAy 42 11 Pt A [ ) g 115

* bk (Address) - G TN JEFIET R I L8O0 GaRA . R, TOE AR [ HOR R
AR pR i, DMEHEAT X — . AR, ko ] DAL .

U A AR R0 b o [ 85 B4R (Original Destination) Fi%5#: /5 &89 B4R (Translated Destination) it &
FRAS A, IE T LR X S i G R 2 0t G e . T R R SR B B F bR A
NAT, W] DLk A H AR WS Hubb 7 it G ik #2, JRAe i) s dg e 8 0.

T4 RT ORISR/ B H B AT e e AEXS SR BLAR L B ORAT T LU st 1 AT A48 14 9 1)

R 116 552
pUE i
S L SRBE > B IRES > NAT IR 84 4E Firewall Threat Defense NAT ZEH .
T]®2  PATUL N EEZ —

« pERINEI (Add Rule) #4401 LA HT R .
© i REE () LAgn i DT R .

AR HAT T BYU) . L R e AR R U ) 22 T30
PR3 HCE AR LT

* NAT MR - iEFEF 5h NAT HL0.
© BB RPEERAS. ZREUSH TUhL. WS FARHLE SR, AR IR
- BBF - GURTR AUUA THE AR . T DABRE A < B0 (Rules) BUIT - A 8 4 oh 3 PR3

T A AZ A o
< BN - ZEAIRUUAI AL E . R RLRE HAR A SN (2 A 3 NAT N2 Bz i) sldie S
s 5.

$BA4  FEONSK (Interface Objects) & LU RS :

cREOMR. BIRZEOMER - (AL D RET. ) AT UM NAT RN T % 1
K O S (CLRAEXEEE D o RSk RS, iz EAL%. B
FRoE S AR IR 5, Ul I %% T et o BROATEOUT . SRR ] T-BR AR 4Lk
RN AR (EED S

WS (fEFERTIm b D B A bl (IPv4 B IPve fidik) 5 BN, SR TE SR AA A L b ) B
k.

WS T T RGBS s B s .
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Source Destination
/__r‘_ 'x_h\ ) /_m_\.

I:l!—(\_[nside ) { Outside ) |:|i

— S g —_ —

Real: 10.1.2.2 Real: 192.168.1.1
Mapped: 192.168.2.2 Mapped: 10.1.1.1

10.1.2.2 --->10.1.1.1 > 192.168.2.2 ---> 192.168.1.1
Original Packet Translated Packet

o [RIGUR - G5 Rs TEH MR i Bk Fy ) 200) S B4

« BIEBERR- (WiE. ) B HIW EAR IR ST R . WA IR A, TSR H 1 B AR k]
HAE N PR R e . W B e Hobs H 0Ok, n] DL % bl T A A el R S HLAE R
54 NAT Tzt

Al LLEFEIRETE O 1P (Source Interface | P) LA s H I5E TR 1 CRREEN “4ER” [Any]) o
WIRIEPEILIE T, R AL —A DS 1 H G H AR S 4 H I H A bk S e iy sty 11
ARSI NAT, ERRIIED, J14 B 0 H b IR PRIE 2 1l 5.

PE6 M OSSR Wbl (IPv4 B IPve ikl ¢ B, WoRTE H AR DRSS h s ik . g
T2, NI{E IPv4 5 IPv6 2[RI T 64t

s BIERR - LRI

o BUFH A1tk TR RER IR0 St ) 20t Gl 2l . T, TG AR [R) R T
S ML EAN S BR bl DMEREAT — 0 — W . SR, HahbACE T BUASIL R

o CHA DR NESEONAT. ) ZEH B A Dbk, 151E+P BHR4%0 | P (Degtination
Interface |P). %Rik LSS E HbriE 0. S04 D) IPve Hull, B0 SHR
(Advanced) - 1EF 1Pv6 eI, %378 0T L A7 iy 1% 4 (R A2 10 NAT: Y/ 1 4%
e Sy 2 1P kb A [R5 o

c BERERIERR- (AR, O 8 DR SRt AT K bk K R 280 SR sl . AN R 3a
BFRIESE T AXF5, W] DO I FEAR R 16 B NAT (B
PERT (AR D R S5 e s s Ut H AR IR 55 3 1

Ln GBI E S R RS NAT, vl LAY ART/E H B4 . i, =] BAZE TCP/80 Al
TCP/8080 X Ak 4T 54k

NAT Y37 ¢ TCP 8% UDP. ¥ty 0, 1560 0% SEBR ARG AR 45 X6 % F i b [R] (R4 TCP 8% 1R
JJ UDP) o XFT 5 43 NAT, WK AH IR AR 25 5 G [ ik FH 3552 o R e s s 1

« FiEiRIm O R E 80RO - 2 SOk R o A4
 Big Birim 0. FHRfE 80 Birim O - 52 CH bRtk o F 4% 4 .
$£E8 (k. ) {EEHR (Advanced) ik LI

o BE36 5 S A DT B A9 DNS 2% - & 5 4 DNS N2 i) 1P Mkl o X1+ AR 422 1A% 4 5] 92
422 1104 DNS [114, #ihik (IPv4 A 5{ IPv6 AAAA) 0552 NI E B 5 A Sebrfl. A&, X
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TS A B W2 T DNS (R, %00 S 2 N SERR{E 35 O RS . IRk TR T o
5oL, £ NAT64/46 ¥ (FLrp S5 MA1E A FIl AAAA 02 TR B 3580 bk . 45
KRS, S H] NAT 5 DNS B LY , 55 103 5. a0 B AE IR T o I R e, )
BEIETCAN AT

* IPV6 - J& 15 1 PAT A H 1z 111 1Pve Mk,

o LG MLEBRET - %) T NAT 46, 1P ILIED LUK 25 —A 1Pv4 Mhib 460 0k 55 —A 1Pve il
FEEE A IPva HihE e 0 55 A TPve Huhik, (RUEIEHE. WA I I, WA 1Pv4 kA
K7k e KT X545, 2Uf FH I I

< BMEBED LERRIE ARP - g 1P Hulk 4 N BHE A HIACHE ARP. Qi A% Y 5 me
S AR R A M 28 e sk, R GE 2 Al AR EE ARP RN 2 i s b bk (AT ARP i3k, M
PR DAL Mol H i . AR ST DA B i, DRR B AN D SR A AT LAt 9 2% 1
WG, iR, mTDAARFHAREE ARP, {EULIEOL T T S PR AE I 28 1 B IE A % b
W, A TE 4 NAT, EARTEAH ARP 1, 1 HAES LSS0 T, £ i i ) J

o BAfE) - BEPRULIE T LI I H AR HbhE R i s v . Rk I K H Y, AT RE
ANEH T AN B, SIP EERFAT MU & DA NAT %36 SIP i3k, (HUn R4k
HE), MRS RAX AR L.

PR REFELLS I .
P10 sy “NAT” GO AR L ORAF S 4

512 NAT

FREA /N NAT FC &, AR H A7 2Ok 1P MUk o JUA G o i, R A T 408 NAT N
T 2% R RS R, B A5 B S b — DA SE NAT 520, ) UG — 45 A NAT AL,
REAZ A L e N IEA o

LR B ) B NAT 35
14: 514 NAT

Security

ApE!iance;’
209.165.201.1 209.165.201.1
< >

209.165.201.2 ; 209.165.201.2
< Z '

Inside /Outside

PR JE R 2R 0 o B 5% 47 NAT

fc & 519 B 3 NAT
TP 65 F1 30 NAT ST MR 4 B, B LR 0 1 5
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FHIEZ Al
EPEXS ST QI RN P Tt (280 Skl o, SRT AR SE SUNAT BRI AT 5o X R 20
i AL AR 23K

* RigHAE-Z AR M S 5 CARED M e AT B2 AL, Y s K.
* BEIRIERYIR - LA S IR IR B e AT IR I 2500 Bl 8 mT LUAE ATAT ) A0S 52

Hi2

PR EFE RHE > WEETREE > NAT JFE)2 %4 Firewall Threat Defense NAT 5
P2 PATUL T EAEZ —
o SRR (Add Rule) 24 LLEIEEH R o
o ilidRiE () LA RELAT R .
A G BIE BAT T BT S ORI A AR B R0 e T
IR 3 C A ) 1

* NAT # - &£ B 31 NAT #0 .
o A (Type) - EFXERS (Static).
I 4 {FEOF SR (Interface Objects) bt & LL R &I
CREONS. BRREONSR - (AR D 0RIEI. ) H T3R50 NAT BN 4z 10
PG CRXIREE ) o RRA S SEhrE %, el N &S, B
Froe 7 R T 5, il i B TR e BRIANE LT, SR D) S FH T i IR 2 i
REOZAM T EED (R .

FIRS (E B LRCE LRI

* RIGIR - O B Nt k1 R 200 B
 BEIRIERYIR - SR UERI RN S B, ST DL R A A 8 A TR A LAl B

ANEL g B 4 NAT i R 4R i O 45 3 F5 RYim D3 00
$IE6 (nik. ) AEEZK (Advanced) kT T IEIN:

* B 5 AN TECAY DNS B € - 157 0 S NAT B & ik i

* |PV6 - 152 A 5y NAT B & T

MK B M LERRET - 11520 0 5 4 NAT o & ik I .

s REBWMED LERRIE ARP - s 1P Ml fr4E N BE s FIACHE ARP. 1 A% FH 5 e st
UM R M 8 b gl TR G2 A HIAC B ARP SR S 2 WS M ik FRATATT ARP 355K, A $2
AW b B R . AR T7 S nT AT AL EE s DR R A0 8 AN a0 2 AT ] HL At D9 265 11 4
Ko WMHRFTE, nfUIZERAEE ARP, FEUCIEOLT 75 Z M R0 EUFK s E RA I h. &
W, KT 54y NAT, RATFEACE ARP f, 17 BLAESSE LN, 23 a5 v
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o 3 EAREOBITEREE - W1 A0 S A6 V5 - 1k 0 O 2 e b bk B 4P [ — 0 G b e Pl 1
Flbrdie 0, AT LGB IE I, DA 28 SR i i phy 2 i A2 A 8 NAT B v C 252 1) H A 1
KAfsE HAREE I o

TERT sl RFLLS I .

SR8 miih “NAT” Ui L ARTFAORAF B 2L

B & 512 F 51 NAT
2 A3l NAT ANRE AL IR, IR S0 T30 NAT BUW. B, a2 B bratAT
AN e AR 5 02 NAT RN aT Ry bt bk e e, B, B R it des o A 5 .
FHIa Z |l
HEPEXS ST QIR P T ts (I 200 Sl . AIANRE I A0 5% TPv4 Rl IPve Hitht; Rt & —Fhk
Mo B, BT LAEE SCNAT B GRG0 0 S b 006 A2 LA 25K

* RIGIUR - PEXETURT LUZ M 280 Gealidl, T HE AT BLA S BN JElH a7 . R 2 AT )t
AU, AT ABR e RO RN P iR E R /T (Any).

© BEIRIERYIR - S UG UEA N R B . B, T LA RN A e AR I LAl B

I A AR RN b o JB 85 B4R (Original Destination) Fi%5#: /589 B4R (Transated Destination) it &'
FRAS A, IE T LRI S i G R 20t G e . T R R SR R B F bR A
NAT, W] DAk A H AR WS HbE 7S it G il #2, e s dg e e 0.

SESTE I BLXPUBRS L BRBAET S TR 0 GRS o, A B IS 1RO 035
RS B0 6P LI 510 NAT (EFAH % %0

bUE
TSI kP SRBE > LB IRES > NAT IR 84448 Firewall Threat Defense NAT ZEH .
T,2  PATUL N EREEZ —:

« pEERINEL (Add Rule) $441 LA HTRL)
© i REE () LAgniE I R .

AR AT T BYU0 . L REI e ACRII R U ) 2 550
PR3 BCE AR IE T .

* NAT # - EHEF a0 NAT F0 .

o KA GERERTS. ZWCE SOV T L. WS H bk e U, WA NS .

* BR - BEEAEMNETIESIRA . PTURE A “HN” (Rules) U b 1475 il 534
T AR A
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© FEN - EESINRUN AR E . W DL R AR (FE A 3 NAT B Z Arelz e ) sl S

R .

7EHEOX KR (Interface Objects) [Hd & LA R kI
CREOMSR. BREOMNR - NS O SET . > T 300 NAT BN 82 1
MO G (A IREEE 4D o RS LhFEE NS, el gEAR%. B
B B AR R 5, el i i T et . BRUVIE DL R, ORI R A 1 B X e 20
REEOZAMOFT D (ER .

B e I an Kt il (XIPv4 B IPve i) 5 Biltn, s i Btk 4 i Kot A0 s it

WS T, TR SRR R s, e A S ENL BT S0 NAT, {HEHA
AL

Source Destination
—
I:li—(( Inside ) /Outag—I:ll
——1 = S
10.1.2.2 Real: 192.168.1.1
Identity Mapped: 10.1.1.1
Translated Packet

Original Packet

o FRRATER - 0 B L 1 2

WERR- (ATik. ) G5 B HRREER S S aid] . =, WIS B H ks A
%%ﬁMEﬂm%ﬁ W e Hbr H bk, Ry LA %k A e U 2 S A R
B4y NAT HFiZHk.

FIDMRGE R R AM R, DAElRa H R0 ORREN “AER7 D o WAUEFR LT, U]
AR A CRAE IO H B H AR5 . 00 H A H ARk St i 1 A4 (R 53% LT NAT,
THIEFRILIETI,  JF 0 HIK H R 1 24608 24 1A o I 52

e B PEEE E bl (DPv4 8L IPve tbE) & #ilan, BoR7E HARE O M PR Edn bt R

THEL, A[{E IPv4 5 IPv6 Z [ EAT 44
s SRR HIR - SR AAEMIE X ek . i, AT DLk RN 2 e e A R K HE A & .
< SRR BRR- (Wik. D W8 OB EEE A T ER I B AR AR 2 Gl d] . W R A
BARIERE T — A%, W] DUE L EBAH R 6 %6 2 NAT (RIE# o
(RT3 D ARG B4t e Y5 sk H A IR 45 it 1 o
G ARG E ST R O R e ERAS NAT, Al DO ERL/aR B (R 1. 41, wTLAZE TCP/80 F
TCP/8080 2 [k 4T 55k
NAT 137 £ TCP 5% UDP. #3uiity LII, 15 O S Bn IS ik 2556 G A s TR) CIA) g TCP B[]
J3UDP) o XTG4y NAT, wKsAH R IR 25 X6k % 7] i FH T S B e S ity 11
s RigiRIm O, ERERIRIE O - & bk i
« BiEBirim 0. ERERBRRDO - 2 X H bRk i 08
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Firewall Threat Defense Y NAT L0 /& 14 .

S8 (v[ik. ) fEEHR (Advanced) ik T

* B 5 N TR AY DNS B € - 1570 0 S0 NAT B & Lk .

* IPV6 - &5 8 10 PAT Al H 1t 111 1Pve Mk,

s RAEBFRED L{ERKIE ARP - WL 1P bk 1945 N B (.45 T 4CFE ARP. 2 SR A T 5 e
BV (0 M g v (gt R Ge Al AR EE ARP RN 2 WL btk (R AT 4T ARP iR, Mfi$=
DA SR kS H LI . AR R T ST DATRIA R L DRI A TR A AN 0 A i Al 9 285 114 1Y)
Ko WHRFFEE, nTLUZERIAREE ARP, FEMCIEOL T 75 MR AE LUFeK s L RA Em s h. &
W, KT B4y NAT, EARTFEACEE ARP [, 1ff HAERSE LN, 2 i o 552 in)

o X BRI OHUITER BT+, - G0 570 s S U 1k 0 8 e e b - B 3 ] — o) 55 I 22 4% 11
HArEe 00, AT DUEPEMEE I, DU 2R GodR 0 i b 28 0 AN & T /E NAT R0 h 1) H Az 1
et Hbsdz .

o Bapm) - YEPEILRE IR LARE I E bR bk AR s b A . PR eI TR F Y, AT RE
AEHF AN B, SIP ZLRIAT RSS2 LU A NAT %4 SIP ik, (HUS K41
MR, MIASS R AX AP O

B RREFELLS I .
PR pidly “NAT” GO LR L ORAF S 5

Firewall Threat Defense B9 NAT 3 1| & 4

AP P 5 3t e e (NAT) VKRS TP 3t ik e 8t Dy F0A TP btk o 3 A NAT RIS FA A3 Bk e Dy
TR iRt AT DORE— SRR pe oy — Ntk mlomT DUAE TS 1 ik #545 (PAT) K 224 3t
HEFAH A s WA, IR AR s 5 DX L

NAT FELHE DL R A B . H35) NAT T30 NAT S @ AE R, AR RS 4T36 0 .
NAT ZE#I

A E F 3 NAT SN B 35h NAT B0 . A3 NAT Attt AR H bs bk
TS, R A3 NAT B 5 TS, KR AR 2 F-3) NAT FIFSmshas, ] LUE R A
B NAT. fRWEXNMFEAE R, 20 A3 NAT 13 NAT , %6 5 7,

S]]

AR 7SI SEFRAS . AESEHE PAT N, ShaHedess F 2l A hik it o 8 £ e S frg 3t ikl it/
S VA B QAR EER A SCBRAS B Mk 11, 3 A i A e

BHE (XBRF3h NAT. D

R A A E R THESPRZS . wT LABE LT “ B (Rules) GUTHT = R4 B e o SIEHA- B 152
JHZAEN . ANGESEIT A1 3 NAT AL

AN (XPRFT NAT. )

SEARIMBUUIIAL B AT LUK AR A (FE A3 NAT B2 Tz 5 ) Bl e R b7 sk
VE
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HE (FE. (XFH NAT. )
BRI i
BLF R R4 40 NAT HUU R P 2630

EOX R NAT B 1%

BXS (ZAeXEE N4 & SCENNAT R . e fBialr, rPR BRI “ARAT7 [N
UM bR, UG T BTy 0 BB a (B A e 1 o (R 5 A B PR 52 TR H ARI%E 1

==
b5 =\

o AT B D IME S EAE TR R B D . S RE AT B, NAT B HERR B M
WAL B 1. BRI, 206 NAT BT IR AL bl , AR 8 B B2 11 o AN RE A v 2 i UL
T (BVI) A GHLE NAT, HAEM 8 O E NAT.

WRE R AR S, MBS OB s ERA BB S S ik I, 4
SAEIZ B EECE NAT R fhn, W R RN e 7 X H AR 242X, KPS DAk
AR A — A A TR e M

R E B EAAEZ DRI, WIS A 1 QUBEAH R R . X AT e o B85 H AR
A R 0 2 NAT R 10 1 3 NAT RS T8 i i U R HT - DRI A A S e 5 1)
BN GRS AR VLA A H ARG E A NAT I, 5 AR et e 2 7
MO NS (O BCgs NAT 56D, DLTRSRTG T 7 1t 45 21 .

.

BEOMS. BiREONSR
CIIMRZH B B TR 3BT . ) T T IR 53 b NAT F0I0 S P 422 e IRt % (a4 X sl 22 1
M) o B AL, Wl ZE OGS . BRI DR %, R
B Z S TR . BOAEOUT, RO FH 1 B AR ALY 2 3 L 2 A BT 821 (4
=) .
Bz NAT 895533 1%
] &3 00w O hE RS i i sk . BUR B EAGE H T B 3 NAT.
RIAE (FREAVIETD

SRR T PR S M D AU IR B (TR T AT b
T

BAGE A R G52 LY any-ipv4 858 any-ipv6e X% A H ) NAT H .
HitERIE GREAWETD .
T L B RS Bk o S S AR TR R (P T e T SCIRT G 4 R 2 7

o HN7S NAT - 405 WU i dik () N 28 b R a e o bk i) DUJE R8st sl 2, H 2 & AN REfL
TW. AARERII AL IPv4 Rl IPve ik, & N Ae & PR bl R IEAN 2 ) s
A VOB ENL TP kb, WIVEEPKF T304 NAT, £ IP sk HAE PAT [FHE . i dfxt
AN — TR, W iZ ik T PAT.

* 7S PAT - A FIZ —:
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o (F:10 PAT. ) BMFA HArE O MhhE, 5%+ B#x#Z0 IP (Destination Interface
IP). %EWUESR € HAbrd H o BT R HIE IPve Mk, 38U 2{E 52k (Advanced)
EREFE IPV6 T, 1E )AL E PAT b,

o SGHT H bR OV HhE AA BN L, RN SR G K AL S . W)

H PAT .
o BT PAT yth, ¥R RYIRIR B NS 76 PAT ith (PAT Pool) L iEFE PAT X}
%o

« 8275 NAT - LRI Z —:

o BAEH - dH bl R R I AL S R U RE R R 20 B e . o R T DA
ML R M. TR, BCEA RO B s A S Rk, DUEBEAT ek
Ufe SR, HbhbECERTLAAILRAC.

o CEAGu DRI NAT. O BUITH A o khl, iFER BfRZED 1P
(Destination Interface | P). i ik #4078 HbrE H o 2 B2 LK IPve Huhik, &
WIRAE R RIE TR Pk |Pv6 ST . 120 G B LA i R e R A4 1 NAT: 3
b dik /i 11 A kg 1 1 R b A0 ) 3 115

* B0 NAT - L JsUndAt R Gee s, ST DAEe A A 58 A A R LAt 0 5%

[Rigim O, #FiRERmO (XERS NAT) .

LR E L TCP 58 UDP i 1, & (ERRIm O FP e S, 5N G LA NS4 i 1 w5 o 1)
wn, WAL, A LUK TCP/80 ¥53h 8080, ANEL N Ef ) NAT Kol B IX SL1E I .

F 51 NAT B4ERfE 1%

A8 FH 4% B T e SCIFHL LRI G 140 S bl . LR B PESOE T T3 NAT. BT i h nl ik,
BRARSIATHR I o

[RiGiR (3R AWIETD .
L R B P R 200 S A i T DO RS R e, i e AR S AL T
B o RS T AT J U, T AR U R S AT

HMEWIR GBEARIETD .
TR P WU ko AR IR AR IS (3 0T R S HE S 2R

 FNZS NAT - A5 R IR R 28 0 B0 o i hE ] L& 280 R al4], (HEE AR
T HAGEFINELE IPv4 R IPve Mubil, & MRl — R AL R bl an SR IEAN A A I
ELEVEEA AL IP Mok, WVE L ] T34 NAT, AL 1P iR I E PAT [RGB . G it
SAVELE S LML, WPzl H T PAT.

« Bh7S PAT - LRIz —:

o ($200 PAT. ) Al HAsz il 5EF B#R#E DO IP (Destination Interface
IP). LWk RRE T HArE: 0. B Q1) IPve Hitik, LT S 4R (Advanced)
PR IPV6 T, /) E PAT b,
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B raritnaT R

o SE I H AR EE AR DL AN Mk, RN SEHTE QIR R N SO0 S T 20 S

B PAT .
« B PAT yth, i 5EHREROIRIR Y N 2. 7 PAT itb (PAT Pool) ik #¢ PAT jthixt
%o

o B475 NAT - LRI —:

o BAF g, TR RE IR AL A BRI 20 BB . N R e T A
EHL e M TR, BCEA RO K B A SRk, DB BEAT
SFe R, Huhik R T LA L.

o CHATu DER RS NAT. O BUITH B A O kht, &R BicZEO 1P
(Destination Interface |P). #ILAATERRT & H AR M o B4 O IPve Hilil, &
WIAE B RIE IR LIPS 1Pv6 BT, 125 T C LA ity 1 e 4 (R 5 A5 B2 11 NAT: I
by B/ VA Ay 2 11 (1 ik R 5] 7 115

© S NAT - 5 R AGHEAN R o o B0, BT LAk A A 58 AR I At 52 .

[R3&6 EHR

B H I H st ki 285t R el . R SRR S, ISR H K H b o ] #0Ks B Tt il e
U SRARE F AR FR L, R D 123 k0 28 4 e e L D A P K 53 4 NAT A T izt

Al LLE#RIRERE D 1P (Source Interface | P) LA s H )5S TUEFE T (CARES “4EE” [Any]D) o
WERGE IR I, ML 2R — A O 45 0 B B B AR S B4 B 1K H prth ik S s o 1
MR ERASEE O NAT, R REE T, o0 5 B Axm R RS Y 1) D6 % .

iR ER

A A B R B A A T 1 L b ik (R X 806 R ok JRBE BARIE B T — A%,
] DU I8 BEAT ] R0 R 5E NAT (RITEFEHD

] DUAE 45 0 5 s B e A4 VR A e F I N2 % B2 5 B, 2 FQDN HbrifE
n, %514 i,

RigiRim 0. #EMRRD. RigBirmO. #ifErERRD

N D G R 45 i P 0t B SRR I s R 55 s O X B o J] ARG i 11, B I A) X 52
USEAE AT et L (K5 0 (LR B 2%k 55 o AERC B AR 55 I 1A LR U

* (BIASNAT B PAT. ) AREX [REGHR IR O NS4 5 AR im QAT et SmT LLBO H b
H AT e e

* NAT {X3CHf TCP 5 UDP. i FUN, 7 A DR S B AR R 5555 e b (K SR IR) . CIRD A
TCP 5[l UDP) o X§ T~ 543 NAT, FDREAR )RR 55060 G [ I P 3 SI2 B A B 5 3 11
PAT it NAT & 4%

FEMCE NS NAT I, mTBUE ANk, DU PAT kiR B e e o H bk
}% ”» R
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=% NAT B 1%

sanaT R ]

B PAT it

MEPRILIEIRAT Ay PAT U E AN Hhlit .
PAT

LR PAT itz — gtk

o ik - E X PAT il %, sRF R AR VIR M5, s 2w s L. T
W H MR R AR T AAREFIN W IPv4 A1 IPvE Hill, & HAEE S —
P F) i ik

« BARED |P-Hr R 875 0K B b ORI PAT ikl 1 obig s, DUk FE—Rre B
BOMNKR: AGeR Ef HEH PO 3X& St PAT 15— M7k,

&%

LR 7 3000 Pl it/ 1 BROATOL T, WERACSR AT W, AR R A PAT Huhik 22 7, #55>
Fic PAT ik (0 A7 3 1 o A0 RIT7VE 23 ICoK B i R4S PAT Mk — Mk 1, SRS A4 3z 0]
FRRAE I ZE — Nk, 250 ik, DLSRHE.

'R PAT &

Y& PAT. Wi B (b bk A O gy N3 8, M 4% TP Hotik, 37 & PAT ¥id ik
S-fHH 65535 Auity 1. JHH, QI PAT #64uiy, A28 H b CURIHRE, DR R B FEAS
PAT Hiuhl 65535 AN 1. fFltn, 9 @ PAT, AT LAAIELEV) ) 192.168.1.7:23 463
10.1.1.1:1027 [R)%EHe, LA KAEV ] 192.168.1.7:80 I 463 10.1.1.1:1027 K464, ASGER % T H]
T 11 PAT 8i#% 1 PAT [H[i8 .

To Bk OSE R BIEREH D

7E43 B TCP/UDP 3 I {4 ] 1024 31 65535 1ty G AR AN P . (6.7 LURRMUAD h
PR LR v S I, PAT A FH S brdiisnn 1145 (AT o SR, an SRANME A ik I, 4
S ity VAN RT RIS, R BRI 5 S5 B 115 A 7] P g 1190 LB B g 11 1 21 511, 512 %)
1023 L)L A2 1024 31 65535, 4 1 3 FH RIS 5 J BBl R s 1, TSI BB . AT H] 1 31 65535
RSG5 2 % B 3ER ZiH O (Include Reserved Ports) 5. X T4 6.7 585
WA [ Firewall Threat Defense 1345, Joie A& R IERZIEIN, UHZ00E T a4 m] LA
X e R 4 1k HE BB 4R BBk O (Include Reserved Ports) &35, I H R4 K Hi%%E .
FELIE 4 B

S P TR B o X6 T3 B KIS PAT, W LU REAS ML — o B, i 1 NAT
BRI — o 3. B2 c i VB, SR B ML G B2 Bk Al FH B b B AL & 1087
Uiy o WIS AU A s L (G i e B3 oohrh, nIRREn R 2L e 2 8. HUBEAE 1024-65535
R Py A . i TR AN B S AR I ZY, (VK L 5 8 PAT sl Bl LG &I
BT . VA O PAT [MIE .

FERCE NAT IV, AT LAE S RAE I B B R AR S5 (R E . AT IX LS Jm PEHGE PR D
B SS INA X AT RO
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i 5 N LB R DNS [ &

SETT R DNS N H 1) TP kb 6FF MBS 32 DAL S 1 s Brde L1117 DNS [A152, Hubl (1Pv4 A
B IPV6 AAAA) 05352 WML 5l SERRft . A, % A SEBdse A% S 3 -2 111K DN'S
M4, 1Zids e NSEPRE S M. IR THE e OL, A1 NAT64/46 #ik (H
HASTE A R AAAA LR ) FEAF SR fARPEIERE, 1ESHEH NAT =Y
DNS AN , 55 103 Tlo A1 S AE T A NAT AU P31 7 om L B e, D e 50N AT .

RFIIEO PAT (BH#EO) (X317 NAT. D
O A e Sl S, SR R AR A TP Mk FHAE R 5 vk (310 PAT [BI3B) o V24
ST PEANIE OB AL 2 1) H AR i, e I my . B 2 G TPve Hudil, ik a)ik
IPV6 &I, W CUACL'E T 3 0 PAT B EA/E AR uht, WIAGELREILIET. H4b, FCHE PAT
T AN B 1 PR 2R 10

|Pv6
AT AE PAT {HH B bz 111 1Pv6 Huhik .

W4 2l W 4R BRGT ({XERZS NAT) .

T NAT 46, i5ERIEDI LIS A 1Pv4 i3 55— IPv6 Mk, 3555 /> IPv4 Hh
BRSNS TPve Hihl, AKIESEHE. WA obIE D,  WRKEAEH] 1Pv4 ik AU KT —
Sof—H 4, A ZAE ] I T

TEBFEOLFERRIE ARP (X577 NAT. )
h B TP bk R A N B 0 25 AR ARP . Qi SR8 P 5 e S 2 AR R) RO R 25 b (g st b, IR 4
2ff HACHE ARP SNV 2 WS AR ARP 53K, AT AW bl B b i & . itk
fift k7 ZEnl ARG B, RO W A DA SEA I 28 1 G, an i as 28, n] DAZEH AR HEE ARP,
ESEAE UL T 5 B R AE B 2y B EMEt . 8%, XT840 NAT, AT E e
ARP 1), 1 HAERLCRE LT, 23 a8z ) @il

W EFEORITIRATE ((NESEHM NAT. XEEHER. )

U SRAE Ay T A 5t B A A it e 49 ] — o) S IRk U ORI H e 11, AT LG $ vk
T, AT R GEAR i % b R AN A2 A NAT B i 1 H Az CORA e B b

BmE ((XFF1 NAT, {XE:7S NAT. )

peirk = e N Y S TR S o b /8 S s e A 108 o B U 7. N 3 R s o A e
TR B, SIP ZERANAT PRS2 LU T NAT Fe e SIP 4Rk, (HAUN OB FE B0 1)
WA 2 R A XA DL o

%1% IPV6 Y 4%

T EAEA IPv6 P48 MY IPv4 W45 2 A i B N, 75 2248 1 NAT fEshl SRR (b AT e . )
FEPIANHE TPv6 R4, S8t m] B i X A1 IS 190 208 Bk A st - o

X IPve W45, ST LIS HT LU B e 28  .

* NAT64. NAT46 - ¥4 IPv6 s e e il IPva By, SRR, T EE AN, —A
FHT IPv6 [H] IPv4 HHEH, 55— NFT IPv4 [ IPv6 HHEH . BSRIEE AT LT i — T-5) NAT M
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W5 A4S, AN DNS ARS8 07 T oMM 4%, WInlAEFF 3 S DNS Wi . i FAEdRE T
HInEO T, e T30 NAT ¥ /5 H DNS S, LAl g4 @ 50 NAT ¥,

A\

AR NAT46 USRS

* NAT66 - ¥4 IPv6 it 3 AN A ) IPve Hudil o FeAT T iU F# & NAT. S a] LIS NAT
% PAT, {HHT IPv6 Ml KEAER, BRIHAN AT B2 NAT.

A\

IR NAT64 Fl NAT 46 1N ] LAZERRAERS e 1 AR . NAT66 R 1E % 4 L R AR 2 e b 4 1 B &

NAT64/46: i% IPv6 Ht il 4E35 4 IPv4 tbiit

Ui IPv6 I8 HE NAN TPv4 INZE I, 14855 20K IPve HihE#545 1Pv4 Hotik, JRdmiE M Ipva IR
0] IPv6. M52 U AN sk, — > IPv4 Huhbih 14058 1Pv4 2% e i) IPve Hihik, 5 —A> IPv6
Ho ikt T4 52 1Pv6 M4 i) 1Pv4 Hidil .

* NAT64 FRI () TPv4 Huhibyth— B8/, 05 AT RERA AL 05 ik 55 TPve 2 7 ity bk — 5 — Wi
HEIASEA NAT 1L, 3)7S PAT n] DLEE 25 503 2 v] B K& IPv6 25 ) g ik 75 22

* NAT46 ML IPv6 Huhik i nf PSS T ook T ZE i ) IPv4 HohikE 0. X RVFREAS IPv4 Huhik i) 3
ANFIP) TPv6 kb, NAT46 (NS RFFRASHLS, R AREMT 307 PAT.

T B A Hms, —N T IPve 4%, — DM HAR IPv4 4%, BAREEHT LMEHT - T30
NAT R 58 BIEAESS, (1SR DNS 55 G0 TR 4%, WAl BER 225 DNS WM. i FAEFRE
T HFRITEOUN, JoVAAET-3) NAT JUU 5 ) DNS 5, iy DUsIF GURE 4> B 35 NAT B

NAT64/46 7=~f51: AER IPv6 W& 54 ER IPvd B B

DL AR B, AR s B A5 TPV [ N BB IR 4%, B AS B 3% 31 H TR (13
AN 1Pv4 . SR e 80 7F DNS 4,  LAME n] LLEE SRS T-3)) NAT BUUH$4T NAT64 Fil NAT46
Hff,
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B natesss . pain PG sk 55088 1Pvs EEER

. 2‘09 165 EDCI 225027

| : 2EIQ 165201 12T
2001:db8:: 100 — 208.165.201.1 6
209.185.200.225 — 2001:db3:D1A5:CBE1

2EIIJ1 dbd:: 106

B Inside client

. 2001.db2::100

—_— =

EABI T, fEBYANEE I TP Mk, A8 3) A4 1 PAT # N # IPve IRk TPv4. Kol IPv4
VR E A 2001:db8::/96 PILE HR (Pl FIAFAE N3 X 485 AL i o

UK

HIE1 AIEE LS TPV P25 48 5 52
a) i!ﬂéﬁ RTJ-% > lx—x.lég‘ #,ﬁﬂim\\ﬂﬂméﬁ > uj“jlﬂﬂ‘f%
b) & X NHE IPv6 4.

HME G4 (B, inside v6) , ARJEHT A M 4% il 2001:db8::/96.

New Network Object

Name

inside_vG

Description

Netwnrk ) )
) Host () Range (® Network () FQDN

| 2001:db8:/96

[ Allow Overrides

¢) HiifRF.
WIE 2 GIET-3) NAT HUU LUK TPve W2 446 4 TPv4 FFFRGR ],
a) P REE > MR REL > NAT 10102 8% %48 Firewall Threat Defense NAT h .
b) sl AARAL N .
c) MCELUT k.

| EES RS
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NATG64/46 5= 15): PIER IPv6 [ 4% 5 51N&T IPvd EEL M .

« NAT #0 = F3h NAT Fl,
* ZE8 (Type)= 3.
d) 7fF#EOXF %K (Interface Objects) Fic & DL Nk
< BEOXMNK = N,
- BFREOX & = 4.
e) {EEEHE (Trandation) |-t DA R L5
* JRYAIR = inside v6 LN,
- BEMAIR = BirED P,
- [R44 B#F (Original Destination) = inside v6 FJ£5%f % .
- 4 /5B B4R (Translated Destination) = any-ipv4 M 2% % %

Add NAT Rule

HAT Rule:
i Manual NAT Rule b ‘

Insert:

|' In Category ~ | [ MAT Rules Before
Type:

|'. Dynamic v |

Enable

Description: .
l |

Interface Objects Translation PAT Pool

Advanced

Original Packet Translated Packet

Original Source:* Translated Source:

v | + |Dest:nation Interface IP w

| inside_v6
i ]

Original Destination:
| Address ~ |
1 Translated Destination:

I‘ inside_vE& ~ | t -
: g any-ipvd “J +

Original Source Port:

) AHE.
A FH U ISE, AP 36422 1 F 1) 2001:db8::/96 14 3t ) A0 5422 11 (RIATAn] J7 0 00 45 52438 ) A
e 1Pv4 HuhEdEAT 1) NAT64 PAT fite. A, A4 R (AT 4] TPv4 suhb 21k B4 10, #
B R N2 TPv4 bk 77 ok 2001:db8::/96 B 2% Hh i — ANk

g) s NAT HUU BT L (R TF

meiities i



Mt |
B naveass . &4 50 IPva BB DNS S840 P56 1PV 4%

NAT64/46 7~ 15: €1 5MER IPv4 ELHX M F0 DNS 55352 B9 A AR IPv6 X 4%
RN RIS R TPVG, ELAN LI LAy L A 4 S S

1Pv4.
Web server
209.165.200.225/27
B 1
: Y =l DNS server
@ L . 209165202 129/27
\'—oﬁtside R
IPvd 209.165.201.1/27
9 DNS: www . example.com
Aho. A 209.165.200.225 — AAAA 2001:db8:D1ALCEEN
33311228201&}22_5" iugalﬂglsft?;&%'caﬂ e 209.165.202.129 — 2001:DB8::D1A5:CAS1
S S . Lt 209.165.201.1 — 2001:db&::100

inside
@ IPv6 2001:db:1/96

DNS: www.example.com?
2001:db8::100 — 209.165.201 1
2001:DB&::D1A5:CAS1 — 209.165.202.129

E Inside client

/ | 2001:db8::100

FEAG Fr, A5 B AN DG TP sk, 34 0 PAT 5 N TIPve L84k TPv4. K4 TPv4
TR FRAE R 2001:db8::/96 MIZE FR R HbdE,  FeVFAE N 4% A4, % NAT46 AL H DNS
5, fH4MH DNS JR4- 25 E nT LU A (IPv4) id 540l AAAA (IPv6) icsk, Hihibthfg M TPv4 Hb
hEH 4y TPv6 Mtk

N IPv6e W2 il 2001:DBS::100 (1% F i 221041 FF www.example.com I, 1 Web 185 3K [
SRR 4T o

1. &AL HEE A 2001:DB8::D1AS:CAS81 [ DNS 45 4% %1% DNS ik . NAT Hi %}
DNS 173K FF A H 3EA T DA N 55 .

* 2001:DB8::100 %4>k 209.165.201.1 L AME—3fi 1 (NAT64 #2211 PAT $E0). )
e 2001:DB8::D1AS5:CAS81 %4tk 209.165.202.129 (NAT46 ¥, ) DI1AS5:CA81 &
209.165.202.129 ) IPv6 X N4, )

2. DNS JIR45 85 DL A d e T, $5 H www.example.com {7 - 209.165.200.225. NAT46 Ml (2
JAH DNS FE) ¥ A0 e 5634 IPve SN AAAA LT, FH1E AAAA iC3% T4 209.165.200.225
35 2001:db8:D1A5:C8E1. b4k, DNS i 5 (st bk R H A bl oA 5 46k -

* 209.165.202.129 %434 2001:DB8::D1AS5:CA81

* 209.165.201.1 #4524 2001:db8::100

| R



| Mt
NAT64/46 /5l £1% 575 IPve ELEE 70 DNS #53e0pas 1Pve sk I}

3. IPv6 %) uig R AE AT Web A5 #% (19 IP Hiuhik, T2 M 47T 2001:db8:D1AS:C8E1 [ www.example.com
KU HTTP &K  (D1A5:C8EI & 209.165.200.225 [F) IPv6 % Ni#). ) HTTP ik o (s Fi H 1)
BT 46 -

* 2001:DBS8::100 #5344 209.156.101.54 FffME—u 11 (NAT64 #2211 PAT $i0). )

* 2001:db8:D1AS5:C8E1 % #t 4 209.165.200.225 (NAT46 M. )

LAUR B BRRE A 21 T dn e Bl B e s o o

FHia Z |l

PR RA S TR L I R (X adZ g o AT, TAVBGER X% 2
YO RERRISNERIN 2 A . ERCE IR LIS, kR MR >0,

UK

SR QUEE A IPv6 P2 A SMAR TPv4 W25 [P 200 5 o
a) EPE IR > ML IF LIRS > RN R .
b) LR IPV6 R4
A Gn % I, inside v6) . AAJFHI A %3k 2001:db8::/96.

New Network Object
Name

[ inside_v6 ]
Description

Network

O Host O Range @ Network O FQDN

[ 2001:db8::/96 ]

(] Allow Overrides

c) MERTF.
d) AdiRnMLg (Add Network) > iRAn%t 5 (Add Object)Jf5& X &8 IPv4 (2% .

HM B3 G dr g (B, outside v4 any) , SRJGHIAMZHAE 0.0.0.0/0,

| meiities i



Mt |
B naveass . &4 50 IPva BB DNS S840 P56 1PV 4%

New Network Object

Name

[ outside_v4_any ]

Description

Network

O Host O Range @ Network O FQDN
[ 0.0.0.0/0 ]

(] Allow Overrides

e) MiRTE.
FIE2 Jy B IPv6 ML E NAT64 7% PAT L.
IR 3 NHMIE IPv4 45 S NAT46 .

a) sudiRnELm.

b) TE LR JE

* NAT 0 (NAT Rule) = H3)) NAT #I,
¢) FEEOXMKR (Interface Objects) FAdE LL Rk

< REOMSR = SN

« BAREOXMER = Wik

d) {E%E#e (Trandation) bt & LA 3T :
* JR#4IE = outside v4 any PN 4.
« #5355 RYIE > ik (Trandated Source Address) = inside v6 MZ%55%] % .

e) 1EEZRk (Advanced) ELI-R |, EFEEHS HE#N ITACAY DNS [E & (Translate DNSrepliesthat
match thisrule).

| R
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NAT66: 5 IPv6 itriik 54 £ 1Pve ot ]

Add NAT Rule
NAT Rule:
[ Auto NAT Rule v ]
Type:
I Dynamic v ]
Interface Objects Translation PAT Pool Advanced
Original Packet Translated Packet

Original Source:* Translated Source:

inside_v6 v = Destination Interface IP v
Original Port: o _
TCP v b
Translated Port:
f) siliE.

A FH e RIS, ARS8 X 2% v (AT A TPv4 Hihk 208 Py 11, R A F iR N X IPv4 Mkl v 8% 4
1 2001:db8::/96 FZ&% () —/NHbdik. B4R, DNS Wi M A (IPv4) 10658 AAAA (IPV6) 1035,

ol )\ TPv4 Hidil 464k TPve Hidil .

NAT66: 1% IPv6 Hthiib4%35 5 H {th IPv6 btk

AN IPVO IS HEN T — AN TPv6 IR, 88T LUK ik 36 36 ok 258 W9 4% _E AN [R] TPv6 bk, 3%
AT FH#A NAT. S 0] LU ] NAT 88 PAT, {H T IPve Hilik KL, BRI Ml 3h &
NAT.

DAL A AN S AR AN ) [ M b 2R 2 () e e, T LSS 75 B — N B — ) NAT66 #5400 ). {8 B 5 NAT
R AR Ok IX SR A, (EE, A SRR SR VRIR B, 8] DU T80 NAT K502 NAT J
58 g BT

NAT66 75, W& < (6] B ER7SEEHR

AT LM B 3 NAT 76 1Pv6 Huhbith 2 [A) e & 5 A H 4. LU /s 356 B i falks 2001:db8:122:2091::/96
0% 8% T () P S ik A 3 R 2001:db8:122:2999::/96 ¥ 2%t ffy AR bl

| meiities i



mgentE |
B nates o1, Mgz mmmsEn

—
=
= |
IPvE web server
outside

IPvE 2001:db8:122:201b::1/96
.

2001:db8:122:2091::121 — 2001:db8:122:2399::1

IPvG 2001:db8:122:2091::11/96

L

Inside client
\ 2001:db8:122:2091::121
—
FIEZ Al

PR RA S TR L I DR (X adR a4 o AR, TAVRER X% 2
YO RERRISNEBIN 24X . ERCERE LN S, WS MR >0,

F

UK

HE O E XN ES IPv6 L& AN IPv6 NAT 2% (1) N 28 % %2 .
a) EFE IR > W FH N dHR MM > R R
b) & XEE IPv6 %%,

HWZEN G4 (B, inside v6) , ARSI A M 45l 2001:db8:122:2091::/96.

| EES RS
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New Network Object
Name

[ inside_v6 ]
Description

Network

O Host O Range @ Network

[ 2001:db8:122:2091::/96 ]

(] Allow Overrides

c) MtiRTE.
d) iR nM4E (Add Network) > i R3$ 5 (Add Object) I AN IPv6 NAT R4 .

NATes w1, Wzt ]

NN G g (B, outside_nat v6) , ARJGHIA ML HEE 2001:db8:122:2999::/96.

New Network Object

Name

[ outside_nat_v6 ]
Description

Network

O Host O Range @ Network
[ 2001:db8:122:2999::/96 ]

(] Allow Overrides

e) MiifRTE.

SR 2 h A IPve 4L E S NAT HUU.
a) TEFF SREE > MLBREE > NAT H0) o4’} Firewall Threat Defense NAT TRH .
b) AR .
c) BLE LT @ -

« NAT # (NAT Rule) = [ 3h NAT #J,

meiities i



Mgttt |

B vaves w5l e ipve sE0 PAT

« KA =K,
d) FEOXMKR (Interface Objects) [ACE DL R
c REOMR =N,
« BAREOXM R = 4N,
e) 7r&EHR (Trandlation) FdE LA R kT
* [R44IE = inside_v6 PIZEX %,
« $53 R HYIR > Hblib (Trandated Source Address) = outside nat v6 2544 .

Add NAT Rule
NAT Rule:
[ Auto NAT Rule v ]
Type:
[ Static v ]
Interface Objects Translation PAT Pool Advanced

Original Packet Translated Packet

Translated Source:

Original Source:*
[ inside_v6 v ] + [ Address v ]
Original Port: [ outside_nat_v6 v ] T
[ ee N ] Translated Port:

) RHE-

A IR, AP35 11 F (1) 2001:db8:122:2091::/96 W B 4R34 1 AT i FE 3l A 48 s
NAT66 #4t J5 2001:db8:122:2999::/96 [ 2% I [y Hhhl

NAT66 7<f5: {5 28 IPv6 31 PAT
<t NATG6 19— AN 77 VA A 1 B a5 5 L4 S 36 11 TP Bl b R e

[ AT
I



| Mt
naTe6 7= &2 1Pve sz PAT I}

29 NAT66 [t & 22 1 PAT BEIRS, iZ48: 0 _LACE W T 4R a5 7 PAT Wegs . %4 D R BE A
bk Bk S A H AN T PAT.

AT—

E] |
|--—-—]
| IPvE web server

ol;iside
IPvE 2001:db8:122:201b::1/96

2001:db8:122:2091::121 — 2001:db8:122:201b::1

inside
IPvG 2001:db8:122:2091::11/96

Inside client
2001:db3:122:2091::121
—)
FIAZ Al

TR RA S TR R I DR (X adZ a4 o AR, TAMRERE X% 2
YO REBRISNERI 2 A . ERCERE RS, kR MR >0,

o
i

HIE O e XANHE IPve M IR 5 .
a) JEFE TR > WL IF N dHRNMLE > RN R .
b) & X NHE IPv6 M4,

AMEIT G s (FlGn, inside v6) , ARJEHIA ML HAE 2001:db8:122:2091::/96.

| meiities i



Mt |
B vaves w5l e ipve sE0 PAT

New Network Object

Name

[ inside_v6 ]

Description

Network

O Host O Range @ Network O FQDN
[ 2001:db8:122:2091::/96 ]

(] Allow Overrides

¢) miifRfF.
FIR2 N IPve M4 IC B 52 PAT M.
a) JEFE KRG > MLEREE > NAT J-0) i olidu’ Firewall Threat Defense NAT T .
b) i RIRAN .
c) MU LT EhE:

* NAT 0 (NAT Rule) = H3)) NAT #,
* KA (Type)= 3.
d) F#ENOXF %K (Interface Objects) A& DL Nk
REOXMNR =N
- BFREOXMR = M.
e) fEiE#k (Trandation) bfdE DL R LI :
* [R14R = inside_v6 MZEXT 4,
- BEIRRIE = BARIED 1P,

) £ &E L, EFIPv6, FenMNAER T H AR IPve Huhlk.

| EES RS
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A |

Add NAT Rule
NAT Rule:
[ Auto NAT Rule v ]
Type:
[ Dynamic v ]
Interface Objects Translation PAT Pool Advanced

Original Packet Translated Packet
Translated Source:

Original Source:*

[ Destination Interface IP

inside_v6 v +
Original Port: @ The values selected for Z:eﬁeti-'u-:-.'.i::'u
TCP v
Translated Port:
g) MHRE.

A% FH IR, AP FEB3E 118 2001:db8:122:2091::/96 -/ ) &4 I R4 i B3 <5l id NAT66
PAT 53 A #hifdae K & 1 IPve 4 Rtk —.

=472 NAT

TR NAT JEREAT WA R R, 15 85 Bl as CLI I LU R i
* show nat {75 NAT FEUAIEEAS RO e iy o ob K. A7 AR SCHE 7 n) I T~ 7R NAT R93AR 7 i
fHB.
* show xlate {27 4 Fif Ak T IR AR 1 9L B NAT #e e,

* clear xlate SLVFIHERAE THH SRS (K] NAT Heffe. Wi S ol NAT BN, fnr feme 2 Ris 2 K
Felfe, DDNBUATHEERRARSAL T IN MR, ERNERETR . TR BV R SR 1B,
FERE o )R — DGR 2 P o 2 7 i R S T (R e 4

meiities i



- Mt |
NAT {51

NAT =51

DU 284 T B & NAT 1ol

IR N ER Web AR 258915 101 PR  (E27S B 5h NAT)
LR 73514 74 35 Weeb JIR 45 # A AT i 45 NAT. SChuhit 7 T4 T4 b, BRI A SR b i .
TLERAS NAT, DU EHLEENE A0 [ 58 il A& 1] Web IR 55 28 I3 & o
& 15: E 8 A ER Web BR % S2H0E%7S NAT

E! 209.165.201.12

N

J/- -\J\‘
( OQutside
\\%_M-_J_ j

209.165.201.1

Undo Translation

Security
10.1.2.27 — 209.165.201.10

> Appliance

FF6 Z A

WORATAE B DR Web 55 #s IO B B IR I 5 (eI 4D o fEARBT, Ak
FEFE LN Gt 2 0 NEBFISMNER I 22X . ERLE RO S, ks MR >80,

T QI E RS AR A I LN IE A 2505
a) IEFE MR > WL JF AR M4 > RN R
b) JE X Web il 554 (K1 FA 7 Hidik: o

J M G4 (B4, WebServerPrivate), 4K 5 i A S2Bs 4L IP Huhlk 10.1.2.27,

| R
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New Network Object

Name

[ WebServerPrivate ]
Description

Network

@ Host O Range O Network
[ 10.1.2.27 ]

Allow Overrides

5 Override (0)

¢) MiifRTE-
d) HdnRinM4g (Add Network) > 55 An3d % (Add Object) 5 X A dethik

IR {3 P28 Web AR SeoiiaieiR (esaEaNAD ]

(O FQDN

L0 G4 (i, WebServerPublic) , FE4 A HLHbE 209.165.201.10.

New Network Object

Name

[ WebServerPublic ]
Description

Network

@ Host O Range O Network
[ 209.165.201.10 ]

Allow Overrides

5 Override (0)

e) MiifRTFE.
L2 lE N R A NAT.

() FQDN

meiities i



Mgttt |

B i=smmEm web R sa0isEAUR (2875 3 NAT)

a) P SREE > MR REL > NAT 1012 8% %48 Firewall Threat Defense NAT h .

b) siTiARANA
c) P LT JEeE:

* NAT 0 (NAT Rule) = H3)) NAT #0),
« £B = FHE.
d) E#EOXF KR (Interface Objects) [fic & LA Nk
BEEONSR = N
« BFRIZEOXM R = SN0,
e) {r&E#e (Trandation) b fid & LRI
* [E34iE = WebServerPrivate M 25 %1% .
* B3R R RYIR > Hbilk = WebServerPublic P48 % .

Add NAT Rule

NAT Rule:
[ Auto NAT Rule v ]

Type:
[ Static v ]

Interface Objects Translation PAT Pool

Original Packet

Original Source:*

[WebServerPrivate v ] +

Original Port:

[TCP v]

[ )

f) AdfREF.
PR3 il NAT B i B R F

Advanced

Translated Packet

Translated Source:

[ Address

[ WebServerPublic

Translated Port:

[

| EES RS
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T ) P8 4L 40 5175 B3 5 NAT FO 11128 Wb i %5 28 0275 NAT |

H [a) AERE MBI 3175 B o0 NAT F0 [5)5PER Web BR 525 895275 NAT
LRI RN SR U7 R 2858 Web BRS5 235, LR /s o IXSeFH P IE B S A NAT. AN, 34N
R P& RS Web IRZS 250, 1% Web IR 55 25 bk gl i 46 0 Wom 7B N F8 45 L stk .
16: E 5] NER Web BR 5% 2884937 NAT, TE[@SMNER Web BR % 250537 NAT
I:l Web Server
209.165.201.12

|

g &
( Outside
N
209.165.201.1
Translation
10.1.2.10 — 209.165.201.20 .
'8N Security
Undo Translation Appliance
209.165.201.12 <— 10.1.2.20

248773

FHiaZ |l

B ORAFAE AL DR Web IR 55 a8 O 45 AR DN R CasXIedi 4 o fEAREIH, BATE
SERL IR G4 0 RERRISMNER ) 224X . B B LI B, IR F S AR M 4g > SRmx K33 &R
>0,

W B I N L B4 NAT A — AN 480 5
a) EHFIR.
b) MHEHIEFEMLE (Network) Ff s i iR nm 4% (Add Network) > iRn3F 5 (Add Object).
¢) & XBA NAT it
HMgE R A g (BN, myNATpool) , Jf4mA M4 bl Hl 209.165.201.20-209.165.201.30,

| meiities i



Mgttt |

B @amsmEian7s & NAT A1 E 50D Web AR 55 28 89875 NAT

New Network Object
Name

[ myNATpool ]
Description

Network

@ Host O Range O Network O FQDN

[ 209.165.201.20-209.165.201.30 ]

(] Allow Overrides

d) mdR%EF.

FIR2 h PRI L0 X B
a) AR IM4 (Add Network) > i&H%T % (Add Object).
b) AWML G4 (B, MylnsNet) , FFHARIZHAE 10.1.2.0/24,

New Network Object
Name

[ MylnsNet ]
Description

Network

O Host O Range @ Network O FQDN

[ 10.1.2.0/24 ]

(] Allow Overrides

o) MR

HIB 3 HMNIE Web RSS2 G173 48 61 52
a) AUdiRANM4E (Add Network) > iR I3 & (Add Object).
b) HMLX R A4 (B, MyWebServer) , JE4IAFHLHBAE 209.165.201.12.

| EES RS
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1 P E 4B Eh7S 3 5 NAT FE 5028 Web AR iose7s NAT I}

New Network Object

Name

[ MyWebServer ]
Description

Network

@ Host O Range O Network
[ 209.165.201.12 ]

(] Allow Overrides

c) MitifRTF.
LI A NI Web R 5525 Mok 61 2 N 25 61 %2

(O FQDN

a) AiiRInM4 (Add Network) > &% (Add Object).
b) KM G4 (I, TransWebServer) , Jf4iA LHLHHE 10.1.2.20.

New Network Object

Name

[ TransWebServer ]
Description

Network

@ Host O Range O Network
[ 10.1.2.20 ]

(] Allow Overrides

c) MitifRTF.

WIES fFHBIES NAT x5k P 5 9 25 B 2 374 NAT .

() FQDN

a) EFE KRG > MLEREE > NAT J10102 8% %45 Firewall Threat Defense NAT i .

b) sidrARARAL .
c) BCELL NPt

meiities i



B = mss 5 NAT FIE 15128 Web AR 25 25 494875 NAT

* NAT 0 (NAT Rule) = H3)) NAT #0),

* £3 (Type)=3hAs.

d) fF#EOXF %K (Interface Objects) Fc & DL Nk

c REOMR = N,

- BfrEO R = M.

e) 7% (Trandlation) F it LA R &5

* [R147R = myInsNet P54,

Mt |

* GEIR R HOIR > ik (Trandated Source Address) = myNATpool M54 .

Add NAT Rule

NAT Rule:

[ Auto NAT Rule

3

Type:

[ Dynamic

-

Interface Objects

Original Packet

Original Source:*

Translation

MylnsNet

Original Port:
TEP

) AdRE.

HIR6 4 Web [l g5 ds L B i A& NAT.,

a) iR .
b) BCE LN JE L

PAT Pool

« NAT #M (NAT Rule) = E % NAT #E0,

« LB =,

| EES RS

Advanced

Translated Packet

Translated Source:

[ Address v ]

[myNATpool v ] +

Translated Port:



| Mt
BAS mEHIMABaELEE BsamnNaT, —xz) [

¢) EHENOXFK (Interface Objects) A & DL Nk
< REFEOM SR = SN
« BAREOXM R = Wik

d) fr¥E# (Trandation) b LL R :

* [R34IE = myWebServer 254} %,
* 535 5 895 > ik (Translated Source Address) = TransWebServer 25514 .

Add NAT Rule
NAT Rule:
[ Auto NAT Rule v ]
Type:
[ Static v ]
Interface Objects Translation PAT Pool Advanced

Original Packet Translated Packet

Translated Source:

Original Source:*

[ MyWebServer v ] + [ Address v ]
Original Port: [TransWebServer v ] +
[ ee N ] Translated Port:

e) MitifRTF.

ST Sl NAT N 7O I RTF .

BEZ MGt r AR G EithEiss (Fa5 B3 NAT, —X1%)

LAR 7 0 B el 22 A TP M hk i A B S B8 BT o > AN EW LG ) JErp — NS TP ki, s
LI S 1 Bk P — S B T s il . RIS SR URL, &2 U0 BH € 1) 2 1A 1 Web [ g%

Ao

meiities i
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B 2esrmshpnmnmasines GBS NAT, —4%)

B 17: AR S BRI 2R A — X & 3875 NAT

Undo Translation
209.165.201.5 &> 10.1.2.27

Undo Translation
209.165.201.3 = 10.1.2.27

Undo Translation
209.165.201.4 = 10.1.2.27 <_Ir:side

I:l Load Balancer
N 10.1.2.27

Web_Servers

FHia Z |l

B ORAFAE AL DR Web IR 55 28 045 O3RN 5. CasXIsidi 14 o fEAREI, JATIE
SER X St 2 REBRISMNER I 22 42X . ERCE R DN R, HEF ¥R > #O.

SIE R JLW G AT A 1 Mk 6] Y 45 6T 5
a) LR,
b) MHZFHIEFMEE (Network) Jf iR inm g (Add Network) > iR nx$ 8 (Add Object).
c) &Mk,

HM LR Gdr4 (BT, myPublicIPs) FE4 A M 45 H 209.165.201.3-209.165.201.5.

| EES RS
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BAS mEHIMABaELEE BsamnNaT, —xz) [

New Network Object

Name
myPubliclPs

Descri iption

Network
® Host Range Network FQDN

209.165.201.3-209.165.201.5

] Allow Qverrides

d) mdRE.

PR 2 BN L R
a) a4 (Add Network) > & h0n3t % (Add Object).
b) MM ar4 (i, myLBHost), SRJGHIA LML 10.1.2.27.

New Network Object
Name
I myLBHost ]

Description

Network
@ Host O Range O Network O FQDN
[ 10.1.2.27 ]

(] Allow Overrides

c) MtifRTF.

TR 3 NI AR B NAT,
a) IEFE KRG > MLEREL > NAT J10103 8% %4 Firewall Threat Defense NAT i .
b) siTARANA
c) BCE LT J@fk:

« NAT #17 (NAT Rule) = [ NAT #i.
< KA =ik,
d) 7FEOX K (Interface Objects) bt & LA NI
CREZEONR = N
« BAREOXM R = Sk,

| meiities i



B rre. wTTe A SMTP sy Mt (B OSREESES B3 NAT)

e) friE#k (Trandation) bt DL Rk :
* [R14iE = myLBHost P55 % .

- $E fR AYIR > ik (Translated Source Address) = myPublicIPs %444

Add NAT Rule

NAT Rule:

I Auto NAT Rule

-

Type:

[ Static

-

Interface Objects

Original Packet

Original Source:*

Translation PAT Pool Advanced

Translated Packet

Translated Source:

Mt |

[ myLBHost v ] T [ Address s ]
Original Port: [ myPubliclPs
[ Tep - ] Translated Port:

) mdifRTE.

S 4 Sl NAT 0 7 I RTF .

FTP. HTTP #0 SMTP pyBa it (B Hix 550575 B 51 NAT)

PLUR SRR D AL i & NAT 2~ iz #2 f 2 U5 i) FTP. HTTP A1 SMTP 24t —Huhk. szfr L,
IXLEHR 45 A8 A SEBR W 4% F AR B4, (B T REG ARG 4%, AT LAFE & R ity 11 5 B B U] (T 57 45 NAT,
TSR0 fof FE () — WS TP bk FOAS ] 11

| EES RS
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& 18: 3 #5i% O 1R RYER 7S NAT

FTP. HTTP 71 SMTP By Mttt (RO HREETS A3 NAD .

Undo Translation

Outsin%
209.165.201.3:21 > 10.1.2.27

Undo Translation
209.165.201.3:80 > 10.1.2.28

FHia Z |l

Undo Translation
209.165.201.3:25 —>» 10.1.2.29

SMTP server
10.1.2.29

HTTP server
10.1.2.28

BRI DX 5 CRAXIEEE D & R IR A BRI D FEATRIT, BAMEE
ISR 44 0 RERANINERIV 224 X o BN HE N5, RS IF st RN M 48 > iR AN & >

Ho

g3z

LB N FTP S5 # 0 I 484 5o

a) JEFF TR > WL IF N dRNMLE > RN R .
b) AWK G4 (B, FTPserver) , #XJE4mA FTP RSS20 52kx 1P bk 10.1.2.27.

meiities i
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B rre. wTTe A SMTP sy Mt (B OSREESES B3 NAT)

New Network Object

Name

[ FTPserver ]
Description

Network

@ Host O Range O Network
[ 10.1.2.27 ]

Allow Overrides

c) MidifRTF.
LR 2 H HTTP R4 25 Bl PI 285 %

a) AR IMM4 (Add Network) > %t % (Add Object).
b) AWML G4 (B, HTTPserver), #RJ&f A EALMAIE 10.1.2.28.

New Network Object
Name

[ HTTPserver ]
Description

Network

@ Host O Range O Network

[ 10.1.2.28 ]

Allow Overrides

¢ midifRTF.
PR3 g SMTP 5543 QU 450 %

a) AR ImM4 (Add Network) > i&HI%T % (Add Object).
b) AWML G4 (B, SMTPserver), #RJ&Hi A EHIE 10.1.2.29,

| EES RS
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FTP. HTTP 71 SMTP By Mttt (RO HREETS A3 NAD .

New Network Object
Name

[ SMTPserver ]
Description

Network

@ Host O Range O Network O FQDN

[ 10.1.2.29 ]

Allow Overrides

c) MtiRTE.

TEA IHT 2GRS AILIP kG M4 .
a) MM 4g (Add Network) > i3 & (Add Object).
b) AWML G4 (B, ServerPublicIP) , AR5 HIA ML 209.165.201.3,

New Network Object
Name

[ ServerPubliclP ]
Description

Network

@ Host O Range O Network O FQDN

[ 209.165.201.3 ]

(] Allow Overrides

c) MtiRTE.
WIRS 4 FTP IS5 & HAG o 1 4 e (134 NAT, J6 FTP o H WU 2 5 5 .
a) IEFE SREE > MLEHREE > NAT 1010288 % 4 Firewall Threat Defense NAT HH .
b) s AnAR .
c) MoE LT EM:

L
|



Mt |
B rre. wTTe A SMTP sy Mt (B OSREESES B3 NAT)

* NAT 0 (NAT Rule) = H3)) NAT #0),
© EB =i,
d) fF#EOXF %K (Interface Objects) Fc & DL Nk
c REOXNR =N,
- BFREON KR = 4ME,
e) fE¥E#k (Trandation) b0 E DL R I :
* [RAIR = FTPserver 455 5
« G54 R HOIR (Trandated Source) > 3k (Address) = ServerPublicIP 485} %
« JR$4i% 0 (Original Port) > TCP=21.
* BiRERYIER O =21,

Add NAT Rule ®
NAT Rule:
[ Auto NAT Rule v ]
Type:
[ Static v ]
Interface Objects Translation PAT Pool Advanced
Original Packet Translated Packet
Original Source:* Translated Source:
[ FTPserver v ] + [ Address v ]
Original Port: [ServerPuinclP v ] +
[ ep - ] Translated Port:
[ 21 ] [ 2 ]
Cancel n
) miRE.

$IB6 Jy HTTP 45w lic & A7 v D FE3Hei 4& NAT, 54 HTTP o B 2 H 5 & .
a) mAmEm .
b) MCE L@

« NAT #0| (NAT Rule) = A 3) NAT {0,

| EES RS
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FTP. HTTP 71 SMTP g2 it (BgisnstmassazmNaD ]

« KA = K,
¢) {EHEMOXFK (Interface Objects) A & DL Nk
c FREOMR =N,
« BAREOXM R = 4Mi.
d) 7% (Trandlation) b & LR 3.
* J[R351E = HTTPserver P48 X1 % .
- 3 EHYIE (Translated Source) > Hitit (Address) = ServerPublicIP 2% % % .
« [R44i% 0 (Original Port) > TCP = 80.
* B E B O = 80,

Add NAT Rule ®
NAT Rule:
[ Auto NAT Rule v ]
Type:
[ Static v ]
Interface Objects Translation PAT Pool Advanced
Original Packet Translated Packet
Original Source:* Translated Source:
[ HTTPserver v ] I [ Address v ]
Original Port: [ ServerPubliclP v ] +
[ e - ] Translated Port:
[ 80 ] [ 80 ]
Cancel m
e) MiliRTF-

FIRT Ty SMTP Ji 55 23 Bo B R AT i I H 4IRS NAT, JFKE SMTP i BES 236 H & .
a) iR .
b) HCE LT

* NAT #M (NAT Rule) = H 3 NAT #E01,

« KB =,

| meiities i
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B ssmaiEms hsFHean

¢) EHENOXFK (Interface Objects) A& DL Nk
cREOMR = N,
- BFREOXNR = 4ME,
d) {r&E#e (Trandation) FCE LT LI
* [R3AR = SMTPserver M4 %1 4.
. #3958 (Trandated Source) > #itit (Address) = ServerPublicIP 45 %] % .
« [E44i% 0 (Original Port) > TCP =25,
* B E RN O =25,

Add NAT Rule ®
NAT Rule:
[ Auto NAT Rule v ]
Type:
= =
Interface Objects Translation PAT Pool Advanced

Original Packet Translated Packet

Original Source:* Translated Source:

[ HTTPserver v ] + l Address v ]
Original Port: [ ServerPubliclP v ] +
[ e N ] Translated Port:
[ 80 ] [ 80 ]

e) MiiftRTF.

HIE8 il NAT MU T E AR TF .

A Birm R (31755 30 PAT)

THEER 10.1.2.0/24 M4% E)—& EVLEAET RS ANRFIRS 5. 2 VL7 AL T 209.165.201.11
(IR 2,  SzBrHb bl i 209.165.202.129:port. 24 MLV )47 T+ 209.165.200.225 (1R 5% #5155,
SRR HERE e 4 209.165.202.130:port .

| EES RS
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wpEEETS @sFaraD [

[ 19: R B R Birtik &9 F 5 NAT

Server 1 Server 2
209.165.201.11 209.165.200.225

_

209.165.201.0/27 ‘ 209.165.200.224/27

Translation : Translation
10.1.2.27—> 209.165.202.129 10.1.2.27—> 209.165.202.130

[ 10.1.2.0/24

Packet
)| Dest. Address:
209.165.200.225

Packet
Dest. Address:
209.165.201.11

FHia Z |l

BR AT DX S CRBXEEEN4D , RS RS IR 0. AT, FATHEE
SEFR LN G4 0 RERAT dmz (1224 DXk, BRE R DN 5, TR MR > 0.

UK

2 BT LS HIFE Lo
a) EFE IR > WY I AGRIMMYE > RN KR
b) AWML G4 (B, mylnsideNetwork), 4K 5% A SZFr M4 ik 10.1.2.0/24.

L
|
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B ssmaiEms hsFHean

New Network Object
Name

[ mylnsideNetwork ]
Description

Network

O Host O Range @ Network O FQDN

[ 10.1.2.0/24 ]

(] Allow Overrides

c) MitifRTF.

S22 5 DMZ W4 1 AR 4.
a) AR mM4 (Add Network) > 0%t (Add Object).

b) HMEXIH a4 (FlUn, DMZnetworkl) , SRJE4A Ml 209.165.201.0/27 (FRIAE A

255.255.255.224) .

New Network Object
Name

[ DMZnetwork1 ]
Description

Network

O Host O Range @ Network O FQDN

[ 209.165.201.0/27 ]

Allow Overrides

o) MR

FIE3 ) DMZ W45 1 ) PAT Mk G M2t 4 .
a) SRR (Add Network) > 03T & (Add Object).

b) AMLKI G4 (B, PATaddressl) , #RJa#m A LHLHAE 209.165.202.129.

W 4% ik 5 4R
88



| Mt

New Network Object

Name

[ PATaddress1 ]
Description

Network

@ Host O Range O Network
[ 209.165.202.129 ]

(] Allow Overrides

¢) MR,
$IB 4 ) DMZ &% 2 A &A% .

wpEEETS @sFaraD [

() FQDN

a) AR mM4 (Add Network) > %t % (Add Object).
b) HMEXIHR 4 (FlUN, DMZnetwork2) , SRJE4Hi AR ZEHbE 209.165.200.224/27 (FRHRIE A

255.255.255.224) .

New Network Object

Name

[ DMZnetwork?2 ]
Description

Network

O Host O Range @ Network
[ 209.165.200.224/27 ]

(] Allow Overrides

c) MtiRTF.
HIRG S DMZ M4% 2 1) PAT Huhil- il i M4 1 %2

() FQDN

a) AR mM4 (Add Network) > i n%$ % (Add Object).
b) MM G4 (B, PATaddress2) , #RJE %A EALHNE 209.165.202.130.

meiities i
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New Network Object

Name

[ PATaddress2 ]

Description

Network

@ Host O Range O Network O FQDN
[ 209.165.202.130 ]

(] Allow Overrides

c) MtiRTE.

$IR6 4 DMZ M5 | i E5)AT5)) PAT.
a) JEFE KRG > MLEREE > NAT J-0) i olidu’ Firewall Threat Defense NAT T .
b) i RIRAN .
c) MU LT EhE:

« NAT #¥10U = F-5) NAT F0.,

* £ (Type)=za.

d) E#ENOX %K (Interface Objects) A& LA Nk
CREZEOMNR = N,
- BMEAXM R = dmz.

e) fEiE#k (Trandation) b DL R L
* [E44i8 = mylnsideNetwork /4% %1% .
* 5 R HIIE (Trandated Source) > ik (Address) = PATaddress1 455 4 .
« JR4 B¥F (Original Destination) > #t3it (Address) = DMZnetwork1 P28 %1% .
* $05HY B R = DMZnetworkl 25514 .

M TG S H bR, DR S0 4 Jstds H AR sk A i (6 H Fr ki e AR T
Hudik, AN R JCC 5 NAT . BB 3 1 - BB

| R
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wpEEETS @sFaraD [

Add NAT Rule ®

NAT Rule:

[ Manual NAT Rule v ]

Insert:

[ In Category v ] [ NAT Rules Before v ]

Type:

[ Dynamic v ]

Enable

Description:

Interface Objects Translation PAT Pool Advanced

Original Packet Translated Packet

Original Source:* Translated Source:

[mylnsw’deNetworK v ] + [Address v J

Original Destination: [ PATaddress] S ] e

[ Address - J Translated Destination:

[DMZnetwork1 v ] + [DMZnetworM v J +

Cancel n

) HidiftRTE.

S 7 ) DMZ W%k 2 BB 5hAT-5 PAT.
a) RiAInAR N .
b) Mo LA EbE:

* NAT | = F-3)) NAT Ll
* £A (Type)=3h#.

¢) {EHENOXFKR (Interface Objects) [t & LA Nk
< REOMR = N,
- BREOXM R = dmz.

d) 7Ed%% (Translation) [t & DA R &
* B4R = myInsideNetwork 45514
* 353 5 RYIR (Translated Source) > i3k (Address) = PATaddress2 P 4% %% .
« [R% B#F (Original Destination) > it (Address) = DMZnetwork2 %245 %: .
* 35355 89 B R = DMZnetwork2 45X} 4.

L
|
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B zeEeseumznms @5FsPaD

Add NAT Rule ®

NAT Rule:

[ Manual NAT Rule v ]

Insert:

[ In Category v ] [ NAT Rules Before v ]

Type:

[ Dynamic v ]

Enable

Description:

Interface Objects Translation PAT Pool Advanced

QOriginal Packet Translated Packet

Original Source:* Translated Source:

[mylnsideNetwork v ] + [Address v ]

Original Destination: [ PATaddress? - ] +

[Address - ] Translated Destination:

[DMZnetworkE v ] + [DMZnetwoer v ] -

Cancel m

e) MiliRTF-

P8 kil NAT MU Bt LR 7F-

e A B irthit #niw O &R (3175 F 5 PAT)

P s s R H AR A RS L. 10.1.2.0/24 X144 1 () SEALIR] IR R R X 44 IR 45 A1 Telnet 245
YiW B E ML M FHUIEAT Telnet M55 Ui ) IR 4545 1, SEBRHbERE 450 209.165.202.129:port. 4
FHLHEAT W2 I 55U Tl AH R IR 25 2 I, SRSl 4 466 209.165.202.130:port.

| EES RS
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& 20: &5 < [F B frim OB F h NAT

Web and Telnet server:
209.165.201.11

-

B
Internet )
Y,

Translation Translation
10.1.2.27:80—> 209.165.202.129 10.1.2.27:23 —=209.165.202.130
/,_f_—x
Inside}
S~
10.1.2.0/24

Telnet Packet
Dest. Address:
209.165.201.11:23

Web Packet
Dest. Address:
209.165.201.11:80 | ==~

FHia Z |l

R RO SR CLa e 04D, HaS RIS SR i 0 fEARRIT, JA TR
SEFR LN G4 0 RERA dmz (224 DXk, ERCER DS, WS MR > $#0.

g3z

I Ay B 28 A A R 28 01 4
a) JEFF TR > WML IF N dRNMLE > RN R .
b) AMZNI G4 (B, mylnsideNetwork) , SR N2 br M g ik 10.1.2.0/24.

| meiities i
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New Network Object
Name

[ mylnsideNetwork ]
Description

| |

Network

O Host O Range @ Network O FQDN

[ 10.1.2.0/24 ]

(] Allow Overrides

c) MitifRTF.

SI8 2 4 Telnet/Web IR 55 25 1) 43 P 285 X %2 .
a) AR mM4 (Add Network) > 0%t (Add Object).
b) MM G4 (BN, TelnetWebServer) , #RJ5H A LML 209.165.201.11.

New Network Object
Name

[ TelnetWebServer ]
Description

Network

@ Host O Range O Network O FQDN

[ 209.165.201.1 ]

(] Allow Overrides

c) MtiRTE.

S 3 fii [ Telnet I 24 PAT Huhh G M54 % .
a) AR mM4% (Add Network) > i n%d 5 (Add Object).
b) AWML G4 (B, PATaddressl) , #RJa %A EHLHBAE 209.165.202.129.

| EES RS
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New Network Object

Name

[ PATaddress1 ]
Description

Network

@ Host O Range O Network
[ 209.165.202.129 ]

(] Allow Overrides

c) MitifRTF.

HIE 4 ] HTTP Ik PAT i) 2 W 28 % 4 .
a) AR mM4 (Add Network) > %t % (Add Object).
b) NMZXI G4 (A, PATaddress2) , #RJE %A EALHNE 209.165.202.130.

New Network Object

Name

[ PATaddress2 ]
Description

Network

@ Host O Range O Network
[ 209.165.202130 ]

(] Allow Overrides

¢) miifRE.

PS5 4 Telnet Vs il A1 5 #&F-3) PAT.
a) JLFF TREE > ML KEE > NAT JF0) 844 Firewall Threat Defense NAT 3Hf o
b) i ARIREN .
o) RCLE LT B -

G TE e R T N |

() FQDN

(O FQDN

meiities i
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* NAT | = F-3)) NAT L.
« B (Type)= 5h4&.

d) fF#EOXF %K (Interface Objects) Fc & DL Nk
REZEOMNR = W,
- BRYEOXM K = dmz.

e) 7% (Trandlation) F it LA R &5
* [R 4418 = mylnsideNetwork /4% %%,
* 5 EHIR (Trandated Source) > Hidik (Address) = PATaddress1 454 4 .
* R34 B ¥R (Original Destination) > 31t (Address) = TelnetWebServer 4% %1%
* 38455 B9 B4R = TelnetWebServer 454 % .
* R BHRi% O = TELNET ¥ X% (RE05E )
- S5 Y B ARiR 0 = TELNET 3 X% (REESD .
pats

T RSN S e F bR i 1, PRI 5 S D s 4y F AR s AN 45 i 1) I A Bk
AR, DUA h Js i 1 AR5 (105 4 S AR R PR3 1, AT A E AT TG 2 5% 473 NAT

Add NAT Rule ®
Enable i
Description:
Interface Objects Translation PAT Pool Advanced
Original Packet Translated Packet
Original Source:* Translated Source:
[ mylInsideNetwork v ] + [ Address v ]
Original Destination: [PATaddress1 o ] +
[ Adkres - J Translated Destination:
[TelnetWebServer v ] + [TelnetWebServer v ] +
Original Source Port: Translated Source Port:
[ -]+ [ IR
Original Destination Port: Translated Destination Port:
[ TELNET hd ] 3 [ TELNET ad ] =+

Cancel m

| EES RS |
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f) M RTE.

L6 S~ Web Uil &5 A T3 PAT.
a) iR
b) ECE L)@

* NAT #0 = F3)) NAT i,
« £8 (Type)= g
¢) {EHENOXFK (Interface Objects) LAt & DL Nk
REOXMNR = N
- BRYEOM KR = dmz.

d) 7E%5#k (Trandation) bCE DL R0
* [R44IE = mylnsideNetwork /4% %%,
« #E3R R HOIR (Transdated Source) > 3k (Address) = PATaddress2 455 % .
* JR%4 B ¥R (Original Destination) > it (Address) = TelnetWebServer 45514
* $53% 5 B9 B4R = TelnetWebServer 401 4 .
- RIEBERIB O = HTTP i X% (RGeS0 .
- BRI BRI O = HTTP 3 O X% (REESD .

| EESHE o |
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Mgttt |

Add NAT Rule ®

Enable

Description:

Interface Objects Translation PAT Pool Advanced

Original Packet Translated Packet

Original Source:* Translated Source:

[ myInsideNetwork w ] + [ Address v ]

Original Destination: [ PATaddress? " ] N

[ ek - ] Translated Destination:

[TelnetWebServer v ] & lTeInetWebServer v ] 1

Original Source Port: Translated Source Port:

[ 2] # [ 2] +

Original Destination Port: Translated Destination Port:

[ HTTP v ] + [HTTP v ] +
e) MilifRfF.

LT S NAT T _ERTF .

NAT #0uf 2. /8] VPN

A B0 VPN [ GRE& > ShimiE) QU T 5O 13k 8] VPN, AT BLIZG#E NAT G fRik s
CLESh BRI . %5 nT BLAE NAT S Ui (28 > NAT > NAT SR HAH RS 1 NAT Q.
WERANVEAE VPN [ 3 G NAT Gl o] U LUR FRPET NAT el

T B R IE B IR A I A FE RN ey PG 728 FE IRl AR PR TE o 6 TR B BRI e (flan, A
T REE S A = H 19 10.1.1.6 2 www.example.com) , 75 ZF H NAT $&4% (1923 H TP #uhik 5 1) HIG M
PLUR 7~ 4 FHEE 11 PAT BRI, ART, XF 2% VPN BRE M E (i, MR A= F
10.1.1.6 B 2EM P AMA 1 102.2.78) , BAKAT NAT; BT 2l nl @2 5 3y NAT B S
M. S0y NAT H AR b4 3y JAH R 1 k.

| EES RS
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& 21: F F ik 508 VPN RY3% 0 PAT #0513 NAT
2. ldentity NAT between NWs connected by VPM

| Sre: 10.1.1.6 — 10.1.1.6
Dst: 10.2.2.78 —= 10.2.2.78

K

3. IM recened

S (s )
L Sre: 10.1.1.6 )
‘--\._ f/

FW Outside |P: 203.0. 11 31

1 M to 10.2:2.78

(Ste:10.1.16 )
.

e fﬂ--'_ o
i [rternet

Firewall -.\Slte_t

B

| 10.1.1.6 > 203.0.113.1:6070 AR

.\Sr{:: 10.1.1.6)

A HTTF 1o

WAL EXETT |'.'I|E.:'_"L'lr'l

B. The firewall performs interface PAT for
outgoing traffic.

%rc: 203.0.113.1 :Eﬂ?_@

C. HTTP request o weww. example.com

e it

PUR 755 B Firewalll (F/REEIAAZED HIBCE

FiaZ |l
FARIEAT B3 VPN IR & DR O % CoeaRkeiiz 04D o fEARRIF, BAMREE A% A
£%F Firewalll (J#/R#EIp A2 820011444 inside-boulder F1 outside-boulder [ 224Xk, ZERLE

BOXNS, s MR > %O,

o
i

T QI G R e LA T2,
a) ﬁi% S(:J'% > lx—x.lég‘ #/ﬁiﬁm\\ﬂﬂlﬂéﬁ > uhﬂﬂi'f%
b) RPN IREE SN ZE L
W G fr 4 (B, boulder-network) , ARG HT AP kL 10.1.1.0/24.

meiities i
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New Network Object
Name

[ boulder-network ]
Description

| |

Network

O Host O Range @ Network O FQDN

[ 10.1.1.0/24 ]

(] Allow Overrides

c) MitifRTF.
d) AR > RMITER, FE a7 v 4%

HM LR S 4 (B, sanjose-network) , ARG A M ZE itk 10.2.2.0/24.

New Network Object
Name

[ sanjose-network ]
Description

| |

Network

O Host O Range @ Network O FQDN

[ 10.2.2.0/24 ]

(] Allow Overrides

e) MifRTF.
P$IB 2 EFirewalll (H/REEPAE) b, NHEREEIR A EWSHCE 2000 VPN IER R 2E 007 15 0 A N 1 F-3)
543 NAT.

a) IEPE REE > MR REE > NAT 1613 5k 2% 45 Firewall Threat Defense NAT 5l o
b) midiiARAAN
c) MeE AT EN::

| EES RS
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naT Fass 05 veN [

« NAT 10U = F-5) NAT Fi0.

d) 7EEOM KR (Interface Objects) [t E LI FIET:
* EHEEO X & = inside-boulder.
o BFRIZEOMN & = outside-boulder.

¢) {E#Ek (Translation) it & LA N ki

* [R14iR = boulder-network X% .

« $E3 R HOIR (Trandated Source) > i3k (Address) = boulder-network %%

» [R#4 B#% (Original Destination) > ik (Address) = sanjose-network X% .

* IR EIBEHR = sanjose-network X% .
bEk
TSN T S e H bl DR e S a4 B df H s s bk R 48 5 16 H s HikFi 2 AH R
Mk, AT A HBCE S NAT. R BrA i B R 8 R J50F0 H AR S & 4 NAT .

f) fEEZ (Advanced) 1E5 R, EHAE BiREO L{EHAKIE ARP (Do not proxy ARP on
Destination interface).

meiities i
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Add NAT Rule

NAT Rule:

Mgttt |

[ Manual NAT Rule

3

Insert:

[ In Category

v ] [ NAT Rules Before v

Type:

[ Static

-

Enable
Description:

[

)

Interface Objects

Original Packet

Original Source:*

Translation PAT Pool Advanced

Translated Packet

Translated Source:

[ boulder-network

Original Destination:

[ Address

[ sanjose-network

4 ] + [Address v ]
[boulder—network v ] +

- ] Translated Destination:

v ] + [ sanjose-network v ] +

g) RiifRTF.

I3 fFFirewalll (H/RMEIPAT) b, HHWEIERE A F LR E N BB ) F-208) 2582 1 PAT.

a) iR .
b) PACE LT

* NAT #0 = F3) NAT FLI .
* KA (Type)= dhak.

« FENFUW = 2228 — AN 2 5 AT A E . TR B T H sk, A
sanjose-network {24 H [ BHE 252007 R 2 i, 75 D) 7Kz AN 23 TL T sanjose-network K1
e BRINVCE LA BT T2 NAT RO “NAT BUUTE A Z) NAT Z 017 # 1K 2.

¢) {EEMOXFKR (Interface Objects) [ic & LA Nk

« JEIZE O3 & = inside-boulder.

o BFRIZEOXN & = outside-boulder.

d) 7% (Trandation) FfdE LA R &5 :

* [E#4iE = boulder-network %% .
« BEIRERYE = BFRIED 1P, BRI H brde OGS AL 14 LR BCE $2 11 PAT

| EES RS
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e NaT 25 DNs s ]

* [E44 B#F (Original Destination) > it (Address) = ffi (FA%S) &
BERERIBRR =EE (FHE) .

Add NAT Rule

NAT Rule:

[ Manual NAT Rule

-

Insert:

[ In Category

v ] [ NAT Rules Before

Type:
[ Dynamic v ]
Enable
Description:
Interface Objects Translation PAT Pool Advanced
Original Packet Translated Packet
Original Source:* Translated Source:
[ boulder-network v ] + Destination Interface IP v

Original Destination:

d for Destination
'Interface

[ Address

e) midifRTF.

L4 WIS E P Firewall2 (471
* Y H bR/ boulder-network i,

A 1o 2 1 B PR 0 B

a

IR, BT DL LB A T B AL AL
F5h 54y NAT MUK T sanjose-network. 4 Firewall2 Py #BA!

* HEbRE AR I, TR O PAT MUK T sanjose-network.

{£F NAT =5 DNS Z5if) Fa iy

A RE T E N & Firewall Threat Defense PL& 2 DNS W2,

JiE A P VG NAT P8 0 3 Bl 4 b 2

Ml . BCE R B, ] DABNCE DNS 1&4. DNS B tEFR A “DNS Doctoring” -

e ] DL S VLS NAT AU DNS EA1 N & b il (i, i1 1Pv4 1 Al EH T
IPV6 1) AAAA 3% B, JEH T DNS &1 PTR IC3) o b MBS 82 1 58t 1) 1] HoAth
FETIF DNS W2, sk 4s I BRSHE B B 500 SEPRfi e AR, X1 AT A 422 11 %% B 31 i S 422 111 (1) DNS
M, ek INSEFRE M RS . IEIhAEIEH T NAT44. NAT 66. NAT46 Fil NAT64 .

meiities i
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PUN 75 2E4E NAT 000 - & DNS 55 ) LR 250 .

* FUUIA NAT64 5 NAT46, I H DNS HR4s 280 TAMHM 4% . @75 23T DNS 35 DL DNS
At GEHT IPv4) Fil AAAA itk GERT IPve) ZIAfEEH,

* DNS 55 RAEANEE, ) st NI, JF FLA )™ s D 1K) 256 4 B Jul A A A 81 At A 98
Hlo

* DNS 55 & £E A BT DAL AT TP M REAT W N, e/ B AN, JF LA S i 4 1) A BSR4 10
IR 55 s 1) 56 4 R E 34

DNS EE PRI
PLT 72 DNS 55 ) S 2B R

* DNS FEE5AEH T PAT, KA % 4 PAT MUNEH TR A B0 AAAA C, 1248 H 1F) PAT
FRUASHH 5 o

s WURGEHCE T T3 NAT B0, 44558 1 H b RIJs sk, ANGERCE DNS B8 il A
5 B, XN AT RESA P MBI A . DRI, CRORSAULAC DNS M5 R 1P ikt by
IEAF P I NAT BUWARVEAC; DNS WA S A7 RIStk H Rtk 415 42 T3 71 DNS 1§
SRR EE A AR R

o BEE S DNS AR, 20550 5 ARG NAT #E00) S I T DNS NAT 5 [#) DNS MR 2.
RGN, J T DNS NAT B 5[] DNS #fr a4 /N, BRI el 07 8 o A il & .

* SZPr b, DNS ESE xlate 45 HiAE NAT HUN_Eogp. Pk,  dn A i ) sh AU K xlate,
MIABEIEHCNTES . B NAT B2 A R ) 2

* DNS E'5 /NS HS DNS & EHHEE (BAEE R 5 .

PAUR ERER AL T NAT A DNS H 57561 .

DNS64 [0 £ &4

T BRI TPv4 2% 1 FTP RSS2 A1 DNS 4528 . RGH M ) SNBSS #e AR, FiX
MEHLT, 24 P9%E8 IPve A A DNS R4S #8115 5R fip.cisco.com AUHIERT, DNS AR5 a5 LLSE bk
209.165.200.225 1E N MR

H T4 75 B N 3 T A8 fip.cisco.com fRBHB3E (2001:DB8::D1A5:C8E1, Lt D1A5:C8El /&
209.165.200.225 [¥) IPv6 SFN4)) , B TEEACE DNS [FIE &S LS TH AR . ARfiEaEHE
] DNS 45 23 10 A NAT S400f1TH ) 9355 IPve EHLIT PAT KL .

| R
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ftp.cisco.com
209.165.200.225
DNS Server Static Translation on Inside to:
209.165.201.15 2001:DB8::D1A5:C8E1
Static Translation on Inside to:
2001:DB8::D1A5:C90F

Dest Addr. Translation
2001:DB8::D1A5:C8E1—> 209.165.200.225

DNS Reply Modification
209.165.200.225—> 2001:DB8::D1A5:C8E1

User:
2001:DBS8::1
PAT Translation on Outside to:
209.165.200.230

Fia Z |l

FORRA S TR KR I R (X adzna) o EART, TAVBER X2
O REBMISMNEBIY 24z X ERCERE NS, L MR > 0.

=i

HIE1 Ol FTP 55 2%, DNS RS- 8%. AHEIN 48R PAT Jth G M 48 61 % .
a)  JEFE A& > W A TR > RN R .
b) € XSEPR FTP R4S 2ethuhl.
J MBI G w4 (B, ftp server) , SRJE A EALHNE 209.165.200.225.

L 4
|
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New Network Object
Name

[ ftp_server ]
Description

| |

Network

@ Host O Range O Network O FQDN

[ 209.165.200.225 ]

(] Allow Overrides

c) REHRTE.
d) RN > R & L FTP RS 251864 J5 1Pve Mk,

JMLER R ar g (B, ftp_server v6) , ARJEHIA T LML 2001:DB8::D1A5:C8E1.

New Network Object
Name

[ ftp_server_v6 ]
Description

Network

@ Host O Range O Network O FQDN

[ 2001:DB8::D1A5:C8E1 ]

(] Allow Overrides

e) miiRTE.
) AR > RN &I e L DNS kS5 A% 1 SE R k.

Jy MR G 4 (B, dns_server) , ARJEHIA EHLHLEE 209.165.201.15,

| EES RS
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New Network Object
Name

[ dns_server ]
Description

Network

@ Host O Range O Network O FQDN

[ 209.165.201.15 ]

(] Allow Overrides

g AR TE.
h)  AdERMMLE > RN &I X DNS RS2 5 1Pve k.

T L A4 (1N, dns_server v6) JFHHI A EHLHNE 2001:DB8::D1A5:C0F (H
D1AS5:C90F & 209.165.201.15 ] IPv6 Xt NI

New Network Object
Name

[ dns_server_vb ]
Description

Network

@ Host O Range O Network O FQDN

[ 2001:DB8::D1A5:C90F ]

(] Allow Overrides

i) AR E.
i) AdRRIMME > RN R I E LA EE IPv6 M4 .

FMGEX Gfin 4 (B, inside v6) , ARJGHIA MLk 2001:DBS::/96.

L 4
|
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New Network Object
Name
[ inside_v6 ]

Description

Network
O Host O Range @ Network
I 2001:DB8::/96 ]

(] Allow Overrides

k) AERE

) AR > TR S E SN IPV6 4% K TPv4 PAT ith.

Mt |

AR R G (B, ipva_pool) , SRJGHMATEH 209.165.200.230-209.165.200.235

New MNetwork Object

Name

ipv4_pool

Description

Network
® Host Range Network FQDN

209.165.200,230-209.165,200.23

Allow Overrides

m) iRE.
$HI2 Jy FTP JIRSS 23 FC &7 DNS 550 A NAT F .

a) EFE KRG > MLERAS > NAT FHAUZE 54w %H Firewall Threat Defense NAT ZRHEK .

b) RN .
¢) FE LN Eft:

« NAT #17 (NAT Rule) = 43 NAT Hil.
o £ =
d) FEOXMKR (Interface Objects) FACE DL R
< RO SR = SN
« BAREOXM R = Wik

| EES RS
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e) fEiEk (Trandation) bt DL Rk :
* [R15iR = ftp_server MZEXT 4.
« #53% 5 BYIR > ik (Trandated Source Address) = ftp_server v6 44X % .

Add NAT Rule
NAT Rule:
[ Auto NAT Rule v ]
Type:
[ Static v ]
Interface Objects Translation PAT Pool Advanced
Original Packet Translated Packet
Original Source:* Translated Source:
[ ftp_server v ] -+ [ Address v
Original Port: [ ftp_server_v6 v ] +
[ ep - ] Translated Port:

| | | )

f) 7EE% (Advanced) b, EFELUT LI
« BIRTEIZ M A DNSEE .
« MBI FBRET, A AIXE X NAT46 .

g) RiiE.

123 4 DNS R4 Z5 M0 B 5 A NAT B,
a) AN,
b) Mo L&k

« NAT #17 (NAT Rule) = [ NAT #i.
o KA =,
¢) {E#ENOXFKR (Interface Objects) [t & LA Nk
< REOMSR = SN
« BFrEOXM R = N

L
|
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d) 7Ed%% (Trandation) [l & DA R L0
* [R14iR = dns_server PN % .
« BEYR R B0 > ik (Trandated Source Address) = dns_server v6 M£% %1452,

Mgttt |

e) &%k (Advanced) I, EFEMZMBLET (Net to Net Mapping), K AiX e—%f— NAT46 4.

Add NAT Rule

NAT Rule:

[ Auto NAT Rule

“ ]

Type:

[ Static

2

Interface Objects

Original Packet

Original Source:*

Translation PAT Pool

[ dns_server

2] 4

Original Port:

[ TCP

-

[

]

f) HEE.

LA N IPve MESHLE B A PAT Ml Y 3) 74 NAT,

a) s .
b) HCE LNt

* NAT 0 (NAT Rule) = H3)) NAT #I),

* A (Type)= 3.

¢) {E#EMOXF %K (Interface Objects) Fc & LA Nk

c REOMR = N,

- BrEEOR = M.

d) 7r¥s#s (Trandation) FCE LL R BT
* [RIAIR = inside_v6 MZEX 4

| EES RS

Advanced

Translated Packet

Translated Source:

[ Address v l

[dns_server_vﬁ v ] +

Translated Port:

[ l
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| Mt

o 5 F 8Y3E > Mtk (Translated Source Address) = ¥4 BB 2 .

Add NAT Rule

NAT Rule:

[ Auto NAT Rule

-

Type:

[ Dynamic

3

Interface Objects

Original Packet

Original Source:*

Translation PAT Pool

inside_v6

Original Port:
TCP

e) 1t PAT ith (PAT Pool) FRc & LA kT
* 2R PAT ith = JEPERLIEI
« 355 BY5E > Hidlk (Translated Source Address) = ipv4 pool 48515 .

Advanced

Translated Packet

Translated Source:

[ Address . ]
[ )|

Translated Port:

meiities i
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Add NAT Rule
NAT Rule:
[ Auto NAT Rule v l
Type:
l Dynamic v ]
Interface Objects Translation PAT Pool Advanced

Enable PAT Pool
PAT:

| Address v l[ ipv4_pool v | +

C] Use Round Robin Allocation
(] Extended PAT Table
O Flat Port Range @ This option is always enabled on device(s) starting from v6.7.0, irrespective of its configured value.

C] Block Allocation

f) HLEE.

DNS [z Z{&ek, SMERIZEO LAY DNS BR 5525

N SR AT S LU 1] 1F) DNS k45 ds . IRk95 4% fip.cisco.com 7EN ##E 1 Fo K NAT FCE A #
ftp.cisco.com SEFrthihl (10.1.3.14) FAFEH A AR AN 2% F R UL (R e Mk (209.165.201.10).

FEIXFIEOL R, BB b AU L5 T DNS [RS8, DA T S Bl i) fip.cisco.com Ff A
PSP AT LAFRIAOK F DNS R 55 & (0 S st i, oA 2 g ik o

YN EMLRIEX fip.cisco.com [FI LML) DNS 5K, DNS JiR45#:K LA Hihik (209.165.201.10)
EAEISE . RSG5 H PR IRSS 25 (A, FE45 DNS [R5 v [l bk 4400 10.1.3.140 WA H
DNS [ &5, B ENLER R R A X #] 209.165.201.10, 1 AN BV IA) fip.cisco.coms

| EES RS
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DNS Server

Security
Appliance

DNS Reply Modification
209.165.201.10 > 10.1.3.14

{d
User ftp.cisco.com
10.1.3.14
Static Translation
on Qutside to:
209.165.201.10

®

FTP Request
10.1.3.14
FHIEZ Al

R RA QS TR L D DR (e OA) o ARG, TAVBERE XS
YO RERFISNARIN 24X . EPCE R AN S, AR MR >0,

UK

W1 N FTP RS a3 45 0 5 o
a) AR FFR > WK o d R > RmInA R
b) & X 52hr FTP R4S ssHbhl

HME RS 4 (Bltn, fip server) , ARJEHEIA TLHLHAE 10.1.3.14.

L
|
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New Network Object

Name

[ ftp_server ]
Description

Network

@ Host O Range O Network
[ 10.1.3.14 ]

(] Allow Overrides

c) MtifRTF.

d) HdnRinM4g (Add Network) > i3t & (Add Object), #RJ55E S FTP ARS5 % i e 40 otk o

TR G dr 4 (B, fip server outside) , ARJEHmA EHLHAE 209.165.201.10.

New Network Object

Name

[ ftp_server_outside ]
Description

Network

@ Host O Range O Network
[ 209.165.201.10 ]

(] Allow Overrides

e) MiifRTE.
$IB2 4 FTP RS5#3hc & DNS 1B NAT JU.

a) EPE REE > MR REE > NAT Ji-013 8k %% 45 Firewall Threat Defense NAT 5l .

b) TR IIER .
o) BLE LT @ -

« NAT #10| (NAT Rule) = 3 NAT {0,

| EES RS
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© FB =i,

d) F#EOXF K (Interface Objects) FAdE DL Nk
c FREOMR =N,
« BAREOXM R = 4Mi.

e) 7r&EHR (Trandlation) b LR i

* [RIAIR = fip_server XS 5.
* 453 5 RYIR (Translated Source) > itk (Address) = fip_server outside P45 %} % .

) EEZR (Advanced) L2k L, EFEEE#R S LN CEC R DNS B & (Translate DNSrepliesthat
match thisrule),

Add NAT Rule
NAT Rule:
[ Auto NAT Rule v ]
Type:
[ Static v ]
Interface Objects Translation PAT Pool Advanced

Original Packet Translated Packet

Original Source:* Translated Source:

[ ftp_server v ] + [ Address v ]
Original Port: [ftp_server_outside v ] +
[ e - ] Translated Port:

g) RiE.

DNS [y E1&e4, EH M4 LR DNS AR 5537

TEGRAME ML ) FTP IR %3 FI DNS RS54 R I M MBS 8 A H e . (EIXFP G
BUR, PN P DNS R 45 #5184 3K fip.cisco.com ¥k, DNS IR 45 85K LSk fribiik 209.165.20.10

meiities i
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B ons e, 4R oo DNS FRSE

VE RN o Fh T 875 S B 8T fp.cisco.com RIS ML (10.1.2.56), PRI 75 22050 & DNS [0]42
B AT B A e

ftp.cisco.com
209.165.201.10

Static Translation on Inside to:
10.1.2.56

Dest Addr. Translation
10.1.2.56 —>» 209.165.201.10

Security Fenl
Appliance O‘

DNS Reply Modification
209.165.201.10 > 10.1.2.56

FTP Request
10.1.2.56

FF6 Z A
BORRA QS TR ML 4 R (X e a4 o AR, AVRER X2
O REBMISMNEBI 242X . ERCEBE NS, WL MR > 0.

UK

L1 H FTP IR 2 QML X S o
a) JEFE TR > WL IF N TR > RN R .
b) & X52Br FTP RSS2t
MR G (B, fip server) , RJEHIA LML 209.165.201.10.

| EES RS
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New Network Object
Name

[ ftp_server ]
Description

| |

Network

@ Host O Range O Network O FQDN

[ 209.165.201.10 ]

(] Allow Overrides

c) MtfRTF.
d) AR (Add Network) > iR AI3F & (Add Object), 4R )55 X FTP RSS2 1046 e J ik o

A% (B, ftp server translated) , #RJ&f A LHLHAE 10.1.2.56.

New Network Object
Name

[ ftp_server_translated ]
Description

| |

Network

@ Host O Range O Network O FQDN

[ 10.1.2.56 ]

(] Allow Overrides

e) MtifRTF.

IR 2 Jy FTP RS A5 HC B 717 DNS BRI B A NAT MU
a) JEFF TREE > ML KEE > NAT JF0) 844 Firewall Threat Defense NAT 3iHf o
b) AR INA .
c) FLELLTEM:

L
|
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« NAT #7 (NAT Rule) = 45 NAT Sl
« KB = FA

d) fF#EOXF %K (Interface Objects) Fc & DL Nk
< EZEOMSR = SN,
« BAREOXM R = Wik

e) 7% (Trandlation) F it LA R &5

 [R1RR = ftp_server MZEXT 4.
* L3R RYIR > bk (Translated Source Address) = ftp server translated 455 %,

f) iS4 (Advanced) EIK I, ik #R S AN LA A DNS B & (Translate DNSrepliesthat
match thisrule),

Add NAT Rule
NAT Rule:
[ Auto NAT Rule o ]
Type:
[ Static v ]
Interface Objects Translation PAT Pool Advanced
Original Packet Translated Packet
Original Source:* Translated Source:
[ ftp_server v ] =+ [ Address v l
Original Port: [ftp_server_translated v ] -+
[ Tep - ] Translated Port:
g) MHRE.

| EES RS
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Firewall Threat Defense NAT &7 212 5 .

Firewall Threat Defense NAT 84/ ¥ i2 5

I ke BhokiEE  |Firewall | ¥4RER
g |Threat
IEEEA Defenses:
KRR A
Yl NAT B A | 7.2.6 i il NAT FUUES, BRIIZSXT G 4b, B nT LLGIEE M 4541,
4

P 741 B 7.3.x 5R7.4.0 AL FEE RS

ety —Oa . AR MEg | 7.2 i A LI R ZAS NAT U, JERE S . 28 e sz e fi]. o RsE

MHER 224> NAT F). FHAGE H T-F30 NAT BRI, 17 R A AT NAT KR,

F-3)) NAT SHee 2R |71 A=\ T LS H FQDN Mg 0t % (i an i & www.example.com [F] £ %1 52 )

FE A4 (FQDN) % %4k VRT3 NAT B0 (3 H bRl . R SRR HE DNS JIR S5 283% [1] [ TP

F L H bk E A

FEREONTPAT HIUHE 4} T | 6.7 o F S PATHUIE /R4 S A 7 e AR, kb2 Bo g SRRk DA 17,

M5 . PAT Wb Em DRI L A8 AT PAT It AN SRR IR D3 22 /D B — ANk . DUAE, $3&och

im OSE R LA B ER BEREANPAT IR RE R 73k K/ INAHARE ity I B, FEAEAERE R 03 2 [ 0 il e

B, R EHAERL T BEAS DA HR A AR [R) PAT Huhib ()i 1 Be o DRI, A48 R LIRS 4k 308 o 75 2

o PAT HIIEHECE, K PAT MK /NN B —AN TP itk . BEAE 1024-65535
VEREI, AF 512 o e oyl B, B & PAT Wb, m] DA FEAE
I e PP AL A AR B 1T 1-10230 01, FEATT AR, AN AR
32 B, SR NPATHLIPHI R AL PR 6553 5N B2 1) AN ST L,
‘EAENE AL PR PATHBIPHEE 163841 4%
VE R I O () —5B 4y, T REIPATIE (TGI8 2T RGSIE JE R 1
HIZAT) BUAEERE 1 1023-6553 50 1w Vel . DLRT, #&n) DUk 78
PAT s ) v 405 AR 43 B i I SE Bl (Flat Port Range) 3% 3 i 10k £ i
FAARBEEHE . 49 B OSeE (Flat Port Range) 16T 4k 20 «
PAT i BILAE LR LA BER . 180T DLk $f B8R B8 i% O (IncludeReser ved
Ports) T, LATE PAT i £04E 1-1023 b 1y [H
VR, WA E S AL ( BR4ES (Block Allocation) PAT ik
O, WISERHEAECR/N, TAEBRIAR 512 b D He. BbAh, AEEA
SEREP ) RS PATIHL B FEPAT .

AENE 18 R F T e 6.7 VRS IMAE, #ET] LLLE Firewall Threat Defense NAT SRM& 38 22500, L3

Firewall Threat Defense TESMHE TP Mok i 0. W R ARG AR, 382 45 FAL 556 4 VLT

NAT B . Tio PWZREML LIRS, DG s UE T 0] .

0% Firewall Threat Defense NAT SR0& I, FRATTLEIIZR 5N
TN EERFE.
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Mgttt |

hee BrokiEE  |Firewall | F4RER
gErh g | Threat
(RERA Defensefx
AR
XRS5 RBERI 2 NAT | 6.5 113 KB T RS PAT, #50] LU A & FHLA G L8k, e 0
1) et o I NAT — Rl — AN #5213 RFC 6888)
B RS CERSES (Block Allocation) ¥EI5 I # Firewall
Threat Defense NAT ¥{IUIIf¥) “NAT PAT it ” (NAT PAT Pool) ZEIf .
S §F Firewall Threat 6.1.0 VRS HINAE 0] LUAE & 245 AF Firewall Threat Defense NAT 0 ) 54 F 9 2% 315
Defenself] NAT 1] % GRS
EESENEE P
Firewall Threat Defense | 6.0.1 A=y T8 N Firewall Threat Defenselt] NAT 5%
f;?{f S BTG U B BB A LA S — Pk NAT SRS 5 N £1)1% £ (Devices) >

NAT TUMH .

| R



LA S BIFARA A
BRARESAREMTRHEANBTHEIESENIRE. I8, BERANESE, NFEAR
—HZ&, UFABWRSGREAE,



LA S BIFARA A
BRARESAREMTRHEANBTHEIESENIRE. I8, BERANESE, NFEAR
—HZ&, UFABWRSGREAE,



	网络地址转换
	为何使用 NAT？
	NAT 基础知识
	NAT 术语
	NAT 类型
	路由和透明防火墙模式下的 NAT
	路由模式下的 NAT
	透明模式下的 NAT 或网桥组内的 NAT

	自动 NAT 和手动 NAT
	自动 NAT
	手动 NAT
	比较自动 NAT 和手动 NAT

	NAT 规则顺序
	NAT 接口
	NAT 免除
	为 NAT 配置路由
	地址与映射接口在相同的网络中
	唯一网络上的地址
	与实际地址相同的地址（身份 NAT）


	NAT 策略的要求和先决条件
	NAT 准则
	NAT 防火墙模式准则
	IPv6 NAT 准则
	IPv6 NAT 最佳实践
	对检测到的协议的 NAT 支持
	FQDN 目标准则
	NAT 的其他准则

	管理 NAT 策略
	创建 NAT 策略
	配置 NAT 策略目标

	配置用于威胁防御的 NAT
	为多个设备自定义 NAT 规则
	搜索和过滤 NAT 规则表
	启用、禁用或删除多个规则
	动态 NAT
	关于动态 NAT
	动态 NAT 的不足与优势
	配置动态自动 NAT
	配置动态手动 NAT

	动态 PAT
	关于动态 PAT
	动态 PAT 的优缺点
	PAT 池对象准则
	配置动态自动 PAT
	配置动态手动 PAT
	使用端口块分配配置 PAT

	静态 NAT
	关于静态 NAT
	带端口转换的静态 NAT
	一对多静态 NAT
	其他映射场景（不推荐）

	配置静态自动 NAT
	配置静态手动 NAT

	身份 NAT
	配置身份自动 NAT
	配置身份手动 NAT

	Firewall Threat Defense 的 NAT 规则属性
	接口对象 NAT 属性
	自动 NAT 的转换属性
	手动 NAT 的转换属性
	PAT 池 NAT 属性
	高级 NAT 属性


	转换 IPv6 网络
	NAT64/46：将 IPv6 地址转换为 IPv4 地址
	NAT64/46 示例：内部 IPv6 网络与外部 IPv4 互联网
	NAT64/46 示例：包含外部 IPv4 互联网和 DNS 转换的内部 IPv6 网络

	NAT66：将 IPv6 地址转换为其他 IPv6 地址
	NAT66 示例，网络之间的静态转换
	NAT66 示例：简单 IPv6 接口 PAT


	监控 NAT
	NAT 示例
	提供对内部 Web 服务器的访问权限（静态自动 NAT）
	面向内部主机的动态自动 NAT 和面向外部 Web 服务器的静态 NAT
	具有多个映射地址的内部负载均衡器（静态自动 NAT，一对多）
	FTP、HTTP 和 SMTP 的单个地址（具有端口转换的静态自动 NAT）
	转换因目标而异（动态手动 PAT）
	转换因目标地址和端口而异（动态手动 PAT）
	NAT 和站点间 VPN
	使用 NAT 重写 DNS 查询和响应
	DNS64 回复修改
	DNS 应答修改，外部接口上的 DNS 服务器
	DNS 应答修改，主机网络上的 DNS 服务器


	Firewall Threat Defense NAT 的历史记录


