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* Firewall Threat Defense % & AN SCFFa7 1 VLAN Fric [ LACPDU. @44 H Cisco 10S vlian dot1Q
tag native fir 2 fEAH AR He AL L g FI AL VLAN 454, W Firewall Threat Defense 45K E 3
EARICH LACPDU. 45 22 FIAHARAZ AL LA VLAN Fric

o LACP {H T MRS, BEEEER QEFPE) I, B4 mE A HplEkiZE R 1EHh
(I, e 2K 3 RO B I AT A LI SR (T8 3R AT ik o FRATT S DU A A V9 o 15 5 A ) T TER
* Firepower 4100/9300 — LACP JH*%7E FXOS " ERIN BN “Puk” , (BT LK R E A
EH (BHRCHEHE) .
* Cisco Secure Firewall 3100/4200 6100- ELIATE O, LACP AR E N IEHR (B#) , (HE
AT DAAE W & ol JEAE B A P
« TS LACP SR K E N IER (18) , FHARE, XEWEBARHEMNERERAL

NG KSR, AT VO AT BN L b R ZE B B ST, DA PR iy DAAH [R] (RT3 2 32
LACP 71 5.,

* ZEAKT 15.1(1)S2 1 Cisco 10S #A4-fA 1,  Firewall Threat Defense /A~ 3 574 EtherChannel 3% 4%

BN S . FERRNTHHEE T, RS HESI%ER: Firewall Threat Defense EtherChannel, U]
M WAL AN, ERER AWML EtherChannel AN2y1EH TAE. M AM, ¥
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. Bt & EtherChannel

stack-mac persistent timer iy 2 1 BN AR B K IIE, LUK FEI [RTHEAE s i, wR I s
b8 ardh, BIE N 0 LIRIRGIT K. B, ST AT B B A e A LI AR A, il
15.1(1)S2.

5 Firewall Threat Defense Bt & 35| F EtherChannel 8211, A G HEEE 1,

fic & EtherChannel

AATA-H A 4138 EtherChannel % IE&EH2 11, 4047 |7) EtherChannel 73 ACfE 1, PLE A H & X
EtherChannel.

)

R XJT Firepower4100/9300, #J{E FXOS H'fit & EtherChannel. 7 <VE4IM5 S, 152 W7 I EtherChannel
Cog U@ IED

FHia Z |l

s ININSE—/NR RO, B E A A D TR . A S A D BRI
B, &% i EtherChannel FIHEN] , 25 12 i,

© MR C PR I RCE T AFK, WIARERAZP B DR N2 B2 . B Z05E I R 44 F5 o

A\

AR R AR RO T A RO 1, U A PR S RS T i 1 Y
FEATHCE .

PR R & > IR FETE I A1 Firewall Threat Defense %4511 4R3E (£). RGEIAESFIED
(Interfaces) i .

$1E2 WS YR OO E LUK S, 5 6 TR R,

$E3  AdRINED (Add Interfaces) > LAXi#@i&E$E D (Ether Channel Interface).
ik

v

£ 4 (EEM (General) I E, ¥ LLKIEE ID (Ether Channd ID) ¥ & 4T 1 F148 2 [AIIEF (1-8
£1%F ¥ Firepower 1010F1 Cisco Secure Firewall 1210, 1-10 %X} Cisco Secure Firewall 1220)
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fic & EtherChannel .

[ 3: iR n LUK i & 4% O

Add Ether Channel Interface Q

General IPv4 IPv6 Hardware Configuration Path Monitoring Advanced

Name:
dmz
Enabled
Management Only

Description:

Mode:

None v
Security Zone:

dmz_zone v
MTU:

1500

Priority:

0
Propagate Security Group Tag:
Ether Channel ID *:

[

Cancel m

$®5  /ERTAED (Available Interfaces)X ik, s BN, SR mididin (Add), LUK HB ik
EBYIEN (Selected Interfaces) Xk, i EAH L A ik 4 0 BTG e D R LD IR

il R e A 42 11 AR SRR P A 7)o
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. Bt & EtherChannel

B 4 AEO

Ether Channel ID *:
1

Available Interfaces Selected Interfaces

Q, Search

o]

NVE Only:

PEEe (W) RS Z (Advanced) BT ) H € X EtherChannel. 7E{R2 TIEMW K L 'E IS4

5:8%
Add Ether Channel Interface 7]
General IPv4 IPv6 Hardware Configuration Path Monitoring Advanced
L
Information
LACP Mode: Active v

Active Mac Address:

Standby Mac Address:

o (UPRISA3000) $7 % H97T- 3k FAE 4 12 1 2 1A Bt AT T B g B i 4 1F . BRI
LK, Firewall Threat Defense H4f £t (0 (996 TP Huhb Al H bx 1P Mhhb k8% 0 1 50 4 61
o AR B SO AR B TR W JE M, R S — AL . Bdn, o SR e e T A
[ (935 TP ki A H AR TP Hudhil, 40 PC 45 EtherChannel H (9352 11U I O 22045 . SE Bk 3L
ML TR A AT RIS . AT RS ITE NS B, IS R 8, 28 11 L.

* LACP#85 - ¥EFE “E3h”  “dah” 8 “Ja 7 o BATEVUER Active B0 (BRIL) .« #iah
Wi AIE T ISA 3000,

e (fYFR Cisco Secure Firewall 3100/4200 ) LACP ##%E— &3 “BRIN” . “1EH7 BL “fak” .
BREA “IEH 7 (Normal) (KK “1837 ) . W EBIELA PR DK LACP HE ook
W o FRATT R IS A A i 1AL A ) PR

* (PR ISA 3000) ERIEIZEO: SEE-MNZME gk, %$ EtherChannel HAF 3= 4%
T s i/ B 080 (1380 16) o BRAMEN 1. MAMIK FhRHd, 1%E$#¢ EtherChannel

B o
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spasgrtoasEnzEy ]

AR K EAEOSE (138 16) « BRIMERN 16 WRAHENAE: 16 MEMZD, iF
S5 K iy AV B N 8 BFE /NIIE .

* £H Mac #bhik - WRTE, 15 BE F5) MAC Hilik. mac address (4608 HHH, A H &
16 fr-tosiEdEe. Wi, MAC Hililk 00-0C-F1-42-4C-DE L\ 000C.F142.4CDE [#TEZHIA

A EE & (Hardware Configuration) 3£T0 -, JF 4 BT il ba 2 10 s =2 R A .
R EBRE .
MR,

BRI, BRI DI RERE > ERE HE R WS B T B W . AETE B )G, A AR
CAfE) T8 ERE k%3 0, 88N VLAN FH: 0. iES NI,

TR KR, IO R H BB R D 24 O B R O B A MR AL R e T
SUIPS #:H1, TS WA ah 4 1

5B AEEERORTENEN

e L REAT IS I SN B BEAE 1w 3 830 B KB B L AN ANFD o B ey BErpLy W]
LA 3k BATR D592 Al 13 1 B e

o W RIER A
o BB [ED B KA B
24 195 KRG T ry S2 IR I B R, R M, SR B L
* FElE
IR 1 B 4 AR A F 422 O 6t Firewall Threat Defense B8 (52 i /N o (HZ,  WHIER 224 SFemg do 4
FHEE L 2 S malc & . W] DL :4F Firewall Threat Defense BC & TR 2 A B 5 HB L, @IFVHH
JIJ. NAT. SSL. S #. VPN, DHCP IR %5 #4555 . MIBREE LRSS %8 LR PTG E . 5

P2 A DI SIS AN SZ 560 o 38 W] LG4 40 IC K EtherChannel (K 039G 3R,  1TAN e 12 45 0 4 B4
FORAE P KA B EREAT D .

2 By KRR ER O R B O, RO S ERANE D AN ESRE (B, 2 sk
S/ NIIDIE

PN SR R e G S s 7 W 1 B2 e Wi K ) 0 | P N R e = e RPN SRR
2 I R VA SR o SOy =i I T ipa
FIRZ B
¢ ﬁﬁFfﬂé
- B

o ViR 5
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gz |
B =32 cisco Secure Firewall 3100/4200/61008 i 4 52

=
]\jgg
I3
i
pil

UK

I % FIRE > REEIE JF 01K Firewall Threat Defense W47 1K) 4R4E (£). RGERINEPED
(Interfaces) L

FB2 WURTE, i 4dHED (Interfaces) 4 LA REIEED (Sync Interfaces).
B3 KBESSE, WHSH NP,

a) REATLME 2O BRI OHE, RUZORECKETN. Ahafw TRIEAGEEHZUEE
.

b) SdISIEE K (Validate Changes) LIRS I A8 12 11 58 B0 15 2%
G BT AT R, D) B MOC O EE T IS AT R .
c) HiifRTF.

VLI, fn] AR AR E > ARE K M F 5 21 B 7 B (K B 4%

‘1% Cisco Secure Firewall 3100/4200/6100F X 2& 15 it

WAL AT T B8 20 R, WITERGATAR T ER AT I Zg A 2 Ja A Fr] A ]

TEEA WA NP VR (5 BT B 4 A, WEHTITHL A #R4E (ChassisOperations) Uiifi. M %

&> IREEE T, AP ER. 0T ARl Pk, BRIESOGE T Fh N s/ R
o RGUKETIT B HUARIRAE DU
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mEsxisn ]

[ 6: HLFEIRIE

172.16.0.51 (Chassis Operations)

Network module and interface breakout details for device.

Interfaces

| Refresh || Sync Modules |

Network Module 1 Network Module 2 @ )
Mooy2 Y3 w4 Ys e 147 s 25 27

n 2{3
W) (W) = (sl el i | oo
CONSOLE MGMT  USB
L JL JC JL JC JC JC JC et JC JC JC )

19 110 1 112 113 114 115 116 2/2 2/4 2/6 2/8

Physical Interfaces
This v Wly the physical interfaces to perform chassis related advanced operations. To view complete list of physical and logical
interfa

ite 1o Interface page in device details

Interface Name Duplex Auto Negotiation Admin FEC Admin Speed Media Type
Ethernet1/1 FULL No AUTO 1gbps rj45s
Ethernet1/2 FULL No AUTO 1gbps ri45
Ethernet1/3 FULL No AUTO 1gbps rj45
Ethernet1/4 FULL No AUTO 1gbps rj45

iy BT DURDEr 8 RES o R EAE R SR K B o _EHEAT TREPFEE S, 3 niily RIS 8RR
USRS T BAEIUG A B U g B 22, TS P LU R .

R nT LA REAS 40GB B fy R4 11 e S 58 /N R 40 S0 11 o AR 3 A 28 o] W R R B3 I N s 11 Ut
T3 A 28 G 0T 7 AR BT I N B 11 o 53 SZ 3 1 ] DIAGAT ] JFCAt A B LUK R sty 1 —FEAE T, B AR
#| EtherChannel. 41, T LA 40GB 4% 11 %43 P44~ 10GB %ii 1, 5 200GB 2 H K1 4324 PY A
25GB it o 3y A D) /N e T2

B T BIERG AT ERE IR . AEH BT B IS, EICTAIRIR 22w i R s

FiaZ |l
« AR R SCRFIN O SO, ARIEAE R, TS RE 2 e .
* AR I Z AT, 2 AANBEH T RA P X R
* B D) S i

iRl
|



Eomiz |
B ==sxi0

o AT T

s P TEN
* EtherChannel J# 1
* BVI i1

o B RLER T ) $Z 1

o T ECE R NN B E T A s TN T RE SRS (R, B SBERHAE.

UK

B RE>REERE D, SENAESTNERE. o PAERBE T E, e IUCE T A
Pt s AR IR S A e e SR I BT AT (R e

e st
B 7: &R
Name Model Version Chassis

~ Ungrouped (2)

172.16.0.51 Snort 3
172.16.0.51

Firewall 3120 Threat Defense 7.1.0

REKGHT TP FUFEIRIE TUl (EZ iU, bkl AEEERE) o ilmaERi
R BRIV AS R

FHIE2 M 40GB B & 4% 1 4 3 i 1
a) AEOA e (2D .

FERSTHE R m . R IEAEAE], B 2R R . A IUEMR AR AT ] %
B, RJEA BEE I L

B, ZEHRr 1 Ethernet2/140GB #2111, AR Rl 17482 DR #FR 4 Ethernet2/1/1. Ethernet2/1/2.
Ethernet2/1/3 1 Ethernet2/1/4,

R OEDE b, T B E A DU SR
8 XimO

Network Module 1 Network Module 2 @ )

@ v —saawasan oo
MW”W“%EJ;IQEIQEI;EQ

b) U BRREITASH S R, 23RO (Interfaces) BTN LAGR A7 1H B

B o
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2)

mEsxisn ]

9 R EEONME

A This device has configuration changes that were performed directly on the device. Visit Interface page in device details

{420 (Interfaces) IR, i S# TREL SR (Click toknow more). REUKIT IFEOE
24 (Interface Changes) %Gz

B 10: EFEAEK
Interface configuration has changed on device. Click to know more.
B 1130 FEW

Interface Changes 7]

The following interface changes have been detected. Click "Validate Changes® 1o know if there is any impact on current configuration

Interface Type Change Description

i Ethernet2/2 Physica Interface is disassociated
| Ethernet2/2)1 Physica Interface ks associated
i Ethernet2/2/2 Physica Interface ks associated

& Erharnat 701 [T [ P T e

Validate Changes

Fli IR 24 (Validate Changes) DA 5 s 76 42 11 5 i8S 4156 28
T AT AR 5%, DU 2 o O ¥ TS A T IR

{EE, Mg 2 A SRemes v A8 FH B4 1 2 G 0 I i o v DA AR L B P AR 2 B s | 1,
ALFEVT R FEN . NAT. SSL. S5, VPN, DHCP RZ528%% . MNEREE LB R Hids I AH o6
(AR B o 51 204 X 1 SIS AN B2 5400

miiti %M (Close) iR [Fl# O (Interfaces) Uil .
RUHRTE,  DUERRR B2 1 SR A7 By K B
WA UE SUT AL E, 15 25828 (Deploy) > #3& (Deployment) J:35 45 5%

T B3 W AT LRAF 23 3 0 1 S

FHIE3 FEH IS S

T b Z R I NAZAR 1 PR T A1 11

a)

SR LA AN (O .

FERIUSTEHED i o WA AR 70 AR, SR B B SRR R . AU E
e, KR A eI R .

b) i SR ITASH S R, H23EO (Interfaces) BT LLARAFHE 1 B
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12: 32 ORE

A This device has configuration changes that were performed directly on the device. Visit Interface page in device details

¢) {E3&EN (Interfaces) WS, iRt THESEE (Clicktoknowmore). REKFIHFIEAORE
24 (Interface Changes) %Gz

13 EFEOEK
Interface configuration has changed on device. Click to know more.
B 14:3#0FK

Interface Changes

The following interface changes have been detected. Click "Validate Changes® 1o know if there is any impact on current configuration

Interface Type Change Description

i Etherne12/2 Physica Interface is disassociated
| Ethernet2/2)1 Physica Interface ks associated
i Ethernet2/2/2 Physica Interface ks associated

& Erharnat 701 [T [ P T e

Validate Changes

d) AHISIEE X (Validate Changes) LARfAF:SFEm& 7 43% 1 58 D5Um A1 A 2%
T AT AR 5%, DU 2 o e ¥ I TS A T IR

Brit s A TR A A T B S G B R . ] DA B ARG E T AR A S
AFEVT R . NAT. SSL. S ¥, VPN. DHCP RS 2845 . R4 LU G 5% 382 VR O
(AR B o 51 204 X 31 SIS AN B2 5400

e) AiilikH (Close) iR[H[#E O (Interfaces) Tl
) TR, DMK O S SR AR BB K
g) WRIE LA GAT AL E, 154 2 EBE (Deploy) > ER8E (Deployment) -5 i .

T B3 W AT LRAF 23 3 0 1 S

Y8 0 ) 2% AR AR

SEARIUR IR Bl e 4 P DA N BB k85, AT LU BB S it o 2 B R 50

B o
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mmmsias [

TR MR 2R R A
TR R T E, SRR Y R R g
SR 2 FOBA BB K 152 B G P BT R B

AR BT I E, T E SEEOR R S B Y R T e, R SRR R . R, EATEL
SRR R GES R SR 7D B W% (S B4 Firewall Threat Defense iy AJ HI X
DI E RIS SR I EH R Bh 2w i il s/ B B

T3 L RE>REEE D, SEMAESNTNER. o TR T, PGS H T S
P s AR IR S A e e R I T AT (R e

15: EIRH 58

Ei Name Model Version Chassis

E| ~ Ungrouped (2)

= 172.16.0.51 Snort 3 v
[l i Firewall 3120 Threat Defense 7.1.0
172.16.0.51 ransparen

RGURFTIT Ve MUARHRAE DU S0 i < SR oA I B PR 5 6

LB 4 L RESER (Sync Modules) , A B W9 2% B3 445 5 58 5 UL TH] .
HIES EREORIE L, Sdagd Q) Lo Mg,
& 16: 5 F M 45 Ak

Network Module 1 Network Module 2

mn 12 113 1/4 1/5 176 117 1/8 21 273 25

) (0] = (el e s
T g

1/9 110 1Mm 112 113 114 115 116 242 204 36 28

FIR6 RIK PR BRI T EIT R M AR, midi Yes.
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[ 17: ¥ B A

Confirm Switching Network Module On X

A Network module operation is immediate operation and it will be
executed immediately on device without needing deployment

Are you sure you want to turn on the network module?

Turning the module on will add the associated interfaces to device.

PR BRAEFRNEE R — M AR 3 230 (Interfaces) JTHT LAGRAFHL 1 T K
18: ¥ B O E

A This device has configuration changes that were performed directly on the device. Visit Interface page in device details

P8 (WiE) {r3EO (Interfaces) TUHITIGS, BAFHBOMECEMINE. Bl fiaETHRES
(Click to know more) ] JF#Z A& 4 (Interface Changes) X iHHE LA & B 4.

B 19: EFEOEK
Interface configuration has changed on device. Click to know more.

[ 20: £ O &L

Interface Changes (2]

The following interface changes have been detected. Click "Validate Changes" to know if there is any impact on current configuration.

Interface Type Change Description
Ethernet2/1 Physical Interface is associated
Ethernet2/2 Physical Interface is associated
Ethernet2/5 Physical Interface is associated
Ethernet2/6 Physical Interface is associated
Ethernet2/7 Physical Interface is associated
Ethernet2/8 Physical Interface is associated

‘ Close ‘ Validate Changes

Mtk (Close) iR [M3EO (Interfaces) Wi  CHT RS EAR MB AL, DRI R A AT ] fic 5 52 0,
BT LA JE 75 55 38 IE 5B 2 (Validate Changes). )

B o
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TR mlhRTE, UG L S R A7 2B Kbk

AT P LR AR R

T AT LUCRE W) S AR R A SN AT TRI R AL R i b, I G 7 OB R 3o (ERE, A 205 P 2 iR A i
AR IR . LR P AR S AT IR R L 22 BT R LU e i3

T RESE A I, SRR Y /e LT U A o SRR e e e e R
BEAERIER b, ASRESE T iZ AT .

FiaZ |l
iz

SR A TR AT I, AT LT DR
°EﬁKMMmm)%ﬁﬁ%mmﬁ&MW%mﬁﬁﬁﬁ(% B S /D 5 SRR R
o AT TRAE . WS P R

FESATRATIRR R SR RO IR . B, T DA Y R B BT AT 84, SRR
WA 285 A5 B SO )20 BT AT i 1Y o (RAE RIS, OB ICIRAE P 1Y A AR e
* = AJ AT (High Availability) - SE/EAE ] R4 45 RN E Gt b U145, T4AAT LA #4

o WSRO AR AL T A b, W U el IR TES D R T R . A fe
YRR R AT T3l e A8 BER 1) ) 2

o NP RET bR VAR T 1 A% o T 2 D) G 4 T TP b A 1

P2 /&> REEE b, AUHAENTEIR. AR s M, R E H T R AU
F s AR ABEER IR) S A e e R I T AT (R e

21: EIBHFE

Name Model Version Chassis

~ Ungrouped (2)

1;?1:?‘: e Firewall 3120 Threat Defense 7.1.0

RGURFTIT e MUARHRAE DU 0 00 o SEon e P B PR £
FEI ALK L, b (@) LA 2
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B mamamen

[E] 22: 25 F 0 4 Rk

Network Module 1 Network Module 2
mn 12 13 174 1/5 1/6 W7 1/8 211 23 2/5

(W) () = ) ol
CONSOLE MGMT USB
TR EE WEew

19 110 1 112 113 114 115 116 212 2/4 216 2/8

ANEAEFED (Interfaces) G EARAAAT AT . TS E MR, Pl A S Ay BB P I AT B
AE .

TR A RGBS RO MR, S Yes,
23:WHINER

Confirm Switching Network Module Off X

A Network module operation is immediate operation and it will be
executed immediately on device without needing deployment

Are you sure you want to turn off the network module?

Turning the module off will remove the associated interfaces from device.

FIRS fEiar b, MRARREPE 2R ia g, BUR IH A R SRR I 5 AT 1 0 2 e
PIR6 (L P BRI b, S T () SR TR
24: [R R A5 IR

Network Module 1 Network Module 2 @
117 1/2 113 1/4 1/5 1/6 117 1/8 21 2/3 2/5
() (0 = el el
e | ][ )L JC JL O JC JL )

1/9 110 1Mm 112 113 114 1115 116 242 2/4 36 28

TR RPN EHIAE B EITE MARE, miil Yes,

B o
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Confirm Switching Network Module On X

A Network module operation is immediate operation and it will be
executed immediately on device without needing deployment

Are you sure you want to turn on the network module?

Turning the module on will add the associated interfaces to device.

SB8 AR SR AT Y, EHATLL PR,
* BHE (Clustering) - F415 AUR INIRIAERE o 15 S VR IOFT A ARE 1T 5
« &AM (High Availability) -
o WA T T R, B A g e T I S B e ] PR
o Sh AR 1Rz BB A D M R . TS A TP MR 1 M

15 P 48 A5 SR 5 6 g ELfth 2B

DR A T T AR g R g R, DR BRI B, WO A DD T IR, 2T
T 55 AN A AE R 1 AR SR AT

PR B R T, B BRI Y A B BT LA R

FHia Z |l

XA, A RS D) R AR b, WA REAE AT Z M S R AU W T L G2
Bl T W e g R PERD) IR AL TR R 3 E A i B RSN W SR R shE, R
AR B¢ B m] A

T TR, AT O PR

o BEES - U ARITHL, TR R WrREAS Y A AEAESAAT I AR B N AN AL TR
TS I AT

PATHHR T S NP5
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B snsunenssmsen

SIS

$IR6

= AT PR - A O 2R I R S B A A, I IR R b AR e D s . TS
Jic A% TP Mk A s

2R %> REEE P, rGHHAESD B, 0 TAHRRFm al e, SIS ] T2 5/
FBetts A ASEERIR) B A g SR T AT (R e

26: E1RH

[l Name Model Version Chassis

] ~+ Ungrouped (2)

] 172.16.0.51 Snort 3
\_| ne Firewall 3120 Threat Defense 7.1.0
172.16.0.51 - Transparent

RGURATIT % HUAEIRAE T I Ui 2 o o A B I PR A 15 8L

EEHEE L, Al (@) DI 4.
[l 27: 5 R M HE R

Network Module 1 Network Module 2
i 12 13 174 1/5 1/6 W7 1/8

2n 2/3 2/5
consote vet = ] g W (R

19 110 111 112 113 114 115 116 212 2/4 216 2/8

AEAEFEO (Interfaces) WU EORAAAEMTE XS, o T REEH R e, DRIt REA S Ay B W AT B
AHEE

RGUR PRI ZC AR il Yes,
& 28: WIAEE A

Confirm Switching Network Module Off X

A Network module operation is immediate operation and it will be
executed immediately on device without needing deployment

Are you sure you want to turn off the network module?

Turning the module off will remove the associated interfaces from device.

| No Yes

fEcs b, MRAEAEAE e v, U TH AR ) 2B I 50 T P 190 23t A e
OB A BB K S B G P BB R B B

B o
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sResrzEnyexn [

T AR R R I, T SE R Sh BT R TR, RIR SRR EATE R R B, A, RTEL
SRR AL GES B S 1D SRR (S BI4E Firewall Threat Defense i aJ HI X
DI RO AR, IF BT A B w1 s/ B B
BT LEB R , E EIARER (Sync M odules) LS 5T 14 ) 44 BSEHRE 4R 45 SR BT T
PIRS S PR AP R (Om).
29: 3 I MR %R

Network Module 1 Network Module 2 @
- m 112 113 1/4 1/5 116 117 1/8 21 2/3 25
W) () = e e o e el
CONSOLE MGMT USB
| .

1/9 110 1Mm 112 113 114 1115 116 242 2/4 36 28

P ARGRIUREMVGE T EIT R MR, S Yes,
30: 74N FB A

Confirm Switching Network Module On X

A Network module operation is immediate operation and it will be
executed immediately on device without needing deployment

Are you sure you want to turn on the network module?

Turning the module on will add the associated interfaces to device.

FE0  JUH BRI S R, 230 (Interfaces) TUIT LR A7 1 B 2.
[ 31 452 OTTE

A\ This device has configuration changes that were performed directly on the device. Visit Interface page in device details

SN WU RSB DD

a) {E3EN (Interfaces) WS, iRt THESEE (Clicktoknowmore). REKFIHHIEAORE
24 (Interface Changes) XG4z

B 3Z2EBHAEY

Interface configuration has changed on device. Click to know more.
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Interface Changes 12}

The following interface changes have been detected. Click "Validate Changes” to know if there is any impact on current configuration.

Interface Type Change Description

Ethernet2/1 Physical Interface is associated
Ethernet2/2 Physical Interface is associated
Ethernet2/5 Physical Interface is associated
Ethernet2/6 Physical Interface is associated
Ethernet2/7 Physical Interface is associated
Ethernet2/8 Physical Interface is associated

| Close | Validate Changes

b) SdESIEE K (Validate Changes) LR {4 5 I £ 12 11 58 B0 15 3%
G BT AT R, D) N MO EE T IS AT R .

T s 22 4= S A A ()48 D & s e & . ) DA /eI B v AR 2 A B 5 e 1, 457 )
M. NAT. SSL. G433, VPN. DHCP RS 8555% . MHIRBRFE RIS S 1% 422 T A0 96 ATl T
BHo ol 24 X SRS AN 52 50

c) siidikM (Close) i[F|3ZE O (Interfaces) HL .
S22 FEENEEEE, WS 0 YR OHERCE LUK S5, 2 6 Tl

BN LB N Rl SFP” , I TR 22k ¥ SFP I IERAIE L . (4 18 T3 B ¥ B A R 58
(EJF HIUAE AT ZOF LI, A 7 2B Rd L

PR3 SR, DUICRHE S R A7 21 K Bt
TR QR AU SULMTICE, 175 288 (Deploy) > &F& (Deployment) Jf 8 5 .
TG 8 #48 E RIV AT R A I 2 A R B T
PR X FER G AT I, AT LD R
* B#5E (Clustering) - 517 SR EERE . TH S BAAS IR IO ERAE 1Y Al

* =R A4 (High Availability) - X W28 AR ER b 8z 11 E 37 e 4 g o 335 2 D0 T 2 4 T TP bk
FEE W95 .

HRED P 4R A5 IR

WIREK A MBI 8B, AT LR 2D R PRl W 2 b o 2 B R 50
XA B R T I, B BRI R B B EBAT LA R
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AR AT R, TR DR RS B AN R A L

158 % > REEE P, rGhiAESH B, 0 TRREE R, MESOGE T Ty 5/
Fc s AR IR S S e e SR I T AT (R e

& 34: EIBHLFE

] Name Model Version Chassis

O ~ Ungrouped (2)

— 172.16.0.51 Snort 3
O "ol Firewall 3120 Threat Defense 7.1.0
172.16.0.51 - Transparent

AGUGITIT e HARIRAE VU . SR T 2% S O IO B PR AN 8

R I, R e (@) DR AR
35: B R MBI

Network Module 1 Network Module 2
1 12 13 1/4 15 1/6 7 1/8 M| 2{3 2/5

W) (W) == |l oo ] ) ol
CONSOLE MGMT USB
TR (e

19 110 111 112 113 114 115 116 212 2/4 216 2/8

TR 3 RGBS T EOCHA M SR, midi Yes.

36: AR

Confirm Switching Network Module Off X

A Network module operation is immediate operation and it will be
executed immediately on device without needing deployment

Are you sure you want to turn off the network module?

Turning the module off will remove the associated interfaces from device.

| No Yes

REAE SRR IR 2 20T s Ul BER T 5 245 O (Interfaces) UM LA R A7 4% 1 5
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A This device has configuration changes that were performed directly on the device. Visit Interface page in device details

HIES 7E3E0 (Interfaces) VRIS, A 2H: ECE O SUWHE R
BEFEOTN

Interface configuration has changed on device. Click to know more.

a) milimEE THEES (Click toknow more) 7 71 O B X (Interface Changes) X 15 HE LA A B
9 EOEY

Interface Changes 9

The following interface changes have been detected. Click "Validate Changes” to know if there is any impact on current configuration.

Interface Type Change Description
Ethernet2/1 Physical Interface is disassociated
Ethernet2/2 Physical Interface is disassociated
Ethernet2/3 Physical Interface is disassociated
Ethernet2/4. Physical Interface is disassociated

| cose | R

b) KUBEIEE M (Validate Changes) LA D SR 71122 11 5 L 54 24
U AT R R, U5 2 T O D S RTIE AT BRI

T3 2 4= S A 4 D S g e B . ) DB AR B P AR 2 A B S O, 45U i)
N, NAT. SSL. G438, VPN. DHCP R&5-#%45 . MIBRFEE 0K M B 5 1238 10 AH 5% RO AT AR  fic
Ho Tl A X MG ANSZ 5

c) siii%kM (Close) ik[F|3##E O (Interfaces) Hif .
PIR6 miiRTE, DMK 5 R AE BB K
FIRT QORI SUEATICE, 5% 2 EBZ (Deploy) > #8& (Deployment) J-#i2 il .
W8 HF AP ki 5 S OGP B B e

AR T IR, E S EORT A S B Y R T e, R SRR RS R, BEATEL
SRR R GES PSR /D S (S 4L Firewall Threat Defense fiy AJ HI X
DI RIS AR IF B R B w0 s/ B %
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Firewall Threat Defense 7.4 M 5 i ARAS SCRF & I (1 BEATS WL 1 o W0 RAT AR A8 2 i 1 O T

B, WAZAZGIHEN, BHEPATUN R . SR P EOREHARCE i, RSN, W

HTEBEREME.

Fe /AN B K A B O R PR DD BE AT ORAF AR R 0PRSS CIEGIFEG )« B, ik
IR, RGBT AR S PR R, MR ARC Bk AL TR S IR IRES .

TRES TIHZWHE D BT HIBCE, USSR I .

R 2HAEEED O SHEREOTS

IBRRIZETE OB & AHITA AEREO EZ X7
#n CEEL RO OHEAEE O DO LU AR R R
* IP Hhiik i ZE T B ER - SO A A BE TP M

OF T AR R, BB VAR SRR ] TP ks 1P Hihibits fE6
BEAAT 1 CL TP Mk, OB IR (R PRt AR
TN L TP M b5 24 3 P A R B A A

{fH configure network ipv4 =% configure network ipv6 iy &7t CLI H1%
Ho

. g%//—( “_Lé\%ﬁ_ ”»

FBNEEY
iR
EFTSEAL AR
B0 AL L
WA R
Ji-

Eﬁﬁﬂ\j “,&‘ﬁ,}i” R

A I

HET-BhMER

Ao

B L BT 58 AR H B Linux % 3% . Firewall Threat Defense
Shn EAPIAS “HdR” B —MHTEEERD, S—AHTERT
M0 GERERE 2l 80, AR aREies e il -4
H) . HYEHESR, Firewall Threat Defense 25kt — Mg £, KRG
FEE 2] — AN R . I A ERA AR sk, AR R
FIf Linux B8 & . ARG R, 165 W8 BEU % H & .

# 0T LI configure network static-routes #ir4 7t CLI "'y Linux %
VSN A

pEab i

{i ] configure network ipv4 5§ configure network ipvé i
o

L BCE BN
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[BEZHTZEOERE BEHITA EEBEOIZ I

BhABH BT ENMER . .

HTTP JIR %28 TCHE . .
WREES IS EAHAR, EARMNTFERET . ek
B HTZaRE, Hhfa -SrlgEmAkaIit.

ICMP TCHE AEZFH
WEEESIFEN RS EATAR, HASMNFERE MR, Fak
B T2 e, HbF - gMREIH .

A HEMRE 7S Hah SO & B . fEo
A HEMRS A E O AN O RIE RS HEMED (N 6.3 IF
B o WRERENRGEHEEFE T 2WE N, RSSO
BEEE
iR
R ARG H & RS 258 SNMP EHLHIT- 6 W &g eieWiiza,
UM 200 Ky A5 I ¥ £ R ARG I e 2 A FH BBl R o1 5 1 & SR o
Pt
EIHMEREOATRHZEREHE.

SMTP TS REZH.
Firewall Threat Defense {X A& £ SMTP AR5 %% BG4 &, R BE(T
FHAE B BT A AR B 1 o OIS B, TS RS HmE 1
R .

SNMP H 2SOy B . o
SNMP EHIALE & 1A AAVFAES B L EAFH SNMP EFLAIEDT (A
6.3 JF4R) o GRERFECN SNMP & T 2 Wik D, KRGS HECH
k=gt AN
TR
R ARG HE RS IS SNMP NI 6 B IZL T EiewiizA,
MDAZI Ky & I 158 25 FNFE & I8 28 A8 FH B0 R °F 5 152 B TS o

RADIUS Jil 45 %% HENSCHEHEE . |,

R R R R T Wi O, RGO R A B 1
Pt 3

WERAERE T A HeokR A YL 11, W) Firewall Threat Defense 4
ENE IS O RGN S IERE I B O R
Flo ANBEAT I AD R BEL 2 1.
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IBRRIZETZ OB &

EEEEO EZHE?

AD fIR%54%

H BN SO B

=)
E o

W Bk T W, RS H SO RN .

TR

WERAERE T th A Hek A YL 11, W) Firewall Threat Defense 4
ENERL O RGN S IERE 7 B O PR
Flo ANBEATFHHAD R B B2 .

DDNS

i 2T BN ER -

AHFo

DHCP A 45 %%

i 2T IER -

AZHFo

DNS Ik %5-4%

Hah SO B

=N
o

Rk EERHESIZETIE OB DNS B B EHE, RESKH LSO AE
FAEHEEN . AR D 8k E FHER T S /&2 O B A DNS
EHREEMER, HhE&ERS k4421 Firewall Threat Defense {345 %%
PR, AFIRAMTHE T HEEER. Bk, BREHREOS, A
HEX] DNS {8 4 B L A2 11

bRt

B I HAT N T HAF S S 10 0 DNS A4k s . 487 configure
network dns fiy &7t CLI i &,

FlexConfig

TETHME .

S ECE

FiaZ |l

s EAF AN YR, 1#57F Firewall Threat Defense CLI [-#i A show management-interface
convergence fir 4. LU N H s B L A 5

> show management-interface convergence
management-interface convergence

>

LA g Sl B LR A5

> show management-interface convergence
no management-interface convergence

>

o Rl P ANERRE, A AR BB R AT AT S5 IR IR P13 S 2 % At

B
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1 %K IRE > REEE, K5 4 448 (©)Firewall Threat Defense. ZFEERINIEFEIED (Interfaces) 1T
ﬁo o

P2 GZIL O, JFIER 1P ik,
FEMMIBRZ BT TP bk 2 i, S8R5 IF -
T3 TR EEEOBREX PN EREN S

EEEOS 3 (Management Interface Merge) X 1% HE i /s e B rf BT 48 2 e R IG ot o ATA] 5
LA TSk R A (R R N bR . LRSS IR AN R B B E bR b,
T BN

Management Interface Merge ? X

= The management interface merge will be synced to the standby unit. The IP addresses
shown in the "Review Uses" section shows the active unit's active address.

= After you click Proceed, IP address changes will be saved, and you cannot revert the
management interface merge, even if you discard the deployment. \

= Diagnostic interface static routing is no longer supported; you must delete the route before
you can proceed. Learn more

= HA monitoring for diagnostic interface is not supported.

In this release, you can merge the Management and Diagnostic interfaces to use the single IP instead
of two IP addresses. The merged interface will be called Management and use the current
management |P address. You will need to update all external services that communicate with
Diagnostic IP address.

Learn more

Review the Diagnostic IP uses below. The ) symbol shows configuration uses that you must edit
manually before you can proceed.

Do you acknowledge the
change?

REVIEW 4 USES | ' Refresh |

Q Management Interface
Management interface (Management1/1) has (IPv4/IPv6) address con... See
more

3 Static Route Setting
Static Route Setting under virtual router [Global] with manageme... See more

0 RIP
RIP with management interface (management) are not valid when th... See
more

A HTTP Access ]
Management interface (management) is used in (HTTP Access) of PF... See
more

|- Cancel || Proceed

TR 4 WURTEET SR ST AT I, AT LN Al
a) i BGH LUOCH B IR O & F XTI HE
b) FAURIIREN IR, K5, AT LUNERIUH , s SOy R R .

B o
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c) HEFTIFEIBIEO S FIE,
WIS AR 8 P B T AT A e

TR X TREAMEES, WATEREWMIAER? S HE, K5 s,

Management Interface Merge ? X

@ = The management interface merge will be synced to the standby unit. The IP addresses
shown in the "Review Uses" section shows the active unit's active address.
= After you click Proceed, IP address changes will be saved, and you cannot revert the
management interface merge, even if you discard the deployment.
= Diagnostic interface static routing is no longer supported; you must delete the route before
you can proceed. Learn more
o HA monitoring for diagnostic interface is not supported.

In this release, you can merge the Management and Diagnostic interfaces to use the single IP instead
of two IP addresses. The merged interface will be called Management and use the current
management |P address. You will need to update all external services that communicate with
Diagnostic IP address.

Learn more

Review the Diagnostic IP uses below. The [ symbol shows configuration uses that you must edit
manually before you can proceed.

REVIEW 2 USES | C Refresh | BRI LT L S
change?
A HTTP Access
Management interface (management) is used in (HTTP Access) of PF... See
more
A ICMP Access
Management interface (management) is used in {ICMP Access) of PF... See
more
| Cancel || Proceed |

LB, EaH BRI

@ The Management interface merge was saved and is ready to be deployed. *
Note that you cannot undo the configuration changes related to merge; you must manually reconfigure the Diagnostic interface and related configuration.

FIR6 HEPHSIFCE.
EE
ME IR R, AU BT s B P O R 1 H0, W A2 T3 TG
HSHBOH G IFEHEE D, 58 38 0. eAh, WRMERGIFICE, sSKIFRIIREGIFNCE, IR
WA GARG I BCE .

S, EHE DA B, HERHERRE.

S

TR A, WARATHEAT SIS LR MBS, i 20K I B 5 O A B 1 TP ik
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#iln
* SNMP %} i
* RADIUS Ik45 %% - RADIUS JIR 452818 5 2 50 A N A IP Hohl, DRI IR 55 20K % TP Hbhik 50 ot

VML AN, 6T T IR, SRV AT [N S B TP MR B A B TP M
hiks SR O TSRS B R A RS “EEEh 7 IPHubE, (HAF B ANSCRRZIIRE .

N 24 A3 Vol =

BHEFHEEIZEO
Firewall Threat Defense 7.4 J 5 i WUA SCRF A I BRI IR 1 W RIS T3 ZL0N G4 0,
WHAT IR 7 S BUE TN M 2T 215 A 2 i B i R & K. TR AR T ARk IR
AR RF RSP B RS W O
BUH G I OA SR RIS IIC S (RS ETPREHEIHEDD o« BRFREFIHENILE 2
Wriz 0. pbAh, S OAEMAZ N “management” ; ARSI E M4 N “diagnostic” .
B, WA A DR RAE IH IR & IFRCE, Wn] DAL S, B 4 nT AT s B K d%
L BUERNRIIRE, WAL T ARG IFRE, 2l E R

FraaZ 8l
o WAEHEWRANUFIR, 157E Firewall Threat Defense CLI L4 A show management-interface

convergence iz 4. LA 4t SR B L 25 T

> show management-interface convergence
management-interface convergence
>

AT 0 Sl B R A5 F

> show management-interface convergence
no management-interface convergence

o TR P AEERE, AR AR B AT IR ST . AR INECEDRE B B R 2 5
W

UK

PB1 G IRE > REEE, A5 A RiE (©)Firewall Threat Defense. RAERINIEFEIZE DO (Interfaces) it
ﬁo )

T2 XM TEEEL, AL BURSFEERED (9.

B o
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40: EIBIEOEE

Management0/0

management

gnmneiez [

Physical Global QE

FE3 LR (Yes) N EIUH &I % .

N EUHEFIA

Management Interface

Unmerge

Management interface static routes that have been
configured at the Firewall Threat Defense CLI will not
be migrated to Diagnostic0/0 interface. You must
manually add static routes to Diagnostic0/0 interface
on the Interface page.
Are you sure you want to unmerge the interface?

TERA HEPNAREIE.

a4

() 3

AR R EIFECE, SIPHRPSIFRCE, WK E I E.

SIFE, EHEEE R oA O 0O b, JF BRI 0O ERCE

EOBREICE

Ih&E BrkigE | Firewall | ¥4R(ES
mrh 5 |Threat
(EER A Defensefx
AR A
RS FMAENRAREE | 7.7.0 7.1.0 R E &N SCARSED, UIRHILIREOGEH T8 0. bohreh

#O

TS IUDO) 5 BRAS U 1) SRR IT AR S 25 152 08 % (Devices) > & & B 12
(Device Management) > i& & (Device) > &2 (Management) > EIE 281
EEMI5E: BLE (Manager Access Details: Configuration).

FEPR S BRI N AE2 W CLI BB AT (10 oAty S S e i 2 iR &
(Devices) > 1% & & 12 (Device Management) > i& & (Device) > iZ{TIKR
(Health) > #4MAZS (Out of Band Status)H 2 k..

W AES bR RE > IRFEE > #0

gomz



B zowmzrias

Eomiz |

Thie fpokigE | Firewall  |#RER
gErh g | Threat
EEEA Defenseix
1RRARA

REIFNE B 114 | 7.4.0 7.4.0 AL, RSP LA AN AL A B L 9 11 s B 5 A [m T 11 4 11 4%

RIS G0 WG, BT LLEIX e BT BRI RE, 9] W0 DNS IR %585 HTTP Vs
) 5 SSHo  SCREFAIRE L AT AT DY REA S HFFA I . 7T, DNS AL
FRE R,
FEMESU B A R > WREE > 8O > ik > %048

A EE A2 | 7.4.0 7.4.0 XFTAEH 7.4 SRS IRFT e e%, BEANRRAT I IS Wi 1o A& TR 1)

N EHZOA . R CTRE] 7.4 8O ECAR, HF HEA ek a0t
ITAEATRCE, W LR A3h6IF.
WERCTF R 7.4 8 mAS, JFHC 2K O AT TRCE, AT L
ERETG I, Wn] LIRS iz i 1. 3R, S
JiCAS TR I RN 2 W S RE BRI v RIS R & T e 1.
G IR 20K AAA U AT R B SOk BRI B ik el . AL,
HEARE PR EHEHED (RSN 1, A0 LU &
L HE.
s R RE > IREEE > &N
B s M4 show management-inter face conver gence

Cisco Secure Firewall |7.2.4 7.2.4 R LE Cisco Secure Firewall 3100 [ 523w B FEC Wi BalN, Xt

3100 ] 5 3 1 _EFRIER A 125 GB+ SR, CSR FIl LR Wtk i, BRINKAIAEVE A Clause 108

i [ 4% (FEC) 26 74 RS-FEC, i AA/& Clause 74 FC-FEC.

% FC-FEC B R

108 % RS-FEC, ifH

7+ 25 GB+SR. CSR

LR K &

X} Firepower 2100, 7.2.0 7.2.0 & LA Firepower 2100 A1 Cisco Secure Firewall 3100 % [ )it H 554 /2 &

Cisco Secure Firewall
3100 (1) LLDP 3 #F

LMY (LLDP).
BTG G U R R

&% (Devices) > & F &2 (Device Management) > £ (Interfaces) > @
B E (Hardware Configuration) > P #4&%E (Network Connectivity)

B AE ) iy 4
statistics

show Ildp status, show lldp neighbors, show Iidp

B o
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Ihie FrkigE | Firewall | $R{E2
grh g | Threat
EEEA Defense i
AN
4 Cisco Secure Firewall | 7.2.0 7.2.0 QR RN, Bt S R T NIC B FIFO S8 X 122 i 4
3100 {5 s 4wl (1 i = HEWCOAZ 00 R A e 5 R B A ORI T I 1 428 11 ] 22 i
S )
B RS %% (Devices) > & & &2 (Device M anagement) > 3%
O (Interfaces) > F@ AL & (Har dware Configuration) > P 4& %3 (Network
Connectivity)
SR Cisco 7.1.0 7.1.0 14501 LLAE By K 85 38 HE B 7E Cisco Secure Firewall 3100 _ 78 ik 54 9 2%
Secure Firewall 3100 [£] B, SO IR R AH R 2RI 1) ) — M, IG5 BB A 80
P 28 R WILRJABNG, SIS 7K ISR A5 Ee b FH I 2 B i R L o 2 B
Ezjj o
B MG ) B
%% (Devices) > i & &2 (Device Management) > #1751 1E (Chassis
Operations)
Y HF Cisco Secure 7.1.0 7.1.0 Cisco Secure Firewall 3100 25 Gbps % I 3 f5 77 11 24 55 (FEC). FEC ZRik
Firewall 3100 [ [7]2Y AR “HB)” (Auto).
& Fr/MESUG bR RE > REEE > B0 > KIEYERED > B4HRE
S FFE T SEP b Cisco | 7-1.0 7.1.0 Cisco Secure Firewall 3100 SZHFFE 12205 1K) SFP (142 1138 LRGN o A8
Secure Firewall 3100 ¥ SFP BRI A et o o SRR oy 9 28 Al B XKy JLAth 2R, A5 SR
EIHE HEhRR, WiE R H .
PIAER R RE > IREEE > D > REYEED > BHRE
X} Firepower 1100 ¥ |7.1.0 7.1.0 &I LAY Firepower 1100 #1115 4k % J2 & P (LLDP).
LLDP BRI 8 > S EE > B0 > BEHEE > LLDP
B 4. show lldp status, show Ildp neighbors, show Ildp
statistics
O A e | 7.1.0 7.1.0 FE I BB R BLAE MO, T BRI LR E IR Ah, AR B K B b

TR TE, &)
ARG P

TRl I, W] DS A R A PR A B
PIAES bR 1R& > IREEE > #O > BHEE > RE
SCFESFG : Firepower 10004 2100, Cisco Secure Firewall 3100
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Oz |

Tnse otk |Firewall | {#4R(E 2
gErh g | Threat
IRARAS Defense sz
R
Firepower 1100 /2100 16.7.0 6.7.0 BIAE, #07 LLRCE Firepower 1100/2100 FFUIELFH: [ LA F it

RYPCETHE I IAE S
L NEElN

FERCRAS R -

DARE, fEixXeeie s BRCE AL (1000 5% 10000 Mbps) I, 2%
A 3 Ja R S BRI B AS i  IECIEEE

BiE, fEn] LIBUHEP: B 3t (Auto-negotiation) J1K5 i i &l
1000, LIRS A BE RS . 18 EIETE 10000 Mbps 144 H
PR o

BRI R RE > REEE > BEO>BEHERE > RE
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