w AR AT

ARG AT Kk 5% Firewall Threat Defense #2 Il &, 1045 EtherChannel. VLAN T-#:11. IP -1k

.mg

ERE K Firepower 4100/9300 - I4R4E ML S, 52 BB E#E 1 .

o HRIBT KRR O B EOR AR AR, 1 T
s FCEA WAL 1, 52 0

s FLEFR RO, 5513 10

* fit'® VLAN T2 0F1 802.1Q Hh4k , 55 18 1L
* OB VXLAN $:11, 5522 71

o PCE S hAE A D, 2B 37 0t

s PCE B WE , 962 1L

o HRIBT KRR R sd s, B 72 W

BRI KSR O K FNRTR F 4

BESX

Firewall Threat Defense
BrRfat

o EH R

o Yy i) B

o 2 B L

sumasEzn ]


management-center-device-config-10-0_chapter8.pdf#nameddest=unique_303

gapadEED |
B e=xmnsn

fie & 3 #iflim O

A LCREREAS 1010/1210/1220 4 1110 A 1 24 BB K S el efs 2 JRAEAF Al Lo s AT X AR5y
BT R S A B Lo L OB AR 55, B i T BRI A i s DA B VAN 82 LUNEREE A7) g
47 VLAN. AT S U753 SCRAE 0B H e LUK ML (POE).

KT im0
AT 2 SRS B B b 1.

TR Im O FNE D

wmOFED

XA 1, AT LUK AR A 05 5 e 1 s L 1o 230 LA AT S B 1R
PSR, BURO A BEASHe b Lo (K132 4 VLAN 11

o PPET KR T - AR pH AT, IR SR L H CUBC L ) 22 4 SR AR 5 3 2 W 48 AN i
PAN I B7 KBS F VPN IR S5  EIEAGR N, XUz DR gl i, T TE28 2 2 — M 4%
B O R R, A UGB R 2 A S N T kRS R S . AE AR, B LUK A
JSCH FHORIRR 422 55 S e 1 — e AR IR A e o, B LA ORI ZE 3 )24 0. BRIMIEDL R, LA
AWM 1/1 82 O ECE A B K a1, 8 mkg I e LTS A TIPS #Ea (Wahie ) o

Wy BEAS A Lo 1) - A Lo VA R A A A2 e DR AE 20 2 JRHE R E . [Rl— VLAN ERAS
MLty 1 o] A A A e B AHEAE, H U H A 52 Firewall Threat Defense %2 4= Sl i FR il . 42 A\ i
O Rbric it e, Al DOK A AC 48 5 VLAN. gk D822 Rbrid M Epsidiia, Hal
LUET 24 VLAN. BRAEOLE, BUKI 172 K L&) VLAN 1 B #p LG . A
AERE R IV C BN A ¥l L 1

A VLAN £ - X268z O Wia 47 7 X S W EEps kg OAH R, (EARIE, kel 730
TIPS 20 (NIEERIPE sh 8210 ) B EtherChannel #2211 . Q1 AT b/ L 1 75 B 5 5 — AN 2 3E
ATi015, W Firewall Threat Defense % % % A g N 42 VLAN £, JEE 2 5 — M2
VLAN #2805 kB4 1o FL2n] DR AR i i Abr 42 55 VLAN 42 O — i -AEM 4l ot o 7]
— VLAN 1A A L 2 18] IR AN 52 %2 42 S Firewall Threat DefenselfI PR #il, {EAfFHz4l+
VLAN Z [ i 2 52 B2 A sk R BR, DRutk, ] ARE B My e 4 R AZ e WL L 1EAT 40 )2
DAAE L6 53 B 2 ) STl 22 4= SRS

LUK P 3t F2
PoE & H] LA T ¥ 1H -

* Cisco Secure Firewall 1210CP - LIKM 1/5. 1/6. 1/7 1 1/8, {fiH] IEEE 802.3af (PoE). 802.3at
(POE+)H1 802.3bt (PoE++ Hl Hi-PoE) , iy 85 90 I, At 120 .

B EwpriosEn
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Auto-moympix st ]

A\

F® 1010E. 220. 1210CE i 1220CX A7 #F PoE.

PoE-+ ml S v i AS A P 4 8% 2 A B DML (LLDP) KW Ry DRG0 o AUAE T ZEI St D%
R ICPRE L, M AR AT B FI

Auto-MDI/MDIX Ij1 5

WS T AL, BRI B 3R R E I 4 Auto-MDIUMDIX JjfE. Auto-MDI/MDIX 7E H 3l
3 s A B 0 P PR I PR AT P EBAE S, ATV B A XA e () 7 2 ) P2 10 (1)
Auto-MDI/MDIX, AZHUCKS T8 B BN T3S 0 BB RT o Sk T80 5 R0 T B v o [ e, NI
AR T WA BEE I BB R, U Auto-MDI/MDIX U AR FH o 2438 5 FIW T4 36 B4 1000 Fl4x{E
N, EORALS AR Bk, Auto-MDIMDIX 4451, HASTIEEAE.

R im O B ETR &4

BSXH
* Cisco Secure Firewall 200

* Firepower 1010

* Cisco Secure Firewall 1210/1220

A ¥R A i O /4 U] 0 BR ]

S
© TERAESCRY
o A, AN AZ B L DhRE . il T A H L AR AT, DRIt gk SAE 3 B A
# MBS A . BRI ER R S e, (HILDhREA Sy AR A LG 1o FEIEW
W2t BB, DA B LT S A L s S B 4530 . i BCRE AN B TR A2 ik
hfge VLR, VLAN $2 L] il g bee e R a7, A bl ool i b e 4 . PR

s BT DUR SN A L 1 BT VLAN BRI T fE B fg o i e 5O A B K i
o

o DCATAE I KB A D B e A2 B

iZ48 VLAN $£0 (SVI)

o G ARIEAERG KBS D BAE A VLAN 780, WIJGyRf# A 5245 VLAN # 0 AMHF ) VLAN ID.
VLAN 1 B H T2s Lt 28 VLAN #2100,

* MAC Huuti:

wmpsosEn )]
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Wiz

gapadEED |

o BB K BERE - TT VLAN $2 F3E S —A MAC Hulike @ R T B BRI AT LS ] S

7% I SR AT LT EEME— MAC Hodik, R F3h40 i MAC Hihik . 152 ) il & MAC
Hohk, % 68 T,

* BEYIPTKEGRA - B4 VLAN $2 LA ME— ) MAC Ml iy a2, Snridad T30 i

MAC HihEZE 35 2F B [ MAC Hihk. 5SS MAC Huhl , 55 68 i,

EARERFZ 3 VLAN 2 ORI BRSO LR A 7 R — AN R4l

VLAN ## O F03Z #edlim O AR ZFFH9Th BE
VLAN #2  FIAZ A ity AN 32 HF

* B

* LR ER H

* S 2 B AR B (ECMP)

© IR R B

* EtherChannels-2Z #cH/L3fi 1N BE /% 4 EtherChannel f)—##4> . EtherChannel 7[5 1B A 32 K

o OB B FOIR A BE R
bRl (SGT)

H At T A0 PR 7

o W % 0] LAAE Firepower 1010 L E 60 N 44510,
o ANHERs B R O CE A L

INEE
* LUK 1/1 &AM kB 1
« 761010 F, BUKM 172 LUK 1/8 J& 4 Bitgy VLAN 1 (HAS bl 1 .
« 761210 I, BUKK 1/2 ZLUKF 1/8 4 FL4s VLAN 1 A8 Hellifi 1
« 71220 b, DUKF 172 ELUKM 1/10 22 ML 24 /34y VLAN 1.
« 76220 b, DUKIM 1/2 ZERIKK 1/10 A2 4b L0 12 8 43 Bid4s VLAN 1.
© BRCHBERISH] - BRANS LT, Sl BERE I BEE 0 Ash P .

B EwpriosEn
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mEspnsnmssmits ]

Bie & A AL um O FR LA K ) {2

L E AT L3 M PoE, 175 78 LA N AT55 .

B RS R B2 Al im QAR

ST DA REANE 10 SR BN Bl A A el L o BRIAKE DL R, BUKR 1/1 2B K 1
TR 4% AR LA A P 2 0 U DA S e L s 1

HIB1 EFI8E > REEIE Jf A0 Firewall Threat Defense ¥ 4511 4R4E (£). RGERNIEFIED
(Interfaces) L.

PR 2 fh R O (SwitchPort) Z1 R i E, B AL SN A, R BN BRERBR (@) 5k
BREZRA (OB).

BRINIEDLF, ACHe Lo 76 VLAN 1 Rl v it 0 ZFahis iniZ 4 VLAN 1 #1 (5
IR LA ML 19 B AT VLAN) |, LUM#EEK i it 3£ 2 Firewall Threat Defense 224> 5% (i
ZIABCE VLAN #:10 , 555 70 o SICTRR B LR B A Heblo IR B ooss Loy 1 A5
I, MBI A SRR E -

Please confirm

9 , Enabling/Disabling of the
\._‘/ SwitchPort will remove all of the
interface configurations except PoE
and Hardware configurations. Do you want
to continue ?

Yes Mo

BeAh, Rz I C2 ], Rt AR W ORERT A ik .

BcE VLAN %0

AATAHUATHCE VLAN 42 1 DUH TR bl 1 o BRIATE DL, A2 #ep i 2 Bc 4y VLANT
{HE, TSULAFANINEH 1 0 (B0 IR EeA fep Lot L 3 & T VLAND , DUEER R EFS
5 Firewall Threat Defense 4> 550% o

UK

LB G IRE > BT J 5 D481 Firewall Threat Defense ¥ 4 1) 4848 (). RGEINEFHED
(Interfaces) i .

$IE2 SiliiRiED (Add Interfaces) > VLAN ##0 (VLAN Interface).
I L EMLE, WELF VLAN £1E S 4

wmpsosEn )]
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WER SR 2B VLAN $21, W SCERHE O R4 otk VLAN _ERAg#b L 1H .

Add VLAN Interface ]

General IPv4 IPv6 Advanced

Name:
inside

Enabled

Description:

Mode:

None v

Security Zone:

inside_zone v

MTU:
1500

Priority:

0
VLAN ID *:
[ 100]

Disable Forwarding
on Interface Vlan:

None v

Associated Interface Port Mode

| Cancel m

gapadEED |

a) WHE VLANID, /1 1 F14070 /8], AELFE 3968 21| 4047 J5HE N IID (AREE ML FAERD
BRAEREED )G, THEH S VLANID; VLAN ID BER2 4 F K VLAN Frid, 2 &N E Pk a

b)

ID.

(Ali%) 4 ##0O VLAN bR R % VLANID, DIZEH#: K 35— VLAN.

B, A A VLAN 73R4 M AL B IR U, 59—~ VLAN 7 Bcss

S Toa A T S

> VLAN 2 Beg3 S I K BEM 2% SBE RSO R U Il Ak k4%, DIk, S8 mT IS E VLAN B

(AR A2 T LAV 1) G BE P 4%, H 55 BE ) 288 AN R 0] Al 9 45

B EwpriosEn
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P4 LOENEENIE, SRR
o FOE AT, 540 T

o FOE W ABFALR A D 280, 28 45 1T

P rLE.
FE6 LR F.

wremmnrssEasn ]

PRI, 50T LU 23R8 > BRE B R SO 08 BT B B o AEIRE e, A AR

B im OB E AEAN RO

TR AL 73 FESS S VLAN, BRI E A o NI A2 ARbRIC iR . i AL

Hoblim 0 30 Bigs VLANT B30T .

REES

Z#rlim OO

Cisco Secure Firewall 220

LA 172 LK 1/5

Firepower 1010

IS 172 = PAAKM 1/8

Cisco Secure Firewall 1210

LA 172 LA 1/8

Cisco Secure Firewall 1220

IR 172 = LLRM 1/10

)

ER W AR P BT IR AN B AR R . RIS TR IR 5 Firewall Threat Defense 4T

ERLIY AN AL M IR TP 45 A

UK

S ERIRE > IREETE J1 4T H Firewall Threat Defense % % /) 4858 (). ZRAERINIEFFIZED

(Interfaces) TU[HI .

P2 RGN O 458 (2).

wmpsosEn )]
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1: fRiEHIEE O

Edit Physical Interface

General
| E—

Interface ID:

Enabled
Description:

Port Mode:

Access

VLAN ID:
1

Protected:

P3P BERASEMECE O

PB4 (k) ERBAFEBT A In .
AT 2 AT 200 N FAF ORMEFERIGR) .

$IES5 ik O4E (Port Mode) ¥ ki8] (Access).

$I6 7 VLANID 7B, wE A HA LG H ) VLAN, JulE /T 1 14070 208
PRIAK) VLANID 4 1.

Hardware Configuration

gapadEED |

PR (L) L FZARIP (Protected) RIEHE LURF AT HebiLim 11 BB 32 Ry 1, DI m] DABHLEAZ

Febjlin 1 5 A — VLAN _E ({32 frdr A b L 2B AT 45
FELLRHEOUT S mT REAREL R 1 EAZ A Ly 1 A E 2 8] AT A -

TN A VLAN 0] iX 2658 e pfl,

U E YR BN TEEE AL IF VLAN [A)37 115 200 R B0 £ I g s oAt 22 4 JRiiR, WU B0 4 AH 1
B TF. B, WA 3 4 Web RS 21 DMZ, B AEAS #el L L5 =R 4P (Protected)
Jo, TAT LUK Web RSS2 AN LR . N BB L8 AT AR M 25 35) 7 LL 53X 3 6 MZ8 IR Ss 28 kATl As, &

NIRRT EE R 2% IR 55 F AN L2 R TGV A HEA T A o

$IE8  (Wik) AidREMECE (Hardware Configuration), & W T HIH

B EwpriosEn
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2TEfERE

Edit Physical Interface

General Hardware Configuration
Speed
S
Duplex:
full
Speed:
1gbps v

Auto-negotiation:

% B 5 (Auto-negotiation) &IEHE CERIN) DL E SR R T, an SR Bk, Eal LT
) TR T
s BRIk £ g,
* 3R [E (Speed) - ¥ 10mbps. 100mbps &k 1gbps.
ERR
WAL 50G HL SR B Z s L (WX AT BAUAS ST H Bl Ui, T8 6 R AE AT W LR I 975 A 2

H EAAH Ashbhig. B, N9K-C93400LD-H1 ASZFFE T 50G HAGHEAT Hahthib. Kk, ZiEs
Zty 1, B DAIIAE T B RIS AL 25 F RN E S e o

MTHBRE -
RAHRTF

VRIS, SR LA AR E > ARE M E K S E 2P L B AEME L R, AR

1 32 #R A im O BC & 29 gk O

IR PP A28 an ey G it vl LA 802.1 Q Frid L4 21> VLAN (K 4ku 1o Hr gk 1 B32 AR AR D AR
e E . I VLAN b (130 ol it Hh 4k 1 AR AR .

rh 4k i I RESCR bR IC TR SE bR IC A H VLAN ID, LU Firewall Threat Defense ¥ ¢ A LUK &
MR R IR A e L 1, 80T DOKE R i 2 5 — AN kOB . Wi SR Firewall Threat Defense 14 7%
M Ak 1 A VLAN ID ik, S HHER VLAN Frid. 1555705 — G A HAL b 1) v gk s 1
R EMFEP A VLAN, DR A bRC i SEARid 27— VLAN.

W R %F > REEIR 51 Firewall Threat Defense %41 4748 (©). RAIRINEFIZED
(Interfaces) HL[HI .
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$E2 G R ().
3 E hakim O4ER

Edit Physical Interface

General Hardware Configuration
I

Interface ID:

Enabled
Description:

Port Mode:

Trunk v

Native VLAN ID:
1

Allowed VLAN IDs:
[ 100,200,300

Protected:

PR3 kP RRSEEHELUR RO,
4  CuliE) AEIRRR B Es v .
—ATRI R W 200 MR CORIERIZERD

¢\
g

$IB5  Kim O (Port Mode) ¥4 F 4 (Trunk).
$IE6 FEAH VLANID (Native VLAN ID) B, ¥ B ILASHeb Lt AL VLAN, JulEAT 1 F14070

Z 1),
BRIN AL VLANID W 1,
fpAuty 0 BB — A VLAN, {H 835 A VLAN 7] DU R ] BUAS TR .
PIRT  AERVFE VLANID (Allowed VLAN IDs) “FEr, S tbri gk ¥ VLAN, Ja[E AT 1 814070 2
G
T L LU 77 Az 0 22 20 AMID:
* %5 (n)
* JuH (n-x)
o F3E 5K g S AV R R T,
5,7-10,13,45-100
GCIIDR PN 110 S GA N
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NN

Ry

Qe

X g

- -

= o

wrmmnrsstasn ]

R P B A A VLAN, T Z0&iZ A VLAN; M R 26 A VLAN &I, o4k
A SR VLAN brid. 164, Al BB VLAN bRid & .

(AT3E) ik S24RP (Protected) SIEHE LUK AT He Lo & A 32 R 0 1, A m] DARHL R A
el 15— VLAN b 1) HAbSZ ORGP s e bl EA T8 15
TELLNEOL R, 0T REAR LR (AT e L AR B2 AT . 2 ILA VLAN 15 [ iX S8 47 41
Ui 1 B Begs s EATTEEARVE VLAN [ V5 ) 003 2k e sl At 22 Al )7 2 e 25 A L
BB T B, S BAHEE 3 & Web RS 25t DMZ, 477 Heb i I S FH = 4%$7 (Protected)
Jois JURTBUKE Web 45 #5AH B R B AT I £ FANER I 26 24y ) L IX 3 5 4 Ik 5 a AT IlAE, )
ZIRER, ARIXLBEN 265 e 45 s AH B2 [A) VA T I8 A .

(H[ik) S REEECE (Hardware Configuration), 5 & XU T AHESE .
. Edit Physical Interface ? X

<, CT Hardware Configuration

| | Duplex: auto v

| Speed: auto 5

i | Auto-negotiation:

% B #h A (Auto-negotiation) SIEHE CERIA) DL E SR INEE A T . dn g iEh, #&nrblF
« ERER £ 5
* JEJE (Speed) - i£#% 10mbps. 100mbps ¥ 1gbps.

WG 50G HL AR IE R B 1% 00 RN SR AS M LA SCRF BB R, TE I DR LR A8 LR g 917 4

O E2AH Bahhi. #lt, N9K-C93400LD-H1 ASSZFilid 50G HAGHAT Ashthi. KMk, FiER%
2t 1, B DAIAE - B FIAS HATL A F BRI E 8 e o

R E -
RHHRTF
VIR, SnT LU R ERE > ERE A8 IR SRt & 2 B P o IC A e o AE RS SE O Jm, A B
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BoE LAK M it

LKL (PoE) % 1 24 TP FEIREREE e N il A Bl e BOATHOL R, PoB 4T PR . st
FEA R QT 25 RS ] PoE LA A Q] e 5 T ik S 4

UK

LB G IE > IR BT JH 5 D48 1 Firewall Threat Defense ¥ 45 1) 4848 (). RGHINEFHED
(Interfaces) i .

$IE2 i Firepower 1010 - Ethernet1/7 5% 1/8 [1] 4848 (%), Bk Secure Firewall 1210CP .
WIE3 Al PoE.

4: PoE

Edit Physical Interface

General PoE Hardware Configuration
e ——
Enable PoE:
Auto Negotiate

Consumption Wattage:

Consumption Wattage: (4000 - 30000)mW

$12 4 % 2 A PoE (Enable POE) & 4.
BN R, PoE AT A HPIRZ .
WIRS 1L+ H B 2T 3 L
* BEhth A THEETIZE (Auto Negotiate Consumption Wattage) - PoE 1 Fi& & 52 L 25 JS 0 I TLEK
PR B it B2 k. B KBS LLDP JE— 5 Wp i (R0 FO8. e 5N 2m i1t
FI, ESBIRICRAER N R R, U dR AR 2 dae. @i, RS nig K
K 12.95W 1) 4 Kek, BMEE Yars A%, KREWa 10 30W., Habig ]
DAEDH i R AR oK o WA s iE B & R /> T o) i, W A8 S TR
8, ¥ ERISE AR
* HEEFLET (Consumption Wattage) - B % B s i B ThFETh 3 (Auto Negotiate Consumption
Wattage) 5 VEAE LT3 B0 B FLE, AT LAZ2 BL ok BT 34 52 Y6 A 4000 2% 30000 (1010) 5%
90000 (1210CP) I FLEL. A REET-ZBCE FLAOFAEM LLDP e, 350 mt. X7 F3)7)
fic, 1Z2E5HE show power inline #irth Hh B s A AER (nfa), RUMIZSEHIAH T v 2 hkt.
{i ] show power inline iy 42 & 247 PoE IR

PEE nHBE.
TR R E.
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VRIS, 50T LU 23R8 > BRE B TR SR 08 BT o BE A B e o RS L I, A AR

Ao EINEFEEO

AN S A ] g B R

XTIREEO

FRIANE O S — Rl oS 3 fs O (OB B 10 . bedee O ]l i 2 AN 3 2 17 TPv4 AT IPV6 Ej 1)
IRl O Bh T oo B e i, e vl LT ERE 005 1), DR, SR p —AN 2 O AR s,
fEn] LU — AN )7 ) 3R B2 .

PRIE1z ) F 1
© AAA
* BGP
* DNS
* HTTP
* ICMP
* IPsec ¥l 4t - 1R Cisco Secure Firewall 1200/3100 /4200 /6100
* NetFlow
* SNMP
* SSH
* WA MIZNA VTI BEIE

* RGHIE

Firewall Threat Defense 7] LAY FH 2l a8 2% tH B 73 AR Rl HE, 0] DA 45 e 4 F IO B wiAS i
DL Firewall Threat Defense )47 38: 2 — ZIAFA B IP #uhl . ABEAEFREFA 0142 L) Firewall
Threat Defense [Pt 2 i A 1 HH
HXED

IR e R . 28 14 0T

BCEFAEIEEL , 5 14 50

wmpsosEn )]
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B =0 mms

IR B4 O /Y /4 N F0 PR

B A SER K
o DAERS AR 32 5 HF .

FER
o AR HT

H At T A0 PR 7
o 0T AIEREL FBIER R LR R, TCP R A BENAG IR 240 T AR HDIRAS .

BcEIREEO
BB A R
iz

LB G IRE > IREET J1 5T 481 Firewall Threat Defense ¥ % /) 48%8 (). R INEFIZED
(Interfaces) L.
$IE2 NHMED (Add Interfaces) FHig#H, EFIREEND (Loopback Interface).
YB3 EEM (General) BT R, FLE LTS
a) AFR (Name) - fag AFA[IZ F A4 5K
b) /B3R (Enabled) - & b R LEHE n] 5 HIFR[HIHL .
c) IR[E 1D (Loopback ID) - i AA-T 1 Al 1024 Z [A]f#ER]A] 1D,
d) AR (Description) - % A\ FR[BI4EZ D3

FRA ME OB BB E DS WS MRCE R B, 5 40 5

X IR B O B R S TR R R
FHIEZ Al

TS AZ AL [ PR [l 11 TP b A s b A T R BRI BABI 1B AR S 8 e JamT LA 1) 4 J IR 55 SREmes
IR PR AR o

B EwpriosEn
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st mamEznaneitmezrg [

HB1 QU TRRRIE PR R O TP Huhk (3 19 e Ui 1) 5113
a) LXK > HETIR > TR
b) S RN R EYIR LAAIEE ACL.
c) fE FHEY RiIFREIFIRIR SHEHEF, A ACL [(I4FK CRAVHET M) , R s i YA
B4 H .
[& 5: fn %5 ACL 358

New Extended Access List Object ®

Name
rate-limiting

Entries (0)

d) fE M4 DR ERCEREMAE (ERD MH bl GAE TP bk .
B 6: R0 B AR R4

Add Extended Access List Entry @

Action:

[ © Alow v ]

Logging:
Default v ]

Log Level:

Informational

Log Interval:

Sec.

Network Port @ Application ©® Users @ Security Group Tag

Available Networks C' + Source Networks (1) Destination Networks (1)

Q, Search by name or value ] any o 10111 o

any
any-ipv4 Add to Destination

any-ipvé

Inside-Network
internal

IPv4-Benchmark-Tests

IPv4-Link-Local

IPv4-Multicast o Enter an IP address ] [10.2.1.1 e ]
(g

iR
IREFBRURME y SIF (ISR, SUA BT (RS JRE

Y-\ PRI LG SRR A, Rn i RNEIR . 4 R DU 4R R U TP ik i AN
ARG /N5 ) A1 3R v
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o Hin-16 BRRMILE 51N I i g AT o dm Aol Ay Siin. RHEANERIRE O B Bk
fE,

e) Mt Ashn LUK HEN InE ACL.
f) R R7FE LLRAE ACL.

& 7: 1R 7F ACL
Edit Extended Access List Object ®
Name
rate-limiting ‘
Entries (1)
Sequence Action Source Source Port Destinati Destination Port licati Users SGT
P 1011 - . Any o
1 © Allow any 02T Any Any ny Any o0

(") Allow Overrides

Cancel

PIR2 R RG> LRG> R E], ARG ST EL A U i) SR NI RAE ().
$E3 MNHRARARHNES (More) THfikhiktHFEERIZE (Advanced Settings).

s BRRE

o' in-out &
L Packets -+ @@ Prefilter Rules + () Decryption + & Security Intelligence + () Identity + @ Access Control ‘ © More
[ L auciandius ] Total 1 rule Advanced Settings
HTTP Responses
Source — et
D Name Action nheritance Settings
Zones Networks -
Logging

C] ~ Mandatory 1rule (1-1)

$IB4 BRI AR 5555 B (Threat Defense Service Policy) 21 1) 448 (£).
9: B AR 1 AR 55 SR B

Threat Defense Service Policy

Threat Defense Service Rule(s) 0

PSRRI LLE R .
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& 10: 7 hn L

Threat Defense Service Policy ®

@ By default, traffic undergoes deep packet inspection as part of AC policy evaluation. However, for Add Rule
the TCP State Bypass feature to be effective, it is recommended to avoid deep packet inspection

by configuring a pre-filter fastpath rule corresponding to TCP state bypass traffic

4 Interface Object Traffic Flow Connection Setting

Interfaces
No Rules
Global
No Rules
RENGHT IFIRSS RSN 7, B F T8 58 B0 & U IR R
EEOXME LRy, Sih 2/ UEIEEH TIra 0 ma /s, K5 sdE T—5.

p
B 11: & 55
Threat Defense Service Policy
o Interface Object 2
D Select Inteface Objects
PE®T ERE ST, WPEE SR, 1S SUh RN R UM AR NS, AE st T,

12: 124 R 951
Threat Defense Service Policy

.]. Interface Object o Traffic Flow

Extended Access List:

[ rate-limiting 2 ]

PIRS  fE EEIRE VI, WE ERE R
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13: 1% B E R

Threat Defense Service Policy ®

‘; :' Interface Object ': 2w Traffic Flow o Connection Setting
(] Enable TCP State Bypass Randomize TCP Sequence Number [ ] Enable Decrement TTL
Connections: Maximum TCP & UDP Maximum Embryonic

2 | [ ]
Connections Per Client: Maximum TCP & UDP

Maximum Embryonic

o | (o ]
¥ Bx K TCP F0 UDP B0 BN Al 52 LV PO, 3 S R HIER BB &N BRI H7
flln, fEnr LR LB E S 52, 10/5 8% 1024/512, FAREGHR T B i i SO ER [l 1 450

BEEAIER R A TCP #2448, P 1E &R SE32 2] DoS Bty (XML TCP SYN Hidfi tn
Bz .

HIRO T B LA BT AR B
SE10 ALWmE.

TN piil SPRE & H P RTF
FUR12 PR T DU B0 & 2 525 (1 e

BCE VLAN F#z %0 802.1Q H 44
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28 Z AN SZF PPPoE 11 1%

* OB 425 VRE e

o BRINASK R #5210 /5 F SSH, - DRI 250 5 A H 917 K B B epls SR ) SSH fH T8 BB LTI
KW O HREE 1, R TEV2 R sl ME 7 9 2 214 BEEZ 1111 SSH 231, FRARIE AT H
configure network static-routes iy & A& BLE: N N A . X T Amazon Web k45 111
Firewall Threat Defense Virtual , %l 55 i AT, DRGSR ORAEF TS B4 11 SSH Vil s 7
RN E BN S INER A th e B, IEFORAERCE R T BRES U In) RO 4 11 IR W T
P2 Wise T CLI fid'® (145 configure manager add fir4) .

o TEABEAE T SR A BEER ORI A RZ 1
o ASCFRPERRFBOR . EIRXMEOL T, DAUE A B .

19: BB i)
Edit Physical Interface ®

General IPv4 IPv6 Path Monitoring Hardware Configuration Manager Access Advanced

Enable management access

Available Networks + Allowed Management Networks
| Q. Search ] any
any-ipv4

any-ipvé

Inside-Network
internal
IPv4-Benchmark-Tests

IPv4-Link-Local

Cancel m

s P EIIEQ A EIEE B A EIE (Enable management on thisinterface for the manager) DL
P O B VAT B, AN R T A O,

o (AR 7ERIFHIETEM 4% (Allowed Management Networks) HEHT, % 12 S VR B2 U7 1] 1)
P ERIAEOL R, VAR .
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$E16 SLWE.
S AR E.

SRIN, T U 23R8 > BRE AR E IR SRS 5 BT o B B o AEE L e, XA R

fic & M eH3E O

M #2245 Cisco Secure Firewall Threat Defense ¥ £ MM CjIERE ) M8 020, BIMFALAES WA
B B K B R 2 S . BB EEAIE R, TES R < T M.

CAWAR L RERIIPR S AN PIR CEAR RV

REFEMMFEN REOSH

IS PP A AeT Ry AN MR 2 8 0 2 1 B A PR R 2 A Xl [ — AT 4 m) AL G AN [ R 42 1 «
YO, FH O, Firepower 1010 1 Cisco Secure Firewall 1210/1220 VLAN #2111, EtherChannel %
HIACAREED o BB OAZ . B, ASCHF EtherChannels. XJ 7~ Firepower
4100/9300, ANSCRFEHEILZ R A EE o
FrIGZ /il
* Firepower 4100/9300
1. ECEYPEN
2. (B MCEATMIRRIEN
* Y51 EtherChannel (i 713 &)
« BB VLAN 780 78 FXOS H
s ININTEEIT 56 20 UL AE B KRR LG

o (A[E) FABEHMAES.
* fid & EtherChannel
s UNINTEID, 20T

* Firepower 1010 1 Cisco Secure Firewall 1210/1220: Pt # VLAN #2111, 55 G0

S

YEFR R & > IR FETE I AU A 1 Firewall Threat Defense %451 4R%E (£). RAMINESFIED
(Interfaces) L

P2 SR O R ().
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management-center-device-config-10-0_chapter8.pdf#nameddest=unique_305
management-center-device-config-10-0_chapter8.pdf#nameddest=unique_306
management-center-device-config-10-0_chapter8.pdf#nameddest=unique_281
management-center-device-config-10-0_chapter14.pdf#nameddest=unique_401
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ERMRTBH, WA AN 48 MR AR

SRANBELLATIE “cluster” TT3k. B4R B ALY F4H H .

1 B RS EAE LA B 1T

(i) Bk E N ERE R UG 2R ENRE; AoVrld S rmE.

(AI3E)  FEVERR B s in v P

—ATU R Z B E 200 MERF (AMEFERIZESRD) .

1ERER (Mode) THzgZd, wEHET (None).

LR kB R E A T8 o HARAH TAXIPS B 2R . R b O Be RIS
AR A B o Rk

MZ 2 X1E (Security Zone) N FR LR — N X, B ST ETE (New) dIn— #1124
X 15

WL R 2 B R AT R A 4 1, R TS S B () X 3k, 15270 9 e 10 ¢ AT ] TP Mk %
B ok RCEN R R L D BV B IP Mk, VR, BVI ABETHAXER, A 25
g N 2 BV,
HXRMTU FEANGE R, SR E MTU, 2 67 .
(Ai%) i s #EEECE (Hardware Configuration) > S (Speed), & & A E .
* ER—ILFE £ B F. SFP IR £ 8. {HiZ&, Cisco Secure Firewall 220 ] SFP % [
(Ethernet 1/5) SZFF &N TH3W T,
 RE-EPEHE (NBSWE) o XFT SFP, 1E#f #&M SFP LU T 22%% SFP BEER ik, IF
T FHAI N T . X TAR IR & XL, HahhEZR M, HLFECRE N A8, X X0
WCR 2% KA AT . WUR IR 5 4 I B o MOy AR RS, A S A s R,
PETEER A H . L By AROR 83 AR A sh i, JCH g Ml . EXMEN T, 1H
FiFirewall Threat DefenselJ#% 1% & 4 Fohl %, HEZEH BshthaE, DMEE K. $1, Cisco
Secure Firewall 6100 |- [¥) SFP-H25GB-CUIM A7 £ A3 i ek FEC, RIS T 5 % B 1E
B S B et e R A sEER .
R
T8 TCAFAE V4 i mT FH 2 A s o e 1 1 P
« BN - WE RO IR . BERCIRAS R E .
11008348, B Sk E D TP s . HLeAT MM LR A shthis, JUH &m0, fEiXhp
5L, 1 ¥ Firewall Threat Defenseff)# A ¥ & A ol fE, FF2EH Bahthi, DUMEE A HER .
* BIELY$EHR K - XTT 25 Gbps M5 st % 42 11, 1 )3 AT M 24 8 (FEC).
%1 T- EtherChannel Ji 51 4% 11, ASGHC# FEC, #RJ5A RE4 L8 N %) EtherChannel. W15 M
EtherChannel " HIER4Z 10, DU EE BT A 80 o vl fE 75 508 124 0 BT L & FEC.
H AT WA UASCRF FEC Haiial, JCHORRRIHE . 1R PR AT AL S 3 DURf PR TF s i L 1%
W, ANEIZEH FEC; WIE2%H], EtherChannel 1] B8 L E# 8 H .
{FH B 8 IR0 G B T IO #8287, DU DR [ e e 1 (D A AR |,
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% 2 AT BREOBIA FEC
Wk R LR & E % 1 EIA FEC (LUK 1/9 | M 4455k EKIA FEC
Z1/16)
25G-SR Clause 108 RS-FEC Clause 108 RS-FEC
25G-LR Clause 108 RS-FEC Clause 108 RS-FEC
10/25G-CSR Clause 108 RS-FEC Clause 74 FC-FEC
25G-AOCXM Clause 74 FC-FEC Clause 74 FC-FEC
25G-CU2.5/3M BN SN
25G-CU4/5M EEh bR REN
25/50/100G Clause 91 RS-FEC Clause 91 RS-FEC
TR

MIRAS 7.4.2 TF0R, B k55 BB FF SFP 10G 25G CSR. S A5k, hyibk oo 5 i et B % UK T i)
B, AR IR e 11 b B AT 1) 204 (FEC).

(FJiE)  EAE IPVv6 EIR LECE IPve SHhl, WESHELE IPve SHhl , 2 49 1,
(A[i%) TAEFEETN K EFaIicE MAC Hubk, S50 E MAC Hiht , 25 68 1.
T HE .
MR,

VRIS, SR LAR AR E > ARE M E IR S E 2P L B AEME LR, AR

fic & M E#L4E 0 (BVI)

REAN IR 4 S T B AN o FLfC & TP Hhikf¥) BVI. Firewall Threat Defense i it 1P k-4 4 Y5
1 WA 2 R A L sl o BVIIP Huhib o200 5 i 42 (R B 28 47 T[] —F ™ o 0 T IPv4 Jist, ATA]
W AL H T AR BVIIP. 4T IPv6 ik, #0040 i B B i A b LIAL 6 i &, H s
Mo he CEFRE RS AL A ), BUCRH A RS L.

ST AT, Wiy BVIERE AN 2K, W BVIES 5kt . WAL, R4 % By
KBRS TR R RE R BIRAS

FHia Z |l

TEANRERS BVLISIN R 22 X3 DRIk, ANBERE U ) 22 5 SR P 21 BV A ZUAR 3 L X 0Ks S b
T WA B A
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B ==rmsszoen

TIR9

SIE10

R

TEN

PR R & > IR FET I A1 Firewall Threat Defense %4511 4R3E (£). RAGINESFIED
(Interfaces) L

WEGRINIED > MFEED.

(i) ERMTB, MNKER AN 48 NP4 K.

WS ELE WMR A R 03 2 A R i, 9 G s e B AR 1 sl A RO AR ZH R R B, T2k BV iy
o GEAX KNG,

FEMARLR 1D FEP, BN 1R 250 2 8] [ A4 ID.

TERRR B, BN I R AL U

EEOEIR L, Ao, KRG AdRm, CUE B SR ERIEO XK. SEEH Y
B e A SR AR =R o

GEWIEI) Ay IPvAETI . 76 |P it 7 Ber, i\ IPv4 Huhk A7 MRS .

W14 BVI 2B ENUHbE (/32 B 255.255.255.255) o Ak, iR ENHIEA L 34 (O RTH
TRV A RS AR AUE IR KBS AR, il /30 7/ (255.255.255.252) . Firewall
Threat Defense 1 £ <= E 5% N T W H 58 — AN Fll i Ja — AN ik sl A EAR HB IR BT ARP S4B, i,

R 30 7™, FFNZT A A LU I T — A ik, P4 Firewall Threat Defense
WA EF NI RS KL SR RIS 23 ARP 1K .

P, A R & > IREE R Ui RRCE S 1P ik, AR5 A A O X0 & AT R
PEEIR o WA BCE S TP stuhik, U I B Joih A I S i s B 1, L REER R BE IR

.~

AN o

CBR i) Ay IPvA IR, BEE TP sk, 3500 1P 2B N R R R I R AL —.
v ] R PE R BB TN SRR S TP Hb kL s AN kF DHCP.

* [ERAERS IP- N IP A7 WHERD . 0 T m T I PE, AR IP sk, 7F & > 8 &
BB LR AH P Mk, ARG/ EEEOX T SIS R R MR R R R E A TP Hh
bk, 003 B A TR F s AR 4R A e 1, U RE PR R IR

* {£F DHCP - il % LA F Al S 44

* {£F DHCP 3% EXBk A2 B (Obtain default routeusing DHCP) - A\ DHCP JIZ 45 25 35 B ER A 1%
£

* DHCP & Hi#5 %R (DHCProutemetric) - 73 it 21 i 3k & 4% th A BRER 25, AT 1 R1255 2 [,
SR B BRI B A 1.

(i) IEZBIEE IPv6e Fht, 2 49 WRCE Ipve T4k

(A[iR)  ERCHE ARP I MAC W&, 1SS INERS ARP 55 H , 55 69 TUFIVSINFRS MAC Mk
AL MAC 222, 5569 5L (SO FiE D .
MHHRRE .
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CETTETT

SE12 ARG

VRIS, 50T LU 2 3R E > BRE B R SO B8 2T B B o AERE 2 s A AR

Bc & IPv6 ik

% T IPv6

IPv6 i1t

&34 9 EUI-64 3£ 1D

AT QAT B e ORI W B R L IPve k.

AT AFEIET IPv6 15 .

BRI LUKy IPv6 Bic B P AP i Sk ik«

o SR - AR AT IS AT A bk . ) TR AL, FECh BVE (AN B4
JR G D OB IR BT DO IE MR (0 B L E 4R TPve k.

o BEEAHD - EER A I S REAE T M2 AT L T M1k o B e 8 AN P i A M M ke
KRB U TAERE e Y B Falfs . Bk Aok o) -3 bk e 75 40 s A I e,
BlinHshE AT . AERIBRALD, U 0 R O AT B AR I BVI B R A

20N E R A AL, IPve Aol AT WURRCE ARkl R O by B SRR B A
Huht, DRIMICH S350 T I B R A I bk . 0 T RIBFALR 5345 1, AE BV ERCE 42 R ik,
Firewall JEUMMITAEIBE 26 1 4 B D32 1 B A ek sk A ot ik i RANIC 4 Jr i i, )5 8 B 3l
T-a e B A L

RFC3513: HICMIEMLERS 6 ik (IPv6) - EHEAE BSK BT A7 B TPve Mtk (DL JEHIE 000 FFk ik
BRAN 4 ORRIRFFE 3 A EE N 64 47, HHLUME ) EUT-64 4% AT 0% . Firewall Jal bl By 81 12 %%
A Ry R B A H B B 1) M LA T IR

AR LA SR ThRENT, 24 D) TPve A Y b HEAR 5 Y8 MAC HuhEEAT IR, DA LR
PRURFAE I 2] BUL-64 k%2 W IPv6 Al B A IE L1 BUT - 64 4% :CH T8 bR IRFE, W4
ERHIAIHERLL T RGEHEMN

325003: EUI-64 source address check failed.

AAERERUEN A S P AT AR U IE . AR AR ABLA R EIR . EAh, B A %
FR TN bR T .
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B E IPv6 BT IR R F i

KT IPv6 RIZRIFN

Firewall Threat Defense 1] LA A DHPCv6 FTZR B AU F iy, LIRS P e 11 (A9 4 i 2 281) P 20 18+l
R A AN R 1) nT DA — AN B2 AN IPv6 T 4R, SR )5 Firewall Threat Defense 1 DLKF IX SE i 2738
b Al G N R S| NENSE E o

Firewall Threat Defense 7] LIAE A DHPCv6 FI S8 AUR F g, LIRS 7 e 11 A9 Qi 42 281 P 405 1) 761
A AR ) W] DA — N R /N IPv6 Wi 4:, SR )G Firewall Threat Defense 7 LU iX S5 R 4% 3
M EC RN SN 1. AR, JERE R B8 i SENL AT LBE ] JER Atk B 3 & (SLAAC) 3k
H 4R IPve Mtk o ViR, N # Firewall Threat Defense 4% AN K IR T8 24 T 2 2 BUIR 55 2% Firewall
Threat Defense JLGE 1] SLAAC &/ e ffh4s Jay 1P Mokt Blan, 4l i #%1% 4% 3] Firewall Threat
Defense, ‘&1 LAMEA SLAAC 27 g sk S TP kb . (HOE,  dn RSB B b 2 S5 1 0 25 A FH 42 LI
RIS T, JU) DA Z007E 6 b () P 1 1 -3 I A e b bl

Firewall Threat Defense H 4% — AN DHCPv6 k55 %%, LAME SLAAC % J7 i £ 7] Firewall Threat
Defense K i%{5 &K (IR) #dE LA, Firewall Threat Defense 1] DL [f)iX 48% P ik DNS AR 2% 2 Al
W4 %5 8 o Firewall Threat Defense {4252 IR $udli i, A&/ i ekl o S0 i 7% i b
JA H IPv6 H ZhC BRI E % i,  DUEAE Rl H O IPve Mtk . 7620 i b i HCRZS B ZhIC &

W HE T b A 00 15 v R B (T OK IC E TPve Huhik; et im e, AR H AT 2R AR E Firewall
Threat Defense R4 .

IPV6 T 4% AL /64 W 745

LA 7~ {2 78 DHCPv6 il 25 ;i /5 413542 1 820 TP #ihikf¥) Firewall Threat Defense. It4h,
‘B2l DHCPV6 iS22 P 3 3K 45— ANMRAUN T4 . Firewall Threat Defense 4 #52 B ¥ i 45 2
AN 164 W11, JEATH B AU ATZ LA L TFARCE 7 (04 1 B :2) FIEEAN 0 B 1Pv6
Hihik (0:0:0:1) Ry B2 L Bh A/ Bl 42 ) IPv6 Hihik o 428 S 1K B8 Y 0% 11 1 SLAAC %) i b 145
> 164 1 _EI¥) IPv6 Hidlk
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ipve sia=E 62 FRws [

DHCPv6 Address and
Prefix Delegation Server

Internet

IPv6 address from DHCPv6 address server:
2001:DB8:0123:4567::ABCD/64

Prefix from DHCPv6 Prefix Delegation client:
2001:DB8:ABCD:1230::/60

IPv6 address from PD client:

/ <delegated_prefix>::2:0:0:0:1/64

IPv6 address from PD client:
€ <delegated_prefix>::1:0:0:0:1/64
I

IPv6 address from PD client:

<delegated_prefix>::0:0:0:0:1/64 \

SLAAC IPv6 address: SLAAC IPv6 address:
2001:DB8:ABCD:1230:0:0:0:2/64 2001:DB8:ABCD:1232:0:0:0:2/64
SLAAC IPv6 address:
2001:DB8:ABCD:1231:0:0:0:2/64

IPV6 T 422K /62 1M 745l

PL R 7R 7R T Firewall Threat Defense ¥ iy 4% 7 M9 %1l 43 £ 4 4~ /62 7 H1:2001:DB8: ABCD: 1230::/62
2001:DB8:ABCD:1234::/62. 2001:DB8:ABCD:1238::/62 #12001:DB8:ABCD:123C::/62. Firewall Threat
Defense #f 2001:DB8:ABCD:1230::/62 - 4 A~ i /64 M2 — T H M 4% (::0). Bl 5 &R AT
f A /62 T H T TS tHas . TS 8 2001:DB8:ABCD:1234::/62 I 4 A~AT ] /64 1%
3 AN TN (4 2SR 6D o FERLREBLT, NS B 8s % D JE VL sh SR BCRIR G T

2%, RIS T EALE Firewall Threat Defense A A ZRIRINATEZ, ARG ZATEH T8 105 A5 ACE

W, MMARNN, ISP &¥F—RigEIRG TR E & Ui, {HUH Firewall Threat Defense Y 2!
TS, A AZ0AE D5 ik HH B e B LS FHiZ 9T T 4% . DHCP ME—FRiR4F (DUID) 78 5557 3 2h I 2 AR A8

AL
Eo
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DHCPv6 Address and
Prefix Delegation Server

Internet

Cable Modem

IPv6 address from DHCPv6 address server:
2001:DB8:0123:4567::ABCD/64

Prefix from DHCPV6 Prefix Delegation client:
2001:DB8:ABCD:1230::/60

IPv6 address from PD client:
<delegated_prefix>::0:0:0:0:1/64

SLAAC IPv6 address: |
2001:DB8:ABCD:1230:0:0:0:2/64 Firewall
Manual IPv6 address:\ Manual IPv6 address:
2001:DB8:ABCD:1234:0:0:0:1/64 o 2001:DB8:ABCD:1236:0:0:0:1/64

Manual IPv6 address:
2001:DB8:ABCD:1235:0:0:0:1/64

& IPv6 BIZHRILE P ik
fE—A 8 Z A1 )5 DHCPv6 HT44REE% )i, Firewall Threat Defense 7] I —ANa 24N 1) 1%
BRI RS A 2 1R IPV6 T4k . T, AR Fn F AT 4B 2 P i 1) 42 1143 ) DHCPv6 Hidil:
% Pk BUH 1P Huhik, R A5 HoAth Firewall Threat Defense 22 11 74 GeAF FHACE i 8 47 A= i ik o

UED R Rr i iAo BRI REA SCRP AR Bl sy T L

FHia Z |l

B AE AT A E, 20K Firewall Threat Defense IPv6 2B & & I3 i 25 18 15 8] b5 & B o ik T
DHCPvV6 IR 45 2% 73 B (R HT 2% 1 15 145 %530, LLB IPve Wi rh k. 04, S DHCPv6 IR 45 24K 1 ik
HIACH G RO E N 300 5, WS K Firewall Threat Defense RA [HJBE ¥ E N 150 Fb. B E
R, W] show ipv6 general-prefix #iy4 . %1% & Firewall Threat Defense RA [H] &, 1525 [
BOE IPv6 2B B, 55 58 uls BRIMEh 200 5.
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UK

L1 G IRE > RSB JH 5 D548 1 Firewall Threat Defense ¥ 4 1) 48%8 (). RGHINEFHED
(Interfaces) L

PB2 s Eg RN O R ().

WIEI AUl IPv6 i, AR5 il DHCP.

$IE 4 % P PD B & FR (Client PD Prefix Name), 4R o % A I BT 25 1 44 FR o
20: B BETBIENE P

@ Client PD Prefix Name

[ Outside-Prefix ]

Client PD Hint Prefixes

| ] [Add]

2001:DB8:ABCD:1230::/60 o

name 124 200 N FIF

FES (k) 7EE PR PDIZ/RATESR (Client PD Hint Prefixes) 7Bt P i N AT 2RI HTZE K 5, LA [ DHCP
Hi 55 ER PR AAT S BN ZIR TN M, R A iR n (Add).

W, BT RRE AT (B /60D it R LR W R R BSOS OR AR A
IR EARBOZ AT, W DA S R AT . R A T 2 M ORI TR B
BE) , Wi DHCP fik 55 s Kk o B8 (1 /s B A5 85 7R o

FI6 rLE.

TR LR E.

VRIS, SnT DA AR E > ARE M E TR S G 2P LM B M LR, AR

B.E = /5 IPv6 il
Sy (AT RSB RIS TS pH R BV LT 42 IPVG Mibk, AT LA LR,
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\)

AR OACES R A S E R A b, UG o0 AT S . X TR AL, 7E BVI LERCE
eyt 2x F SRR AT B DA% 1 E G E R A b

XFF-7E Firewall J@JBi A o 7810, U RIAEF30 % S MAC Huhik, 32 R eI A
B0 AR AL MAC $thhik. 1T IPve BEBgAS M b J2 5 T MAC Huhb A= By, DRLOoRs i — 1
MAC Huhb 5 Fe g 182 145 SR VFME— 1) TPve BEl A bk, IXRENS I G Firewall UM B 1E 1t o 52
BN R AR E T W . IS RECE MAC Hilk, 28 68 1.

FHIa Z Bl

N} T BRLLIE) TPV A% J A B, Jas 00 250458 FH O] 5 1) A D0) B ff Fe /R4 S i sk (TICMPv6 25714 135) FlI
AR (ICMPv6 287 136) %i#Ef0if 1T Firewall Threat Defense PI#F42H i 12 11

S ERIRE > IREET JH 5 I8 1 Firewall Threat Defense ¥ 4% ) 48%8 (). RS INEFHED
(Interfaces) L

$IB2 S EGENEON SR ().
SISl IPv6 T .
ST A, B (Basic) WIMERIAAL Tk PR & wF TR, ik (Address) T ERiAAL T

L4 (WiE) {EEA (Basic) nif I, EH /AR IPv6 (EnablelPv6).
G S SR B R A Mt i, AT A SRR, B, BCE IPve MK F B0 )E H 1Pve AbEE.
LIS LU —FRh VAR B AR IPve Hiudik.

BT R AR, DL T 3R 11, B T-ah i B 1P ikl X TARAE, WA SR T3l
B AL

© DD DIREHIIEE - i1 BB E R EHE.

FEAR I B R HIRIRAS S BCE N, R T e 2 T 2 VB R B A AT S8R BC B IPve k. 3
TR AZHECE R, A& MUY BUL-64 211 1D [ 24 it 1 1 5 i A Hh b ik«

H AR RFC 4862 #E TR B ahECE TR E 1Y EALA R4 258 2578 &, {H Firewall Threat
Defense ¥ % £EIX PRI 01 SE 43 A i b 25 18 75 9 Bl o RIS Settings &R A1 1Pv6 £ 11
I+, RFBUNIES B RA ZIEHEIFIENYE A .

s FEICE - BFSECE AR IPv6 Hulik, 1EHAT LAF 4k
1. sialithit (Address) B JF & (H)iRAniteit (Add Address).
REUR DR R InEE OO EAE
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2. fEHiMEFECT, HANSeHE4 R IPve ik (RFSEEL ID) , BTN IPV6 BIZE LA A IPv6 BTk
KpE. () BG5Sk sas] EUI 64 S 1EHE, LUEHE UK EUL-64
kR A ID. i1, 2001:0DB8::BA98:0:3210/48 (5g#eHhdl) 5% 2001:0DB8::/48 (i

2%, Hikrh EUL64) .

P P Cn RSB AT CE B EIIT EUI 64, TR R& > IREEE U Lk E&H
Pk, AR5/ ZFEEEO Kb SRR, WARORBEE S P bk, W3 B

TR P s IR 2 I 0, BB ERBE IR A

o (D) i DHCPv6 kEUHINL - 3246 | DHCPv6, 54T DL 4k

21: J2 3 DHCPv6 % i

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardw;

Basic Address Prefixes Settings DHCP

Enable DHCP Client (] Enable DI

Enable default route using DHCP D Enable DI

1. s DHCP 1.

2. % B DHCP & R (Enable DHCP Client) ()& EHE .

3. (nfik) % {ER DHCP B EIAR H (Enabledefault routeusing DHCP) S XEHE, M

A R ECER A o

o CEEERFEID) Al HIRACITER - ZAEHBZRGT4E 50 I 1Pv6 Huhik, TEHAT A FHEAE:
I HEFE SR Firewall Threat Defense ££ AN F]#: 0 )5 ] DHCPvV6 HiiF A% i . 52 i o

IPv6 HIZRFZALE o, 55 52 T
1. 55 DHCP Wi »

2. WEhE (D).
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22: E R B AT
Edit Physical Interface ®
O DHCP Server pool @ Client PD Prefix Name
Client PD Hint Prefixes
[ | (a)
+ Add
Prefix Name Prefix Length

Cancel m

3. FINEAE S — AN FON IR P e C (WRTSR TR GES W H IPve I %R
S, M5 52 50

23: 35 E AT SR AR A

Prefixes ®

Prefix Name: l Outside-Prefix ]

Prefix Length:[ :1:0:0:0:1/64]

S

Cancel ﬂ

4. %\ IPv6 Hulib FIRTEKTE .

WHEREDT, AR A /60 BN, RIS T LUK AR 24 /64 INZS 1K1, i
A IR R P il SCFF SLAAC, W /64 S 52 SCRFI T K BE o SN F8 5 1T BASE IR /60 1 1)
bk, B4 ::1:0:0:0:1. fEHWHEFRTHIN = DURETZ/NT /600 @1, 40 S RT 42
2001:Db8:1234:5670::/60, Wy FELey %42 11142 )& 1P Hutik & 2001:DB8:1234:5671::1/64. £
F 830 45 TPl 5 I RTZR 2 2001:DB8:1234:5671::/64, EAMWEI T, W1 AT /N T /60, WIHT4E
PFISIINIHGAE 0, WEUIRT T = FrdssiFE . B, Wi argdie 2001:DB8:1234::/48, | IPv6
Hubl 4 2001:DB8:1234::1:0:0:0:1/64.

5 RiihHARE.
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24: B BERANER
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Ter] LUR SR s dibits s i MAC ikt .
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VB AUE ] iR e 8 1
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L1 G IRE > IREET JH 5 T4 1 Firewall Threat Defense ¥ 4%/ 4858 (£). R INEFIED
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P2 U Eg I 8 ().
P®3 B4R (Advanced)iE i, )5 Al ARP 1 MAC (ARP and MAC) J£Ti .
TE4 (W) EHGHIET B MAC 23 SIEHEREEH] MAC %2,
PSS ZLRINFES MAC Hidik, %550 MAC B & (Add MAC Config).
UEIK 7R3 A0 MAC BR & XHEHE .

$IE6 (£ MAC it (MAC Address) 7-Be, S\ EHLE MAC Hubik; 101, 00e0.1ede.3d8b. fidiffiE
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PIT mHHE (OK) DURH m g .
T8 iR F.
VRN, S nT LU R B0 E > BRE A8 PR SRt & 2 B P 0 C A e o AE RS SE O ), S B
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FRIA

AR AEEOR L EIEF

Thie FrkigE | Firewall | #R{ES
Brhi B Threat
IR A Defensess
RAR A
3# DNS Il 45 2 10.0.0 10.0.0 PUAE, 80T LA % ) DNS iR %5 %% (RDNSS) 1 DNS #2241 % (DNSSL)
(RDNSS) 1 DNS ##% TEIR,  DUEE A i FH % b 953845 1) SLAAC & P i d2 {1t DNS iR 45 s Aild o
413 (DNSSL) i£ 5, Fi —
7 |“—’|/ ]2 N H
T 1] IPv6 % 3 1 BTG U B
DNS 2454 Fildsl 51| % wE > REEE > #O > RN/RERED > IPv6> iRE
B ST 4. show ipv6 nd detail, show ipv6 nd ra dns-search-list,
show ipv6 nd ra dns server, show ipv6 nd summary
Secure Firewall 200 fifif4: | 10.0.0 10.0.0 Secure Firewall 200 SCRPRE 2 LA 4 1 ¥ B 4 AT 3 L3 11 BB K 4l 45
AN SCHF (S
Cisco Secure Firewall |7.7.0 7.7.0 1524 LA 5 IEEE 802.3bt 7 540 ¢ il ik .

1210CP IEEE 802.3bt 5%
¥ (PoE++ 1 Hi-PoE)

* PoE++ f1 Hi-PoE - &/ i [ 1 90Wo
« S Z RN 452 k% (PD).
o PO Y TR S B S A5 ) SR U
o DhETUE B O 2] show power inline.
FEMESI B R RE > REEE > #O > HIEYERED > PoE

B ME S fT 4 show power inline
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K5 1010 TH2 % 7.6 5L ERCAS, HOOA 70400 VLAN 1, #0470

AR O VLAN ID 5083 VLAN ID. 4 IGEAd ] VLAN 1 353800

B
Cisco Secure Firewall 1 | 7.6 7.6 Cisco Secure Firewall 32 7 7F AWS {3 H GWLB (R XU FR A L. s
I GWLB ¥ #F AWS I AT KBS AE AT R A A T, 0 H B R I % 1 R BRI AL
AU 508 22 A RENVEIEM,  [R]I3E AT 0T P25 Mk 3 (NAT).
Cisco Secure Firewall |7.6 7.6 Cisco Secure Firewall 1210/1220 37 #5454 LUK 32 118 & A2 Hep Lo 1
1210/1220 ffAEAZ e bl EAPE: e au|
SCRF
UK KSR T 1/5-1/8 | | 7.6 7.6 Cisco Secure Firewall 1210CP 7£ LS B 1T 1/5-1/8 b 37 F: LK M A Hi+
I Cisco Secure Firewall (PoE+).
1210CP PoE+ 37 ¢
VXLAN VTEP IPv6 37 | 7.4 A= WAE, AT VXLAN VTEP # #8552 IPv6 Hiuhit . Threat Defense Virtual
Fr PR HIBEIR B Geneve BT H IPv6,

BB A5 P
IRE>IREZEIE > HRiE > VTEP> /0 VTEP
RE>IREEE > fWEE > #E 0 > HmiEQ > VNI O
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(RN s .« AAA
* BGP
* DNS
* HTTP
* ICMP
* IPsec it 7 ¥i
* NetFlow
* SNMP
* SSH
s R HE
i %% Firewall Threat Defense 7.4 A
VTI FFR M S HF . |73 B TRIAE AT LIS IR 1 o BRI DA B T o IR AR . R Lk

e, A n] DA Sy B4 PR IR I TP itk vy ) AT e . X1
VTL B TR RIE D BCE N EEL FAh, JE N T SCRELANIRIlE 114k

ACIP Hiuhik, A S ERASHCE ) TP Hhik .

I U B

%% (Devices) > R & &2 (Device Management) > #£ 1 (Interfaces) > ik
AREED (Add Interfaces) > & ANIR[EI4E O (Add Loopback Interface)
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=

Firewall Threat Defense J{E 37 #F IPv6 F-HEIFI LA TR

» DHCPv6 Hiil- % ' iii; - Firewall Threat Defense M\ DHCPv6 IR %2835
B IPv6 4= Ry b bl A m] 3 BRI B i

* DHCPv6 A4 4CHE % /7 i - Firewall Threat Defense A\ DHCPv6 JiIR 5%
PEIRIAR TN WIGE. #RJG, Firewall Threat Defense mJ DL FH IX 5
2K LA Firewall Threat Defense $ 1 hik, DUEISIRAHEE B
I E (SLAAC) 2 7 iy v LA F S L ] — M 2% 1 [1) TPve Hutik .

* BGP it i a3l 15 45 5 (Vi 4

* DHCPv6 Tolk AR 438 - 24 SLAAC % F i [n] Firewall Threat Defense
KIEAS BIE R (IR) ¥R, Firewall Threat Defense £ ] &4l 132t
Ik 42 A {5 B . Firewall Threat Defense 15 IR £diafl, A
%5 7 iy 4 P ik o

BTG ) B -

* %% (Devices) > R & & 18 (Device M anagement) > $ (I nterfaces) >
Ahn/4mEE1E D (Add/Edit | nterfaces) > |Pv6 > DHCP

* 38 (Objects) > 3 & EIE (Object Management) > DHCP | Pv6 it
(DHCP 1 Pv6 Pool)

s 4. show bgp ipv6 unicast, show ipv6 dhcp, show ipv6
gener al-prefix

Firewall Threat Defense
Virtual -1 Azure ¥ %
BRI A% ) AR
B VXLAN

7.3
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AT LLA Azure H1 [ Firewall Threat Defense Virtual fic & o A B AR =,
VXLAN#:, LMY Azure M A1 2% (GWLB) Bt 51 H . Firewall
Threat Defense Virtual 18 CECM AR H11) VXLAN W EAEHAS NIC |
SE AN RN B 1

BT/ U B

* %% (Devices) > % &F &1 (Device Management) > 1% %& (Device) >
#0 (Interfaces) > 7 N#E MO (Add Interfaces) > VNI ##1 (VNI
I nterface)

YIS Azure W) Firewall Threat Defense Virtual
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gErh g | Threat
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KA 2
VXLAN % ¥ 7.2 (=N AT VXLAN F2% 3 FF.
B ME BT B
* %% (Devices) > 1% & &2 (Device Management) > 1& & (Device) >
VTEP
* 1% % (Devices) > & EIE (Device Management) > 1% £ (Device) >
O (Interfaces) > ixNENO (Add Interfaces) > VNI #0 (VNI
I nterface)
* %% (Devices) > ¥ & &2 (Device Management) > 1% % (Device) >
$#0O (Interfaces) i H %11 > General
SR A
Geneve Y #F Firewall |7.1 1T “4 Firewall Threat Defense Virtual #4017 Geneve 33537 £F, L3+ Amazon

Threat Defense Virtual

Web Jli55 (AWS) W &4 234 17 4 (1 B AR EE . AW'S O A 238 1y 4 s
ML AT B4R — NN R O A0 5 38 iy as A1 2
&, BT  ELA R JF T B Firewall Threat Defense Virtual LAJG
Be o B K o
HIhRETE ZAEH Snort 3.
B MG AP B

* %% (Devices) > 1% & &R (Device Management) > 1% #& (Device) >

VTEP

* &% (Devices) > ¥ & &2 (Device Management) > 1% # (Device) >
0 (Interfaces) > 7 MN#ZE N (Add Interfaces) > VNI #%1 (VNI
I nterface)

* %% (Devices) > % & &2 (Device Management) > % %& (Device) >
#0 (Interfaces) w4 # % 11 > General

YFHIE G AWS 1 H) Firewall Threat Defense Virtual
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X AR L1, ST LR 31 AL R B RO SRR E TP fihik. 3147
TR 2 ks 8, 1% RS SRR e S U R
TR 5, Rk, AR 2 MR . EE, WEREAT
RS RIS, HANT EE L ol R AL, U 31 AL R AE TPv4 rh iR
B sk A e B, 2 S FTD IR () i b i 4% e s A5 22 2 A
hbs RS AR AR T SR IR A ek O i, B . A
A LT IE4T SNMP 8RG8 H G I — A S Bt o WAL s 4] R 2%
i1 BVI ANSCHF LT BE -

WIS U B

%% (Devices) > i & &IE (Device Management) > %[ (Interfaces)

Firepower 4100/9300 1]
Firewall Threat Defense

BATHERIRGS S L EE
HOIRZS Z IR [R5

6.7

3

il

Firepower 4100/9300 HLAH I 7E 1] LUK Firewall Threat Defense 124785 1Rk
AHEWEE O MY HEEECRERD . B, HEFXOS EHMREN N “i28
77 HPREERIRES A “IsAT” , BT “is1r” K&, mAHEE
Firewall Threat Defense N 4% D & FIARA . 405 ¥ M Firewall Threat
Defense[F]2V, #4410 Al fE{E Firewall Threat Defense V5845 L2k 2
AT “Up” WBERZS, BE7EE A 3 Firewall Threat Defense 4] 5 )
—BI T AR “Up” RES. RAFTIEEE, HOIRSAVLHL T g 32
Baa £k, RSN 28 7] G2 4F Firewall Threat Defense 7] DA AL #E
U Z B TFUR 7] Firewall Threat Defense &5 . %I AEERIA A 25 IR
AHAIE FXOS iz @5 1E— A .

R

SERE. 2965 H AT Radware vDP 1511 #% 1) Firewall Threat Defense
ALFINRE. ASA WAL FR D)t .

HE A& Firepower HLAH ST L2 fihs: 1BEEIRE > BEAERRKS

BriaAE ) FXOS fin4: st link-state-sync enabled. show interface
expand detail

XS Firepower 4100/9300

Firepower 1010 fifl {42
B ISES

6.5

T3

cil

Firepower 1010 SCREHE - LUK 42 1135 B A A He bl iy 11 84807 KB 11
B G U B
* %% (Devices) > & & &2 (Device Management) > ## [0 (I nterfaces)

* i&#%& (Devices) > i & &8 (Device M anagement) > $% [ (I nter faces) >
RIEHIBRIED (Edit Physical I nterface)

* &% (Devices) > R & EIE (Device M anagement) > $# [ (I nterfaces) >
#RAN VLAN ##0 (Add VLAN Interface)
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1% % (Devices) > 1% & & 18 (Device Management) > %0 (I nterfaces) > %%

1E4384E 0 (Edit Physical Interface) > PoE
HIT- %525 54491 1) VLAN | 6.3.0 S TR R TG EEE 1, AT LAAE FXOS f ) VLAN 411, B L
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B ME M) Secure Firewall Management Center=¢ HLI :

wE>REEE > Wi Kb > O gk

SHT /& D) Cisco Secure Firewall H1LAR T 25 5 BTN .

#O>EEO > il e i FEO

BB TUY FXOS #ir4: createsubinterface. setvlan. showinterface.

show subinterface

YEFF-4: Firepower 4100/9300
FH T 75 4 S e £dh 3t 1 6.3.0 fEE B OR RSB 1, ) DLE 2 AN 2 A =
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SHT 5 T Cisco Secure Firewall AR FH 25 55 BTN .
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B A5 B FXOS fiv4: set port-type data-sharing. show interface
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YmEEHIIEIE D (Edit Physical Interface)
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