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interface $ifname
key @keyname
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#if (StcpMssMinimum == "true")

sysopt connection tcpmss minimum $tcpMssBytes
#else

sysopt connection tcpmss $tcpMssBytes
#end
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ZETE, MEEMBEFHEREE

2NN SRR G A AT A R B ZAME . 1T, F8 1 09 288 06 G 2L 1 %o G A e AT A 2
IP kA% . R, REAE $SYS FW_INTERFACE NAME LIST fi## A4 L AR I 513 o
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Rl 0 A IR AR AL B R — B A & . i, F35E XY FlexConfig
Default_I nspection_Protocol_Enable ffi ] #foreach flfi¥F >k i [/; enablelnspectProtocolList X} % -4k #H
M

policy-map global policy
class inspection default
#foreach ( $protocol in $enableInspectProtocolList)
inspect $protocol
#end

TESETRBI, A IO REAME S BU4S Sprotocol A8, SRS TE ASA inspect iy & il i AL &4
S BUR IR G5 . EIXFEOLT, B Sprotocol 1 4244 FK . AV NS HR
e, PN BRA RN SRR GE T BCaT 124 . HIE, A2 IR A S S

$enablelnspectProtocolList.
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LA 38 SRR G BAT I A 0, EA TR R AR PE .

T get THAME IR LR G o FEXN B AR get(n), FERE n B R RS 0 THG
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%4, Netflow Add Destination %§ % i Ffl LA F 17°Kf netflow Destination " (1] 3 MEZSINE] ASA
flow-export iy 4 .

flow-export destination $netflow Destination.get(0) $netflow Destination.get(1)
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$netflow Destination.get(2)

RS R, RS FlexConfig X 5 i s HH IR NSS4 I $netflow_Destination ¥ 55— /Ufif
. RGN get(0). (B4 7] LLE 4% 4 $netflow_Destination.get(1) A1 $netflow_Destination.get(2) ¥
TN ZA .

T AERNENMETE

HERGA BR[N] —AMER . XA BRI LR MAP, 40
$SYS FTD ROUTED INTF MAP_LIST. ¥ e IR BIMEIR RN Ch TR, n
THAT) -

[{intf hardwarare id=GigabitEthernet0/0, intf ipv6 eui6d4 addresses=[],
intf ipvé6 prefix addresses=[], intf_ subnet mask v4=255.255.255.0,

intf ip addr_v4=10.100.10.1, intf ipv6_link local_ address=,

intf logical name=outside},

{intf hardwarare id=GigabitEthernet0/1, intf ipvé6 eui64 addresses=[],
intf ipvé6 prefix addresses=[], intf_ subnet mask v4=255.255.255.0,
intf ip addr v4=10.100.11.1, intf ipv6 link local address=,

intf logical name=inside},

{intf hardwarare id=GigabitEthernet0/2, intf ipvé6 eui64 addresses=[],
intf ipvé6 prefix addresses=[], intf subnet mask v4=, intf ip addr vi=,
intf ipv6 link local address=, intf logical name=},

{intf hardwarare id=ManagementO/0, intf ipv6 eui64 addresses=[],
intf ipvé prefix addresses=[], intf subnet mask v4=, intf ip addr vi=,
intf ipvé6_link local address=, intf logical name=management} ]

1E BT, o 4 R PG B AN OO — N e e ER . I, intf hardwarare id
T B L A4 PR I B A4 PR, KR [H1 U GigabitEthernet0/0 )47 £ o

XA ) A T F A AN, DR B AL AR OR AR A . (IO 5 2K SR VE 2 AR I 21142
BEART, DR B A E

Bilhn, 1S-1S Bo B 75 EAE e O BRI ASA idsay 2V I B 5 — B 2 E 4. HEEL
A5 P 2 1 () AR A2 PR Nz PRI, R S e MR b e 1 FAT S A PR, AR S e B A HH
T A2 FR AR EE% . 7l LT ISIS Interface Configuration ] FlexConfig 14 Fi] 1k 75 4 1 (1)
if/then S5 HKHEATILHRAE . 75 N IIRACRS T, WTLUE B #foreach AR iy & 2545546 WU N 221
Sintf g, ARG #f 5D (Sintfintf logical name) H[1] intf logical name ff, JfH
ZAEAL T isisIntfList FE COCAAR e XA T, WA intf_hardwarare_id

($intf.intf hardwarare id) i A4z (4. EFE L% isisIntfList 42 & AR IN2EAE 3L RS 1S-IS 4%
FIF) 4455

#foreach ($intf in $SYS FTD ROUTED INTF MAP LIST)
#if (SisIsIntfList.contains ($intf.intf logical name))
interface $intf.intf hardwarare_id
isis
#if ($isIsAddressFamily.contains ("ipv6"))
ipvé router isis
#end
#end
#end
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WML —BEa, DRAFIZHRENG, RSB MM E . TR s br R . 7T LIS
FRGESCA, 2 Ctrl+C B, R JrRe i RS U 20 SCASSCAE 0 e

Y

ER (UAZDHIE FlexConfig #8211 %, BN E NS EATMA BRI HIGR 2. EORIEFT S 1%, 75
RAFIN S, 185 M FlexConfig Helig IR 1% FlexConfig X%, SR 5 IRAF1X RIS .

i, w7 LAREELAR FlexConfig X4

Following is a network object group variable for the
IPv4-Private-Al1-RFC1918 object:

$IPv4 Private addresses

Following is the system variable SYS FW_MANAGEMENT IP:

$SYS FW MANAGEMENT IP

Following is the system variable SYS FW_ENABLED INSPECT PROTOCOL_LIST:
$SYS FW ENABLED INSPECT PROTOCOL LIST

Following is the system variable SYS FTD ROUTED INTF MAP LIST:

$SYS FTD ROUTED INTF MAP LIST

Following is the system variable SYS FW _INTERFACE NAME LIST:

$SYS FW_INTERFACE NAME LIST

IERT G T T AR R 7R C THE AR L, W T 847D -

###Flex-config Prepended CLI ###

###CLI generated from managed features ###
###Flex-config Appended CLI ###

Following is an network object group variable for the
IPv4-Private-Al1-RFC1918 object:

[10.0.0.0, 172.16.0.0, 192.168.0.0]

Following is the system variable SYS FW MANAGEMENT IP:
192.168.0.171

Following is the system variable SYS FW ENABLED INSPECT PROTOCOL LIST:

[dns, ftp, h323 h225, h323 ras, rsh, rtsp, sglnet, skinny, sunrpc,
xdmcp, sip, netbios, tftp, icmp, icmp error, ip-options]

Following is the system variable SYS FTD ROUTED INTF MAP LIST:

FlexConfig SRA%
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[{intf hardwarare id=GigabitEthernet0/0, intf ipvé6 eui64 addresses=[],
intf ipvé prefix addresses=[], intf subnet mask v4=255.255.255.0,

intf ip addr v4=10.100.10.1, intf ipvé6é link local address=,

intf logical name=outside},

{intf hardwarare id=GigabitEthernet0/1, intf ipv6 eui64 addresses=[],
intf ipvé prefix addresses=[], intf subnet mask v4=255.255.255.0,
intf ip addr v4=10.100.11.1, intf ipvé6é link local address=,

intf logical name=inside},

{intf hardwarare id=GigabitEthernet0/2, intf ipv6 eui64 addresses=[],
intf ipvé prefix addresses=[], intf subnet mask v4=, intf ip addr vi=,
intf ipvé link local address=, intf logical name=},

{intf hardwarare id=Management0/0, intf ipv6 eui64 addresses=[],
intf ipvé prefix addresses=[], intf subnet mask v4=, intf ip addr vi=,
intf ipvé_link local address=, intf logical name=management} ]

Following is the system variable SYS FW_INTERFACE NAME LIST:

[outside, inside, management]
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TPAMEERZ ME . XL AA RN RTEYE, L H T FlexConfig X% AXIEMER, 4
ZABCE FlexConfig SUAN S, 55 27 7.

P4 -GG P Huhk . ATRUE ] g SRl A . AN H Sk PIE R S, ARG IEFER AN 4% > N
RUGRINE. WEARMEHAN S, 2 RRGR P AR TP USR8 . ik T DO
Bly Mgt ya i, HAARRT RN A SR %.

* RERXE - ST REKEEEE AT . NHRPIERED, RREERM > 22 XE
SRR . 2 A DA R DAy TG B 10 0 AR [ s N I D SR . i S P

* FRAERY ACL MH&R - & H] THrvEDy #5103 . FrifE ACL AR sk [nIFRifE ACL MR HI44HK. MH
KIS FER > fRofE, RJa AR AR ETT B TIRM R S8R,

* R ACL & - G T U h 53§ ACL AR kg it ACL X L4475k MH
kPIEFIESIR > ¥R, RaAinRmy RiFEIIRNR. WSS,

© BEERRRET - G0 TR RSO G I p I AR SR IR [0 R AR X R PR M H S R R
EHRREGT, RJ5 mih iR AnER EHBRET . 15 2 [ it WA
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BER IR AR, 59 T,

AR IR A B B

AR

LRA

SYS_FW_OS_MODE

B HIEAE RS . AT RERME fLF5 ROUTED 5 TRANSPARENT,

SYS FW_0OS_MULTIPLICITY

BAAE L BB UL 2 218 SRR I2AT . T REMMA 45 SINGLE.
MULTI & NOT_APPLICABLE.

SYS FW_MANAGEMENT IP WA B TP Mkl
SYS FW_HOST NAME BeAs EHLA

SYS_FTD_INTF_POLICY MAP

LA VR RRAE D BT SRS R (B AW . SR e b8 e Sk
THOT IR ST Ems AR R AN IR [T A

SYS FW_ENABLED INSPECT PROTOCOL LIST | 1 i T # # fr sl [ 51 35 .

SYS_FTD_ROUTED_INTF_MAP_LIST B i e DR B3R . BRI A — 2 i e 1 PGB AT
ENITEA R

SYS_FTD_SWITCHED_INTF_MAP_LIST W BATH B I 513 . A WU AL £ — 41 S AT L C A
ENIIE R

SYS_FTD_INLINE_INTF_MAP_LIST Bk BN DU 813 . AN A 35— 41 N IDRER R I T
EPNIEA R

SYS_FTD PASSIVE_INTF_MAP_LIST

BE# BN IE LU 151 . BRSSP A
PN IEGEZEIER

SYS_FTD_INTF_BVI MAP LIST

B L RIHFRE AL LIRS (213 o BN #R 65 — 415 BVI BCE
FHR I i 44 fEL o

SYS FW_INTERFACE _HARDWARE ID LIST

W% BRIP4 FR (40 GigabitEthernet0/0) {1514

SYS FW_INTERFACE NAME LIST

W FEIEE AR (D 1A,

SYS_FW_INLINE_INTERFACE NAME_LIST

P B0 4¢3 8 ERSPAN #7280 (142 1 (V324 4 PR 8114

SYS FW NON_INLINE INTERFACE NAME LIST
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B, Snort & A4 HTTP Ppisl, RUEARJGFH ASA U HTTP ki, (SEfr_ b, R8I http ¥
JN#| enablelnspectProtocolList ¥ %o TEIXFMEHL T, BOKEBEBH L DU A RIC B IS % . D FHR,
IR T B 7 ) 5 ) SR e LAAAT B B URL €,  DASIZ)ifE HTTP f A 2K .

= 1: FiE X HY FlexConfig 3t 5

FlexConfig 3 5 ZFR Description KEXBISLAR T &
Default_Inspection_Protocol_Disable £ global _policy ZRA g it i 7 4% ] 5 | disablelnspectProtocolList
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eP G B AR 25 8 T 78 o AR IS B0 T 78 4 BRAA .

TEGRTE SN RIS, IR &5, IXFE, X T ] RE T 2 AN A FlexConfig S 48 H 100t
SN HAH kU, RGEBIMEVIRIELE . PRI T TAH 2 2K
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FLE AN R AT EEZAME, P REAMERAA R E & . 740 B30 I SCA DU e 0 5 rh 1) P40
fHo TERSOIEOLT, IXSEUl B 45 e 1 b 2008 P 78 2 AN 2 S O A . il
enablelnspectProtocolList, KTyt NILATI S Snort A &5 AR KPR

IR E MR A, AT AT #RAE .

a) kT RIFEE HILHE,

b) P “FEd7 Xk (WRTED , AR5 AR (Add).
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© WEEBCEE NG WS A E
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A\

AR, ARG RSN, RIS MRERE I B EhMIBRORIACE. HE, 17T FlexConfig
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P GICE R4 o WA ST S MBEAIC B I BR FlexConfig £ MU 2, 1152 [ M4 47 H] FlexConfig
FCEIThRE , 28 32 Ui,

UK
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Bogs et el ARG FAR R B 45

o MR - AN SR IR (), Bk AN, iR, ARG R MIBRIRE.
YR rhE, (RATEFE.
LIS AT RTFLLRLF FlexConfig I .

T—F 4
© EREBCE NG WS A E I E

Ilft

752 FlexConfig Sk A%

1% FlexConfig Mg 7] LL#F % FlexConfig X G AN #4528 CLI fix %o TR S 75 M\ FlexConfig %%
eF AP PR DA A D 30 i B AR R A 4 Eﬁbiiﬁ?a%mﬁﬂﬁﬁﬂﬁﬁﬁ DAL 46 R] LAY 4
H TR AT A

P TUSE AT LA 4K FlexConfig X 5 rPAFAE (I AE M A SEIEXS S, H R s HUbI 45 R ou 1k .
TR AT R e A ARG, DR TR B8R B AT DU T2 e B A T AN [R] R A AT

LB EFRE >+ BREE > FlexConfiglf-4u’H FlexConfig %% .
TR 2 WA RN, R ERE.

TIN5 7R J52 30T PR AF I SRS R AR H (1) A0 4% FlexConfig X % & o I Z0ARAF S A fit A5 75 B e
ZTIUR -

T3 R TREE.
TR A NIERFIRE TSR HB.

ARG B ANIC B (10 SRS R R A5 UL T W AR T U BB A6 I A2 B2 CLI v %o fn] LAk
A A Ctrl+C R FLR R R BTNGAR, 45T DL FORE I 1 SCASCA rp AT HE— 20 70 #

T AL HG LR
* Flex-config TH'& CLI - IX 2% /& H FlexConfigs A« HIfr4, XLEam4,

o WNFEE ThReAE ) CLI - X S8 2 A 7R B K BE O G & R SRS AR B i 2. B B3
BB, RGO N FTI B S SRS AR R A e IR iy A T ARSI A3 T 1Y) SR P T 1
P %o Ao AT d A #AN 2 M FlexConfig %% H AE .
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I FlexConfig 555

wirnsnes [

FIRE i FH LLOG AT T A

WERRERIBCE

75K FlexConfig S i SIBE &, W HRAEAE 2 s, ULAAS RN i & R il . 1t
G, TR B AR A AL T AT .

UK

TR LG UL E 2 A ), AT U A

a)

b)

<)
d)

SRR B U EDE ARG I K A4
AR RORAE L R IR, IRATEER, 0 A S AT
TR - IRRYE AT
R =R M - R RS LA A A
RS MR IR RA LA R R 2
16 4D L, RUEM BT .

LEAEZEAEE, FEREx T RIS, Eah BRAEIER.

FEZE B IR H1 3R e £ 5 AR

(R ADNER SR 71 P e L K| VA A Il i1

FEA A b R i 1 BRI PR 3

P8 B BAIA A5 A0 B 46 ) iy & LA S A B 63 [P (R AR Wi o X S8y 7 ) LA RV 7 R
GEHE o TR, 1 A kIR R BT FlexConfig A% I fir 2B DR IV R o IR LB 3T 34
B S 1E 221l E EOX L i 4 1) FlexConfig % 5 KA .

pEd

NACE DI RE AL 45 A FlexConfig S A2 Ji (1) dir & Z AT 3 72 5

B, LURPA R B O By 8 T oKk h GigabitEthernet0/0 i B4 EEZ A . W

IR N & B 3 22 2% BN 0. Firewall Threat Defense N334 22228 M TARATEAE. 5
FlexConfig AH G BAE XA “CLI B #5r

FMC >> interface GigabitEthernet0/0
FMC >> nameif outside
FTDv 192.168.0.152 >> [info] : INFO: Security level for "outside" set to 0 by default.

HIR2 IO UE BB A HC B A U A4
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B #5058 Fexconfig B & tn e

] Uik 5 v 4% 1 B TP kb gt 7 SSH ek 56 b I TAF « {11 show running-config iy 4 ¥
ERLE.

=¥, 7F Secure Firewall Management Center'{§ ] CLI 1. K.
a) WEFE > BITIOR > ISR HER JF s i 4.
Tn] RE T 2 RS R AT B P BT T R A 5 S R BB AT A e 4
b) M ERBFEHRR (Advanced Troubleshooting).
c) AMiiiEABE#E CLI (Threat Defense CLI).

d) %+ show 1E M4, SRJGHEN running-config {F 24,
e) AiliH4T (Execute)

IEAEISAT FBC B s AESCAHE o AT DB PENE B T 4% Crl+C, AR K ORI 21 ST A SO A o DA
LU T o
TR 3 KBRS LU T A

i FH 5 6 Zh BEAH S 1) show iy & T &G VEANS BRGETHE B . B, wRE s H T b bt &,
show service-policy fir & 2 fe (it f5 K. EAEHI VI & S Dhaet e, IF N AERHIR 1 g dn T e
FULIIRERT ASA BLEAR MM AT 25 ik [

MR BRGEVE B ST ErE R R AT S (Blan, ayRE. ERTEES , WS TEER R
EEA R WS AIER S AR ARG U BRI g, WA FRAC E P s b . i,
NAT 85 U5 a0 AT B 75 5 25 57 al ol i i, A R LN FH b D .

AT LA SSH & i sl i By K54 B bty CLI T B AE A show 4.

{HR, G AT 5 H H ) show 4 Tovd: B M Firewall Threat Defense CLI H3kf5, WIFF 534
FEA7 SSH & A BE M IX 4. £ CLL A, HALLFar2 54 LLE 2 W CLI A ik N4FAL EXEC A5
o FET DULE B Ab B N IX AN 52 SRR show 1T o

> system support diagnostic-cli

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a list of available commands.

firepower> enable

Password: <press enter, do not enter a password>

firepower#

I F% 4% A FlexConfig BC & A9 TH &E

WSS P T BN R AL FlexConfig fit & 141 & 2, WIRT R 75 FahMBRiZ A & . MR E
W4T FlexConfig HEME ] e A2 5 BT 5 i B .

BT ENMIBR AR E, 15 BIEDHTY FlexConfig X % LA BR BRI & Ay 2 -

FHIa Z Al
L E AT A 7 EET B MR G A IR F 2p BR A M, TS IAAT LT 354
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MR £ FlexConfig B35 I

1 %ﬁﬁaﬁ%ﬁ%’ PRy FleXCOHﬁg W, Eﬁ 30 J\[EPF)TJ\_ R g#ecrr generated from managed
features ### il EL E G FREA E iy & IR FlexConfig X} % I i dr 4, #8 H 75 M FlexConfig
SEME TR LR B, ORATIF ERT S

2. M FleXConﬁg %W%qjﬂﬂﬂl‘fﬁX‘J%, 'f%ﬁ%lj&; ARG FHRTIUERCE o W #44crT generated from
managed features s RIS BT T TS R el g S, W2 ds BRI AR T Sl M Bk e

W ERE g A1 TR ECE E B E Ay 2 1F FlexConfig X 4.
WRFEAThREEA T UM BR T A L E 5 B 1 clear fy4, WAt 4. Flin, e X
ISIS_Unconfigure All %F St & — AN vl LU R Fr A 5 ISIS AHSCHI L & i 2 1 iy 2

clear configure router isis

R IL DI REBAT clear i %, WFFZAE IR LM ER 10 -4 0 no B Biltn, FiE i
Sysopt_basic_negate X GRS Ik il 2 ST Sysopt basic X 4L HCE T 4 .
no sysopt traffic detailed-statistics

no sysopt connection timewait

W, AL E — FlexConfig X%, PATIUE I — X 1508 0 5 8 M BRI e
PIR2 G ®E >+ BRES > FlexConfig JHAIEHT ) FlexConfig S 5 48 HLAA HHE o

1 SR AR Y B G B A A 11 FlexConfig S, 15 6IE AL 1T FHUE & & I0OH g, IR &
BC4iZsimE . ARG, BT FlexConfig X 8 N 31)1% S0 o

IR E NPT BEE T 58 2 HBR FlexConfig BCE X5, Hifi WHLA FlexConfig HEms IR IX L&,
FRE EAT R 4 o B A E B IR 5

I3 AUHRTFLLRAE FlexConfig B .
B4 i TR ECE R BR AU 1y A2 IEA AR B
RS IEFERIAET) BRE > BE , mEZwss, RJE sk BE.

BHRE S
SW6 WILLTCMBAS

MEBA FIEESIT NS, AR a4 CEs. foeitdifs B, WS GRS E e E
31 0L,

WIRT %% FlexConfig SIS, MdisRME 2 ECIFMIBRIZ . (Alik) AN HER FlexConfig %%t .
1€ FlexConfig Sl AU BR AN TG ZEIBC & dr 2, WIAEINIER 58 1805 T 75 O/ B 23 TIC 25 1% 46 TR SRS
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B/ Flexconfig i g

{HZ, 2R FlexConfig SRS OR B T 575y S AEBE % HC B AOIE T, 35 MSRME AP I BR DG X B e AN

it LR EAT.

M FlexConfig %1% /3 &= 12 T &E

FEAERAERRARH S 107 SR DDA DhRe, it 2 0l I 7E FlexConfig A4 il (1) SR I B RC B 1M )
AE. XA 37 A YT IY FlexConfig v 4s WAL E A2 A3l . 7ETH)a, Ik
WL 7 FH a2 K 0 BC B 2 FlexConfig XM %o ETHKAT )G, K #r FlexConfig SMS AN 4 o
7EA¥ FH FlexConfig Bt & (1) D) REFF U652 SCREAE A HE DRI, #0020 AT FH FlexConfig % 46 Al H14E
EURE. TERZHAEOT, BN FlexConfig ML & SR 408 TAE, AR LT HE
ARG UL, AT O F A 2 v] Re 2y S 20 ) . ASSCHFF[RINAE GUI A FlexConfig HY L&
e

\}

AR WD TASCRHE TR R DD RERC S, 1 TATAS LR IR .

UK

%1 MBR FlexConfig, #fHER1d A FlexConfig FCE MIhFEE , o 32 Pk,
SIB2 N RIS DiRe R R E

A LIRS TIZAAS 1RBT I RES IR

FlexConfig 7= 5

LA 2 Af H FlexConfig )64

an{a] Bic & 45 7R B 8] 17138 (ISA 3000)

KGRI A M0 (PTP) J& —FhI ][RP W8, 7036 550 60 16 W9 4% vh 6] 20 S Pl & I pp X ut
A I BAT AN R ORS BE RS e PR o 12 WL ok TR & A il R g e v, i Hg& & H
T ARG, I ER D 1wy 58 AL 216 o

PTP R4 — M Ai N RS, A7 PTP W& MEE PTP & 4L 6. PTP 260 i UL I b
LB RNIE A Bl E PTP WAL & AR AT ML 4% HH s A1 HAth Bt 8 i 2 4% o

1] LU Firewall Threat Defense 1% £ Bt B 4 i& W4,  Firewall Threat Defense i% & A2 4 5
PTP I [A] 2. Firewall Threat Defense 4 4] PTP ERIARCE SCAF, @1 PTP I B E S
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| FlexConfig %%
s ERsw et iy (A 30000 [l

RO PTP B4, s —RIE TR A e XM Gi . I, DU 2/ PTP B, 4RI ¥
BEAIE PTP B4 LT A 45 R PTP 4,
T2 AT

i 52 V6 WA £ PTP IS B B JRC F FR dski 5o SMEs9 BOE PTP ki 50 100 34k, i 5E AR e vl ik
WIRLE$Z 1 2IE 3 ) PTP I

PAR & PTP i 8 e ) -
* HIhAELE DR ISA 3000 B4 EANATH .
o JURF PTP (X SCHF4H#% PTP V&
« PTP ] T IPv4 (4%, Au] T IPv6 M4,

 WPLLIOK MOt 0 SCRF PTP BCE, Gie @ MorsUib e AL . RO, 730,
Etherchannel 4 1. #f4 U4 11 (BVI) BRAT ] HAth k2S00 52 FU AN SCRRIERRCAS

o A N ERATIE MK PTP BCE, WISCRF VLAN 70 B PTP Ji.

o DAJBR AL VF PTP $ fuit it ¥4 . PTP Yt i UDP H A5 1 319 A1 320 LI A H A% IP Hubik
224.0.1.129 ki, DRGSR/ e AT S BT AT U Tl 428 Sl DU 35) A 2K

o FEBSHBE KB, A2 PTP 4B 48 AR e Sbah, Witk s H PTP B4 I ASLE AR
M, A% DG E A NN IGMP 414841 224.0.1.129, i SR fz A& MIMF 4 e 2, )
ANENG A E I IGMP H %4

UK

S (DU . O R HAUEE R, A DRCE IGMP 4.

EMEAECT, USRS H . sbsh, XFRSrEE O CAPAERIMr ), IS DA
PO 224.0.1.129 IGMP 41, #&IG7RRG MM 2l il A C & 28 NN IGMP 4, {H R4l i bt ) PTP
B B AE AT IGMP RS 30 T 3L

XPELEL E PTP W66 WA HIT IR

0 NN AN 1) PTP INHeh 32 AORE: 42 FR, #1101, GigabitEthernetl/1.

a) W IRE > RBEEE, ARMERE.

b) xidiE%H (Routing).

c) L BIBIRE > IGMP.

d) i E F4RERE R E AL

e) riiANA4E (Join Group)s

) s R, . ARJEAE RN IGMP IINESE MEHESD, ACE TR, K5 S BARE.

* $0 (Interface) - M4 1fi i) PTP WAL L .
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B ot @ i ik (1SA 3000)

* IANEH (Join Group) - i ili + AR IHT O M 2850 %2 o i T ik 224.0. 1 129 KA1 FE NS .
ERACE Hofth bz Ly, AT SRR % . GES A MBS .

XFBEA FAEANE ) PTP BB oy 3 1V S b 3%
g) sl “Eeeh” WU FARTE.
I8 2 G4 FlexConfig 1%, LMEA:J)EH PTP LU ER: I FJg FH PTP.

DL R AR e 16 IEAE G & 0 B 6 W& B RTE ) PTP B a3z AR . a0 RAEAS RN e & B T
AR, WIS TE LR BN AR A S B R e 5 i, iR {rves A il B FATTH
GigabitEthernet1/1, fEi%#% C fil D i ] GigabitEthernet1/2, {Ei%#% E Al F L [A] Wi H
GigabitEthernet1/1 F1 1/2, W THE 3 AN FlexConfig X152, BlJG AT 3 AN 5l FlexConfig
gelg CRAE N — 2 AT i) o

a) EFEITHR > FlexConfig > FlexConfig X% .

b) siilii#A FlexConfig X%, BCELLNEME, AR5 midi®kTF-

* Name- X% % %K. i, Enable PTP.

* 82 (Deployment) - it 8% (Everytime). HALEREANFE R IR ILECE , DARE AR RE
RN

o B (Type) - £ A BRIEMIIN (Append). XLy 44 7E H SRR RE M & 2 JE# Kk
PR o IXFE TR AL 1K L6 iy A 2 AT TC B 2 1 0 T AP At B

* X IE (Object body) - 7EXf G 1ECH, BEANLEREANH ) PTP B8 1E: 0 4 RlCE PTP
Fr 4. Blhn, PTP 4 10 B4R B A1 GigabitEthernet1/1 A4 D C & BT i B9 A4 4nl
F.

ptp mode eZetransparent

ptp domain 10

interface gigabitethernetl/1
ptp enable

WS BAESONATR s :

Deployment: [Everytime v Type: | Append v

ptp mode e2etransparent

ptp domain 16

interface gigabitethernetl/1
ptp enable

123 {% FlexConfig & 45 Al 44 1 4% o

R KT 1) PTP I B2 F AN R 205 B T 24 FlexConfig X%, 5224 R0 G i Sl
FlexConfig 5, JFHRE it 22 M0 B % ORI LU SO 7 o g IER I B . MR BE R LU REY .

a) EFIRE >+ BREF > FlexConfig.
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| FlexConfig %%

b)

©)

d)
e)

s ERsw et iy (A 30000 [l

s ETESREE (New Policy), i W BLAT FlexConfig SME N MLy (SRR HAR#,
D) L5 i L SR

TEQVEEFT IR SIS I, T T8 A S i 44 RN TEAE TFoRe H bR 1608 3l s s

7E H 3% 1) User Defined U432 13 £ PTP FlexConfig X%, X5 fiili > B ILuR 2 semg

I 5 8 e 75 N B B 1 M An Flexconfig (Selected Appended FlexConfigs) %14,

.7 Selected Append FlexConfigs

# Name Description
1 Enable_PTP
MR TF

U AR AT H AR B 20 B 5, T nialy “ORAF” T TN SRS 43 BL B F 7 BIREAT 70 i o
M ECE (Preview Config), RJSAETI SIS IEHE HILHE O MM R .

ARG LR AR T B A IECE CLI P, K A PTP FlexConfig X %/ B fir 4 Lok
IR XERAERUR S RN o WEE, BOESF BIELDFEE D REFT ) e 52 o £ 1k
Kifir %o T PTP 4, RENAZ T ISR IR A 7 -

###Flex—-config Appended CLI #i##

ptp mode eZetransparent

ptp domain 10

interface gigabitethernetl/1
ptp enable

pZ L I e

T4 ©0F5 FlexConfig Sem& /3 ALLh &, RIS IR e 2 545, DUR IR IS 5% FlexConfig [
/. fidiaksE (Proceed) DIARSETSE .

FERBE eI e, Rn] OB A Sl sk P A B A . W R R, X R . WS

N

B JIE P G, 5 26 31 Dt

HIBS ARG LKUE PTP LS .

M SSH E#Z il G 2 il BBk 6 Ve, WiE PTP BLHE:

>

>

show ptp clock

PTP CLOCK INFO

PTP Device Type: End to End Transparent Clock
Operation mode: One Step

Clock Identity: 34:62:88:FF:FE:1:73:81

Clock Domain: 10

Number of PTP ports: 4

show ptp port

PTP PORT DATASET: GigabitEthernetl/1

FlexConfig SRA% .
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B ot i ins & B shiE 55 5% (1ISA 3000)

Port identity: Clock Identity: 34:62:88:FF:FE:1:73:81
Port identity: Port Number: 1

PTP version: 2

Port state: Enabled

PTP PORT DATASET: GigabitEthernetl/2

Port identity: Clock Identity: 34:62:88:FF:FE:1:73:81
Port identity: Port Number: 2

PTP version: 2

Port state: Disabled

PTP PORT DATASET: GigabitEthernetl/3

Port identity: Clock Identity: 34:62:88:FF:FE:1:73:81
Port identity: Port Number: 3

PTP version: 2

Port state: Disabled

PTP PORT DATASET: GigabitEthernetl/4

Port identity: Clock Identity: 34:62:88:FF:FE:1:73:81
Port identity: Port Number: 4

PTP version: 2

Port state: Disabled

ana] xR B PE B B B shiE 455 5% (ISA 3000)

T mT LU RV 5% % A 38 5t 0 W Hh S0 () 4R A0 3 U0 2 AN 8l) o SCRe IR R Sy A 2 11
GigabitEthernet 1/1 1 1/2 L& GigabitEthernet 1/3 F1 1/4. U1 R4 H I CEF IR M AL, E
W45 LUK RIS (GigabitEthernet 1/1 1 1/2) 2 FR {55 %

Ja AR S5 BT, T AR S8 X 2 Bl 5F 1 J24%i# . Firewall Threat Defense CLI ¥ it /x5 1
AT RPPRS . MBI Kk BEDhEE, RIIFMRE T R VR B I 3555 XU o

7F CLI #5114 58 SSH 25357, 141} show har dwar e-bypass iy 4 DL #5381 IR A

FiaZ |l
T R R 55

o DAZBUREFE ) FECEAE TR — MR ZH N

o DMK N IE L RIAT M LI N 1] o ASBERE e AT T d2 21 rh 4k 11
PR A VLA T s A ] o 1) 4 B 4 8 2% (A e 478 1) SR S 140 S 977 0 R 25 SRS, DR 4 SR AR ] TCP 731
SBENLAL . BRINESIL R, ISA 3000 2Kf i id Hof¥) TCP & WG 745 (ISN) 'S a5 . il
P55 BT I, ISA 3000 AR T iarh, WATHHERTI S . R i W R N4,

IFEFFES, UL ZEHOR AL TCP 1. RMEAE] TCP fPo) 5 BHLIL)S, HEL8 TCP MK th i
SEERTAE S, RSB A D) 00 ) 2 1 I OGP o

FIE1 f# FlexConfig X% LA F H 357

. FlexConfig SRHE&



| FlexConfig %%
snfad s RS i B a3 5% (15A 3000) ]

a) EFEXFR > FlexConfig > FlexConfig 31 % .
b) siiii#N FlexConfig X%, BLELLNEME, A5 midiR®kTF.

* Name- X% % %%, U1, Enable HW-Bypass.

 #ZE (Deployment) - IEFE R (Everytime), ALERENEFE b AL IV S, DATAAE LA RE

M ERAS .
« A (Type) - (R BRIEMIAN (Append). X8y &4 78 HEESCREI DI RE I i 2 2 Ja # ki
P
-ﬁ%mi&mmmwwﬁﬁﬁﬁi¢,%AE%Q&@#%%%%mmv Bilam, PNa]
AE R 6 BT i A

hardware-bypass GigabitEthernet 1/1-1/2
hardware-bypass GigabitEthernet 1/3-1/4

BEXS B IR SO R i 7as -

Deployment: [ Everytime v ]

hardware-bypass GigabitEthernet 1/1-1/2
hardware-bypass GigabitEthernet 1/3-1/4

1B 2 {4 FlexConfig Helig -4 T o3 BL s B2 45
a) EFIRE >+ BREE > FlexConfig.

b) sdiEREEEE (New Policy), i 41 ILH FlexConfig Mg N 0 HC4s (B0 BC4s) HERE %,
D) B 5 i 12 SR o

TEQIEUH ) SRMS I, VA5 R HEWE Ay 44 BIRHIEAE ok H AR 155 70 o4 SRS
c) 7EH %M User Defined SCFJ&H E AT 155 14 FlexConfig %1%, #RJ5 iili > ¥ LA I 2 Sk ms
I 5 IS A 75 0 21 B 3 T An - Flexconfig (Selected Appended FlexConfigs) 412 H .

.2 Selected Append FlexConfigs

# Name

1 Enable_HW-Bypass
d) mifRE.

e) WIRMAN T HER B AR KM, 15 AT “OA7” T SREG 2 BB B AT 40 fic
f) SiliFRmECE (Preview Config), KRG EF AT IHE h ik HE— AN OB £ .

FlexConfig SRA% .



FlexConfig 8% |
. 1T %% FlexConfig 5RH&

ARG A AL BB A4 IBCE CLI PV B00E A AF 5% 4% FlexConfig X542 B iy 2 A i
KA. XTI R Tor. EF R, BIESE BIE L5 T Ae Fr At 4 5 oomy
AR Ao XTSRS A2, IINAZ G RIS N P 2

###Flex-config Appended CLI ###
hardware-bypass GigabitEthernet 1/1-1/2
hardware-bypass GigabitEthernet 1/3-1/4

T3 A

BT O FlexConfig HB& M ICL 504, DRI IR & ool BIR0E &, LIRS 0% FlexConlfig )
. fididksE (Proceed) DIARSERSE .

FERRE SEI G, SEn] DR A g Sl s R T A . R R, X R . WS
P B E A G, 26 31 Dt

T—9#ita
ARG EET B P RE A 55 6 s T2l OGP, Wi 2200 4 FlexConfig X5t
s —AETEEEGET, R AUE N A s, BRI TS T O AR R ST

hardware-bypass manual GigabitEthernet 1/1-1/2
hardware-bypass manual GigabitEthernet 1/3-1/4

* S RTBIRH S, P LU A A L

no hardware-bypass manual GigabitEthernet 1/1-1/2
no hardware-bypass manual GigabitEthernet 1/3-1/4

7

WG, ST BN A BN INE FlexConfig Sl h & Bk,  LMTIFEOCHIZT . BRIk
i LR 5 SR FlexConfig S T INER1ZA 5o W TAN I LeAT, MG R % FE LU
UK ELR M BRIk, A T T3 07 15 B4 W AT A0 i B FlexConfig SIS FIHLA F5 2 .

1T #5 FlexConfig 5 B&

EE A KITH FlexConfig HElg A& H T3 % ECMP. VXLAN F1 EIGRP 5iH .

il FlexConfig %5 R FLIYIRAS [ K B B rpL i S L E T ECMPL VXLAN F1 EIGRP 0 o
TEBUAE T LU E AR BP0 UL C DXL SR . IR T B P, RS8R Y FlexConfig
Bl'E o (2, I UL RIS, AZEAHN 1% E (45D (Device[Edit]) > #&H (Routing) HLif
FOFHATRCE , I FlexConfig "HFRACE . ZEAE UL B OIS, B KBEEF L0 S48 T8
g M FlexConfig il # 2| UL LT, {HE, ‘&A% M FlexConfig HlHER TR 5#ENE . HRITH G
MR, TSP ET, 41 7

. FlexConfig SRHE&



| FlexConfig %%
1% FlexConfig 55 & .

FrIRZ Al
* LRI ) FlexConfig HEME S BB (1, MAEE R 1. JAG MR R /0 1 s FA BT,
TR IA P H o 0T HAT I SR (1 s A AT
* WIRAE FlexConfig AR HL O LS T S0 -
« MR CAEIRE (YREE) (Device [Edit]) > B&H (Routing) L E T s, WAL KT .
o« LEEE AN, RO BORERRE R . sl EIGRP IEAS 4V L - EIGRP J# it FlexConfig

STEHATECE, WA “%&5£” (Deviceliging)-> “# i1 EIGRP” (Routing EIGRP)
FHETHCE . R EIGRP 2 FlexConfig " 43" EIGRP fit ' .

o USRS TP PR R 8 6 AP AE T EE Ly, IZEIT R AN, eI EH . AT e,
25 1P BB TCEC I P2 AT I, 20— N F 255 4, BRI bb B s e A 524,
Bl bb_<timestamp> _<integer> . X T2 AWML AT G, AR AR ok s

UK

T EFI%& >+ BEREL > FlexConfig, Wi BT 1 FlexConfig Hl& 5510 1 4REE (£).
F®2 SHEREE (Migrate Config).
paib
IR IThE, ETHEE (Migrate Config) il FlexConfig 4748 (Edit) T #CE AT FH
ELLUFEM N, EEE (Migrate Config) &I A Al 1] :
* WA EIT I IEH] FlexConfig CLI.
* FlexConfig HM& A A1 54T FlexConfig % % Kk

o WA 455 FlexConfig Mg <k,

PR3 /EEH Flex BB THES, EHE LTI E N R, RnmdiHmE.

TS BN MESEA . TEEH)G, S EaEENE R (Mew Details) 85 F TR 45
(PDF #%:) &

S EHERISHEN, Wik BHFAE > 944 > FZAE I il FlexConfig iIERHE .
LS LA FlexConfig IR, ik F BRI BRE > 947 > BH%ERE IRl FlexConfig iITE T L.,
WAESCT S, g3k S (Report) Elbx.
HIB6 A VIIRE (458D (Device[Edit]) > #H (Routing) T2 i i #6iF T R 100 B
PIRT Z\ FlexConfig IR B 4 (FRF 2 SEMS L, 17 /5 B DA T DU #4 :
a) iR I AT FlexConfig i .
b) A# & HETIT B FlexConfig 5 AT HIA
c) MEHIH FlexConfig e B xR ) CLI X4
d) BB BRI E K FlexConfig 5%

FlexConfig SRA%
|



. FlexConfig B9 /A 1237

PIR8 (RAIFAHACE .

FlexConfig B9 7 5212

FlexConfig 8% |

Ihe MoxtEE  |Firewall | ¥EER
Bhih B Threat
EERA Defensefx
TS
Firepower 1000/2100 #1 | 7.4.1 74.1 TR R 5, ARG A TR I B P gk i, i A2 TR
Firepower 4100/9300 [ Ba s . BRI g E R N, Snort MIILAh LA MR 45
K~ e s SR Brimak.
BERR. (LR, R TR SR8, e 6 A0 1 6 0 T
FOF A BT, XA BT b AR FEE I B R R
BN OUT BT & FITH R #3500 F e Th g
BB YICLL §74:  data-plane quick-reload. no data-plane
quick-reload. show data-plane quick-reload status
YHFIEA: Firepower 1000/2100. Firepower 4100/9300
EE R ASCREZ IR
%M. Cisco Secure Firewall Threat Defense fir 4% 1 Cisco Secure
Firewall ASA &3 &Z%.
TR TR 7.3.0 R FIN T XHEf Flex B (1) ECMP. VXLAN F1 EIGRP 503 7% 21185 B rhoLy
RS HF
BrgAE It b %E: 1R % (Devices) > FlexConfig> iE# FlexConfig (Migr ate
FlexConfig)
MR FlexConfig 1ty |7.3.0 (A=Y FIN TN FEAE R B0 P S G & BFD SR (130 HF. Bk, H
BFD [it &' THc & EIGRP %1% ) FlexConfig 377 S 4 M4 .
MHBRAR 25N F o 7.2.5 12.5 MR T 76 B 77 A b B BT S 2 A S ) SR
IS FlexConfig Ff#) | 7.2.0 fEE FIN TR AT B O H 2 SR G E EIGRP ()38 Rk, HITC
EIGRP fit & . B EIGRP W& ] FlexConfig 25 T MR o
M PBR BC & 7.1.0 7.1.0 YHFE AR FMC P i FRCE PBR. (M, b FTD 7.1 J O mfRA
Jic & PBR [ FlexConfig 37 ¥ T M -
B & w4 . policy-route route-maproutemap-object-name.
7F FlexConfig Hfflx |7.1.0 (A=) SINT X EEAE FMC H 7 S RCE ECMP X S0 FE. Bk, HF
ECMP [X 36l i 3 FF fit & ECMP [X 18 f] FlexConfig 37 ¥ S 4 MIER o

. FlexConfig SRHE&


https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-command-reference-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-command-reference-list.html

| FlexConfig %%

FlexConfig 8971 £i2F .

Ihie FrkigE | Firewall | $R{E2
grh g | Threat
EEEA Defense i
AN
i T ISA 3000 13 %11 | 6.5.0 D=3 A LAfH FlexConfig 7 ISA 30001 £ b HC B ARG I (A B (PTP). PTP
AERAIS TR P (PTP) Bid P 1 N i ) YRR IS R S 67 TR SIS 2 R i P - R
o Blre PR Tk, g A R g ).
WAE, AT FVFLE FlexConfig X405 ptp (B2 HIALED) dir & M4 Jm)
114 ptp mode e2etr ansparent 1 ptp domain
B/ SUt T4 show ptp.
#HI1 FlexConfig %f | 6.3.0 (A=Y 7 LHT I A AS HR 48 FlexConfig it B 1 JLANSHRE WA CUFFE FMC H EL4%
%o SCEF. WERIEAEAF A IX 2 FlexConfig %, 2 HMER, 2RI
BN S LU & T3 1 FlexConfig X G SCAR S
* Default_DNS_Configure, ¥ defaultDNSNameServerList Fll
defaultDNSParameters SCAN %o BIAE, 1T 6 % & S0 R 5
a4 AL & DNS.
* TCP_Embryonic_Conn_Limit, LA tcp conn misc Fll tcp _conn_limit
AN G . 76 FTD RS SR e B X 2o hfig, &80T DATE D FLss %
(V7 45 I s ) “ =gt (Advanced) JETR L4k %R0 .
* TCP_Embryonic_Conn_Timeout, L.} tcp conn_misc Al
tcp_conn_timeout AKX % . £E FTD R4S Sl Hhlic & X Lo ohfig .
FlexConfig 5 #T . 6.2.1 TR MPFBURANUE SR, %00, RGN IL P 7 e P FlexConfig

G T ) BT RO RIS N A 35 AR R LU iffc . K5 FTD 558 My hie
A 6.2.1+ Ji, FlexConfig %J % )BT E HURAE BAS & Wk i s 1A &
F o
BEAh, AN T LR HTY FlexConfig F5E4R -
* Default_DNS_Configure it il %5 g% 1l FH BRA DNS 4, LAMER T
AT I o B AT 44 FR 1) i A BRINRE I EALA .
* TCP #1015 12 PR %1 F 48 B BL B AR L1185 BE A% L 40 301 12 B2 B o
B CLI, LAB1E SYN 72 4t DoSAXH .
o [ P BRI D B AN BB L S48 BE  TCP 2 AR P24 1 B ek i
F R I G A R
* IPV6 B&H 22 3R Sk A AR L S REIC B TPV KRSk, DU ke
H SR VR/BH L E RS OR RIS KRSk (ldn,  RVFRHZEH 2, B3
* DHCPV6 RTZRZ AU LE A E 4 IPV6 HTZRFZAUEL & — MM (PD
) FI— AN O (BERRGRT S k) .

FlexConfig SRA% .



FlexConfig 8% |
. FlexConfig A1 5E 23R

Tnse otk |Firewall | {#4R(E 2
gErh g | Threat
IRARAS Defense sz

1RRARA
FlexConfig. 6.2.0 R FlexConfig jfig ik #Efefi FH FMC KT ASA CLI () Dl fig 8 31 FTD &

#ro VEIHBESLVFIE R T FTD BE#% B4 Al I — e AN ASA
hfie. SeIfes e o £ ems rh by R TAR OB RIS 5. S8R TAC
IEASCHRFBROAAR .

BTG U B
* &% > FlexConfig

* 3R (Objects) > 3R EIE (Object Management) > FlexConfig >
FlexConfig ¥t & (FlexConfig Objects)

* 3R (Objects) > 3T R EIE (Object Management) > FlexConfig > 3
ARFF& (Text Object)

. FlexConfig SRHE&
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