WEILE

WIS, T LAEIg & (Device) UL b4 5 5 A AHOC I BB
1 dkgE>REEHE.
2. {EEBUMBEY RS, il HRiE (9).

3. Milig#& (Device).

o G ORE , 1T

o ARV IR EE . 15 L
cBERGMERE, B 16100

s AR GIE, 17 0

* YIS ATIRL S, 2B 18 L

s AR, BB 28 UL

s MAETHRFEMEE , 5569 UL

o Gt N H SR, 5 70 10

s G E , 71 L

s ARCEWE , B 75 T
GRS TR U BeE , BB 77 T
« Btk SSD, 82 I

« % USB i I, 4 84 7T

« Jy FXOS fit'% SNMP , 87 1L
* & ISA 3000 4R, 5591 1L
s WAABEE I LIEK, 5104 1T

BRI E

% & (Device) Ui 1) B (General) iy 23 Won FEITRAE

wegE ]
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1EM

General 7T
Name: 10.10.0.12
Transfer Packets: Yes
Troubleshoot: Logs  CL Download

Mode: Routed
Compliance Mode: None
Performance Profile: Default
TLS Crypto Acceleration: Disabled
Device Configuration: Import  Export  Download

OnBoarding Method:

Associated Device Template:

F1: “EM” (General) & 5> FF

Registration Key

None

wERE |

kil

YK

Bl K A BE PO B RS R s A R

fedm il

WRFEE B R TR A B B R A B B R AL

bR

A FAE RO R B HE R Sk, B AT & CLL A . 1S ARk
WS S, 5 3 RIS CLL i, 26 1.

e

BRI B LR B EGERR .

R

BoREAR 2 ES Y. BRMEH CC. UCAPL Fl None.

P RERC & ST

OB B R WA A% 0 FEPE REC B SCAT, Y- 15 B SR Hh TG

TLS Jinss ne :

7 TLS Inshnid & 2 8 ik 2 2.2

e C

RVFEEH. FHEFARE. WS EEHE S — a5, 6
9 UM AR AN BCRRCE » 9 10 UL,

BTk

R AR M A PR R AL P 9 S (AR ) -

T AR o g L rh LU

B s=gE
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el |

UK

TR IEF RE > REEE.
P®2 FEBUM RS L RS, il R (2).
I3 il #& (Device).
FB4 HEEM (General) HB5 1, iili HiE (2).
a) HIANFLE W& MZTR (Name).
b) EHFEIREIHEE (Transfer Packets) & UEHE LA o V88 00 8508 b AR A e B B B o0y

ko
c) AiilisRHIERE (Force Deploy) DL il 24 Aif S I AT Ag 4 e B il 2 B B 45 o
ERE
Sl 2 L I B TR B 2 ), TR R e v) S B Firewall Threat Defense [ ¥4 25 ) S A JUJ f)
SEHEA

WIS A1 X BIEHERR HAE, WS A SRR SO, S 3 TR &5 CLL i . 55 6 L.
FIR6 ARIREFRE 31, WK ELRE S —aw&, B9 MMFHMSARSIE , 510 i
$IRT ridiEBE (Deploy).

T—% it a
© BREMCE A IES N EE A

5 R EU RS HERR ST

T LUAEREAN B2 DL A SRR 1Y K2R ORI N BB E BRSO PF o 0 TR, ST LUK T SO T 3K
N ARG o SR T LY SRR RS NSRRI AR H A5

EARTEIN /& > I &FETR AR SRR, N ES () M RE BSR4 .

TR L RE > REEHE.
T2 i EAS MBS SSIUN W ().
FEZHHE T, WREAERI A, MRS SRR ETIH
PRI md wE wEE
TR A s R R
a) {ERMXIBIEERRRA T, sl B

wegE ]
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B srsmsmnss

22 B%

Generdl 7 T
Name: 10.10.012
Transfer Packets: Yes
Troubleshoot: Logs] cCLI Download

Mode: Routed
Compliance Mode: None
Performance Profile: Default
TLS Crypto Acceleration: Disabled
Device Configuration: Import ~ Export  Download

OnBoarding Method: Registration Key
Associated Device Template: None

J

b) RS PREEF RN H & TR, IRE T, BT LUk TR & s al. &
RFEEBATT ) SRS

B s=gE
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[ 3: S BB HERR SO

Generate Troubleshoot Files -
10.10.0.12

@ This operation may take several minutes to
complete, the status can be tracked in Message
Center Tasks.

Please select the data to include:

All Data

Snort Performance and Configuration
Hardware Performance and Logs

System Configuration, Policy, and Logs
Detection Configuration, Policy, and Logs
Interface and Network Related Data
Discovery, Awareness, VDB Data, and Logs
Upgrade Data and Logs
All Database Data
All Log Data
Network Map Information

Deployment Logs

c) miiiHE R (Generate).
PIRS WTFAEMRMHE, EEE X EREHRRT T, st T

RERE
|
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4TE

General b7 TR
Name: 10.10.0.12
Transfer Packets: Yes
Troubleshoot: Logs CL

Mode: Routed
Compliance Mode: None
Performance Profile: Default
TLS Crypto Acceleration: Disabled
Device Configuration: mport Export Download
OnBoarding Method: Registration Key
Associated Device Template: None

H &R N R TS

BECL W

T DLA A A H0E X CLL i th, B SEFERR B % AR A (K Bt J804 mT LU AAEATT show fir 4
JFEA .

X T, PUTLAF
* show version
* show asp drop
* show counters
* show intip brief
* show blocks
* show cpu detailed
X T AR AR Y R
* show running-config cluster

* show cluster info

» show cluster info health

B s=gE
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* show cluster info transport cp
* show version

* show asp drop

* show counters

* show arp

* show int ip brief

* show blocks

* show cpu detailed

* show interface ccl_interface

* ping ccl_ip size ccl_mtu repeat 2
UK

TR IRE > REEE.
T2 R E AR NG FILN R (9).
fEZ AT, WEREAERI T, MRS SR EDIH.
FIRI il w & o RE
TR A BRI EHRR A >, midi CLI.

R E
|
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& 5: CLI

General & & &
Name: 10.10.0.12
Transfer Packets: Yes
Troubleshoot: Logs cu Download

Mode: Routed
Compliance Mode: None
Performance Profile: Default
TLS Crypto Acceleration: Disabled
Device Configuration: Import  Export  Download

OnBoarding Method: Registration Key
Associated Device Template: None

RO R CLI BFEHERR X UEHE, & e T e X CLI.
[&] 6: CLI & FEHERS

CLI Troubleshoot

>_Command:[ ]:Execute @ Refresh | [ Copy Device: | 10.10.012

> show version

--- [ firepower ]- -

Model : Cisco Secure Firewall Threat Defense for VMware (75) Version 7.7.© (Build 1424)
uuID : @ffeb830-74@d-11ef-80f2-ac29ef612121

LSP version : 1lsp-rel-20240903-1724

VDB version

Cisco Adaptive Security Appliance Software Version 99.23(0)184
SSP Operating System Version 82.17(0.204i)

Compiled on Wed 11-Sep-24 13:04 GMT by builders
System image file is "boot:/asa99230-184-smp-k8.bin"
Config file at boot was "startup-config"

firepower up 24 days 3 hours
Start-up time 8 secs

Hardware: NGFWv, 8192 MB RAM, CPU Xeon E5 series 2360 MHz, 1 CPU (4 cores)
Internal ATA Compact Flash, 58176MB
Slot 1: ATA Compact Flash, 58176MB
BIOS Flash Firmware Hub @ ©x1, ©KB

: Internal-Data@/e : address
: GigabitEthernete/e : address
: GigabitEthernet@/1 : address

GigabitEthernet@/2 : address
: GigabitEthernet@/3 : address
: GigabitEthernet@/4 : address
: GigabitEthernete/5 : address

HYRS (£ CLI BBEHERR XS iTHed, BmT LLpAT LU S5

* fE e TECPHIA show fird, SRJE T AT BT A i HURRAS I 2 A 1

* iy BT BLEDRrs AT IE ) CLI.

BEKE

wERE |
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prEsnzs—aizs [

o miih & DO SRR BT
o XFTARRE, TR E N A AR Al R

PIR6 riidixH (Close).

BEEEFIZEZ—ARE

FE R 2% B T e A I, T DU R R TG B LR IC B NSRS, TG T shEBT G BB e %

FHiaZ |l
ik
o PRBA A H R B R AR RS, JF HIs AT AR A (K R Ao
o PR INNT B2 B T FHPERT
o AFRBE AT B
o PEBCAAT H bR B B A RSO B
o PEBEA AT H R B AL TAH R A7 it B el BOE ]
o PRBEA AT H FRBEA AL TAR ] 1 22 AR 5 AR
o PRBCE AT H AR AL T R 4
* PRBEA B H bR B ARBEAT IO E A
iz
TR G E > REEE.
PR 2 LB LRSS, Al W ().
T3 il k&
FRA AEERET, PATLU N AL

7 EHISER R RERE

General AL &

Name: 1010-2

Fig& MuAIR PRI

| wegE ]
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B stnsazems

Get Device Configuration ®

Select a device to copy its configuration on 1010-3
Select Device:

[ 12101 v ]

Include shared policies configuration

Cancel n

s sl R ERE (7)) LSRRI E NSRS R R0H B ./ X EEE i b, A
BRI & g3 Tk £ R I E 0 H AR s

$®E (k) kT EFELZEEKES (Include shared policies configuration) 5 ZEHE DL A I 50
FLEESENE (AN v; iR TSNS . NAT. P& W& A FlexConfig M%) Al /12N B [
FIR6 riifE (OK).
s LAAE W B RO 1) 55 (Tasks) M9 & i 44 lid EAT 45 [FPIR A

s AR EAL S Al )a, B H A& LRORCE, JRRAE B M ECE 2 H 2 H AR i

5 [p

SEMLHIR AT B0, TooRk F AR B8 J5 o R AR e

SHMSNEEEE
A\

ELE o LR SR NIV A4 SR AN SCRFAE A By RS PRt R 22 A4S RO B K B 4 B Py (cdFMIC) 22 1]
FHMFAB AR .

UL I 5501 SN 2 T AERLR, W FERA S SR CdFMC ) 5 H1 0 5 A 234
B

« A 24 UUIDS RS ARRAARIAIN, A SCRES A AR R .

Tl LLS 4 DU B B AT B AR e R,
s B
« NEKEE

B s=gE |
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sams gsrs [

* ¥
* DHCP
* VTEP
© KI5
SRJF, ST LAZE LA R A 20 b O ) — B4 SN CARAE IR

* R BER AL B BIFAD BT KhSE B0 — B NRAS B K L UMM B, R R e
AINEH B KBS E L. ARG, BT LR AR R

© AR MR A B - FEZ MBS iy, AR BT RR e M E, ROV A
SRS (Pl X 4D o ARSI )5 T ABCE, K A 2 AT o 2 ZE 0T
%, KA B RCE

o PRSZIAC A - R H 8 0 5 e X BE e BASAT P B ST, U m] LA N 50T G S e £
A, DK VAR 24k

o FOPNE B - WERM B KBS B b rR IO B, (RS ARE RS, WATBL A S
PRAF (I
THZ I LL R .

s TOARERIC B AR — B (UUID LR « BICIEMIE S AR A e, AR
— RSt

© THZAE T RN N IR B 2 e 4 s AT B RRCAS s WRCAS 6 2 DL P

© WERAE T HE B (OIS s B R 2, R B I AN 2 3 D), B K B
OB TR ANILEC o AEIXPPREOLE, HEAARE N, RGBT AT, P LRSS
RPN GESH 5 P ks LR O S0 JFESF P kg H L bR
IRCE . A2 B K BG4 BT rp O v H A AT B8 7 S SO R

© WURSHT RS E, WTCVERR LA SR R YER, IR
o K AR LA B KR B L N, FRR B K B O AN A2 S A AR [ o
* WERRIGAAE, RGRBAIEIZN S . WA GAEAE, AR, ESH T

R 2R FNERIE
= SNRE
AFAE AT B RRIKDG | B AT X 5
%o

AAAELFRAH FMEARANT] | P2 A 0 5 i QN R . TS PN R .

HR % BN R ORI R, B, R (Rl A R
CET (it Bt RIUE, WA B,

P HoAbx . BIMEAANTA],  thn] B RAE A ELAT X 5

wegE ]
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e S B
W HALFE. I FA L

PR EHRE > REER.
P2 EEGEMNI ST, il wEE ().
P®3 i #E (Device).
PB4 FHAEE.
a) EEM (General) X1k, sidiSH (Export).

9 EHEERE

General &b N
Name: 10.10.012
Transfer Packets: Yes
Troubleshoot: Logs  CL Download

Mode: Routed
Compliance Mode: None
Performance Profile: Default
TLS Crypto Acceleration: Disabled

Device Configuration: Import Download

OnBoarding Method: Registration Key

Associated Device Template: None

RN EHAN T ShERE.
10: HIA S

Device Configuration Export

Device configuration export task initiated.
The Tasks tab displays the progress.

(=]
TR LIFEAE S (Tasks) T A T HH kL .

B s=gE
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sams gsrs [

b) i @E, RJEsd EST EIR. BiIETH AT Ok, A5 AT TESHE (Download
Export Package). mk#, #nLLSdE M (General) X1k ¥ T (Download) %41 .

11:SHES

Deployments Upgrades Health Tasks & ‘ a
m 0 waiting 0 running 0 retrying 20+ success
0 failures

@ Device Configuration Export — Global
10.10.0.12: Export file created successfully
RGN PNIE TR sl mE AT EH IR E (Click hereto download the package) LAA
HORAESCAT, AR5 i i IA (OK) BLIR H X TR AE .

12: THHREE

Device Configuration Download

Backup taken on 11-Oct-2024 05:16 PM is available.

Click here to download the package

PES FANE.
a) 1EE# (General) X, MiiS A (Import).

wegE ]
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B stnsazems

13:SNEEERE

General

Name:

Transfer Packets:
Troubleshoot:
Mode:

Compliance Mode:
Performance Profile:

TLS Crypto Acceleration:

Device Configuration:

OnBoarding Method:

Associated Device Template:

10.10.012
Yes
Logs cLi Download
Routed
None
Default

Disabled

Export Download

Registration Key

None

RGN B B ATICE . AR (Yes), AR SMBIRCEN (RS sfo; TR,

WSS B8 R SCAEANTR]D o
B 14: EX%H4E

Device Configuration Import

This will replace current device configuration with new
configuration from imported file. Do you want to continue?

& 15: SMERHEE

G e

@ o1

ARG ERINT A Sd#iIA (0K).

B s=gE
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b)

16: #IN SN

Device Configuration Import

Device configuration import task
initiated. View the progress of task
from Tasks view.

o]

AT LAEAE S (Tasks) B & S ABEL .

gwigirmirgE

HEAESAMEUMEEE S AN, Wl 8/, Rasd EF gk, dhEFESAR

Of

o

B 17 EE5SNRE

Deployments Upgrades Health Tasks & ‘ G

20+ total 0 waiting 0 running Oretrying 20+ success
0 failures

@ Device Configuration Import

10.10.0.12: Device configurations imported successfully

View Import Report

WEB B S NIRE (Device Configuration Import Reports) T [ #2 fE 7] 4R 25 % .

- . Device
Device Shared Policies Configurations
Device
0ffeb830-740d-11ef-80f2-ac290f612121 Report does not exist configurations
impart report

AERCE NG WS EE R E S .

| AN N A Y ===

WEEIF B E
%% (Device) W HI¥FATIE (License) #543 fom h ¥ 4 8 F BV vl HE

HRAE BT KRS P O A A VAT E, W] RS B B RTE

UK

TR G E > REEE.

PR 2 BRI B VP IR #5510, midli 4R4E (2)-

FE3 k&,

wegE ]
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B =s745e=

HIR 4 {EIFANE (License) #5r, il 4Ri8 (2).

SRS B oG e 2O
FEE miRTF

T—5 Mt 4

s WEBCE N HS

EERGER

4 TR
Tt T LA AT B A
18: 4%

System

Model:
Serial:
Time:
Time Zone:

Version:

Time Zone setting for Time based Rules:

Inventory:

R I3 RAFHORTR

AR A P VR T 55 1 ) S

[RIIHIE S T N

SRR, TS REEL, R,
YN PR TR S

oG

Cisco Firepower 1010 Threat Defense
JAD253802SG

2024-12-03 18:08:13

UTC (UTC+0:00)

77.0

UTC (UTC+0:00)

View

wERE |

T8 58

siigE () ST Ao 55 S M B B B A«

BERE () TR R A 5 ST 2

B B

%51 PCB (HLUEHR) JFA1S . i kRl iR o . BLAT 91 5 PCB
55 . LRGSR AI S om A i

FiH ] W 1243 R G 1)

i X X

KA ST B4 2 S AR A
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FH 15 BA

ETF BB AR OB X | e /5 B B BB D R (K X 1 2 BT R e T
=1

REFR HPTEAE R . IS AA BETE 1.

3

BERRE

o

RITRGEH D HIERSIUNER, BHE B TG SR, WHXE. WF. CPU. . fFiEM
W £ AR

HBFME R L LR T AR IRSAT (PID) 1) Firewall Threat Defense %4 H1 225 (1) A7 S RH™
a5 S e PID S AT T30 W7 i (7 b A K o

198 & FBIFAES

Inventory Details ®

Fans Memory CPU Power Supply Storage Network Module

This device operates fanless.

SEREME BFRAE N TFEILE -~ 5785 3 ¥ Firewall Threat Defense 5 £ [ 337 0] 58 # P A2 B B fE
Hlo CBAHE N A IE T 2 22 A0S, XA B T E LB ar g bl . RS AT BUZ DU Mo
—Tii

o ATHRAE: ORI AT Y AP L2225 Firewall Threat Defense W45, HA R G &1
BTN &

c BN FonO LB NIEBAE S Firewall Threat Defense ¥ 25 & BT A EAUCE, 8
R BT A B ET R . Wit — DA, TERER R R S R,

o Joik#R{E: IR Firewall Threat Defense 1% 2% JC 2K I 3 XA B4 PN A7 A58k

EFMNGIE

%% (Device) TLIHIM “Kr5 %7 (Inspection Engine) #7022 7~. Snort 3 Z&ME—n] HT+ 7.7 KH &
N & A

)

ER Snort3 &2 Cisco Secure Firewall 1200 fERIAACE . EAZEF Snort2.

wegE ]
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0N/ N RN . (==
MEEIEITIRRIZE
"% (Device) Ui EAIEITIRNR (Health) 5 Won TR ITid(E A
& 20: 21T

Health

Status: °
Policy: Initial_Health_Policy 2024-10-29 09:01:57
Excluded: None
Out of Band Status : Check Latest Status

R4 EITIRRES RFER

FE 1t AR

NN MR MRTE TR AR s o iZ B AR s 5 4% 1 “Is IR
Bl #E%S” (Health Monitor).

S AR YT E AR RIS TR SRS 1R R AR (1 B %

CHERR — MR IEITIRLHER (Health Exclude) BT 1958, %80T LUZE 1% 00 i
R FHAEE RS AT AR HERR B

WAMRA Te ) R SMNER B £ 4R 15 B (Out-of-Band configuration details) X 1 HE (144
B, T DR P B B AR A CLI LB s AN B S 2. AE R — I
%Zﬁyhuu%mMEﬁﬂ,ﬁ?%@%%ﬁ%ﬁ%kiﬁﬂ*w
HRATAT S 2. G S ARG E AT, 28 18 1L,

T JMNEC B A
WURITT T 5 R4 A e, Sn] DL BBl el B4 CLI R0 T g
o G SR R B R VAT SRR U e, DU S B
o R CVE G BN B S FRREAT (T T B

“*ub

Z%M‘HEH/L HH ANH E R AR, i BUEIR AR SRR S RE D BT SR 35 2

TN RE W B ST I P 1 A %o TE 20 AT B DD BEOR 2 CSOC B o W SR AN RN TE MR L iy

B s=gE
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FEVRSLAS B, B KA R AR R st & B RORC B S . e AN B SEORT Bl A B A0
PRI GIERNE 2SR, FARSRCEAR, RIGAERE 2 A7e B KGR B L o

BT A B
A
AR LERNE R, Bk L BOE TN AR AR TG B R AR Ve B

i oM B

MERBRN T ZIFM X
T AR MR L B R AE12 W7 CLI G B LA T Tl R IX 45k
s B
o AR H
* ZA& s H: BGP fl OSPF
* PUL IS
* uli 5ili] VPN

* NAT
HHAZ W CLI % FF, AR MTEAGR, WS ASA 3% .

A FFRIThEE
o 7E 2 SR A F
o ANEEEAS N R EtherChannelo

= A RN &R

o PRAEIC B A ANAE T2 T AR R AT HT

o FESRREP I e o R R A R O R L B SKT, ASCRF LR R i 2
* duplex
e fec
* negotiate-auto
* shutdown
- speed

o WRAE SR R G A S 1 R A SRR e A AR DD, 17 e B O g A SR DN B
3 P AT B e B T BT B A Y i B ERT i AR BB, IR T/

R E
|


https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-command-reference-list.html

B srmsen

wERE |

s S e LA ik A A DL REZ BT (I B AT BE e A5 00, A R BeAT T B VLIS Bl S B A e 1R
S DR BT R A B N R R, AN AR A

o RAE AR i LT AN E S G EAERCE R AT, ] PR R R b T “

NAT

7 A (FERXFPIEOL T, 21T Rl T e B A s TR B b I ), D224 eyl /4
FEVRSZIE W4T By — A m 2o ERAZ RIS, IOE a2k,

© MR TSR ERN U, AR G Z AT, B9 e A s FT A i) /4R
i

A EAR LS, AT LA an N E S PAT Y
nat (eth_12 subintf_one,any) source dynamic any pat-pool pat_pool 4

nat (eth_12 subintf_one,any) source dynamic any pat-pool pat_pool_4 include-reserve

B KB B L AN RVFILES . W H B2 include-reserve VR INEIELA NAT U, 351
FeAf F no Ay A ERZFN, 485 46 include-reserve JEI5 TS IiZ R .

WRAEVR S B AT BRI 50 B US40 R Fros () NAT R -

object service obj _mapped_svc

service tcp source eq Www

object serviceobj_real_svc

service tcp source eq 7080

nat (any,any) source dynamic obj_two obj_dyn_host service obj real svc obj_mapped_svc

SRJE S CUAE B KB B TR ER G NI, B KRR B O SR IR S R SRR B
FIERI AR T NAT BUUTE B BN UCHE, R R GO AR N T IR By K 85 A 38 o )
Z HIMHBR recovery-config ALK, AT - B0/ 5 it v

HA o

B s=gE

o TEICINAT AR B L AR A A 1 no JE UM BREAT fiv &, AR5 BEBETAS N C B S A )
B v L e S A A R .

T IEH:

firepower# show running-config route
route outside 10.0.0.0 255.0.0.0 20.1.1.1 1
firepower# configure recovery-config

CAUTION: The config CLI is for emergency use only. Use the config CLI if the management
center 1is
unreachable, and use it only under exceptional circumstances, such as loss of connectivity
or
to restore manager access. Do not change management center's auto-generated
configurations.

After your management center is reachable, manually make the same configuration changes
in the
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management center. The management center cannot implement them automatically. When you
deploy

from the management center, out-of-band configuration changes will be overwritten. Also,
node join

will be blocked till config CLI session is active, so make sure to exit from the config
CLI after

changes are made.

Would you like to proceed ? [Y]les/[N]o: y

firepower (recovery-config)# route outside 10.0.0.0 255.0.0.0 30.1.1.1

firepower (recovery-config)# exit

Unsaved changes are not kept if you reboot.Save changes to memory ? [Y]es/[N]o: y
Cryptochecksum: ccfclla8 4e46d55e 0c99bbae 3bl8a8fl

3939 bytes copied in 0.70 secs

firepower# show running-config route

route outside 10.0.0.0 255.0.0.0 20.1.1.1 1
route outside 10.0.0.0 255.0.0.0 30.1.1.1 1
firepower#

RGO S INEE AN, AR N
E#:

firepower# show running-config route
route outside 10.0.0.0 255.0.0.0 20.1.1.1 1
firepower# configure recovery-config

CAUTION: The config CLI is for emergency use only. Use the config CLI if the management
center is
unreachable, and use it only under exceptional circumstances, such as loss of connectivity
or
to restore manager access. Do not change management center's auto-generated
configurations.

After your management center is reachable, manually make the same configuration changes
in the

management center. The management center cannot implement them automatically. When you
deploy

from the management center, out-of-band configuration changes will be overwritten. Also,
node join

will be blocked till config CLI session is active, so make sure to exit from the config
CLI after

changes are made.

Would you like to proceed ? [Y]es/[N]o: y

firepower (recovery-config) # no route outside 10.0.0.0 255.0.0.0 20.1.1.1
firepower (recovery-config) # route outside 10.0.0.0 255.0.0.0 30.1.1.1

firepower (recovery-config) # exit

Unsaved changes are not kept if you reboot.Save changes to memory ? [Y]es/[N]o: y
Cryptochecksum: 8lbccbld 43771bbd 15b6dde6 afeb3442

3945 bytes copied in 0.70 secs

firepower# show running-config route

route outside 10.0.0.0 255.0.0.0 30.1.1.1 1
firepower#

WERER T BIRR GEZMW gif i s, 9575 70, JF H il T m 2008 BE s,
WA J By AN BC L o I %%mﬁﬁ,u@@m@@ﬁ%w%%%,ﬂﬁﬁcu¢ﬁﬁ

wegE ]
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configure policy rollback x4 F2h[EIE GEF S an A p; KB B oW TiEs:, T2 R R

B9 63 00 o WAVEBIERIRRH, B BBl

8

ity AMAC BB

o XTI SE A, FRATTAS AN In 4= U (i access-control advanced fiy4) 5 Kf il
TLPESH N S5 ANAZ SN H 0 s AR T B B KR EE A0y, B AR O 1D 45 2 5 Ho A

HEMEEE R

* AT R B S U ARR LR 44 “enable 157 0% AE R S0 H &

812 i CLI A Bk S B BEHE T

M EERWOIT, SR LM 2 %CHMEME&ﬂﬁ T ANAC B S e TE B ORAE By A B
&¢ﬁﬁﬁﬁ%%ﬁ,$ﬂﬁﬁh%%ﬁ%k R A

FLCIL A PR AR TS AE A R AT A5 2 SR IR AN SR A

T Gt 1 B Ag R SSH E#: 2 ¥ % CLI
152 [0 8 S BB a2 AT S

i )12 W CLI.

system support diagnostic-cli

enable CHARLHL/RIN, TH1% Enter 8, Tl A%,

i

> system support diagnostic-cli
firepower> enable
Password:

\LI/TéI HU 1THBE’ U\f/\/%

show running-config

TR

TEAREAE R B A T4 show i
HEA PR BE E A

configur e recovery-config

T

firepower# configure recovery-config

CAUTION: The config CLI is for emergency use only. Use the config CLI if the management

center 1is

unreachable, and use it only under exceptional circumstances, such as loss of connectivity

or

to restore manager access. Do not change management center's auto-generated configurations.

B s=gE
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After your management center is reachable,
in the
management center.
deploy

from the management center,
node join
will be blocked till config CLI session is active,
after

changes are made.

manually make the same configuration changes
The management center cannot implement them automatically. When you
out-of-band configuration changes will be overwritten. Also,

so make sure to exit from the config CLI

Would you like to proceed ?
firepower (recovery-confiqg) #

[Y]es/[N]o: y

TRBLAE W] LU N 18 58 FC B AT 2

A ? LEH W a2 .

AR SCFFMINRER IR, TGS SMICEAREN , 55 19 5.
ARATL TG R, S0 ASA lLERH a2 2%,

=R

IR O K A 4o R B KR B RO KR R s 22 5
S ORI B BOE

W

(HI il iy & L AR 22

IR

firepower (recovery-config)# 2

access-list
as-path

bfd
bfd-template
cluster
community-list
crypto

end

exit
extcommunity-list
group-policy
interface

ip

ipsec

ipvé

ipvé

isakmp
Jjumbo-frame
mac-address
management-interface
mtu

nat

no

object
object-group
policy-list
prefix-list
route
route-map

Configure an access control element

BGP autonomous system path filter

BFD configuration commands

BFD template configuration

Cluster configuration

Add a community list entry

Configure IPSec, ISAKMP, Certification authority,
Exit from configure mode

Exit from config mode

Add a extended community list entry

Configure or remove a group policy

Select an interface to configure

Configure IP address pools

Configure transform-set, IPSec SA lifetime and PMTU
Aging reset timer

Configure IPv6 address pools

Global IPv6 configuration commands

Configure ISAKMP options

Configure jumbo-frame support

MAC address options

Management interface

Specify MTU (Maximum Transmission Unit) for an interface
Associate a network with a pool of global IP addresses
Negate a command or set its defaults

Configure an object

Create an object group for use in
Define IP Policy list

Build a prefix list

Configure a static route for an interface

Create route-map or enter route-map configuration mode

key

'access-list', etc
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w

Nil

6

router Enable a routing process

sla IP Service Level Agreement

sysopt Set system functional options

time-range Define time range entries

tunnel-group Create and manage the database of connection specific
records for IPSec connections

vpdn Configure VPDN feature

vrf Configure a VRF

zone Create or show a Zone

firepower (recovery-config) #

BRI ER, RGN EIRAE S fA exit DURHAED 7, HRI0R R AR
T LGS SR AP 2R BN, BOANRAT, UK SR R AEISAT I E o FOB R sl R AN ik
IBATHCE . WURIERT R AT AR S SO g (R E, B ATI T et & 07, RO & Ok
BN TBATIE

PRI ER AR ITITIN, R Pl

T

firepower (recovery-config) # interface Ethernet0/1

firepower (config-if)# ip address 10.0.0.2 255.0.0.0

firepower (config-if) # exit

firepower (recovery-config) # exit

Unsaved changes are not kept if you reboot. Save changes to memory ? [Y]es/[N]o: y

Cryptochecksum: 81a9073e £9535916 9c333d7e 9a3eb5e76

3756 bytes copied in 0.70 secs
firepower#

Unsaved changes are not kept if you reboot. Save changes to memory ? [Y]es/[N]o:
Cryptochecksum: 81a9073e £9535916 9c333d7e 9a3ebe’76

3756 bytes copied in 0.70 secs
firepower#

RN Ctrl+a F11 d 3R [7] Firewall Threat Defense CLI, B4 exit iB H AR,

RN Ctrl+a, RS8N d LU [A] Firewall Threat Defense CLI, JCH5CIB Bk ElicEER, WE
B BB ST R FRFTIT,  JF HLE p BEL L .

-
firepower# exit

Logoff

User enable 1 logged in to firepower

Logins over the last 1 days: 4. Last login: 20:42:51 UTC Dec 4 2024 from console
Failed logins since the last login: O.

Type help or '?' for a list of available commands.

firepower> exit

Console connection detached.

>
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WIANEINECE

2 7 RRRE B RO A I B e LY ARG S SO, A R A BE SO AR B By KRR B R
O FPIRCE AT I . FERRIA SRR, AR B

FE1 FITEIMLEIFAS 2 (Out-of-Band configuration details) X i .
& 21: FOMEREIFMER

Out-of-band configuration details (1210-1)

The configuration on the device is different from the management center. Review the differential and acknowledge. Manually make changes in the management
center before deploying.

Legend: Added Removed | A v
Last-deployed configuration Configuration on device (1210-1)
1 hostname 1210-1 1 hostname 1210-1
2 enable password ssfkkk pbkdf2 2 enable password ssfkkk pbkdf2
3 service-module @ keepalive-timeout 4 3 service-module @ keepalive-timeout 4
4 service-module @ keepalive-counter 6 4 service-module @ keepalive-counter 6
5 names 5 names
6 no mac-address auto 6 no mac-address auto
7 interface Ethernetl/1 7 interface Ethernetl/1
8 no switchport 8 no switchport
9 shutdown 9 shutdown
10 no nameif 10 no nameif
11 no security-level 11 no security-level
12/ no ip address 12/ ip address 10.89.5.30 255.255.255.192
13 interface Ethernetl/2 13 interface Ethernetl/2
14 switchport 14 switchport
15 shutdown 15 shutdown
16 no security-level 16 no security-level
17 interface Ethernetl/3 17 interface Ethernetl/3
18 switchport 18 switchport
19 shutdown 19 shutdown
20 no security-level 20 no security-level
21 interface Ethernetl/4 21 interface Ethernetl/4
22 switchport 22 switchport
23 shutdown 23 shutdown
24 no security-level 24 no security-level
25 interface Ethernetl/5 25 interface Ethernetl/5
[ Download PDF Report ] [ Close ]
a4

FAC iy SRR E NI A S MG A . (2, JEBRAG S EM M B gkt GRID
s (B o BN, WERTEMK S RCE AL T no shutdown 8 #4211, 1] shutdown i 2K 7
/e L ast-deployed configuration % % H 2 s A £0 ¢, 1Al Configuration on device i #% H A4 i
7~ no shutdown. fEIXFRGHL T, EARE L ERN I E A shutdown, {HAEHT #2344 no shutdown i
HBNRE, FHASERE.

BT LA AL E ST ARAE . B, 75 ig& > IR&EEE i b, w&fern —&EL. L&
BIEFEARESR

| wegE ]
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2R EEWES

A 1210-1 Snort 3
10.89.5.40 - Routed
A 12101 X

Cisco Secure Firewall 1210CE Threat Defense
(Version 7.7.0)

Out of band configuration is changed on
device.Edit device, review, acknowledge and

wERE |

deploy the changes.

View Details

o O O 0O U

Device Information
Context Explorer

Health Dashboard

Health Modules

M Normal 27
M Disabled 45
Warning 1

W, NIRE > IREEE PABREILET R FREITIRL N,

23 BITIRR T IMATS

Health

Status:

Policy: Initial_Health_Policy 2024-10-29 09:01:57

Excluded:

Out of Band Status :

PR

AR EREFAER.

I SRRty SN RN AR B By KBS Gy, AT DL A R R A RO AS  E

TR 2 nE T3 PDF 3R & (Download PDF Report) , DA 7R IC IR i 2 ] i ZEEA T 1 G # 3E E5e

A T LLBE N T T A A B

FEI mdifiA, AR,

B s=gE
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Acknowledge out-of-band configuration
differential

Manually make changes in the management center before deploying. The
management center configuration will overwrite the configuration on the
device. To acknowledge, click Yes.

No Yes

U R TG B S O BT AN, T AT R, SRR [T R TA (Acknowledge) .
HIE 4 L E ML EIFEMS 2 (Out-of-Band configuration details) XF i HE 1) 55 ] (Close).

FEMEZ G, T AT RS RIS, LM A T S k. “BA” (Device) BUM LR
HoRAEM, DUERE DR E
25: BINIR TS

l A outof band configuration change is detected and acknowledged View details...

FBE JEATHAE CLI I i 5
AT EOR I E CLI Y B e BE by BEAEAHULAC; CLI SN BB B b4

WURAREOR B S0, T LB B IR i WA O S . BNVAZ AT A DR B, DLORFR A BEIE
P UL S ASEAR B AT A St S . a0, W SRAE CLI P a4 7 TP Huhik, U5 224% 232 0 (Inter faces)
U, AR, TR % TP Mk RE D DL

26: IR IP 3t B

Edit Physical Interface

General IPv4 IPv6 Path Monitoring
IP Type:
| [ Use Static IP i ]
IP Address:
[ 10.89.5.30/27 ]

eg. 192.0.2.1/255.255.255.128 or 192.0.2.1/25

BT A LRI A M T AR S s WER T2, mT LAIBCE AR TP k.
PER6 MEME LG S0 A RCE .

wegE ]
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TERRE G, MH?%#HH > O > HIZAEK i EAEIE R, AT T
Ko A 4% 4 ¥ 4% (Device) > ¥ 4445 #1 (Device Management) > 45 #h H 24 (Out of band changes) [ 7 & 4t

WEEEIRE

TXUERLE P B KBRS v 1 LA PR U5 5

BLEREIERT RO

Eﬁﬂ%%ﬁﬁ% FVBEAT A B & U5 ) I, 8 mT DAMC B Al B 11, DU 2 11 R 2 o I 4 A 2
Tt ILREACE — MBS SLA s MR 60, 75 1 A2 1 IR AR % i I ECMP X
ijéEl’JT’ﬂ o DV B R ] DU X A 1

FHiaZ |l
o ABhEE D TR B R AL T AN A A I

o & AR B D B Bk 5aE T R R O RSk A E] . 3% 2 4 48 ] Firewall Threat Defense £ 4
PO T B

15 g% > REEE I, A& HiE (2).
Je IRl B 10 0 A B 2R D7 1)
VEBEE SR B8R (PR R RS, WA % XA E A IPva diht) 1% 78,

a) MEFRIED (Interfaces) > 4miE4)IEIE O (Edit Physical Interface) > &3 281 18] (Manager Access).
b) EPEIED LA EIREEAEIE (Enable management on thisinterface for the Manager).
c) miif%E (OK).

PR AR AR IR P Brn (EIRRRAED .
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Interface Logical Name
@ Diagnostic1/1 diagnostic
@ Ethernet1/1 (Mar outside

Ethernet1/2
Ethernet1/3
Ethernet1/4
Ethernet1/5
Ethernet1/6
Ethernet1/7

© Ethernet1/8 (Mana redundant

HIE 3 KBS 2] &2 (M anagement) 13 .

Type

Physical

Physical

Physical

Physical

Physical

Physical

Physical

Physical

Physical

Security Zones

outside

mgmt

a) MR #& (Devices), H&AEIE (Management) [X k.,

b) RUliRE (2).
[l 28: 44E IR

Management

Remote Host Address:
Secondary Address:

Status:

Manager Access Interface:

Manager Access Details:

[Cl&@

10.89.5.29

©

Data Interface

Configuration

mEnsgrsragrEn

¢) {EEIE (Management) XHGHE, {E4HBAMIE (Secondary Address) 7B 15 4% Frak 1P $hik

wegE ]
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B e=rsemspagrzn

29: &1 IP it

Management ®
Remote Host Address: [ 10.89.5.29 ]
Secondary Address: [ 10.99.11.6‘ ]

d) siilifRE (Save).
FIB 4 WA A ECMP X5,

a) miiE&H (Routing).

b) ML A FRgh, P Bz CURIAH BBz 11T 7E 10 e 40k rh 2%

¢) riii ECMP, #RJ5 sl (Add).

d) i ECMP X4 A\ — &R,

e) fERTFAEN (Available Interfaces) fE FIEFE T FIAHBIE 1, AR5 A0 (Add).
& 30: 77570 ECMP [X 13},

Add ECMP ®
Name
[ redundant-mgmt ]
Available Interfaces Selected Interfaces
outside o
redundant O

f) AL#RE (OK), K5 AliRTE (Save).
WS AR NGBS H, JRERA D B SLA FRES.
BRIOCHE, Bk BN SEAHIR], I AN HA RS 1. 348 0 O R A 0T DA IR BRI

B s=gE
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mEnsgrsragrEn

Add Static Route Configuration ®
Type: @ pva () IPve

Interface*

[ outside v ]

(Interface starting with this icon (= signifies it is available for route leak)

Available Network C* + Selected Network

l Q, Search ] any-ipv4 W]

IPv4-Benchmark-Tests

IPv4-Link-Local

IPv4-Multicast

IPv4-Private-10.0.0.0-8

Gateway™*
[10.89.5.1 v ] +

Metric:

K ]

(1- 254)

Tunneled: C] (Used only for default Route)

Route Tracking:

[ -]+

Cancel m

a)  AUlERSESH (Static Route).

b)  sidiiRINEREH (Add Route) LAASIR s 1, B BT % 1) 4R4E (2).

c) MIEO (Interface) FHislRFEPEE I,

d) X THFRMZ, MWATEMZ (Available Networks) HEFE £ any-ipv4, X5 fidiidin (Add).

e) HIABIAMXK.

fy  WFREEERER (Route Tracking), i fidi AN (1) LIS IIBI A SLA Wi 28304,

g HALLFRESH
* 1 B KR B TP MLk A e bt

* A X33 (Available Zones) H i 3= ZEalAl BB B2 LTI X 3 an,  Oh 3248 FON RAEFESL

Pk, Ay B 0 Gk R B IX

HREMAER, ESMSLA .
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h)  HdHRTF (Save), ARG ERREIRER (Route Tracking) N4 4138 Hh ik 54 NI G & 1) SLA X% .
i) HE (OK), A5 sdifRE (Save).
B RS ANVE R A BRI B T R

FUR6 ACEIE NG THSH A A

VE R LI REFRE )B4, B KA B b0 2 0 B B S R B2 11, ARG A B R 1 8)
AR R A T B L, DB IR BRSO B s B D 1B 458 configure networ k
management-data-inter face iy 2 (125 — AN . TR, WERAE CLI thgwfim i 1, Bk
P G Bl LAy T BRI e, TR LRRAE B RS B rh i e IR A e

Varlan =1 LS. Ell: . [==-1

FHEEEOEORE
LEVEAG B 7 KB FE o0y b B T A PR g 4 D B B AR T RE P W FLER:, ES ML T 5, T
Qre] B ok W B O L L

Boug# IP ik
TEE v £ TPHHE, SRS ZERG KBS EL RO B il

REIRE IP Hiilk
LR ik — B B Ba U7 )32 0 1P Hudt,

1F CLI 15604 Firewall Threat Defense & #1432 1

i CLIBSET s B LA B OB E . RSB E T2 2 AT ia e BN BE ) il
PEAVFE TSR E, JFREHAMRE, fl, BRSO RS S SR s g
H

)

AR ARG TR AR O S thaT DU B E AR 1o A R B O LK M B, A
7E Bl AR B Ly P TTASJEAE CLI PP AT IR AT o D SRS 5 0 v T 0 I e BEAT Wi B, F
H#5 2L AL Firewall Threat Defense EREATH 2, 15204 20k CLI H 1 T4 2L Firewall Threat
Defense Zi#54% 11, 55 39 Ui,

45 % Firewall Threat Defense CLI 115 &, /2[5 Cisco Secure Firewall Threat Defense #ir &2 .

\}

AR AU SSHIN,  FEX A B Vb AT KON Ny S R el T E BRI TCVR O, ROk T s )
BERPEHI G .

| wegE ]
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B % cu w12 Firewall Threat Defense #2420

\)

AR R R TP Mok, TSP LL R A R B KR B L SER AR ST, HARERR T IR UG

% E W] configure manager add iy 2 U B KBS E B LG (750 GEZ mbg 1087 20
WD
« |PHEOE—TCIRAE. S AT U i (TP Rk R 550 B KBS B ey, L4 8 2 A sh T
SR PIER: . FRATEHE U R B KBS E A BRI R TP Mk, DUREREE BAE i
Z) BB KBS PR R ENLAL B TP Mk L S 44 0. DR B T B O 0
o FE: WMHEIERE T IIEVIRM B B0 TP Hikik, W2 R ) NAT ID #2)7.

« {XPR NAT ID-FREHEILERE. WIS NAT ID H B KEEE Rty WJG: A 3 555
A ER . EXMIERT, 1R BOHb KB B O R I LA TP Mk, 2 44 T B
17 K 3 A B Ay HR R 2 BE TP HbhE

AR AEm A PERCE T, B CLI B By KB B OB e i B a6 A PR TP M hE R, B AE

HA [720 ), Al 9 S e B ot AN S o 6. LA DR AT I 197 S ey B o BB, TAE IS
Z I, AR B E IR B KA B R K B G, ERE T IR & IR i b
18 5 i R % 1 5 S TP H B 77 KR 38 FE A

FiaZ |l

« T LEH configure user add iy & v &% ] CLI W P K5 &S £ CLI s N
e e AR SN S 0 TE AL S AAA HI .

i ) £ g A SSH M 3 ¥ CLI

T2 ) 6 o BB (R A AT S

A P B B P A0 R A 6 o

(X PR Firepower 4100/9300/Secure Firewall 4200/6100) F 58 — AN #4z 15 F AN S8 1 o
configure network management-inter face enable management1

configure networ k management-inter face disable-management-channel management1

OS2 P T B35 PO B 1o LSS A 30 R 11, T B (S
S,

sl LAk 4% H configure networ k management-inter face disable-events-channel fiy4-24 ] 3= 5 B 4%

HHdE . AERIBAME I, Bl Sl L Jm i DO, R 1R, AR
RS A T SHFIIE, B Bl B B LUAOR AT

T R I A A 11 fg A R B
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#E CLI {24 Firewall Threat Defense Z32i20 ]

BUFH p FAE , AE T TR I B KB B O B R AN R R
2 [ Cisco Secure Firewall Management Center 5 B 5 .

T

> configure network management-interface enable managementl
Configuration updated successfully

> configure network management-interface disable-management-channel managementl
Configuration updated successfully

>

P B B R/ 2 T ) TP bk

WIRA SR E management_interface 24, B ERIVE PR LM 46 LB OB AR DN, S £
fi 7€ management_interface 2 4. S F AT DL B B AT AN R K P 2 b, thm] AR [ R 2%
o WASERRBIEIEAARCE IR D, R BOITER: . G007 UERE R F0H 1P Mk

a) NCE IPv4 k.
s FHME:
configure network ipv4 manual ip_address netmask gateway_ip [management_interface]

W, AT TP _ip T RS G BRI o WUR A E SRR, ) Zi
FIP_ip AEA A A I AR, Ak B HUR KBRS B BN 4R 1E, IFEASA
AR OO M F AR . WIS S PR ORI N 4 A A AR T, A
WEWRE TP _ip UH T #EE 0, SRJ54TH configure network static-routes iy 4 5§l kA
T DA .

RtIE

> configure network ipv4 manual 10.10.10.45 255.255.255.0 10.10.10.1 managementl
Setting IPv4 network configuration.
Network settings changed.

>

* DHCP (A BRARYE BRI A SRR -
configure network ipv4 dhcp

b) HCE IPv6 Hutil:
* TREHNE:
configure network ipv6 router [management_interface]

T

> configure network ipv6é router managementO
Setting IPv6 network configuration.
Network settings changed.

wegE ]
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. 1€ CLI H1&24 Firewall Threat Defense &I

* TERCE:

configure network ipv6 manual ip6_addressip6_prefix_length [ip6_gateway ip]
[management_interface]

TR, a2 ipve_gateway ip T 0 & G BRIA M . an R B A A, )
N ipve_gateway ip E A M A IR (HiE, thac B FUSB BN LS A i te e
%ﬁ,#HKQ%%@%D@L$%%£§%mOm%@@%%&%DKEWM%Lﬁﬁﬂ
HOEE L, BATEER ipve_gateway ip BE AN SE IR A, SRS H configure
network static-routes iy & FHCH A A4 OB s A % i

TP

> configure network ipv6é manual 2001:0DB8:BA98::3210 64 managementl
Setting IPv6 network configuration.
Network settings changed.

>

* DHCPv6 CRATERINHIAE B L EASCHF) -
configure network ipv6 dhcp

XFTIPV6, i3 FIERAEFH ICMPv6 [ S 25 AT H AN ol B BRIMEDL R, RS XL E.
configure network ipv6 destination-unreachable {enable | disable}
configure network ipv6 echo-reply {enable| disable}

10T e Ay B AR X St 0, AR 1 V8 70 B4R 4 IR 25 Bt o 25 FH Rl W 2 s 0, i TEVE A T TPve
ping BB A EHE L, DL TINEK .

i

> configure network ipv6 destination-unreachable disable
> configure network ipv6 echo-reply disable

FEBRNE B O A ] DHCP MRS #%,  DAME ) © 810 E LA 1P Hodik-

configure network ipv4 dhcp-server-enable start_ip_addressend_ip_address

i

> configure network ipv4 dhcp-server-enable 10.10.10.200 10.10.10.254
DHCP Server Enabled

>

ﬁ%i)}ix B PR IP Hodik i, A BERCE DHCP H45#%. Firewall Management Center Virtual EA~
fi%lﬂj T 4. s DHCP JljR%s 2% FARAS, i A show networ k-dhcp-server :

> show network-dhcp-server

B s=gE
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7£ CLI H1&24 Firewall Threat Defense &I .

DHCP Server Enabled
10.10.10.200-10.10.10.254

B U DR K e e S A B v 2 PRI E S P 8 e W R i S Pl B S e w1 s B
LR O S ERIA RS H UL .

configurenetwork static-routes {ipv4|ipv6} add management_interfacedestination_ip netmask_or_prefix
gateway _ip

X BN B, WET A A 24 {E T configure network ipv4 BY ipv6 fir A, HBEF BB A
PG TP Ml GES DR D4, 5535 50

TP

> configure network static-routes ipv4 add managementl 192.168.6.0 255.255.255.0 10.10.10.1
Configuration updated successfully

> configure network static-routes ipvé add managementl 2001:0DB8:AA89::5110 64
2001:0DB8:BA98::3211
Configuration updated successfully

\

EORERAKE, i show network-static-routes (A E BRI H) -

> show network-static-routes
——————————————— [ IPv4 Static Routes ]J---------------

Interface : managementl
Destination : 192.168.6.0
Gateway : 10.10.10.1
Netmask : 255.255.255.0
[.--]

BCE A

configure networ k hostname name

Tl

> configure network hostname farscapel.cisco.com

EFH RS )G, F g H &M BA S WS i EHL4 .
PRI

configure networ k dns searchdomains domain _list

i

> configure network dns searchdomains example.com,cisco.com

%ﬁ%ﬁﬁﬁ%ﬁ,%E%%ﬁom%&ﬁﬁﬁé¢%ﬁ%%WEﬁ% il ping system, x4
BRI B LA o IXSEAUH TR O, BOR I B O a2

wegE ]
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B % cu w12 Firewall Threat Defense #2420

YEF 235 3 4 DNS IR455%, g SR IT:
configure network dns serversdns_ip_list

TP

> configure network dns servers 10.10.6.5,10.20.89.2,10.80.54.3

BCE 5 By KR B O A (T P B o
configure networ k management-interface tcpport number

Tl

> configure network management-interface tcpport 8555

7 KA PR R ANSEAS B 0] . TLS-1.3 I (il il (BRI OL R AESm 1 8305 b)) #EAT
WAE . A 2 S BIREIN,  i5 20 B B 1 AR 8305 S .

R

SRR R ZWA IR B R B o 1 (O BROA B, EL R B g 11 5 2% ) LA A5 e, PT LLIZESE
Foftg 1o G SRS SO B 1, U AUAE FS 3 it S AR R B e M

({X PR Firewall Threat Defense) ¥ & Mol F {4 1 MTU. #KIA MTU 24 1500 715,
configure network mtu [%77] [interface id]

o FA-IRCE MTU (DU A o X TR0, Witk s 1Pv4, ME AT LAAT- 64 AT 1500
Z I W H IPve, WME AT LA/ T 1280 A1 1500 22 ], % T-HfF8 00, Wi i H IPv4, %14
AT LA T 64 F1 9000 2 [8]; an)a H 1Pv6, ZAH AT LAAF 1280 A1 9000 2 1], i [mIm} e H
IPv4 F1 IPv6, WIE/ME A 1280, MIRAKIN F17, RS ERIANE.

* interface_id-¥5 ¢ 25 MTU #4171 ID. {fH show network 74 F v H#E 11 1D, fil4n
management0. managementl. brl fl eth0, EAEHGAT¥F&. WRRFREH O, WA & i
] °

Tl

> configure network mtu 8192 managementl

MTU set successfully to 1500 from 8192 for managementl
Refreshing Network Config...
NetworkSettings::refreshNetworkConfig MTU value at start 8192

Interface managementl speed is set to '10000baseT/Full’
NetworkSettings::refreshNetworkConfig MTU value at end 8192
>

BoE HTTP AR B A0 o) HEE B S TR 1 f¥%i [ TCP/443 (HTTPS) F1 TCP/80 (HTTP).
fsnl LB HTTP i Z AR B IR 45 2 AT S 0AE . R a2 )5, REOKEHE R HTTP /AR kA1
i, TR EIATRE S M IUE, WRFHE, ESFORMRELH 4 AR AR A DA A .
R

X} F Firewall Threat Defense I RELE 1S, HEEEH A-Z. a-z 1 0-9 4%,

BEKE
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&34 CLI & i F & 12 &Y Firewall Threat Defense £{#53: 0 .

configure network http-proxy

T

> configure network http-proxy

Manual proxy configuration

Enter HTTP Proxy address: 10.100.10.10
Enter HTTP Proxy Port: 80

Use Proxy Authentication? (y/n) [n]: Y
Enter Proxy Username: proxyuser

Enter Proxy Password: proxypassword
Confirm Proxy Password: proxypassword

IR A TP ML, LA AT B KB B SRR IO1E 5, LRI TSR
&5 B configure manager add v UM B EYF R (90750 G200 FORFAO BB 10
A
P —TCHRAE. USRI TV B ROIPHLAL ) B S, RUTLAMBRIR 4 )
S, B BRI P ML, LRSI i
S5 ST KL AL SR 1P HBEL L 5 44 U, MBI T S DO T B v
Peo EBR: WRIRE TR B L TP ML, WSS AU ST JCl T F
NS IP S | 5 44 U0 FR) TR .

* {XBR NAT ID-FEhEFEILEE. R NAT ID P50 By KA F G, WGk B 8 B
ISR . AERXBMEOLT, TEARYE SR P K B O () LA BTP M, 2R 44 T BEER
s K i B Ry v R e B TP Mk

&2 CLI P T & PR Firewall Threat Defense %3543 1

4o Firewall Threat Defense Al [ KBS BE ALy 2 (8] (O BRIZE R P T, IF B S48 e B i Bdm 2
Ok IHB: 0, 1518 ] Firewall Threat Defense CLI & #8211 .

WA BERAL TIRRAS, WINAER] 97 KR B rbC XA B AT B 2 (S Bk
GUI " ] T4 #1L i) Firewall Threat Defense £l 4% 11, 55 42 01D o A3 & B8 L VI MR &
i 2[5 i ] CLI 5¢ iiFirewall Threat Defense#/J 467 1 ) configur e networ k management-data-inter face

.

XTI, ARG B EHATHT CLIE B A8 B KEAE B L, DO E B HAT AR
SRR HEEEAEE, & MBS D B B I E AR R .

\}

AR RG] T O G E B 1, AR T MR B 1 o R R B TR 4

521 {F CLI &4 Firewall Threat Defense & ¥ F: 1, 6 33 T,

45 2% Firewall Threat Defense CLI [f){5 5., %2 Cisco Secure Firewall Threat Defense i 42 % .

wegE ]
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. &5 CLI & i F &2 &Y Firewall Threat Defense £{i2#: 00

O

JRY TR Y ]

g g

N -

Qs aE

Nl
B
B W

IR R B D O BB L, TR T D AR R .

B F %4 CLL

X L a0, AT G o . WREIEARAT YA TR, W AT RESS I 5 8 BRI R
S T BB WM IE AR SRR LR, JF FLAS R T A R L0 SSH U5 BB, AT LA %
SSH &%

T S [ 6 SR BB £ (1 A AT S

B S P A A %

AT, DM E T B LR .

configure networ k management-data-interface disable

Pk

I R FURRAE [R]— 3% 1 _EBCE FT ) 1Pv4 bk M ANSEAT AT A FA S e, ] DA D 3R oAt B 0
SORIEE RSN Iz .

i

> configure network management-data-interface disable

Configuration updated successfully..!!

Configuration disable was successful, please update the default route to point to a gateway
on management interface using the command 'configure network'

e B A B U Bl (R B %
configure networ k management-data-interface
WRIG, RGSVERE B FE N E A 2% BE

R B R LV SO R — M BBz O, S B AN RO AR SR (B ID R
) o A, KT REAREENRAZAERMTEREEE? (y/n) [n]: &0 &y HEIUREER
IH PR B A P G, DA A nT L se DA/ i 1B =08 4 TP kR 1 A4 R

> configure network management-data-interface

Data interface to use for management: ethernetl/4

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcp]l: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

DDNS server update URL [none]:

Do you wish to clear all the device configuration before applying ? (y/n) [n]l: y

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network
use the 'client' option in the command 'configure network management-data-interface'.

B s=gE
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&2 CLI & Bl T2 &Y Firewall Threat Defense #{#2#: 00 .

Setting IPv4 network configuration.
Network settings changed.

CRTIE) BRI 5 I 4 ST 43 117 ) 5 KB e
configure networ k management-data-interface client ip_address netmask
BRATHOL N, RVFITH M4
T 37 R B P B4 B TP B L 5 44 T

R S EPE N, (RAE B KR B AL s AR AN S TSR AT B) T PO P Sk
B, BRI RE T SRR BERL (ORE Y OB B R O F I TP Mk

A HE B  CE R T,
sftunnel-status-brief
WS LU N T L@ B ], Ho BoR TS EE AL EE B

> sftunnel-status-brief

PEER:10.10.17.202

Peer channel Channel-A is valid type (CONTROL), using 'ethO', connected to '10.10.17.202"'

via '10.10.17.222"

Peer channel Channel-B is valid type (EVENT), using 'ethO', connected to '10.10.17.202' via
'10.10.17.222"

Registration: Completed.

IPv4 Connection to peer '10.10.17.202' Start Time: Wed Jun 10 14:27:12 2020 UTC

Heartbeat Send Time: Mon Jun 15 09:02:08 2020 UTC

Heartbeat Received Time: Mon Jun 15 09:02:16 2020 UTC

15 Bk e B, JEHE & > IREEE, Rasil &g (0). EiRE EEREH, S R
#o

77 <A o AL I LR ER DB P P B B e, R BRI 3 o I E T % AR R B SOl 2 1 1
B, ZAE B KR G TP IX L M, R LAYEECE (Configuration) iE 1K EAE
B K B Ly RN 22 A IR 2 5

PR O JFRAT LR B

a)  MIAZHE BRIk TP MR AL R, HEAE T B D A B AR DT I

b) MR IHE (£ CLI A 210 BOMC S IC B B B s &P B e 11, IR 308 AT BERS U 1) .
MR ERIEIR, Al BRASEEE, SRR BRI th A I B o R A B A I
RAEIREEHE) - BEEI¥MIEE (Manager Access - Configuration Details) % i%HE, SR )5 i ffiA
(Acknowledge) LI 35 e o

NI, BB P A I B o5 Firewall Threat Defense F AR &b R W E . (R R
B, AT Pk B R O R FME SRR .

wegE ]
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B #z2 cul s B T e Firewall Threat Defense 23101

HOBE S “HlE CI5FR” (Config was cleared) £ “ B 2% 5 i) & 58 MOIF AN (Manager/FMC access
changed and acknowledged)” [#J T &

&k GUI T I T4 L1 Firewall Threat Defense $#i i 11

WA BOER R B, (A BN A B U ) AR B L TP Mk, TEPAT RO B ER. B, iR
U HT AR A, TG EE SR TP Mk S SO A, ARG A4 6e S H ] k.

e thn] AE CLI P SE S VB, (U AT A B W T A T %057k . Bk, S84 CLI
HR T AR A ] S SR A 2B E GUIL H A2 A

B ERRE > REEE, WNeaHR&FIAN HE @) .

P2 EPEO.

HEI IR T E G TR AU I AR, AT CL R Ak
a)  MIEECHE TR L b B TP Mk R Bk, 4% e 1 A B8 U
b) A TH2 1 T o BT R A A B 1, IR LS A Eas Ui i)

Edit Physical Interface ®

General IPv4 IPv6 Path Monitoring Hardware Configuration Manager Access Advanced

E Enable management access I

Available Networks + Allowed Management Networks

[ Q. Search ] any

any-ipv4
any-ipvé
gateway

IPv4-Benchmark-Tests

IPv4-Link-Local

IPv4-Multicast

Cancel a

¢ WUERMEHIEZS 1P i, R iBEmR RGNS . Si2 (Yes).

B s=gE
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Please Confirm

The Firewall Management Center access interface is Static IP type,
ensure there is a default or specific route created to allow the
connectivity to Firewall Management Center through this interface

Do you want to continue ?

d) sl #%E B HIZAT
e) {E3EO (Interfaces) VL I 5 iR 7F (Save).

S A N H AT IP Mk
a) B IP Huhk.
b) XFERA IP Hbdk, ISR EASOAKH. St (Yes).

Please Confirm

The Firewall Management Center access interface is Static IP type,
ensure there is a default or specific route created to allow the
connectivity to Firewall Management Center through this interface

Do you want to continue ?

o) il HARE B XA
d) 7F#EA (Interfaces) T L & F R 7E (Save).

PES AUl B TR, A BRTSERE, SRS VSN B S B ) 2 AR BR A B A K i

WIR6 HEACE LG THS M AN E L.
By K E A O B T G R B I S . RS, B R R B AT P ik, PR R
P AL PR

FRT LB KB B AL ) LA B TP ik, 5 44 5L

PR 8 MR B CE BT L
R X, EEE FR, sl BESB[HRFEAER: B, A EERES.
PURARAS o e 0 b i s, WorWEl “ tap_nlp” #2H.

| wegE ]
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Manager access - Configuration Details ®

Manager access configuration on device is different from Manager. Review the differences and deploy the changes.

Configuration CLI Output Connection Status

sftunnel-status-brief command output from Firewall Threat Defense [ Refresh ]

> sftunnel-status-brief

PEER:16.10.0.11
SFTunnel Status:-
Channel A: Connected
Channel B: Connected
Peer channel Channel-A is valid type (CONTROL), using 'eth®', connected to '10.10.6.11"' via '10.10.8.12

Peer channel Channel-B is valid type (EVENT), using 'ethe@', connected to '16.16.0.11' via '16.10.0.12"
Registration: Completed.

IPv4 Connection to peer '10.10.6.11' Start Time: Fri Oct 11 ©6:51:20 2024 UTC

Heartbeat Send Time: Fri Oct 11 ©6:53:58 2024 UTC

Heartbeat Received Time: Fri Oct 11 ©6:54:86 2024 UTC

Last disconnect time : Fri Oct 11 ©6:22:84 2024 UTC

Last disconnect reason : Both control and event channel connections with peer went down

Close

W EHT TR 10 B LA L, W NHERRE R . 15 S B HE R B 1 B R
, 564 T,

EHIBA X E TR O PRI EHLZ B IP ik

UE

LB
SIE2
$IE3

PIR4

U RIS AERE B 1K B LA BIP MRS 2 B KBS B0 5, AT g CBlan 4 e 1)
CLD , AIRERT AL LAF B0 BT 5 BB A B B KA B rpoy 1 LA B TP Mk

TE O A B TP HuhE PR, TE S 7E CLI &KL Firewall Threat Defense &7 #1452 11, £ 33 Wi,
WHRIELEAE M B AU T NAT 1D, iZ 1P ZE SR TR B 27" NO-IP , 5 JCH3 5887 1P Huhk/ ==
IR

D R AL 2 A R O AE AR 82 1 e s, & Al M LAL UK DL G IR DDNS FiC ;723X
FEOL, iR TN

PR E > REETE.

TEEABSUE BRI B % 5510, ridh HEg (©).

il % (Devices), JFEAEIE (Management) X1k,

M PRI AR R, AT HAL TR IR REER (aB).
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[ 34 ZRERE

Management &@

Remote Host Address: 10.10.012

Secondary Address:

Status: (]
Manager Access Interface: Data Interface
Manager Access Details: Configuration

ROk B, mil B

Disable Management

Managing this device will not be
possible if it's Management IP is
disabled. Do you want to proceed?
You can enable it later.

SETHAE B2 BHLLE B KA B ARy ANBERE Z I RERE, (HANS N By KRR BE ROy BGHTE N B4 o
PRS0 i R (C) KGR AR ML AE 1P kA g BN e (AU R EAREE LD BN

35 REEE I
Management ()
Remote Host Address: 10.89.5.29

Secondary Address:

Status: (]
Manager Access Interface: Data Interface
Manager Access Details: Configuration

PIE6 /AEETE (Management) X[ iEHEF, 7Eimi2 E#bHE (Remote Host Address) Bt Al ] 12t (1) 4 B b dik
(Secondary Address) “# Btz g A FREL IP Mk, SRS miiifRE.

A7 A YA B e B 5 U ) M B2 VA S, TR S IR C B C A B U R Btk 1, 5 28 L,

| wegE ]
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[ 36: B IP bk

Management ®

Remote Host Address: [ 10.89.5.29 ]

Secondary Address: [ 10.99.11.6|

—/

TR G R A HEEL, EILETR RS FBRE B R (D).
37: R E R

Management e |
Remote Host Address: 10.10.0.12
Secondary Address:

Status: ]

Manager Access Interface: Management Interface

B B ASEEE RO IP it

AR SO Bl KBS B RO TP M hEBRENLAG, B AE B CLI e, DAMERCE LA, BARAER
ZHAEOUT, OO A L B KR EE O TP Ml 8 LA R AT S A A R, (AR R D
—AMEDLR, AT AT 55 A RE TR A IR R R RS N E B K BE A B R0 IR 2 X NATID.
B AE AR LR, FRATT U SR B K B4 B b XP Mk sl T HLAL A B BTIR A, LASEBUARAM )
KK g

SRR P KB B L TP k.

1B

X BT A 14 7 A A e B o 12 D AT S O AR AR, G R el T B R I A EO A, I
BV IR B OB HL b 3 ) 5 i 1 DA BTG & Linux SN 52 0 4 1 B . 620 IR TACEE R,
PSRBT RIAT IR AT 1) 4 3

a) WHFEE>EE > EBEN.

B s=gE
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b) (RO, A E R 155U 1 e .
c) HHIP s, ARG A RTE.

1% Firewall Threat Defense CLI H, #F Bk BEE HE .0 bR .

show manager s

i

> show managers

Type : Manager

Host : 10.10.1.4

Display name : 10.10.1.4

Identifier : f7ffad78-bflé6-1lec-a737-baa2f76e£602
Registration : Completed

Management type : Configuration

1E Firewall Threat Defense CLI H, #i#H B KRS #E A0 1P Hilk sk 4144 .
configure manager edit ##x{%F {hostname {ip_address | hostname} | displayname display_name}

R B kIS IR0 4] DONTRESOLVE 1 NAT ID #xiR, AT LS It 2 %A 8 ek 3=
WLAA 8 IP Huhik. ANFER: IP Huhl sl EHL44 % DONTRESOLVE.

FBERRE R M, RGBT L. BT LU sftunnel-status i@ I FAERORAS .
T

> configure manager edit f7ffad78-bfl6-llec-a737-baa2f76ef602 hostname 10.10.5.1

B BE AR E TR O AN ARG AE IP Mt

1 R T E B k% B PR Py A Firewall Threat Defense 1P HubibA2 255 2%, I A] e 2 5] B 58 40X
el

SRR B .

X A FH AT BB, FEPT A R E ETIX

a) LEFEE > REEE.

b) MR TFILN iR (2).

¢) fiiii&& (Devices), JF&AHEIE (Management) [X 1.
d) AT AE A R, A TR ().

wegE ]
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3B ZERAER

Management 0@

Remote Host Address: 10.10.0.12

Secondary Address:

Status: ]
Manager Access Interface: Data Interface
Manager Access Details: Configuration

RO Bk B, il B

Disable Management

Managing this device will not be
possible if it's Management IP is
disabled. Do you want to proceed?
You can enable it later.

SR 2 K B KB A% TP I O BT 4% TP Mk
T J s 0 B i o L TP Ml
T PR BAR R, ET RA LPUT ISP,
a) AT GREE () KGnHHTIZ E AL Mt 1P MR AT s BA e RE (AR AR R O B L

£,

[ 39: 4miE B IR it
Management ()
Remote Host Address: 10.89.5.29

Secondary Address:

Status: [ ]
Manager Access Interface: Data Interface
Manager Access Details: Configuration

b) 7EETE (Management) X iGHES, 7EITFE E A H#biE (Remote Host Address) 7 BCARI AT & 48 Bl i
ik (Secondary Address) 7B & S A FREL IP Mk, AR5 SR

B s=gE
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& 40: E32 IP Hbht

Management ®
Remote Host Address: [ 10.89.5.29 ]
Secondary Address: [ 10.99.11.6| ]

WIE 3 U B R L TP ik

X T EERR IR 97 b B PR 2 VAT S SO AR ARG, R el TG A R T VA O R, W
T In) B K B B b P ) 6 3 1 DUEHTNC . Linux SM5EH IR 2% 0 . 862 5 IR TACHR R,
PABREAT R AT LI ER AT RO 3

a) LPHFEE>RE > FEEO.
b) (RO, A E R 155U ) e .
c) HHIP s, ARG A RTE.

WA HU A I RS TP Huhik,
T ] T B, R R EHUTIX SR,
a) 7F Firewall Threat Defense CLI H, £ i KEGE#H L FRIRTT.

show managers

il

> show managers

Type : Manager

Host : 10.10.1.4

Display name : 10.10.1.4

Identifier : f7ffad78-bfl6-1lec-a737-baa2f76ef602
Registration : Completed

Management type : Configuration

b) 4t B KA L0 TP Mkl R4
configure manager edit 51145 {hostname {ip_address | hostname} | displayname display_name}

WIS B kB R0 £ %) 1 DONTRESOLVE F1 NAT ID ARiH, TR BAAE R by A5 1% 1 5 04
JEHLA B IP Hidk . ASEER TP Hukl sk EHL4 0 DONTRESOLVE.

i

> configure manager edit f7ffad78-bflé6-1llec-a737-baa2f76ef602 hostname 10.10.5.1

| wegE ]
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B =2 osgms o meme e e s

$IE5

Sk
X
~

FEFE T 6 i 1) 50 5O AR U7 ) 52 1K) TP Hiuhik
T Al PR BAR A, EPTA e BT IR D IR
ISR A AR e A B

configure network ipv4

configure network ipv6

B SRAEAE ]  FAE B R 1
configure networ k management-data-inter face disable

configure networ k management-data-interface

AT SRR A T B, AL TR APIRZS (@D).
TR Al IR SRR, FE T B BT IR
N BREREE

Management e |

Remote Host Address: 10.10.0.12
Secondary Address:

Status: (]

Manager Access Interface: Management Interface

CHnSRALE Y Rt e D 3 EA T A BRI 100 ) DB BIs e B rpo b (K A 12 i
XTI IR, SR 6 B BT IR R

a) WPHRE > IREEE, NLEERAE - BEFEAES, AR,

b) EFiIRE > REFEE, AdHEOIETCR, )5 R P bk UE SR b hE DL

¢) RMEEIRSEHI) - BL B i¥H{5 2 (Manager Access- Configuration Details) #HGHE, 4R 5 s di#iA
(Acknowledge) LIRS B &k

A OR S BDERE CHD Tl oL

FER K E B L, A HOERIRE . SR IRE > IREEE, Rnmdng &Lk N EE
. Rn i BRI E - EEFMRES UG EZERS .

1F Firewall Threat Defense CLI, %A sftunnel-status-brief iy A5 & & FUERLIR S
PLUNARE W B4 e D&%, o NER “ tap_nlp” #2111,

B s=gE
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Manager access - Configuration Details ®

Manager access configuration on device is different from Manager. Review the differences and deploy the changes.

Configuration CLI Output Connection Status

sftunnel-status-brief command output from Firewall Threat Defense [ Refresh ]

> sftunnel-status-brief

PEER:16.10.0.11
SFTunnel Status:-
Channel A: Connected
Channel B: Connected
Peer channel Channel-A is valid type (CONTROL), using 'eth®', connected to '10.10.6.11"' via '10.10.8.12

Peer channel Channel-B is valid type (EVENT), using 'ethe@', connected to '16.16.0.11' via '16.10.0.12"
Registration: Completed.
IPv4 Connection to peer '10.10.6.11' Start Time: Fri Oct 11 ©6:51:20 2024 UTC

Heartbeat Send Time: Fri Oct 11 ©6:53:58 2024 UTC
Heartbeat Received Time: Fri Oct 11 ©6:54:86 2024 UTC
Last disconnect time : Fri Oct 11 ©6:22:84 2024 UTC
Last disconnect reason : Both control and event channel connections with peer went down

Close

W O Tl M By kB B ) ZE4 B B KO B e b T A R
a) SR B KA B TP Mk .
b) TEP G B EFRE B IR A
o) KBl A% BN WA
d) ZEH s EE
e) SO By KBEE EE Oy B A TP k.
) AT

B EERIEZEN
VEMFSC A, T L BB R B 2 0] 5 S8 08 ) 4 .
BEEEIEON SRR RIR

PRe] OB TR B, s B8 51 B 3 Firewall Threat Defense. W1 R AN &S S Bk
AR FEE RS TR O, IR T P BENE O RS EEO .. B S—A
W), WSS RS )3 0N\ E SO E B, 58 56 T,

JA )N BL RN 1B FR A% U7 I IE RS & S B KR F A0 #6558 B Firewall Threat Defense Y
FHRH LR . EEAERER S, e HdRE: O F g A B Ui ) o

THZ LN PR UUR 8+ 0 B SV, PR E AP A I B

| wegE ]
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B seesmozoi sy

FHia Z |l
X PR, BRARSI AT U], SIS BB ERAT A R, BRSO, %
FIBE 623 A2 3 s 2% e B A AR A5 R

e T .
a) fEWABEEH U, R)E RN RE>IREEE . KB (O)RE ’E, RREEENXE

R R FMC 7 Il $  FR B
EIBERIAE)4EN (Manager Access Interface) T4 Won MuTE FIEE O . A i B, & &
BIREMRIE Ny R kR 0280 BiEEO.

[ 43 1R EEN

Manager Access Interface ®@

@ Thisis an advanced setting and need to be configured only if needed.
See the online help for detailed steps.

Manage device by

[ Data Interface v ]

Switching the manager access interface from Management to Data interface
causes the deployment to be blocked. To unblock the deploy, pick a data interface
and enable it for manager access. See the online help for detailed steps.

>

b) miii ME . K5t KF (Close).

B s=gE
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Manager Access
Interface

Manager access interface is changed.
Ensure to deploy the changes to the
device so the Manager access can
happen through this interface.

TEIAE 058 IR P i LR PR, A RefEBdin e 1 ) HAE BEAR U i) . B 38 (M anagement)
XIRIAE S BN EIBeETE)dED: #IEIED (Manager Access|nterface: Datalnterface) DL & B 38
giFiEaiEME 2. BE (Manager Access Details: Configuration).

4 EEIF )

Management ¢ @O

Remote Host Address: 10.10.0.12

Secondary Address:

Status: &
Manager Access Interface: Data Interface
Manager Access Details: Configuration

R B E (Configuration), #F1 &R0 - BEL B i1¥415 2 (Manager Access- Configuration

Details) X ififl. E=IBEiFE1HRR, (Manager AccessMode) ¥ ik “Z45552% 7 (Deploy pending)

$B2  EHGEED LG AE RSN SED (Interfaces), Al NN4REE (2), RnAEIEE A
(Manager Access.

% /2 A& TR 8] (Enablemanagement access), ARG MTHHIE. BRIAMGEUL N, REARVFHTH ML,
BT AAE ARV B O S b Mtk PR 5 000 RS U 1)

| wegE ]
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B seesvazoiersschsuR

Edit Physical Interface ®

General IPv4 IPv6 Path Monitoring Hardware Configuration Manager Access Advanced

44 Enable management access

Available Networks - Allowed Management Networks
[ Q. Search ] any

any-ipv4

gateway

IPv4-Benchmark-Tests

IPv4-Link-Local

IPv4-Multicast

Cancel m
W B U ) D RS TP bk, RSB HECE M.

Please Confirm
The Firewall Management Center access interface is Static IP type,
ensure there is a default or specific route created to allow the

connectivity to Firewall Management Center through this interface

Do you want to continue ?

fE3% O (Interfaces) WU _E Rl difRTF. A7 K L BCENTEANE S, WS P ECE R maE . BnTE
AN DL R A T R B B R A RS UG ) o A ORI e VA R A4 PRI TP kAT T
FBCE, JFHERM.

I RAE PR B D SEIC AR, WS BRC ECARE P UG il Bl B2 1, 55 28 DDA T Al AR R (G
.

CAr) WXt O HDHCP, 154 & & W& % 2 DHCPDDNS T L5 F Web 257 DDNS 7
e IHE &E > IRFEE, 5010 DHCP LK T ) DDNS .

W2 RN E )7 DNS. WA FTD 1 1P #4284k, DDNS nJfifif 7 K B £ vt i 58 4 e
Ik 4 (FQDN) W i Firewall Threat Defense.
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fifif& Firewall Threat Defense nJ AIE i £ 422 112 i 1) By KB Brbolys WRTFREL, 78 % (Devices)
W& B (Device Management)# 1 (Routing)ifft 2 % H1 (Routing) FIRN NS H . SHi2 1”& > ]
FEIE, K5 mdi “BEHB” (Routing) ET+ T B275E8H (Static Route) .

SR ISR .

(i) FEPE W ERIEPECE DNS: EF & > FRIRE, A5 DNS. Kt ieng A 2 0k
e

W2 HDNS. WA DDNS, 7% DNS. #m] LUK DNS T %2 42 50 i) FQDN.

(Af3E) e &3 E S g o B O S ) SSH,  JFilidi8 & > 8 &S il H NV H T I 4 .
MM dmiE (), RJ5 s SSH el (SSH Access).

WHZSSH VI ). BRIATEUL T, B0 BRI SSH, Hit, &5 %4§i ] SSH 4% P Firewall Threat
Defense, 7 ZIHH R VFE

TEECE T TS R L E T

R BB URETZR, BRI SO A 0 T B U R . 1 h 2B EEE (Ignorewar nings)
iR RV GHIE

I~

A D Ignore warnings

Advanced Deploy

I Validation Warnings

Validation messages on device 1010-2

This is the first deployment after you changed
Firewall Management Center access from the
Management interface to a data interface. There
might be a connectivity interruption after you deploy.
If the Firewall Management Center cannot reach the
device, see the troubleshooting guide for steps.

@ Advanced Deploy Close

77 it 7 B s RO R R A I B S . R R, AR DT I, (SR
Jshe e B AL TG B IR A o

{E Firewall Threat Defense CLI CEIf WI=HI G 1), K& B QW S N E I ERA 1P bk, JH% M
RUBCE A B IL L. XTI, TEAEM & e AT IR
configure network {ipv4 | ipv6} manual ip_address netmask data-interfaces

* ip_addressnetmask - AR AT LA P B 1, (HLO ML B A TP L, Bl 4n& i sk, DAfE
B E N 8iBED GESH T ANIEAS) o SLIEMH DHCP, ABRIANEH (%20
JE BURIEDD TRES U DHCP R4S 23 31 % th 78 7% .

- data-interfaces - W B HGAE IR FRE R BTG E, DRI AT % b 8 2 8 B 28 U el Bl s 1

SR EL B A 0 VTR SSHUEHE TR0 106 SR 3% 112 BB, 6500 SSH VM
i
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g&gE |
B seesvozoasrTEy g

$IE9 U, 1% Firewall Threat Defense, {8 GE08 2iA¥dm 8210 R B ARG HPL . KT
r Al T, ETEM S I BT AR

LI 7E PR RO, SRR AR, AR HEX T 18 & R BB IR WA T BT Firewall Threat
Defense [FiTFE AL HBAILIP Huhb Riv ik 4E Bt lE, ARG TN A &R, B8& > REEE

Z3[5) BT BT KB FE P i LA B TP Hdik , 5 44 T, U SRAE¥ Firewall Threat Defense 73 N
?l B <k B% A A0y B3 T Firewall Threat Defense =ML BUNAT T NAT ID, WA T 286 #5ri%
fH; (HA, BT L T A H & e A G T A ik .

FBN S RO BT,
& > G FEB N, MLEEESFAEIEMES: BE (Manager Access Details: Configuration)
SR 5 ST EEIRZS (Connection Status).

8%, #ATLL{E Firewall Threat Defense CLI H#EATK A #iA sftunnel-status-brief 4 LA 7 4 21
HERARES

PURRAS B B O i shiE s, BoRmNEs “ tap nlp” $:0.

45: IR

Manager access - Configuration Detdils ®

Manager access configuration on device is different from Manager. Review the differences and deploy the changes.

Configuration CLI Output Connection Status

sftunnel-status-brief command output from Firewall Threat Defense [ Refresh ]

> sftunnel-status-brief

PEER:16.16.0.11
SFTunnel Status:-
Channel A: Connected
Channel B: Connected
Peer channel Channel-A is valid type (CONTROL), using 'eth@', connected to '10.10.0.11"' via '10.10.8.12'

Peer channel Channel-B is valid type (EVENT), using 'eth®', connected to '10.10.0.11' via '16.10.6.12"
Registration: Completed.

IPv4 Connection to peer '10.10.8.11' Start Time: Fri Oct 11 €6:51:20 2024 UTC

Heartbeat Send Time: Fri Oct 11 ©6:53:58 2024 UTC

Heartbeat Received Time: Fri Oct 11 ©6:54:86 2024 UTC

Last disconnect time : Fri Oct 11 ©6:22:04 2024 UTC

Last disconnect reason : Both control and event channel connections with peer went down

Close

R EH R T R 10 PR CA L, W NHERRE R . T S B HE R S L B R
, 564 L,

BERRAREONBIREEL HERE

f/J\T PAME T T HE A0, 5l s A 45 21 Firewall Threat Defense. 1SR ZEALES N1 £ 3] Bk kb
B FEREES I WED, HFRBU T PBEMAEEE DT REEEO. BEE
M), 1525 bR PSS U i) 22 O N B O BlE 2R ST T,

B s=gE
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Ja S NEE 2 R PR AU ) IR 4 S b5 KRS B A0 AE 38 2 Firewall Threat Defense i Y
FHFHLE o f20E B e 11 A8 A B8 U R AU A BE I 3 B e

THZ LU P BRI Sl 0 B AR U ), R E A D G I B

FHia Z |l

T PR, BRARSI A U], IS BB BT A R — BRSO, A
P 2 [0 3 T BE 26 1A G B AN AR S A5 S

S Yk OITR
a) {E WA R, RGAHRAENIRE > REEE . B (0)SEH 8%, RGAEEEXIE
Hh s T FMC 5 1) 22 R4

E1EEE7 a3 O (Manager Access Interface) & Bt o i B8 1V Bon B . s ik gemd
& BIBG&KIE Fhy R ks r 28, EEEO.
[ 46: E12 8 imiEiENQ

Manager Access Interface ®
@ Thisis an advanced setting and need to be configured only if needed.

See the online help for detailed steps.

Manage device by

Management Interface v ]

b) rdiRTF.
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Manager Access
Interface

Manager access interface is changed.
Ensure to deploy the changes to the
device so the Manager access can
happen through this interface.

MR » RJa Rk H] (Close).

TS IUAE D558 SRR P I LD 3R, A REAE A Bz 01 b3 A BEAR U ) . &3 (M anagement)
XIRPLIE S BoREIBE i adE0: BIEEN (Manager Access|nterface: Management I nterface).

47: EEIF i)

Management ¢ @D
Remote Host Address: 10.10.0.12
Secondary Address:

Status: ]

Manager Access Interface: Management Interface

SR 2 R PARFAS AU ) . A 32O (Interfaces), AT NI 4R (&), R s &
IH 224778] (M anager Access.

B s=gE
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Edit Physical Interface ®

General IPv4 IPv6 Path Monitoring Hardware Configuration Manager Access Advanced

D Enable management access

Available Networks Allowed Management Networks

Q

i B A& 12177 18] (Enable management access) , 4R miiifiZE. fE3#0 (Interfaces) Ui L o5
HHARTE. WL BRI B ¥ 22 O BEL E

WV ARPAT IR, 57 “PERE” EM T b EdR O RCE DNS Wi, R & PFaikcE
DNS N H R k4. B& > BEBEE AL RSN Wi (©) . 25 il DNS.

T ZUDNS. R O EAR R BEAS U 1) 1K) B KBS B rpD 0B IHBR AT (T A Hb DNS & .
H1% DNS JIx 45 %5 F TAEAT 22 A 550, 5 1y il KU oh () FQDN, - o 2604 F 7 ke e B v 508
J% H] DNS At &

HCENE B TEHS I B E B .

K B7 KBS B Oy A I 2 AR B L I B

WAy LB, 1E HHTIE L Firewall Threat Defense, DA e n] DL BRAEE 11 L1 B KB # L. X
T, EEN G B BT IOD IR

£ Firewall Threat Defense CLI H1, fiff H##2S 1P Huhl 5k DHCP Fe &8 #4511 1P Hhhb R oG, X T
ATHPE, EEN G RE EPATIVP IR,

MR AN E T EAS U W) A B O R, BB SR E N data-interfaces, ‘I T MU &R B
Vite, DA AT DL A A R S . EIIAE R T W 2% R G TP Mk,

B475 | P it

configure network {ipv4 |ipv6} manual ip_address netmask gateway _ip
DHCP:

configure network {ipv4 | ipv6} dhcp
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LT 16 B KB B RO, AT EERE, 7E 18 %% (Devices) i &% &2 (DeviceM anagement) 1% % (Device)

& H (Management) 743 5 B Firewall Threat Defense 3242 E#11t3E (Remote Host Address)IP i
I (IP address) Flr] 4@ Bl (Secondary Address), #R)5 F o iE R, && > REEE

Z [ SE TS KR B O A G BN B TP bk, 5 44 T Wi SRAEN Firewall Threat Defense ¥3Ji
élJ [ <k R 0y IH{# A T Firewall Threat Defense ML BUAXAT T NAT ID,  WANTS 225 3%
i HJE, BHEEZEMIFESHEEZ A =R 3hiER.

TR BLE R DR,

7E By ki s o, KA %% (Devices) & % & 12 (Device Management) 1% (Device) & £
(Management)IRZ (Status) 7B b BUEBARSEA R 1”& > WEEIE P riisn. B kEEEsH
JD\

1F Firewall Threat Defense CLI, %A sftunnd-status-brief x4 L& H & FHEPLIRS .

UEREDFT N OERTT 210 20BP Db, NN HERRIE B . TE 2 B HE R B 1 1L R B R
, 2564 L.

EENREOEENEERFEIFEMRER

A i B L AT B kB B b B AS R AT L S B N, A0 A B K B
O TR SRR R TR 28 508, DL P Wi 4 . S8 o] DAFE e EACHE B 58 4 i, Xk
BESRAE B KSR P L TP A I T . &% (Devices) > % & & (Device Management) >
1% % (Device) > i & &2 (Management) > B I2 25370 + BEL Ei¥ 4015 2 (Manager Access- Configuration
Details) X iEHE R 5 B 8 figt vk 57 Kk 855 B A0y F1 Firewall Threat Defense ASHb g & 2 7] (RATAr] 25 5% .

iWH, 7E¥% Firewall Threat Defense 7 I3 B kB & H A0y 207, 80 LLVE N ¥I46 Firewall Threat
Defense % B 11— 7> AL BB FEAR U7 M A0 2 11 . 180K Firewall Threat Defense 3 2 [ K 454 5
HEHUOT, B KRR B SRR AL, R R B AARRR 1P Mk, W OCHER
A, DNS Jleg5+5 41 DDNS fiR95 4% X T DNS g5 s, WERAETMHYIR AL 7e, WIAEA 4
PECE, AASKILZS IR P7 K o B i 5 s S .

¥4 Firewall Threat Defense %% I 2] Bj K3 #0 J5, 40 48 H configure network
management-data-inter face iy 4 7 Firewall Threat Defense | A 11 8 S8 2 1 ¥, ) Bl Kk 15 7 B
R R0 BB T 2, IFBH 1858 3 Firewall Threat Defense. [§7 K 355 B0y 2348 I LA R k2
— RS I P

* {15 2| Firewall Threat Defense. 7EE B K BErbO 20T, WA IC B 2 S IR 45 13038
« EIRERIAIE) - BLEIEM{S 2 (Manager Access- Configuration Details) Xf i HE_L (K RI#R (Refresh)
Ergail

BRI BB AL, A0 ISR RS - BREIF{5 2 (Manager Access - Configuration Details) X1
HE, #RJ5 Ahifmil (Acknowledge). FIRFEE S, B KB4 B0 it 0K 78 75 Firewall Threat Defense
AR RIS BRCE . AR ERIE AT, A ST BB B L h R R .

THZ B AERE A LT T

B s=gE
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&
BF 5k HEE # ALy FI1 Firewall Threat Defense | B8 B 2% 07 ] B 422 1 BONC B X EE .

PL R 7= f] 8.7~ T 7E Firewall Threat Defense 41 A configure networ k management-data-inter face iy 4
)7 ¥ 1] Firewall Threat Defense FLE EAN{E B o LAY LI (A5 H WoR I N A WoR T 0 RIS A 22 (1
ANVLEE B K B% B B A S E, W) Firewall Threat Defense Bo B MR . LA S BN
2% 587 T ¥4 1{E Firewall Threat Defense AL E . PASEEASEH BRI 28 5~ T 475 I 2] Firewall
Threat Defense [ & o

LA 7 B S A Bl K B P G BB S e 0 B P BREE VL, JF HEMERR LR B
Zi
CLI 4yt

B AR T R B O B CLI RCE, WERERAERE CLL XK ARF A .
[ 48: CLIi

Manager access - Configuration Details ®

Manager access configuration on device is different from Manager. Review the differences and deploy the changes.
Configuration CLI Output Connection Status
Show command output of Manager Access associated configuration from Firewall Threat Defense

> show running-config dns
DNS server-group DefaultDNS

> show sftunnel interfaces
Physical Interface Name of the Interface

> show running-config interface

> show version

[ firepower ]
: Cisco Secure Firewall Threat Defense for VMware (75) Version 7.7.© (Build 1424)
: offeb830-740d-11ef-808f2-ac290612121
LSP version : lsp-rel-20240903-1724
VDB version 4

Close

EEEHERIRS . DU RBER T8 BERZEA A “management0” #11.
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[ 49: RS

Manager access - Configuration Details

Manager access configuration on device is different from Manager. Review the differences and deploy the changes.

Configuration CLI OQutput Connection Status

sftunnel-status-brief command output from Firewall Threat Defense

> sftunnel-status-brief

PEER:10.10.0.11
SFTunnel Status:-
Channel A: Connected
Channel B: Connected

Peer channel Channel-A is valid type (CONTROL), using 'eth®', connected to '10.10.0.11' via '10.10.8
Peer channel Channel-B is valid type (EVENT), using 'eth@', connected to '10.10.8.11' via '10.10.8.12
Registration: Completed.

IPv4 Connection to peer '10.10.8.11"' Start Time: Fri Oct 11 ©6:51:28 2024 UTC

Heartbeat Send Time: Fri Oct 11 @ 46 2024 UTC

Heartbeat Received Time: Fri Oct 11 ©9:21:58 2024 UTC

PR s e 42 s i 4%, WoR ik “ tap_nlp” %M.
50: EEFEIRZS

Manager access - Configuration Details

Manager access configuration on device Is different from Manager. Review the differences and deploy the changes.

Configuration CLI Output Connection Status

sftunnel-status-brief command output from Firewall Threat Defense

> sftunnel-status-brief

PEER:16.10.0.11
SFTunnel Status:-
Channel A: Connected
Channel B: Connected
Peer channel Channel-A is valid +type (CONTROL), using 'ethe@', connected to '10.10.0.11' via '10.10.0.12"

Peer channel Channel-B is valid type (EVENT), using 'eth@', connected to '10.10.0.11' via '10.10.8.12"
Registration: Completed.

IPv4 Connection to peer '10.10.0.11' Start Time: Fri Oct 11 ©6:51:20 2024 UTC

Heartbeat Send Time: Fri Oct 11 @9:21:46 2024 UTC

Heartbeat Received Time: Fri Oct 11 @9:21:58 2024 UTC

Last disconnect time : Fri Oct 11 @6:22:04 2024 UTC

Last disconnect reason : Both control and event channel connections with peer went down

HZ B LN A R R L M o] e s “HEE R “ER, B BonOBkiE B

> sftunnel-status-brief

PEER:10.10.17.202

Registration: Completed.

Connection to peer '10.10.17.202' Attempted at Mon Jun 15 09:21:57 2020 UTC
Last disconnect time : Mon Jun 15 09:19:09 2020 UTC

[ Refresh ]

[ Refresh ]

Close

Last disconnect reason : Both control and event channel connections with peer went down

HZ B VAN R T CRLERR A s i), b o 1R Al S AL O B S

> sftunnel-status-brief
PEER:10.10.17.202

Peer channel Channel-A is valid type (CONTROL), using 'ethO', connected to '10.10.17.202"'

BEKE
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wmepgann i

via '10.10.17.222"

Peer channel Channel-B is valid type (EVENT), using 'ethO', connected to '10.10.17.202"' via
'10.10.17.222"

Registration: Completed.

IPv4 Connection to peer '10.10.17.202' Start Time: Wed Jun 10 14:27:12 2020 UTC

Heartbeat Send Time: Mon Jun 15 09:02:08 2020 UTC

Heartbeat Received Time: Mon Jun 15 09:02:16 2020 UTC

BIREEM S HERR

MR ASEERFOMTFEE, WFHEIREE

iz

E

¥ Firewall Threat Defense b (5842 0 H T8 BEZR VT In),  FF MBI K 7 2 rb 0050 38 52 1) 1Y) 264 3
IR E T, ) al LA Firewall Threat Defense b FRC & [MIVR B LG S IACE , DMEWRE & BLIE
Beo BRI, VT LUEE B KR B TP RO E RO, DUEORRE M S BT B . R £
PIEY:, WrT LM RRDhRE: AR T s HE R 1 O

B, WERAERR B R R R, BTLUA FECE N B3R S0 gadid a5 75 Il
THZ I LL T E .
 HUAG LA (¥ % v] LAZE Firewall Threat Defense FACHBHAE; 48 T07: MR BT 45 K308
o SCRFPIR DLSEEL R T I, (HANSCRP AR A 5

o [P RS ma R n] LLAE B KBS B R B S . B, [RVRR S s S F A R DA
FH T ARECE, & HEE4E Firewall Threat Defense CLI i TECE . IS, WHEELE IR
7 K ik 42 3 o0 #5285 48 configur enetwor k management-data-inter face iy 4 58 2 T ¥ 43 0
WE, RIGMH TR A, WXLew BB AR EN P RER R G E 1) B ks #
Ly BEHE .

* UCAPL/CC #ixU Gk IHIE .

o TCVEIRIR b — G 30 R) 5B 1 45 4 SCEP iF 5 55 ds .

 FEIIRIYIE], ERCRE R TE, DN S R B

#$1#1 7F Firewall Threat Defense CLI 7, [0[J& 3|2 AifAIlcE .

configure policy rollback

M )5, Firewall Threat Defense 240 b7 K55 O DRSS MR . 7E Bl KBRS BE AL
TR E B ks o — Ao RE, BEIIBCE CRlR

pE

wegE ]
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Nil

B

WIR AR W H. B ki B RO L O, 12 [ https://www.cisco.com/c/en/us/support/docs/security/
firepower-ngfw-virtual/215258-troubleshooting-firepower-threat-defense.html A T fi# & LA 305 0] @, 7E
FEECIELLUT, WK B KRR B L B RS AR S R AT Be s KRG EXFMEOL T, & EfUﬁ@@%
By K B B TCE R, JEN B KRR D B

w15
Kb T4 P B B2 O AT B 8815 0] 7] Firewall Threat Defense :

> configure policy rollback

The last deployment to this FTD was on June 1, 2020 and its status was Successful.
Do you want to continue [Y/N]?

Y

Rolling back complete configuration on the FTD. This will take time.

Policy rollback was successful on the FTD.
Configuration has been reverted back to transaction id:
Following is the rollback summary:

R BOERGE & QBT 7.

78 B KBS L, ZEIEBSIRA (Connection Status) T Ifi A 254 A BEIR A . SHT) 8% > 8
FEWE, RGP EE ETTF T BIE (Management) X35, 7E &% (Device) X, MAidi%
PRAS VT M VEZM5 B B (Manager Access Details: Configuration)FMC Vi i) : P E (FMC Access:
Configuration), #RJ5 miiliiEH2RA (Connection Status).

1% Firewall Threat Defense CLI, %A sftunnd-status-brief fy4 UL & & & FLEPLINS .

WIS AT T 10 LA b, N HEBRIE R . TS Y HE R B B 1 b B
, 64 T

HERREIEIZE O L E I FE M E

M BB O AT A BRER UG ) A A8 L A BB U, M2 S AE B KA b0y T
Firewall Threat Defense (142 ORI 51 E, Ll Widsk. WSS Firewall Threat Defense 78 il 2
By KBS i B O B IR ONE 20 B, BN EERIE) , W ORI 4 v R
IEWRACE, WInRess LR HIER:.

AR R I S T K D
EEEEEERS
Yéﬁﬁj(jtk*ﬂﬂquljtp %Eﬁ%ﬁ%>>ﬁiﬁ%~zﬂﬂj\ﬁﬂji*k 1§{§*k3§0
A

1F Firewall Threat Defense CLI, %\ sftunnel-status-brief iy 2 UL & F B HERINES . EilEn] L
i /il sftunnel-status 2 & 58 58 5115
WS LN OO HER R s, BAEn “EESR HE, A Ba0skE B

B s=gE
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> sftunnel-status-brief

PEER:10.10.17.202

Registration: Completed.

Connection to peer '10.10.17.202' Attempted at Mon Jun 15 09:21:57 2020 UTC

Last disconnect time : Mon Jun 15 09:19:09 2020 UTC

Last disconnect reason : Both control and event channel connections with peer went down

WS LR T IR R s ], L R 7O SR TE A B B

> sftunnel-status-brief

PEER:10.10.17.202

Peer channel Channel-A is valid type (CONTROL), using 'ethO', connected to '10.10.17.202"'
via '10.10.17.222"

Peer channel Channel-B is valid type (EVENT), using 'ethO', connected to '10.10.17.202"'
via '10.10.17.222"

Registration: Completed.

IPv4 Connection to peer '10.10.17.202' Start Time: Wed Jun 10 14:27:12 2020 UTC
Heartbeat Send Time: Mon Jun 15 09:02:08 2020 UTC

Heartbeat Received Time: Mon Jun 15 09:02:16 2020 UTC

& E Firewall Threat Defense M52

1E Firewall Threat Defense CLI I, &F & AN T2 U7 in) B0 0 M4 e i

show networ k

> show network
=============== System Information ]===============

Hostname : FTD-4
Domains : cisco.com
DNS Servers : 72.163.47.11
DNS from router : enabled
Management port : 8305
IPv4 Default route
Gateway : data-interfaces
[ managementO ]
Admin State : enabled
Admin Speed : lgbps
Operation Speed : lgbps
Link :oup
Channels : Management & Events
Mode : Non-Autonegotiation
MDI/MDIX : Auto/MDIX
MTU : 1500
MAC Address : 68:87:C6:A6:54:80
—————————————————————— [ IPv4 J-—————————— - —————
Configuration : Manual
Address : 10.89.5.4
Netmask : 255.255.255.192
Gateway : 169.254.1.1
—————————————————————— [ IPV6 J-—————————————————————
Configuration : Disabled

===============[ Proxy Information ]

State : Disabled
Authentication : Disabled
======[ System Information - Data Interfaces ]======

wegE ]
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DNS Servers : 72.163.47.11
Interfaces : Ethernetl/1
[ Ethernetl/1 ]
State : Enabled
Link : Up
Name : outside
MTU : 1500
MAC Address : 68:87:C6:A6:54:A4
—————————————————————— [ IPV4 J-———m—mmm e
Configuration : Manual
Address : 10.89.5.6
Netmask : 255.255.255.192
Gateway : 10.89.5.1
—————————————————————— [ IPV6G J-—————————————————————
Configuration : Disabled

WERE B AEETE GO Firewall Threat Defense

{f Firewall Threat Defense CLI F, ¥ #% By kK REEHI PO MR T k. HEE, mdbihs
Jkiiggigﬁf%gEm éﬂﬁu{knjo

show managers

> show managers

Type : Manager

Host : 16a3893c-caa77-11ee-8436-0925c06e7608DONTRESOLVE
Display name : manager-1707852946.80444

Version : 7.6.0 (Build 1385)

Identifier : a%904b8b2-ca%a-1lee-ab583-5e804cl6b2fd
Registration : Completed

Management type : Configuration and analytics

Ping the B5 K IHE TR
17E Firewall Threat Defense CLI I, i FH DU iy & MW B 422 1 6F 5 K B35 5 BE A0 AT ping $4F -
ping fmc_ip

7E Firewall Threat Defense CLI I, i FH DU iy & W 2452 L 6F 7 K B35 BE A0 UAT ping $4F,
T2 1N 30 3L T A 2 s R 1

ping system fmc_ip
3% Firewall Threat Defense W&BIEO _ERYEIEE

(j: Flrewall Threat Defense CLI I+, ##3RAN I AREZ T (nlp_int_tap) b AIEHE
gl e R

capture % #x interface nlp_int_tap trace detail match ip any any

Dﬂ%

5

R
iy |
RE

show capturename tr ace detail
MERIBEORS, RiIHERMEEEITE
1E Firewall Threat Defense CLI |-, &FA RN HEEREZ D nlp_int_tap 115 B

show interface detail

> show interface detail

[...]

B s=gE
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Interface Internal-Data0l/1 "nlp int tap", is up, line protocol is up
Hardware is en_vtun rev00, BW Unknown Speed-Capability, DLY 1000 usec

(Full-duplex), (1000 Mbps)

Input flow control is unsupported,
MAC address 0000.0100.0001,
IP address 169.254.1.1,
37 packets input, 2822 bytes,
Received 0 broadcasts, 0 runts,
input errors, 0 CRC, 0 frame,
pause input, 0 resume input
L2 decode drops

packets output, 370 bytes,
pause output, 0 resume output
output errors, 0 collisions,
late collisions, 0 deferred
input reset drops,
input queue
output queue

MTU 1500

O O O O Ul o o o

(blocks free curr/low) :
(blocks free curr/low) :

Traffic Statistics for "nlp int tap":

37 packets input,
5 packets output,
37 packets dropped
1 minute input rate 0 pkts/sec,
minute output rate 0 pkts/sec,
minute drop rate, 0 pkts/sec
minute input rate 0 pkts/sec,
minute output rate 0 pkts/sec,
5 minute drop rate, 0 pkts/sec
Control Point Interface States:
Interface number is 14
Interface config status is active
Interface state is active

2304 bytes
300 bytes

(G2 O I e

TR B NAT

output flow control is unsupported

subnet mask 255.255.255.248
0 no buffer
0 giants

0 overrun,

0 ignored, 0 abort

0 underruns
0 interface resets

0 output reset drops
hardware

(0/0)
hardware (0/0)

0 bytes/sec
0 bytes/sec

0 bytes/sec
0 bytes/sec

1. Firewall Threat Defense CLI 1, A3 #5275 LS IIBRINEE (S *), LAACE BREE D (nlp_int_tap)

SEATAE N B NAT KL

show route

> show route
Codes: L - local, C - connected, S -
D - EIGRP, EX - EIGRP external,
N1 - OSPF NSSA external type 1,
E1 - OSPF external type 1,
Is-1s, IS-IS summary,
IS-IS inter area, *

i - su -
ia -

SI - Static InterVRF

static,

E2 - OSPF external type 2,

- candidate default,
o - ODR, P - periodic downloaded static route,

R - RIP, M - mobile, B - BGP

O - OSPF, IA - OSPF inter area

N2 - OSPF NSSA external type 2

vV - VPN

IS-IS level-1, L2 IS-IS level-2

U - per-user static route
+ - replicated route

Ll

Gateway of last resort is 10.89.5.1 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 10.89.5.1, outside

C 10.89.5.0 255.255.255.192 is directly connected, outside
L 10.89.5.29 255.255.255.255 is directly connected, outside
>

show nat

wegE ]
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B isseroroemsEms

ha

> show nat

Auto NAT Policies (Section 2)

1 (nlp int tap) to (outside) source static nlp server 0 sftunnel intf3 interface service
tcp 8305 8305
translate hits = 0, untranslate hits = 6
2 (nlp_int tap) to (outside) source static nlp server 0 ssh intf3 interface service

tcp ssh ssh
translate hits

73

0, untranslate hits

3 (nlp_int tap) to (outside) source static nlp server 0 sftunnel ipvé6 _intf3 interface
ipv6 service tcp 8305 8305
translate hits = 0, untranslate hits = 0
4 (nlp_int tap) to (outside) source dynamic nlp client 0 intf3 interface
translate hits = 174, untranslate hits = 0
5 (nlp_int tap) to (outside) source dynamic nlp client O ipvé intf3 interface ipvé
translate hits = 0, untranslate hits = 0
>
HitigE

WS L, P4 LU A R AT A B8 . O T LAERT KB F PO Mg & > IR B
U ARV 2 XA 4.

show running-config sftunnel

> show running-config sftunnel
sftunnel interface outside
sftunnel port 8305

show running-config ip-client

> show running-config ip-client
ip-client outside

show conn address fmc_ip

> show conn address 10.89.5.35
5 in use, 16 most used
Inspect Snort:
preserve-connection: 0 enabled, 0 in effect, 0 most enabled, 0 most in effect
TCP nlp int tap 10.89.5.29(169.254.1.2):51231 outside
bytes 86684, flags UxIO
TCP nlp int tap 10.89.5.29(169.254.1.2):8305 outside
bytes 1630834, flags UIO

>

10.89.5.35:8305, idle 0:00:04,

10.89.5.35:52019, idle 0:00:02,

&% DDNS EF 2 E I

B s=gE

{f Firewall Threat Defense CLI #, i DDNS ¥ Hi &5 5.
debug ddns

> debug ddns

DDNS update request /v3/update?hostname=domain.example.org&myip=209.165.200.225
Successfully updated the DDNS sever with current IP addresses

DDNS: Another update completed, outstanding 0

DDNS: IDB SB total 0



| &&igsE

WIS, 1548 1 debug http #1 debug ssl 4. % T-UEFBRIE 204,

g EARUE
show crypto ca certificates trustpoint_name
LR A DDNS #:4E, 1T LU N ERAE:

show ddns update interface fmc_1jjiu)_ifc_name

> show ddns update interface outside

Dynamic DNS Update on outside:
Update Method Name Update Destination
RBD_DDNS not available

Last Update attempted on 04:11:58.083 UTC Thu Jun 11 2020

Status : Success
FODN : domain.example.org
IP addresses : 209.165.200.225

WE BAEEESL BEXH

15215 https://cisco.com/go/fmc-reg-error.

EEFFRIFARER

% (Device) i L1iERIFMES (Inventory Details) 67
17

51 & B BIFAIER

Inventory Details

CPU Type: CPU Ryzen Zen 2 2900 MHz
CPU Cores: 1 CPU (24 cores)
Memory: 16222 MB RAM
Storage:

Chassis URL:

Chassis Serial Number: FJC273921SC

Chassis Module Number:

Chassis Module Serial Number:

sarszizacs ]

A B R

2 BoRPUETEANE S, Bl CPU A1

SEHRS s BRSBTS A0S HURPSS5 A PCB (B J¥°%1'5 . PCB 75

S BIRIERG AT . Firewall Threat Defense Virtual %A WG 7415 .

FHHE R, i BIE (O

wegE ]
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B seumwzs

mEE N FH Y SRR

&% (Device) T ) Rz F B SR B (Applied Policies) #543 ~ T N F-Bl7 KBS BA R S«

& 52: 7 P B Sk B

Applied Policies &

Access Control Policy: Initial AC Policy @

Prefilter Policy: Default Prefilter
Paolicy

SSL Policy:

DNS Policy: Default DNS Paolicy

Identity Policy:

NAT Policy: NA

Platform Settings Policy:
QoS Policy:
Zero Trust Application Policy:

FlexConfig Policy:

XA BRI S, RRT LR R DL A S

XU P SR, i Ay BS (@) Bbr IS A BT8R HERR 8917 8] SRR 1S 2 (Access Policy
I nfor mation for Troubleshootmg) XPUEHE o 12N TEAE 27 T el 7 [l B i A v 1) 45 31 4% H
(ACE).

[ 53: F3 T HBE HEBR B0 17 121 SRR R 2

Access Policy Information for Troubleshooting ? X

Cisco Secure Firewall Management Center for VMware - v7.7.0 - (build 1506)
Access Control Rule Expansion Computer

Device:

24266¢-94F6-11ef -a2d9-d9735bc65ded

Access Control Policy:

UUID: ©0505689-4499-0ed3-0000-004294970427
Name: Intial AC Policy
Description:

Intrusion Policies:

Date: 2024-Oct-28 at 13:13:22 UTC

NOTE: Computation is done on per rule basis. Count from shadow rules will not be applicable on device.
Run "Rule Conflict Detection” tool on AC Policy for specified device to detect and optimise such rules.

Close

B s=gE
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Bl LA & IR (Device Management) U K5 S 20 B 45 PR 4% o
iT#2

TR EHRE > REEE.

W2 EEON BRI 551, il R (2).
I3 il #& (Device).

IR 4 1F N ARIEKEE Horh, Sl iR (©).

54: KRR YL

Policy Assignments ®
Access Control Policy: [ Intial AC Policy v l
NAT Policy: [ — » ]
Platform Settings Policy: [ None v ]
QoS Policy: [ None . ]
Zero Trust Application Policy: [ None v ]
FlexConfig Policy: [ None v ]

SRS X FRERSRIE SR, TN TR SRR sk . AT AT (KSR 2 g
FEE nlHRTF

T—%#ita
© BREMCE NG IESI AR

WESNLE

W& (Device) WIS 4% E (Advanced Settings) #7323 s 0 E BCE R, W BTk, fEnT Ll
G AEATIX R

F5: “HR” (Advanced) ER 5 FTFEL

FE 15t AR
N HIZeAT Bk B CHZINHIZ T R
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FH 15t AR
55 1% 1 “HZINHIZT” BIME (RAgfbh fhn) o
A% B PG RIPRE . 1817, FTD B2 U fn) H 00 rh A

FHFATART /9 286 5 X RPN AT, K07 Tl P2 RIR U™ e ok 2 AN il 42
TFNRSH o BnT LI 5 % G 20 48 2 Ayl D458 22 iy 1] JE U i 5 114
WAL AN GAMRG, RESSY MBS, M2
XL 5 SCAEVT AU PR R VT HL I X G 2R AN 2 5Ema i 1) KU
K58 U7 ek e ATT4E Firepower B E AP B 20, 1 R 4580
42 55 U )47 T 00 DG P N 8 2% G mr o SLEA T R RN AL 3

B

BOEOLT, A58 O B OO I s i B AT, kg e 38R 4R
## % (Object Group Search).

Bz WA ERHE O SRR ZS . 08 BATR], U7 i) 425 1 SRmE AN T 8 s 5
W A PR 1 2 R 2 A4 DXl A i FH 1 AN IR 0T g S ot
Mo WA R O L, R Gk e S B U 1Rl )/ 7t 9
AR 2 — AR, 3] TR A I BT R e R . W IR
PR, A T ik Pt 4R 38 2 (Object Group Search) 217 DL P&
W B AEAEH

DU 32 804 48 ] g e i R £ W R o
A\

AR O “UREIEHEAL” (Transfer Packets) & M5 KL, 1E S gl IS » 55 1 0L,

e & B sh vz 55 5%
H BN 41T (AAB) RFEHRE U LE Snort R BRI LEi A0, sl b+ i, w3 mab#
A, W) . AAB 253 Snort 7E MR &4 G 10438 N BB B ), FEAE AT 14387 Snort i
izt Jist DR ) 8 s R B 258

B IS AAB S HH Snort FEFE, KSR IO LA SO LRI . SR A R T R S 2
ARE— PR A HARGE, Bk TR A ER R e AORTEAE S, 1§ [ Snort B EAT

WS LT T R
Firewall Threat DefensefT/3: Wi Snort P, WIAEFE & [ THI S5 FF 820 0] )5 fil & AAB. W12 Snort
e, BN e o A PR R B I 2%, RS ik AAB.

FEIZEITH: AAB FREIE I 1 A BEECE GO SCVRRIN 18] o G 9 2% 0 K o A 38 2 PR 4
i EL KL BRI 4E
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ZYIBEIE ] TAR R s (R NI T AT .

WH, AR A IR B S A AR SR R RN R PR A AR R . A
AR B AN G P BB A i i e s

WG TR, M2 AR s A TR A

AAB ZRIAHZER]; B AAB, TR D B TR

R

TR EFRE > WEEE.

PR 2 YRS PR A W E IR & 551, Sl R (9).

HIE3 LR & (Device), KRG miiEaRIEE (Advanced Settings) #5431 4RiE (&) .
PB4 G ENNAEE.

WIS FANT 250 =] 60,000 ZF2 [AIFSE 8 BE. BRNKE R 3000 5P (ms).
FE®6 IR TE

T—F 4
© EREBCE NG WS A E I E

BN RAENER

JIBATI, Firewall Threat Defense 184 M7 [ A I A P FK) A AT 0 206 mctie O SR IR N 2, R )
PERIR G Je o 22 A U5 R AR 4 H o R80nT LU TGS S 20 1 2R A 49 2R U ) U BT s T Y
fro FHMNGAMRIG, REASY RMAESIE RS, TR X L2 2 SCAEVT i HUU 98 22T
BEIito X5 AR R AN S R U5 [ R ) s SO ABE AT B KB B P K s 5, i R
MRS I 12 5 U7 I 2 RO UG P IS 6 Qo 50 LB T AR R AR B

JA O G A 28 AT DB 35 P 208 st R R (KD Bl PR SR (R A 285Kk o R, TR 95 AT R, Xt
S ZRIE T RE S ARV B R MR, M4 CPU R . BROZAE CPU 50 55 FEAKRR & Vs )
PN K A A7 ZORZ A APl AERZELEOL T, 8 DN AR T 3w I 4 B TR R -
BRI LT 23 0 75 B KR B AL P i DS NP S 73 A B0 26 J DN AR R . 0 T TR B %
WERBEAATICE T AN S AR, WHETIRIR M. —XRARE -G LRl Bk
FeaJR a0 BT TSR A P A P 0 26 m 1 0 5 PR U7 i) L) A i 8 6 B R

\)

AR R RS R AR, RIS ECEIHRAE B BONR), TR, BRI R e R EAR
iR WOREEIN AR, BUA G 4 TR 12 e & I AT R B AT e o Ry e it 1
WAFH B BT AL, BT RE A TA —S0RE, JFHTReSmitkfe. WR B &IEATIE
H AR I SR e AN FLAE A
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FIaZ Al
o 1557 Fi—Firewall Threat Defense
o AT R R AR G B B R S48 7R & CLI Y, HiA asp rule-engine
transactional-commit access-group 4 .
o SO BB T A2 A0 BA T2 1 ACL IN T I R GE B4 o JRAT Tt U A 4 4 1 10 391 1m) S Sk i
Ho
* nf LU object-group-search threshold iy 4 5 FBIME, UAA B FBIIEMERE T R, Al R(Eis1T

I, TR, R AR 250 SR UL ECUEONT H AR TP ik . i AR kDL S 0 R Hsfe L H
PrRILUIEVCEC R S A R 10,000, W) 7344 . BOE RN AR 1kid 2 A DL HC I

RS

TR L& > REEHE.

WIF2 {EERCE M Firewall Threat Defensei® 555, il #ig (£).

P®3 Al #E (Device) kI ~, A5 RIZE (Advanced Settings) 73 1] #g (2) -

FIE 4 %35 LEIEE (Object Group Search).

LIRS LI R AL R ML GAMEIE TR %, 1EEhEOXM R (Interface Object
Optimization).
IR A FHE O R R ML (Interface Object Optimization), T Z G54y BEANE/A% L1088 S 10
W), AN 25 FH 0] A A5 FH 1 22 4 DX SR 42 TV A . IX R 2 VAN T FH 0 e 4 4 R A 2

FE6 LR TF.

BoEEONRMAL
FISESNIR], D7 ] 2 SRS AT FOTiaL i S v AP 10092 11 R R 2 4 DIl A Bl A NI H B4 8 1
BB SRR B O A, R GURE 4 1 D0 A4 U T 42 T AL 08 2 AU 38 3SR, 3K
AR B A OB R A TR W SR PRIIE I, WA PR X 4B R (Object Group Search)
IR AR B 2 I AT
BOATOL T, RS TEEAPIRE . — IR AE— G e LR eIk It/ E .

N

AR WURAS R AU, WIBLA S 47 R FEAME e 0 SR A o0 T BT i, B RE T g
CHERHRF I (] BLAh, WA TR R AR, WIS R AN TR OSSR, JF BT
FEBL 35 HISATIE B A 21U RN A g o W SRY FEPT 7 I NAF B I BE% BT T AAE, st
ARES AT A EORZS, JF HATBE I TERE -

B s=gE |



| &&igsE
wiEnEss |
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-2 37 FF—Firewall Threat Defense
pUK i

B EFEE > REEE.

IR 2 EERCE I Firewall Threat Defense B %55, fiihi 4wig (£).

FI3 il & (Device) kM, A5 miimRIRE (Advanced Settings) #1731 g () -
HI 4 P IEOXM KM (Interface Object Optimization).

FES HHRE.

mIEEEINE

%% (Device) W [f_FAEITIRR (Deployment Settings) #7) ik~ &K (E .

(AN

55: :BE R E
Deployment Settings 174
Auto Rollback Deployment if Connectivity fails Disabled
Connectivity Monitor Interval (in Minutes) @ 20 Mins.

& 6B IEE
FE it AR
T RN 1A B Rl “JAH]” (Enabled) 8¢ “%5/]” (Disabled).
ST DA O B R 0 8 T SR MO i3 L Bl e s R T R
W HE RO U I, ARG AR S T AR
R ERRE (3B SR AE IR L B2 A5 (6 A )

AT AR BB 22 (Device Management) U [l i B Bl 25 B0 . B0 B0 B EL AR /1 BIE SR IR 345 8 11 2R
WIS Jid H R 2 E SRl e i e SRR i F 1 B oy ), SRS SRR MG & T Bl 4 1
Tt T LAE ] configure policy rollback fir4 T2 [MIVRHC & Ci 2 [ U A By ey 21 eb Lo by JTI4 4%
W F-Bh RS, 5 63 B0 .

TEZ R LA HEN
A LARTHI# 8 7] LALE Firewall Threat Defense FASHuER AL,  #8T0 11V BIATAT 48 B34 8
o CHRFRR DASEEL T A, AEAN SRR
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o (AR S M T DUAE B KBS B A0 R B E . B, [PRA S e A B 1A

KA A S, % H fELE Firewall Threat Defense CLI " #F TR S . TEER, W REAE LK
7 K 435 7 B A0y 3525 )5 i configurenetwor k management-data-inter face iy 4 5 50 T £ s #2111
WE, REMH T RS, WX BB AR AT RNR 2 L HE 1 B K8 2

Ly W

* UCAPL/CC #z0 LRI
o JCVRIRIR b G B A T AT A SCEP AIE 15 85di
s FERRRIAR, EEREES, B Y EraC E S EE R .

TR EFRE > REEHE.

P2 RN H TR R0, S dRig (2).

$IE3 L% & (Device).

$IE 4 7FEREEE (Deployment Settings) #7r, i 4tk (£).

56: B R E

Deployment Settings ®

Auto Rollback Deployment if D
Connectivity Fails:

Connectivity Monitor Interval (in
Minutes):

HIE 5 ik R B #ERERE (Auto Rollback Deployment if Connectivity Fails) LA A 3417 .
$IE6 WEEZELITER (2% (Connectivity Monitor Interval [in Minutes]) DA & 75 [0 R L & 2 [ 5545
REBIISTH] o BRINEN 20 4340,
T WRKEFE, ESHLLTNELL TR0,
s WER ABRIR KT, BEER—4MINN R, R ERITEETE .

[

s BT LLEE R #RE (Deployment) HZKERE (Advanced Deploy) bi%e, SRJa diddi Fss (&) Btz

DIAE IR E S GES RS E TS o Sl B/RERE R (Show Rollback Changes)
DI AT, ARG s diBREERE M (Hide Rollback Changes) DL K 7 25

B s=gE
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miggnzmonkzgg
57: EIRE N
Change Log: 10.10.35.97 X

A\ This device requires a full deployment as auto rollback operation is performed in the device.see more
Hide Reollback Changes

Preview Changes Rollback Changes

——
Legend: | Added | Edited | Removed

Changed Policies D

eployed Version Version on FMC Modified By
Routing Routing:
- Virtual Router (Global) Virtual Router: Virtual Router (Global)
Static Route IPv4 Static Route IPvd:
Static Route IPvB IPv4 Route: admin
Static Route Interface(Unchanged): outside outside

Static Route Network{Unchanged): any-ipvd any-ipvd

Gateway: literal:10.10.35.63 literal:10.10.35.64
Static Route IPwG:

IPvE Route: admin

IPvE Static Route Interface(Unchanged): inside inside
IPv6 Static Route Network{Unchanged): any=-ir  any=-ipvé

IPvE Static Route gateway: literal:20::20 literal:20::23

o FEASE DD AR I A, AT AR FRR S IS P A D il k.

PR8I RT L HBT T

5 B KA T L, R A IEROIRAS T R PLE RS . SN B RE>IREEE, RN &’
&7 EWRTR CEmT X, Al ERRST UEE ERRTT m.

1F Firewall Threat Defense CLI, %A sftunnel-status-brief iy 4 L& & & HERIRE .

W T ERE T E 10 0B LA L, NN HERR IE R . 155 D HEBR B 42 O f A 0 02 i e
, o564 T

WEEREITIR AR E

£ 8% (Cluster) T I ERBHE TR MIZIE E (Cluster Health Monitor Settings) #432 on &R Arid
FR .
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58 ERHEITINR TR E

wERE |

Cluster Health Monitor Settings ® ¢

Health Check

Timeouts

Hold Time

Interface Debounce Time
Monitored Interfaces
Service Application
Unmonitored Interfaces

Auto-Rejoin Settings

Enabled

3s

9000 ms

Enabled

None

Attempts Interval Between Attempts Interval Variati...

Cluster Interface -1
Data Interface 3
System 3

5 1
5 2
5 2

FIERBITRREIRRER S RIEFH

FEE 15t BF

Fiazl:5)

PRFFI ) 0.3 F 45 Fp2 1), BROMMEN 3 F. K THIET SAGEBIIRGL, LR
FSTEEREPE HIEE S oK heartbeat 1 B A& 126 2 AR Y fo R SAELR
R AR B 0k B ST S AT A heartbeat Y98, UG &55 s g0
To N BTG AR

2 VB AR [ B ) AT 300 F1 9000 =02 1], BRINE A 500 Z2F0 . 2 1B B[R] i [R] & 5
FUBEZ A0 A R A s oK 1 0 BT P I 53 2 iy 20 R R (1] o

ZEEN B2 LIS ATIR SR TR W P B PR e . TR s 38 2 11 1) A A s 1
FERF B A R AR M, (EAE A 5 b A2 4 O N AT T Bl
H, o 2 MAERE A I BRAZNY i o 19 s5UAE 22 A 1] J BT I 153 ke 53 B
YT 2RI DL A2 A B e 1 A 2 IEAE I N AR B 45

JIk 45 1 SLIRIETEXT Snort FIREEL CLiliREFEREAT W45

Az WP WoRAZ R,

BHEHMNIEE

R S R BE T T B I R 1) 11 Sl BT NN B
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FE 15t AR

SRR AT 1 165535 20l BOAMEN 1 CARZRRED o SE SR IF AW
REL

E=sniwanl:o1a] AT 2 A1 60 200 BRINE N 5 404t & SCH IR B NN 2238 2 8] (¥ 7]
BAEREEI ) (LA ok BT o

[ B AZ AL AT 13 208 BRE R A REFF S 0] 1 4% . 5 SO 5 B ndE ik 2
) 1 B R 2 A ) o

VA SR B O ) S E I B

ARk AT 1165535 200 BROAMEN 3. % B SR EH I IR

R[] K 1A e

T2 W60 Zfa)e BRINEN 5 3 Bhe 52 SCPTUCHET I 2218 2 [a] 1 1)
PRz 1a) CAM o )

[ A2 1 T 1A 3 20 BRIMEA RIRRHFSE AL 2 4o S SCR AT BRI 22
W T B R SE N TR] o

RE BRI ERER ) QS I INARE . AR NRREIN . A
N RS

ZARIEL I ¥ 1165535 2 1. BRAAEN 3o BEESLUHH A M IREL

SR ] K 1A e

I T2 W60 Zfa)e BRINEN 5 3 Bhe 58 SCPTUCHET I 221K 2 [a] 1 1)
BEFFEETR] CRAZM BN BAALD o

A

T 1A 3 206 BRIMEA RIRRHFSE AL 2 4o S SCR AT BRI 2
W T B R LN TR] o

\}

AR RSN RGUE ROV, WIFEA T R QAT ROUR 2 N ANE 1 7 Bl A 2 2.

SIS WIN i1 T S Ry 4

Hs 0] DL P AT A 3 M3 ID BN FE 32 1 ID, L A% Snort UG OO HERE. BT IRI I 5 ANTE
VLAN T LB 0 (Fldn, VNI BVD EHAT. BASRE SR B R L B s, EaR&

AU FIRE -

e iR & > REEE.

FEEAE AR 70, i #R38 (2).

il &E8% (Cluster).
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B4 EEREITIRORMIEEEIEE (Cluster Health Monitor Settings) #4), siii 4848 (£).
HIBS  JEN A IHEITIRIRE (Health Check) 1 HUAE ] RGEE 4RI 2
[ 59: ZAAFITITIRREE

Edit Cluster Health Monitor Settings ®

Health Check @D @

v Timeouts

Hold Time Range: 0.3 to 45 seconds
Interface Debounce Time 9000 Range: 300 to 9000 milliseconds

» Auto-Rejoin Settings

> Monitored Interfaces

Reset to Defaults Cancel

A R AEATAT S O (s s B s 82 0 . 8 AR IS AR sl i 0L A
IS AN VSS . vPC B VNet) , NS RGeS B Lh g, EZAEHI CAE A%
PR R . 0 P & S B o B HLRC B S B 2 R AP BT 1m0, 0T UECHT A T R e ATk
UKL A T REA A AR 2 1

SE6  CE CRFRI AR B Sk ]

* {R¥FATIE] (Hold Time) - 2 PR I TH) LA 2 P 20T DB AT B AT g i Ta) (Rl B, A1
0.3 )45 FF; BRIME A 3 Fb.

* $ZOFA R BkAT 8] (Interface Debounce Time) - K97 S k] (0] 152 & 4 300 £ 9000 =P 1], ERIA
24 500 =80 o BN AT PRSI 10 o PR S o VR, T SR ) 7 Sk TRYRAIR
SRR LE . e R A TDIRES TR, W RSB ARC 20480 REA KDl K
AR, KT RUNERBE IR . 6T AR A e 4 4 1E 5 12 1T IR AS ¥ EtherChannel (45141,
AL H N2 AL LS B EtherChannel) 155,  SEK RIS SIS Ta) o] LA 1EAEET 0 B 1)
FE VUL IR R 7 — AN BT SR 20 5 i 1 P 288 S PR S 7 by RS

P HE XAESATRGUR A R A WO 5 1) B S BT ISR
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60: ELEBHMEHMARE

~ Auto-Rejoin Settings

Cluster Interface

Attempts Range: 0-65535 (-1 for unlimited number of attempts)

Interval Between Attempt 5 Range: 2-60 minutes between rejoin attempts

Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous
duration), or 3 (3 x the previous duration).

Interval Variation

Data Interface

Attempts Range: 0-65535 (-1 for unlimited number of attempts)

Interval Between Attempt 5 Range: 2-60 minutes between rejoin attempts

Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous
duration), or 3 (3 x the previous duration).

Interval Variation

System
Attempts Range: 0-65535 (-1 for unlimited number of attempts)
Interval Between Attempt 5 Range: 2-60 minutes between rejoin attempts

Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous
duration), or 3 (3 x the previous duration).

Interval Variation

JERHED (Cluster Interface). ##E#ENQ (Data Interface) &%k (System) ¥ & DL AR oA 8 s
G NHFRDEB . NPRER 85 .

* ZRE (Attempts) - WE FFTMA SR, AT -1 F165535 210, 0¥ A H B EH A .
&840 (Cluster Interface) MERIAME N -1 CEFRED . &IEIED (Datalnterface) fl 24t (System)
(R INE R 3.

iz [E Y ERE (Interval Between Attempts) - 5 S T NN S22 R IR TA] R R 22 I TR) (LA
STEPRRAL) , AT 2 F60 Z00). BRI R 5 ar8he T AT SR T BN SRR 1) d5e AR i Ti) B 261
B EREM IR 14400 2340 (10 K)

B FRZE 4L (Interval Variation) - & & 738 il B RF Lt (o). s AT 1 F1 3 ZWE: 1 O
B 5 2 QAFF B IREFEETED 83 (35T B IRFRLEI ) o Fldn, W Rk EE

RNV E A S Bl RSB E R 2, WITE S B HETES 1 IREEE 7R 10 08l 2x5) Ja
PEATHE 2 ISR 76 20 2041 (2 x 10) JEHEA T2 3 k2. &EBFHED (Cluster Interface) (2R IAME
Jy 1, #¥EED (Data Interface) Al R L (System) IERIME K 2.

SR8 Wil EshFMiEED (Monitored Interfaces) ok A~ 5 1545 0 (Unmonitored I nterfaces) % 11 7 (#7432 11
RBCE Z 4 o fad mT LU Hh B0 e 3 FA AR 55 Bz A BE4% (Enable Service Application
Monitoring), LAJi 825 F XF Snort R L3R RE IR M 42

| wegE ]
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$IR9

SIE10

wERE |

61: BLE S i RED

~ Monitored Interfaces

Monitored Interfaces (9) Unmonitored Interfaces @ (0)

I Q_ search

GigabitEthernet0/0
GigabitEthernet0/1
GigabitEthernet0/2
GigabitEthernet0/3
GigabitEthernet0/4
GigabitEthernet0/5
GigabitEthernet0/6
GigabitEthernet0/7

Management0/0

P B AT RS Aok W s b i s o SRS s 8 AR 1 A T A W B s e s 1 ok A ke, (L
LE AT S B A O N S s 0, S MEERE TP HIBR T A T A 2 K S AR
THE TP B e 53 B e T 0 PR 2R TR DL R 271 o B i T I A IEAE IR B 2% BRIATS LR, A
BT A5 B2 10 LA A Snort AEEAE S HERE 8 FHIE A IR 2

180T BEARAR FHAS T A 42 1 BB A IR DU £

MR R A AT SO R s I B R s . S P ER AR Y . s el ERgRE . B R
IRAAMOAZ BHLE K VSS. vPC B VNet) , RENAEH KRGS TIRER A ThRe, EAERN Ot H#:
IR TR o M 440 B0 s i HL G & S8 L L [RB B BT 10 s, S8T DLED B A H R gz 1tk
DU AT Th e Fnl 4 s .

iR E.

PRETC B, TS B

Rihtk SSD

WMREA WA SSD, EATSTERIH BN TE M RAID. Bj K55 JH B, AT AFE CLI BT L FAT45

Firewall Threat Defense

o HFfRH P —> SSD - Ui & SSD Pk, rr AT . iEER, WRERE—4SSD, W
TCVEAER KBS TF A s J R

* HER—A SSD - WA SSD, Al LI ER—A4~.
o VSINAE =/ SSD - I B84 —4 SSD, WLV INEE — 4 SSD 3 JE /% RAID.
MIBHE Secure Firewall ¥ £ AL —k SSD I, IRENEFARTSK Bon A PER .

B s=gE


management-center-device-config-10-0_chapter6.pdf#nameddest=unique_166
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iz sso ]

THIIHEARAT I BERE P N RAID FF A2 ER SSD HOTE UL M IR R . Wl figss S 808Ul 2%

SRR MERELH 4 SSD.

a)

b)

M RAID H#iE SSD,

configureraid remove-securelocal-disk {12}

remove-secure JCHE 7K RAID HIHER SSD, 48] B INE WAL Dhfe, JExt SSD $AT 2 a4k .
W R A AR RAID HIHESR SSD I PR EFECE AR, mTLUMIEH] remove KHET

51

> configure raid remove-secure local-disk 2

4% RAID RS, EH| SSD A BoR7Ed .

show raid

M RAID HIHER SSD Ja,  RAIHRAETE 1 BRABTARTS K S BEER .

DAL -

i

> show raid
Virtual Drive
ID:

Size (MB):
Operability:
Presence:
Lifecycle:
Drive State:
Type:

Level:

Max Disks:
Meta Version:
Array State:
Sync Action:
Sync Completed:
Degraded:
Sync Speed:

RAID member Disk:

Device Name:

Disk State:

Disk Slot:

Read Errors:

Recovery Start:

Bad Blocks:
Unacknowledged Bad Blocks:

Device Name:
Disk State:

1

858306
operable
equipped
available
optimal
raid
raidl

2

1.0
active
idle
unknown
0

none

nvmeOnl
in-sync
1
0

none

nvmelnl
in-sync

A IRB ESRE AN S A 1
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Disk Slot:

Read Errors:

Recovery Start:

Bad Blocks:
Unacknowledged Bad Blocks:

> show raid
Virtual Drive
ID:

Size (MB):
Operability:
Presence:
Lifecycle:
Drive State:
Type:

Level:

Max Disks:
Meta Version:
Array State:
Sync Action:
Sync Completed:
Degraded:
Sync Speed:

RAID member Disk:

Device Name:

Disk State:

Disk Slot:

Read Errors:

Recovery Start:

Bad Blocks:

Unacknowledged Bad Blocks:

c) MHLFEHEH SSD,

HIE2 5N SSD.

a) # SSD MR N2 4% Hikt
b) ¥ SSD ¥l RAID.

none

1

858306
degraded
equipped
available
degraded
raid
raidl

2

1.0
active
idle
unknown
1

none

nvmeOnl
in-sync
1
0

none

configureraid add local-disk {12}

#4581 SSD R RAID A] fE T 2

8, [RAKAER B fadksk. 1] show raid fir & B R4
WURAR 221 SSD LRTAE Yy — A &g LA, JF HADA TBUERAS, THMmA LR i
configureraid add local-disk {1|2} psid
Psid EI7E SSD 15 HIAUFRAE Lo s, BT AHDRT R 3RS0, SSD R Hiis SN AL I3 £ RAID .

44 USB i [

B s=gE

wERE |

JUASNI, AERCIUITRI D KRG e 4 IR W e AT T LLER A

BUIELF, type-AUSBUf T H . T2 %I8, ErieA 245 USB o Vi ). LA RS 32
22 H] USB:
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zmigzausenn. [

* Firepower 1000 3%
* Cisco Secure Firewall 200 3%
* Cisco Secure Firewall 3100
* Cisco Secure Firewall 4200
* Cisco Secure Firewall 6100 &%)
HEN
o Jo FHEAR B USB it L5 E 3.

* WA USB i HE2EH, IF HARBFRHBIA SR DI RE I RRAS, W3 R ORFFAEHPIRAS,  JF HAEA
1R NVRAM 15 G0 F Sk 8T G s 1 (FXOS local-mgmt erase secure all iy %)

* YR HAT ROMMON factory-reset ¥, FXOS local-mgmt erase secure, USB i 145 #0581 5 o
o KT PR SRR, AR R bR AR H BT S S 1 .

)

ER IR RS USB B G0 (Wfa) .

% 1% % £ /Y USB i

o

RS

TAR 4 L1 USB ¥ 11, #&W] LLYE Firewall Threat Defense CLI H 40 AT ML A .

& H] USB &t .

system support usb configure disable

reboot

FH B A USB ufi 1, i1 A\ system support usb configure enable.
il

>system support usb configure disable

USB Port Admin State set to 'disabled’
Please reboot the system to apply any control state changes.

>reboot

This command will reboot the system. Continue?
Please enter 'YES' or 'NO': YES

G Ui LRAS
system support usb show

wegE ]
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B =zt teRUsBRO

EHURS R USB big L E o I8 PIRS LR 9argetE. fin, wii4sH USB s IH{EA T Hingk,
A HDIR A B 25, S IR Bk 8 A .

Tl

>system support usb show
USB Port Info

Admin State: disabled
Oper State: disabled

EZ LHIENXTEEH USB in M

PR 2 SR T 28 H USB 35 H, A LAAE FXOS CLI Hh 3T i1k .

Z5H] USB i T EFT A S, DUE S SRR
a) %5 USB %l

scope fabric-interconnect

disable usb-port

commit buffer

b) HHE S
connect local-mgmt

reboot

Tl

firepower-4245 /fabric-interconnect # disable usb-port

Note: USB enablement or disablement changes are effected only after FXOS reboot.
Confirm change? (yes/no) [yes]:

device /fabric-interconnect* # commit buffer

Note: USB enablement or disablement changes are effected only after FXOS reboot.
Confirm change? (yes/no) [yes]:yes

firepower-4245 /fabric-interconnect # connect local-mgmt
firepower-4245(local-mgmt) # reboot

Before rebooting, please take a configuration backup.

Do you still want to reboot? (yes/no):yes

Broadcast message from admin@firepower-4245 (Wed Feb 21 05:59:55 2024):

All shells being terminated due to system /sbin/reboot

Jei F USB iy 8T A 3, DU S 2R 20
a) i1 USB %l

scope fabric-interconnect

B s=gE
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s rxosmEsnwp I

enable ush-port

commit buffer

b) EHRBIHLA .
connect local-mgmt
reboot

GRIE

firepower-4245 /fabric-interconnect # enable usb-port

Note: USB enablement or disablement changes are effected only after FXOS reboot.
Confirm change? (yes/no) [yes]:

device /fabric-interconnect* # commit buffer

Note: USB enablement or disablement changes are effected only after FXOS reboot.
Confirm change? (yes/no) [yes]:yes

firepower-4245 /fabric-interconnect # connect local-mgmt
firepower-4245(local-mgmt) # reboot

Before rebooting, please take a configuration backup.

Do you still want to reboot? (yes/no):yes

Broadcast message from admin@firepower-4245 (Wed Feb 21 05:59:55 2024):

All shells being terminated due to system /sbin/reboot

A% USB i R o

scope fabric-interconnect

show ush-port

EHDRA o USB I G E . B4R Bos it B, W REEH] USB S FHANEDFT N,
A BRSO i “IsATIREA” B e R .

T

firepower-4245# scope fabric-interconnect
firepower-4245 /fabric-interconnect # show usb-port

Usb Port:
Equipment Admin State Oper State
A Disabled Disabled

77 FX0S fic & SNMP

ST Loy MR DI RE )2 FXOS #i1E 2R Glic & ] 5 M 2445 2L P (SNMP). 7 K Firewall
Threat Defense ] SNMP il &, 152 [#SNMP.

SNMP & —Fi N T2 i, S fit SNMP 45 21 ds A1 A HLZ [R5 T B % . SNMP S LT T 4
7 B % o )RR o R B AE A R SR JH 7555

SNMP HEZE H = AN 21k«
* SNMP B FES - F Tl ik SNMP 4z il A0 W 42 WM 2% B 4 TG B K R 4.

RERE



management-center-device-config-10-0_chapter19.pdf#nameddest=unique_252

wERE |
B 5 rxos =@ snwe

o SNMP ACEE - HUAE N IR, TP HLAR (050 AR U5 7 2 17 SNMP B P 2841 15 208
WA S ACHR MIB 524 . 225 ] SNMP ACHE -G g 27 FEBS FIARH 2 [A] (K O &R, TR AT Bl kh%
AL F3 HIFRCE SNMP.

o EHE R (MIB) - SNMP ACHE 4T R G4 .

WG 23 SNMPvl. SNMPv2c Fil SNMPv3., SNMPv1 Fl SNMPv2c i FH 3 T4+ X (122 2 TR ; SNMPv3
A I P 44 Fn s i hy 22 4 T

71 FX0S /2 A SNMP

JE ) SNMP Jf g B X & -
UK
P11 EFIRE (Devices) > i & EIE (Device Management).

$£122 5 SNMP.
HIE3 G N 7R

AR 13t AR

EIRIRZS (Admin State) HLLHE | SNMP LR JHIEE L. CH RS E A SNMP g5 s I
I 4 R PR 55«

i 0 7B Firepower HLAf £5 SNMP A LIE 5 I AL HT 03 1 o ok S BSoBk ki
Ho

wERE
88
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5 Fxos iz snwp i ]

AR 15t BB
HETB Firepower LA 756 R 1% 45 SNMP =LA BB o Jl o 4 25 1 R

Pk SNMPv1 8% v2 #:[X 44 5 SNMP v3 H F 2 fls1
i SNMPv1 Fil SNMPv2 i N 30 4L K P45 5
o FRET PR AR R R4, KRR 1 - 32 NFERF 2],
ORMS) | - GEFR) « ~ (RES) L && CWES)
[1 7S A~ Gahn L A5 " IG5 fil<
> (RIS D .

CEIMEH @ (at5) o\ Oxplk) L 2 (H5) B
o FRFEB AT LUE 0x21 3 0x7E Y5 B N H ASCIL #4575, ANudE
HTML i [m &, EIRSS (). W55 (") FIREES (<>).

i\ SNMPv3 5 % 7 4 F1E3 0 .

* AP AnT Lo o255 8, RS @ atffs) o

\ORBHER o (R o CRRIZD R - GEFFRD

o SR PR X PR B B AR A o
R, WAHRXTFRORE, ST7BRANS SR UABIRE:
B. WHRHRFBMAEAE, TFBAMSERCABKRE:
=,

R EE R AR TR

=

15T SNMP SZJtE IEER N

AT, % 255 ANTAE, IR PE bk st 44 A R
i,

>

f

o)
=

=

i

SNMP CBE (RZ528) ia47 Frde =LA
HIN— N AR, /2 510 M.

T SR

T—5Hit+4
{1z SNMP [EREFIFT ) .

71 FX0S 1I3Z SNMP [afH

B4 SNMP [ABE

wegE ]



B rxos csz snmp pap

UK

TR G E > REEE.

L2 Ll SNMP.

wERE |

$123 7 SNMP PaB#ECE (SNMP Traps Configuration) X+, Sidiiiin (Add).
$IB 4 7 SNMP [EBHERE X IGHET, S DN 7B

AR

152 AR

F#14& (Host Name) 7Bt

Firepower AU Y. [i1) 2 A6 A BIF £ SNMP AL =414 s TP Hishik

HETE

] SNMP FEHL AP, Firepower HUAH 17 ) SNMP v1 B v2
FEIX A8 SNMP v3 FH F' 440 IX 02y SNMP IR 45 e i Fr 41X 5k
AR

BT 1A 32 NP 2 P R 545 . T2 @ Cat
TN OREED L QUES) L2 GRS B R

5
O
=
=

Firepower HLA1 5 SNMP =L {55 LAA 6 B4 B A FH F o E o
NN T 1 F 65535 2 ] 355,

R 7B

TR SNMP FRASFIR 55 o 3] BURE B Herpr— T
* V1
* V2
V3

W RRAIE £ V2 5L V3, ISR R PR . X mT BLE B
‘FEEF' ‘Ijﬁ\:

- BeaBs

« &40 (Informs)

PR 7B

WAL FEVS, AP RIRAIA . X U2 BUR o —
Iﬁ:

« BI8IE (Auth) - H GO IR, (HEA N
« THBIEIE (Noauth) - YA 5 43 5F AN 2%
« 1XBR (Priv) - A7 G40 50 UEF b5

HIES L E (OK) LA ] SNMP FEFHECE (SNMP Trap Configuration) X 54E

B s=gE
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s rxos iz snwp A ]

FE6 LR TF.

71 FX0S £13E SNMP i F

£l SNMP ).
puE =

TR EHRE > WEEE.

P2 L SNMP.

$IE3 /£ SNMP B AE & (SNMP Users Configuration) X141, sSidiin (Add).
$IEA4 £ SNMP A REEXIGHES, HE LN 7R

AR it AR
RRaTB JrEC4s SNMP JH I 44

RZHN 32 AR . BRI BTG, WATEIRE
CPRIZ) . (JRD @ (IBFERTS) M- GEFFRD .

RRGE LR T B PR, SHA.
{EF AES-128 5 ikHE IR R S BEAE, U o AES-128 e,
AR

SNMPv3 A7 DES. 1AL+ AES-128 #E, WA IEATRARL
TN, AT C S 1 BEAL S AN AR

B IIERRD B AN

Wil T B RN NSRRI S N
B 7B HIP R B AL A o

IATE R NENNEEERVE PN SE N

FBS HiE (OK) LLXH] SNMP F ABLE (SNMP User Configuration) X1 #E .
FE6 LUlHRTE.

it = 1SA 3000 AY3i &

T DABC A AR TSA 3000 e B ROIRE ARG, DMEAE LA IE &I SUI e B i

R E
|



wREHANIZEO

SEmLEN

wERE |

AT LI ISA 3000 BL'E AN 7E 2 P4 B A i
R, RS N LED. R4 H G B
BRUEOLT, filok PN S R RS H

ST S
T LURHR T R GUHC B0 M2 LA R R
* HL
o RS A Sk S AN VR B AL s
s RERAIL .

IR AEAT A S ICE R EANLES, Rgiei
SNMP [ LR 122 12 g 1 12 L RO A BB 75

ISA 3000 HAT WAL IR 2 MRERAIZ O LLL | MBSz n . &

ST LURE SR A sy (il
MBS JERBMRE AL D, RANTIRE R (WgMS s alidimn ] SRS i O
P 4

AP E . RIS, AL TR EOTRGS . A TERRRAS, 38
P QAR FTBES BT o R QkAb T WITHIRES N, 2 SBOEHEKT AT B A AL T AR5 3)
W HEhk THRE, hakpie R ERRE.

A IIEFANRAL B RS Ak L3S 1015 S, TE 21 (Cisco ASA RYIHFE/E CLI L EFarE) I
“Cisco ISA 3000 4R ” —2&, 2% (Cisco ISA 3000 T bz i1 2 B8 ) -

ST LI A (B SERE RIS R, I AT I I i
SRS B TR LED. 385 LED % 5 (1R MRS 4 A O A o 1T LY &

AR At N T B i BRI, B T LED, & i) DARC B il ok il A i R 4k R T30S A 4
Y, PARIE RS HEH EA SNMP [ERE,

RS G ARE N R ST K LED ARZS o AR IR A4 TR HTK SR iy A\ Wi [ I g 4 o
4k, ARG H G EA SNMP BaBHIAT A .
RERT LED it Hp 4k REHE SNMP P B
R HBC EARE KM — — —
RMAAEATIRE | 2RI e — — —
A I %Eﬁ%—ﬁéﬁ gk Cid "R 3% SNMP [l
HRRE - 2L
PR
B LR LRI HSE £ R TN ARG H & —
TET LUK SRS (i nsg 25 sRAT D) JER BB R 4 1

B s=gE


https://www.cisco.com/c/en/us/td/docs/security/Firewalls/ISA3000/hardware/b-isa-3000-hardware-installation-guide.html
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REHERE

SNMP 3R Z

REEIAME

raAsne 1

PR R DS AR, IF HIEA RN LED, I TR 38 522 3 5y A\ 4 1 A A A% i ds LA
Lo A s (BSOS AR ) IOIRERIRAS o TS TIC B RS N % e i vl gk (iR
) .

A G LA Y LED A e rh 4k IR A . Rk
BEA1 SNMP FABFII4T M o

IR T I R i I 2R 48 H A

WEIRS LED it Hp 4k R HE SNMP P B
NS KM — — —

ARMAAT R | ST H — — —

R & AR Tk Cad ARG H & JRi% SNMP B
RELH ZRAT £ RSN G —

BOATEOL T, AURATATHRER, REIRIOERGEHENE . WREAR PR EFIXLNE, L4k
IS H S Sk .

THERGHGRE LR TR, ZOenUq 2k DSl 58 /&> FaIRE, HnsigmiE i
A M FTD V6 W E AN, JfFERSGE BRI _ERCE HARABE . flin, fon] DU E R 4 H Sk
Fraw PEHE H A EA BZE P X H Il %

WK A W H & E sk B H AR, IR RGN A T AR AL R 48 H ST

HEAT DL PR IR, % SNMP FABE A5 2 SNMP R4 5% . Ziik SNMP FABHRZ EH TR, #iR
ZiEE SNMP % & .
THRE>FEaRE,
SNMP JFECE WH .

NN B 5 73 P 4y i W 6 [ W 7 -1 65 BE LSRG, JF/E SNMP BT B

FERFRE THREENE I (D  TUA AR B R ER A .

=ik fil & EEN SNMP Baff | it APk ?%Em,
A e 1 Ja i KHPIRES | k% Disabled Disabled | &5 H
s g 2 Ja H KHPIRAS | R Disabled Disabled | &5 H
TAIE (ZER | R — — Disabled Disabled | &3
B

wegE ]



wERE |
B

R % FEMN SNMP BB | ¥t ok ?*?E H&il

1 u,\

HTaEd h TR EEHRE S | — — H R | RS | R
M Gry B EF Ja WERH |EEH

B ) BR B 53
2k 92°C Al
-40°C)

A B R AR
A

RELRFZMN

S
ISA 3000 _Iff] Firewall Threat Defense.

it & ISA 3000 B4R EE

18] FlexConfig & ISA 3000 it &Z 1% . LIR30 48 Qe i B AN [F) SR AL o i

B EREMA RS
WERERHRE A (BRI JERR RSN ARAL IS, W] LIORE it e B0 B 0 AR IR A I Fag AN R
FS b, WA OCH, RV IR E S, RESER A il SR BOE R H AR . HAA
BROABCE AT G ARV, A S A o

TR A R T o2 1A 2, SR T RN T R B S | B ARG B IR A AR . R C B i

UK

WIE1 {## FlexConfig X} 5L DAL B 2N R A
a) %R > FlexConfig > FlexConfig 3 & .
b) miiiRI0 FlexConfig 3%, ACELLTENE, A5 R F.

* Name- X} % 4 FK. %1, Configure Alarm_ Contacts.
* #82Z (Deployment) - EFE IR (Everytime), EATEREANIE R AL ILECE , DA R ILARFRE

P ER A
« 2B (Type) - R ECEFI IR (Append). X482k HESCRF DI RER fir & G k%
Bl

B s=gE
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<)

d)

manem ms ]

* X HRIEIZ (Object body) - fEXS G IESCHT, BEARCE BRI R AT HIa 2. LR PBRAA T

SEE LT g

P B A 1 25 P

alarm contact {1| 2} description string

Blhn, BOR S 1 U E N “Door Open” , iEHIALL N4 :

alarm contact 1 description Door Open
A A fh )™ A
alarm contact {1| 2| any} severity {major | minor | none}

T BURsE any OIS SEVE, AN RCE Ml P EPER ] il S ORI K LED
TR HIAT Mo

* major- LED #5747 2L (A A 4% .
* minor- LED $R/R 4T 410 K5 iX BRI .

* none- LED #57~ 4T 42 K.
B, EOR A 1 RS EEONBEE N “Major” , IEHIALL T A4

alarm contact 1 severity major

P A i Rl A 8
alarm contact {1|2|any} trigger {open | closed}
Tn] LU € any S CUITAT il sl B A s, TOAN R IC B — Mk e AR g ko A AR EAS B
At
* open- fill KUK IEFRA N M5, RIS Ao 0 R A AR AT IPARAS, BRIV RR e 1 iR
gy, ik R
* closed- fil B IEHCIRA N FTIT, B HISRANE R A o 2R Ak i AR B 5 R3S, RIEFRIRT 4R
Wb t, SMAER . XEBRINE.

B, R AR R R R AR 1, A S I RIREA D B R e R B Ak s CRIHT
TP o WERTTHATIT, Ml AR EIRAS, TR IR 2 AR B i o S RORER T il A 45 1 K
M, DM R SOT iRt shing, B .

alarm contact 1 trigger closed
T 5 A A ik I SR PR A
alarm facility input-alarm {1| 2} {relay | syslog| notifies}

WaT A& 2 e, ilan, o] DIRCE W& LB AN, RIZRGHENE, UARIE
SNMP F&BF.

wegE ]



B ==resms

2)

wERE |

o Bk - BhRE S Ak, PO IR NG 2% sl N RRAT A ANIEAR . T LED $RaT R

AR,
s RGHE- KZRGHEHEE. BB T, Eme s,
« JBHN - K% SNMP BB

Blhn, Ba AREm A MS 1 RITE AR, EWMALL R

alarm facility input-alarm 1 relay
alarm facility input-alarm 1 syslog
alarm facility input-alarm 1 notifies

BAEX S IE SO R A R E K a2

B, W SR AR I R TR BT AT fir 27 B, U B AE SCREAL T DL R i

alarm contact 1 description Door Open
alarm contact 1 severity major

alarm contact 1 trigger closed

alarm facility input-alarm 1 relay
alarm facility input-alarm 1 syslog
alarm facility input-alarm 1 notifies

PR R SCRAN s s

EI Deployment: I Everytime v ] Type: | Append

alarm contact 1 description Door Open
alarm contact 1 severity major

alarm contact 1 trigger closed

alarm facility input-alarm 1 relay
alarm facility input-alarm 1 syslog
alarm facility input-alarm 1 notifies

h) fERTEF.

I 2 {4 FlexConfig Helg H-45 H A3 BL s B2 45
a) EFIRE >+ BREE > FlexConfig.

b) A EFTESREE (New Policy), & U1K BL 4 FlexConfig S Y 4>t 2s

YOI R 2 SR o
AT (KSR I, 335 75 o WS iy 44 A TEME HHCRE AR 2% 20 e 25 SR

SIS

%) HERR A,

) fEHIN User Defined SCIFJHIEFFEAIK RN FlexConfig XI5, MRJA miali > A0 15

2iP

5 N A S N 21 BRZ B 0 Flexconfig (Selected Appended FlexConfigs) #1141 .

B s=gE
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CEET T

.2 Selected Append FlexConfigs

# Name

1 Configure_Alarm_Contacts

d) midifR#E.
e) R MAN T HAs B B Gs S, i “ARAE” R I SRR S B e 0 F 7 B EA T4
f) AifssECE (Preview Config), SR J&F P XHHAE Hh % £ — AN O EC I % & o

ARG LR AR T B IBCE CLI . Kk A FlexConfig X G A2 U] fir -6 L R 2 77 1F
o XELRAETURET RN Bo e WTER, BOESF BELD 0 FEA D REFIT ) A 50 o 2E e it i
Lo M TERBKARNML, BAZSEBISUN A:

###Flex-config Appended CLI #i##

alarm contact 1 description Door Open
alarm contact 1 severity major

alarm contact 1 trigger closed

alarm facility input-alarm 1 relay
alarm facility input-alarm 1 syslog
alarm facility input-alarm 1 notifies

T3 A

R ERIRRE

T EF FlexConfig Mg/ Feah W g, RIS UG LS BI85, DAFRER 1847 5% FlexConfig [1]
/. fidiaksE (Proceed) DIARSETSE .

FERS B SE R, R mT LUG & A 2 Dy Al SO F B B AT . I R B R, X — R . 3
[58] J6E P85 T T

W

ISA 3000 W& P, BOATHOLT, REEPRPEEGUNIETT. Hi, 0] I E RSN R I
BT aEAT, A s AN IR AE R AR B S gt R AR, A B R
PER IR ARG H S EAR, (AT LLog AV SR, BRI 5 SNMP [ sl e 4 rh 4k .

PR S R W e OO, LR o e B P R

I 1 % FlexConfig %J % LAC & H YR .

a) EFITR > FlexConfig > FlexConfig X &
b) ridiiRIA FlexConfig 3%, KCELLNEtE, AR5 AdiRF.

* Name- X% 4 FK. 11, Power Supply Alarms.
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X5 IE3C (Object body) - 7EXT G IEICH, BEARCE RIEERIT T K2 IR D|RAH T

s

Ji RO
power-supply dual
o

power-supply dual
P ik A LTI A I R R PR 45
alarm facility power-supply rps {relay | syslog | notifies | disable}

AT AR 2 AN E. Bilan, #8n] DIRCE W& LG AN IR, RIZRGHENE, UARIE
SNMPh@h

o Rk - RIS P Ak, BT ERE N 38 al A AR AT SR AN R . i LED fRon kTt
AR,

cRGHE - RZERGHEWNL. BB, iEmeHH.
o JE@EN - K% SNMP [EBF.
o PR O AR YRR b H YRR AT AT AT AR H VBT

B, R A REIRE T B, TR LR

alarm facility power-supply rps relay
alarm facility power-supply rps syslog
alarm facility power-supply rps notifies

BAIERS G S A S AR 4

Blhn, SRR AR S P R T TR BT i R B, U B SCR 5 BL T i
power-supply dual

alarm facility power-supply rps relay

alarm facility power-supply rps syslog
alarm facility power-supply rps notifies
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Deployment: IEverytime ~ Type: | Append ~

power-supply dual

alarm facility power-supply rps relay
alarm facility power-supply rps syslog
alarm facility power-supply rps notifies

f) iR

WIF 2 {ilf# FlexConfig HM HoKs HL 7 FLgh 1 %

a) EFIEE >+ BREF > FlexConfig.

b) A FIZSEER (New Policy), & Wi BT FlexConfig SkIE N /M LYy (SO ML) HbR k%,
D) 5 i SR
TG EUBT IR SRS I, TR A W iy 42 (R0 TEHE ot H AR B8 20 U 45 S0

) f£H3%M User Defined SCPFJEHIE$ FLYEEAR FlexConfig 1%, ARJ5 sk > ¥ Has In 215w o
U5 N A in 21 B i B in- Flexconfig (Selected Appended FlexConfigs) 5113 H

.2 Selected Append FlexConfigs

# Name

1 Power_Supply_Alarms

d) HiRTF.
e) WURMAK T HAR B HCA TS, 5 A “ORAE7 T A SREG o B b B )1 3 BIEEA T 20 I
f) TR ELE (Preview Config), #RJ57E X IHHEHIE R — N O BLm k& .

RGBSR B B FFC A CLI PN, JiiE A FlexConfig X G2 A2 Ui iy &7 2R S 75 1F
o XLCRAETLEE RN s o WHHERL,  ROL 27 B I 0 FE/87 T B e i 10 JFG b B 5 A= il i iy
Lo XM THIER S, BNIZSE BSR4 7

###Flex-config Appended CLI ###
power-supply dual

alarm facility power-supply rps relay
alarm facility power-supply rps syslog
alarm facility power-supply rps notifies

pz R U

i T4 LUKs FlexConfig SEBS/rL2h £, NI IS IR 4 e B30 8245, DURIR IS K FlexConfig 1)
. fidiaksE (Proceed) DIARSETSE .
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BRONTEOLT, 2R G Bhali AR . 14 n] LUK 4l BhR B VS 3 R -35°C & 85°C.
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21 I FlexConfig %f % LAC i &3 .
a) EHITER > FlexConfig > FlexConfig 3 & .
b) siididRin FlexConfig 3%, BUELLTENE, A5 SdREF.

* Name - XJ % 4 F%. #illl, Configure Temperature Alarms.
* 82 (Deployment) - i8R (Everytime). HALEREAFE h R IR ILECE , DARGfE AR KR

R
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54
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o) o E w2 MG .
alarm facility temperature {primary | secondary} {low | high} temperature
TPE P ARG o 2 BRI SRV Y -40 4292, X B ZRERIA VI o Sl BDHRE K o
A& -35 | 85, ARAELAUVN T i

B, EECE HM AR -20 5 80 i BEVEIE (FEARBHIRE K RVIEE D, W R Bl B
IE S8

alarm facility temperature secondary low -20
alarm facility temperature secondary high 80

d) L i A U R I R I ) B AE
alarm facility temperature {primary | secondary} {relay | syslog | notifies}

AT DIBCE Z AN B, 80T DUBCE e 4% DA AR, RIERGHEWN R, LK%
SNMP FEHF.
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AR,
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 JBHN - K% SNMP BB
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alarm facility temperature secondary relay
alarm facility temperature secondary syslog
alarm facility temperature secondary notifies

BAEX SR SO R A AR E K a2

B, AR AR L e R P s T fir sl M SUESCR A L T i %

alarm facility temperature secondary low -20
alarm facility temperature secondary high 80
alarm facility temperature secondary relay
alarm facility temperature secondary syslog
alarm facility temperature secondary notifies

PR B R SCRAN s s

Deployment: [ Everytime v ] Type: [ Append

alarm facility temperature secondary low -2©
alarm facility temperature secondary high 8@
alarm facility temperature secondary relay
alarm facility temperature secondary syslog
alarm facility temperature secondary notifies

RdRTF
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###Flex-config Appended CLI ###

alarm facility temperature secondary low -20
alarm facility temperature secondary high 80
alarm facility temperature secondary relay
alarm facility temperature secondary syslog
alarm facility temperature secondary notifies
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* show alarm settings
IR BEAN T RE AR 1) 2 BTG
* show environment alar m-contact
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* show facility-alarm relay
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* show facility-alarm status[info | major | minor]
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* duplex
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Wi TUARE FE s s % | 7.7.0 7.1.0 IRAE, 1T DI FH A s ] PR R O A B U ) s 2 11

Pz O SR T
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* %% (Devices) > % & &1 (Device Management) > % %& (Device) >
&I2 (Management)
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