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T Upload metadata file Vi Change single sign-on mode #= Test this application & Got feedback?
# Overview
OeploynentFlan Set up Single Sign-On with SAML
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o Basic SAML Configuration & Edit
F: I

Identifier (Entity ID) https://inside.ntd-test.cisco.com/saml/sp/metadata/Azure —

Reply URL (Assertion Consumer Service URL)  httpsy/inside.ntd-test.cisco.com/+CSCOE +/saml/sp/acs?t
gname=aparajith_azure_saml

Sign on URL https://samltoolkit azurewebsites net/
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ﬁ Federation Metadata XML Download
Verification certificates (optional) ,f Edit
Required No
Active 0
Expired a

$1R26 WRECLWE T SSOMNH, ALAFEMAME E. BEE 0EHdlE XML 427 7F Secure Firewall Management

Center it & & 2 UEFE 7 T Al I T AT £ 18«

S| CWRCFEA XML, Wik, O AN AMESF A S () IR IR B SCA S

TR T AR

o Setup " P T Mk
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Firewall Management Center ¥ FH /7 ¥k S 43 B UFE R P 2 BT Se KB RERRE . T
DL BT FH U 1] 2 1) S Ay 5 00 B8AIE SR IO FH P 35277 6 I8 R g BB, G SRR X, Ik
R BB N FH X e P
BRI R 251 P 8 S VEAR R, 15 ST sm i 4] B

c HRSEFIMETRRA: D) S S BRI B L 1) I R I . AT TR
K THS I REIES T B U

P B RIE T FE

T ERFE
TR GV B T4 5N IR 254 (BT Active Directory 7648 ) .
EHLA/NP ik

B s

Active Directory % il #5 T NI SE 2 IE FHLA . EEHTRMEXTR, ESH A Active
Directory IR55 % 47K , 5 43 1L,

WA Kerberos % i il W9 24 11 P 34T B BIE, ITER ORI T ML A

WAL Kerberos S 4GIE, WIFEE WA EHLA LT 15 ASFERF GXJE Windows 1)
NetBIOS [ 5 &N, SaEIMEZE T G 5UE KM . e & &N BB & A .
HIRTEANME B, 1G24 Microsoft SCRG M sl EIF IS & Active Directory HvFHE ML 5. 3l £
HIOU Mfir B ATE

DNS @70 [n] EHL A IR 1] 64KB B DAY, 750, AD JEFNEARM. SRR ASJ7 ) E
#WIE M, K{E RFC 6891 5 6.2.5 TiHitig.


https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
management-center-device-config-10-0_chapter54.pdf#nameddest=unique_2006
management-center-device-config-10-0_chapter59.pdf#nameddest=unique_2004
management-center-device-config-10-0_chapter53.pdf#nameddest=unique_2000
management-center-device-config-10-0_chapter53.pdf#nameddest=unique_2058
management-center-device-config-10-0_chapter53.pdf#nameddest=unique_2000
https://docs.microsoft.com/en-us/troubleshoot/windows-server/identity/naming-conventions-for-computer-domain-site-ou
https://docs.microsoft.com/en-us/troubleshoot/windows-server/identity/naming-conventions-for-computer-domain-site-ou
https://datatracker.ietf.org/doc/html/rfc6891#section-6.2.5
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gmaznRsTe I

i 1 (Port)
IR 45 245 1) i 1
e
GV ) EAEH RN 7.
* STARTTLS - Il '] LDAP 4%
* LDAPS - I % [¥] LDAP 1% #%
* & (None) - KN LDAP ¥ (AN AMFE)

5 Active Directory IR 55 #s %215, 1HZ M 22 H%EH 3] Active Directory 2 LDAP , % 43
s

CAEB

FHT- AR SS 283647 B0 B0 Y TLS/SSL UFP5. WAl & STARTTLS i LDAPS {f 4 fn% KA 4
fiefdi ) TLS/SSL ik 5.

WA FHUE A AT S i, IR A5 o (1K) IR 55 44 PR b 20 5 ik 5 4% EE 4L /1P itk (Hostname /
IP Address) UCEC. 40, %k 10.10.10.250 4524 1P ik, A E
computerl.example.com, E{HE KM,

ATiEZEEZRSE/MED
iV RA VPN B4 TF 72, LIE Cisco Secure Firewall Threat Defense 1] LA 424> Hii%E £ 3] Active
Directory [R452%. 1H &, M OAH T R M4,

AREEF s O AOEAE R, WS N,

T RIS
o B BRI TR A LB Active Directory 55 4%
RO EPEIERH] Active Directory RS 7% 4 & FLE 2 1

RARREYFR
AD FE i3 (AD Primary Domain)

1 ¥ Microsoft Active Directory 253, 1752 F /7 34T 5 3 S E 1) Active Directory Ik 55 %%
)3 o

N

ER BUAUN B Microsoft Active Directory (AD) U H & —/ME—11) AD Eigl. BIRRA VT

XA Microsoft AD 4R € AH A ) AD 38, (HARGH LR IER 81T, KAERXMEIL, 2K
N AGEE [ BEAS U B T MRS LA 0 il — AN E— 1D, PRI AR ST IR W AT f 45 2
PR T RGETEIER RN RG], Pl e B Sonr 2 A G 2 AT ) AD E 35
RAEIXPG DL, A R GE 2 [ R UK A AP MRS LA il — N E— 1D, AR SR
IR UMy € 1 B

s
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B suezneRsss

WANT IR UER A RfE
£ K DN:
(F[3E. D Bl KEEE B N AR L BTG - P 20 ARk 45 L1 H it o

W, RN P TR (DN) HAFR7R A Fl 34 s Ay i 3Eahgh 4. 44, Example 23w [
Security 1 ][I 3EAl DN 7] ou=security,dc=example,dc=com.

48 DN (Group DN):

CAlike ) B KR B O N AEIL AR B AUS R ] Bk O5 & LA H s e SCRFI LR
PERIFRAE SRR KIS 20 G RUR PE A B, 2 36 T oK.

\)

AR A MAL AL BRI R SRR, WS (). 5 ) MUEREE (), B )
PSRN B WARER T 5 43 550

PSR
ERRRERS N BT T AR 2 B 7 AL

A] F4A (Available Groups). iRAMAELE (Add to Include). #ANLAHERR (Add to Exclude)
I T P SR g A AR 4

s BRARBAR 2 S RrEMA R CHRMASA P TBL AW ATRE B o
ok .

o IR AR )R B A HILEFNE P (Included Groups and Users) F-Etrh, A IBLET 04
(IZEFN T 2, P s ol 1 P SR P ol

o WR SR 5 B HERR B9LBFN A A (Excluded Groups and Users) 7BcH, BT & 1K BT
FAFH T, BT IRy R a0 v T H G FH 4l

o A EARSK ARERMAKA T, EE BRANR NHTEB AR 4, R5

fm.
s FEARARBEMIAMH A, EHE BRPAR TR FBEHMAR P4, RE8SE R
fn.

N
AR AKX R=1- (E+e) + inh 5N R P KERE R L 1, o
* R EC MBI
1 RUGA
* B 2Rl
* e R HEERIN
iR EE

B s
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L2 & 1% 3% 3| Active Directory 55 LDAP .

SLENRE
st LR AT 7 5 AD [R5
FiEEE EY . &#
B NN AD T BT FIZE (RIS T R ) 7] B

=2 & 1% 3% Active Directory ¢ LDAP

FELE Active Directory lt45 25 Al Secure Firewall Management Center (FRATTHEZNA) 2 )6 242
e, AT LT A5

o ARG AR IARIE S

< BEHAE 15 S\ Secure Firewall Management Center 1F 45215 1T CA 15 (338 (Objects) > PKI >
Z{51E CA (Trusted CAs)) .

s ARG AR 58 R PR E AR
o QA H 5%
HREAGEE, ESHLLMESZ
HEXEM
Fth Active Directory R4 25 IRRIESS , 2 44 T
4k Active Directory IR #s %7K , 5 43 0L
{7z LDAP Aiilsk Y, Active Directory S A4 H 3% , 55 27 W
4% Active Directory AR 55 28 & R
PR By KRR B O TP E AU H s, IR e B IR S5 A A4 R, R DAAE S SRR T R E

LR

IX ST 55 3E T Microsoft Active Directory. WUREAFH LDAP, & WAHN 2% N A LLT X
o

FIAZ Hl

TRAL IR L) BAT A BUR A TN PR I] ™ 5443 55 5% Active Directory IR 5545 o
UK

W1 F % Active Directory JIR55#%

IR 2 A (Start).

HIE3 Ak d itk PC (This PC).

$IE 4 LB (Properties).

$IES5 TR FRESHILE (Advanced System Settings).
HE6 T EHZFR (Computer Name) i1 k.

i .
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. £ Active Directory AR 55 82 BUIRIEH

TR R TR ENBARNE.
5 B K S B Ly R AU H SR, U N SRR DT A4 K o

&Mt 4
8% LDAP #s sl Active Directory SRS H 3%, 2 27 1L,
AXERM

S H Active Directory IR FUARUE TS , 26 44 TT

S H Active Directory BR 55 25 HUARIE S
PR RIAT S e W] 3 tH Active Directory IR 25 #5 IRRUE TS, X & 2 4L H By KOs # e LA
SRBH P S5 BT 75 1.
IXELAT-55{3E H T Microsoft Active Directory. WEREAFH LDAP, & & WAHN 2% N A LLT fifix
P

FHIa Z |l

REAAZIHINE Active Directory Al 55 a4 IOHGIE P I 4 FK . MUIEAS ) 4 PR T RE- 38K A4 FRAR ], B IES
MIABRATREAN . e R s T B R A IR — M7 ik e A HeAd 75 5K

W1 LU 2R Active Directory IR #s HAE B AFRE— M54k A OGTEAIME L, 120 Microsoft 3CHY:

a) LAHEATIZAT Microsoft & BAZ I & BLFR 1) FH J* £ 472 %5 5% Active Directory JIk 45 45 -

b) sidi FFiE IFHIA mme.

o) miili 3T > iAn/MIER Snap-in

d) Mg s T A B ocs R, S iR (i) .

o) AR (Add).

) FEUEBEHE IO IEHESY, sl T E R RS s T2,

g) TE “HEPEIFENL” XEAET, Tl At EML ARG A ST

h) PR Windows Server 2012, T4 [R5 B LIS IHAIE AT A A LA & B BA G

) sl T AR > FEEEBMANG > ES.
e 2545 1 2 AF AR P 2 /n A M B A b . B U Windows Server 2012 71 R85 nl g
BERATAE.

. i



eailali |

E File Action View Favorites Window Help - |5 X%
e 2@ & XD B
| Console Root Issued To & Issued By || Actions
4 Ifﬁ‘ Certificates (Local Computer) S AAA Certificate Services AAA Certificate Services E I-E _
4[] Personal [ AddTrust External CA Root AddTrust External CA Root = .
) [T Certificates [ Baltimore CyberTrust Root Baltimore CyberTrust Root i
« O T{usled_Root Certification Authorities (53] Class 3 Public Primary Certificat... Class 3 Public Primary Certificatio.. m
[ Certificates [5:/COMODO RSA Certification Au... COMODQ RSA Certification Auth... Miirer: b

p || Enterprise Trust
p ] Intermediate Certification Authorities
b | Trusted Publishers
b ] Untrusted Certificates
p | Third-Party Root Certification Authorities
p 7] Trusted People
I | Client Authentication lssuers
b | Remote Desktop
b ] Certificate Enrollment Requests
b ] Smart Card Trusted Roots
] Trusted Devices
b 5] Web Hosting
rl @ Certification Authority (Local)
4 é domain-DC-CA
] Revoked Certificates
7 Issued Certificates
] Pending Requests
] Failed Requests
] Certificate Templates

5l Copyright () 1997 Microsoft C...

[ DigiCert Assured ID Roet CA
5/ DigiCert Global Root CA
5| DigiCert Global Root G2

5| DigiCert High Assurance EV Ro...

=4 domain.example.com Sample Documentation Authority

5l domain-DC-CA

5 domain-DC-CA

5l domain-DC-CA

5 domain-DC-CA

5l domain-DC-CA

5 domain-DC-CA

[5IDST Root CA X3

(S5l Entrust Root Certification Auth..
5l GlobalSign

5l GlobalSign

[ GlobalSign Root CA

5] Go Daddy Class 2 Certification ..

=1

<| m [

Copyright (c) 1997 Microsoft Corp.
DigiCert Assured ID Root CA
DigiCert Global Root CA

DigiCert Global Root G2

DigiCert High Assurance EV Root ..

domain-DC-CA
domain-DC-CA
domain-DC-CA
domain-DC-CA
domain-DC-CA
domain-DC-CA
DST Root CA X3
. Entrust Root Certification Authority
GlobalSign
GlobalSign
GlobalSign Root CA
- Go Daddy Class 2 Certification Au...

>

Trusted Root Certification Authorities store contains 39 certificates,

HIE2 (i certutil fir4 S HAE T,

IV Mr A e S HUEBRERE A, TEHAEAEE ] LU AT Webil W45 T A Active
Directory 55 #5IEHEF] B KB 8 B L SR .

a) mii FFEE JFEIN emd.

b) K A4 certutil -ca.cert iF -4 .

W5 B O 1 S A BB L
O HHA RS BIBINGHL, L

CERTIFICATE--—- &5 )8 (AL FHFH)

————— FFLFILL -----END

T—F 4

¥4 Active Directory 45 #% (UE AR Z A5 E CA UEF S B KBS B0, IS INS2 54 CA XY

ZH TR
AXEHR

4k Active Directory H5-#s 40K , 5 43 7L

B2 A #R4A

A0 P AR Bl e B RO 200 AU SR 2 v i) P S B R U H 3. BT
BT LLAE B 0 SR FP AT BT ey BE rpoLy AR

s Wl
|


management-center-device-config-10-0_chapter74.pdf#nameddest=unique_2060
management-center-device-config-10-0_chapter74.pdf#nameddest=unique_2060

gug |
B msreana

AN AR IR, RAR AT RE T S I AL By A PR O VR I T AL s AT RS
B S SNSRI, 2 31 0,
FHIa Z |l

JyBEA Active Directory 18 61— Secure Firewall Management Center 44, , I A& A KA
Active T g3 3kFE 8 A — A B KBS E L0 H3. 1§51 LDAP 4kl Active Directory
AR AN H 3%, 5 27 T

)

EFE Microsoft Azure AD AEEAN TR 5 [7] 25 A4 .

WA Ky BAT A F P il vb AT 1 FH P 1 S ) s s

1845 2 ] LU £ Microsoft AD 41, Secure Firewall Management Center #f N 1X £620 Jz H AL (1 H
Fro BERTLUE BRI R 4R P, A LDAP 4k s Active Directory SMs FI4 H 5% , 2
27 TR PTIA .

T 2R FH ) B AR 344 T AS & 238 (P AT AT 2% FH - R4 FK (UPN) Ja 8800 itk =, M
AW VE T, HEH G RIEAS L. a0, R JRIGIE donain. example. com, 7% UPN & #R

j’gdomaiDZ .mydomain.com, Jﬂ\UﬂZ‘Zﬁﬂﬁéﬁlﬂjﬁﬁﬂﬁﬁﬁﬁﬁ domain.example.como ﬁ?‘%ﬁﬂﬁ%ﬁﬁ UPN )ﬁé}j{
BG5S, 152 learn.microsoft.com [ [ Mt & £ HH & s 1D 25 %35

T WRMARE R, 1553 Secure Firewall Management Center .
P2 il X > Hi5 > Sl > G
PR3 ARG AN TE (2 .
PB4 ERESR, HALRITER (Sync Results) IELT R .

“RIUE” FFE7R Active Directory Ak R HT T A [F) 20 & AR AE I . A kA AN AU S5 U IR LU iR 7

o
Jug P EIETRE |BX
5l
T JTA P AL 8 Tt R HR A
HEB=fAK W) 28 FH P RZE S H B ). A O A B Active Directory 38048 I T — M8, I
(> KA Active Directory S AZHIZH AN T —A H 3%
ARVEME R, WS RS AT, 5 62 1L,

B s


https://learn.microsoft.com/en-us/windows-server/identity/ad-fs/operations/configuring-alternate-login-id

| s

Bl 3E s F 5

I BUR R, nT DRI A, X ARG N S 47 S IR R I UK AT e 813 . g e
P8ISS A UK 7 QS A s 1K) 75 sCGE AR ] DXRIAE T 2R G N T 4 SR I 240y

F F R IO $ 28 P AT

FHIa Z |l

ELi 2T |

T 7 AN I A FH 22D PSSR, BN T Active Directory IR 55 #% (3% 4z . 18620 LDAP

A ) S A 81 o

Fe @t LDAP 4IEL Active Directory SR H 3% , 55 27 0+ Birads i g 40k

W AR B S, 1% 5% Secure Firewall Management Center .
Wi R > B4 > GilE > GUgFES.
sty U LI
AR INFES] (Add Sequence).
e BFR B, A TAR RS 51 45K o
(AJi%. D 75 WERRFBh, M A SUET A1 .
AT, it R h).
s RN 44 Bk LS I 2P 51
BG/NE RO, TEE TR B RN TR A A 44 R

RAHRE -
FEVR AT F1GS U r S 42 S AR B AR G 3R S A0 14 TP T8

R S R AN AT R R AU R A1 71 . domain-europe.example.com A5 TR

domain.example.com A3k A 7

s
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Add Realm Sequence ®

Name *

[ Americas and Europe ]

Description

Realms

+
domain-europe.example.com (AD)

domain.example.com (AD)

SEN SHRTE

T—5 Mt 4
THZ I B 517 S

B AIEEEROEREABREBEE: ®E
LR JUA E A4, X8 0 | T I B K B B b0 S S U A R P AN 9

W BRI Ak . forest.example.com Al eastforest.example.com. At & Hsitk, LUERAH
SRR SR ] ORI T BA H S5 —AN H Sk AR ) Microsoft AD HEAT S 50 1F

\)

IR AT EGE T Microsoft AD 4iits. ‘& A& T Microsoft Azure AD 4l .

LA A AR A 7 1) B

B s
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| s
J1Secure Firewall Management Centerfit & B35 B 1: REEMHMER .

forest.example.com eastforest.example.com

Two-way transitive forest trust

Active Directory server Active Directory server

{FFHATTH ], 30T LA R s BEE B KR B0 -
+ forest.example.com H AL 75 BT [l 42 i SR w425 0 1R R P R A Sl g 9 fn H Sk
* eastforest.example.com 60, 24T F 1 fin] 475 i) S w425 1 (100 FH P P04 (e S 0 AUl T H 3¢
T B REAN U A AN A, AE B KB B RO TR ECE N B Sk AR H SECE W
¥
* forest.example.com
o P HEEAS ] 0 #E 4 FR (DN): - ou=UsersWest,dc=forest,dc=example,dc=com

« IH)FEA DN:  ou=EngineringWest,dc=forest,dc=example,dc=com

* eastforest.example.com
« P34 DN:  ou=EastUsers,dc=eastforest,dc=example,dc=com

* HH)FEA DN:  ou=EastEngineering,dc=eastforest,dc=example,dc=com

HXED
“hSecure Firewall Management Centerfict & P53l (54T JPHR 1 L& ATF0 H 5% , 5 49 11

J1Secure Firewall Management Centerfit & iZi5i{51F 51 1: HC & $iisi#n
H%

KRR RIS AMESS, AR R 5E B BI7 IR B L SRUMAE RS A5 AT DG R TP L EL 1Y) Active
Directory i 55#%, X2 AL SUBORBR WIHCE . A RIHEARCE FIBEE, TEZ R B KR
LB SRS AT WA, B 48 I,

R RN IBCE DA RN AR 2SS H IR SE, MRS LU LR £ 100,000 441
iz a B U ANADD o I FRIX LA 22 4 AR 5y — AU b R B UERS, ) BAAE Vs ]
P sk AL E A

s [l
|


https://social.technet.microsoft.com/wiki/contents/articles/51367.active-directory-foreign-security-principals-and-special-identities.aspx
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g |
. J1Secure Firewall Management Centerfit & 515l {51T $181: BEESEIMBE R

FHia Z |l

IR IS 15 T 5% A L & Microsoft Active Directory JR55%%; A RVEAIE S, 155 WA Z (5
R, 2 31 T,

W% LDAP 5% Microsoft Azure AD Xif FH F2EAT B B0, I JE T2 A8 FH A

L1 W MARE SR, W%k Secure Firewall Management Center
PB2 i Gh SN > B9 > Sl > S

sidi N4l > Active Directory/LDAP.

L4 P E forest.example.com, iHIALLNE .

N
>
w
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J3Secure Firewall Management Centerfit & FE15i{5 (T $181: BESHIME R .

Add New Realm

Mame*

Description

| eastforest.example.com

Type

AD Primary Domain

| AD

| | eastforest.example.com |

Directory Username*

Directory Password*

| limited.eastuser@eastforest.example.com

Base DN

Group DN

| ou=EngineeringUsers,dc=eastforest,dc=ex

Directory Server Configuration

| |ou:EastEngineering,dc:eaﬁtfcrest,dc:exa |

»~ eastforest.example.com:389

Hostname/IP Address*

Port*

| eastforest.example.com

| | 289

@ Test connection succeeded

Encryption CA Certificate
| MNone | elect certi te v
Interface used to connect to Directory server )
(@) Resolve via route lookup
(0) Choose an interface
Default: Management/Diagnostic Interface

Add another directory

Configure Groups and Users e

BRARE nLLZ Active Directory 38 RATATI /s o F AR R o

AT (Test) JFAf ORI BT 5 HF 4R 2E o
A EEBFN A P (Configure Groups and Users).

WERECE S, W 8RR 00, W PR,

AT EZEZ B RARSSB[E9IED v LS L& 3] Active Directory 45 AT 2 11,

Fitail |
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. JSecure Firewall Management Centerfit & 551551 8 1: RESEMNEFE

forest.example.com
Group and User Sync Directory Realm Configuration

AD Primary Domain

forest.example.com

Enter query to look for users and groups

Enter the directory tree on the server where the Firepower Management Center should begin searching for user and group data.

Base DN Group DN
ou=UsersiWest,de=forest dc=exa ou=EngineeringWest dc=forest,d
Load Groups

Available Groups

Limit the groups to use in policy by moving them 1o either the Included Groups or Excluded Groups list. Moving one group to the Included Groups list, for example, allows
that group only to be used in policy. Learn more [

Available Groups (All groups are included by default) Included Groups and Users Excluded Groups and Users

All except excluded None
CrossForestTest

AnotherCrosForestTest

e — ———— EngineersWest
are,downloaded =) requarGross

CrossForestGroup

iR

IRAR FERARA Y, HEAE B DN A 4B DN FBP fE, SR i ingiea.
T Bk AR IR R E s A REMINFEAE R, WS U B, 5 37 TR A H s A TE
HFE, 40 T,

PR8I RAE M BRI R i T T, 1 s R TF
PRI AT B > B8 > Gugl > .

FHIE10 SRS (Add Realm).

HIB1 ZEE eastforest.example.com, A LL N5

B s



J1Secure Firewall Management Centerfit & 551551 8 1: REBSEMNE R .

Add New Realm @ X

MName* Description

| eastforest.example.com | | |

Type AD Primary Domain

| AD | | eastforest.example.com |
.'..'..'. doman.com

Directory Username™ Directory Password®

|I'|m]ted.eastuser@eastforest.example.com | | ------- |

E.g. user@domain.com

Base DN Group DN

|;Users.dc=eastf0rest,dc=example.dc=ccm | |eeﬂ'ng,dczeasllcrest,dczexample__dczcom |

E.q. ou=group,de=cisco,de=com E.q. ou=group,de=cisco,de=com

Directory Server Configuration

~ eastforest.example.com:636

Hostname/IP Address* Port*

| eastforest.example.com | | 636 |
Encryption CA Certificate*

| LDAPS | EastForest |+

Interface used to connect to Directory server
(@ Resolve via route lookup

(0} Choose an interface

Default: Management/Diagnostic Interface w

5 Test @ Test connection succeeded

Add another directory

Configure Groups and Users

T2 AN (Test) IR RN ESDD S FE4REE -
SE13 ALEEHEMA P (Configure Groups and Users).
PR WREE D), WS SR T 0, WRPR.

Fitail |



. J1Secure Firewall Management Centerfit & 15 {51T £1% 2. FSHHAA

eastforest.example.com

Enter description

Group and User Sync Directory Realm Configuration

AD Primary Domain

eastforest. example.com

Enter query to look for users and groups

Enter the directory tree on the server where the Firewall Management Center should begin searching for user and
Base DN Group DN
ou=EastUsers,dc=eastforest,dc= ou=EastEngineering,du=eastfore

Load Groups

Available Groups

gug |

Cancel

group data.

Limit the groups to use in policy by moving them to either the Included Groups or Excluded Groups list. Moving one group to

the Included Groups list, for example, allows that group only to be used in policy. Learn more [4

Available Groups (All groups are included by default) Included Groups and Users
Search All except excluded

No groups were found

AR ER

Excluded Groups and Users

None

“JSecure Firewall Management Centerfit & #5585 29K 2. [ P A, 2 54 51

J1Secure Firewall Management Centerfic & #1315
2H

T 52 RSHARM

T P A 22 AN HA S A5 AT ¢ & () Active Directory IRSS 5% 5, 20 NEH Mg . i e 255
Active Directory FCE (7] BERI L (Hilt1, —> Active Directory (M ANE 4y 73—~ Active Directory

BN BB D .

FiaZ |l

TR AT Ky Secure Firewall Management Centerfitt & B54(F AT 008 1. FLEAAH 3, 55 49

TR AR S

LB WRMAT R, W% Secure Firewall Management Center .
P2 i X > B > S > G

PR3 G TAEMOUEATIOR R, A ZBTE (2, R
P4 LUl iR (@) GEAD > E%H.

B s

Ja B2 (Yes).
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2 5135 12 B2 & Secure Firewall Management Center 3518 3. &R (5] 58 .

R NG W E. WRUR BRI, T A I ST SR B R, Wi B
55 37 U A AU H S M D 7 B, 5 40 BT TR

FIRS Wi &AL > B8 > GuE > FISER.

X ER
by 5845 AT IE 5 Secure Firewall Management Center A5 38 3 fit g [u] @ , 2 55 1T

71 1815 £ B & Secure Firewall Management Center 515 3. fi#)R o) &0
1 97 B BRSSP P AL . TP AL E
TARH A SO BB T 0 Ik A8 9 B .0

A TS QT 12 W e B8 AN SR P D RS T S R R B G A I e TR BRI S T
(14 .

UK

LB WRMARE R, WE % Secure Firewall Management Center
P2 Wl R > B4 > Sl > S
AT, MRS AR FLE R Be=faf (D, WGBSR, 0, R R
BIEA, ATLLRH.
PR3 M i) R U T B R4
a) i s (Realms) &I+ .
b sl T GIEIFHD . SR TR (Yes).
$IB 4 fidh FHER (Sync Results) 1R 7 .
I “450 7 (Realms) B1rh ok E@ =Ml (AN |, i A R B L E e = R
()
HES s, AR (Groups) B (Users) DLET B 215 A,
S (AL IR, Ak el (D LR REZEA.
YN s R AR S, DM R T DU 5E 1] R U

St
| HEE
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Cloud Services Realms Identity Sources High Availability eStreamer Host Input Client Smart Software Manager On-Prem
Realms Realm Sequences Sync Results
Realms Groups Users Users contained in the selected group
P — T VUMY |, forest.cxample.com
E.g., Error message: this realm contains references to user or groups in another
eastforest.example.com CrossForestValidGroup

domain that have not been synchronized (downloaded with the system.)
Learn more [
EngineersWest arn more [

A CrossForestinvalidGroup
E.g., Error message: this group contains references to user or groups in
another domain that have not been synchronized (downloaded with the
system.)Learn more [4

A EastF imple.com\Easth ingUsers
Check config for Realm and ensure you can Sync user or group
'EastForest.example.com\EastMarketingUsers® from that Realm.
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. E.g.. Error message: this realm contains references to user or groups in another
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Learn more [§

A CrossForestGroup
E.g., Error message: this group contains references to user or groups in
another domain that have not been synchronized (downloaded with the
system.)Learn more [4

A EASTFORESTO\EastMarketing
Check config for Realm and ensure you can sync user or group
'EASTFORESTO\EastMarketing' from that Realm.
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