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Firewall Management Center. H.HH 0 H5: SGT. Uit & 4. & 2 VARSI S 4y

ISk
P12 M Cisco ISE ¥y Z H 5 B, I M Microsoft Active Directory B¢ Azure Active Directory 2%
IS

HxEH

WAL E pxGrid = S35 (Cisco ISE 3.4 B3 A
WA E pxGrid =543 (Cisco ISE 3.3 B LA , %5 3 1L

WAL B pxGrid = H %5

TR R 4 T fnqe] Ay ISE 3.3 M FURCASER ISE 3.4 K iR AL B pxGrid =3 0. IR,
IR G175 PR 58 A 42 BT IR B
HXER

QAT pxGrid B3 (Cisco ISE 3.4 B ShiAS)

WAL pxGrid = B3V (Cisco ISE 3.3 B FURA) , 453 1T
1t Cisco ISE H'JE H] pxGrid = k%%

B3 3 5451

GBI SR, 12 W

WoE N S, 5513 1T

P pxGrid = SH0J6 , 5 16 1T

WAL & pxGrid = 512i& (Cisco ISE 3.3 5 R hRA)
TEFF A2, A — Cisco K/ .

| o

BESW A HGEH T Cisco |SE A 3.3 B FLRRCAS . i A4 A0 02 S i hiAS , A 2 e i & pxGrid
7= 43 (Cisco ISE 3.4 U mi A

FE SR TAEH Cisco ISE. Catalyst z ]} Fil Secure Firewall Management Center KHC & pxGrid = £
I8 DB

51 pxGrid Cloud 517 (ISE3.3 RE{RAEA)
|


management-center-device-config-10-0_chapter57.pdf#nameddest=unique_2150
management-center-device-config-10-0_chapter57.pdf#nameddest=unique_2150
management-center-device-config-10-0_chapter57.pdf#nameddest=unique_2155
management-center-device-config-10-0_chapter57.pdf#nameddest=unique_2156
https://developer.cisco.com/docs/pxgrid-cloud/#!create-a-cisco-account
management-center-device-config-10-0_chapter57.pdf#nameddest=unique_2150
management-center-device-config-10-0_chapter57.pdf#nameddest=unique_2150

5138: pxGrid Cloud 543 (ISE33 REMEMA) |
. WATBCE pxGrid =514 (Cisco ISE3.3 S{E R ARA)

N
Cisco ISE '\1 ) Enable pxGrid
Cloud

|

Catalyst Cloud @ Register ISE

Portal
YOS
Cisco ISE (3 ) Register the
~ pxGrid Cloud
connection

Catalyst Cloud @ Verify the @Create an app @Get oTP

Portal registration instance
— —»
4 o Ay o\
Secure Firewall | |7 JEnable the (8 ) Create identity
Management dynamic ~ source using
Center attributes —» the QTP
connector

E

Catalyst Cloud @ Activate app
Portal instance

|

Secure Firewall 'I 0) Activate
Management ~ identity source
Center

1 7£ Cisco ISE "' J&i ] pxGrid Cloud JIk%% , %5 6 7T
2 fi [ Catalyst 217 M Cisco ISE , 2 6 1T

3 {4 1] Catalyst 21 #H: M} Cisco ISE » % 6 7T
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5 Ji H dynamic attributes connector
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* Azure AD [V fI4H
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S
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PR3

g X

N
=

71152 (pxGrid Cloud fif# ¥ 7 48w ) I3} Cisco ISE.

& %3 Cisco Cloud Catalyst [ ]/,

WA IR, IEEEEEA K

R EM (Register).

1 Catalyst =[]/ ™, mii=> MBEFFM~@, W FEPIR:

“lutle Catalyst Cloud Portal

FETUR TG, A=
MERIEFIFF, fidi uswest-2. eu-central-1 &% ap-southeast-1.

[ Region - ALL ~ ]

| ALL Defaul
ap-southeast-1
eu-central-1
jistration
Registe
Pending
thorizati
MidiERR (Register).

NEES TR G .

{# A Catalyst =717 ;%A Cisco ISE .
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. {&F Catalyst =i"] 7 ;4 Cisco ISE

= el Catalyst Cloud Portal Applications and Products
Ma— Register Product X
SUMMARY Cisco DNA Center registration from version 2.3.7.5+ should be initiat
A\ navigate to Cisco DNA Center > System > Settings > External Servic i
~ Products Type (5) screen instructions 192.0.2.100 A
2 Product Name*
A Products that are inactive will automatically be deleted after 30 days MyISE
[ Region - us-west-2 Type*
Cisco ISE v
Products (1) @ Register  Focus: Default e on
description
Search Tabl
v Registration Status (5) Q. Search Table
M e £
U Registered Product Name = Registration Status Activated Appli
() Pending Authoriza |SE-docs Suspandad
(J) Suspended
Record(s)
(D Deleting
(D Delete Failed

e
LW AL,

s EMANP:  (A[IE) o Hi A ISE JIRSS#5 1564 FRoE A4 5l 1P Hidik . an R 1P Hbdik, 544 8%
JrZE (Bl https /) A (A .

* FEERBRR: B T hR AR S 2 K — S R
« KA. MBS, fidr Cisco | SE.
° "LH',HH iﬁﬁ)\ﬁﬁ%%o

W9 dEM (Register).

FIR0 W LU ME Oy AR IRV (OTP):

o IR AT CVENT ISE N TIFAESR PR B KN, 5 midH3RAESI PR OTP; RORAEA
AR JE S B

BB ARV E AL, R OTP. il O 4 ST BIBINA: flfe A 0
S,

T—%Mita
W2 ) Cisco ISE yEM pxGrid = &#: , 25 9 i,
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5] Cisco ISE ;£ pxGrid = &3 .

[a] Cisco ISE ;¥ A} pxGrid = %%

HATSS IR Ui 7] Cisco ISE M pxGrid = &4z, X¥Af pxGrid = BEBTE pxGrid = S J6 ok H
Jr 8 %32 1 Security Cloud Control.

FHI6 Z Al

SeJ% A Catalyst 27/ VEM Cisco ISE , 5 6 T A IHEMITFSS .

P DU B 5 543 X 5K Cisco ISE.
P2 i = > &1 > pxGrid BRE > FERIHEIE > pxGrid Cloud E#.

BRI WA 5 28 M R B/ S AU .
MRS T AR

pxGrid Cloud Policy

You can create a general pxGrid Cloud policy for what is allowed or denied between your ISE deployment and the pxGrid
Cloud service. The per partner authorization policy can be setup in the cloud portal.

v pxGrid Services

You can use Cisco pxGrid to share the context-sensitive information from Cisco ISE session directory
with other network systems such as ISE Eco system partner systems and other Cisco platforms. The
pxGrid framework can also be used to exchange policy and configuration data between nodes like
sharing tags and policy objects between Cisco ISE and third party vendors, and for other information
exchanges.

Echo Service = TrustSec SXP = MDM =
TrustSec configuration = TrustSec =
Profiler configuration = ANC configuration =
Radius Failure = User Defined Network =

Session Directory = v ©

I 4 fE LM SRR, Al pxGrid Cloud %E#.
$BS IR EERE, W NEITR.

pxGrid Cloud Connection

Perform bidirectional transactions between cloud services and Cisco ISE to automate
network security through shared contextual and threat containment data.

Status  Not enrolled

pxGrid Cloud

Setup connection
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. 1B — pxGrid = &R

IR 6 K OTP ERi NG RIFR LM T B
PR siER: (Connect).

Wt s g SR AR LA A TE SR ) -

pxGrid Cloud Connection

Perform bidirectional transactions between cloud services and Cisco ISE to automate
network security through shared contextual and threat containment data.

Status  Connected: ise32 L5
Cisco ISE pxGrid Cloud

Disconnect

WIR8 BN H Hr oy (R E R
a) & kCatalyst 1),
b) sl PE&R LR
o) siillHE, W NEFR.

‘( Region - us-west-2 \v ]

Products (1) @ Register  Focus: Default \/ 3 As of: Sep 17,2025 5:19 PM 8%
Q_ Search Table Y

Product Name = Registration Status Activated Applications Launch Actions

PubsISE33 @ Registered

1 Record(s) Show Records: 25 v 1 -1 < @ >

d) UL S IEM S I R o

T—¥ it a
ARELPAT RIS IR, 2 12 T,

EIE— pxGrid = S 177

DA R T4 ihi T 4 Cisco ISE. Catalyst 2]/ #l Security Cloud Control K6 pxGrid = & 4y
Ui TR DIHL PRI 58 MOT A AE55 . AERLeG 00N, T ae — MRS (OTP) I, fA{Emt
[ B A
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el |

EXERD
G S , 28 11 7T
B G MIE , 12 W
WS N S, 5513 T
WoE pxGrid =50, 55 16 1L
MK pxGrid = B0 , 55 18 1L

B 22 fiz A 2151

VAR5 RS A AT N Z LSS 22—, HIFE B A pxGrid z S0, DUERRE I - 2 il Al s

#I| Secure Firewall Management Center.

BN AR RS (OTP) (I TR A — N, TR BRIN T A S8 R e . 5075 8 3% 31 Cisco ISE.

FroaZ A

HETERL R BT AT
* {£ Cisco ISE )& fi] pxGrid Cloud %5 , 2 6 1T
* ffi ] Catalyst 5[ 17 ¥/ Cisco ISE, 2 6 1t

* [i] Cisco ISE yE M pxGrid = &%, 559 1L

0iE
SIE1 B3 Cisco Catalyst Cloud Portal.
L2 1E Catalyst =17 Y, mii=>MARFA~R, 0 FER:

il Catalyst Cloud Portal

TEVLITIGE, sSdi R .

MEXELIE S, i uswest-2. eu-central-1 5 ap-southeast-1.
it Firepower BIEALHIANER (HEHE) -

Sl (Add).

it — AR

TEERT AR

JRY TR Y ]

Qe aE
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| EEE

Choose Application Instance

Select which Application Instance you would like to connect your product to. Not seeing the
Instance that you want? Create a New One

t

PERS  mUlBoR OTP 554 MR A4 AL, b K P

Authenticate your application

We have detected that your ‘Firewall Management Center' is not yet authenticated. Please redeem the below OTP in your application interface to complett
authentication.

UnHeDX5® s ="y m e ® = Tl e B = 0 =i = - rgrribly

D <—

The QTP is valid only for 60 minutes ]

In case you have just authenticated. Please click here to re-verify

PRI K OTP EHIBISCAICAT; BEAE 60 73 Bha L],
FER0 GREPHATOIE S, 5 12 UG

tIEZ MR

IATS5 2 0 pxGrid = G LOKE 251l 8 &% %) Secure Firewall Management Center [#] 2 1l
52—,
FIAZ 8l

SE BN T SEB] S 5 11 ORI IR S .

UK

L1 G XA Secure Firewall Management Center

PIR2 nii £ > 519 > §10IR

$1E3 N BMARESIEE (pxGrid =) (Identity Services Engine [pxGrid Cloud]).
S 4 pililE pxGrid Bz,

TR T AR
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el |

Create pxGrid App Instance Q
—
MypxGridCloud
Description
OTP (One-Time Password) * How to get OTP 4
Cancel
PS5 MALLFE R
& 152 BB
AR BN AR CAME— R R4 -
1t AR CIpZaYiR
OTP (=XM% | #iAM OTP,
)

IR 6 fiili el (Create).
PR EXIMIG, lRTE.
PR 8 RELPATHEE N S0, 5513 L,

N=Ti N SN
AE bz F 32451
AAES S B pxGrid = S 4398 7] Secure Firewall Management Center 32 H /- 2 15 £ ds .

BN — RIS (OTP) RN TRI BRI — /N, i AE U TE) N S8 e RE 1 o 505 %5 5% 3] Cisco ISE.

FHia Z Bl
e A S OYR 5 12 BT eSS .

i
i

& 3% Cisco Catalyst Cloud Portal
i N FTR I B AL, EHTIG RN H

el
S
N —

S Sk
SR
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B R R 15

I DNA Portal Activate application on your product

sl
cisco

Authenticate your application

We have detected that your 'Firewall Management Center' is not yet authenticated. Please redeem the below OTP in your application interface to complete
authentication.

lup mom ol " T D™ " " W™ Tt W e D BT EEGRX

0
The OTP is valid only for 60 minutes.

In case you have just authenticated. Please click here to re-verify.

$1®3 S ERINIZE Secure Firewall Management Center H1 815 (¥ W F 51451 1) 42 FK
SE4 S T—% (Next).

R

Choose Application Instance

Select which Application Instance you would like to connect your product to. Not seeing the
Instance that you want? Create a New One

1 selected X
g9 ol = e pum kB _107 e B9 ne  a = = ince a8 =
PXG o mw, CS
55 am= = wmnce & e 4 & 55 @& @ =rn ame & BS o am w=ral e
e L L Cg e e e 38 e amiml & XGridCloudPubs =
Previous

SWS  {¢ WP GO L, Ak Cisco ISE AL HR, S AdT—5.

il

I 5%%: pxGrid Cloud 54 (ISE33 RERAIA)



| 5%i%: pxGrid Cloud 5% (ISE33 R EIRIMA)

SO e |

Choose your Product

You are subscribed to this application. Select the product for which you would like to activate your application. Not seeing the product you want? Click here to register.

If you wish to manage products that are activated for this application click here.

WD) cisco ISE 1 selected X S Q_ search by name
o (]
A Ise-01-125 Ay ISE_16243
[ (]
@ PubsTest é PubsTest33
>

PUR6 L rhREA T 55 B SE A .
FEER T AR

Configure Access Control

Choose the functional capabilities and APl Access control to be allowed for application " Firewall
Management Center" on this products "PubsTest".

CAPABILITIES API ACCESS
@D selectan yroups configured for this
@ Adaptive Network @ Echo service

Control (ANC) topics used for

configuration testing

@ !dentity Services (@ ISE Session
Engine (ISE) directory
Profiler
configuration

® TrustSec related
topics
(Configuration,
SXP, ete.)

PB1 AT —% (Next).
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B s xcrid 250

FE8  AEIEE e . #h Rk A .
TNEER T

Summary

Please review all settings that you have entered. Click corresponding Edit for the
settings you like to change.

Selected Application  Edit

Name Firewall Management Center

Description Firepower Management Center (FMC) is integrating with to provide User |dentity based access policy.

Instance Name SteveJNew

Selected Product  Edit

Region us-west-2
MName SteveJISEZ2
Description

Selected Scopes  Edit

P/ rUlEE.
P N S w] e it 2L BN 1]

FIB10  FREEPATIHGE pxGrid =S5, 4 16 7.

%R pxGrid =51 R

AT 25 U6 H 44 7E Secure Firewall Management Center " pxGrid 2 5 435

FHiaZ |l
SER WA NS, 5 13 SUR TR S .

AR OB A pxGrid = SR 2 TR SIRES .
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w5z peerid 2545 [

HIE1 G K% Secure Firewall Management Center
$R2 Al £ > B9 > BHiR

$E3 LB MRESIE (pxGrid &) (Identity Services Engine [pxGrid Cloud)]).
FRA UL TR RTE

IS R GRIE ARG IR R R kAR, R .

i

Selected Name

pxGCridISE33

Tenant ID: Cisco

FR6  ARAER.
s

Make the pxGrid Cloud application @
instance active?

You are selecting PubsFMCInstance pxGrid Cloud application instance as
Active.

PET  (AE. D WA E, EIERELL R
c STEEFREBR: EPILEEHE AT A Cisco ISE 55 de 21 ISE HI /7 251615 B .

o SXP ER/I: EHILEEHE, DMEAE ISE RS- a4t SGT 2 1P Wi 1) 5B i B i s 8 . EEAEVS
W] B A H AR SGT krid, 554 B i 1 1

* ISE M4BT HERS: 8 n] DL nl k5% 4 R BRI Cisco ISE R 45 OB . an R4 AIL M 2% 3 9%
2%, Cisco ISE &R %5k H Z ik uE 2% 7 i W 2% 1 £l .

B8 LU R kS
s KB A LR EER (any) fH.
* {{i ] CIDR £ A 5 1Pv4 Ml B,
* ff I HZ 557 ) CIDR #5541\ IPv4 HihilHesik .

PIR8  {ECBEUSHISE T, EIT S0k,
St N R
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B v pxerid 25635

Status: @ Active @

Settings: Subscribe To: Session Directory Topic SXP Topic ISE Network Filter
Application Instances How itworks Configure Filters 7 | + Create pxGrid Application Instance
Selected  Name Activated ISE Description Actions
+ ® PubsTest (Primary) @
Scopes

Anc Echo Profiler Session Trustsec
Topics
« SecurityGroup
Total no. of events: 17
PubsFMClnstance « EndpointProfile
o Test
Tenant ID: SteveJPubs Total no. of events: 872
« SessionDirectory
Total no. of events: 1
« SxpBinding

Total no. of avents: 0

B RS Rl

Configure Identity Sources

elect the service type and start conf ) the identity source. Deploy the changes afte

Service Type:

_) None 7) Identity Services Engine (®) Identity Services Engine (pxGrid Cloud) () Passive Identity Agent
A\

| @ You can configure Dynamic Firewall based on pxGrid Cloud. Click here te learn more

| @ ISE_208 is/are unhealthy

Status: @ Error

Settings: Subscribe To: Session Directory Topic  [_] SXP Topic ISE Network Filter | ex. 10.89.31.0/24

Application Instances How itworks ConfigureFilters? | + Create pxGrid Application Instance

Selected  Name Activated ISE Description Actions

> ® ISE085_P1 (Primary) @
v @ ISE_208

Cisco DNA
Activated

Scopes
Anc Echo Profiler ‘Session Trustsec

Topies

App « SessionDirectory Test
Tenant ID: Dy Firewa Total no. of events: 0
x Echo

AP failed w

for - 'Past "https://neoffers.cisco.com/

WHEHNAR, SRR pxGrid =50 , 4 18 Tl

FBY  RIBRSLGNES), LG B o A 328,
FER0 SER LB LUE R B

T—% it a
WHZ MR pxGrid =543, 45 18 1L,

ik pxGrid = &R

A S 10T LA T Secure Firewall Management Center JUAT 2 W7, LARHE B Y5 2 15 1B T4

HHRTRetH5 5 Cisco ISE W5, 2i45 Catalyst z<[ 7/ (1) Cisco ISE B [H] @
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it pxrid 25458 I}

EEYRIERE

s TRRATIE R

1. % 3:Secure Firewall Management Center.

2. mili &8 > 5% > SRR

3. A BMBERESIE (pxGrid =) (Identity Services Engine [pxGrid Cloud]).

B EIRZS TR
FEPRA AR R

CloudServices  Realms Identity Sources  High Availability ~ eStreamer  HostInputClient  Smart Software Manager On-Prem

Configure Identity Sources

Service Type:

O None (O Identity Services Engine (®) Identity Services Engine (pxGrid Cloud) () Passive Identity Agent
SN

I @ You can configure Dynamic Firewall based on pxGrid Cloud. Click here to learn more

' Status: @ Active @

Settings: Subscribe To: ] Session Directory Topic ] SXP Topic ISE Network Filter | ex.10.89.31.0/24
Application Instances How it works  Configure Filters 7 + Create pxGrid Application Instance
Selected  Name Activated ISE Description Actions
App_instancel -
s Test u}
Tenant ID Fire
. ° pxgrid_multi_ise_tesing o ISE-235 (Configured) @ e
enant ID: k.- i
test-empty-app-instance o
Test ]

Tenant ID: § wv s,

R T AR g X TR S
| ax

L BRIRS

FRGt4x BoR Cisco ISE W LB KRR P AR TR . AEIXPPE LT, TR RS,
@‘F)EFF%E PR B R BL TR S A

2 | E=M
2L =R AN TRe FI VAL (N R C LN
3 AR

RSB S AL T AR SRS o nT DU I 2k iR A2 BR 5510 R HE, AR5 g A Rk
P ILaE .
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&y

i 2

4 R

IR AT s SE VRGN A N S BARES R Wil AR S R, WS T,

PEER T SR B B -

Duplicate_sgt_check Test Result ®

@ TestResult: Success
All ISE devices are healthy

ISE-40210

@ Up and running
Cisco DNA
Activated

Scopes

Anc Echo Profiler Session Trustsec

Topics
~ SecurityGroup

Service is up

-+ EndpointProfile

Service is up

~ Echo

Service is up

TR R AR
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it pxrid 25458 I}

Pxgrid_ise200 Test Result ®

@ Test Result: Error
ISE_200 is/are unhealthy

ISE_200
@ Failed
Cisco DNA
Activated

Scopes

Echo Profiler Session Trustsec

Topics
* SecurityGroup |

API failed with the status - '404 Not Found..

B Recommendation
Verify the ISE is still connected and not directly
disconnected from the ISE dashboard. To properly
disconnect an ISE already connected with the App
instance, first deactivate the ISE from the app instance
and then disconnect the app instance from the ISE
dashboard. Re-register the ISE in Cisco DNA Portal if
needed and activate it with the app instance. If this is not
the issue, contact Cisco TAC [7

LAUR B o 3R AR BEFI A IR N 2%

mIRIESE

PALLLUR (5 BT 35 Bh 82 Wi FIf# vk Cisco ISE pxGrid z F Catalyst 2z [] /" I ) i, G0 JLIX Se g AN
EAEH, B B e &, EER IR TAC.

403 - Forbidden

9 IIE Cisco ISE 7 infE Catalyst 25 [ /7 HHRAL TR ul B bR . an R st s, IR
Cisco ISE '3 FH] pxGrid Cloud k45 I M A28, Bk Cisco ISE 7215 i

Bk, TEK pxGrid = ARG & A AT
BRI )7 e A TR SIRAS, AT DU R 4%
1. tCatalyst =[]/

2. {E Catalyst =[]/, ¥3=>NABFEM~ER, W HNER:

wthuilie - Catalyst Cloud Portal

3w PERR TR

51 pxGrid Cloud 517 (ISE3.3 RE{RAEA)
|


https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/td/docs/security/pxgrid_cloud/solution_guide/b_pxgrid_cloud_solution_guide_2024/pxcloud_ise_integration_flow_34p1.html#Cisco_Task_in_List_GUI.dita_8147525b-784d-4593-9ca1-5973d3e5edad
https://www.cisco.com/c/en/us/td/docs/security/pxgrid_cloud/solution_guide/b_pxgrid_cloud_solution_guide_2024/pxcloud_ise_integration_flow_34p1.html#Cisco_Task_in_List_GUI.dita_8147525b-784d-4593-9ca1-5973d3e5edad
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B v pxerid 25635

TEEIR T B R

el Catalyst Cloud Portal p and Products

SUMMARY Cisco DNA Center registration fr 7.5+ should be initiated from Cisco DNA Center itself. To register,
DNA Center > System > Settings > External Services > Cisco Catalyst Cloud and follow the on-

v Products Type (5)
]
~ A\ Products that are inactive will automatically be deleted after 30 days of inactivity.
8]
o Region - ALL )
8] ~
(D) select a region to register product x
8]
~ Reg ——
Products (1) Focus: Default v/ O3 s of: Apr 22, 2025 1:37 PM &
0O
) Q h Table v
o
o Product Name Reg Activated Applications Launch Act
O e a ISE-docs -2
Show Records: 25 v 1 [

4. BUFEIESRGE, WEEEES A T, RE ARER OTP.
5. MGG, 512 TP TR OTP.

404 - Not Found

BAIF Cisco ISE JIli4s 2% A& H %5 Cisco ISE IR M T« ZIERAWTIT 25 N S5 3%E$2# Cisco ISE,
1 5 M 5451452 Cisco ISE, 4R Jim Wi i FH 5245 55 Cisco ISE # 1hil THAk A& 4%

408 - Request Timeout
—MREE

F 7 Cisco ISEAE A AFAEATAT W5 A4 1) /T, FEAE ISE [ h i) = > B8 > pxGrid iR > BF

imEIE > pxGrid Cloud iE1E N pxGrid = ERRE RGN BiEE.
TR R T CIERN RG]
pxGrid Cloud Connection

Perform bidirectional transactions between cloud services and Cisco ISE to automate
network security through shared contextual and threat containment data.

Status Connected: ise32 S
Cisco ISE pxGrid Cloud

Disconnect

NEERIEARTEN (RIREE 1 RGRH.
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it pxrid 25458 I}

= Cisco ISE Administration « pxGrid Services
Summary Client Management Diagnostics Settings
Glients
Policy pxGrid Cloud Connection
Groups Perform bidirectional transactions between cloud services and Cisco ISE to automate

- network security through shared contextual and threat containment data.
Gertificates

PXGrid Gloud Gonnection Status{ Not enrolled

PXGrid Gloud Policy

Cisco ISE px@Grid Cloud

Setup connection

B0AIF Cisco ISE R %5 %8 A FL# 5 Cisco ISE # BITHIM BT T o % 1E A Wi - £ 5 W S8 2 1 Cisco
ISE, 156 MM H 54145 F Cisco ISE, #R Jim Wi H S48 55 Cisco ISE 4 il I B 113 4% .

EREM R TLIE 8]
WIS TG Vi ) Cisco ISE BEHEII— AR, REGTRE wos il F G

App Test Result ®

ISE_208
O Failed
Cisco DNA
Activated

Scopes
Anc Echo Profiler Session Trustsec
Topics
% SessionDirectory
APl failed with the error - 'failed to query: 408 Request Timeout®
@ Recommendation

Wait for some time to see if the issue resolves on its own.
If the problem persists, contact Cisco TAC 7 .

= Echo
APl failed with the error - 'failed to query: 408 Request Timeout®
) Recommendation

Wait for some time to see if the issue resolves on its own.
If the problem persists, contact Cisco TAC 7

LA TCIEG el (K75 50 335 U B0 500 8 3¢ Cisco ISE A BT AL, AR5 sy Al e bx
(=), Raikf B8 > REK > FBE, &F Cisco ISE ME I R

M3 - IFEX
PR EE A GitHub E 1 pxGrid Cloud APT PR WHERTFEL, 5% B 1) Cisco ISE MRUA,
PL7e 4 M pxGrid =5 S2HF.
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https://www.cisco.com/c/en/us/td/docs/security/ise/3-4/admin_guide/b_ise_admin_3_4/b_ISE_admin_deployment.html#Cisco_Concept.dita_2442ca4d-e572-43ad-8850-36b8dae63082
https://github.com/cisco-pxgrid/cloud-sdk-go?tab=readme-ov-file#query-limitation
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B czasrmes

500 - Internal Server Error

K 1¥ Cisco ISE RS54 /2 17 1IE 7 1847 A K pxGrid = IR %5 & A THESRES (BUE MNT. SXP. pxGrid

)
HRELER, WSH ORI 5 94 BB R T Cisco pxGrid (Y “ WA
T

ISR I IER

i [l Dynamic Attributes Connector & M {5l 2 J& P id JE 28 & 7F Secure Firewall Management Center
R A ATAEYS )4 S A FH B A % Bilan, BERT LRIV 553116 AWS k55 2% U7 Rl PR
FR1H1 4 Microsoft Active Directory H 5 S 4541 1 5

\)

AR BORREN B U, Office 365Azure Service Tags. Webex 5% Zoom fll it 2 4 J@ PEid e ot . X 4570
o Ga et 3 O 1P Huhik.

F IV ¥ U EXDNS U P45 S, T8 S0l 8 A& S8 PYE L JE 28 R G s a4 i U 5% DNS
B, 5525 .

FiaZ |l
QIR A

UK

B 1 G %Secure Firewall Management Center.
P2 it £ > SR EERES > ST REMEFIERS.
PR3 PATEL T #84E:

v sk v (D).
GRSt B ) L RS AR R IE (Edit) S (Ddete).

T4 AL NMEES

InE 1L AR
R FT{E5RIE A Secure Firewall Management Center

XHE IS SMBRTE > S5 T hriizhs
R (TENBhAXN ) E—4 7K.

By FEFIZ i ZAR T IR AR I A PR o

51 pxGrid Cloud 547 (ISE3.3 RE{RAEA)
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https://www.cisco.com/c/en/us/td/docs/security/ise/3-4/admin_guide/b_ise_admin_3_4/b_ISE_admin_pxgrid.html#Cisco_Generic_Topic.dita_f2df9a66-f01a-40ad-ab21-b0d218341a2a
management-center-device-config-10-0_chapter64.pdf#nameddest=unique_2125
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{ERNZSREETE R R A i 3= HI A N = DNS #L 0 .

T H 15488
it =
i el e

FES ER g Aily, A LU R

W= 15t AR
Y] R AR — AN . B o ISR SR
#Ar M UR I

* FT (Equals) 25 P 5 E5E 4L

* &% (Contains) 2R VLA CUnRAE
FEATER P VLR

1 HAHES (Any) L2 ER (All), K5 s
—AEEME. SR EME (Add another
value) DA [ A i) HH s I

W6 il BRTRSE (Show Preview) DA 7 2 i 1] i 9 264 55 1P Huhik (1) 5156 .
PR wRE, SdiRE.
B8 (v[ik. ) KIE Secure Firewall Management Center H1 [FIB)ZS X4 .

a) /DD HEAMEE R R MO 84y % 5 Secure Firewall Management Center o
b) i &R (Objects) > 4MNERE 14 (External Attributes) > Bh75%F 5 (Dynamic Object).

00 1) B A a8 1 A B R R Bl RT S

AR M RERFZREE e HI N = DNS £

AR LRI BN R G SR G UG 2 iU M sh & m PR it Kaw 42 ) B )%
AL .

L[] DNS SRIEA IS R et ygds, 12 P Q1 2L A DNS Sk

LR ARV UE A4 N 2] DNS HEmg, 12 G AL A DNS 5% .

FiaZ |l
OSSR ERS 28 24 VU PTIE, SIS E MEIE s
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/access-dns.html#task_A456C66B7ACF488FB8E74FC4A7F7A516
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. {E R FNZSEET E R SR 6 iy i3 HI A W = DNS # 1

\)

AR EANREN WHISCA. Office 365Azure Service Tags.
I et 3 o 1P k.

Webex 2k Zoom G £ Z) A LI & IXAEHAY

UK

L1 G XA Secure Firewall Management Center

P2 ik KA > REERME > IFEE .

SISy m e s s () .

FEA SARMBN (Add Rule).

$£B5 Sdi3h75E M (Dynamic Attributes) £ <.

$IE6 (£ “THHJEPE” (Available Attributes) 373, MR T HEIZEXT R (Dynamic Objects).
NEIR T AR

. Add Rule ®

Name [ ] Action | @ Allow v @ Logging OFF B Time Range | None v Rule Enabled @D
Insert |into Manda... v @ Intrusion Policy | Non v Ee File Policy {N one v

Q Zones Networks Ports Applications Users URLs

Dynamic Attributes (1) VLAN Tags

[ Q_ Search Dynamic Attribute Objects elected 1/ Total 23 Selected Sources: 0

Q.  Selected Destinations and Applications: 0 Q
Filter by type
() security Group Tags

Dynamic Objects

Clear Selections Dynamic Attributes
FinanceNetwork (Dynamic Object,

([ github_actions  (Dynamic Object

D github_actions_macos (Dynamic Object)
D github_api (Dynamic Object,
7] mithih ~ndacnarac %

+ Create External Attributes @ Add Source Dynamic Attribute Add Destination Dynamic Attribute

Comments ~ Cancel

AIRB s — N4k aptc A EIENIBIAN %,
JEVETRIE RS o

WD RGN N5 EL H Ar .

P8 WIRTEE, A AR A A

"B} T dynamic attributes connector 1315 FB) A

=%t a
THZ B R PR AT
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| 5%i%: pxGrid Cloud 5% (ISE33 R EIRIMA)
pxGrid =548 s [

pxGrid = & 1715 SPEHERR

XU 3 A A0 pxGrid 2 S IR BEAT RO HERR o

HxEH
TR P E R4, F27T W

: + \rL

%/i&hfﬂfli%
£/ Cisco ISE RS HAL S — /NN I SEBIAH L,  Hal AL AL A,
WHK—> Cisco ISE 5 24NN H SEIAHOCHS, S Uk Boneiie, Blnssis. kb g4l 1se &
ARG TEH o

i

Configure Identity Sources
> t Wy tart Juring thy nit: L D t after y
ServlceType:

() None () Identity Services Engine (®) Identity Services Engine (pxGrid Cloud) () Passive Identity Agent

o

| @ ou can configure Dynamic Firewall based on pxGrid Cloud. Click here to learn more

( @ Error occured: primary device cannot be processed )

Status: @ Error

Settings: Subscribe To Session Directory Topic SXP Topic ISE Network Filter | ex.10.89.21.0/24

Application Instances

Selected Name Activated ISE

sl axgrid-2
Tenant ID IS

R TT S s AEREZAL T F AR AR HAd AR ™ 50N S 2 1, S A 1 F Aty S FH S 48] v 1 A
I ISE.
UK
HIB 1 &% Cisco Catalyst Cloud Portal.
W2 G, AT

FIR3 LE P EWIE ) Cisco ISE /™ ih, JFHAAZ 2™ i T 20 T AR &L

R
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B =505 pxerid 2565

Product Details

,,,,,,,,

SRR A ELE U ER .

PS5 (FHNHE, Wi pxGrid = NS, 25 28 TiH ik .

=R F MR pxGrid = &7 IE
XL U T G PR M
* {E Catalyst =[]/ F145 ] FMC N ] Sl
RET] LLAT LT IEAE 55 5K HEBR Cisco ISE SR i) .

* M Secure Firewall Management Center " fiH|[% pxGrid z &} .
SR E AT S5, A BRI R .
X E@M
15 H pxGrid = N S, 5 28 1T
MR pxGrid =508, 3 31 ¢

= pxGrid = 1z F 451

(A ) BAES AW Catalyst [ 15 45 H pxGrid = NS . HA %) Cisco ISE 54,
pxGrid 2 {57 18 TAF s T BRI, A AT B

FiaZ |l

WS pxGrid 2= SO0 . 28 16 TR FTA, TEHR AT pxGrid = 5 U0 A TG sk &

o
i

Qe
S

% 5% Cisco Catalyst Cloud Portal.
7E Catalyst z[1)7 o, fidhi=> MRARFEMESR

Sk Sk
S8 3
[ =Y

’ ﬁD—FFyTE—\A:
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=7 pxerid = Az i

bl Catalyst Cloud Portal

PE3 sl A

4 Bk B L E R
PERS  MIERFESKBIYIRT, mGl T G BT RN A4 K
s

Status: Gonnected Account: fmc.pxgrid@gmail.com View all details
SUMMARY

1

Activated

Products About

— [ Select Instance + PubsFMClnstance ~ J

1 “HBAE” Hirh, JEEZEE D) >ER.
AR

WAL, el RIET (O DA R R R .

$UR8  ISE 3.3 sEEARMRAS: IR I S48 F) i -

a) LU B B335 5% Cisco ISE.

b) ERE > pxGrid BRE > B IHEIE > pxGrid Cloud %E#%.
o) rliBTFFIERE.

i -

LT TRy )
| X
~N o

NN

Summary Client Management Diagnostics Settings

Clients

Policy pxGrid Cloud Connection

Groups Perform bidirectional transactions between cloud services and Cisco ISE to automate network security through shared
ttttttttt | and threat containment data.

Certficates

pxGrid Cloud Connection Sieius Connecioddiseiid o

PXGrid Cloud Policy
Cisco ISE pxGrid Cloud

HUR9  ISE 3.4 o A HUH I M S 451«
a) LUEBE DY B4 %% Cisco ISE.
b) ALEE > R > EHE.

51 pxGrid Cloud 517 (ISE3.3 RE{RAEA)
|
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B =5 oxrid = mA%H)

c) JEIERE .
d) 55 ISE 7 B HR .
e) AEEMIKEXEIRmY, RIEKE pxGrid.
) AEEGHEM.
INAIE

- . pxGrid @

Enable pxGrid Cloud (7)

To enable pxGrid Cloud application, please go 1o the Integration Catalog.

Cisco DNA Portal account Status

§ 15 Connected
ISE deployment name Registered region
ISE_3.4 us-west-2
Description Mode

== Active

Deregister

S0 EISUF O 7E Secure Firewall Management Center H 452 F W FH 5491«

a) X3k Secure Firewall Management Center .

b) riidi &M > H > FHR

¢) AliBMBRESIE (pxGrid =) (Identity Services Engine [pxGrid Cloud]).

d) Kk SeE ISE S 5 BoR RIHIE .

AR
Configure Identity Sources
Select the service type and start configuring the identity source. Deploy the changes after you're finished
Service Type:
O None O Identity Services Engine @ Identity Services Engine (pxGrid Cloud) O Passive ldentity Agent
AN

| n You can configure Dynamic Firewall based on pxGrid Cloud. Click here to learn more

| o Register the ISE Product, activate it and try saving again

Status: @ Error

Settings: Subscribe To: Session Directory Topic SXP Topic ISE Network Filter
Application Instances How itworks Configure Filters 7 [ + Create pxGrid Application Instance ]
Selected Name Activated ISE Description

PubsFMClnstance

Tenant ID: SteveJPubs

e Cisco DNA Portal [7 to

pplication instance

Il 5%iF: pxGrid Cloud 54 (ISE3.3 R E{RATA)



| 5%i%: pxGrid Cloud 5% (ISE33 R EIRIMA)

e pxrid =548 |}

T—S M4
* #i) pxGrid z VEM Cisco ISE FF3 M FH 9245, &5 -
* ISE 3.3 M RLAS: Ad)1] Catalyst z[ 1) VEJ Cisco ISE , 4 6 T,
* ISE 3.4 S mifiAS: QIE Y I 924 o

o SR MER S, IS EINER pxGrid = S0, 2 31 0L,

fFR pxGrid = 5145

T
PIR2
SIE3

$IE4

$IE5
$IE6
T

$IE8

(RT3, ) BEATS5 U BH 4] A\ Secure Firewall Management Center "B AN AR B /A FH 1) pxGrid 2 &
Fraa Z Bl

F2 5 pxGrid =5 W HSER] , 28 28 T ik, M Catalyst 2117 H 45 ] FMC W 241 .

k2 Secure Firewall Management Center

mit ' > B4 > BHR

Ml B BRE 512 (pxGrid =) (Identity Services Engine [pxGrid Cloud]).
TR RA, WmidiT.

ZNE
You have unsaved changes m —
Configure Identity Sources
t the type a t juring t jentity source. Deploy the changes aftes re finished.

Service Type:

s @ None (O Identity Services Engine (O Identity Services Engine (pxGrid Cloud) () Passive Identity Agent
/

No identity source is active.

MR TF

SRR N ap k=
M B BRS51% (pxGrid =) (Identity Services Engine [pxGrid Cloud]).
i et R (D).

i
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B 7 peid 2565

Application Instances How it works Configure Filters (7 [ + Create pxGrid Application Instance ]
Selected Name Activated ISE Description Actions
e/
PubsFMClnstance to the -
. & B Cisco DNA Portal (7 to Test W]
Tenant ID: SteveJPubs

te the application

\ce there.

LB T ERIAERAE,
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