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o NG/ DEE DA il o8- 15351 L W D U
o SRS B U RRR 5 17

< RIS T DA, 519 T

sa il L& 17T A SRR
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SRR Z e T, FERE B2 A SR Bk DU, 10 8% 2 5 40 50 F 2 75 1) 5 47 56 UF A0k
(51T Microsoft AD) k%f Fil J2 HEAT B 6 AIE

T A FH SR DX 4 1) SR B S IE U ) TLIBC I, B U ) 52 B A P YR s T A PRI N TR
PV R T AR RGO BRI ZS 1) BT SR SR f5, SRR U ) 42 R0 ) A BRI P it
SRR ML PN £ % HTTP Al HTTPS 3 0T B 40 5k

AR 20K Microsoft Azure AD (SAML) AU H] Tl 25 11/, WS B —4 H T F 30 S 5k
Microsoft Azure AD (SAML) 45, Coiil| %11 F) o

N

AR LN HTTPS WUEHEAT NG, AR5 skl 25117 A4 REPAT B B diE

S P26 17T P I A S R S AR B UE e ARG, OIS 2 30T FH P 0 T 380 B0 P2 ) FH P 471
B o BRI L ] R (0 B O B RS B RIS ] s B 2R L S I IE R KB A P (Failed Auth
User).
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AXER
HLE i) B AL A4 K 190 2 B 211

sedll ] P BT AT IEZE K

B A B 40 15 RTHE
&

S ) 48 7] P Y ZE K A0 JE IR 544

SCEFRYSE
&

BRfe
- HPEDLBY
L

S

oek ohl] I £ 1] 1 74 JU) F0 PR 1

TE B 4 S HP C B R S R P 2 1) P N, Ok B R e AT F 7 24 Firewall Threat Defense kit
ITHOEAE, LU SRR .

B &5%E: ERm%g1A


management-center-device-config-10-0_chapter60.pdf#nameddest=unique_2074

| 8#E: BHmEA

\)

a1 roenirs i

iR

AR VPN J] ™ Gl 1A 0 2 42 W O IFE A B8 3BT B B SR, AN SR AT 5 R0 2% 17
PSS ARAE, RIME S S T TSR 5

SR I P 4% 7] 2 FO SR G

LE B 03 SRIME p e B SRR 25 1T )7 AR SO U TP 3 S A5 E . 540 SR 1 ) ] SR A Ok
WG, Uy in) 453 h SRS 58 X M8 TR YR Uy ia) o Blan, & a] LAHERR US-West/Finance 25 H 14 H 7 U7 7]
Engineering /IR 55 #%, W07 LAZEIEH U Rl 2% LI E 22 4
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5 ) SR S DI P 5 43 U A P L AR R 4 o

F 3 G S E B B AT £ B B I8 UE A B s S I L, JF Han R iR @ L # shel
VPNIRZ|, MMEREMFMRIIECIET . A LREAIEN, REH82E W S I BiA% ] TLS/SSL
fi#t %5, MITE T Snort HEFE.

EE O fE2EH T TLS/SSL fis (HI, 2495 ) 25 SRME AL ES a fiff 25 S 1) RS IS8 — A~ 30 S 0 30Ul

) 5 e s — A = 50 S A7 B R A B L B SO HOB R ) Smort HERE, AT I R BT O A
W FAELE PR 25750 e ERGE A A RE— DR A, DOk TR e B R e AR

A4, W Snort T AT -

25 25 110 5 3 RN DL PE (¥ P REAT B S IE I, Active Directory B LDAP 2 H i A 4
(R4 Microsoft FI - #FE B I “AREN” (Unknown)e A3 G HT P 4 U000 A AR, 1 Qidal B8 40
SRy 5 BCE NN B A B I R 2% ] AT By B A AL R o ORI R IR Y
D IR A SR A B s 2 SR ) 7 SRS TS A BELLE R R P, 2 BH BB T
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FEMEN
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G REI), I LA (R i P09 5% 1] 7 e 20 15 P DR Rt R 10, D6 207 7 e 2 ) SRS o i B 4 1
TR ZEAT, LMEACE R B & B e .

LT LU 1] 425 11 SR W AF OC 1) S 03 SRS B 35— AN B NSRS 1] S RN, S BB A
AECE T % % D B4 10 Secure Firewall Management Center [ 5555 5, ) SR 388 e ol HLig ey
B OPAT T80 B4 5 iE

Ff 55 B9 IE4S FOIEH M A& H44
FEAS P S 9 20¢ 11 36 AT TP RN SR 2 11, R 200006 A2 LA T 4 A1F -
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SRl P 2% 7] P E K AR FI
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o SR L] AN SZRE HTTP/3 QUIC 4%
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CRRER AR g RS FSHFEE >+ BRES > E# > FH. )

SR SR 53z ) 4D ) o o T I T2l DO e B 1) B0 9o 9 28 1) 2 AT S B I
AR 8 A R 8 &, AR 4, Secure Firewall Management Center

o SR EE ] PSSR TLS v1.0 iEF.
NS TLS vIL1. v1.2 F1TLS 1.3 i,

o BRI P gz A A A P SRR LB P OSSP BE T LR AR EHFBE>
AP > EasheiE. WP s, W Yaas A< B shIHd T 5 0 5%0F

o W ARG T Ak, I HATE B AR 2 F P 8 S B2 A I, MRS WA AR
WU 1) Ja B2

o TSV Il F I U DA 20 SOV F U ) ol P T i bl X 28 10 8 5 1 TP kb R 11

o BN HTTPS Wi B AT R BI ML% 1T7 E3 S0 UE, 2008 T a fift 55 Sms fil 5 ok 3 26t Hok T 5
By BUE I P IO i o S TCVE AR AT W ssmihl X211 7 FH P 1Y) Web X1 U3 2 R 5 il g 2 ] 72
G A SFY R AP P R s R T s R 2 71 P P AT B B0AIE .

o BEIRH] VPR AFE WA 10 AE HTTP 8 HTTPS Vi i (05, T8IV AE 5 40 S5 W 1) iy 1326 20 0 1 o
Ey NS HTTP A1 HTTPS 3 11,

FEAS A AE M 8 A NI SR AT H HTTP 8L HTTPS Prisl i, 232 B A< I FH 2 M35 78 5 2y
RE. FAEBAEH N B E RS TSN HAWIRSZ 5, Vit BRES Tl i dams f
AT AN B0 e i A ) HoAth SN SR VIR HTTP B HTTPS Vi,  WIAE SR 48117 B 4y
Smg b E e 1 a] LB 1 SR VEAN T B IR S B .

Kerberos Riig 54

WAL Kerberos BHAHE, TIHEE B4 10 M4 LA T 15 ANFAF (X4 Windows 155 [ NetBIOS
BRAED 5 A, SRR LT B IR R . ISR E R A I IR B R A LA . AT R
152 [ Microsoft R4 vl L. Active Directory HHiH5HL. k. 355 H1 OU iy & 415 .
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TG SR 2% 1] AT BB S AR, 2R E A LDAP & 5 —>Microsoft AD 4, ¢
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73 R0 i A L5 AR R (R0 Bl PR SR SR  foe )i, AL IURFIX SRS A8 BT AT B o BE RN 41X
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)

ER 2D Microsoft Azure AD (SAML) S HVE R HI LS 117, WS W G -+ 3230 S 5KE
Microsoft Azure AD (SAML) 445, CofH| &4 11D o

o, EHATEL RS
* W& Secure Firewall Management Center 1 ] CLC & (9 iz S — G 82 6% & .

o BRI S IR uE H TR g 1, BT B IR IR E R A A — S PRI WS, 2L
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PRz LU AR .

HRVEAE R, 1ESFAIE TCP i Y7 4B, 28 10 1.
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Rotta o, e ARG RIAT AR H s i R 45 171 34T HE P S SR
ARVEAER, TS DR S 3 SRS A S 55 ) 478 SRS A DGR, 28 14 7L,

T—%Hit4

THZ AN S, 56 T,

HxEm
HEBR BRI N 1T N, 26 16 1T
PKI
ol 2% 1] BRI RERR , 58 17 T
Snort T )JA 837 5t

EEEA TR
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FHia Z |l

(fYPE Snort 3. ) f#iH] DNS Jlig 25w G5k 5¢ 4 B 2 1 144 (FQDN) F£+ Firewall Threat Defense 1)
WHIE 5 4% 4 Firewall Management Center. 4152 Ji WAL I dn 628 929, v DL it
%Y. 1F Firewall Management Center FG5 11— & 45 L ¥s @ B 1) 1P btk

ARMBEIZIVEAE R, WS 5 15E [ 2 LA 1 RS2

T WARMARXFET, 1% 3 Firewall Management Center.
TR2 A WK
F|3  JEIT PKI,
P4 S RERER.
$IBS  fiili Add Internal Cert.
L6 AR (Name) 7B, HIALFRUSRIHANIRIET (41, MyCaptivePortal) .
PR AL EBEE BT, ORISUET S R8T e AR
UES 2 FH AL 20 R AR Lk il W 2% 11 7 P 8R4 T S B0 IR 1) FDQN 5842 VL HC

HIB8 AT T, RISUE T RS A BT F A A e .

T WHIFB O, Wik B IEHEFAEA AT B PN E D

HE10 AlHRE.

LN MY (Network).,

FHIE12 Sl RINM 4 (Add Network) > iR n3F & (Add Object).

LIE13 1E B FED, MABUARIENS (B41, MyCaptivePortalNetwork) .
W14 £l FDQN , AR5 78 - B N s fil I 2% 1 [ FDQN 1 44 7R o

WS AT EIRE I

FEER T AR
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New Network Object ®
Name

[ MyCaptivePortalNetwork ]

Description

Network

O Host O Range O Network @ FQDN

[ mycaptiveportal.example.com| ]

O Note:
You can use FQDN network objects in access, prefilter and translated destination in NAT rules only.

Lookup:

[ Resolve within IPv4 and IPv6  ~ ]

(] Allow Overrides

RAHRTF

T—Mtt4
QS 5 03 SRS AN T30 S B, 28 8 W

£ iE 514 SREZFN 3= sh B 58 AE N

FiaZ |l

B 2 AN A R R 7 e 7 A A B R A TCP i 11 885 LA K Secure Firewall Management Center
Jie 55 Ak 5 - am P4 46 1717 R TLS/SSL il R BB SR HI L 1) o ARSI P ARSI A
SERTI PR 2% 1] P K ARAT 30 5 O BAIE I 5 1) — AT 55

WSRO T P IR, T LK s ) 4 11 oS A s R P A T DL
PEPATAERE P 1) &SR 3 h A K HARAT 55

A RGBT IIREE, WS B W J - IR E R B M 2% 17, 58 5 0L
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JRY TR Y ]

LT IY ]

G S
X} ¥ X W M
(2} B W N -

i

$IE10

TEN

azgngminEagniiran [

R MG 3, 1553 Firewall Management Center o
% R > BRI > F, JFEIE g5 5 4 eng .
(HJi%. D ridTaRANZER, AR gs ] SO NI, AR5 iz — &R,
il EE BB IIELEIR .
MBI T M AR BR S B E P, B i A () LA IE T
HRVEME R, HS M 22 HiER: 3 Active Directory 1, LDAP.
SRR AN SERRE B A 5 (DSAD B3] ith 4 80725 44 5732 (ECDSA) iiE1i.

N EEEEEHE (Redirect to Host Name) 5Bt i 2 i QAL I I 4% Gl it 7mm ().
frim OB 885, AT e mABEREIRRE.
B vk rh BERE A B L = & 5 B9 16 (Share active authentication acrossfirewalls) , LA{§ il Firewall
Management Center 58 | 5K F 2 FERRA T 5 AN [A] (R A5 15 2% U7 o) 46 1) D99 8% B T3 1A T 5 0 56
k.
A RILEIN I VEAIE B, WS RbM e 1B, 55 15 Ui,

(i, ) EBEEENFPIUIENISZ TTE, Wb a7 F B, 25 15 U k.

Rules Active Authentication Identity Source

©  values on this page are only required when an active authentication Identity rule is created with AD/LDAP realm.

Server Certificate * l MyCaptivePortalNetwork v ] +
Redirect to Host Name @ [ auth.example.com v ] + A Supported only in Snort 3.0 or later
Port * [ 885 ] (885 or 1025 - 65535)
Maximum login attempts & [ 3 ] (0 or greater. Use 0 to indicate unlimited login attempts)

Share active I
authentication sessions A Supported only in 7.4.1 and later
across firewalls

Active Authentication Response Page

This page will be displayed if a user triggers an identity rule with HTTP Response Page as the Authentication Type.

[Systemfprovided v ] <

CUnRANFIRRA T R 2URRA 7.4.1, IF HAE A 51060 P BEAT S Bk D riil 4it8 (&) IF
BE HOB A E S RAERS , 210 I,
RAHRTF
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SIE20
SEAN
SI%22

$E23

AEH (Rules).

sl ERARARI DAV IHr (i P 4 1] S SRR, B i YmiE (&) AR I BRI .
HFN & FR (Name) .
MIRIEFNE S, EREEHFHIIE.

i GUEFIRE.
MG (Realms) 414, JEHFREH T S 03 50 UE 1) 58 sl 5tk e 471

(3%, D EHMREMEETEIRAB A, MRS AFE. XGRS, ESREEINL 15
TB, 15T
MFF %P BRI IE TN (Authentication Protocol).
WIHRESE NTLM . Kerberossk HTTP 117 (HTTP Negotiate) 5 {35 ir bhis, W JE A% F Atdal 7 471
et P AT AR ERAE . B i%FE HTTP &R (HTTP Basic) B HTTP MR 1@ (HT TP Response
Page) .

(Al ik, O EFAGRGI L] e N R, TES RTINS T RN, B 16 1L,
MR o L P2 AE) RIS, S 4 BRI 4 A rh ikt
it n (Add).
I, SR TE

T—5Mt4
PREEHAT AN TCP I D7 3] , 45 10 1L,

EHBEXFMIIERE

M IIRCATERBIRA 7.4.1 (R ERRAD &, AU LTINS B € AR, 4
REFE AT BRI W 2% ] )7 HEAT AR A N B 10 . (USR] HTTP i S 0 i 4 (3 B LE SR8, DU
IR AT AT ILARSS s G R A P A B 47 90 R TR0 AU AT S A i, WA 55 A AT AT
%)

TE SR N ) £ 5 B3 383E (Active Authentication) iET R 7{f b, fiddi 4iE (&) A &b Bk
FH P8 S R B N LR Y 25

<select name="realm" id="realm"></select>

113Z TCP im O77 =] 4% i FL

SRR I AR 23 W W] QU U5 3 R, BLSSVRsiR il P28 11 8] TCP 3 I 885 (&2 sl
RIZET T BN ) B il s . WeREA 8, rTRLg S — i 0, (HiZm i 164
QI B 47 SRS F 30 5 A B UE RN 55 8 Bk R Aty s 1 B

FiaZ |l

A RAEA SR 26 1 BB AOBEE , TE S B U o H P PR B s R R 2 1D, 56 5 0L
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o
i

L1 WA, E 8% Firewall Management Center.

HE2 WOR AT IR, WG AR LT AR, W PRI TR
W3 Al SREE > RAETREE > YRl O B U 14 A
LA LR (Add Rule).

LIS A ZFR (Name).

PIE6  MREFIER PR RS

T SdmO (Ports).

$IE8  MBTE B FRim OB Ry T, &8 TCP.

P9 frimO B, A 885,

FIE10 im0 (Port) FBSHAIERAN (Add).

RS T AR

. Add Rule
Name | Captive portal ruie

Networks ~ Ports  Applications  Users  URLs  Dynamic Attributes

BB S U IR (Ad).
Tt 4
SRS QUL P BB 5 11 O
B2 A P i3 i) 4= A

IR S SR A A D i A BRI, DA S 4 P REAS A P SRk B 44 10 2B AT B
ko
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FHia Z |l
A RIEA SR L 1T BB RIBEE, TS A F P B R B R L T, 5 S 0T

ERLN w2, SRR AA (Add Rule).

I FN AR B FR (Name).

MIRIESIR P IE$E R 15

MR (Users).

TERI SIE AR, sl AV

WRBAT BRI, W Sl B (O).

R ARARPSIESY, ERERIMBUM S, ARG AR E N

(A3 D [l )45 I SRS N4 A, G S 0 B 4 A rh T ik

Mididan (Add).

FEVF RN B b, SRR

eSS G as rh, BEEMIALE . s IrEsh, s A s T S BT D) IR . U 1 JF LA IE
P95 o RGALTHF IG5 LA E TR RO 4000 5 R AR DT o e DT TG P 58— 40 U Ak
FH I AR o 3 24 11 R DU MG T k2 Ak 38 0 266 97 T 0 PR OR O, I LR

T—¥ it 4
QU A HH Sl R U P A s S 5 2R 12 0T

BT A H kA BY % % R R

REFF IR A AU G a AR SRS, DAAEVE BIAA DR B 25 1) ) Bl A EE RS i iR il 1
2611 AT AR R R AT B A AL

FiaZ |l

TR H I 25 4 A SRR AT A FUE TS MR LA (CA)s #5522, SR s 4 1) P e Ui o DAk
1T B RAE R B ZAUE B IUNIE T TR UEFEAE Bk A 25 1 19 N BE TS

WER MR G K, HFRY KA B L.
I i SR > téﬁlﬂﬁ > R .
M HTE SR ER (New Policy).
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7t Name #iI Description 9 4 Slg S ALmE— A FR AU O b nliEn) .

riih 35 %$E (Outbound Connections) T+ .

Create Decryption Policy @
° Policy Details 2 Blocking 3 Decryption Exclusions
Enter name, description, choose (Optional) Configure blocking (Optional) Configure exclusions for
policy type and certificates. based on TLS version and outbound connections

certificate status

o A decryption policy is not required to only perform application or URL discovery; instead, you can use TLS 1.3
Server Identity Discovery on the access control policy.

Name *
[ Captive Portal decrypt ]
Description
Outbound Ci i (User ion) Inbound C i (Server Protection)
How Outbound Protection Works
Outbound protection matches traffic based on the referenced internal CA certificate’s signature algorithm type, in addition to any configured
ule conditions.
\L DECRYPTION EXCLUSIONS \L
SOURCE DECRYPT —RESIGN DESTINATION
Internal CA Download
A rule will be auto-created for the selected certificate authority.

@ CaptivePortalCA © @ v] Associated: 2 Networks, 1Port

>See how ta canfigure

Sengel m

R A% SR FIEAS .
ARG CA NI 2% /i 1120 5 B 2 — 40
(AR O JEFEPILE A o
TR 2 A5 B
o PR R DU T e i U A
* P2 R 2% F
o i DRI 2 F

RRTE

T B A PR R SRS 55 A1) SRR (2o

s TS R 2% ] (R RN 551 1) 4R (2)-
mdiF P (Users)s

£ RS sk 17, mich RIET (O).
fERTRGUES IR, RS G

FERTRM PSS, mihiRHE.

8 i ES U8

G4

Pl |
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TR T AR

Add Rule ®
Name Insert
[ CaptivePortalRule ] Enabled [ into Category v ] [ Standard Rules v
Action
[ 4 Decrypt - Resign v ] with [ CaptivePortalCA v ] (& Replace Key Only
Zones Networks VLANTags Users Client Threat Applications Ports Category Certificate DN  CertStatus A Cipher Suite A Version Logging
Available Realms Available Users C* Selected Users (1)
Q_ Search by name or value ] 1 Q_ Search by name or value Special Identities/Unknown ]
Special Identities Failed Authentication
LDAP Guest
add No Authentication Required
US-West
US-East

PR (AL, O BCE AT, A UL TR0 o A A 2 i
FRAT  fidnfin (Add).

T—5 it 4
¥ 510 SR R S0 5 PR RS ATL I S 8 14 0

1 510 SR ES FORE 2 SR IR 55 177 18] 4= SR A& 48 X BX
PERLFIRS 4o B B ) 001 TLS/SSL MRS - ERRAE N5 5000 B Uy I E
WICBGEA. TEIE2 I, I o LA SRR 26 P AT SO0
T2 B

B vl WY IWER DY s IR e IR R CID/SPEE AR 1 e 6 2 N D A R
UK

S il e > 2R > IR, ARSI OIEE TCP 3 M HIAN 5 10 SO A G s )
SERVT BRI . R (@), TR TS, B A I B .

SSUE2 QIR I VT FBIG SR BT S

$HUB3 AEZIUITIE, iS4 (dentity) FHE.

HIBA NG, G OEIOGT, RIS, AR,

SRS TALHTT I, DU 0 A7 S0 57 T s ) SR LS00
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7.4.1

#0] LAy LDAP 4tk . Microsoft Active Directory 4 sl 45k /5 41 i & 1=
ISR IAE. b, B n] AR E L 20 S 0 B0 uE RN, A FH A Ak
FR AR A2 3l S B0 UE o 40T LU BEAE Uiy ) 48 R0 0 o =240 7] 5 47
FME I B L A 21
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« %B& (Policies) > 514 (Identity) > (4REBERS) > EFSHIITE
(Active Authentication) > BBA X IEHZ E N HHIIESE (Share
active authentication sessions across firewalls)

* S35 EE (Identity policy) > (4R58) > RN (Add Rule) > #zh
52 3IE (Passive Authentication) > $ig FAi% & (Realms& Settings) >
WMRTEZIHHNH VPN &4, WEREHFHRRIE ERENS
{3583 (Use active authentication if passive or VPN identity cannot
be established)

* B33 EE (Identity policy) > (4w58) > RN (Add Rule) > Ezf
B4 383F (Active Authentication) > $Usi #1i& & (Realms& Settings) >
MRTEEIHHNH VPN S48, WEREHFHRRIE ERENS
{3583 (Use active authentication if passive or VPN identity cannot
be established)

BRI K3 BB B
RESTH.

7.4.1

7.4.1
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o ZEARESR A AN R AT B AT SO i, BMEfAT] et
RS T BB S R I 55— MR BT T SRk,

BB RS SRR (Policies) > B4 (Identity) > (4riE5RER) >
FFHMHIGIE (Active Authentication) > BRFMIEHZ E 3 G HIIES
1& (Share active authentication sessions across firewalls)
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