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Scenario 1 (recommended)

Port-channeli

FXOS 22

Subint. group 1 Subint. group 2 Subint. group 3
VLAN 2-11 VLAN 12-21 VLAN 22-31
Instance 1 Instance 2 Instance 3

Scenario 2 (not recommended, worse performance)

Port-channeli
Data-sharing

FXO0s
Application

Subint. group 1 Subint. group 2 Subint. group 3
VLAN 211 VLAN 12-21 VLAN 22-31
Instance 1 Instance 2 Instance 3

Scenario 3 (recommended, but lacks EtherChannel redundancy)

Etherneti/1 Etherneti/2 Ethernet1/3
Data Data Data

FX0s
Application ‘ | ‘

Subint. group 1 Subint. group 2 Subint. group 3
VLAN 2-11 VLAN 12-21 VLAN 22-31
Instance 1 Instance 2 Instance 3
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Max. 10 shared interfaces per instance
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Port-channell
Data

Subint. group 1
Data-sharing
VLAN 2-4

Subint. group 1 Subint. group 1 Subint. group 1
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Instance 1 Instance 2 Instance 3
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Good (uses more resources)
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[ Internet

Packet Destination:
7 209.165.201.1 via MAC A20C.F142.4CDC

| eth1/1 (Shared Interface)

[ Classifier |

MAC A20C.F142.4CDB vM;p"-\[} A20C.F142.4CDC

MAC A20C.F142.4CDA
Instance A ;@_
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Instance B Instance C
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/—" Inside -~ ~ Inside ~  — Inside -
[ Customer A KCustomerB A ( Customer C
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( Internet
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Outside

Gateway
Instance
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(Shared Interface)
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Inside Inside
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* Cisco Secure Firewall 4215
* Cisco Secure Firewall 4225

* Cisco Secure Firewall 4245
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Max. 10 shared interfaces per instance
Ethin 12 13 14 15 16 /7 1/8 19 1/10

| Max. 14 instances
B per shared interface

Instance 1
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o AARHE R O T R R

ZKIA MAC it
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HE, AR ME— MAC Huhb TR —24 0 BTG 740, MTTHR S 2R IE M. 355 5
BIE I F 3l MAC Huhk , 55 13 1.

fic & 3551

FEBC B S 2, BT R 2 9B, RHURAS IS B oEs i By, JFECENURRZ O, e
HIEL A R SCHUAR B

| e



| sxpusst
wiegwmn st i

\ A Y ‘ |=‘—| RS

B a0 % LR
A R B KO E e A i 8 i ok 22 S B RATE 15 70l e R EHT A
g, A B IE BRACE, (FAE B 20 A B S A R A . MR LA R E N
“firepower-model 7 o A BLIP Mk 7 A4S ALAE, i 97 koBR A B rbo0 BEAT AR RIS R . SN
SEBIT, AP BRI A A S TP Mk e B QR SR
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12: 330 H % )

Delete

Generate Template from Device
Packet Tracer

Packet Capture

Revert Upgrade

Health Monitor

Convert to Multi-instance

Troubleshoot Files

T ] DI Th B M) 22 AN e S5 I SR RE SRS R PRIE EEHE R IRAE (Select Bulk Action) > §%#
1% 5 (Convert to Multi-Instance) .
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2 Devices Selected Select Bulk Action v

Edit Advanced Settings

. Upgrade to Snort 3

Upgrade Threat Defense Software
Jngroup
Upgrade FXOS and Firmware (Chassis Only)

10108 convert to Multi-instance
10.89.!

Edit Deployment Settings
1120-2 SQnart ?

TI2 PNEEPATHAL, A5 R EE.
B 14: $E A

Convert to Multi-Instance Mode

You have selected: 3110-2.

A 1. All configuration on the selected devices will be
erased during conversion to multi-instance mode. To
back up your configuration before conversion, use the
Devices > Device Management > Device > General >
Export tool.

2. The conversion causes the device to reboot. If you
disabled auto boot from ROMMON, first boot into
ROMMON and enter ‘confreg 1" and then reset’ to
reenable auto boot.

PATIEE MR . BN, AR EAEREAT, A T R R

SR o, EEWHRARR, Rn sk % 26 (Convert to Multi-Instance). ERIAHOLT, A3
AR, ARRERTRER 2N 2 SN A AR (K 44 205
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Irauesrid, DI Eghe:.
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Convert to Multi-Instance Mode

Selected device name 3110-2

Configured device name *

[ 3110-2 ] o o~

Cancel Convert to Multi-instance

SERFRL 15 73 Bp, IR BE SR N BE s SR TP IER SRR AE R 3R s FE B i HLA
SRR A LAEGNEENA, AT EE R EIE Bl R (D).

TR AR RS v, HEA HZE v,
[ 16: A E

Chassis Manager: TPK-4

Cisco Secure Firewall 3120 Threat Defense Multi-Instance Supervisor

Summary Interfaces Instances System Configuration

Management IP: 192.168.1.34 Version: 7.4.0 (build 1572) Last updated:Jan 12, 2023 12:23 PM

Network Module 1
m 12 13 /4 s 116 1 78

rrrry
et oo .

R VA T VA R R Vi IR VA R VA TR TA L S AL

== Core Utilization

22 0f 32 Cores Used Power Modulel Power Module2
Show details

Faults Live status at: 12-Jan-2023 12:23 Interfaces Live status at: 12-Jan-2023 12:23 Instances Live status at: 12-Jan-2023 12:23

Categorized Faults

@ 1/1 - Critical 2/2 - Warmning & @ 3 Instances Found

40/0-Major  ® 0/0 - Info Up: 1 Down: 16

0 Dedicated 13 Dedicated

W24z Mot 0 Shared 3 Shared 3 O O

View in Health Monitoring @ cood A Erer @) offine
Hardware Statistics - [ Live status at: 12-Jan-2023 12:23

N 1 of 1 operable ‘ 1 of 1 operable @ 8 of 8 operable
Security Engine © Excellent

Power Supplies @ Excellent Fans @ Excellent
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Chassis Manager: TPK-4

Cisco Secure Firewall 3120 Threat Defense Multi-Instance Supervisor

Network Module 1
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Summary Interfaces Instances System Configuration
—
mooe
CONSOLE unknown USB @
79 1no
Interface Name Port Type Instances VLAN ID Admin Speed
@ Ethemnet1/1 Data instance2 1Gbps
® Ethemet1/2 Data instance1 100Mbps
® Ethernet1/3 Data instancel 100Mbps
@ Ethernet1/4 Data 1Gbps
® Ethemet1/5 Data instance2 1Gbps
@ Ethemnet1/6 Data Sharing instance2 1Gbps
® Ethemet1/7 Data Sharing instance2 1Gbps
® Ethemnet1/8 Data Sharing 1Gbps
@ Ethernet1/9 Data Detect SFP
® Ethernet1/10 Data instance3 10Gbps
® Ethernet1/11 Data instance3 10Gbps
® Ethemer1/12 DAt instance3 10Gbps
® Ethernet1/13 Bata instance3 Detect SFP
® Ethernet1/14 Data 10Gbps
Data 10Gbps

® Ethernet1/15

s SR IR LK) 4R3E (2).

Admin Duplex Admin State
Full Enabled
Half Disabled
Half Disabled
Full Enabled
Full Disabled
Full Enabled
Full Enabled
Full Disabled
Full Disabled
Full Enabled
Full Disabled
Full Disabled
Full Disabled
Full Enabled
Full Disabled

mayezn |

Auto Negotiation Admin FEC

No Auto rd
No Auto rd
No Auto rd
Yes Auto rd
No Auto rd
No Auto rd
No Auto rd
Yes Auto rd
Yes Auto rd
Yes Auto rd
Yes Auto rd
Yes Auto rd
Yes Auto rd
Yes Auto rd
Yes cl108-rs rd
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Edit Physical Interface
Interface ID
Ethernet1/8 Enabled

Port Type
Data

Admin Duplex

Fu v

Admin Speed
1Gbps

Auto Negotiation

Flow Control Send

P4 L BRRIERELUS .
PES XTImO, k8 HiE o BELE.
& 20: 55 O K7

Port Type

pata v
Data

Data Sharing

PEe WEEEBANI.
1Gbps S¢S i AN SCH &I o SFP IRy & B
PR WE EBRRE.

KT SFP,  JEFF A& SFP LUSH £ 222 (1) SFP BB K1 B2 T 3G A 1t i . R & o a2,
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fic & EtherChannel .

TR
Firewall Threat Defense S FrALHI B 1501, DUSEIC G 544 ] DISHR S T R 54

HE, ANSCRFECE (5

PR AS A LAT — AL 8000 ANLZIPIX R4 Jriith, TR P IX BT 250 74T, FF HASHAL 2 0 B
AN VBN AR ECGETIX o M2 XA St 4 Js i KAV bR it (2 MB [8000 NEIHIX ] I, S37E%:
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i RTE . KA A0 O A BAIN IRTE .

IAE, BATLLK g ZRE BN . MBS G, Bich %

fic & EtherChannel

EtherChannel (tHFRA % FEIE) 2 ol DL 8 AN F— A R RIS S s o 2 11, I HLA 204
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BERE I SR WS (LACP) 5 7E A WY 285 1 2% 2 TR A 0 B B 91 SR 42 il WM s B2 G (LACPDU),  #E1
JCER B0 . LACP $400 B 307 In Al B3 45 7] EtherChannel (%854, 1T T, LACP k<4t
FRRC B A, A A R B W i A B IE A A . 0 SR 1 R AR W HRAS A A
BoE, “FF)a” BACKASRE M A EE A b 2%

HL464)% EtherChannel i}, EtherChannel ¥4t T#E#2IRA GF FE38) LACP #:0) sikplikAs Chf
FHIF LACP #:0) , HEPK A Z B4, WP R e 4 ). ¥ EtherChannel ¥ £
SEBI, e IR L R R

FHIa Z Al
JE YR DO B S H. WSS TICEY RO, 5 22 L,
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Firewall 3120 Threat
Defense Multi-
Instance Supervisor

TPK-4

192.168.1.34 1:4:0

FITPHLAT I MR B3RS vl , A FHE v,

F;2 piiliENO (Interfaces).
& 22:350

$IB3 il 30 > Ether Channel 5@i831E 0

ERN b

Chassis Manager: TPK-4
Cisco Secure Firewall 3120 Threat Defense Multi-Instance Supervisor
Summary Interfaces Instances System Configuration
—
Network Module 1
L/A R V- I T B V7S V- R V/ R FE A V'
el
CONSOLE unknown USB @@@@@@@
W9 10 YN N2 13 14 s 116
Interface Name Port Type Instances VLAN ID Admin Speed Admin Duplex Admin State
® Ethernet1/1 Data instance2 1Gbps Full Enabled
@ Ethernet1/2 Data instance1 100Mbps Half Disabled
® Ethernet1/3 Data instance1 100Mbps Half Disabled
® Ethernet1/4 Data 1Gbps Full Enabled
® Ethernet1/5 Data instance2 1Gbps Full Disabled
® Ethernet1/6 Data Sharing instance2 1Gbps Full Enabled
® Ethernet1/7 Data Sharing instance2 1Gbps Full Enabled
® Ethernet1/8 Data Sharing 1Gbps Full Disabled
® Ethernet1/9 Data Detect SFP Full Disabled
@ Ethernet1/10 Data instance3 10Gbps Full Enabled
® Ethernet1/11 Data instance3 10Gbps Full Disabled
® Ethernet1/12 Data instance3 10Gbps Full Disabled
® Ethernet1/13 Data instance3 Detect SFP Full Disabled
@ Ethernet1/14 Data 10Gbps Full Enabled
@ Ethernet1/15 Data 10Gbps Full Disabled

Auto Negotiation

No

No

No

No

No

TN

Admin FEC

Auto Ve
Auto Ve
Auto rd
Auto Vd
Auto rd
Auto rd
Auto rd
Auto rd
Auto ”
Auto 4
Auto rd
Auto e
Auto rd
Auto rd
cl108-rs rd
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fic & EtherChannel .

[&] 23: 70 EtherChannel

ync Device H Add l

C | Sub Interface

EtherChannel Interface

ST WEUT #AQ 24
B 2% 0RE

Add EtherChannel Interface

Interfaces Configuration

EtherChannel 1D: (1-48)
1 Enabled

Port Type
Data

Select Member Interface(s)
Available Interfaces (14) Selected Interfaces (2)

Ethernet1/1 Ethernet1/4
Ethernet1/2 Ethernet1/5
Ethernet1/3 5y

Ethernet1/6

Ethernet1/7 K

Ethernet1/8

Ethernet1/9

Ethernet1/10

a) X7 EtherChannel ID, iE#RE—T 1 A48 Z[HH ID.
b) AHERBA.
o) AT amORR, IR IR o BIERE.

A Ko AR PE R, S0 O, 52 .

d) ZDRA)PREE VRN E) EtherChannel, i 1 R] A% O 41 & ik £ i iR 0 (0) LICKs Mo ) 21 ik E

RIZEO%IER.
LEAS ISR A B 1, U Sk i
ph s

ANBETS I E 70 B4 L R 1
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. Bt & EtherChannel

SIS (k) WEUT EE 24

gxplE |

P2 s (AMOFE LACP WE) H# A& /1 EtherChannel HHHE HRE 12K EfIASE
BOE LR . B, dnRik s LLDP R4, NALE IR A B R . Aol EIREE B

B4 1Gbps, W R EEFE 1Gbps $2H .

25 BEIRE

Add EtherChannel Interface

Interfaces Configuration

Admin Duplex

Admin Speed

1Gbps

LACP Mode

Active

LACP Rate

Default

Auto Negotiation
LLDP Transmit
LLDP Receive

Flow Control Send

Cancel Save

a) AMGEEN. EXT o FMI EHIHN EENL .

A B T (3 BB 1, B LUK TR B L

b) MR RIBIFRIESE 1 1 ORI SR .

U TS N AE B S (P B e 11, B FURE TG e n N i 13 T

c) ILFELACP#EX. &) 8l T

o FR-RIEFEER LACP . 31 EtherChannel 7] LL5 3= ] 854 ] EtherChannel 37343 .

ol A T A KBRS Mk /D> LACP Vb, 5 T A P 2 A

* /3 - EtherChannel 354515, JFHAEH LACP. “JFJ3” ) EtherChannel

“JFJ3” [ EtherChannel #7154z

iR

A5 —1

Un SR FBE ST I SO E AT BN T O TR, W) RERG 2222008 = ) BHIK I 1) 4 RE AL

EtherChannel 3k NizZ47 IR 2% .
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d) ¥ LACPRate. Default. Fastz¥ Normal.
BIMIEN Fasto

e) HILEH LLDP iy FI/ek LLDP 4, o e b4 LIS s (K BERS 2 A BL P (LLDP) B8
) Krd i DA K 2R & WA

PER6 sl RTF . WE Rl 2O WA EAK RTF
e, Enr Lok sems 3RE BINLAE . ERE T )m, A ERL.

B & 10
5% nl LK 500 18 ER 2B PLAH .
A O R VLAN ID #RA A ME—PE, - HAESZEIN, VLANID E/F B D L n i A
M. HERGH VLANID 2 EC R AR S6], S n] DAAE 5k 0 EFE R e A, AR,
R REAS 42 A AR ) ) ID, 346742 L8 v N BRAR
AT 18 FXOSVLAN FH: 0, F808 n] DAAE S Py b Gt 782 1. 15 S B HLAT B2 11 5 s 42
M, %53 7,

SUE

P RE>RESE b, shNFEN P EREOT T RE ().
26: EIBHFE

S Defense Multi-
192.168.1.34 .
Instance Supervisor

_ Firewall 3120 Threat - .
TRK=4 7.4.0 l Manage | NJA
—

FIOTHLRAR AR S v, HEA HZE .

FE2 piliENO (Interfaces).
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Chassis Manager: TPK-4
Cisco Secure Firewall 3120 Threat Defense Multi-Instance Supervisor
Summary Interfaces Instances System Configuration
—_—
Network Module 1
Wy U3 s s A 7 s
e
. L L LU L L L
we 110 M 12 13 14 115 116
Interface Name Port Type Instances VLAN ID Admin Speed Admin Duplex Admin State Auto Negotiation Admin FEC
® Ethemet1/1 Data instance? 1Gbps Full Enabled No Auto rd
® Ethemet1/2 Data instance1 100Mbps Half Disabled No Auto rd
® Ethernet1/3 Data instance1 100Mbps Half Disabled No Auto rd
® Ethernet1/4 Data 1Gbps Full Enabled Yes Auto e
® Ethemnet1/5 Data instance2 1Gbps Full Disabled No Auto rd
® Ethernet1/6 Data Sharing instance2 1Gbps Full Enabled No Auto rd
® Ethernet1/7 Data Sharing instance2 1Gbps Full Enabled No Auto rd
® Ethernet1/8 Data Sharing 1Gbps Full Disabled Yes Auto rd
® Ethernet1/9 Data Detect SFP Full Disabled Yes Auto rd
® Ethernet1/10 Data instance3 10Gbps Full Enabled Yes Auto rd
® Ethernet1/11 Data instance3 10Gbps Full Disabled Yes Auto rd
® Ethernet1/12 Data instance3 10Gbps Full Disabled Yes Auto e
@ Ethernet1/13 Data instance3 Detect SFP Full Disabled Yes Auto rd
@ Ethernet1/14 Data 10Gbps Full Enabled Yes Auto rd
@ Ethernet1/15 Data 10Gbps Full Disabled Yes cl108-rs rd

T3 pul R > O
[ 28: IO

ync Device H Add ]

C § sub Interface

EtherChannel Interface

TR WEL NS

ERN b
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B 29: FEOKRE

Add Sub Interface
Parent Interface

Ethernet1/1

Port Type

Data

Subinterface ID

100 (1-4294967295)
VLAN ID
[ 100| (1-4094)

Cancel Save

a)
FIRS il RTF . Anaid gD A LA RE .
BUFE, RErT LUK SO B8 BINLAT. & Tz n, ElA R

IR L]

T LU 2 SEPIRRE R A B AN SR I BINLAE . SR Se I BCR BOR TS WS ok
W ESRA AR 561, 26 14 UL,

FFiEZ 8l
P& e o 2 SR, 5 19 T,
gz
P £ ]RE > RESE b, AENFENPERIOL S RE ().
& 30: EIRHLFH

_ Firewall 3120 Threat
‘:‘(PK ]4 8.1.34 Defense Multi- 7.4.0
il A Instance Supervisor

TN

TP A E IR RS vk, BEA FZE U,

B2 piali KB, AR5 wRmsEsl.
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Summary Interfaces

Name

v @ instancel

Ports

Interface Name
Ethernet1/2
Ethernet1/3

> @ instance2

Instances

Chassis Manager: TPK-4

Cisco Secure Firewall 3120 Threat Defense Multi-Instance Supervisor

System Configuration
Version Resource Profile Management IP
7.4.0.1572 Default-Small 192.168.1.35
Type
Data
Data
7.4.0.1572 Default-Small 192.168.1.37

Management Gateway

192.168.1.254

192.168.1.254

T3 AL, g RTRFEZHIL REAL 5.

32: i
Add Instance

o Agreement

2 | Instance 3
Configuration

Interface
Assignment

Save Cancel

), Search a ance Add Instance
Licenses AC Policy Platform Settings
N.A N.A NA 4
NA NA N.A s
4 | Device 5 | Summary
Management

End User License Agreement
Effective: May 10, 2022

Secure Firewall Terms and Conditions

| understand and accept the agreement.

You also acknowledge that you have read the Cisco Privacy Statement at:

https:/fwww.cisco.com/c/en/us/about/legal/privacy-full.html

https://www.cisco.com/c/en/us/about/legal/cloud-and-software/software-terms.html

By clicking 'Accept' below or using this Cisco Technology, you agree that such use is governed by the Cisco End User License
Agreement and applicable Product Specific Terms available at:

If you are a Cisco partner accepting on behalf of an end customer, you must inform the end customer that the EULA applies to
such end customer's use of the Cisco Technology and provide the end customer with access to all relevant terms. If you do not
have authority to bind your company and its affiliates, or if you do not agree with the terms of the EULA, do not click 'Accept’ and
do not use the Cisco Technology.

| e
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SWA (5 ROWB S, WHREMSE, K556 T—5.
[ 33 LHIERE

-

Add Instance X
Agreement o Instance 3 | Interface 4 | Device 5 | Summary
Configuration Assignment Management

Display Name*

ey e Permit Expert mode for CLI

instance4

Device Version* Resource Profile*

7.4.0.1572 Default-Small +
IPv6 Both

IPva
Management IP*

192.168.1.38

3

Network Mask*

255.255.255.0

Network Gateway*

192.168.1.254

FQDN Device SSH Password*
ciscocom || e

Firewall Mode* Confirm Password*
Routed || seemene

DNS Servers Show Password

1.2.2.2,3.3.3.3,5555, 4.4.4.4

Cancel Back Next

BRBR

W EZRRAR- 51 H PIRRASZ 1T NIV AR AR N T IROARBRA S, ARREH], BAEA
RGN R, EARBRMA, HS0H &>+ BTRED > AR >NHEAR. A%
B}, IH Firewall Threat Defense Jix A1 Firewall Threat Defense iR AEGFAESC AP H . TR
WIHRIEAEA, #5724 FXOS CLL. {1k : FXOS Fil Firewall Threat Defense B #4015 75 ]
—EpEat . ARG, TES N WEEHERTEE .

il 4n -

firepower-3110# scope firmware

firepower-3110# download image

https://10.10.7.89/Cisco_FTD_SSP_FP3K Upgrade-7.4.1-1.sh.DEV.tar

Please use the command 'show download-task' or 'show download-task detail' to check
download progress.

% Download-task Cisco FTD SSP FP3K Upgrade-7.4.1-1.sh.DEV.tar : completed successfully.

EXL |


https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot/b_2100_CLI_Troubleshoot_chapter_011.html#download-a-package-for-multi-instance-mode

x gl |
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* IPv4. |Pv6 B & (Both) - 7E 5 HUAH B HLRE: A R M 2% 1% B & 38 | P (Management | P) i
hb. 3 E M4EERS (Network Mask) FI ¢ CRTRESHUAEFATED) o LR BEEE 1 SRR SE 49 3t
=, FAEIEMLS LA A SR TP k. BROAESCT, &R LUE SSH ZERE: R 1P HhhkbA
Vi [a] Firewall Threat Defense CLI.

. (Wit) FQDN

Bh KRB, - BEE BIERR. A OO KR TELNE S, T S R E W Bl B kR

DNS BR & 28- M AN H T & I & 1 DNS R4-2:50% (LUES 500D
(%) ERAF CLI BERIERIFAT- L KA A4t Firewall Threat Defense #1517 i) A SR LA

PRIy R HE R

R E IR, $E EE A SSH &1 Ui ] S AR i H P ] DU N & B an iR 22 H] ik

I, HAEPA M FXOS CLI ¥ il S AR i P a] U N & i, FRAT T 1028 A b e T

L s S 2 18] (R B 2

AR TRE P FE H 20 s B RS AR S O BRSO , Al F  Fiat, ik

NI RR, 15 7EFirewall Threat Defense CLI 4/ E5 .

FHIREE N - BHENE 2R E CPU DR RASWRIEZOEEIASN RAM,

PG S FIRERL 25 (B A 40 GBo HLAEELHE DL R BRI VRAC & SC4F: Default-Small.

Default-Medium 1 Default-Large. 0] LAl 5iti 30 (70) A UEHLAR A LA i B S0k, LS

JCvk G IR NG E S

M RMEBREE XX

Add resource profile X

Name*

silver

Description

Number of Cores*

24

Cancel Add
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H5HABRRKAZECR LI, BB AMEZOBOR 526 v] #g HAT A 5 =i CPU I
Ko HABME BRI S 6 3R E UK. W R BB E AL, R
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o WATLIAMEAEE (64 8+ 104 12 14 %8) ML, NiEEIH.
o BRI OB TS, S S BOR AT 4 . 5 14 T,

QRS 5 0B — AN R B PR B S, DS ST gk, X ] REFT BT 5 4 s T] .

THER, AT ORI mE IR, WS EAN RN BRI B SO, 55 IR R T
J G RN

* % & SSH %5 - y CLI Viln] (SSH mi##il &) ¥ & Firewall Threat Defense& ¥ 51 i ' & 15 . £
RINZRY FRUP ER %,

SWS (EHEOART, AP ARG, AR Ad F—5.

& 35: 3% A5 FL
Add Instance X
Agreement 2 ) Instance o Interface 4 | Device 5 | Summary
Configuration Assignment Management
Available Interfaces (5) Selected Interfaces (3)
Ethernet1/7 < Ethernet1/4
Ethernet1/8 =2 Ethernet1/6 «
Ethernet1/14 Ethernet1/9
Ethernet1/15
Ethernet1/16
>
1$¢

Cancel Back m
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SER6 £ IREEE L, WERSARENRE, Rasdi T—%.
3618 & &R

Add Instance X

Agreement 2 ) Instance 3 ) Interface o Device 5 Summary
Configuration Assignment Management

Device Group

Access Control Policy*

inside-outside +

Platform Settings

instance-settings <+

Smart Licensing
Malware

Threat

URL Filter

Cancel Back m

g
S SR S X PETLAT U PR RSN SO
© T EIR BT T B AR O e
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ST L WED, FIAERRE, ARl REF.
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& 37: &
Add Instance X
Agreement 2 ) Instance 3 ) Interface 4 | Device ° Summary
Configuration Assignment Management
Instance Configuration 4 Device Management - This info is required only during instance creation, ke
instanced true
7.4.0.1572 inside-outside
e Profile Default-Small Jen

192.168.1.38 F alicy instance-settings
255.255.255.0 censes MALWARE THREAT,URLFilter

192.168.1.254
routed

~~~~~

cisco-fw-4.cisco.com
Expert Mode: enabled

Interface Assignment - 2 dedicated and 1 shared interfaces attached Show Al v

Cancel Back m

{45 T LLAE ARA 2 5200 2 T AR B T TR . AP, GO I E) SE0 B
HIE 75 O R L, Al R
SO WEHRCE.

HEIE, BRI U LRI b B
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FEMMBR S B 2 1, e AU EAE IR & B B U GV NHZ S B o 0 AR AR EOTH A W S 51 PO 155 0 Mk
T, RSEPIR R E B R VI A H .

BEX RSB E

T nT AR EA AR GO 8, Bl SNMP. #8348 1] BLS N BT HHLAR FXOS L' .
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fic &2 SNMP
ST LU FEN AR R E P Fa e 1 2L sp — AN S i B B2 1 05 M A LAE 2 MIB. 485 JURENE b s 45
THUAT SNMP 15 E . By pLAE & 4 1015 1) SNMP.
FriaZ /i
o Qg —ANSEFIRCE SNMP. 152 SNMP.
UL

T £ RE>REEE T, ALEN T RERO N RE (9).
38: EIBHFA

TPK-4 FDiref.lwaII 3[\;'1 2:3. Threat a0 /A
SR efense Multi- 4, anage
192.168.1.34 Instance Supervisor ”
FITEHUAET AAEEERRE vUifl, HEAN FE vl

P2 miidi RREE.
HYR3 EFE SNMP, SRJ5 A H iz F1 3R k£ 5401
39: SNMP

Chassis Manager: TPK-4

Cisco Secure Firewall 3120 Threat Defense Multi-Instance Supervisor

Summary Interfaces Instances System Configuration

SNMP

Borrow SNMP settings from:

NDI’IE b

instance
instance?

instance3

wJ A& S5 5 R WA L fK) SNMP,
TR R E

| e
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40: EIEHLFE

192.168.1.34 Defense Multi- 7.4.0 l Vlanage

TPK-4 Firewall 3120 Threat T"
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Chassis Manager: 192.168.0.116

Cisco Secure Firewall 3130 Threat Defense Multi-Instance Supervisor

Summary Inerfaces Instances System Configuration

SNMP

Import/Export

Import

This will replace the ¢

t chassis configuration with new configuration

Download

* Download

b) ¥ SRR S IE .
& 42: 8132 B4 S B BN

Dismiss all notifications

Global X
Device Configuration Export

Device Configuration Export
Exporting device configuations

© Gilobal X
Device Configuration Export

Export file created successfully
Download Export Package

o) RFEEHE (THSHE) simd T, M.

& 43 T &

Chassis Manager: 192.168.0.116

Cisco Secure Firewall 3130 Threat Defense Multi-Instance Supervisor

Summary Inerfaces Instances System Configuration

port/Export

Import

This will replace the ¢

t chassis configuration with new configuration

Download

This will

d the canfig file exported

[oowmioss ]

| e

x|

Export

This will create & Device Export configuration file

Export
This will create a Device Export configuration file

Click here to export



| zxpig
mEanarans [

AFLL sfo 4 A4 IRAT o

PBS EEAME, R sfo XM B SN > ME XK.
4: 5N

Chassis Manager: 192.168.0.116

Clsco Secure Firewall 3130 Threat Defense Multi-Instas pervisor
Summary Inerfaces Instances nfig
SNMP
Import/Export
Import Export
T il rabisce this s with new s el o
Clic |
Download
+ Download

EEiETaIRE
HURTP 6 B BT — ROV TAF BRI IR . T LAZE A BAT 2 D3 s . R 75204
ABUREFI AR R, W10k %A el

BZHFE T 8 IRE R

W FARE T Of% > FARE) WIPGREHN., TR R0 K, ]’
75 51 SR SN B b

UK

S LPEE > TARE.
LB 2 A TIAT W, T DL (). %8 (O) SR (Lh)sng.

xR
AN b RS AR H bR s (K 5k, BT ISR i o RS A MIBRIZ A 1,
B ARSNGB 28 B LS H b

L
m

FIB3 TOIEUH RN, 1 I RS (New Policy).
a) MW FHAIRPIER HETFERE .
b) i A\ ZFR (Name) iR (Description) (FIIE) .
o) (AL JERREN S aT FAREE, AR5 AR (Add) (ERIERD LA T iEHLAR .

| EXL |
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Bc & DNS

gxplE |

d) HEREF.
RABNANS, IEFTIF LA T n k.

WU R ) HARHLA, T R B AR )P B BB NS 57 1A YRR () BIFF
a) MRS B (Policy Assignment).

b) BB ECLT SENG, VEAE AT RALER R IR, ARG Rl R
) EMMBRHUA /ML, 5 BREHLES ZIF b hUAE S5 MR () .

d) rihHE.

U RURS 2ESROR LA AT O TP Mk, A5 2245 € DNS JIRS5 4. X LEHLA DNS BB TREA
SCIIF) DNS B, 5 &R 6 BRI E

BL'E 2> DNS JIRg5as i, MU AR R BENUI > 8 A IR 55 4% o 188 % 7] LAZEDY A DNS 55 g2
BCE DU RS 4% . B, LUK AN IR S5 S A BC B DU & g5 as, BT DU DUAS IR S5 S AL G B AR —
E)

P IRE > FEIRE 0ol HA LR Hn .
£ DNS.
45: DNS

policyl »

Enter Description

DNS Resolution Settings
DNS Specify DNS servers groups.
SSH () Enable DNS name resolution by device

SSH Access List
DNS Server Groups m

Time Synchronization

dns1 (defauit) ¢ O
Time Zones

$IE3 B BR%RI& % DNS & AT ik,
SR 4 Ll 700 LS N DNS R4S 284 .

| e
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[& 46: 770 DNS AR 58540

Add DNS Server Group ®

Select DNS Server Group *
[cins1 v ] <+ New Group

Make as default

mgEsshamsshizasnz

$IB 5 WLEPIA 1) DNS 4541 G5 A2 DNS 4 540 %) , sktids () $iE248 (New Group).
MR, EaF L TOMIGHE. LUE S 4 i3 4 BRI 2 DU/ DNS 45 2% 1P Hhht, 4

Ja sk Ao
[E] 47: 373 DNS AR £ SR4AM &

New DNS Server Group Object ®

Name *

= )

DNS Servers
10.9.5.4] ’

or IPv6 addresses can be specified

P61l RTE K DNS RS-z &4
PR HREXSPRSIN AR 241 .

i ERAEDTAT & (K2 v e 22 e U3 PU> DNS 554 -
PR mllRTE LUORAE X SRS ) T A B

BCE SSH #A SSH 17181513

TR B B AV B 0Y H  BUMUAT I SSH 4315, 145 5 HI SSH RS54 - IC 1 ALV 2%

EXL |


management-center-device-config-10-0_chapter74.pdf#nameddest=unique_257

gxplE |
B == ssuasshinagiz

BB R RE > FAIRE JFHOId s LA F .

P$IE2  EH SSH.

$BI BB SSH Vi, ik B SSH (Enable SSH) k.
48: SSH

. ‘You have unsaved changes m
policyl ¢

Enter Description Policy Assignments (0)

SSH Server SSH Client
DNS ‘) Enable SSH Server Strict Host Keycheck
2k Algorithms Vo Algorithms Vo
SSH Access List
Syslog ~ Encryption ~ Encryption
Time Synchronization aes128-cbc aes128-cbc
Time Zones aes128-ctr aes128-ctr

aes128-gcm_openssh_com aes128-gcm_openssh_com

aes192-chc aes192-cbc

aes192-ctr aes192-ctr

aes256-cbc aes256-cbc

aes256-ctr aes256-ctr
Host Key* 2048 Volume Rekey Limit
Volume Rekey Limit KB Time Rekey Limit Minutes
Time Rekey Limit Minutes

P4 EREATNEZE, Had HE (9).

| e



EESCES

mgEsshamsshizasnz

[ 49: FInE %

Add Algorithms ®

Available Algorithms (17) Selected Algorithms (3)

aes256-cbe ~ Encryption

Ch

aes256-ctr aes256-gcm_openssh_com

~ Key Exchange

© 00

chacha20-poly1305_openssh_com
ecdh-sha2-nistp521

|l

~ Key Exchange

curve25519-sha256 e MR

hmac-sha2-512

Ch

curve25519-sha256_libssh_org
diffie-hellman-group14-shal
diffie-hellman-group14-sha256

ecdh-sha2-nistp256

00000

ecdh-sha2-nistp384

~ Mac

]

hmac-sha-1

a) EFEINE L.
b) EFEARIE L,
SRS PR AT AR AT — 7 PR S I L ] . SR B S A A LS IR A, DUR
HEFEHLG O I0AE . L3 HAT 7 v A 8 R 25 4% S 0 3 E
¢) kP Mac SEdE Sk,
KT EMZER, M RSA X IRE /N
BBl (U AT N 8 [AEEL, HAT 1024 3 2048 2 ], $552 (SR R/ NEOK, A2,
RSA 250 i i I [R) i . 18Uk 2048,
X RSS A ZHEFEERS], 5% E FXOS WiFF &1 iriEs L Aavrmm s (BLKB
£7) s
WF RS 7#s ZAEFAT B PRSI, 1 i B FXOS Wi T2 14 2 i SLVFIM SSH &1 S Wi ) (A28
HIAL) o
*FT SSH & P, il E L FEE .

sxpiEx i



gxplE |
B2 SSH 7 SSH 3 [151I%

50: SSH

. ‘You have unsaved changes m
policyl ¢

Enter Description Policy Assignments (0)

SSH Server SSH Client
DNS @ Enable SSH Server Strict Host Keycheck
S Algorithms. Vo Algorithms Vd
SSH Access List
Syslog ~ Encryption ~ Encryption
Time Synchronization aes128-cbc aes128-cbc
Time Zones 2e8128-ctr aes128-ctr
aes128-gem_openssh_com aes128-gcm_openssh_com
aes192-cbc aes192-cbe
aes192-ctr aes192-ctr
aes256-cbc aes256-cbc
aes256-ctr aes256-ctr

Host Key* 2048 Volume Rekey Limit none KB

Volume Rekey Limit | none KB Time Rekey Limit Minutes
Time Rekey Limit nonhe Minutes

s R EHZAME (Strict Host Keycheck) - it# /3 A (enable). ZEF (disable)zi#Z 7= (prompt)
ki SSH MU R A

* BH (enable) - Wk FXOS AN FHCAFhAELFE FHUEEH, SR . e
FXOS CLI " F & 48/ 55 Ju HH 1) enter ssh-host iy & F-his I F 4L

* &7 (prompt) - X FHUH FORAEAERI BNV, RSB Z sidi s iz LU .
« 2/ (disable) - CGERIN) HUARHRE F 3hH% 32 LARIRAF il 10 L B
* % (Algorithms) - riifi 4848 (), RLLEFEINE (Encryption). Z$A3Z#E (Key Exchange) fl
Mac 5%

- BEATHEEIRE] (Volume Rekey Limit) - il & FXOS WiTF & iliE B2 wiriEs: i &
(LLKB AL

o ZYAEHETE PR& (Time Rekey Limit) - i & FXOS WiIT& 182 7l RV H SSH & 645 N
W) CRA o B ) .

HIE9 U SSH i7inl 5T (SSH Access List). 4 Zo0 A vryin) IP Huhl-sk 4%, 4K )5 4 fiefdi ] SSH.
&2 nl LA 25 4~ CRL.

| e
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mgEsshamsshizasnz

[& 51: SSH i 15153%

policyl ¢

Enter Description

SSH Access List
DNS SSH Access will be allowed to the configured networks
SSH
Network List 24
SSH Access List
Syslog any-ipv4
Time Synchronization any-ipvé

Time Zones

® By default, SSH access is denied unless you add a network to the list.

PR middi RAE (0) ISR, e kiR, SRl LLTshfmA TP Mtk

| EXL |
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B ==z48z

& 52: W 4 3 5

Add Network Objects

Available Network Objects (13)

-

Selected Network Objects (1)

[ Q) Search Network Objects ] Remove All
any o - IPv4-Benchmark-Tests O
any-ipv4 (+]
any-ipvé
IPv4-Link-Local (+]

IPv4-Multicast (+]
IPv4-Private-10.0.0.0-8 (+]
IPv4-Private-172.16.0.0-12 o
IPv4-Private-192.168.0.0-16 o
IPv4-Private-All-RFC1918 o
IPv6-IPv4-Mapped (+]
IPv6-Link-Local o - [ Enter IP Host or Network ]

PN HHRTF DURAE SRS 0T AT S

EERAZHE
S T LUIHURT R SE F k. 3088 R0 Gk 1 BLA FXOS 4 R4

iz
TR L RE > FRIRE IF O oG LR SR .

T2 K RFEAE
FER3 fEARMERY KR, BIEU N

| e
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BREZZHS
53: 74 &K B R

policyl ¢

Enter Description

Local Destinations Remote Destinations Local Sources

DNS
Console
i @D Enable Admin State
SSH Access List
Level
Syslog Critical v
Time Synchronization
Monitor
Time Zones 3P Enable Admin State
Level
File

@D Enable Admin State

Level
[Cr\'tica\ v ]
Size *
[ 4194304 ]
Bytes

B 1t B

=4 & (Console) 7y

BT (Admin State) 7B | LR AAEEHG LRI RS HSH .

W RS AR SR & L Bos R g0 H A BRI 28 H A B in 2
Hirh, ik /B (Enable) IEHE. WIRIBGHE /B (Enable)
SIEHE, REHGHERSEMEIH ST, HAASBoREERG
F.

R 5 (Level) TEX WS TEE & - BIIRES (Console - Admin State) (/8 A
(Enable) &IEAE, THEFREAEEES FRR IS B0
WU R 6 DB g ) K LB B X ] RUZ LR e — T

- X2
* IREE
‘FE

M1 2% (Monitor) #4)

| EXL |
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gl |

AR 15t BB
EIIRZS (Admin State) 7Bt | MU R AANMS LR R ARG HENE.
IR ARAE g b R R G H AW BRI e H W B in £

Hi&rp, 15k /B (Enable) SIEHE. WS HGHE T B A (Enable)
SOEME, RGHENEBSRMEIHESY, HAZERERME
E.

7 (Level) Frg&

DRk T M5 EE - BIRIRES (Monitor - Admin State) 12
(Enable) SZIEHE, 1HEFEAE IR MAS F BRI BRI B9
RYAE LSS BRI K L B R XA LR HeA T

. IX
2IN SN

© IREE
‘mE

* HHIR

1B 4 763x%E B B9 (Remote Destinations) #£ 1k |, K% = ANIMTHEES FFFB, X HER LA

St ATUARTZE BRI 6L«

| e
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[ 54: 7 HEEE R M

policyl &

Enter Description

Local Destinations Remote Destinations Local Sources
DNS
Serverl
SSH @D Enable Admin State

SSH Access List
Level

S [Crl’tical v ]

Time Synchronization
Hostname *

Time Zones
[ 10.89.4.2 ]

Facility
[ Local7 v ]

Server2
3 Enable Admin State

Level

Hosthame *

Facility

Server3

(3 Enable Admin State

Level

Hostname *

Facility

MR R S8 H A B AR BN H Y, 0T URGE SR AR 4 H S R 55 s L ) AT et 2 TR A A
HAEDRAF H & s B Ja 3 SLREAT AR ] . i, W] LA € RIS e s R I AR 48 H AT B m 2T
(Rl A H SRR F R SR O A7 BIHAB SO EAEA TR, B8 ARy S 3l i (K BT ASER 5 T

EE.

AR it BB

EIRIRZS (Admin State) TB | R RE HE S A R HENE, WiEhBR
(Enable) & IEAE

| EXL |
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gl |

AR

152 AR

L5 (Leve) FHrglsk

PR R G I BRI BP0 . RGAEIERE AT A7 it ik
o B A B R o XA B U Herp—J3

1132

* IREE

- i

EH#H&/NP ik (Hostname/I P
Address) 7B

TERE H S SO B 1K) ML 44 B TP Sk

TS ] EHLZ A [P Huhl, DAZ0CE DNS JIRE28,

& (Facility) R4

BB, X

ARG H RS MRS5S I3 2 A SCARIH R IR R 48
AR LU Hrp T3

* Local0
* Locall
* Local2
* Local3
* Local4
* Locals
* Local6

* Local7

HUS 5 AWIE HIE L, SRR,

| e
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55: 74 H S A iR

policyl ¢

Enter Description

Local Destinations Remote Destinations Local Sources

DNS

Faults
SSH

@D Enable Admin State
SSH Access List

Syslog Audits
Time Synchronization @D Enable Admin State
Time Zones

Events

(3 Enable Admin State

AR 15t AR

kg > BREERES JA AR Gl H e %
Hix > BREERE A F R H &

= > BREERS ARG H Il K.

PIR6 sdHRTF DLORAT S SR 1 AT S e

o E R B R

NTP HIF5ii 73 IR MR 554 2 48, ATAE 48 R G0 h SR ORI 1K) [R5 I 1) o I TR PR A1 T B R
BEE, BIaKAE CRL, FALFRHN Rk, 2 TLIECE 4 A NTP k5545

)

Pk 23 * FXOS 1#i ] NTP fA 3.
o WIRANHSNTP IR 45 28 10 2 13 8RR, Y S e v )20 21 FXOS HLAR L [ NTP IS5 4% -
BRI NTP % i [ 25 31 NTP iR 4s 2805, A EmtSn 1.

MR O E A O NTP kg5, WA LAFERSS & L1 fete/ntp.conf SCAF RSB M JZ . 40
S NTP 24545 (102 E K T8EE T 13, AT LLEE 24 ntp.conf SO 1 Z(E I B8R SIS 4%, 5K
AT A AL NTP k4548 (B1: pool.ntp.org) »

FHia Z |l

W RGE ML T NTP kS 2%, WAZ0ECE DNS k42, 1520 & DNS, 2 42 1i.

EXL |



i |
B ==cams

UK

BB R 8E > FEIRE H O/l HHLR Fn .
P$IB2 kF FERST.
56: it 8] [5] 25

policyl ¢

Enter Description

O Via NTP from Management Center

DNS @ Use Custom NTP Server
SSH
. NTP Servers
SSH Access List
Syslog ntp1 O

Time Synchronization

Time Zones

PR3 WERE B KA B ORI o), 1 WE TR S Ei@ i NTP.
S B ITE AT B CRATLAT AT 17 I e PR ARy AT AR [R] PRI 1)

TR A EAASME NTP Ik d54%, WAl (ERAEX NTP BRSS 25 -
a) ki BRI ORISR & -
57: 7hn NTP BR %5 28

Add NTP Server ®

Select NTP Server *
[ntm v ] -+ New Server

b) MR RSER AT AT O MRS 28, SRRk R, sl T SRS DU RS
o

| e
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SR |

58: R ANFHY NTP AR5 8%

Add New NTP Server ®

NTP Server Name *

(1o |

IP/FQDN *

[ 1.ntp.esl.cisco.com| ]
Authentication Key

[ Enter Authentication Key ]

Authentication Value

[ Enter Authentication Value l

c) XTFHHRE A, WAL R, AR JE S R m.
* NTP BRS5 88 A FR- I TAniR bR &S 25 1M A FK
* IP/FQDN- JI45#5 1) 1P thhik sk = H144

* BHEZREAFIEUEE - ) NTP I 5525380 4H 1D A filtur, 245245 T OpenSSL [ NTP
Jik 5525 4.2.8p8 Ml B A b2l SHAL %64H, i\ ntp-keygen-M fir%, SR /575 ntp.keys
AT ID FME . B T s i MR 55 20 U S0 S I A R ME
CZ R SHAT ME4T NTP IR% 25 5 0 500

FIRS mUdHRTE DLORA S SRS 1 AT S e

o E i X
B BN T X

g2

TR G RE > THIRE IO oG HUHT SR .
TER2 G X

| EXL |
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B =essmes

59: B X

policyl ¢

Enter Description

Time Zone:
DNS fuTc+00:00) UTC A ]
SSH
(UTC-12:00) Etc/GMT+12 Zone

SSH Access List

(UTC-11:00) Etc/GMT+11
Syslog

Time Synchronization (UTC-11:00) Pacific/Midway
Time Zones (UTC-11:00) Pacific/Niue
(UTC-11:00) Pacific/Pago_Pago
(UTC-11:00) Pacific/Samoa
(UTC-11:00) US/Samoa

(UTC-10:00) America/Adak

T3 R RIS B .
FERA Sl RTE DUORAEXT SRS ) I B

EIR% LHEN

AT EAK T WIS, AFELE FXOS CLI 5 o ik B 5l o o s lic 28 WLAa e 1 o

£ CLI A & AR

YR R EEA ARG B A TN 8 Bl K B AL 2 R SLAINE O 2 SRS, T DARAAT SR . B
B K i B P RN 22 SEIE R, TS B R B o 2 9B, 5 19 0.

R A st 6 i 1% B2 3 Firewall Threat Defense CLI, USRS 2 ez, MBS, 7T
HIRIN R B K FE G

N

BRSO DUZEE TN 1) YR SSH, HTRATEE UM PR £ LR S 2 VI R . LR
B .

UK

SRR BN B G 5 1

| e |
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54 6 10 142 3] FXOS CLI.

$HE 2 i P 4 admin F12555 Adminl23 &%

B IRGRFXOSH, RGN ETE S,

a4

weuapssoet [

WA O (RREAREE, 5T AR B % DI G T BN BOAEL. A7 S OB WS 7 1)

FE, 1HZ 0 FXOS wkEHERRFE
IR

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...1]

Hello admin. You must change your password.
Enter new password: ***kxkkk*

Confirm new password: **kkkxkkx

Your password was updated successfully.

[...]

firepower#

R A AT R AR S e WSRO AR, 8 nT DAAREE AT LR > AR

Z I () B
show system detail

TP

firepower # show system detail

Systems:
Name: firepower
Mode: Stand Alone
System IP Address: 172.16.0.50
System IPv6 Address: ::
System Owner:
System Site:
Deploy Mode: Native
Description for System:
firepower #

%923 Firewall Threat Defense CLI.
connect ftd

TP

firepower# connect ftd
>

EXL |


https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot/b_2100_CLI_Troubleshoot_chapter_011.html#task_vxn_r5h_qdb
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html

gl |

B =cusrssme

HIB G IR E 3 Firewall Threat Defense I, RGNS —KE&HR. K5, 2B ER CLIEEH

A
VR IS POV T R B 1 TP B AN A U . R, IR 2 SRR, DR BT DL R R

o ERLTVERY (ARG B S B ED
* DNS 552
o R

PR
it

B AE 22 SR A A A T T TP Mk R oG . FEHOh 2SR s, AT LAYE FXOS CLI H i
EHYE ., WS /E FXOS CLL T SN UAR & B, 55 61 i,

JAH 2t wENAE B O wE, N B kB AT LU TPv4 F/ER IPv6 H
Ahk; AL DHCP. A2 )G, RGEMIEREHERICEFEHH3h. N ERASE (&K
H) o R EFAE), A OB UG BRECE, RIETE fir A e 10 B 4% 15 RN B DL
MERAN . HUAR ML BEE R “firepower-model” .

| Pvd:

configure multi-instance network ipv4 ip_address network_mask gateway ip_address manager
manager_name {hostname | ipv4_address| DONTRESOLVE} registration_key nat_id

I Pv6:

configure multi-instance network ipv6 ipv6_address prefix_length gateway ip_address manager
manager_name {hostname | ipv6_address| DONTRESOLVE} registration_key nat_id

W2 LA T manager 4114

* {hostname | ipv4_address| DONTRESOLVE}—Specifies either the FQDN or IP address of the B -k
B IR R AT AN (B R B L BOHLAR D BAT RIS ) 1P Mk, A REAE R
AN Z TR ST R) SSL A I G (F1E . W RS UGy 4 v 45 e B HLAs AL 5 IP Hudik
S Jr%n N\ DONTRESOLVE; XFFOL T, AU AAUAT AT V5 i) 1 1P bk s BN, I HAA2
8 3E nat-id.

* registration_key-4i N SR LEH — PR NP D], PN B KEEE P L ERRE . M
FHYIANBELL 37 D74 AT PR (A-Z a-z. 0-9) NEETA ().

* nat_id-Ji @ IR PR ME— 1) — MR B, T LAR I — 5 B R e T U e 1) TP bk B 3= AL
%y MR AR B KRS H L iR e . WREAIECE s bl EhLE , WA E,
A TR BB MR AR E NATID, RMEETe e 7 ENLA P Huhl . NATID A 37 N F4F.
AT IO RET (A-Zy a-2z. 0-9) FETSF (). b ID ANAER T RAT A HoAth e #59
W2 B7 KB

ER A R B A A, A2 ] FXOS CLI Jf4ii A scope system /% set deploymode native. %%
P45 FXOS CLI S e p LA A B, 465 61 T,

TP

> configure multi-instance network ipv4 172.16.0.104 255.255.255.0 172.16.0.1 manager
fmcl 172.16.0.103 impala67 winchesterl

| e
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WARNING: This command will discard any FTD configuration (except admin’ s credentials).
Make sure you backup your content. All previous content will be lost. System is going to
be re-initialized.

Type ERASE to confirm:ERASE

Exit...

>

ST KPR INE] B K5 B L. WS B ILA «

B o e RflryEA

fas 0] DAAE SEA) L 23 B sl O 0 O 10 o S I 1 a4 A A ) 2 10 s s T B8 () S i e /N o JA5 4
T LAG 4 B FC Y EtherChannel f 51,  TANFEMSER] . HE, MG 2 4 Sms b A (042 1 25 52
Ml .

DL E AR B E P AR AL E S I, AU RN, NAT. SSL. G143 58], VPN, DHCP
AR 55 55 MR ORI B3 5 0% 48 AR SR IR T C 2

1P 2 A DX I SRS AN 52 52 1 o

)

AR ySclm T e, RN I B A AT AR R L e I, R AR T RETCVA IE BT

FiaZ |
o fE ECESE) , B8 TECE R,

o IR O 3 DS N3 EtherChannel, W) F5 3520 M SEHIBRVE /0 Bo e O, KRG PR 4%
C17s N8 EtherChannel. XT3 EtherChannel, 7] LLF )5 % EtherChannel 43 Fic 3] 524 .

iz
TR A RE > IREEE P, Al I E RS T RE (9)-

60: EIBHLFH

_ Firewall 3120 Threat
TfK jif; 134 Defense Multi- 7.4.0
i hdoct Instance Supervisor

TN

TP A E IR RS vk, BEA FZE .
BYR2 il 2, SR R SO IR S RS 551U 1) 4R (2) .

EXL |


management-center-device-config-10-0_chapter1.pdf#nameddest=unique_46

x|

B =mesmuzn

& 61: 32451

$IE3

iy

Chassis Manager: TPK-4

Cisco Secure Firewall 3120 Threat Defense Multi-Instance Supervisor

Summary  Interfaces

Name

v @ instancel

Ports

Interface Name
Ethernet1/2
Ethernet1/3

> @ instance2

Instances System Configuration
Version Resource Profile Management IP
7.4.0.1572 Default-Small 192.168.1.35

Type
Data
Data
7.4.0.1572 Default-Small 192.168.1.37

i T—%, HAMEA EOSE b,

Management Gateway Licenses
192.168.1.254 N.A
192.168.1.254 N.A

62: 3% O 5B

Edit Instance

:’:1 : Instance Configuration

Auvailable Interfaces (13)
Ethernet1/1
Ethernet1/3
Ethernet1/5.11 <5
Ethernet1/5.12 =5
Ethernet1/9
Ethernet1/10
Ethernet1/11
Ethernet1/12
Ethernet1/13
Ethernet1/14
Ethernet1/15
Ethernet1/16
Port-channel1 «

e Interface Assignment 3

Selected Interfaces (3)

Ethernet1/2
Ethernet1/4
Ethernet1/5 =

>>

K

AC Policy

N.A

N.A

Summary

Cancel

Save Cancel

Platform Settings

N.A

N.A

| e



| zxpig

T4
$IES

IR

wmos cu mEugeeE [

FEELP O BRI ERR (%)

WAL, SRR Al T8
Kl 8 B LI R
BT, (TS — A B AR B S, A0, ] R ST

7£ FXOS CLI R EMH A B IRE

G G LR B 1) TP MR G, K B KRS B O SO T A B O O B D
2R ] 2 SRS, TRAA FXOS CLI 47 1

ERERINA A 6 .

2 & i 1 132 2] FXOS CLI.

EFE

FeATTER U P S 1. RIS nT LT SSHIERE R F B 1 Chn JAE B KBS 3 F e FR IR LAR T
BWETHAT TS 5 H2, R ESEE P bk, WESKIFERE,

A FF P 4% admiin R4 2 075 3 5 %
SO BE TP Mhik o T DU T IS IPv4 FI/ER IPve Ml

| Pv4:

scope fabric-interconnect

set out-of-band static ip ip_address netmask network_mask gw gateway _ip_address

| Pv6:

scope fabric-interconnect

scope ipv6-config

set out-of-band static ipv6 ipv6_address ipv6-prefix prefix_length ipv6-gw gateway address
aUE

IPv4:

firepower-31104 scope fabric-interconnect

firepower-3110 /fabric-interconnect # set out-of-band static ip 10.5.23.8 netmask

255.255.255.0
gw 10.5.23.1

EXL |
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B =roscusEunmemes

firepower-3110# scope fabric-interconnect

firepower-3110 / fabric-interconnect # scope ipvé6-config

firepower-3110 / fabric-interconnect /ipvé6-config # set out-of-band static ipv6 2001:DB8::34
ipv6-prefix 64 ipvée-gw 2001:DB8::1

B By KA F

TN 58 5T 97 K B B b O IO LA -

enter device-manager manager_name[hostname {hostname| ipv4_address|ipv6_address} ] [nat-id nat_id]

RGP R BN TN Y.

TS AT AMATAT v Fl A A B i 2
* hostname {hostname | ipv4_address | ipv6_address}—Specifies either the FQDN or IP address of the
B KBS B Ly e IR R AN B (B KA 0 BLAR D B AT U7 [ TP ik, 4R
FEPAN B Z AL X ) TLS-1.3 I 5 M IE . 4 RRAE I fr 2 R € hostname,  JUIHLAR
WA EAT AT Vg ) () TP ks A4S, I HAAZUFE € nat-id.
* nat-id nat_id- i5 & B FEAIME— () — IR PEF AT, TEPHUAR I — D7 WA R € AT U7 ] 1Y) TP bk
B4, AL B kB B0 BUE R e . WAREARE hostname,  NIAZ 1
EIATE VB ABCE NATID, HMERSRE T ENABIP ikl . NATID AL 37 547
AT UFEFRET (A-Zy a-z. 0-9) FUEETHF (-). Ik ID AR TRATfT HAh e 257
WEE] 7 KEEE AL
* Registration Key: reg_key- RICRH B NG £ 1) — VM BT,  1EIHHLAR It 227 Bk
A HpL BEREE . IR AASEY 37 MER. ARER AT (A-Z) a-z,
0-9) FHEFZFF (-).

i

firepower-3110# enter device-manager boulder fmc hostname 10.89.5.35 nat-id 93002
(Valid registration key characters: [a-z], [A-Z],[0-9],[-]. Length: [2-36]
Registration Key: Impala67

B4 admin %64
scope security

set password

i N# . password
A %0 :  password

-

firepower-3110# scope security
firepower-3110 /security # set password
Enter new password: Sw@nsong67

Confirm new password: Sw@nsong67
firepower-3110 /security #

| e
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FIR6 SN2 LHIR AR R LR B A

scope system
set deploymode native
RASPONEEHIAE)

i

firepower-3110# scope system

firepower-3110 /system # set deploymode native

All configuration and bootable images will be lost and system will reboot.
If there was out of band upgrade, it might reboot with the base version and
need to re-image to get the expected running version.

Do you still want to change deploy mode? (yes/no) :yes

firepower-3110 /system #

SRR 7] 22 SIS, T set deploymode container . #5H] LU | show system detail iy 4
PRSI S

H 2 % LR

ATyl Bt 2 SRR AU AN S A T i B HE R ARSI

Bz % LHIRE

BRAZERER

It FXOS fir % o Uil AR as . WO A (AR BB, MRS DUk 2
S (A B IR, 2SI R/ AR B ) “ firepower-<model> ", T B AT AR
KRR T2 Firewall Threat Defense W& 1 FHLH (BRINE DL R4 “firepower” )

firepower # show system detail

Systems:
Name: firepower
Mode: Stand Alone
System IP Address: 172.16.0.50
System IPv6 Address:
System Owner:
System Site:
Deploy Mode: Native
Description for System:
firepower #

EXL |
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B sz

EERS> B

It FXOS fir 4 LRSS L s il 15 R, 258N 8/ 2 Foe i FH 1)
“firepower-<model> ", T H AL TR RFT /240 Firewall Threat Defense ¢ [f FH144 -

firepower-3110# scope system
firepower-3110 /system # show

Systems:
Name Mode Deploy Mode System IP Address System IPv6 Address
firepower-3110
Stand Alone Container 10.89.5.42

3110-1# scope system
3110-1 /system # show

Systems:
Name Mode Deploy Mode System IP Address System IPv6 Address
3110-1 Stand Alone Native 10.89.5.41

3110-1 /system #

M Se I

show portmanager switch forward-rules hardware mac-filter

Bt 2 7 P SR 1) PN SR AS BB LG AU, S RN S o il — N BB 1. ORI 172
UL frdl, DOKMEED 1/1 4 Hiss frd2.

ECMP 41 1540 )iy ftdl, ECMP 41 1541 43 Hc4s ftd2.

secfw-3140 (local-mgmt) # show portmanager switch forward-rules hardware mac-filter

VLAN  SRC_PORT PC_ID SRC_ID  DST PORT PKT CNT DMAC

1 0 17 0 17 19 29164 0:0:0:0:0:0

2 0 19 0 19 17 67588 0:0:0:0:0:0

3 0 1 0 101 1541 0 a2:5b:83:0:0:15

4 0 1 0 101 1541 8181 ff:ff:ff:ff:ff:ff
5 0 2 0 102 1540 0 a2:5b:83:0:0:18

6 0 2 0 102 1540 431 ff:ff:ff:ff:ff:ff
7 0 17 0 0 0 11133 0:0:0:0:0:0

8 0 17 0 0 0 0 0:0:0:0:0:0

iy A SR L SR 1143 B 25 P S S48 TR P AN SIZA9) 1) PN S A e LS I o DA B2 11 1/1 4 fed 1
N ftd2 2 A H =,

ECMP 4 1540 43 Wiy ftdl, ECMP 4 1541 434y fid2.
MCAST 41 4096 F T-75 ftd1 1 ftd2 2 (R 21 % &

firepower-3140 (local-mgmt) # show portmanager switch forward-rules hardware mac-filter

VLAN SRC_PORT PC_ID SRC_ID DST_PORT PKT_CNT DMAC
1 0 17 0 17 19 2268 0:0:0:0:0:0
2 0 19 0 19 17 4844 0:0:0:0:0:0
3 0 1 0 101 1541 0 a2:5b:83:0:0:9
4 0 1 0 101 4096 546 ff:ff:ff:ff:ff:ff

| e
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5 0
6 0
7 0

1
17
17

7 ftd1 A ftd2 2 e 3L,

ECMP 4 1540 2} fii4s ftdl, ECMP 4 1541 73 Hc4s ftd2.
MCAST 41 4097 H T-7¢ ftdl 1 ftd2 Z [ 61 .

0
0
0

i s 7 Fo g AN S 3L

101
0
0

1540
0
0

1263

wppizEn ]

TR RPN S 0 N AR A B L S . LUK P2 11 1/1.2452

firepower-3140 (local-mgmt) # show portmanager switch forward-rules hardware mac-filter

VLAN  SRC_PO
0
0

2452

2452

2452

~N oUW

show portmanager switch ecmp-groups detail

RT
17
19
1
1
1
17
17

PC_ID
0

0
0
0
0
0
0

SRC_ID
17

19

101
101
101

0

0

DST PORT

19
17
1541
4097
1540
0

0

PKT CNT
21305
50976

430

0

0
11038
0

A FH iy 2 1T 81 HE AN S48 Eemp-Vport-4) 3 LS PEAI{E B .

\)

DMAC
0:0:0:
0:0:0:
a2:5b:83:0:0:f
ff:ff:ff:ff:ff: ££f
a2:5b:83:0:0:12
0:0:0:0
0:0:0:0

0:0:0
0:0:0

:0:0
:0:0

AR PR 18 5 N ERASHA LRI S B 2 TR A AR AT BERR R

firepower-3140 (local-mgmt) # show portmanager switch ecmp-groups detail
PHYSICAL-PORT

ECMP-GROUP
1536
1537
1538
1539
1540
1541
1542
1543
1544
0 1545

W o0 Jo Ul WN -

show portmanager switch mcast-groups detail

VPORT
256
257
258
259
260
261
262
263
264
265

18
18
18
18
18
18
18
18
18
18

18 FH UL 2 0 41 MCAST 4% 53 B 0 1R 4045 UL o

firepower-3140 (local-mgmt) # show portmanager switch mcast-groups detail

MCAST-GROUP
1 4096
Member-ports
Ethernet 1/1
ECMP-ID 1541
ECMP-ID 1540

show portmanager counters mcast-group

A5 FH e iy 2 n] K Ay MCAST 205088 1031 $ s .

EXL
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firepower-3140 (local-mgmt) # show portmanager counters mcast-group 4096

PKT CNT:

8106

show portmanager counters ecmp

8T Ay 2 PTAS 75 ECMP 2155040 v 4503t

firepower-3140 (local-mgmt)# show portmanager counters ecmp 1541

PKT CNT:

% LRI L BIEF

430

k2
IN&E MrktEeE | Firewall HAER
g |Threat
EEEA Defenses
AR
Cisco Secure Firewall |10.0.0 10.0.0 Cisco Secure Firewall 4225 [f)i5 ASEHIELM 15 NEEINE] 21 4~
4225 [P IE N 15 A
Hhns 21 A
By KBS EL RO 2 | 7.6.0 7.6.0 IAE, 80T LK N FA A &y 2 5 KBS BE ALy, SR AR L4
SEAg) A 2 A Z SR, MR CLI.
B MG O B R
CIRE>REERE, RN THENMES, AhEER O>BBRASE
151
CRE>REBEIE, AREFEZ MRS ITERIEESIRES RN
% 11
Cisco Secure Firewall |7.6.0 7.6.0 Cisco Secure Firewall 4200 ¥, & 32 £F 2 LI

4200 1) 22 SRR
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sxpigRnmeiee [l

Tnse otk |Firewall | {#4RfE2
grh g | Threat
IRARAS Defense sz
AN
Cisco Secure Firewall 7.4.1 7.4.1 YA LUK Cisco Secure Firewall 3100 15 4 A % (B kist) s A

3100 1) 2 s .

BT (LI FATEE . 752 LI, nr LR AL
i LE 2 ARSI R S e NI % TR S SRR, &
Al NZE2E S (Firewall Threat Defense ) F T2 $54F 22 48 R [ 1
WA -
BTG U S LI
* %% (Devices) > i& & &2 (Device Management) > ;& (Add) > #
#8 (Chassis)
* %% (Devices) > 1% & &2 (Device Management) > & #% (Device) >
HFEE IS (Chassis Manager)

* &% (Devices) > FE&1I&HE (Platform Settings) > FiE S HE (New
Policy) > #lf8 &% & (Chassis Platform Settings)

* &% (Devices) > Ml F (Chassis Upgrade)
/& XU Firewall Threat Defense CLI #ir4>:  configure multi-instance
network ipv4. configure multi-instance network ipv6
BB FXOS #i4: create device-manager . set deploymode
P4 BRI Cisco Secure Firewall 3105 _EANSZ £

EXL |
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