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Deployment Guide.pdf

R IRINE PG A IS E TR

FERCEAERE T, BHR LR RS FpnlE, BRARIT Y G H00T DOB M SR R B s AT A, 5
AR R B DI, AETE R, SRAE P R O 0T 2 AL 2

A5 FH Pl 28 S R AR P ) B B X 4% . T X 4 R B X 8%
LTS 7 L T
a) AFTERERIREE ML, ¥ MTU M b3R8 MTU £/0% 100 775,

OO R, 2z MTU 24 1500 7715, SERETT S B AR I RER MTU S8 15 4 1600
TN o W RAEBE L L LA B R A MTU, 5 AH Y 8 i BeAs bl b e b BE M MTU

b) F7E RUERURN R R DR B AR REE BB e 1, R AT IE ) EtherChannels
B IRERE IR I ESR, 155 MR IR R ORI 2%

c) WIRIEPZAEREFE LB, W WA RUFd s (RGBS DURMEIE) i E B8 1.
A AN RS X LUK WIlIE (S B, 1S RO T R, 20 8 1L,

EBEN Y A g [R] S RN 4 R ST B AN N3 B K B B R,

S AN S PIR I B% - FEARCE . BrTULeIE A& A B AR, R asin e 21y
o RIS IN B IN BB IR BEE (VFrT Ui RIS R by st pr A7 SR A 1T ki 4k 7K
TR AETE BRI 2 PP 49 R

AE LA g P BT R e 1 AR AR et
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RS IS R, ATTRE kAR SR B I
R

T ANEL N SRR I I T B A RN TP Mhhl . R RCERERT, ARAFS I RSB 111 MTU 24 A 3k
B O b s B D MTU 2100 N 715, BT Z RS . (2, TATAER SO S5 hil
% MTU & E N1 2561 F118362 2 [AAE; th THbAbE, it MTU K/MAZE RGBT AL
WURTEAR INAETER MTU ¥ BV Y, FATTER SGR [P 3] #2000 i -T2k H i 21 8362 LA I
AT SR RENS, 2 A R A% ping,  HOEOE AL/ S AEBEES R BE R MTU UUES, A
M A MTU FE251E . WERYILA ping R, 5 mURAE AN A 6/ (MTU BRLL 2, AR5 ERLA
4, SRJGERLL 8) 2L AT ping, ELE ping iTh. WIR ping R, RESAEMEM, LUEELIEE
FLAZ L MTU ASVTREC T ) 5, AR5 B

a)
b)

¢)

d)

e)

TEEAE R HIT s b, 8 R& > RFEIE, KRG RE (©).

AN (Interfaces).

JA R . W ZEKE EtherChannel H AR BFHAHIRER, W58 T A A 1S 0 8 - ELHE 1 3
WY ONCE >

E 1: B RAERHEHISERED

Edit Physical Interface

General IPv4 IPv6 Path Monitoring

Name:

I Enabled I
(R[#E) 7% EtherChannel.i5 &[4 & EtherChannel.

PAT TR VSO A I 16l 0 2 A ] ON B UK il D AR T il i AN L (BRIA O
IR o T EREHIRERS M, BRENML, RILTETHELACPHRETN. 5. TATEIN
K #4% EtherChannel % & 4 Active 5z,

i RTF , Wa Rl BRE R S OB B Y

M K S e B L ) AN B AN B L SR

HRRE > REEE, REERRM > 5.
HHLRINERE S (Add Cluster Wizard).
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nzes [
B 2R mEHRES
Add Cluster Wizard ®
0 Configuration 2 | Summary

A\ Create a cluster for supported models. Note: For the Firepower 4100/9300 and threat defense virtual (AWS/GCP/Azure), use the Add Device option.
Make sure connected switches match the MTUs for data interfaces and the cluster control link interface.

Cluster Name *

| ftd-clusterl ]

Cluster Key

[ )
= )

Control Node
You can form the cluster with just the control node to reduce formation time.

Node *

[nodew v ]

VXLAN Network Identifier (VNI) Networ Virtual Tunnel Endpoint (VTEP) Networl

[ 1010.1.0 I / [27 (30 addresses) v ] [ 209.165.200.224 I /

Cluster Control Link * VTEP IPv4 Address * Priority *
[GlgabitEthemetO/? v ] [ 209.165.200.225 ] [ 1 ]

Data Nodes (Optional)

Data node hardware needs to match the control node hardware.

Add a data node

HI2 KPR R E EBEZ R (Cluster Name) F1-5 {3 i iF £ 85548 (Cluster Key).
« 8B AR (Cluster Name) - 1 £ 38 N7 FFf ASCIT F4F .

o SEB¥E4A (Cluster Key) - 1 3 63 NF45M) ASCI 45 i . SEB#24A (Cluster Key) 1i 1 T4k
Inasss ] S AN AR, RS IERIR S TR R R AR, BT Z LA S
I3 A THRHEIT S, TN R A
* 155 (Node) - B — U BAE AP SR ss . 24 B KBS E FErp oty T IRAETERS, e ek
DU SIS IR ETE, R ek Bk T
iR
AR B RR SN B R () IR, V5 i AR A I . 1 A R
SEAERE, MRV, SRS IR R BT AR B
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3 BLE B

Configuration Issues

o Incompatible Smart License(s) - AnyConnect APEX
configured on node1

o node device deployment is pending.

Close

Bk BRI, IR A ORI VPN VFRIIE,  JFRE A BE O T SO % 21 B o

3

SRS H S5 M 4% (Cluster Control Link Network) - 355 IPv4 7 /; 3 LR F IPve. 4558
24, 25, 26 8¢ 27 T M.

EBHTHIHERS (Cluster Control Link) - EFEEH THEBF 42 T BE % 1) #3882 1 5% EtherChannel.
PR3

ST HBE B B2 10 MTU S 8% A 3 o8 e s 2 #2110 MTU £ 100 21 BRI T,
MTU 4 1600 “Z15 . FRATAEE UCK SEBF P HIBE S MTU W& 8T 2561 F1 8362 2 [AIFAE; HT
B AbEE, B MTU KA RGBTSR . WERAEAS INAETEN MTU BB N, &
UG MTU B9n#2) 8362 LA b 1+ 8 & > REEE, AhshiEd.

T DR T B B ST P2 TR B K (R A LIC B0 B (B (0 MTU; B0, JESTARTE 2 2RI

ERHTH HERE HbIE (Cluster Control Link |Pv4 Address) - It 7 Boks 1A 22 78 SE R 2 ) B i 194 4%
Al IR, T AR AE AL L.

* RFELR (Priority) - BB Y RUEFEHIILN RBOPESC S, LB 1 21 100, 1 4%
F GG BIAERR DL B B B AR T AR i, A2 W UCENLARAEI, Y sl A D 4
Ko

uh &5 1D (SiteID) - (FlexConfig Thfg) FALLY A% 5 1D, JuHAT 1 1 8 A, {0 £
ARl AAAERE . ATl FlexConfig ThRE, SRECLHE F 3450 70 A T AR @ 1 i FE At onk A
AERE e X H, Blars mes AR, S S TURRER RS M.

FERA X T RBER, Wl BEXUAKMBEEN o 8 rEORR.
TR M THET R (AN , AGRIEHE T = (Add a data node) DUEHRG T sids i 44
RET LLOURE P2 Y RO ST SR, DA PR AR ST I, AR AT DLSE RIS BT A 9 e DA B4

Pa T R BEE LU N
* F5= (Node) - LEFEEAIN B
P
AL A TR A iR (O) BbE, i A bR A . S U

SEARAES MRERIRI L, AR PR [P B AR .

o EEEHTHISERE L (Cluster Control Link | Pv4 Address) - it 7 BO¥F 1 33 78 S i BE % 1) 4%
ERR AL WAL, n] DA AR LML
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tzszt

* HRIER (Priority) - T B3 HIIT LB LT IS, LA 1 ) 100, b1 i
s .

i 1D (SiteID) - (FlexConfig Thfig) H ALY A ffuh i 1D, JuE AT 1 f1 8 2 fal. {H 0 RN
ARl R AERE . @ FlexConfig DiRE, KRS T 1458 0 A T AR e 1 i S onh £
(EAETE A e LI H , Bl T ds ARG sl SO RRAERFR B 3.

FE6 rllisE. AERHE, W ndiR®kE.
AT BT ] & > REEIR GOl b RITEME T2 AR A,
4 EREE
ftdcluster (2) b

" Cluster(Individual Interface Mode)

Essentials, IPS (3

172.16.0.50(Control) Snort 3 Firewall Threat 770 Manage Default AC Policy N/A
172.16.0.50~ Routed Defense for VMware more...)
Snort 3 i
17216.0.51 Firewall Threat Essentials, IPS (3
L 7.70 N/A { Default AC Policy N/A
17216.0.51 - Routed Defense for VMware more...)

T IEAE Y 2 o T o

5: 45 SR

D ftdcluster (2)

" Cluster(Individual Interface Mode)

© 172.16.0.50(Control) Snort 3
172.16.0.50 - Routed

D 172.16.0.51(Disabled) Snort 3
172.16.0.51 - Routed

fny Ud i A5t @ AR (Notifications) BIFRIFIEFE (E 55 (Tasks) KM AR5 i M MG DL Bl K i
B STEREAN T M SR “EEREA M (Cluster Registration) 4155 .

Q, search Deploy 0 & @ ‘ v

Deployments Upgrades Health Tasks e ‘ () Show Pop-up Notifications @
@ 0 running 3 success 0 warnings 0 failures [ QFilter ]
© 1010013 Deployment to device successful. m

@ 1010112 Deployment to device successful. m

© TD Cluster Deployment to device successful. 48s

TR W AR 4838 (2) , BUE BRI RE.

RZ B E AT DN T AR, TG TARRE R Y o illn, wr DU RN s R s 24K,
HH e B AR R

SR8 /1 IR&E > IREEE LSRN, &84, GO EGENNERN ML E.
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B oze:

[ 6: REFIRE

ftdcluster

Cisco Secure Firewall Threat Defense for VMware

3

BEEHAK: Cisco Secure Firewall 3100/4200/6100

=3

H

Cluster  Device Interfaces Inline Sets

General

Name: @
Transfer Packets:

Status:

Control:
Cluster Live Status:

Troubleshoot:

Security Engine

Intrusion Prevention Engine:

Health

Policy:

Advanced Settings
Application Bypass:
Bypass Threshold:
Object Group Search:

Interface Object Optimization:

ZIEM (General) DI G LU SR AR 2 Tl

Routing

DHCP  VTEP

o

ftdcluster

Yes

1010112

View

Logs G

Snort 3.0

Initial_Health_Policy
2024-11-04
00:08:18

174
No
3000 ms
Enabled

Disabled

License

Performance Tier :
Essentials:
Export-Controlled Features:
Malware Defense:

IPS:

Carrier:

URL:

Secure Client Premier:
Secure Client Advantage:

Secure Client VPN Only:

System

Policy:

Applied Policies

Access Control Policy:

Prefilter Policy:

SSL Policy:

DNS Policy:

Identity Policy:

NAT Policy:

Platform Settings Policy:
NGFW QoS Policy:

Zero Trust Application Policy:

FlexConfig Policy:

Cluster Health Monitor Settings

Health Check

Timeouts

Hold Time

Interface Debounce Time
Monitored Interfaces
Service Application
Unmonitored Interfaces

Auto-Rejoin Settings

Attempts
Cluster Interface -1
Data Interface 3
System 3

&

FTDv50

None

&

Default AC Policy
o

Default Prefilter
Policy

Default DNS
Policy

® ¢

Enabled

3s

9000 ms

Enabled

None

Interval Between Attempts Interval Vari
5 1
5 2
5 2




| ##&#K: Cisco Secure Firewall 3100/4200/6100

* BH: (General) > ZFR (Name) - il id sy mig ()5 U R AR

General

Name: @

Transfer Packets:

Status:

Control:

Cluster Live Status:
RIGRE AR 7B

General ®

Name: [ ftdcluster

Transfer Packets: [:]
Compliance Mode:

Performance
Profile:

TLS Crypto
Acceleration:

Force Deploy: b

Cancel

nzes [

ftdcluster
Yes

e

172.16.0.50

View

s B (General) > EFEEBHIRS (View cluster status) - Aiili BF (View) BT T EBRES

(Cluster Status) X GAE .

General

Name: @

Transfer Packets:

Status:

Control:

Cluster Live Status:

74

ftdcluster
Yes

e

172.16.0.50

BHEEHIAK: Cisco Secure Firewall 3100/4200/6100 .
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B oze:

V] FEEERHIRZS (Cluster Status) XHHEH s it £ &R (Reconcile All) LA E B M £ 5. e
TSI TT LY A5 ping JESE RS HIRE M . 1 S U SRR HIE S L3 AT Ping , 26 54 WL,

Cluster Status ®

Overall Status: & Cluster has all nodes in sync

Nodes details (2) [ Refresh ] [ Reconcile All ] lQ Enter node name

Status Device Name Unit Name Chassis URL
? In Sync. 172.16.0.51 172.16.0.51 N/A
> InSync. 172.16.0.50 Control 172.16.0.50 N/A

Dated: 14:08:46 | 20 Dec 2024 m

o B> MIEHERR- 7] LU AT R B bR AR H A, BT LA HAERE CLL. 1525 6 L Bk A Tt b
HERR . 2H 53 1L,

[ 7: P HERR

General &

Name: @ clusterVFTD

Transfer Packets: Yes

Status: [-]

Control: 10.10.43.21
Cluster Live Status View

Troubleshoot: Logs CLI  Download

PR L IRE>IREEE LSRN, R&E, BT ET7 RS P e PR P A B SRR A
i
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B 8% &iRE

ftdcluster

Cisco Secure Firewall Threat Defense for VMware

nzes [

Cluster  Device Interfaces InlineSets Routing DHCP  VTEP
172.16.0.50 %
General T System oG
Name: 172.16.0.50 Model: Cisco Secure Firewall Threat Defense for VMware
Troubleshoot: Logs cu Serial: 9AB6837GVVJ
Mode: Routed Time: 2024-11-04 08:51:07
Compliance Mode: None Time Zone: UTC (UTC+0:00)
TLS Crypto Acceleration: Disabled Version: 770
Time Zone setting for Time based ;
Rules: UTC (UTC+0:00)
Device Configuration: import  Export  Download
OnBoarding Method: Registration Key
Associated Device Template: None
Health Management & ‘) Inventory Details c
Status: ° Remote Host Address: 10.10.012 CPU Type: CPU Xeon ES series
2300 MHz
Policy: Initial_Health_Policy 2024-11-04 00:08:18 Secondary Address:
CPU Cores: 1 CPU (4 cores)
Excluded: None Status: o
Memory: 8192 MB RAM
g‘uat‘ﬁg l:Band Check Latest Status Storage: N/A
Chassis URL: N/A
Chassis Serial Number: N/A
Chassis Module Number: N/A
Chassis Module Serial Number: N/A

172.16.0.50 v

172.16.0.50

172.16.0.51

* HM (General) > #FR (Name) - L il #RiE (&) SRR BoR AR

General &
Name: 10.89.5.21
Troubleshoot: Logs cLI

Mode: Routed
Compliance Mode: None
TLS Crypto Acceleration: Disabled

WEBE AR 7B

BHEHAK: Cisco Secure Firewall 3100/4200/6100
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B =s:0

General ®

Name: [ FTD2 ]

Mode:  routed
Compliance Mode: None

TLS Crypto  Disabled
Acceleration:

Force Deploy: >

+ E18 (Management) > | (Host)- 41 GE7E ¥ 2% LB R SO0 T 47 38 1P Mk, U DAZIAE BI7 K B B
HpUCy HE TCECHT () ki DL A BE P kb Vs i) P4 e e% . B OEAR RS, 4nfE B 12 (M anagement)
XAk R EH (Host) Hudik, 4R 5 58 o % .

Management ‘:)
Remote Host Address: 10.89.5.20

Secondary Address:

Status: (]

=g

ST LA S 180 B 5 DX LIOK RS BT 4 1 o RER 5 VAT IR S BB LRI AN ] . ANREAE
[ — e 5 [ I G X P AR A

Fo B B X LUK Mi@iE
AR P B B LUK

iz
TR R RE > IREFEE, K)o alERN &iE (2).

FE2 fiEA (Interfaces).
IR 3P0 RS X LUK I I8 1 e e 1

. BEEHAK: Cisco Secure Firewall 3100/4200/6100
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B E I

—_

AL

a)

b)

c)
d)

f)

manuzn ]

il & — k2™ EtherChannel. 152 [l S EtherChannel.

& 0] LLYE EtherChannel P& — Nk Z AN G2 0.  HF Ik EtherChannel P58 T T 11 &, ik
AT TR AR (B2, N TR SNEERIUR, BT Z AR

CR[3E) T8 BT Kk R58:10, 15 4F EtherChannel FFCE VLAN FH: 0. AFEFHH AT S E
MT 7O SN,
#iidi EtherChannel 4% 171 1f) 4848 (£).
Be B AFRAHADZSE . X TR K O, TS PR K e O 0 TIE R, 1S
BB M1 0. XA IPS B2, 1S N IREERI 82 11

o WURAE BRI BE R B2 1) MTU ASEEER 32 1 MTU &t 220 100 N7, B0 306 20 %A%
Bz MTU B4R BROATEDLT, SEREEHIRER MTU 4 1600 75 i B K K bs
BT MTU, 35560 KA RS HIRERR MTU. 3575, RAIAZ SO LR H 5 % MTU %
BT 2561 F1 8362 Z [AIMME; M FHuthsbBE, 1 MTU KPR RGE1T I dE .

o MM A, AT IFDHCP. PPPoE. IPv6 HBIHLE A T-5hEE M A bl . X U6k %

e, WTLUHRRE 31 AT RIHERD (255.255.255.254). FEIXFHEDL N, A2k Mg ok) 3% Mkl 7
B IP Hhuhik.

A EtherChannel ¥ & ME— K345 MAC Hiblk. S B4k, 7F £H Mac ik 7B, A
H.H.H #3501 MAC #ihik, Jorf H o5 16 6709 F /8 e

B4, MAC Hulik 00-0C-F1-42-4C-DE #4735 Z4i X\ 000C.F142.4CDE. A5 4 MAC Huhili% & 241 %
f7, BUASHCEE — AN Nk A AN RE R A 40

WV E & Mac btk & 2 .

&0 K5 BtherChannel BC & 2% 24 57 A F AOME— MAC Huhik,  DUBE S0 9878 1 0 4% 0% 452 1)
B, AR TEECE I MAC Hidik, 1% MAC Ml A28 T 9 i 4 I & . R AN & MAC
Hotil, D SR e s R AR T, BT IR IS S KT I MAC B Tz, X nl pE S EL
115 FsF 199 2% 3 i

AR XA ER I D ER BdP K.

TR R E.
VRIS, SR DA AR E > ARE M E K SO E 2P L B AEME L R, AR

ZEO

AT U IEH (8% R 1, AN LT TP sl SRIC ) i 1P Hidik . SEAER) AR IP Hokil 2
SERER I e Huhl, AR T AT

ANZAE AT LMY 5 22 15 4% SSH R RF 6 e, Mg X UK WA 42 111 ) 2 RV I8 38 a0 e
FAANEE USSR IPS #5 1H (CAIBREEECRFEE FD ©
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B ==nueo

FFoaZ A
o WA 3 IR
o MO I BERAE AR S e LG A . R VAT SO S R 1
o (ATIE) HHZ DICE b B £ A EtherChannel F/EL & 182 1.
W FCE N EtherChannel, Wi EtherChannel /& ¥ 45 AR, 1 ARES X LUK IS .

UK

HE VP FR > dubibith LIS IPv4 FI/EL IPv6 Hidilits. 372 15 Ml

G SER PR A LR R AL, S ZIP M A S Tk, (HRE AL TR M. eIk
SRTTHAE 7 BC 2 AR B I DA s L

10: 7 hn it it

Add IPv4 Pool ®

Name*

[ clusteri-outside-pool ]

Description

IPv4 Address Range*
[ 10.89.5.55-10.89.5.61 ]

Format: ipaddr-ipaddr e.g., 10.72.1.1-10.72.1150
Mask*
[ 255.255.255.192| ]

Allow Overrides

o Configure device overrides in the address pool object to avoid IP address
conflicts in case of object is shared across multiple devices

> Override (0)

Cancel

iR
HIRAE W, HAURET-Z) % E MAC Hudik, 3&7] BLZS I MAC $idikibx 4 .

P2 &> REEE L, ©wFEQ, S ERERE R DK REE ().
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mEsmzrhnkzes [

PE3 AL IPvA L L, BARERLIP sk R . s GRIED 1P b RAREA I e sk, 2628 145

ANSCFE DHCP F PPPoE. S T~ siff ridE 4%, nl UFRIE 31 {7 ¥ M HED (255.255.255.254) {EIXFiE Ol
Ty A A MEE L EE TR 1P Hidik

11: IPv4 TATH

General IPv4 IPv6 Hardware ¢
IP Type:

[ Use Static IP v ]
Virtual IP Address:

[ 10.89.5.43/255.255.255.192| ]

eg. 192.0.2.1/255.255.255.128 or 192.0.2.1/25

IPv4 Address Pool:

[ cluster1-outside-pool ]

FERA N IPvA delibit R, IR QI bk .
PYRS (L IPv6> Bk, IPv6 bttt FHpIZ, P A i bt .

AHF IPv6 H BhC & T 5 B B A s k-

S 6 iy A E At B O W
FFHRE MAC Hull, TN O SR 7k £ MAC kit
f AR I RERR 2 1) MTU A LB #2100 MTU i 20 100 AN, B0 E B 20 B E s £ 11
MTU 5% BRINTEULR, S HIBEE MTU 24 1600 F45 . i SRR CEER 11 MTU, %5t
WERAEEE IS MTU. 1R, BRAOIARBCE T HIBE R MTU & AT 2561 F1 8362 2 [
MMl B TH A, I MTU KA RSIEAT IS A .

o g Ms— /=1t ~ '}‘;‘ A [===]
EEEEHETRREEEE
8% (Cluster) T M ERBHEITINR MIZTI&E (Cluster Health Monitor Settings) 7> 4x o~ ATk
fF R
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Cluster Health Monitor Settings ® ¢

Health Check

Timeouts

Hold Time

Interface Debounce Time
Monitored Interfaces
Service Application
Unmonitored Interfaces

Auto-Rejoin Settings

Enabled

3s

9000 ms

Enabled

None

Attempts Interval Between Attempts Interval Variati...

Cluster Interface -1
Data Interface 3
System 3

5 1
5 2
5 2

FLERBTRREIRRER S RIEFH

FEE 15t BF

Fiazl:5)

PRFFI ) 0.3 F 45 Fp2 1), BROMMEN 3 F. K THIET SAGEBIIRGL, LR
FSTEEREPE HIEE S oK heartbeat 1 B A& 126 2 AR Y fo R SAELR
R AR B 0k B ST S AT A heartbeat Y98, UG &55 s g0
To N BTG AR

2 VB AR [ B ) AT 300 F1 9000 =02 1], BRINE A 500 Z2F0 . 2 1B B[R] i [R] & 5
FUBEZ A0 A R A s oK 1 0 BT P I 53 2 iy 20 R R (1] o

ZEEN B2 LIS ATIR SR TR W P B PR e . TR s 38 2 11 1) A A s 1
FERF B A R AR M, (EAE A 5 b A2 4 O N AT T Bl
H, o 2 MAERE A I BRAZNY i o 19 s5UAE 22 A 1] J BT I 153 ke 53 B
YT 2RI DL A2 A B e 1 A 2 IEAE I N AR B 45

JIk 45 1 SLIRIETEXT Snort FIREEL CLiliREFEREAT W45

Az WP WoRAZ R,

BHEHMNIEE

R S R BE T T B I R 1) 11 Sl BT NN B
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mEEmzrnkzeE

FE 15t AR
SRR AT 1 165535 20l BOAMEN 1 CARZRRED o SE SR IF AW
REL

SR [ (K7 1) e

I 2 W60 Zfa)e BRINEN 5 73 Bhe 52 SCPTUCEE I 221K 2 8] 1 1)
BRI 1] CRAZM Bt B o

B FR AT VA3 22000 BROME A TR HF S TR 1 Ao 8 SO AT Y IRER 22
W T B R LI [R] o

Kot TR ECEE L Y A S T I B .

ZARIEL I ¥ 1165535 2 [i)e BRAAEN 3o BEESLUHDH A M IREL

R[] K 1A e

T2 W60 Zfa)e BRINEN 5 3 Bhe 52 SCPTUCHET I 2218 2 [a] 1 1)
PRz 1a) CAM o )

[ A2 1 T 1A 3 20 BRIMEA RIRRHFSE AL 2 4o S SCR AT BRI 22
W T B R SE N TR] o

RE BRI ERER ) QS I INARE . AR NRREIN . A
N RS

ZARIEL I ¥ 1165535 2 1. BRAAEN 3o BEESLUHH A M IREL

SR ] K 1A e

I T2 W60 Zfa)e BRINEN 5 3 Bhe 58 SCPTUCHET I 221K 2 [a] 1 1)
BEFFEETR] CRAZM BN BAALD o

A

T 1A 3 206 BRIMEA RIRRHFSE AL 2 4o S SCR AT BRI 2
W T B R LN TR] o

\}

AR RSN RGUE ROV, WIFEA T R QAT ROUR 2 N ANE 1 7 Bl A 2 2.

SIS WIN i1 T S Ry 4

Hs 0] DL P AT A 3 M3 ID BN FE 32 1 ID, L A% Snort UG OO HERE. BT IRI I 5 ANTE
VLAN T LB 0 (Fldn, VNI BVD EHAT. BASRE SR B R L B s, EaR&

AU FIRE -

e iR & > REEE.

FEEAE AR 70, i #R38 (2).

il &E8% (Cluster).
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B4 EEREITIRORMIEEEIEE (Cluster Health Monitor Settings) #4), siii 4848 (£).
HIBS  JEN A IHEITIRIRE (Health Check) 1 HUAE ] RGEE 4RI 2
E 13 2R AFEITIRREE

Edit Cluster Health Monitor Settings ®

Health Check @D @

v Timeouts

Hold Time Range: 0.3 to 45 seconds
Interface Debounce Time 9000 Range: 300 to 9000 milliseconds

» Auto-Rejoin Settings

> Monitored Interfaces

Reset to Defaults Cancel

A R AEATAT S O (s s B s 82 0 . 8 AR IS AR sl i 0L A
IS AN VSS . vPC B VNet) , NS RGeS B Lh g, EZAEHI CAE A%
PR R . 0 P & S B o B HLRC B S B 2 R AP BT 1m0, 0T UECHT A T R e ATk
UKL A T REA A AR 2 1

SE6  CE CRFRI AR B Sk ]

* {R¥FATIE] (Hold Time) - 2 PR I TH) LA 2 P 20T DB AT B AT g i Ta) (Rl B, A1
0.3 )45 FF; BRIME A 3 Fb.

* $ZOFA R BkAT 8] (Interface Debounce Time) - K97 S k] (0] 152 & 4 300 £ 9000 =P 1], ERIA
24 500 =80 o BN AT PRSI 10 o PR S o VR, T SR ) 7 Sk TRYRAIR
SRR LE . e R A TDIRES TR, W RSB ARC 20480 REA KDl K
AR, KT RUNERBE IR . 6T AR A e 4 4 1E 5 12 1T IR AS ¥ EtherChannel (45141,
AL H N2 AL LS B EtherChannel) 155,  SEK RIS SIS Ta) o] LA 1EAEET 0 B 1)
FE VUL IR R 7 — AN BT SR 20 5 i 1 P 288 S PR S 7 by RS

P HE XAESATRGUR A R A WO 5 1) B S BT ISR
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4EEAHNEHFMANRE

~ Auto-Rejoin Settings

Cluster Interface

Attempts Range: 0-65535 (-1 for unlimited number of attempts)

Interval Between Attempt 5 Range: 2-60 minutes between rejoin attempts

Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous
duration), or 3 (3 x the previous duration).

Interval Variation

Data Interface
Attempts Range: 0-65535 (-1 for unlimited number of attempts)

Interval Between Attempt Range: 2-60 minutes between rejoin attempts

Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous
duration), or 3 (3 x the previous duration).

Interval Variation

System
Attempts Range: 0-65535 (-1 for unlimited number of attempts)
Interval Between Attempt 5 Range: 2-60 minutes between rejoin attempts

Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous
duration), or 3 (3 x the previous duration).

Interval Variation

JERHED (Cluster Interface). ##E#ENQ (Data Interface) &%k (System) ¥ & DL AR oA 8 s
G NHFRDEB . NPRER 85 .

* ZRE (Attempts) - WE FFTMA SR, AT -1 F165535 210, 0¥ A H B EH A .
&840 (Cluster Interface) MERIAME N -1 CEFRED . &IEIED (Datalnterface) fl 24t (System)
(R INE R 3.

iz [E Y ERE (Interval Between Attempts) - 5 S T NN S22 R IR TA] R R 22 I TR) (LA
STEPRRAL) , AT 2 F60 Z00). BRI R 5 ar8he T AT SR T BN SRR 1) d5e AR i Ti) B 261
B EREM IR 14400 2340 (10 K)

EBEZE{L (Interval Variation) - 52 S A8 Al B RFSL I IR . BEEAT 1A 3 ZWfE: 1 O
B 5 2 QAFF B IREFEETED 83 (35T B IRFRLEI ) o Fldn, W Rk EE

RNV E A S Bl RSB E R 2, WITE S B HETES 1 IREEE 7R 10 08l 2x5) Ja
PEATHE 2 ISR 76 20 2041 (2 x 10) JEHEA T2 3 k2. &EBFHED (Cluster Interface) (2R IAME
Jy 1, #¥EED (Data Interface) Al R L (System) IERIME K 2.

S8 Wi EFMIEED (Monitored I nterfaces) ol A~ 5 Y154 0 (Unmonitored | nterfaces) & 1 4% 11
RBCE Z 4 o fad mT LU Hh B0 e 3 FA AR 55 Bz A BE4% (Enable Service Application
Monitoring), LAJi 825 F XF Snort R L3R RE IR M 42
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B ==s%u5Even

$IR9

SIE10

15: BU & % MR

~ Monitored Interfaces

Monitored Interfaces (9) Unmonitored Interfaces @ (0)

I Q_ search

GigabitEthernet0/0
GigabitEthernet0/1
GigabitEthernet0/2
GigabitEthernet0/3
GigabitEthernet0/4
GigabitEthernet0/5
GigabitEthernet0/6
GigabitEthernet0/7

Management0/0

P B AT RS Aok W s b i s o SRS s 8 AR 1 A T A W B s e s 1 ok A ke, (L
LE AT S B A O N S s 0, S MEERE TP HIBR T A T A 2 K S AR
THE TP B e 53 B e T 0 PR 2R TR DL R 271 o B i T I A IEAE IR B 2% BRIATS LR, A
BT A5 B2 10 LA A Snort AEEAE S HERE 8 FHIE A IR 2

180T BEARAR FHAS T A 42 1 BB A IR DU £

MR R A AT SO R s I B R s . S P ER AR Y . s el ERgRE . B R
INESNIAZ ML VSS. vPC B VNet) , BENZEH RGBS TR B TIRE, EESRX S 2H#
IR TR o M 440 B0 s i HL G & S8 L L [RB B BT 10 s, S8T DLED B A H R gz 1tk
DU AT Th e Fnl 4 s .

iR E.

PRETC B, TS B

e & 5> fo =ik & 8] VPN

BRI, AR A 2Quk A0 VPN . SR AR BER nT 9 ek, 488 0] LS FH 40 A1 sl 1)
VPN 2,

KXFouhsiE VPN

2% VPN EEAR

LE AR, 3l A5 8] IPsec IKEV2 VPN B IES ASA SERETT A4y Ko AEEMET 5. 2 (8] 434 VPN
HERE TSI 7S 0 M AR RE I A B A B, FF VPN SZFFRIEY R 2 44 X VPN Zhig 2 4b.

HERE AT G BOT i BRI 2 mle RO POE T AEIE R R AE PR sy ] PENS D0 AR B 32
Jiie AE7ATEN VPN BRI, ARG S s B A A
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© FMEEPAHE - BARPOERK Y AL BOR A S T B SR8 . PiATHE N Se i
VTR RS I AL B HE A, 045 IKE Al IPsec BE1E LUK ITA 5 2 SRBKIN R &

s WA - IEAEABEIAT B R A 2 R e R ST AT B R A
F O AP SO ER ST, RS N R BRI

© ey - AR S EA VPN Ul RHRMR R AOE B — AN RIE 2 VPN SR 8L %00 50k
A AR R BE RS (CCL) REiAt e A B9 % VPN 219 5

© UhiRES - hiles CRZORERFIIETI /D DSt SRR A SR 1, R0 L LR T I ST
SAEH K (ASR). B FTAH 18 X ORIER N AR 270 Y 193K s Xk
FESE IR ERATIN [ D 23 AR PN, 558 6 DRI s I i o

27 VPN SIEB4HAE
o3 Ak s 0] VPN 205 AT LU RRAE . B0, VPN AT A 5 AEARE LI iAT A AR .

* VPN U E SRS BRI AT o IR RURSE [R]— 4RI AU S A0 P VPN IEH2 1) IKE i IPsec
B LT A . WHR VPN 235 ol &% SR 1% VPN 2 if AEREY A, i ok ik
B BT 1% VPN 2 G AR A

* VPN S5 (R38N EREN ME—FEAE 205 ID. i ID K TR0 FFi G, i 4 sk pe sk A
SE IKE Phi o

o JEUN 5 A VPN AR LR S FUAR ST & b, (% Pomil i RS (RO AIE) i, WA IER &
R 2 1R B AT REAEAN R AR RETT A b

EHEHAMS I VPN 4038

= 4% VPN

R SRR R BT S T CRLT 5 — AR KA EATIR
FOTINP A B 1 AT L V75 Bt D

{5 FHARBEAY IEAEAE SRR i LT Bl il (B0 M sl B KA
AFEPRZS, FEARIE 0y SRS 2640 2 1 BB 0 O 21 55— DM RE

SERET RO U B R IK VPN SRR AR BEE D 0 AT, U 1Y ORI SR B ks
FE5 VPN BEAGRAR,  BlET mURE O BC IR 3R AR 0 1 AN 231

IPsec IKEv2 &34
LE 3 A 23k 5 ) VPN BERR, IKEv2 #E4T 7 BLR J7 T 8 4
o RSB T TP/ I TG IR Fe VR B BN BRI sk, DLRGTE BT REA T A
SERER A LR e g f .

* FRIREAS IKEv2 23151 (SPL) FRiRAH R AEA A S 8 " BN,  JF ELAESEASER A o i —
(o SPLHRA T IR AIAEARE Y 2 1D AEWCE] IKE Wi Ecdis tums, o i a4 ID
KRG W Z 38 8 il s — AR I A KT
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B cvee
* IKEv2 AbBE O Bkl 1) o S i SR 1Bl NAT-T Wi R Me. ez 1 F 3 IKEV2 J5, K
I#T I ASP 432888, cluster_isakmp_redirect FIKEI

CMPv2

RGOS TSR R 720 CMPV2 ID UEPB M P16 (A SRR R 29 i 2 A 30445 CMPv2
U IR ERT A R B T RS RS2 IR X S8 ) XD UE P AN B )0 A e AR e i
Fp7 G, AR P R REAE ] CMPV2 TE B EAT SR I, 1y ELAR A1 s R B ik 42 i)
Ko

7 f 38k = i8] VPN BYiF A
SRR SEAM AT ) VPN R R VR L

2 3Nuk S (8] VPN BYETIR & 14

BSXiF
* Cisco Secure Firewall 4200

* Cisco Secure Firewall 6100

SEREX
* FEX UK RHERA
o BB KB R

&= VPN SiE5

A VPN B BT 21, — M TR, — AT AR, B TR
0, SERFIRRK VPN S AR AR 21

F2:&mE VPN SEH

Bs &= VPN £1iF%
4215 10,000
4225 12500
4245 15,000
6160 280,000
6170 350,000
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staztansia venn ]

3k (8 VPN JED

B X IEHE
DAL AR B SR A 3k 1R VPN

HAEm

o ZE43 A A VPN Bt R S 3R IKEV2 IPsec 3 25 7] VPN, AN IKEvl. a4 VPN
TR S FFuk s ) IKEvl o

o AN FRul AR
* 3210 PAT A8 53 A 20 5 1A VPN B F AT H o

A E LA SRR FlexConfig DhAE (141 WCCPD , 152 (ASA %WMEP—‘EE?H%»
FlexConfig fVFRSHC E B KBS B .0 GUI HHANEAERIIF 2 ASA ThfiE. 15 [#FlexConfig i
[

BRS i VPN

Jd A 203 A VPN, PL7e 0 AL VPN TG ERE vl i R A A el R 75 S 44l 19 55016 CLI
Vi R ACBR
FFeaZ B

o FRM uk s A VPN BCE s S E) VPN

o K2 E R VE TR 2R

YR BIEREERE , 55 16 U1 5N Spanned-EtherChannel-mode ££8F, GLHGFTH £ 17 4.

RO RRE G, Tl AR AR, 20 42 00 BRRBEANEEE T A RSB HIT A

T AR AR A BE S VPN #2251 SRR E CRIFAAL,  INFE I s A28 () S I A AR R AN
A2, DS AT TR 5 FO R I i Ay BRI E

BRI A CLL. E 2 %«OwﬁmwﬁmmmMwmwmﬁ&ﬂaﬁ%%ﬁﬁﬁ»*M“ﬁ%
ﬁ%i%m7ﬁﬁ@”%

mE RE > REEE LIERE, 6B BeA 5EHY R

FEREAN R b, AR A S FH 23 A 2k 8] VPN

cluster vpn-mode distributed

TR 3 AT 3k 5] VPN, 5 4dH cluster vpn-mode centralized fir 4 .
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B =rsxs%50 VPN 2iE

TP

> cluster vpn-mode distributed
Cryptochecksum: ced4bObbd 6b9252a5 7e19463d €179067d

5778 bytes copied in 0.70 secs
>

TE b5 KBS B A0 A, AERSEIY S B ER I AR, AR A RN T S A AR B S E
BUMANGERE , 56 42 1L,

VPN 2 7] 20 2 5

EHa &S HihRE VPN SiE

TS E 7 A (ASR) REAEFTAT BRAE A B3 Z RV DR 70 A 2] VPN i . th T IR s il M 4R
SUTRIZHA LR, ASR JEES T AT SRAE K S S M o i M A0 . AT HOF  AcRAEs i Ae 2
7
OB R AT AAEARATIN (B8 AT, WAAESR A P A AR AT b R A T, JF HA BB s o A2
REJEIEAT . BB A H bR QIR RRUE ) VPN S E. FUE ) VPN SRR Y w2 [ 2 LA AR
IS 1.

LRI, BM SR a1, JRERE S NI IS il . Bah st
TR L EANZE E 00 LA il R i T AR
ABEFRRE B, WEGG Y Gk B i i T %

S R 9 OO Y R LI I BRR

FHIa Z Al
R I R RS, ER ARG H A&

HERE RPN S CLL. 152 (Cisco Secure Firewall Management Center ¥4 liC B 5 )t “%
B LRI AT A F o).

HEIRE > IREEE LAERE, e e iy A

fie ST A IR R AR IR ¥ U RV

show cluster vpn-sessiondb distribution

Tl

RYH B R AT B

> show cluster vpn-sessiondb distribution
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Member 0 (unit-1-1): active: 209; backups at: 1(111), 2(98)
Member 1 (unit-1-3): active: 204; backups at: 0(108), 2(96
Member 2 (unit-1-2): active: 0

FATR GG D AR TR R e i o U BE P AE IR R B3 Lo 6T RAEoRf,
PAi B A5 L

© b0 ERAT 209 MEHSTE, 1 B T 11 ANE, Bt 2 B T 98 Naxih
o B 1 ERAT 204 AT, RO 0 BAs 1108 AN, B 2 By T 96 A axih
o L 2 WA AR I E R, BRI R E AR A T AR S il o R R R A IR
i
FOFT > K1
cluster redistribute vpn-sessiondb

IR

> cluster redistribute vpn-sessiondb

Session redistribution initiated.
Use 'show cluster vpn-sessiondb distribution' to view distribution.

>

MR8 7 P R I I BORAERE A, XA RERG B — LB ). FORT O AR S R AR, R
RS UUNEER RS HE (AR Bon Al R geie s 5D -

ARG AEEIE 15 A

CLH 3 VPN S E K AT R
ERIEEK, ¥ number 42 1% M orig-member-name 5 3] AN A5 517
dest-member-name

R BERE 21 O Al B A% 42 member-name AT R
W ENESR, B number N1 M orig-member-name 7% 3| AE Y

dest-member-name

(RS ipisk S AT AR

2K number /N2 15 % 2] member-name

KA 2] dest-member-name #2315 7 2 i 13 AN Y A
CLoE i VPN 21 ELTRIP=Y

R SRR . CZ1E VPN SR EH 0K .

HI 4 P\ show cluster vpn-sessiondb distribution i 4 LAAT E 45 5 .
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sebe
EEEHT S
TEERES, 1BN] DLE O B R A PR AR T 8

uJ\\j]u Ff:ﬁ E’]Eﬁ TR

T LURE— AN B AN B AR S N 2 BT (B

SR L RE > IREEE, AR ES (), RRIEERmTHE.

. uJ\ 7]11-1"!'- 5

Unregister

Cluster Live Status
Break Nodes

Edit Configuration
Break Cluster
Revert Upgrade
Health Monitor

Troubleshoot Files

RYK LN EIRERE) S (Manage Cluster Wizard).

T2 N\T5 (Node) SE ik ik s, MRIET IR IP Mk, /BRIy & 1D,

. BEEHAK: Cisco Secure Firewall 3100/4200/6100



| ##&#K: Cisco Secure Firewall 3100/4200/6100
mmgwenss ]

B 17: BIEERHES
Manage Cluster Wizard

0 Configuration 2 Summary

Cluster Name *

Cluster Key

Control Node
You can form the cluster with just the control node to reduce formation time.

Node *
VXLAN Network Identifier (VNI) Networ Virtual Tunnel Endpoint (VTEP) Networl
! !
Cluster Control Link * VTEP IPv4 Address * Priority *

Data Nodes (Optional)

Data node hardware needs to match the control node hardware.

Node * VTEP IPv4 Address * Priority *

Node * VTEP IPv4 Address * Priority *

I Type device name v ] [ 10.10.4.3 ] [ 3 ] Remove
Add a data node

IR 3 LN INHART A, 1E AT RINEHET = (Add adata node).
PB4 ., SERE, A5 AHRE

T IEAEE Y mi 2 B n B & b o

[ 18: 75 = iE MR

D ftdcluster (2)

" Cluster(individual Interface Mode)

® 172.16.0.50(Control) Snort 3
10.10.0.13 - Transparent

D 17216.0.51 Snort 3
10.10.0.12 - Transparent

] LU I 5 7 i@ %A (Notifications) B4R Ik $E £ 5 (Tasks) e Wi B RESY AT S 40 o
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- T

Deployments Upgrades ©® Health Tasks &y ‘ C’ Show Pop-up Notifications @
m 0 waiting 1 running 0 retrying 20+ success [ Q Filter
0 failures
%.. Cluster
Data node 172.16.0.51 configuration deployment is in progress for cluster ftdcluster 23s

T =

T TT LA P IR Y 1, AESLON — ML e o BRARFINTEEANERE, T TCVE P IRz 5l
el 1 R RCE CHAE

BB EF BE > REEE, SLEPERY AN B (), REEFEPHT R
& 19: REFT S

Disable Node Clustering
Unregister

Packet Tracer

Packet Capture

Health Monitor

Troubleshoot Files

fan] DLIEFE i e 5 BT 15 s (Break Nodes) MAETE) “FEZ2” (More) ST — N ERZ AN A

RGBTl 2.
& 20: T A P B

NI
g
N

Confirm Remove

Are you sure you want to remove node 172.16.0.51 from the cluster? It will be
converted to a standalone device.

o

. BEEHAK: Cisco Secure Firewall 3100/4200/6100
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T & RS

T |

fEmr Ll 5@ %A (Notifications) EIAR L FAESS (Tasks) Sk MR HETT s T o

T n] LU W AR A AT 1Y s R 4 o M B o PRI s DR B I R e A SRS L, T e 7y
RN 2R BR AL AL A

SR ORISR AR B R B G TR Y RORAE B TSR S, O 45 U0

TR

R2 A IRE > REEE, AR EES (), RIS PEPETERE.

21: PSR

Unregister

Cluster Live Status
Add Nodes

Break Nodes

Edit Configuration
Revert Upgrade
Health Monitor

Troubleshoot Files

(£

T3 RGESPOREBWIT R sl 2.

& 22: #iA P i

Confirm Break

A cluster break will be performed on nodes registered to the management
center, and nodes will be converted to standalone devices. Before you break
the cluster, use Cluster Live Status > Reconcile All to detect any missing
nodes so they can also be converted to standalone devices. Are you sure
you want to break cluster ftdcluster?

.-
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B zme:
fesn] DL 5 3@ %0 (Notifications) bR k£ £5 (Tasks) M F4EREF T .
ZH&ER
AT RE TR ZAE I AL, DAV MR 1Y A, BRIG I HE T 4Ed . MEAR P B AR s Y s 1 e 2
INAE B KB B WA T AR ARTE SRR I, B B LR G
iz

BB N TEA RS, EF RE > ’REEE, A B% (), AREEZERTRER.
23 &R

|D\'5ab\e Node Cluster\'ngl

Break Node
Unregister
Packet Tracer
Packet Capture
Health Monitor

Troubleshoot Files

URAEAE R i AR, WL rp AN B RO O B e TR, W IIREIN S
Up SRR S S R W PTA IE AR W IT T A P R BT g R I RE
TR RO SR P O ME— 5 5, MTEIRAE P R EAR SRR

SIB2 BB s R A AR,
N RE > REFER FRPILARBLS TR (BERD
T3 WA HERE, ES mIIANGER , 542 10

BEFMAEE

A SRR P I B T 3N R0 (B T ISR R 1D, s I RIS T AR, ATT-3)
K RPN W ORSE Cfek, PR alE IR o A7 DG Rl ANAEIRE b I 7 251 Ji DR 7y 5
g'fm () -[/H lﬂﬁfﬁﬂﬂ)\;ﬂéﬁ ;g 66 ﬁc
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UK

SB N TEIERBOE RS, A RE > REER, A ES (), RGEFERTaER.
LB 2 N BRI LA AR

B EHITI R
A\

ER B A, BRI VA AR R A AR, SERIH A PRI 2 JS T E R A AR,
RIS BRSO KU R AR RTT, WA PR AR R IIREM S, R

PR A5 VR R s S A B i, W BTAT I B ARG W T, i Sl 50 (4 0 o s o
o

BRI AL TEPATEL R P R

UK

TR A& > REEE B () ERHLRPRTSITITEERTSXHIHE

24: BT

Cluster Status ®

Overall Status: & Cluster has all nodes in sync

Nodes details (2) [ Refresh ] [ Reconcile All ] [Q Enter node name I
Status Device Name Unit Name Chassis URL
In Sync. 172.16.0.51 172.16.0.51 N/A
> In Sync. 172.16.0.50 Control 172.16.0.50 N/A

Dated: 13:56:52 | 06 Jan 2025 m
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B sesums

B2 W TEPOERIRA %, WERES () BREERAES .
T3 RGN BRI . EHREIENE, W5 R TRE.

iR ATACE
BT DL R AR IO . IR R AR B SRR R B 1 AR P R B B P 4, IR IF S
PR EAl. EREALMA, RS ERIFE W WAREESCY AL WA e et S ID
MISR PRI BE RS 1P ik, R 32 M 9 sl WT O SRS In 215

UK

TE L RE > IREEE, AN EE (), Rk REHRE.
B 25 e R E

Unregister

Cluster Live Status
Add Nodes

Break Nodes
Break Cluster
Revert Upgrade

Health Monitor

Troubleshoot Files

&

RYK B EIRERE1S (Manage Cluster Wizard).

FER2 RN

. BEEHAK: Cisco Secure Firewall 3100/4200/6100
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& 26: EIRERE S

Manage Cluster Wizard ®

° Configuration 2 Summary

A Editing the cluster bootstrap configuration requires disabling all cluster nodes temporarily. This operation may result in traffic disruption, and you should
perform bootstrap changes during the maintenance window. Make sure connected switches match the MTUs for data interfaces and the cluster control
link interface.

Cluster Name *

Cluster Key

[[sesses )

Control Node
You can form the cluster with just the control node to reduce formation time.

Cluster-level changes

Node *

VXLAN Network Identifier (VNI) Networ Virtual Tunnel Endpoint (VTEP) Networl

[ 10.10.3.0 ] / [24 (254 addresses) v ] [ 10.10.10.0 ] /

Cluster Control Link * VTEP IPv4 Address * Priority *
[GigabitEthernemﬁ ~ ] [ 10.10.10.2 ] [ 2 ]
Data Nodes (Optional) Node-level changes

Data node hardware needs to match the control node hardware.
Node * VTEP IPv4 Address * Priority *
[ 10.10.10.1 I [ 1 ]

I R IS 2 EtherChannel, W] DUE IS fieh 82 11 N8 531010 SRiE (2) Sk4nl 2 1 A A
31 LACP il & .

PRI plsE. AEME, A AhRE

HEERT A

D RARREAY SO RGOl SR AR A8 B3 5 4 A BE 35 i VA 28 B s B b o 0, B Y A
KA By T P A7 A I 45 e S A R B S LT

TR EFENN RE > WEEE BS (), RREFREHIART, DT RPN INE.
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[ 27: LB RBHRTS

Unregister

Add Nodes

Break Nodes

Edit Configuration
Break Cluster
Revert Upgrade
Health Monitor

Troubleshoot Files

b7

PIE2 piidithiB£ER (Reconcile All).
28: thiA &

Cluster Status ®

Overall Status: Cluster has all nodes in sync

Nodes details (2) [ Refresh ] [ Reconcile Alll] [Q Enter node name
Status Device Name Unit Name Chassis URL
> In Sync. 172.16.0.51 172.16.0.51 N/A E
> In Sync. 172.16.0.50 Control 172.16.0.50 N/A E

Dated: 13:56:52 | 06 Jan 2025 m

ARERCRSITEAE R, WS IRAERE . 28 48 1L,

. BEEHAK: Cisco Secure Firewall 3100/4200/6100
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R B s Ema g cEgEss [

BGHIE MR ST S EMEI B A E R ol

R LU Bl Kkt B TR G EE AR RE, TSR BR AR AN o W SR EDR SR BRAS I BT 1 BT K
BBy, AT AT EEOHTE AL ERA

R TT LI B KBS By OHTE Y A A R TR T Y Rl BRI AR B AE B
KR HERE RN, JFH e ket E, H AR RSO IETT R, &
TCEICHE N 2 i AP Ao R ICIR T MBS KB B Lo ) 79 0, ST RE A SR LU
M, ABAEHRRR A PSR I, A SR A SRR — 00

HTH 9 AR R
o ST B KRS B A OO RZ SRR 2 TR () BT A A
o MIREEIE TN BRAERE .
o WURERETT 6 W B RIS ECE N NTP A B K858 B by B2t (], ) S F R [ A b i)
EEESLIN
o DREFICE A, CUEAEREAR LA P 5
NAT Fl VPN, ACL %55 DL 32 e & R e AN
A ST T VR W A 1) AN ) 1) B s A H by 2 S 3E B M B, DR MR AR TR 7 1% 458 1 E A FRIR
iy ERACE RS, DT DB SRR A — AN AN N o 180T AZEVE M IS IR B 7 ) F ) S s
ELDAZRAE VM I B I FH LA SR, AR5 ZE PR A BRI 2 T S LR
FriaZ /i
BEIE R TG CLL 6 — AN A Ui B

W w & > IR EEE, AN AR ES (), ARIEFBUEEM.
8 29: UK E MR BT R

R
Unregister QED

Cluster Live Status
Add Nodes

Edit Configuration
Break Cluster
Revert Upgrade
Health Monitor

Troubleshoot Files
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| S

P2 RAGESTOREHUEN RN R R

PR3 ] DR H b ARSI I A BT B A AR SR AR M BB (SR B K B L £

i
AP e — ANEREY RO IO B, SRR (8 AR LR AR A A

N

a) FEBF|AMERE M CLI, JFEH] configure manager add fir AR B KBS FE LD

B&4E CLI 444 Firewall Threat Defense & #4221,
b) % IKEF > REFEE, KRG Adinm>i18E.

PR A BHCPRMARTEN Y S, WS R A, 5 45 0

FEnl LLAE B kB Aty d 1 Firewall Threat Defense CLI W45 1E

Wz

© ERPIRAONRAE Ol IRE > IREEE EE () Mrgig®E > RETE > SHIUHEMX

SRR LRI R VI
30: EEBERTS

Cluster Status

Overall Status: &5 Cluster has all nodes in sync

Nodes details (2) [ Refresh ] [ Reconcile All ] [Q Enter node name l

Status Device Name Unit Name Chassis URL
In Sync. 172.16.0.51 172.16.0.51 N/A
> InSync. 172.16.0.50 Control 172.16.0.50 N/A

Dated: 13:56:52 | 06 Jan 2025

I A AR IR I B B TR FR R AR -
ERRER L IRTS AHE DL TR
* IEFE[AIP (In Syne.) - 15 23 L) Bl KRS BR A0 30
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wiztez [

* FRACEEVEM (Pending Registration) - 7 AU SERE I —8B4, (H MR B KR B0 33
W TSRS SRR, WA AR (Reconcile All) BLEE X

« SEMEC 2R (Clustering is disabled) - 7 & 2L 1) B KBS B0 M, (H B S BRI HETG 3
JR e AN F BT SR S R e P SRR S, SRR B R AN, B T DA P
B A

o CIEFEIMAAERE..” (Joining cluster...) - 15 fIEAENIANIA EISERE, (HiREIMA . %
ERAE I NAETE S ) B KB B0 VM

XFFRANT A, BT LA EBE (Summary) 50/ £i83% (History).

T EWME

Status Device Name Unit Name Chassis URL

v In Sync. 172.16.0.50 Control 172.16.0.50 N/A H

[ Summary ] [ History ][ CCL Ping ]

ID: 2 CCL IP: 10.10.3.2

Site ID: N\A CCL MAC: 0050.5689.5e5¢c

Serial No:  9A2VSEQSQFW Module: NGFWv

Last join: 08:22:47 UTC Jan 6 2025 Resource: 4 cores [ 8192 MB RAM

Last leave: 08:22:24 UTC Jan 6 2025

B 32:Hi i Ric R

Status Device Name Unit Name Chassis URL

~  In Sync. 17216.0.50 Control 172.16.0.50 N/A .

[ Summary ][ History ][ CCL Ping ]

07:53:30 UTC Jan 6 2025  CONTROL_NODE CONTROL_NODE Event: Cluster new data node enroliment hold for app 1is
07:53:30 UTC Jan 6 2025  CONTROL_NODE CONTROL_NODE Event: Cluster new data node enroliment hold for app 1is
07:53:27 UTC Jan 6 2025 CONTROL_NODE CONTROL_NODE Event: Cluster unit 172.16.0.50 state is DATA_NODE

07:53:27 UTC Jan 6 2025 CONTROL_NODE CONTROL_NODE Event: Cluster new data node enroliment is on hold for 18.
07:53:27 UTC Jan 6 2025  CONTROL_NODE CONTROL_NODE Event: Cluster new data node enroliment is on hold for 18.

Ry @) > E5% .
{155 (Tasks) LI AEREAN T sy I B8 “AERBEAF I (Cluster Registration) 1155 .
« %% > REEEcuster_name.

JEIT B PR I _EIARAEIS,  SEmT LA BP0 i, B TP ki 5% S A fRg 2 1
o M TABAEEMIY 5L AT 2N br .

* show cluster {access-list [acl_name] | conn [count] | cpu [usage] | history | interface-mode | memory
| resour ce usage | service-policy | traffic | xlate count}

HOA BRI RS G B, A show cluster fir4.

BHEEHIAK: Cisco Secure Firewall 3100/4200/6100 .
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* show cluster info [auto-join | clients| conn-distribution | flow-mability counters| goid [options] |
health | incompatible-config | loadbalance | old-members| packet-distribution | trace [options] |
transport { asp | cp}]

FEAEERGE, 5 show cluster info #ir 4.

SR ITINR ta 2= HI iR

KRBT mIZER

1 Firewall Threat Defense S HEI4E I 7T SUl, B KBEE BE A0 25 e IR &S TRAn S AR 28 1k
ESPEEAR . RBFISAT IR I3 tH DL A4 R

A

 BEBPEHIHR - oA oRERHRIh . ERFTHE BRI R 15 B
WA R SERE A IR S U B IS ARG B DAY RS (Y

WA D LEBER PR . B BPIRASTT DU O] CABR BTN o O
e EERIL RS, ANET Pk B O AR 1D 8RR CF R AR .

© SEREGUTHE R s SRR A T TR AR, BF5 CPUMEAI AR, WAFREATR ., BT,

WK IHSIERR NAT #:46,

iR

CPU FNAEFE R B s Ees S T A1 snort 48 FH AR R AN 3541

bR (B CPUEITITSOL. WAFERING DL, At M) L7 5B s di 5 I 1] B

W IEEREGETHE B

o GBI PEBITTR - £ P4 R Sls BEAREAY i (0 B 28003 A

o SN RIAE SRR EEANSERENY RUAE R I TR [ A P RO R ARDE R A DL IR

RN e o e A SRR, T DURRA TR SR A R IO S P REAT 21 I

o CNEGTHE R MRS R R R R OIIRRR . B R R CPUAMEIR . A IEH]

RN R WSS DU S Y AU NAT H 3R bR Bl . BLRAL B A
RERES IR BA I F AR PO T 2 57

© BCSAMEREFEBITITRR - Won SRR R A AT Fabr o 0T DA FI P8 ek DB RO BB 4 2 19 a0

PR (R . Fabn e G CPUMETI AR . AR A BN fn R, I BE R NAT
et o

* CCL #ITHIAR - AT 20 R S BE s b B e Hcdie - IV A\ A i 2

o W HERR AN G - SR b e o 3 R P R B R

o I TRIYE FR - 3 BRI A5 h BE s AR b i 11 b s XA S B0 mT R N 1) i 1

o HE CEBIIAR - BT REERE R PR A R AR bR it . H0, W RS OGE T8k

Bl R RS, ANIEH] T ST IR B AN R .
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srgmzrin ||

EFEFEITRR

AU E LI gl s i A REPAT LR o
MRS APIRD I s P AR A LAY U RS A PRSI PRI LI o ISR A PR DL A8 AE — R I9%
TR P B LA R A IS AT IR DA 2o
FHIa Z Al
* ORI SN KB B O P ) — A e A e G AR T

HEFF > BATIRIL > BRI SR BB HERR
A P B4 A S U i Y R R BRI A IR DL 7 2 o
ERSIIERT, siidi BAF () FFE (VD DURIFATSILE R R & IE,

WAFREMSATROGOHE R, W R RREAA TR BUAEIUT, SRR S 2 A FlE Lz
TR AR A5 X LE T A IR LA PR o F s T THT AR 4 «

o & — 5 R AR TIOE SCPE TR P K SR bR, AR AL CPUL AR B A 3
HOERGER DU NAT Feifi 5.

SO — BT AR A A R A

© BATERE - 77k CPU IR . AR R A ki, St Ak i, ISl HONT NAT #440
M RS B

* CCL - ARSI R LS B .

ST L s PR AR A PR PRSI . A3 OS2 SCRE AR FR PR I 56 3851136, 152213 Cisco Secure
Firewall Threat Defense 14T R 35 5 .

TEmT LLMAT A 07T S8 3 rh G I TRD S o 8 T DUSE eI ] 90 Pl DA s R 2 i — /N E (BRI
SR EAT A T A A R . T8I ik £ B E X (Custom) LLACE B 5 ST U145 4 H .
T BLHT AR ARE B SRR BB 5 70 Bl ok i B S0 .

s “HBET B, AR EARE P RS ] R B

PSE R R i 7 BT 228 IR T Y6 BBl N AR B i . T FLARAIP RS B B T AR AN A RN ). ) T2 A%,
BIRZAIBAT . midi B TR I EIFR ] 25 8 P45 R .

ORF TR E Y RUBATIR DML PRS2 1088 44 B M0 Aty i T P F) S 40 2o mh 2 19 i F) B AT RO
] .

B ARTREE B AR SATIRRE R b n & 0 S AR B 0 B 1 s il TS AT IR OUE R
(IR 2o el B L AT T I AR OUE SR ZE R PR AL
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FIRT O THREEW RISIPROUETE ) BOAEIL Y, B MR a S A 2 T0E SR P i i X 2
IBATARGURIPERE o T Am 47 T T B B 465 -

o Wik — SR SR HARTUE SRl OB RS, IS CPUL AF . 0 ERGHE R
AR b A A P DU S B R A5 R

* CPU - CPU M HI &, AR EREA HAZ ORI 73 1) CPU A I 0 o

© AT - B IR %, R EUIE TR Snort P A48 %

o B0 - EPRESAVCR A RS UHE B

o R - EEGHE R (BIIRRI. AN WEEERSE) M NAT FHt 4.

* Snort - 15 Snort HEFEAH G IIZETHE AL

* ASP Z gt — L5 IRl DRI T 2% 2 (K B ELAR DG AT AE L
BRI LA i bR A S R R bR I AR . A O SRR AR BRI 586415, 125 Cisco Secure
Firewall Threat Defense &1 TR ULHR o

TR piiis PRSI S AT EA RTINS e HIER (+) , AR AR AR
FERANE R SCHEHITHAR -

XA I B PRI AR, SRR AR AL, SRR IEFEIR bR

GRS IR DU S BRI SR S LT AR SR G5 R AR A8 A . PEREAT CCL At SE 1
)ﬁ\ E"J ?E /é\ o

R 3 KEHIER

IR 158 BR B

CPU RN B CPURAT-RME (53t 0] £l T | percentage
[l snort) o

Memory SERENT AU B PF AEfie bR (930 F T84k P Ti | percentage
Fll snort) .

K A i SERERL AL B R RGeS . bytes

CCL it SEREMIE AFIME ) CCL R ST B bytes

e SR IS ST H L By

NAT #4t SETEI NAT #4050 ey

GrAi ERE P ARERD IR B ATV By
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| ##&#K: Cisco Secure Firewall 3100/4200/6100
wnmstiaE ven i

iR %8R 1%
Kot b 2k SRR R P (0 R 3 e A ey

W44 iug 58] VPN
f#H LU ar A W4 VPN 25 R & R4

« fii il show cluster vpn -sessiondb distribution $& LS TR A AT . WRAE 2GSRI T EAT
MDA ZAE R GEANAT 25 (A IS AT A 4

FIF I show iy 4 1] DLPRE AT 5 250, 1 J6 75 75 RS 15 25 E3AT show vpn-sessiondb summary .
* A {# 1] show cluster vpn-sessiondb summary i $2 L4 RE EA VPN IE810 58— R

* {ii 1] show vpn-sessiondb T4 ) Bl A ME PR T /s 5 LA VPNAE ELRAAE, I8 o e L
TS 2T

Xt SRR I TR R HERR

T LU CCL Ping TR A PRSI HIBER 1R H 21T, RO T RUEH] L@ T3 AR TR T
H.

>N

. E&E‘aﬁFﬁAiﬁ WERAT FORBEMMASERE, REUK Bl A b HEER S e I iR & >/ &
B RN BRSO, ARJRIEFERIN. SERFE M. WS Y R R R ST

TP LOE I it BB () JFEFE SOHRIBEHERR , A I & & TR I A S

* CLIfiith — 75 & > W& B HlHaRm. SEEMXE, Kol UEE —4I00E K CLI
i, BN HEER R b, RS EZJUJ;%E?JQ?TU\T fiiT

* show running-config cluster

* show cluster info

* show cluster info health

* show cluster info transport cp
* show version

* show asp drop

* show counters

* show arp

* show int ip brief

» show blocks

BHEEHIAK: Cisco Secure Firewall 3100/4200/6100 .
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B =ssmnses E 9T ping

* show cpu detailed
* show interface ccl_interface

* ping ccl_ip size ccl_mtu repeat 2

RO AT LU B P AE show fir 4. ACTEAIE R, S AHE CLI i,

eSS RFIZHI & HE LM 1T Ping

EA UM, e mPEEY UKL ping, A WO/ SRS TIRE R MTU VLRS, A

i & MTU FeArE. WA ping R 49 kORHEATECMN BRI/ (MTU BREL 2, SRJ5EREL
4, WRJGERLL 8) kAT ping, HF| ping Beh. WK ping KM, R ERGEA, DMERA] IEE

FRIASHL L MTU ARSI R 8, ARG E IR A R GOB BRI SO L ) 8, T AVF I

T-8)) ping BT CINASERE RS i

UK

SR ORE > IREEE, AERSSUN BE () KR, RGIEEERBEKERT.

33 EBNT

Cluster Status ®
Overall Status: Cluster has all nodes in sync
Nodes details (2) [ Refresh ] [ Reconcile All ] [Q Enter node name I
Status Device Name Unit Name Chassis URL
In Sync. 172.16.0.51 172.16.0.51 N/A
In Sync. 172.16.0.50 Control 172.16.0.50 N/A E

Dated: 13:56:52 | 06 Jan 2025 @

P2 JEIFH A A5, AR5 siidi CCL Ping.

. BEEHAK: Cisco Secure Firewall 3100/4200/6100
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strstunsia ven sres ]

34: CCL Ping

Cluster Status ®

Overall Status: Clustering is disabled for 1 node(s)

Nodes details (2) [ Refresh ] [ Reconcile All ] IQ Enter node name
Status Device Name Unit Name Chassis URL
> Clustering is disabled 172.16.0.51 172.16.0.51 N/A
& In Sync. 172.16.0.50 Control 172.16.0.50 N/A

[ Summary ][ History ][ CCL Ping ]

ping 10.10.3.2 size 1654 repeat 2
Sending 2, 1654-byte ICMP Echos to 10.10.3.2, timeout is 2 seconds:
7?

Success rate is 0 percent (0/2)

»

Dated: 20:29:19 | 06 Jan 2025 m

TR 5K MTU UG G 8 0 R/ NE SR B e b 17 A LAl Y i 80 ping A4

ik = (8 VPN S HERR

475 VPN @40
MIZAT A0 VPN (ARTE R AR DU R I OUI S AR e 2160 5 iy o Jo 18 TR0 e v S

1B 18N

WMRAE LRI, A BIEEIA | HER KR (member-name) T vpn BASVCHLTHAEL .
AT 1T RURARAE 43 A1 2 VPN B il

E (control-name) H#iK A (unit-name) HIVEMEK, &
FE: vpen HBRAIIRES FHCE A

RSP A 30 VPN EERE R P AR IE RIS BVF | 851 FHLESRAERY ven BEUE SO il Pl big s mveny
Bk iE, ol .
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B =50

15 BN

LSRRI IKEv2 s 4011 SPI A (K i TRk, | e DB spr
B 5 ID TRk o

el 2IBUA ) sp1

U RAR TGV B A5 2 U -

KEEAIE TKEv2 SRS

IKEv2 #JUGHL R (IC) AbBEAR IR

IKEv2 Wi R RSk 0 LER B N i) & 0 251

HOB 73 A i) 7L

R STEER 7 RIHE K #EE member-name
KW F] member-name S TERBBN (VR E)

Un SRAEFOBT 70 o TYITR] 4h $h A 2R T

R BRI S . D0k VPN STEREHT K

BRI REBRUTIERZ —:

* 1 fi| port-channel load-balance src-dst 14portiy 44 N7K 28 # LA & Ldport {1 A 2 i 5
VAN, 3 AR VPN 23 iAo R BB i — AP . SRR UG 2 B s il | s

SSP-Cluster/slave (cfg-cluster) # show cluster vpn-sessiondb distribution

Member O
Member 1
5(2660)
Member 2
5(2122)
Member 3
5(2501)
Member 4
Member 5

(unit-1-3):
(unit-2-2):

(unit-2-3):

(unit-2-1):

(unit-1-1):
(unit-1-2):

active: O

active: 13295; backups at: 0(2536), 2(2769), 3(2495), 4(2835),
active: 12174; backups at: 0(2074), 1(2687), 3(2207), 4(3084),
active: 13416; backups at: 0(2419), 1(3013), 2(2712), 4(2771),

active: 0
active: 0

H1F3 5 TA] TKEV2 VPN A3 11 500 #5908 H b 1, DA TKE 2l (2 AUA X 58 Nexus 7K
SR TR B i 1 30 T F) e b — AN

{§iHH port-channel load-balance src-dst ip-l4port ¥ Nexus 7K 1 4534 i 5790 56 25k TP Fl L4 Jiig
Ho SRJ5, IKE R I8 2 A BE, 1y R 2 fr 19 e

BEHEAT SR )R AE, AR Y A BT
I VPN 2 il BFT 70 K 48 55— WA AR R

XN

XS A ST B

. BEEHAK: Cisco Secure Firewall 3100/4200/6100
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BB

sumpiis 1

Cluster Control Link
192.168.1.1, .2, and .3

eth1/8
eth1/8

mgmt

eth1/8 -

<I__ port-ch1 Spanned

| MAC: 000C.F142.4CDE |

port-ch1.20 outside VLAN 20 209.165.201.5/27, 2001:DB8:2::5/64

MAC: 000C.F142.5CDE

1

port-ch1.10 inside VLAN 10 10.10.10.5/24, 2001:DB8:2::5/64

management
10.1.1.1/24 (Pool: .2-.9),
2001:DB8::1002/64
(Poal: 8 IPs)

eth1/1
mgmt

>

Switch

= -

I port-ch5 [
o VLAN 10, VLAN 20 Trunk o
L d
= =
S i
= =

—

J

|

r________/

Client

J

\|I

Server

KA A 2 A A B T S AN VLAN SCBG, i, VLAN 10 TN 4%, 17 VLAN 20 H
TANEMLG . B #AT — N R AN A L 2 B O . )8 F b gkl B B LT
B ALEBRY 802.1q 3. & VLAN 10 5 VLAN 20 2 [ (#1Bl k5% .

{5 M 4% EtherChannel I, BT A3 508 B i AEAZ # AL 43 44— EtherChannel, W -—& A
AT, AN UK SL AR B A 2 IR 3 T U & o
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Al — BYANNI (=)
= b
Cluster Control Link
pori-ch1
192.168.1.1, .2, and .3
Node 1
§/\ /\ eth1/6
iy [ ] [ ] ethirz
A =N A ethl/8 (Y ethoi1 o
———— \8
—_ w
o ‘ mgmt | g;
=2 Node 2 B o
il oe 315 5% ¥
S o2 313 =
2 R\ Sx=973 etnoi| SREZ 8
& 2820 RS $
B %;mg mgmt ggmg =
- 58 2 Node 3 og &
WA O=_, B/ ethifb Mo
ol J o | [Z ] eint/z W o
@/ X | [ 2V ethiss ctho/1 | | &
V V V vV
mgmt |
management
10.1.1.1 (Pool: .2-.9),
2001:DB8::1002/64 (Pool: 8 IPs)

T e S RECRAE N BRI AR R 2% 2 1AL R T B 5 3000 LA

wn EEIPR, e — A5 4% EtherChannel R R A EAZHHL, T4 DU 55— M5 19 4% EtherChannel
HERLPIMBAHHL . WIRF L, AW LIEREA EtherChannel _E @I VLAN 121

EiBS%
AFR IS ELATAT RARTE L AE [ B VR0 5 B

\

Firewall Threat DefenseT) fE FH &= BF

#i7) Firewall Threat Defense DI REANSZARMESCRE, A M D RECAEFE I Be & 132 30 Fr . JLAbDhfign
BEXT T IE A AT RILE T R I

SERAIITRITIRE
LU R I RETE AR OL FEMAIC T, M S B2
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gngeding [

\)

AR EAFESEA N FlexConfig Thfig (Flln WCCP Kl , iS5 (ASAW MERERCE ) -
FlexConfig VRS E By KA H AL GUL PAELEINVFZ ASA Difig. 152 fFlexConfig 7% .

* A2V VPN (SSL VPN #ll IPsec VPN)

o« ARSI RS AR VPN CGET SRR D .
* DHCP %4 g5 #sAACEL, SCFF DHCP 4k,

o MEAUBEIERL L (VTIs)

o A HTE

o SR U R

* [ kA FL Ry UCAPL/CC ik

* DHCP % /7%« RSS2 FIARH . ¥ DHCP W4k,
ERtERLThEE
PLUR DhRE AT AT i B4 32500, BV MR e

\)

AR GErP I BE MR A 5 1Y U T S TR B e B B Y
U SRAR T AR A DI RE, T2 S0 R A vh Dh BE VR AL PE R 0 B AP AR e e, AR PRI R U2
NEETIIRE: WRKAEBENE DL, %R S R A& [ Y s
KR DIRENT 5, WA Y U A b, W T AT SRR T T, i s 20T PR e S
HEATIERE

AR EAE WM R T A LY FlexConfig DhRE (4141 RADIUS £3lllD , iS5 (ASA & MEEAE
il B 45 ) o FlexConfig SEVFHEICE Bl KBS H 0y GUI FPAELERIVFS ASA Thig. &R
FlexConfig Hl .

© UR R
* DCERPC
* ESMTP
* NetBIOS
* PPTP

* RSH
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B o=seamen

* SQLNET
* SUNRPC
* TFTP

* XDMCP

o WA K R

* i filH] VPN

* IGMP ZLFHZ B T i SR AL B CEH -1 8 e o0 A T BN RE D
* PIM ZH 3042 1 1 P S PRD AR B RO 1 1 o3 A T-HEAN R D

* B H ((UEH T M 4% EtherChannel #50)

R E LR
R PR SR B B St o AT AT R S A VT SRV I (T B TR
g, AESRME PO FE R PR AT BEAN S AR L PRI SRR AR AR T4 5 I 18] S R] BE vy
AT AR A SR I A T S fEL . AN, ARSI A RAE T, 2 JEORR BN 18] 7 S o

FTP FnfcEs

© DR FTP K50l R 2 3 T O A ey AN () (KD SRR B3 AT DA L P AT 4 25 PR I B
e R IE B A IE AT O SR s W IR . (HU, A REHT N8z i o A 8 OF B
TR, WA HOREFA TR IR R I 2 R A 2 BT

mariEO&R TR BB EH
MO B O T, BRI A BB AR . T A R R A0 30 e 2 4 AT AL B R
T 3 S5 £, 5 41

mariEO&R TEYBBEREH
LM B R, BRI AR AR . T O RS R 60 30 2 5 AT AL AN 2
T 3 S5 K £, 5 41

NAT Fn&E 2%

NAT 1] B4 AR BEI R it e NSt R H 3l NAT 50808 4 ) il & 36 B4R BE R R[] (F) Firewall Ja b7
1, DRk A0 B A SR B e T TP M hE RN 1, NAT 23 S SUN b A b i 40 5 A AS R 1 1P bk i/
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