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R
AN FTDvS #1 FTDv10 )2,

B84 % cluster_layer.zip (IS0, 4 Lambda 5482 (532 [ Python Ji .
BATRVALFH %34 T Python 3.9 ¥ Amazon Linux fill# cluster_layer.zip 3Cff-.

pEp
AR R T2 Amazon Linux 3135, 7] LU# ] Amazon Linux 2023 AMI 5121755 A F) Amazon
Linux [f) AWS Cloudshell 1j7d EC2 524 .

BN cluster-layer.zip U1, &7 501 7 python R TELI (S B 1) requirements.txt 3
1, SRJFIZAT shell A .

1. JEL$EE python BAFERTEAN(E ok B4 requirements.txt SCf.
PLR 2 SEAE requirementsitxt SO AR BT E AL TEGIAE L

$ cat requirements.txt
pycryptodome

paramiko

requests

scp

jsonschema

cffi

zipp
importlib-metadata

2. IZ47LLK shell JAIASLLAIZE cluster _layer.zip (A4«

$ pip3 install --platform manylinux2014 x86 64
--target=./python/lib/python3.9/site-packages
--implementation cp --python-version 3.9 --only-binary=:all:
--upgrade -r requirements.txt

$ zip -r cluster layer.zip ./python

PR
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U SR 22 S ) B T S (A urllib3 BN ), g IUETE requirementsitxt SCAF
A MRS BRA . Z )5, BT LA IO AT LR R -

e) WL cluster_layer.zip SCf5 il ] lambda python files SCAFIE -
cluster/aws/lambda-python-files,

f) %k cluster _layer.zip. custom_metrics publisher.zip. cluster_manger.zip 1 lifecycle ftdv.zip
At
Al LAAE AT PE (cluster/aws /make . py) F14L3] makepy XfF. IXFE¥KE python U R 46
h Zip ST ISR H AR S0
python3 make.py build
pa
WA Al H & A 1P HuhkiE 4T Management Center Virtual 7/, 18 iR 7E
cisco-ftdv/cluster/aws/lambda-python-files/constant.py CHFHVE
USE_PUBLIC [P FOR_FMC_CONN ¥ & J False .

PR 2 #E Infrastructureyaml JHid MAEREFE A HE . AEH0B SRR HER 2 /Y, D200 g R A 1)
AWS DXIBFIR] FPEXC . R4S AWS DXSCERAT — ZH AN [R) 1 ] 2 DX 380F0 VPC JE At ,  PRT itk b 23
102 B B T %) DX SR ] FH PR DI
a) 1 AWS il & I, #:3) CloudFormation Jf s 82 # 4% (Create stack); EFERFEIRE (AR
AE) (With new resources[standard]).
b) I _EERERSTHE (Upload atemplatefile), riifiik 304 (Choosefile), 4R JE M H AR 12 bk
# infrastructure.yaml.

o) miliT—% (Next) JE6 b (15 &

24 SVFRYE/LRE i AR

ClusterName TR N E— IR A 2 R

ClusterNumber 7 B ONME— TR G

DeploymentType FAF R FRE R E T R BT
TR
XU RS2 R 10.0.0 K T FARAR o

VpcCidr T 38 VPC #ii A\ CIDR Rt

NoOfAZs BT T 7.6.0 SOH SRRAS, JEFE 2 503 AT H]
X (AZ): FTRARKA, EF 1AZ.
BEEL. PIER. AMERICCL 7 UK AR R gy
AEPTIE AZ .

ListOfAZs £ HEPET X CHohE 5 T X e LD

MgmtSubnetNames CommaDelimitedList B AZRR B “HEMN GW” )

nEgk 247z I}



B = CloudFormation 14572 AWS S 4%

REEEHA:

>
\
Al

~

2% FEIFRYE/ZER AR

MgmtSubnetCidrs CommaDelimitedList PR Cidr 313

InsideSubnetNames CommaDelimitedList WML (SR

InsideSubnetCidrs CommaDelimitedList M Cidr 313

OutsideSubnetNames CommaDelimitedList HNERF TR (Ml “EEBEMN GW” )

OB 0D

OutsideSubnetCidrs CommaDelimitedList I NANERF M Cidr #1138 (IR L)

CCLSubnetNames CommaDelimitedList & N CCL 1M 4 1

CCLSubnetCidrs CommaDelimitedList N CCL 1™ CIDR

LambdaAZs £ S Lambda 4% 2 /NATH X

LambdaSubnetNames CommaDelimitedList N Lambda T ZF# (4%l NAT
GW) , HT Lambda Fi%§

LambdaSubnetCidrs CommaDelimitedList &5 N Lambda 1™ CIDR

d) WEERHAME— N EBZTRANER RS .

e) MATAMERX1E (Availability Zone) 413 Pk £ n] IR I BN A Hi T AWS XS m] H]
X, BRIERZIX IR T A ClusterFormation AR 5 28 FE At 13 e HE AL o

f) AT —% (Next), AR5 A GliEHERK (Create stack).

g) FEME TG, FRHH (Outputs) Jid N S3 BucketName.,
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{823 CloudFormation 124572 AWS 34 ]

Outputs (13)

‘ Q, Search outputs

Key A Value v Description v | Export name
maz-cls-infra-
BucketName s3bucketcluster- Name of the Amazon 53 bucket -
whpzbytiebzh
http://maz-cls-infra-
s3bucketcluster-
BucketUrl - URL of S3 Bucket Static Website -
whpzbytieb2h.s3-website-
us-east-1.amazonaws.com
subnet-Obc04e2cc9e53e5c0
,subnet-0d7d046a0fca2561 List of CCL subnet IDs (comma
CCLSubnetids -
5,subnet-03ef42bf5275515 seperated)
69
EIPforNATgw 3.218.44.132 EIF reserved for NAT GW -
Security Group ID for FMC if user
FmclnstanceSGID sg-076880aa64df2db5c would like to launch in this VPC -
itself
Security Group ID for Inside
IninterfacesGld sg-06ed933d6624fe51b v P -
Interfaces
subnet-03d12cab8eeleafff,
subnet-0be9158b0970aeba List of Inside subnet IDs (comma
InsideSubnetids -
b,subnet-0b53c96fceb7c1f seperated)
ad
Security Group ID for Instances
InstanceSGld 5g-0680b74be473186aa Y P -
Management Interface
Security Group ID for Lambda
LambdaSecurityGroupld sg-057da2a9954e0d204 v P -
Functions
subnet-03439803d989e6b
List of lambda subnet IDs (comma
LambdaSubnetids df,subnet-087488a9d6ffc95 -
seperated)
cd
us-east-1a,us-east-1b,us- Availability zones for NGFWv
ListOfAZs -
east-1c instances
subnet-06f0bbbd3f207a50
4,subnet-0c339dc43688cdd List of Mangement subnet I1Ds
MgmtSubnetids -
c9,5ubnet-0a67629632a65 (comma seperated)
S5de?
VpcMName vpc-09c2b0ad995e2fb24 Name of the VPC created -
BERA:

-



B = CloudFormation 14572 AWS S 4%

REEEHA:

>
\
Al

~

I3 F cluster_layer.zip. cluster_manager.zip. custom_metrics publisher.zip 1 cluster_lifecycle.zip I
3 i infrastructure.yaml G 1 S3 74 -

3:S31H

maz-cls-infra-s3bucketcluster-whpzbytieb2h .

Objects Properties Permissions Metrics

Objects (4) info

C | & copyssuri

Obijects are the fundamental entities stored in Amazon S3. You can use Amazon S3 inventory [ to get a list of all objects in your bucket. For others to access your objects, you'll need to explicitly grant them permissions. Learn more [4

(3 Copy URL M Download Open [2 Delete Actions v Create folder M Upload

Q_ Find objects by prefix il ©
o a | Type v | Last modified v | size v | storage class v
[m} zip September 24, 2024, 13:59:33 (UTC+05:30) 11.8MB  Standard
[} zip September 24, 2024, 13:59:30 (UTC+05:30) 160KB  Standard
[m} zip September 24, 2024, 13:59:29 (UTC+05:30) 327KB  Standard
[m} zip September 24, 2024, 13:59:29 (UTC+05:30) 30.1KB  Standard
IFER
x }‘*

ffif& Lambda NAT % 5C (15 TP Hulik L8 %1 55 Management Center Virtual AHICIEE ()22 44 .

$12 4 3% deploy_ngfw_cluster.yaml.
a) %] CloudFormation Jf it 6l i H4% (Create stack); EFIERIHEFIR (hrAE) (With new

resour ces [standard]).

b) EF _EEFRMESCH (Upload atemplatefile), sii%#E X (Choosefile), 4XJ5 M Hbs ik
$¢ deploy_ngfw_cluster.yaml.

¢) i =% (Next) T MIFER .

d) $RALLUT AR RERN A Bt AR

e SVFRY(E/LE 15t AR

SREE

ClusterGrpNamePrefix | 74 3 SRS S =AY NI TN S TRER LR (RSN RS SN I
ClusterNumber TAF R SRS S RS RIS Ee CH(EPNE SEE A IR

(msa-ftdv-infra). %4, WIRMAER 1, WA AR
4 msa-ftdv-infra-1.

BN TN, AN 3T BRI
o

FRERA

XFELERE Y Firewall Threat Defense Virtual 7 & ) &
BME: 1
BRAE: 16

DeploymentType

PR I ok U

AU R R 10.0.0 & mRA .

YHZE
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N
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28

SVFRYE/EE

ks

DiagnosticInterface

ERNEE

REREHELKEO.
"ON" - KB iz Wz 11 .
“OFF” - A&tz .

“OFF” %47 10.0.0 A2 o B fiAs

B iFEAER

NoOfAZs

1
=
i

X 2 %2 Firewall Threat Defense Virtual (1 0] FH ¥4 [X
RE.  GRIFHX FIAE, Ay X A s
D 1IABERE 3R

T RURHAE I L] PR DAk A B

WA 2R bR F AT P DX S T A B AR T e
X 3

FEAE e S50 = ) M X s G B, N B
R BER (CCL) M.

AZ

A DB s TRl T ) X

FERTFIPEDCIE AR A, BT PR (A
o 2 ANE AP DR 3 AN RO

THEON S ] P DX S B (B UL

NotifyEmaillD

GERESHOF IR AL B IRk . AT AT
FIH T BRI SR, A4 REWSCE I L3 S

7~9l: admin@company.com

Vpcld

EREA I VPC ID.
K, AWS::EC2::VPC::Id

S3BktName

% O AL H) Lambda zip SCAFH S3 A7 At 545
AR E WA AR A PR

MgmtSubnetlds

BEAS T IR SR BER A — A1 F

QIR A — R X IR B2 AT, EBEA IE
M A e S B 3% Firewall Threat Defense
Virtual S50 B H B 0] R

2. List<AWS::EC2::Subnet::1d>

InsideSubnetlds

EEAS T HIE DR A DN — A1

nEgk 247z I}
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BERA 2tz |

S JeIFRY{E/ZEEY 15t BA
Wk [ R — o] X IR 210, kR
AIEHIHI T M o] fe<x 5350352 Firewall Threat Defense
Virtual SE51 B H B ) 8
25/, List<AWS::EC2::Subnet::Id>
OutsideSubnetlds CommaDelimitedList | ({¢ XU )
A AZ SN Wk T KA — AZ
FIZ AT M, BRI T WIE PR AR E NGFWy 5K
51 oy 3 550 )
MR R B e it AZ )11
LambdaSubnets HIR i Lambda PRI 2 /D A1 o S8BT A
T-W L2 AT NAT WG, LUE Lambda MELRERS 5
AWS k% (EIA4L DNS) A .
A List<AWS::EC2::Subnet::1d>
CCLSubnetlds 75 AT D S A TR
Rk Pk B R nl X IR 2 AT, R RE
AIEAET- W AT E2x 535 & Firewall Threat Defense
Virtual SE1 S H B ) 8
2. List<AWS::EC2::Subnet::1d>
CCLSubnetRanges | 44 By A T RIS B CCL - TP Ml
HEBR AT 4 MR B Y TP Huhik . SETBERSHIBER (CCL) 1Y
IP Hbhikith
IP Hihik A CCL IP Hihikith 73 B4 Firewall Threat
Defense Virtual 2491 CCL #21 .
MgmtInterfaceSG 4, . “Jj Firewall Threat Defense Virtual 4513 £ 22 441
ID.
M List<AWS::EC2::SecurityGroup::1d>
InsidelnterfaceSG 4, . 4 Firewall Threat Defense Virtual S5 [ A #5422 3%
P 1D,
FM: List<AWS::EC2::SecurityGroup::1d>
OutsideInterfaceSG 5 U XA )
i NGFWv S5 SR 3 fit 22 4220 1D
LambdaSG IES 4 Lambda pREERF— 2424,

iR uER R E ) ANYWHERE.

B sk af=
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SVFRYE/EE

ks

M List<AWS::EC2::SecurityGroup::1d>

CCLInterfaceSG

.

4 Firewall Threat Defense Virtual 52451 CCL ¥ 0%k
P44l 1D,

DualArmAppCidrList

CommaDelimitedList

AU A XD
BN T 45 08 Im) 9 5 0B Y CIDR .

GWLB B &

DeployGWLBE

A2 ulE GWLB i 2.
BN, ZEEELNS.

VpcldLBE

BN VPC DA 9 50 A7 B8 1 4 24 i
WAL E GWLB 235, 1 AN AT I 7 BUh 4 AT
fl{EL o

GWLBESubnetld

AN —T M ID.

pEts
WRARE GWLB £, il AZAEIL 7B P AT
(EIER

PR W JE T IR VPC DL A& Fa 2 (1 m] I X
Bl

TargetFailover

1Y
:l:l;

2 H b kA s s v A, A H bR R A
HF (BUAEOLT, WS HINERE N
rebalance) .
* no_rebalance: AT E T ) s H AR, KT
DT AR H bR, AR R 1) 5 A

rebalance: FHI A ALILE VLR, AR #HLRHR
BEIIER BT H R,

M Firewall Threat Defense Virtual ixA%7.4.1 2 58
R R A FF UG 2 ¥ rebalance.

TgHealthPort

1
=
i

N GWLB HIIZ AR B0 At 1

iR
NN/ N B S A E I

ORISR HE I AT 280 TCP 3 o BRIAME: 8080

nEgk 247z I}
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S JeIFRY{E/ZEEY 15t BA

BRI NGFWv SLfIE

B

InstanceType P JE B} Firewall Threat Defense Virtual EC2 524 2571,
TR AWS DX I SRR IR RE IR S 8 A
BRINEML T, cSxlarge Ab Tk HURAS .
pe 3
MW “ON” B, XU B R
_4xlarge.

LicenseType IR 1%+ J B} Firewall Threat Defense Virtual EC2 SZ451F
UERAL, HfRIEAE AMI-ID ZE0T K AMIID
[VF AT AR
BOATEOL T, EFE BYOL .,

AssignPublicIP o FHZAH BB S true 7T AWS TP HihiFith Yy Firewall
Threat Defense Virtual 43t 23 3t 1P Hidik,

AmilD FIEH YRR . RRASHIA 257 (BYOL BY PAYG)
EFEIERI) AMIID.
Firewall Threat Defense Virtual 7.2 2 5 & i AS 37 Fr4E
B, Firewall Threat Defense Virtual 7.6 & 5 = iR AS 7
£ A3 A Z AN ] A XSG 5 D fE
KA. AWS::EC2:Image::1d

ngfwPassword PR Firewall Threat Defense Virtual SZ4] % fi5 .
T Firewall Threat Defense Virtual SE# A2 AIL—A
BN, AT R B (AR 1)
Userdata 7B .
AL AE Firewall Threat Defense Virtual 7] 7 7] J5 3
o
I /MK ER NN 8 AT T o B ] DL Al SUA A,
WA LLE KMS s s,

KmsArn TR NI KMS (T8N AWS KMS %47)
) ARN.
WERAE M B PR 2 {H, W Firewall Threat Defense
Virtual S (1) B3R 535 056 200 I B0 o
RN B “awskmsencrypt --key-id <KMS
ARN> --plaintext <password>"
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SH SVFHIE/AE 15 B
AN AN AR R 45 5E 1) ARN HE4T .
FMC BaLELE
fmcDeviceGrpName | 45 5 L4 FE A0 rh g NEEBEA (K ME— £ K o
fmcPublishMetrics FEH EFF true DLE 4 Lambda p& H LA R BE Ly, JF
R € B LR PR 54l 2] AWS CloudWatch.
FOVFIIAR -
¢ true
* false
BRNIEDL T, X (E®E N true,
fimcMetricsUsername | 574 0T DN T 4 77 S — 4 P
Yo
F P AT P 48 1R B3N HE R AR P AS IR G B v AR
FR o
fmcMetricsPassword | 2244 5 LN 1T
WERESER] T KMS F% % ARN S48, 5t
IR
T ORB AN IERA 305, DR A S N R 1) 25 A m e 2
FEERPRBCE R
fmcServer FIF IP Huhikm] DUZ AN 1P bk, i r] LUETE VPC (1
Firewall Threat Defense Virtual £ ¥4t 1] i ] )
1P Hiudil:,
B 7
RRKEE: 15
fmcOperationsUsername | =44 52 24 CloudWatch ] Firewall Management Center Virtual

SeptME— NI 4
P i 50 A E TR BB

fimcOperationsPassword

B N
RIS T KMS 24 ARN S50, iSHieit

T A

REE

BEHEA: AT
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S RUREAR |
CpuThresholds CommaDelimitedList | () $72 JZ 1 ¥ BRI L0 ) 2 He )

o WIRLEFE (0,0), MIAL B CPUY sk
o PPAN R AN SR BRI B A

BRI BL T, SRR T B R R T Bl
AT AR
MemoryThresholds | CommaDelimitedList | ffr7i 4% ¥ A1 |- i b {10 1l s . i

#(0,0), WIASEIEA A BRI . PPl
ANHCHE s R ER A B A

e) )*';I:—E‘—F'—'-}_JJ;O

f) i LMfIIAFTH AWS CloudFormation £ .

g) HiiiiR3 (Submit) LAEEE R,

h) i T—% (Next), X5 fidit)EHEH (Create stack).
Lambda b H0K & BAZ IS FE I H 42 3053, FF H. Firewall Threat Defense Virtual ¥4 [ 273 M 21 B K 5%
b,

4 CRREMEIR

B sk af=
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KA M CREATE_IN_PROGRESS ¥ () CREATE COMPLETE , FR/R#lE K I).

PRSI EFBUEFT— A SIFHE show cluster info fir & KRG IES T .
B 5 LB
EC2 > Auto Scaling groups > mAZ-cls-ngfwv-24
mAZ-cls-ngfwv-24

Details  Activity = Automatic scaling Instance management Monitoring Instance refresh

nstancs )

Q Filter instances 9 &
0 Instance ID a | Lifecycle v | Instancetype Vv | Weightedcap... v | Launchtempl... v | AvailabilityZ.. v | Healthstatus v | Protectedfrom v
m] i-0227a411b1b017cc0 [ InService c5.xlarge = mAZ-cls-ngfwv-24-NG  us-east-1b @© Healthy
O i-09b9d186494562f6a [ InService c5.xlarge - mAZ-cls-ngfwv-24-NG  us-east-1a © Healthy
O i-0de2b028dfdef5bb5 [4 InService c5.xlarge - mAZ-cls-ngfwv-24-NG  us-east-1c @© Healthy

BEHEA: o

A

-
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6: show cluster info

> show cluster info

Cluster mAZ-ngfw-cl: On
Interface mode:

Cluster Member Limit :

individual
16

This is "74-a" in state DATA_NODE

ID
Version
Serial No.:
CCL IP
CCL MAC
Module
Resource
Last join :
Last leave:

¥ L
« g 220131

9AUVQ3DSF66

: 1.1.1.74

: 02e2.778f.d3ed

. NGFWv

: 4 cores / 7680 MB RAM

07:28:26 UTC Sep 25 2024
@7:28:11 UTC Sep 25 2024

Other members in the cluster:
Unit "135-b" in state CONTROL_NODE

Unit "183-c" 1in

B sk af=

ID
Version

Serial No.:

CCL IP
CCL MAC
Module
Resource
Last join :
Last leave:

ID
Version
Serial No.:
CCL IP
CCL MAC
Module
Resource
Last join :
Last leave:

. 0
v 9,22(1)1

9ABWOAS1KGK

¢ 1.1.2:135

: 1294 ,34qae.4ce9

. NGFWv

: 4 cores / 7680 MB RAM

09:45:52 UTC Sep 24 2024
N/A
state DATA_NODE

A |
¢ 9. 22C1)1

9A1S400HL 8F

» 1.1.3.183

: Qaff.e889.f193

: NGFWv

: 4 cores / 7680 MB RAM

07:29:29 UTC Sep 25 2024
07:28:11 UTC Sep 25 2024

BERA 2tz |
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EERONEERER NATELE

TR Gl X,

G XISV ) 761
RO, SRE “X% >0 > RN > DX .

NAT FilA £ S ms g8 —

BT

grponsnsnNnaTRE ]

A, o A E AT,

s HERL X — TN EBE N 0 CGR AN TR
* VNI 22 Xi3 — T Geneve VNI %3 11 Gk GWLB [ E)
 SNERZR A X8 — FH 13 1) BIB9S i R I

Home

Overview

Analysis

0,

Policies

Devices
L]
a
Objects

5

Integration

AAA Server

Access List

Address Pools
Application Filters
AS Path

BFD Template

Cipher Suite List

Community List

DHCP IPv6 Pool

Distinguished Name

DNS Server Group

External Attributes

File List

FlexConfig
Geolocation

Interface

$IE2 il 'E NAT B

NAT B

Interface

((aga ][ Fiter )

Interface objects segment your network to help you manage and classify traffic flow. An interface object simply groups interfaces. These groups may
span multiple devices; you can also configure multiple interface objects on a single device

Name ~ Type Interface Type
vz, inside-sz Security Zone Routed oae
5 da-frd-cls
geneve-vtep-ifc
-z, outside-sz Security Zone Routed oo
- g da-frd-cls aeneve
outside <
2, Vni-sz Security Zone Routed & 0e

2 da-frd-cls

ge

OUUE NAT) 5 SCT Y508 F AR S U0, 3 SR 7 ORI A B 1 (2207 i

KAy J5 ) H s R B ANEE 1 LT in) R, AE DI 48d GWLB.
SRAE %A > NAT > Frdtissg” .

Home

Overview

Analysis

9,

Policies

Devices

NAT Policy

Device Type

NAT Exemptions i New Policy

Status

dual-arm-NAT

Threat Defense

T3 NERIEM AR S

Targeting 1 device(s)

5 -
Up-to-date on all targeted devices Beon

D\
A
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REEEHA:

L\\
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Al

~

B =econsnsyNaTes

W2 GARR — DA TP s E o RO G T NAT B [ 42 S ORI 94 2% A BRI
AT

MR RG> WL >IN .
© B TS RIIB AR
o {B: SEBRAY IP HuhEYE sk CIDR %=X MEBE (121, 0.0.0.0/0 AREFTH IPv4 L)
« KA FREH R ML EAL

a - Network [ Add Network ] [ Q Filter ]
Home
DHCP IPv6 Paol (7) Show Unused Objects
> Distinguished Name A network object represents one or more IP addresses. Network objects are used in various places, including access control policies, network
L} variables, intrusion rules, identity rules, network discovery rules, event searches, reports, and so on.
Overview DNS Server Group

External Attributes

Name Value Type Override
] File List "
Analysis
> FlexConfig any ?}g‘["wo Group FQa
o Geolocation
any-ipva 000.0/0 Network Faa
Policies Interface
any-ipv6 /0 Host FQiie
Key Chain
= N anyipva 00.0.0/0 Network Fote
Devices §
> PKI IPv4-Benchmark-Tests™, 19818.0.0/15 Network FQiies
al Policy List IPv4-Link-Local 169.254.0.0116 Network FQiie
Objects
Port
IPv4-Multicast 224.0.0.0/4 Network Qe
> Prefiy list b
e e equired f NAT rule

T4 VSN NAT FEU
NAT HEW & 4y XU B BC B, DA R e 1 R B B I
SHLE “WE — NAT — WE NAT — i) 7
SERRICE S, JLME R > PR > AT (ARG SR T Bl

o dual-arm-NAT [ Show Warnings ] [ Cancel ]
Home Enter Description
. s NAT Exemptions Policy Assignments (1)
Overview
[ Filter by Device ] [ V Filter Rules ® ] [ Add Rule ]
ul NAT R - .
Analysis N ule 10 TO arc 0] cllct 1€
& Oriciinal Packet Translated Packet
o, ) # o Type Sourc _ Destination _ Original Original Original  Translated  Translated  Translate o yiong
PaTzies Interface Objects Interface Objects Sources Destinations Services Sources Destinations  Services
~ NAT Rules Before
I Devices ~ Auto NAT Rules
- () # =+ Dynamic vni-sz outside-sz @ anyipvd Interface Dns:false Zds}
Objects v NAT Rules After

YIRS HE A
a) IUEXUE 2 1 AR

LD B B RS0 AE S e 5B S 7E XU B 20 R I8 4T I Threat Defense Virtual SZ 451, Ho A RN SE 4]
A /DA AN L T X 4422 1 SR A B PROBT AR O R A

TR B~ WREEY , RERIEERL

B sk af=
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Migrate  Deployment History

o
. Al (2) ®Error (2) ® Warning (0) Offline (0) @ Normal (0) Deployment Pending (0) @ Upgrade (0) @®Ssnort 3 (2)
Overview
Collapse All Download Device List Report
ul
Bnalysis Access Control
[ Name Model Versi.. Chassis Licenses ’ Auto RollBack
Policy
,
Policies (J ~ ungrouped (1 r [ 9 luster Grc
o= 0 da-frd-cls (2) 4— o
EodED Cluster(Individual Interface Mode)
18.207.252.220 )
- ° (Control) Snort 3 Firewall Threat 780 NA Essentials, IPS (2 AWS-ACL WA
18.207.252.220 - Routed Defense for AWS more...)
Objects
© 54206165202 Snort 3 Firewall Threat 280 A Essentials, IPS (2 AWS-ACL A
3 54.226.165.202 - Routed Defense for AWS more...)

b) LUF Cisco Secure Firewall Threat Defense Virtual #1325 K FIC &
LB WA > WA > A > 7, SRS SRR XU R BT I

53 da-frd-cls

RS Cisco Secure Firewall Threat Defense for AWS

|

e Cluster Device Interfaces  Routing DHCP  VTEP
: Virtual Tunnels [ Q Search by name ] [ Sync Interface ] [ Add Interfaces v ]

Anallysis

= Interface Logical Name Type Security Zones  MAC Address (Active/S... IP Address PathMon... Virtual Router
Policies Ethemet0/0  geneve-vtep-ifc Physical inside-sz Disabled  Global 4

= Ethemet0/i  outside . Physical  outside-sz Disabled  Global )
Dovices Etherneto2  ccl_link ;P;h;/s\ic\al\ — C e 8 2 ‘ Disabled o

° @vnit NIinterf. —— } e ‘ Disabled Q
Objects I @ vni2 = "~ VNiintert.,  wnieez Disabled  Global Q

c) HRNBUE L E
SR B > WAL > AEREAL > B > vni2” o iy “YREE VNT B DURHIEXUE LR .

Deploy

da-frd-cls Edit VNI Interface

Cisco Secure Firewall Theat D General  IPva  IPv6  Advanced

Cancel

Cluster  Device Int Name:

Overview
ge
| Virtual Tunnel Sync Interface Add Interfaces v
1l
i Description:
- Interface L Path Mon... Virtual Router
| Security Zone:
Policies. Ethemet0/0  g¢ o Disabled Global a
= Etheneto/i ot Priority Disabled  Global o
= o C
Devices. Ethemeto/2  c¢ Disabled 4
VNI 1D
. @ vnin 2 I e 0O ured | Disabled Q
a et S / - -
Objects. I @ vniz g¢ 0 Al_- S Disabled  Global Q
Enable Proxy: 1 C dl—dal' Il Jae
Integration

NVE Mapped to
VTEP Interface:

of1 > >l C

BEHEA: o

£z

A
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B cormsums

Bl REUECE

B e, 2R E Firewall Threat Defense Virtual Autoscale 218 )y (Minimum). & X (Maximum)
FIHAZE (Desired) ¥ it. AL IE A 30Y EIIHE .

UK

HIB1 7 AWS #HI G, KIKESE BR% (Services) > EC2 > B Fi# FE4H (Auto Scaling groups) > 2 lli&
Cluster Autoscale 8 (Created Cluster Autoscale group).

ECZ » Auto Scaling groups

Auto Scaling groups (1/15) mke [ | Launch configurations Launch templates [4 Actions ¥ Create Auto Scaling group
Q, Search youwr Aute Scating groups | 12 > @&
a Name v Launch templatefconfiguration [+ Instances ¥ Status v Desired capadity ¥ | Min ¥ Max Awailability Zones ¥
mAZ-cls-ngfwv-26 mAZ-cls-ngfwy-26-NGFWy-launch-templ 3 - 3 3 3 us-gast-1a, us-east-...
Auto Scaling group: mAZ-cls-ngfwv-26 @ X
/ Details Activity Autamatic scaling Instance management Manitaring Instance refresh A
\ /
Group details Edit
Auto Scaling groug name Desired capacity Desired capadity type amazan Resaurce Mame (ARK])
mAZ-cls-ngiwy-26 3 Units dnumber of instances) [ arncawsautoscaling:us-east-1:163 11763607 5:a0
toScalingGroup:a1 2607 76-5e99-dbff-8c9c- 1abaTcl
Date created Minifmum capacity Status 446 TRautaScalingGrauphame,/mAZ- cls-ngFav-26
Tue Agr 30 2024 1237:26 GMT+0530 [india 3
Standard Time]

Maximum capacity
3

T2 P AT A IEE.

$E3 S84 (Actions) LI B R4 A .

LI 4 [LEERE (Desired capacity), SR & RRH (Scaling limits) &% .

FIE5 {E AWS Cloudwatch Z4R i CPU M AF 4R S0 2 5 T H, 48U A5 42 U AT

B0 B E S 7E Firewall Threat Defense Virtual &85 b it S AT E B9 IMDSv2 &=
AT LI K AWS | 23628 (1) Firewall Threat Defense Virtual /> [ 203 & 41 S2 9] it & IMDSv2 2 G545 2L,

Before you begin

¥ Firewall Threat Defense Virtual it 7.6 M 5 B R A S IMDSvV2 i . 5 0 30 B i B IMDSv2
WX AT, BRI S iR A S IMDSv2 B3 s (TR BRA 7.6) .

D\
M

YHZE

| EiESTs |
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waws mEpmess |

Procedure

HIE1 {E AWS 527514 E, #3] CloudFormation , #RJ5 i HEf .
W2 EPEAIURTS B IS0 AL o

FEI SHER.

FIRA E BIFMER 0 b, i BIRIEER.

WIS (E IBERMR H F, il ERERsH.

PR 6 LEFEIT AL SR IMDSV2 HIASAR .

PIT B AN SE A

WIS FPHEAR.

7£ AWS R FzhEpE £ if
TR BN, WA day O R, SERAI L, AR SR INE] B K T,
S

AR OIRUA 7.6.4-69 F110.0.0 FH4R, X T A EBEETFACE., BRI SRR 2 —ANE— 1K) AWS S brid
“cluster-node-id” , JAEVEREI N 1 B 160 IEHIAAER 558 202 TR INARZE .
Wltm: B “cluster-node-id” ->1{H “1”

BEAh, IHRR ARSI TR T R VEARIL” A “E R .

£l AWS £ Day0 Bc &
fos T DI P15 o s SR o AV B P s

£ AWS B9 [E EEC & €13 Day0 BL E
I E B B Bl A RS | S R P

BAFTAMXE - E0XEES AWS WEERE

{

"AdminPassword": "password",

"Hostname": "hostname",

"FirewallMode": "Routed",

"ManageLocally": "No",

"Cluster": {
"CclSubnetRange": "ip address start ip address end",
"ClusterGroupName": "cluster name",
[For Gateway Load Balancer] "Geneve": "{Yes | No}",
[For Gateway Load Balancer] "HealthProbePort": "port"

| nEgk 247z I}
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}
ot

"AdminPassword": "Sup3rnatural",
"Hostname": "ciscoftdv",
"FirewallMode": "Routed",
"ManageLocally": "No",
"Cluster": {
"CclSubnetRange": "10.5.90.4 10.5.90
"ClusterGroupName": "ftdv-cluster",
"Geneve": "Yes",
"HealthProbePort":
}
}

"7777"

ZAATHMXE - £ 0 XECES AWS MEIEEE

"AdminPassword": "password",
"Hostname": "hostname",
"FirewallMode": "Routed",
"ManageLocally": "No",
"Cluster": {
"CclSubnetRange": [
"ip address start AZl ip address end AZ1",
"ip address start AZ2 ip address end Az2",
"ip address start AZ3 ip address end AzZ3"
] 4
"ClusterGroupName": "cluster name",
[For Gateway Load Balancer] "Geneve":
[For Gateway Load Balancer]

}
Blhn. AR A X

"AdminPassword": "Sup4rnatural",
"Hostname": "ftdvcluster",
"FirewallMode": "Routed",
"ManageLocally": "No",
"Cluster": {
"CclSubnetRange": [
"10.5.90.4 10.5.90.30",
"10.5.91.4 10.5.91.30"
] 4
"ClusterGroupName":
"Geneve": "Yes",
"HealthProbePort":
}
}

Bl =ANFTAMEXE

"ftdv-cluster",

"8080"

{
"AdminPassword": "Sup4rnatural",
"Hostname": "ftdvcluster",

BERK: #ER

"{Yes |
"HealthProbePort":

REEEHA:

.30",

No}",
"port"

>
Al
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"FirewallMode": "Routed",

"ManageLocally": "No",

"Cluster": {
"CclSubnetRange": [

"10.5.90.4 10.5.90.30",

"10.5.91.4 10.5.91.30",

"10.5.92.4 10.5.92.30"
] r

"ClusterGroupName": "ftdv-cluster",
"Geneve": "Yes",
"HealthProbePort": "8080"

}
}

WEHZEMBNHE M ATAEXE Day BCE

"AdminPassword": "password",
"Hostname": "hostname",
"FirewallMode": "Routed",
"ManageLocally": "No",
"Diagnostic": "OFF",
"Cluster": {
"CclSubnetRange": [
"ip address start Azl ip address end AZ1",
"ip address start Az2 ip address end Az2",
"ip address start AZ3 ip address end AZ3"
1,
"ProxyType": "dual-arm"
"DualArmAppCidrList": [
"CIDR BLOCK 1",
"CIDR BLOCK 2",
"CIDR BLOCK 3"
] 4

"ClusterGroupName": "cluster name",
[For Gateway Load Balancer] "Geneve": "{Yes | No}",
[For Gateway Load Balancer] "HealthProbePort": "port"
}

}

Bt .

{

"AdminPassword": "FtDv_ClU3TeR44",

"Hostname": "ftdvcluster",

"FirewallMode": "routed",

"ManageLocally": "No",

"Diagnostic": "OFF",

"Cluster": {

"CclSubnetRange": [

"10.5.90.4 10.5.90.30",
"10.5.91.4 10.5.91.30",
"10.5.92.4 10.5.92.30"
]I

"ProxyType": "dual-arm",
"DualArmAppCidrList": [
"10.0.0.0/8",
"172.16.0.0/12",
"192.168.0.0/16"

]I

"Geneve": "Yes",
"HealthProbePort": "8080",
"ClusterGroupName": "ftdv-cluster"

| nEgk 247z I}
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}
}

X1 CelSubnetRange 224, 147 E M xxx4 TG 1 IP HhEEH . ORI 16 4>l HI T 4R AR
IP Hotik. FHIZH T H4R (ip_address start) FIZ5H (ip address end) IP Hihik (1) —2E7R= 48]

F 2 FHIAFNLE R IP bR 15

CIDR 258 IP it Z53R IP Hudk
10.1.1.0/27 10.1.1.4 10.1.1.30
10.1.1.32/27 10.1.1.36 10.1.1.62
10.1.1.64/27 10.1.1.68 10.1.1.94
10.1.1.96/27 10.1.1.100 10.1.1.126
10.1.1.128/27 10.1.1.132 10.1.1.158
10.1.1.160/27 10.1.1.164 10.1.1.190
10.1.1.192/27 10.1.1.196 10.1.1.222
10.1.1.224/27 10.1.1.228 10.1.1.254

)

IR T AR B T W ES L5 T /27 CIDR

HREAERET AL, DMEENTE SRR

T A HEE IR EE N O PERE Day 0 L& H028 Threat Defense Virtual S - 20 S5 W 5 67 28034 7
2% (GWLB), )”'Jjj PUANEE LT an AT HEAH 8 3 i %, WA A2 1. /F BRERHHFHES >
SRIFMEE T, KGR dayo BlE .

AR
Tff DR A2 LA e 4o 42 11 3 2 38 S 49
o AWS WG es - DU - 458, 2. N SR RAE TR TR i

o AEARH A BIYHTES - A - L 2W. AR AMTRIER A B

A KAE AWS %8 Threat Defense Virtual [ 5 245 5, 16214 £ AWS 78 Threat Defense Virtual

PR 2 HAOPIR 1 LA g B 1 Al A

B sk 2fF


https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/threat-defense-virtual-73-gsg/m_ftdv_aws_gsg.html
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#£ AWS th{$ f3 GWLB Ei & Cisco Secure Firewall Threat Defense Virtual £ 2 9 B R0 &35 %% .

18 3 {§i [ Threat Defense Virtual #551|& - [¥] show cluster info iy & 5 iiF & 15 Fr AT 0 A 80 O in N EE 8

FE
Zu] X 5B SRR TR B i) B (Threat Defense Virtual 7.6.2):

LEAE ] EABE 0 7.6.2.1 9B 1) Threat Defense Virtual 7.6.2 [ AWS £ 0] H X &2, —AN %010
A] e B I TG R . AEIX PG UL, TCIERCE 26 > VTEP, FFH VNI & o] fg bk ok,

IR TT I

M B AL IO LA SR, RJEAE T SHEY m EBEANIE4T U CLI Ay
cluster reset-interface-mode

FOBE I OB RO AR A .

UEHR AR A vk VNI BC BB ) L, I Se v el L 2R

S 4 E AWS MR a .

a) B HAr4L 1 GWLB.
b) # HArdliEH: 2] GWLB.

iR

i PRKs GWLB FCE A AT IR 22441 TR 3 I B A A TR A A 1
c) AEH] 1P ik ) HARZLE B 10 (D) .
ARVEAER, TS QI RO B f as .

SRS RIS INEEE L WS R RN By (TEhEED 5 100 1T,

£ AWS #1{E FH GWLB il & Cisco Secure Firewall Threat Defense Virtual &
B R Hiri 2L #2

AWS H1[] Threat Defense Virtual S5 ] 2 51 8201785 (GWLB) SRIAH W 26 Kot B T 1 AL K 3
i 7€ ¥ Threat Defense Virtual 15 xic GWLB JI /£ H AR Y fUA AL WO D)4 slIBOH M 00 T 4k
BRI RUBOE M B HHE .

AWS R H AR AE RS DO REAE GWLB RESE VIR 44 30 i) BRI v 0 50 AR5 0 A s R 15 DL
e 0 22 Bt B R 1) B I B AT I H AR e A SRR AR Wb D)

76 AWS 1, AT LUE S AWS Sk 5 4T (ELB) APT 88 AWS 5 & KBl & H ARtk # .

\)

AR IR HARTY A GWLB AT LS (4l SSH. SCP. CURL 45) B H Ui &I A A e, DU it

ST o) B IEH H AR RE S HIUAEIE o 1 A3 2 by T H 0 TR~ 4 R i s )

15 AWS 1, AT LS T AWS ELB API 8 AWS #54 & SR l0 B H AR i b 71 .

nEgk 247z I}


https://docs.aws.amazon.com/elasticloadbalancing/latest/gateway/create-load-balancer.html

REEEHA:
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Al

~

. 7£ AWS 1 /= A Cisco Secure Firewall Threat Defense Virtual £ B & B FR i (& 4572

* AWS API - 7 AWS #1114 347 (ELB) API - modify-target-group-attributes 41, #n] LUE i 15 2
PLF AT SOk @ Xt A BT A
* target_failover.on unhealthy - 5& X 24 HFRALAFEITAS IE 3 B GWLB 4] b BE [ 24 37 1
* target failover.on deregistration - 7€ 324 H AR B VI M GWLB 2i{a] &b 1 /9 4% i &
DA i 2 B T 08 SOX AN S 501 AP 2500 E Rl .

aws elbv2 modify-target-group-attributes \

--target-group-arn arn:aws:elasticloadbalancing:*/my-targets/73e2d6bc24d8a067 \
--attributes \

Key=target failover.on unhealthy, Value=rebalance[no rebalance] \

Key=target failover.on deregistration, Value=rebalance[no_rebalance]

HXREAME R, EZ0 AWS SR H 1) TargetGroupAttribute
AWS #Hil G - 5 EC2 il G, nT LI e & LR &5k e H H ARZH v i by H b b e
P I o

* Gl H b dl s

o i M) H bR e %

o B UE P

B I JE H H bR L B T EANE B, 153 £ AWS H A H Cisco Secure Firewall Threat
Defense Virtual £EHE11) H AR SRS , 2 36 L.

7£ AWS 1 ;2 A Cisco Secure Firewall Threat Defense Virtual 222 54 B R
fE3% 1%

Firewall Threat Defense Virtual [ %4 0 2 F F R AWS F1) GWLB H#5r2H. 7F Firewall Threat
Defense Virtual 56, SALHIEE —ASHEr41 8. GWLB BT A3 P4, B E Ki2 3%
IEAPIRBCIEH I SEB, iz S ] SR s i A H bRgl A B AR5 5.

T8 Z Bl
BN Cl I T30 7 18048 ] CloudFormation AR /£ AWS HH 5 55 .

W RAE A H] CloudFormation BEAHIE A, 04 n] LI I /) e B2 F50 2 S04
deploy ftdv clustering.yaml ) GWLB BCEH4r MR rebalance J& >k 3 H Target
Failover Z41. 7B, BRAGOLT, WSEIME R E D rebalance. H7E AWS =il & |, b2
B ERIAE 13 & ) no_rebalance.

Hp,
* no_rebalance - GWLB 4k 44 0 £ 3t i 5 a2k 2] i A e 5 LU vE MR E A

* rebalance - LA H bRk Az b sl IBUF TN, GWLB P i i A ik 21 55— MER 21T i H
bre

B sk af=


https://docs.aws.amazon.com/elasticloadbalancing/latest/APIReference/API_TargetGroupAttribute.html

| sgERA A=
1€ Azure FERE EEEE .
1 KAE AWS HIBEHERTIE R, ES0:
* 75 AWS " F3EE S
* {§ Ffl CloudFormation AR AE AWS 3 28 M A
puk

P £ AWS #=HilG |, #%3) R$ > EC2

$122 il BEReA (Target Groups) LA E H br4 il .

IR 3 £ A} Firewall Threat Defense Virtual Z(#i4% 10 1P ) H R4 . RGUK Bon B AR PR E BT
[, AT AR b R Y H A e e 7% S 1

$I 4 3| (Attributes) K.,

LIBS nididmigE (Edit) LAgwiE bt .

FIR6 K B TEIRE WOURAUIR BN, DR A AR, IR GWLB BLE ek AR b
A% IO T I BT LA 5 s, PRI R B IE AT I H AR Y R

7f Azure R IR B ERE

AT LI AERE 1 Azure 6 SR IH5 58 (GWLB) Sl AHE AR 80 A (6 P . BE4E Azure 08
SR, T Azure BERETELAS (ARM) BRI E B BRI .
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ET GWLB ryEE B+ A Z HIFh MR

7: GWLB By N 2 A= HF0FRM

Internet

Gateway Load
Balancer

T,
I@
Public Load @
Balancer @

" . —
Internal Servers

(VMs or VMSS)

& 8: GWLB #y i 2 1E A= F1F0FR M

Internet

®

T

Internal Servers
(VMs or VMSS)

BERK: #ER

®

Threat Defense Virtual
Firewalls

Gateway Load
Balancer

To

Threat Defense Virtual
Firewalls

®@ @ ® 0O O

®©®@ ® ® 0O 0

Inbound flow uses public IP of
public load balancer.

Flow is forwarded transparently
from the public load balancer to
the gateway load balancer.

Flow is inspected by a firewall
and returned to the gateway
load balancer.

Flow is returned to the public
load balancer.

Flow is forwarded to an internal
server.

Outbound flow leaves the
internal server.

Flow is forwarded transparently
from the public load balancer to
the gateway load balancer.

Flow is inspected by a firewall
and returned to the gateway
load balancer.

Flow is returned to the public
load balancer.

Flow is forwarded to the
internet by the public load
balancer.
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Azure [ 3k £ £ 14 17 28 FOAC XX 12

Azure P g mEsite

fE Azure IR45%% ™, Threat Defense Virtual 78 24 0] PAFA3R 3 WUFN 22 7 IR 45 22 Ta) PO B840 A 1) 1 )
. Threat Defense Virtual 3 i F1) ] s ACHE F 1) VXLAN B ECAE BN NIC 2 5E AN 3L 11 R A 3542

Ho

IR T MM VXLAN /B E R 3 G 2838 i 4 1 & 21 Azuare 1] SR80 H 28 M . 9
KA LI 282 A/E L/ Threat Defense Virtual I & 2 [A] AT , XU &4 T I E B0k H ok ik
[AIZE P VXLAN 5845 10 9 ¢ 340 i 2% 2 gt Heal TR B o ARG, Azure W I B 35 350 i % 2 K5 0 i

BILIRN 23 SE 4 5C S B g s A E (3
9: Azure ) 35 h i 5 B FORR 3 1,32

Internet
Source

Destination

Public GWLB

Azure GWLB

Threat Defense

_.

] Virtual 1
I
[]
[
i
AR = :
: & Threat Defense
—--—-( )._C:‘iaﬂiﬁ ______________ - Virtual 2
]
«— 1
]
Layer 3 wnil: int. segment 1
Network :
L Threat Defense
@ Virtual 3

Traffic flow between GWLBe to GWLB (Geneve Single-Arm Proxy) in Azure

{% FH GWLB 7£ Azure FZ3Z Threat Defense Virtual £ &% 8Yim 2 i i 72

ETRIRAEE

PUR R 1 B34 ] GWLB £E Azure H3ET#54K 55 Threat Defense Virtual £E8F 1 TAEFE .

files from GitHub

3 Create Deplo
Azure Cloud Resoure Group, CUSF:DI’:\
Virtual Metwark
—"  Template

and
add Subnets

Cluster Node

1 2 | Modily azure_fidv_gwib
Download _clusterjson and azure
Local Host templates and ———_fidv_gwib_cluster_parameters
Jjson with
required parameters

—_—

6

Upload
Cluster_Function
_zip file
to Function app

I

8
Configure Use Function app Create
Instance to register > ETES
details cluster with Credentials
management center
Verify the
Cluster
Deployment
BERA: AHE




. {£ 3 GWLB 7t Azure H1 32 Threat Defense Virtual £ 5 B9 2l i m 2

BERA 2tz |

TEZE) TR
(1 AR FEHL M GitHub T 2RI S Ao
o A EHL T i I 2 50k 5 24 azure:_ftdv_gwlb_cluster.json il
~— azure ftdv_gwlb_cluster_parameters.json.
3 Azure Cloud BIAETEIRAL . A 25 R 1 Y
4 Azure Cloud B E SRR .
5 Azure Cloud Pic B S PE AN R
(6) |ttt ey
- Azure Cloud A5 FH R B0 Y 1o A B ooy TR R
3 Azure Cloud 6% FTPS EifF.
(9) A H ML ¥ Cluster_Function.zip S 4% %] Function N.H].
FHEE
PLUR iR B 300 T 484 GWLB 1E Azure 23 Threat Defense Virtual Z2RF (1) TAERFE
II 1 2 3 4
Creale a VMSS Add day 0 Update scaling
from the . . . ) in
. Azure Cloud Ma riejt EI'| ce B Aftach interfaces — cic;.?:iul:::l::ll;d — " instance count
image
Management
Center
TiE=Id) s
(1) A EHL T 75 A1 VMSS .
(2)  |AEm BB
é} A H AL f£ customData ‘7B 5 I Day 0 FCE .
(1) A H AL SR R S v

B sk af=
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TAE=[8 TR
(5) A EHL fit % GWLB.
6 L R N5 Y

=R

LUR S BR AT 2 GitHub 3R SEAE AT AW, SEAMAEEBBT 4 H

* azure_ftdv_gwlb_cluster_parameters.json - Jf|-J-J Firewall Threat Defense Virtual 22 #F4i A S 5111
AR

* azure_ftdv_gwlb_clusterjson - H1-F-#B% Firewall Threat Defense Virtual £EHf [FIARAR o

B

o LARVIER AT MR B b, TEAR R B OB AT 255 B ORI ZES AR IS
FAIXEARBR I H Pl LA REST APL. 1523 Cisco Secure Firewall Management Center 5 £
&M

o FEAE B PPN IN-Ey SR FEASTR S 2B J0) 1P 1% 2 1) SRONS 44 Bk UL T AR 7 ) SRS o
* ffi{#* Management Center Virtual ©\ 3K 75 2414 1] .
o BAEREZ %) Management Center Virtual J&i, #0447 LL T 2038
1. AL I IR SRS A DS G E S S IE . A ORI E I DRI R, 1S

S RERa
2. NEPRAEA RS . AOCRIEERSKE BTG R, HSH NN RH.
P A % I s

Network: any-ipvé4

Interface: vxlan_tunnel

Leaked from Virtual Router: Global
Gateway: vxlan_tunnel gw

Tunneled: false

Metric: 2

A

ER vxlan_tunnel _gw & s T R I OG TP Mk

| sk 245 ]



https://github.com/CiscoDevNet/cisco-ftdv/tree/master/cluster/azure/arm-templates
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/arm-templates/azure_ftdv_gwlb_cluster_parameters.json
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/arm-templates/azure_ftdv_gwlb_cluster.json
http://www.cisco.com/go/firepower-config
http://www.cisco.com/go/firepower-config
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/interfaces-settings-platform.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/routing-static.html#task_F73707B182494ECFBA02DC873F3FF8A3

BERA 2tz |
. {£ 3 GWLB 7t Azure H1 32 Threat Defense Virtual £ 5 B9 2l i m 2

{& F GWLB 7£ Azure FZ82 Threat Defense Virtual £ 2f 85 2 i 57T 12

1 H B & X Azure %R PR3 (ARM) B A Azure GWLB 3538 B HINUMR AR . 1R, DI DB
HRHE BB AT A GitHub _F3REL.

T AERE
a) 4 github 17667 OB B AR S92 . 15 Z W https://github.com/CiscoDevNet/cisco-ftdv/tree/master/
cluster/azure.

b) TS ERIE M azure ftdv_gwlb_clusterjson Al azure ftdv_gwlb_cluster parameters.json o
$IR2  FxF| Azure [])7: https:/portal.azure.coms
PIR3 QAT
a) TEEZA (Basics) EII-RH1, M FHgR T IERITH (Subscription) F13#%iE4H (Resource Group).
b) EFHTTE X (Region).
T4 QE - NEE TR RS SRR BT AR R RS (CCL) 1.
a) BRI,
1. 7EEZAK (Basice) itmi-krit, M FHrg& kST A (Subscription) F1#%iR4E (ResourceGroup).

2. WEFTHNXE (Region). sidi T—4S: IP Hbdik.

72 1P Hehk REIR e, sl SRANFW . ARJGUSINEA 70 - AL BRI AR B
b) WK,
WIS A T B
a) Al Bl > RIRERE (FH BT XIEREE) .
b) st TE4RIEES P A K B O HIIER .
c) midh MnEscHE, AR5 AL azure ftdv_gwlb_cluster.json.
d) miilRE.
W6 NE LIRS R
a) HIAFTHRME, AR5 SHEER + €8 (Review + create).
b) {ERFE S, it (Create).

PR LIRS R BRI show cluster info fir & K IIEAERE HI -

B sk af=


https://github.com/CiscoDevNet/cisco-ftdv/tree/master/cluster/azure/arm-templates
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/cluster/azure
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/cluster/azure
https://portal.azure.com
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{8 GWLB 7£ Azure F&BE Threat Defense Virtual $5 5% 893 2 i 7 12 .

10: show cluster info

> show cluster info
Cluster gwlb-cluster-template-with-AN: On
Interface mode: individual
Cluster Member Limit : 16
This is "12" in state CONTROL_NODE
ID H)
Version : 99.19(1)180

Serial No.: JAKGFV8VH4G

CCL IP : 10.1.1.12

CCL MAC : @@0d.3a55.5470

Module 1 NGFWv

Resource : 8 cores / 28160 ME RAM
Last join : 11:13:24 UTC Sep 5 2022
Last leave: N/A

5 Azure [177 1, s aly bR SN DCRE SRAFECE T 21 B K S ey B Ao

pE

WRIEA uﬁ%uﬁfﬁ WA LM H] R0 > g & CAERN > SR8 FRCRE G R e 2 B
KEGE LG o JLARERAENT SO A M

W BEFL > FTPS ik > A FSER > B &R P &% KA FTPS Rk, #A)n siili &
75_’-0
M AEA & i R AT AR curl 74, ¥ Cluster Function.zip 3C2F F4% %] Function W [ .

curl -X POST -u username --data-binary @" Cluster_Function.zip" https://
Function_App_Name.scm.azur ewebsites.net/api/zipdeploy

iR

curl #r 4 AT RETRZEILAr Bl (292 3 3 381D A e s idr 2 AT .

PREICRE B EAE B BN T o ZHEERE R B, Mo fn] AAEAF K R i BAS R B S . R EURE 1A
H R RO B A M

& 11: Th 8¢

() gwlban -function-app | Functions

o App
7 Search (Cmd+) I - Create () Refresh
A Overvies
g Ak ¥our aps is cumently in read anly made becsuse vou are unring from a package file. To make any changes update the content in your 2a file and WEBSITE_RUN_FROM_PACKAGE apa setfing

B Acivity log
o Access control (LAM)

@ Tags

> Filter by name.

@ Diagnose and sclve problems - L .
&* Diagnese and scive pioblerns ] Mame Trigger T4 Status T

@ Microsoft Defender for Cloud [] cluster-function Queus Frasiad

Events [preview)

Functions

fi| Functions

D\
A

BEEHIA:

#z |l
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B 55 GWLB % Azure 218 Threat Defense Virtual B¢ &% Eli i

[ 12: BA 51

m gwlbanbdx5mqdvkpces | Queues 2

Storage account

£ Search (Cmd+/) « + Queue () Refresh [ Delete

= Overview
JO Search queues by prefix

B Activity log

@ Tags

Queue urd

[ outqueve
£ Diagnose and solve problems

] resourceactionsuccessqueue http:
. Access Control (IAM)

@ Data migration
Events

S Storage browser

Data storage
= Containers
i File shares

0 Queues

13: 3k PAF

m outqueue

Queue

O Search (Cmd+/) « () Refresh -+ Add message [i] Dequeue message X Clear queue

7 Overview Authentication method: Access key (Switch to Azure AD User Account)

Diagnose and solve problems
& vag P 2 search to filter items.

. Access Control (AM) 1 Message text Insertion time Expiration time Dequeue count
Event thread: f605983a-97a0-444-9222-bbeeb7c092b0
Action: s
Access policy cd054bf2-a39%b-4aSe... Operation: Microsoft 8/2/2022, 9:54:56 AM 8/9/2022, 9:54:56 AM 0
Event time: 2022-07-27T04:48:21 28947772
O Metadata Started function execution
Event thread: f655983a-97ad-444-9aaa-bbeebTc09ab0
Data: Instances Description

Settings

Instance ID in scale set: 0
Name: sumisnlb-vmss_0
Status: VM running
Public management IP:
Private management IP: 10.55.1.4
Instance 1D in scale set: 2
Name: sumisnib-vmss_2
Status: VM running
¢54339e-1318-4ac2..  Public management IP: & - 8/2/2022, 9:55:08 AM 8/9/2022, 9:55:08 AM 0
Private management IP: 10.55.1.6
Instance ID in scale set: 3
Name: sumisnlb-vmss 3
Status: VM running
Public management IP: .
Private management IP: 10.55.1.7
Instance ID in seale set: 4
Name: sumisnlb-vmss 4
Status: VM running
Public management IP: 1 4
Private management IP: 10.55.1.8
Event thread: 1605983a-97ad-4414-9a2a- bbeeb7c09ab0
First reachable FID indec 0 8/2/2022, 955:16 AM 8/9/2022, 9:55:16 AM 0
Event thread: f605983a-97ad-4414-9222- bieeb7c092b0
Data: Cluster Info

82166a71-d87e-477
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Management Center
Virtual

Internet

T

Elastic Load
Balancer (ELB)

Cluster Control
Link (CCL)

1
H 1
efense + : Internet Load User
Virtual 3 H 1 Balancer (ILB) Applications
N T
ow—\ey~ .
1

BEH MR NSRSt . Threat Defense Virtual Z25EIEAE A BRI 1 3401 85 2 7] . Management

Center Virtual SZ4 FH T & HAERE,

KB B NG S NN gy, ARG 1% 0 BRI 1 25 2K AL #ir 2] Threat Defense
Virtual ZE8f. £EREH K] Threat Defense Virtual SZER M ENR &5, 20K HE R 3N T BRI,

oK ISP R FULATLERD L sl SR A 81 A S 0 8 i s . ARJA TR e & 1) Threat Defense Virtual

R, A AL B LI .

{& 3 NLB 7£ Azure B2 Threat Defense Virtual £ 2 805 %

ETRIRAIEZ

SLU 22

I uu.*i

PUR AR T 4 H NLB £ Azure T35 JE 1M Y] Threat Defense Virtual 28EH) TAEFE

1 2 Madify azure_ftdv
Download _nib_clusterjson and azure el 'Upllo:ad ti
Local Host templates and ——— _ftdv_nib_cluster uster_tunction
files from GitHub _paramelers.json with -zip file
. required parameters to Function app
3 Create 5 ) N 8
Azure Cloud Resoure Group, Deﬁ»loy ?;;gﬁz: UsetFl:nc‘hftJnrapp Create
Virtual Metwork > Tcus ?m — |D teg s ‘f”'m E— FTPS
and emplate elals cluster “;' ; Credentials
add Subnets management center
6
Cluster Node Verify the
Cluster
Deployment

sk 245 ]



. {£F3 NLB 7£ Azure 1 3}2Z Threat Defense Virtual £ B i 3 it 7 72

BERA 2tz |

TEZE) TR
(1) AT A GitHub FERHSCAE
S
(2) A ML 1 FH B i 2 30k 15 2% azure_ftdv_nlb_cluster.json Al
— azure ftdv_nlb_cluster_parameters.json .
2 Azure Cloud QUEEVRURAL. ML T
4 Azure Cloud R 8 R .
5 Azure Cloud Pic B S PE AN R
(6) B WA SR
7 Azure Cloud A5 FH R B0 Y 1o A B ooy TR R
8 Azure Cloud B4 FTPS #EiiF .
(9) A Hb AL F Cluster_Function.zip 3¢} 4% 3| Function W .
Q)
FHEE
PUN AR E GO 148 NLB /£ Azure ' F-3)) 3 Threat Defense Virtual Z 5 1) TAEHAE .
II 1 2 3 4
Create a VMSS3 Add day 0 )
. Azure Cloud M:{::g: gr:c - T Attach interfaces — Ciﬂs':;i?n“é:t';:;’:d 1 ﬂzf:r:ies f:ilcjr;?
image
Management
Center
Tz T8
(1) AR MTTT % 8 VMSS.
N
O RESER] BRI
)

(3) AR

7€ customData 7B Day 0 it & .

SR RSB K

B sk af=
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(5) A EHL fit & NLB.
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=R

LUR S BR AT 2 GitHub 3R SEAE AT AW, SEAMAEEBBT 4 H

* azure_ftdv_nlb_cluster_parameters.json - H T4 H-47 GWLB [f] Firewall Threat Defense Virtual 521
i NSRS

* azure_ftdv_nlb_clusterjson - ] GWLB % Firewall Threat Defense Virtual S IR .

B

o LARVIER AT MR B b, TEAR R B OB AT 255 B ORI ZES AR IS
FAIXEARBR I H Pl LA REST APL. 1523 Cisco Secure Firewall Management Center 5 £
&M

o FER RO AN N5 RS EASTRS S 28 S0 TR) 418 1 1) SR 44 FRUCC KI5 T SR o
* ffi{#* Management Center Virtual ©\ 3K 75 2414 1] .
o K AEREA NS Management Center Virtual Ji :
1 AFHE L P RS TR A S R E P A W . A OCRLE IR R R, S0

‘,Auﬁo

2. DK ELANEAN N AL L U B A B o AT R QU AR T I PEAAE S, 2B AN
A

AN F 11 P e AR B s 1 -

Network: any-ipvé4

Interface: outside

Leaked from Virtual Router: Global
Gateway: ftdv-cluster-outside
Tunneled: false

Metric: 10

A

IR ftdv-cluster-outside s 401 B 11 W 5% TP ik .

PR 1 (R A i C s

Network: any-ipv4
Interface: inside

| sk 245 ]



https://github.com/CiscoDevNet/cisco-ftdv/tree/master/cluster/azure/arm-templates
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/arm-templates/azure_ftdv_nlb_cluster_parameters.json
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/arm-templates/azure_ftdv_nlb_cluster.json
http://www.cisco.com/go/firepower-config
http://www.cisco.com/go/firepower-config
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/interfaces-settings-platform.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/routing-static.html#task_F73707B182494ECFBA02DC873F3FF8A3
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/routing-static.html#task_F73707B182494ECFBA02DC873F3FF8A3
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Leaked from Virtual Router: Global
Gateway: ftdv-cluster-inside-gw
Tunneled: false

Metric: 11

A

ER ftdv-cluster-inside-gwi2 A E 1 W9 19 ¢ TP ik

3. AR ERCE NAT M. A OCHE NAT MUNKTEAE R, 15550 W2 b4

{£ A Azure FiE 22FEHIE T NLB 7£ Azure L ERE 8%

{1 B & XIF) Azure Y5 P 2% (ARM) B8k Azure NLB ¥ B4R, 15ER, LU N DR 3] 1 R
B Al A GitHub _F3REL .

THEAS AR o
a) Kf github £74 % v BIA M SO . 152 [ https://github.com/CiscoDevNet/cisco-ftdv/tree/master/
cluster/azure

b) {EFH T IS ECk1E M azure ftdv nlb_cluster.json Fl azure ftdv nlb_cluster parameters.json.
Bk E| Azure [])7: https://portal.azure.com.
B — BT .
a) TEEZA (Basics) EI-RH, Mg ik £3T R (Subscription) F13#%iE4H (Resource Group).
b) EFEPTH ) X3 (Region).
SR VU TR BN G, BHEL, 2W. TR AR SRR ) B i
a) GBI L.
1. 7EEZ (Basics) Emi~rt, M NRFIZR T EREIT A (Subscription) 71255 4H (ResourceGroup).

2. b) EFEITH ) X, mili T4 1P k.

b) WINFR .

FE 1P 3tk ETRrh, mlily SRARF R IR INEL R 7R - A EL 2 W, R SRS
o

o SRR .

a) Al Bl > BIRERE (FH BT XIEREE) .

b) st FESRIEES P A K B O HIIER .

o) miih MESCH, )5 AL azure ftdv_nlb_cluster.json.
d) RiifRTF.

B sk af=


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/interfaces-settings-nat.html
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/cluster/azure/arm-templates
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/cluster/azure
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/cluster/azure
https://portal.azure.com
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L6 FLE IS
a) MIAITHRME, KRG SHEF + €82 (Review + create).
P 3
XTI I B 1R A R 25 i, AR € P AR BCE Rl (2 16 1) o BUKIWTE [
AT RESS R BE o
b) fESUEMIL S, st (Create).
BT AEEBIFRISAT G, IS BT — /N1 S show cluster info iy & KK iF AL HE RS .

14: show cluster info

> show cluster info
Cluster gwlb-cluster-template-with-AN: On
Interface mode: individual
Cluster Member Limit : 16
This is "12" in state CONTROL_NODE
ID H)
Version : 99.19(1)180

Serial No.: JAKGFV8VH4G

CCL IP : 10.1.1.12

CCL MAC : @@0d.3a55.5470

Module 1 NGFWv

Resource : 8 cores / 28160 ME RAM
Last join : 11:13:24 UTC Sep 5 2022
Last leave: N/A

S8 AE Azure |1/, Ak BN DK SE BRI 21 7 KBRS Bt
TR
WA H R EOY A, WU R > & & GiASE RN > 8 EE2E T A 2|
L JREERET SO A B

o il #RE dl > FTPS E4E > A ASEE > BL B A P2 AERD kG d FTPS fEiE, K5 sl &

ﬂﬁ«

SIE10 L leifﬂéé‘ i HHAT AT curl #5745 ¥ Cluster Function.zip X F 4% %] Function W o

curl -X POST -u username --data-binary @" Cluster_Function.zip" https://
Function_App_Name.scm.azur ewebsites.net/api/zipdeploy

AR
curl sy 2RI BETF L8P (£ 2 2 3 2080 A gese iliar AT .

PR EAE R BN o ZHRERE R B, T m] AFEAF il K R i BAB R B 2 S . R EURE 1A
H R RO B A M

£ Azure FFFRE LT

LTENEE R, VTR day0 FUE, SE AR AL SRRRFEHIY sl 2] B KB B AL

BEEHIA:
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£1]2 Azure 89 Day0 BL &
fasnT LA [l e e Bl A e R E .

{5 Azure B9 [E EHC & )22 Day0 B &
fi] 72 P BR3P L

"Cluster": {

"CclSubnetRange": "ip address start ip address end",
"ClusterGroupName": "cluster name",
"HealthProbePort": "port number",
"GatewayLoadBalancerIP": "ip address",
"EncapsulationType": "vxlan",
"InternalPort": "internal port number",
"ExternalPort": "external port number",
"InternalSegId": "internal segment id",
"ExternalSegId": "external segment id"
}

gyl

I 1A 0 RARCE R

"Cluster": {

"CclSubnetRange": "10.45.3.4 10.45.3.30", //mandatory user input
"ClusterGroupName": "ngfwv-cluster", //mandatory user input
"HealthProbePort": "7777", //mandatory user input
"GatewayLoadBalancerIP": "10.45.2.4", //mandatory user input
"EncapsulationType": "vxlan",

"InternalPort": "2000",

"ExternalPort": "2001",

"InternalSegId": "800",

"ExternalSegId": "801"

}

)

AR WURE G GRS B IR E, E MR MECE S IHER //mandatory user input
¥ Azure IBATIRBUAG B B E, 15 % U FR 2 S AEILAL ¥ # (1) HealthProbePort.,

X1 CelSubnetRange 224, 147 E M xxx4 TG IP HIEEH . ORI 2 16 AS0) HI T 4R BRI
IP Muhik. FHIZEH T IFAR AR TP bl i) — 28041

\ )

IR TR T AR L Z0d /27 CIDR

R 3 FFIAFNER IP kR

CIDR #2YA IP Mk LR IP ik
10.1.1.0/27 10.1.1.4 10.1.1.30
10.1.1.32/27 10.1.1.36 10.1.1.62

B sk af=



| B

t=

N
>
\|

& Aure E X EEZ Day0 BE [

CIDR #2145 IP ok L5 IP it
10.1.1.64/27 10.1.1.68 10.1.1.94
10.1.1.96/27 10.1.1.100 10.1.1.126
10.1.1.128/27 10.1.1.132 10.1.1.158
10.1.1.160/27 10.1.1.164 10.1.1.190
10.1.1.192/27 10.1.1.196 10.1.1.222
10.1.1.224/27 10.1.1.228 10.1.1.254

{EFH Azure B9 8 E X B & €17 Day0 fic &

T LU iy R NN R S | SR T I

"Cluster": {

"CclsubnetRange": "ip_ address_start ip address_end",
"ClusterGroupName": "cluster name",
"HealthProbePort": "port number",
"GatewayLoadBalancerIP": "ip address",
"EncapsulationType": "vxlan",

"InternalPort": "internal port number",
"ExternalPort": "external port number",
"InternalSegId": "internal segment id",
"ExternalSegId": "external segment id"

}

FHAEERHTI A - BT GWLB 9EE

o
i

g

wIE2

AREAERE R, LMEENTE R

B F Azure [1)7: https://portal.azure.com

B — AT .

1. 7R (Basics) ikl <, M NRzAIRPEPEITH (Subscription) F1#%iE4H (Resource Group).
2. EPETTH M X (Region).

QU HA B R AU R 45 BB Bl AR R I BE % (CCL).
AR T E A Y e/ 7 LB CCL. BL5E A7 R AT BE 2 52 M P RE

152 A B0 R M 480 F W ) Azure SCHY:  https:/learn.microsoft.com/en-us/azure/virtual-network/
quickstart-create-virtual-network?tabs=portal

R\ WA T, %% Cisco Secure Firewall Threat Defense Virtual - BYOL #0 PAYG, 4R )5 il
E.

nEgk 247z I}


https://portal.azure.com
https://learn.microsoft.com/en-us/azure/virtual-network/quickstart-create-virtual-network?tabs=portal
https://learn.microsoft.com/en-us/azure/virtual-network/quickstart-create-virtual-network?tabs=portal
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FRS  HEGLEFEMAER, IV EMNETREARRN—ES? LR,

Is this VM going to be part of Cluster? * O No

(®) Yes (provide day0 cluster configuration)

A\ Day0 cluster config must be provided in required format. For Azure, only cluster related configuration is required and
you can provide it in either of the following formats: "Cluster™: {..} OR "run_config": [..]. Please refer to the
documentation for more details.

Day0 cluster configuration *

Fe LU AR REAH SR IC BRI 2 SCAHE

"Cluster": {

"CclSubnetRange": "ip address start ip address end", //mandatory user input
"ClusterGroupName": "cluster name", //mandatory user input
"HealthProbePort": "port number", //mandatory user input
"GatewayLoadBalancerIP": "ip address", //mandatory user input
"EncapsulationType": "vxlan",

"InternalPort": "internal port number",

"ExternalPort": "external port number",

"InternalSegId": "internal segment id",

"ExternalSegId": "external segment id"

}

TB6 LT —%, REEFEMMEITM.,
HEBET] S EE + 6. 245 Threat Defense Virtual #3552 o
18 4353 Threat Defense Virtual i% £ 318 [ show cluster info fir & #ii\E#E O S E: .

> show cluster info
Cluster ngfwv-cluster: On

Interface mode: individual
Cluster Member Limit : 16

This is "4" in state CONTROL NODE

ID H

Version : 9.23(1)

Serial No.: 9ACI1VMGJKAQ

CCL 1IP : 169.254.200.4

CCL MAC : 6045.bda8.e07b

Module : NGFWv

Resource : 4 cores / 14336 MB RAM

Last join : 05:22:55 UTC Jul 14 2025
Last leave: N/A
Other members in the cluster:
There is no other unit in the cluster
>

FBI  WE Azure MORHABEII M ds. A XREMEE, TS0 Auto Scale 15 Azure 9 5 g 448 1 S

o

FER0 KB RS INE] Bk B L SRR AR N B B Ly CTEhEED 55100 1L,

B sk af=


https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/threat-defense-virtual-73-gsg/m-ftdv-azure-gsg.html#azure-gwlb-auto-scale
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SR8

AREAERE Y R, LMEENE R

G F) Azure [1)7: https://portal.azure.com

B —AN PR .

1. 7R (Basics) il <, MRz PEPEITH (Subscription) F1#%iE4H (Resource Group).
2. EPETTH M X (Region).

QU A BT PR AR SS9, SNSRI HIRE R, (CCL).
AR T E A8 Y e/ 7 LB CCL. BL58 7 P AT BE 2 52 M P RE

152 A B0 4L R 480 F W ) Azure SCHY:  https://learn.microsoft.com/en-us/azure/virtual-network/
quickstart-create-virtual-network?tabs=portal

R\ WA, %% Cisco Secure Firewall Threat Defense Virtual - BYOL #0 PAYG, 4R )5 fiditl
E.

LT FE R, PV ERN 2B RR A REHN 9 ? LI,

Is this VM going to be part of Cluster? * J No

®) Yes (provide day0 cluster configuration)

A\ Day cluster config must be provided in required format. For Azure, only cluster related configuration is required and
you can provide it in either of the following formats: "Cluster™: {..} OR "run_config": [..]. Please refer to the
documentation for more details.

Day0 cluster configuration *

Fr LU AR REAH SR IC BRI 2 SCAHE

"Cluster": {
"CclSubnetRange": "ip address start ip address end", //mandatory user input
"ClusterGroupName": "cluster name" //mandatory user input

}

M=%, REEFEMEFITFM.,
M EE + 3. Z5{5 Threat Defense Virtual 35 58 /il
%93 3| Threat Defense Virtual i% 43514 1] show cluster info it - #iIAEERE O Th 7.
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https://portal.azure.com
https://learn.microsoft.com/en-us/azure/virtual-network/quickstart-create-virtual-network?tabs=portal
https://learn.microsoft.com/en-us/azure/virtual-network/quickstart-create-virtual-network?tabs=portal
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> show cluster info
Cluster ngfwv-cluster: On

Interface mode: individual
Cluster Member Limit : 16

This is "4" in state CONTROL_NODE

ID : 0

Version : 9.23(1)

Serial No.: 9ACI1VMGJKAQ

CCL IP : 169.254.200.4

CCL MAC : 6045.bda8.e07b

Module : NGFWv

Resource : 4 cores / 14336 MB RAM

Last join : 05:22:55 UTC Jul 14 2025
Last leave: N/A
Other members in the cluster:
There is no other unit in the cluster
>

SRR KB RSB B L SRR B L (a5 100 1L,

Azure By EEEFER B M FE HERR
o A G
T HE R -
« Ky 25§ 1l GWLB #% [f) Threat Defense Virtual SZ{1] (3& 1 PR BLER AR AL A5 13

* W1t Threat Defense Virtual 55 {5 (R AT IR GE AR 254 AN IEH -

o Ky &5 SE A5 /E Management Center Virtual G E T #5A# .
o T UEBR A P04 DI A5 Ay Hd 1 W 1) ) 5K 1P

* K7 Threat Defense Virtual SE7) & 75 1E ARG AT IRGLER I i 5 o
* Kz £ 7E Management Center Virtual H'ECE [F17 [0 1) 3 & 5 VIS AT IR GLR I i

) AR
TR -
* F 2 nve-only SERFEZ 11K IP Mkt o A LRH T LA ping JLAt A 2T M40 NVE SERFHE 11,
* KA NVE S LK) 1P il 20 S 1 —
o PRI N R AR L E NVE.
o SRRRA T I AR LV AT IEAAND VNI $2 1.t VNI 42 LR AT AN 6 54 11 NVE.

* ORI R P ATE ping . PR AR A QRS D P, DI NAZ AT DA E
ping 1,
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Azure i Firewall Threat Defense Virtual £2f Autoscale 23R 55 .

o G SRR T B E] 2 S ) CCL 7 W () T e M AN 45 R b bk S 75 1R Ao A i ik 4 25 L1~ Y
R — AN el I TP HuhbFF ko filan, W14 192.168.1.0/27. HS4 Uitk N Ky
192.168.1.4 (Fi=AIP HihlHH Azure {488)

* f#r Management Center Virtual #& 15 HA7 43 277 n]HE
o Jal e AR BRI A P R BRI AT B A R DG R R R
R e 2 AT BUE dr 2 IR R T2 H ) A 60
BRI R

"error": {
"code": "RoleAssignmentUpdateNotPermitted",
"message": "Tenant ID, application ID, principal ID, and scope are not allowed to be

updated.” }

* az role assignment delete --resour ce-group < 52 % Fx> --role " Storage Queue Data
Contributor™

* az role assignment delete --resour ce-group <% Y541 4 Fr> --role" Contributor"

Azure 84 Firewall Threat Defense Virtual ££ ¥ Autoscale #%

RTTFE

kNNt

Azure [X 35k A 1 HiL Y SR 250 45 U 20 1) Firewall Threat Defense Virtual 3261 (5 55) o 24 Azure
X AR, R SEY R CAZI ) A7, XM H e i PR R n] B R 7843
FIH IR EC TR . JURHE 7.7 A& m iR A Firewall Threat Defense Virtual £EHEH2 (L F 39 i

R, SCRFEIASY T Azure XA T Ao SOVR AR 9 256 a5 AASEARE PN 1] PN 9 SR B g 3

JETT . e IET Azure VMSS Fabr (W1 CPU AN AFEFRbR) IEREA R g0HE BIMEHE, 2hd
VS 0 B o A v A Y

Azure F# H H 3h 3 R MR U T7 2 ] Firewall Threat Defense Virtual 221 [7) 5 <2 F7 X 2% 1 25 35 5 2% (NLB
=GN RIS BT 4 (GWLB). &SGRl , 55 55 1T

SRR B Azure PR HLES (ARM) AR FH T4 NLB 1 GWLB 7E Azure 115 1A B 3hY”
JEINBEN) Firewall Threat Defense Virtual 25, FEHE LAl 5 i AL B AR AR FH 135828 bR 50, FH A2 4
N2 Azure R .

Firewall Threat Defense Virtual £ = R;&HR (MK A EHER) £ Azure Pi@Ed B RBEL
- ¥
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Home > Resource groups >

Create a resource group

Basics Tags Review + create

Resource group - A container that holds related resources for an Azure solution. The resource group can include all the
resources for the solution, or only those resources that you want to manage as a group. You decide how you want to
allocate resources to resource groups based on what makes the most sense for your organization. Learn more &

Project details

Subscription * (O | cisco-secure-fw-virtual-dev o ‘

Resource group * (& | secure-firewall-demo-rg \/|

Resource details

Region * (@ | (Us) East US v |

FIE 4 4 SRS SEH P UL (Virtual Network) , BLiJjT) “RB4L7 (Virtual) 250 F20E TR, 5]
TG g AL PR 2%

« X}T GWLB #8, QUSSR B, CCL 1 MR R H0N FH R0 45 .
o X7 NLB #28, OS5 HE, NEE. 4ME5. CCL 1 W 1R U8 H (1) B 4uL I 2%

Home > secure-firewall-demo-vnet

<.~ secure-firewall-demo-vnet | Subnets

Virtual network

[)3 Search ¢« + Subnet - Gatewaysubnet () Refresh

<> Overview

[ O Search subnets

B Activity log
8a Access control (IAM) Name Ty IPv4 1y, IPv6 Ty Available IPs Ty
@ Tags Management 10.0.0.0/24 - 251
# Diagnose and solve problems Data 10.0.1.0/24 - 251
v Settings Outside 10.0.2.0/24 - 251
4> Address space Cel 10.0.3.0/27 - 27
& Connected devices FunctionApp 10.0.4.0/24 - 251
<> Subnets

PS5 EI8EHIF (SearchtheMarketplace) ', #A\1EIRERE (Template deployment) (fiff] & X
NG E D » SR JA % Enter o

FIR6 il (Create). GUEBNRINA Z AL, EFFFESRIERR PIRFEMEE B SRR (Build your own
templatein editor).
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Home » Resource groups > rselvaar-latest » Marketplace >

Custom deployment

Daploy from a custom template

Select a template

Automate deploying resources with Azure Resource Manager templates in a single, coordinated operation. Create or

select a template below to get started. Learn more about template deployment 2

&

S

Build yvour own template in the editor

Commaon templates

aoff

Create a Linux virtual machine
Create a Windows virtual machine
Create a web app

Create a SQL database

Azure landing zone

Start with a quickstart template or template spec

Template source (D

Quickstart termnplate (disclaimer) |

l:!) Quickstart template
O Template spec

TIRT R P, RPN AR

azure ftdv gwlb cluster custom image.json i

azure ftdv nlb cluster custom image.json CHAARE T

BAE Azure EEESE 1 H BN

iR EINFRM) FHINE, KA iR EF. B8 R s (Load file), AEKITHEHLR I
AR

BERA: ARE .“
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B 7599 =R =5E Firewall Threat Defense Virtual 3
Home > rselvaar-latest > Marketplace
Custom deployment
Deploy from a customn template
a MNew! Deployment Stacks let you manage the lifecycle of your deployments. Try it now =
Customized template o ‘:;P ‘{:?
16 resources dgh
Edit template Edit parameters Visualize
Project details
Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and
manage all your resources.
Subscription * | cisco-secure-fw-virtual-test |
Resource group * () | rselvaar-latest |
Create new
Instance details
Region * () | ws) Eastus
Resource Mame Prefix (O | gwlbtmp |
Virtual Metwork Rg (O | frdv-gwib-template-verification -’ ..
Virtual Network Name | ftdv-gwib-template-vnet ~ |
Virtual Network Cidr (0 [ 101100186 ]
Mgmt Subnet | magmt |
Data interface Subnet | data - |
Ccl Subnet O | ecl w |
Ccl Subnet Start Addr [1011.44 -~
Ccl Subnet End Addr 0 | 10.11.4.28 |

B sk af=
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Custom deployment

Deploy from a custom template

/I B3I MR T EALE Firewall Threat Defense Virtual &£ [J|]

ﬁ New! Deployment Stacks let you manage the lifecycle of your deployments. Try it now —>

Function Hosting Plan (O
Function App Subnet (i
Function App Subnet CIDR (0
Gateway Load Balancer IP (D
Data Network Gateway lp (D)
Qutside Security Zone Name 0
Image ld (D

Vm Size O

Ftd Vm Management User Name (&)

Ftd Vrn Management User Password (1)

Ftd Admin User Password (O

| consumption v |
| FunctionApp v
| 10.03.0/24 ]
(0014 9
| 100.1.1 |
| outside v

‘ /subscriptions/1fdf9165-db4d-4fc3-814b-8475c5adc637 /resourceGro. . \/|

| Standard_D4._v2 v |

| test |

BEEEREERE R AR |

D\
A

BEEHIA:

itz |}



BERA 2#E |
B 7599 =R =5E Firewall Threat Defense Virtual 3

Custom deployment

Deploy krom a custom template

Fme Ip Address (5 52.170.139.222 o |
Fm Lser Name () [ clusteruser § |
Fme Password (0 [E— |
Policy Mame (0 | test-access-policy ¥ |
Cluster Group Mame (& | ClusteraNicGroup o |
Health Check Port Mumbsr (0 8080 g
License Capability (0 | BASEMALWARE THREAT x]
Scaling Metrics List [ CPU ' |
Cpu Scale In Threshald 10 v
Cpu Scale Out Threshold a0 i |
Memary Scale In Threshold 0 |
Memaory Scale Out Threshaold O i} : |
Fidv Performance Tier (D FTDv v |
Ftel Node Count (0 1 ‘|
Metrics Avarage Duration ) 5 o |
Init Deployment Mode () BULK |
Scaling Policy 0 | POLICY-2 v |

T8 W FB W IHE A S8 . X NS ENELR, ESHBASEL RaihEEa+6l
(Review+Create).

SR WM R G, el Azure i ¥k )7 Z 618 Threat Defense Virtual H ¥ TR IITA . 152
PR, ZREBY (Type) FI IR TR, WI5ZH N VMSS. fakiyfiias. AJLIP b
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%82 Azure Functions 7 8 .

T—2Hit4
¥ %8 Azure Functions NV , 25 75 1.

=2 Azure Functions [z

5 ARM BRI, Azure 24 FR A <resour ceNamePr efix>-function-app I8N A .

LB L EITE ARM BN G 1) Function BT,  FFPUAT LAT #4E:
AR HEAT UL R a4, K4EHF 3 303 & Azure Functions #5555 21 s £ H

az functionapp deployment source config-zip -g <Resource Group Name>
-n <Function App Name> --src <cluster functions.zip> --build-remote true

I 2 {5 Azure Functions J&5, 0] LLAE B& BN FH IR EIR 8 70 A B AL 1) pR AL

5 #T Azure 1255

WAL HIFE 2 Autoscale DIfEMT B A4S . ARMABI S QIE A E TN, )5 T T ) 8o,
P2 A0 Auto Scale Wi A HI BT 145 &L

P MAEHEE T SO LogicApp.txt Tk B BIAHL R S8, SRS W1 B Frs i AT St .

EEEM
FEAREEZ T, BT IF B P AT I LD IR

KEFHPRASTE ARM B BT, DUERS S K BEBA T N
a) M. THTE “SUBSCRIPTION ID” Jf#i il H ID 15 &

b) W BIFA “RG NAME” FFE A 5 (1) % IR 42 7R
¢) Wi TP “FUNCTIONAPPNAME” J#5 4 Ay 165 1) o8 K 44 7% o

PAUR 7Rl 7R T LogicApp.txt SCAFH 1) JLAT :

"AutoScaleManager": {
"inputs": {
"function": {
"id":

""/subscriptions/SUBSCRIPTION 1D/ resourceGroups/RG NAVE/providers/Microsoft . Web/sites/FUNCTIONAPENAVE/ functions/AutcScaleMarnager”

}

| nEgk 247z I}
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"Deploy Changes_to FTD": {

"inputs": {
"body": "@body ('AutoScaleManager')",
"function": {
"id":

""/suoscrdptions/SBSRIPIIN 1D/ resaurceGroups/RG NAVE/providers/Microsoft . Web/sites/FUNCTIORPRNAVE/ finctions/DeployConfiguration”

}

"DeviceDeRegister": {
"inputs": {
"body": "@body ('AutoScaleManager')",
"function": {
"id":

""/subscriptions/SUBSCRIPTION 1D/ resourceGroups/RG NAVE/providers/Microsoft . Web/si tes/FUNCTIONAPENAVE/ functions/DeviceDeRegi ster"

}
}I
"runAfter": {
"Delay For connection Draining": [

d)  CAk) gafRfm e i bE, SRR ERAME (5). XS e Wifilh & Autoscale [ IAITAIRG . LA R 7R{o) &
78T LogicApp.txt SCAEH K] JLAT

"triggers": {
"Recurrence": {
"conditions": [],
"inputs": {},
"recurrence": {
"frequency": "Minute",
"interval”: 5

} ’

e) (AIik) G EEATHRR iR, s fR B ERIAME (5). IX 2 A )4 REHRAEWIR],  7EMMBR B2 2 i
M Firewall Threat Defense Virtual H HE = IUA E B KIS TR [ RG . LA N7 {7 T LogicApp.txt LA

LT
"actions": {
"Branch based on Scale-In or Scale-Out condition": {
"actions": {
"Delay For connection Draining": {
"inputs": {
"interval": {
"count": 5,
"unit": "Minute"

B CATHE) G HI ], SRR ER ML (10)0 K REAEAN Y T S5 E AN ST AE T A 1
BT o T LogicApp.txt 3P () JLAT

"actions": {
"Branch_based _on_Scale-Out_or Invalid condition": {
"actions": {
"Cooldown time": {

5>
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"inputs": {
"interval": {
"count": 10,
"unit": "Second"

pE s
XL LI Azure 77758 . A RTELIE R, 120 Azure 3.

$182 5 Bi5 N FAXAEILE (Logic App codeview), MHIERERIA 28 K5 1 4 455 (1) LogicApp.txt S
%, R RHRTE (Save).

[ 15: 235 5 A ABILE

o Mubv-logpe-aop | Logs agp code e

¢f» fidv-logic-app | Logic app code view ®
Dvarves = | m : -
B amveyieg o 28
hceast control QAN b
515
# g
si8
s R w st oot
sar
s
sa7
s
.
5t by o
ooty s
»
Frapirses ,,
[ o,
B Expon gl ™
Meritoding ™
s b
o1 H
i Marcs . , ]
B Cuagroite senmgi b

P33 RAFZENHE, T “ZH7 RS, 4% H3) Auto Scale Manager B, i riili /B (Enable).
[ 16: ;R BB A

Micrcaof Aare P Svwch resosrs.senoes,wnd 800 161 ll

o Novlopeae

&) fedv-logic-app

ehangn) 1 FTON Aut +1 tigger, 36 acions
 Contral U5 tatus  Disabied

B amyiog

ure Lt o1 5 0 ssmonsib, & taded
sccess conrol (46D
; ATt B bR RTSS
# g *

¥ Diagrone and solee problems Summary

Development Tooks Srigger Actions

& Loge g deignes RICURING count

- Recamence 35 actiond

5 Lot tode view Vi I Ui s
W [
ke FORLLATION

PR p— Evalusted 2 bmes, fred 1 mes in the st 24 hours

B Rulease notes.

SRA A, a6z T. sidi “IEAEIE1T” (Running) AR AT EHTHE)

BEEHIA:




BERA 2tz |
B % ocr s
B 17: BB RIEITRE
Furs. history Logic app nan .
T R o =
[ O
] Do |
‘ + [— > B
[ - o
|
) [—— i g
)
B(-«-!‘xwtimwo‘-x M
tomy
. Mo hckea seeplnat no ! Branch baned o Secale-4n o osie-Out comition o

LS WHNHIAE, I 55 E 0 B 58 o
SIE6 £ VMSS HEGIF 2 75 IEAF A1l 5 Firewall Threat Defense Virtual 2245 .

[&] 18: Threat Defense Virtual S=15)iE1T

me > fdv-vmas | instances

0 fedv-vmss | Instances

--------

B Overvw
B aiyiog Hame Status Halth state
‘Access control QAMY 0 e @ Creating (Rusring)

# ng O reevmess @ Creating (Runring)

o
L]
i

& Diagnose and sobve problems
Sattings

B instances

i Metworking

# Seating

= sworage

FESE 7RG, BT AE ARM BRGSO 'minFtdCount' % &4 “3” J£4 “initDeploymentMode” ¥
BN “4bE” . KIKE3BH T =4 Firewall Threat Defense Virtual 241 .

£ GCP ERE & #

LE GCP PB4, ErT LT s, sl (i SE B BEAROR i 2 s AL s m] LURE SR A S A b
GCP 3B fias slARA s B i s (BRI 55 h &) B A i .

\)

AR R E TR O NAT IR BRI 64K M4k
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Application Subnet

10.10.13.28 10.10.14.27

)

GCP £2¢ Autoscale i 75 =3RRI [

0

Management Center Virtual

10.10.13.4
10.10.14.29

) <

11111111

10.10.13.30
>
LB

\
|

ELB

>

Application VM

@7%

10101329 V 10.10.14.28

application-to-ilb

0.0.0.0/0 > 10.10.13.4

LA A IR N SN S 3t

—D

Internet

—_—
Inbound

e
Outbound

1. Threat Defense Virtual £ FEA - PN BB FI N5 51 48 4 7 8% 2 17 . Management Center Virtual SZ {51 F T

AT .

2. SREEBM NG S NN AR s, ARG 1Z 033 67 2% 285 i T A% %7 21 Threat Defense

Virtual 227

3. 4L Threat Defense Virtual SE Sk ELift e, 7ERI A5 20U e A 21 0 T RE UL o
4. K RESAMILAR) L st e eofs A i 28 N P S B8 T o o SR BRI 8 2 g IO BB % 31 Thireat

Defense Virtual £E8f, HIZEEREE L K162 H I,

1£ GCP FZ}2 Threat Defense Virtual £ 2% 5y 2l ik i f

£

ETRIRAIEE

a

PUN AR UL T4 GCP I TR 552 Threat Defense Virtual SERE TAERAE

2

B — »

templates and template
. Local Host Hos | ——b P
parameters

from GitHub

3 5 Upload thy 6 7

Google Cloud Create GD'; "‘: Cmﬁ " Deploy
Platform GCP 9 ——— infrastructure ———*
bucket yaml

function source

If private IP
ddresses ar

8 | If external IP addresses

are used, set

Deploy

ed
create VPC
connector

toTrue in

cluster_function_infra.yam

BEHA: 2

template

Deploy
cluster
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REEEHA:

>
\
Al
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TEZE) I
1 A ML M GitHub AR S
S
(2) | AmEAL SR B
3 Google Cloud Platform B GCP {A-hEHE .
(2) A Hh AL B Google Cloud PREIEAERY SCLF ftdv_cluster_function.zip.
5 Google Cloud Platform A% Google BEIEAERS SCAE
6 Google Cloud Platform 2 infrastructure.yaml.,
7 Google Cloud Platform WA A TP dhhl, WA VPC ERAS.
8 Google Cloud Platform G HAY A TP Hbhl, 57E cluster_function_infra.yaml H
¥ deployWithExternal IP i & 4 True.
9 Google Cloud Platform B A T RE LA 1 AR AR
10 Google Cloud Platform TS AR,
FohEnE
LR VAR T 78 GCP L F-3)3#5% Threat Defense Virtual SEHE) TA/ERFE
1 Create
day 0
Local Host configuration
seript
2 reate 3 4)  Create reate Networl reate
S | s Gotmie T, i v
day 0 instaniea;mplatc to instance group Ipad balancers
configuration
i
'
7 Create 8 Add
Margf;:l{em Acce:;zrﬂu\ea Control
Health check Node
traffic
TiE=08) L7
< ZSEE) (% Day 0 FLEIIA.
, SR
5 Google Cloud Platform 1§ i Day 0 fic & 41 2 S FIAR .

B sk af=
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nEZR
i [
TE=S[8) TR
3 Google Cloud Platform HeE R,
4 Google Cloud Platform 1 S48 4 B o S R ARL
5 Google Cloud Platform QI NLB Jf B n 3 sE 14
6 Google Cloud Platform B NLB [R5 K S R0 o
(7)  |Em GIREIEAPAR LR 837 B 10U A0
(8)  |Emdw I 25

PLUF R LRI AT #E GitHub F 3k . SEUEEAT AW, SEARFEESN R T .
o VU R AR B AR - deploy_ngfw_cluster_yaml
 F AT E AR BESS E AR - deploy ngfw cluster.yaml

{5 L5247 GCP &R E 514

A4 FI SRR AE GCP H 8 S 20

FFi6 Z A

* ffiH] Google Cloud Shell FEATH#i% . B, 0T LLZEATA] macOS/Linux/Windows Tl FAfH]
Google SDK ..

o TARVFERE A 8) & 2O, ST RS LA — AN B A BRI, AT
LLf#i ] REST API. i#2 [ Cisco Secure Firewall Management Center & F 45 .

o FEFH LA RIS G AE cluster_function_infra.yaml A 45 5E (1) S 4% FR DT EC F) 7 T S0 o
72

P BN GitHub NEEIAH SO,

FIR2 I 1) resourceNamePrefix 24 (15411 ngfwvels) HIHAR T AT 4N A G 4
infrastructureyaml. cluster_function_infra.yaml F1 deploy_ngfw_cluster.yaml.

| nEgk 247z I}


https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/gcp/east-west/deploy_ngfw_cluster.yaml
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/gcp/north-south/deploy_ngfw_cluster.yaml
http://www.cisco.com/go/firepower-config
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/cluster/gcp

REEEHA:
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| et e e

M Cisco Secure Firewall litAS 7.4.1 FF4f, 0] IAEE A2 W O s o0~ ERE 4R . S5 8 A A
AL N EEURI CCL 2 L HI4ERE, & 1E Infrastructureyaml il deploy_ngfw_cluster.yaml ({4
okt withDiagnostic 7% & & 4 False .
WHERE, GitHub [ east-west I north-south SCAEJE 4T — deploy_ngfw_cluster.yaml S0, #i
P U B KT B DY (R AR o

$IR3  fTH Google Cloud Shell G-, LA AL Google z< BRI HIF 4744 ST ftdv_cluster_function.zip.
gsutil mb --pap enforced gs.//resourceNamePrefix-ftdv-cluster-bucket/
TR A 1 resourceNamePrefix 25 B 5 #45£F cluster_function_infra.yaml 91§ 7 ) resourceNamePrefix
AR L.

LIRA ORI O AR S

-
zip -j ftdv_cluster function.zip ./cluster-function/*

LIS A RO Google AT o

gsutil cp ftdv_cluster_function.zip gs://resourceNamePrefix-ftdv-cluster-bucket/
WIR6  FE RN ALAL B

gcloud deployment-manager deployments create cluster_name --config infrastructure.yaml
PRT R Z L P bk, 3EHRAT LN PR

a) ¥ H] Threat Defense Virtual & 2 VPC i 3/ Jf % & Management Center Virtual.

b) AU VPC E#SS, LUK Google Cloud IR Threat Defense Virtual £ # VPC iE$# .,
gcloud compute networ ks vpc-access connector s cr eate vpc-connector-name --region us-centrall
--subnet resourceNamePrefix-ftdv-mgmt-subnet28

L8 WIRE B LAY T Threat Defense Virtual £&1GFeE, Jf H Threat Defense Virtual 7 22405 1P Hidik,
W RAE cluster_function_infra.yaml H# deployWithExternallP % & 4 True .

P9 HESER IR Bt .

gcloud deployment-manager deployments create cluster_name --config cluster_function_infra.yaml
HEE0 B

1 X TAb-mdh e

gcloud deployment-manager deployments create cluster_name --config
north-south/deploy_ngfw_cluster.yaml

2. XAV

gcloud deployment-manager deployments create cluster_name --config
east-west/deploy_ngfw_cluster.yaml
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£ GCP FF iR B &R

LTEHEGRE WHES day0 BUE, AR R ARSI O 2 B i B rp ot

73 GCP €13 Day0 EC &
S T LA P I 5 s SR

£ F GCP B9 [E EEL B K €I Day0 EC &
It 2 M ERE E Bl A R S | S R I .

"AdminPassword": "password",
"Hostname": "hostname",
"FirewallMode": "Routed",
"ManageLocally": "No",
"Diagnostic": "OFF", //Optional user input from version 7.4.1 - use
to deploy cluster without Diagnostic interface
"Cluster": {

"CclSubnetRange": "ip address start ip address end",
"ClusterGroupName": "cluster name"
}
}
.
{
"AdminPassword": "DeanWlncheS$ter",
"Hostname": "ciscoftdv",
"FirewallMode": "Routed",
"ManageLocally": "No",
"Cluster": {
"CclSubnetRange": "10.10.55.2 10.10.55.253", //mandatory user input
"ClusterGroupName": "ftdv-cluster" //mandatory user input

}

\)

AR R HIERIG B R E, SR ECE AN ES //mandatory user input .

HE R, X T CclSubnetRange 22 &, ASREAEH 7 HH RTINS TP bk A5 AN TP bk A7 OGR4
HEL IS IPv4 FWP LR TP bk o ORISR DAT 16 ANATH TARBER 1P bk, RIS H T
FRUEFNEE O TP il ) — L6746

)

AR PSRBT AL Z5U# T /27 CIDR.
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A
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https://cloud.google.com/vpc/docs/subnets#reserved_ip_addresses_in_every_subnet
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B snccrwecymEReZ Dy B E

F 5: FFIAFALE R IP ik 7Rl

CIDR ECE IP it 53R IP ik
10.1.1.0/27 10.1.1.2 10.1.1.29
10.1.1.32/27 10.1.1.34 10.1.1.61
10.1.1.64/27 10.1.1.66 10.1.1.93
10.1.1.96/27 10.1.1.98 10.1.1.125
10.1.1.128/27 10.1.1.130 10.1.1.157
10.1.1.160/27 10.1.1.162 10.1.1.189
10.1.1.192/27 10.1.1.194 10.1.1.221
10.1.1.224/27 10.1.1.226 10.1.1.253

£ GCP BB EXECEREIZE Dayd ic &
T LU iy RS AN BN ER AR S | SR P I

"AdminPassword": "password",

"Hostname": "hostname",

"FirewallMode": "Routed",

"ManageLocally": "No",

"run_config": [comma separated threat defense configuration]

}

PR o St i e S B S e B 0 L R L AN L (P R ST, R R
i SR EME (LA

"AdminPassword": "Wlnch3sterBr0Os",
"Hostname": "ftdvl",
"FirewallMode": "Routed",
"ManageLocally": "No",

"run config": [

"cluster interface-mode individual force",
"interface Management0/0",
"management-only",

"nameif management",

"ip address dhcp",

"interface GigabitEthernet0/0",
"no shutdown",

"nameif outside",

"ip address dhcp",

"interface GigabitEthernet0/1",
"no shutdown",

"nameif inside",

"ip address dhcp",

"interface GigabitEthernet0/2",
"nve-only cluster",

"nameif ccl link",

"ip address dhcp",

"no shutdown",

"interface vnil",

"description Clustering Interface",

B sk af=
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sonskents |

"segment-id 1",
"vtep-nve 1",
"object network ccl#link",
"range 10.1.90.2 10.1.90.17",
"object-group network cluster#group",
"network-object object ccl#link",
"nve 1",
"encapsulation vxlan",
"source-interface ccl link",
"peer-group cluster#group",
"cluster group ftdv-cluster",
"local-unit 1",
"cluster-interface vnil ip 10.1.1.1 255.255.255.0",
"priority 1",
"enable",
"mtu outside 1400",
"mtu inside 1400"

]

}

\)

AR TR IR AN S, R ECR hE (R 16D o BOKHIVEHE AT RE L kg .

FHMEEHT A

PR R, DMEEADERSERE. AT GCP _LIEERE, EAREMH] 4 vCPU HLA2EAL. 4 vCPU HL
IR 4 MR, HAFE 5 MEH . SR MR D IBLE SRR, il c2-standard-8.

UK

T i H] day OBCE (FETTEURE > BIRIA H0h) QU A S MR D SEIR: AhaE. AES. 4 BE.
WM B

1% 2 Cisco Secure Firewall Threat Defense Virtual A [ 355 o

SER2 QUESBIAL, RJA B IS B .

FIR3 QI GCP W& T (NERFIANES) SRS BRI s s 4l .

P4 T GCP ML MBI as, VAR B0 B 2 S h A TIZ 1RO 2. T2 0 SRV GCP
W28 A7 B BT g I T I A IR &, 5 85 WL

PR K AN BV E B AL SRR ARSI B B O (P& . 28 100 5T,

SLIFXT GCP 48 Sa E 9 SR A TIZIT IR IR IR E

Google Cloud R & HLE 7R GUKT 7Y, LUK 2 S i A 75 0 I8 S AR i Y

152 [ https://cloud.google.com/load-balancing/docs/health-checks, PAH iy X 2% 471 28 440 i 2% B 2 By Kk Bl
R SRJE, LEp7 K aaE B O R B U ) R DL e VFis AT RO A . A DR s I P 4 Y [
i Z i https://cloud.google.com/load-balancing/docs/health-check-concepts. i 2 [ 15 1) 2 il HL N

nEgk 247z I}


https://www.cisco.com/c/en/us/support/security/firepower-ngfw-virtual/products-installation-guides-list.html
https://cloud.google.com/load-balancing/docs/health-checks
https://cloud.google.com/load-balancing/docs/health-check-concepts
management-center-device-config-10-0_chapter43.pdf#nameddest=unique_615
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BILTFENC B ST NAT U, DMERE IS ARG 2 i & 5 1) 267 T~ 169.254.169.254 [1) Google
TCEHE RS . 1ES R E SIS T-3) NAT.

TER] DL A # LTEAT GCP s AR GUR A i iy, 1 8edie 1] T B LIS AT IR DU R . 4 SR H]
T GCP iz 4IRS A % e v AN T T, D] DU REAE 32 11 G B A B e 3R b 1 i bR St H
.

3t-Fa NAT S R GIECE

nat (inside,outside) source dynamic GCP-HC ILB-SOUTH destination static ILB-SOUTH METADATA
nat (outside,outside) source dynamic GCP-HC ELB-NORTH destination static ELB-NORTH METADATA

nat (outside,inside) source static any interface destination static ELB-NORTH Ubuntu-App-VM
nat (inside,outside) source dynamic any interface destination static obj-any obj-any

object network Metadata
host 169.254.169.254

object network ILB-SOUTH
host <ILB IP>
object network ELB-NORTH
host <ELB IP>

object-group network GCP-HC

network-object 35.191.0.0 255.255.0.0
network-object 130.211.0.0 255.255.252.0
network-object 209.85.204.0 255.255.252.0
network-object 209.85.152.0 255.255.252.0

nat-ngfwv-cls

Enter Description

byDevice Y Fiter Rules X

~ NAT Rules Before

1 £ 6CP-HG f LB-SOUTH LB Health Check NAT '8 148-50UTH Tl METADATA

2 © oep-he f EL8-70R 1 gy Eue-noRTH T} METADATA

Sany B as.
isice outside. Sany B obj-any

3

9 ¢lle g

%<-78 NAT L0 R EC &

nat (inside,outside) source dynamic GCP-HC ILB-East destination static ILB-East Metadata
nat (outside,outside) source dynamic GCP-HC ILB-West destination static ILB-West Metadata

object network Metadata
host 169.254.169.254

object network ILB-East
host <ILB East IP>
object network ILB-West
host <ILB West IP>

object-group network GCP-HC
network-object 35.191.0.0 255.255.0.0
network-object 130.211.0.0 255.255.252.0
network-object 209.85.204.0 255.255.252.0
network-object 209.85.152.0 255.255.252.0

B sk af=


management-center-device-config-10-0_chapter31.pdf#nameddest=unique_616
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nat-ftdv-cluster ]
Enter Description

wwwww

LB Health Gheck NAT rule
B ILB-West By 1L West By Metadata

FALFI R AR SR B E R

route outside 0.0.0.0 0.0.0.0 <Outside Gateway> 1

route inside 35.191.0.0 255.255.0.0 <Inside Gateway> 1
route inside 130.211.0.0 255.255.252.0 <Inside_ Gateway> 1
route inside 209.85.152.0 255.255.252.0 <Inside Gateway> 1
route inside 209.85.204.0 255.255.252.0 <Inside Gateway> 1

DR BATER OB i, ORI A P SRS TR ok i, DAMMT IS AT IR DU 2

Y

ER K NAT > O H brim T3S A 80,

GCP 1 &Y Threat Defense Virtual £££f Autoscale )L 5=
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s FOFA AT WA R EAT AR
« A At BRI 100 kbps.
* ISZHF BYOL (HATVFATIE) VRl iERAY,
* ASZRF PAYG CBIAIRIASD VR UESRY,
*EFHEE
o SEBERDN: 1-16 M5 A
s VEHAh: BABFRIE A .

o fRERI: AT Terraform BH B o

=R

GitHub 4t T DU R -
* infrastructure/main.tf — FH T JEAl 1 i 5 5 AR AR o
* cluster_deployment/main.tf - - T-EERERSE R o

7 GCP 32 %55 Autoscale A Threat Defense Virtual E£EE1 2R 5%
LB LR S T B
L SERREIGHEE (AT - AT I LR R,
2. SEREE — ¥ Threat Defense Virtual #58f.

| nEgk 247z I}
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ER AR R A B SRR K 48 Threat Defense Virtual, W] DABkIS Sl it & D3R . (A2,
T 55 AL DR S AL AL MR D5 58 1B B AT B (K B A B8

EhthixeElE S8
L T AR 8

% 6: F T ERIRHEEN B Mi%IR S ¥ 5 3k (infrastructure_params.tfvars)

ZH 15 AR i
project_id GCP Jii H ID test-project-12345
resource_name_prefix FEEHE (NFRADNBFEED . demoftdv
region T GCP [X 1 us- Centrall
mgmt_ip_cidr_range + ™ CIDR 10.112.0.0/27
vpe_connector_ip_cidr_range I B VPC 4% CIDR /28 1| 10.112.50.0/28
W
with_diagnostic AWK, true o, false (false J& X MARA
741 JFU3FF D
diag ip cidr range ZWr 1k CIDR 10.112.19.0/27
inside ip cidr range W 10.112.1.0/27
outside ip cidr range AT/ CIDR 10.112.2.0/27
ccl ip cidr range CCL M CIDR (ZEiUf¥i A /27 110.112.100.0/27
TR

1£ GCP _t{EF8 Terraform 32 E it % /i

GCP FEAili it & B a4 1A 4 HER AL 3t Terraform #% . MCFtE Y, AT LVE BEBEJSF R A TS 2.
UK
FE1 PHIR| GCP 6 JH TR A B %

#1822 FTFF Cloud Shell B{ A< Hh 23 .
0 AT (R S A s s, iR O A 248 FCE GCP CLIL

FER3 G H K.

B sk af= I


https://console.cloud.google.com/

N
>
\|

| B

t=

# GCP {2 Terraform 2@ 2732 [

w15l

1§ FH 4 mkdir infra 7 Cloud Shell B4 i 23 618 44 4 infra 1) H 3%,
SHUEGH AR H 3.

w15

i 4 cd infra PI#e 2057 H 5% .

M Cisco GitHub £££i# P2 &2 il 8k F 2% infrastructure params. tfvars 3CMF, FERHARAE BB H infra SCIHF
Ko

17T infrastructure_params. tfvars 3, AR 5 S50 AT AL ATE . 5 2 B BRI O A E 24
5 90 T,

SUBT ARG A LA R fir & JR B

gcloud infra-manager deployments \

apply

"projects/<project id>/locations/<region>/deployments
/<deployment name>" \

--location="<region>" \

--git-source-repo="<repo name>" \
--git-source-directory="infrastructure” \
--git-source-ref="<branch name>" \

--serviceaccount="

projects/<project id>/serviceAccounts/<servi

ce account name>" \
--artifacts-gcs-bucket="gs://<bucket name>/artifacts"
\

--inputs-file="/path/to/your/infra params.tfvars"

7 KRR
| 15t B
deployment name $ W oRAE GCP FEfil i 5 BL 4% 7 1) Terraform 37
B HERR I A4 FR
location K I P 2 o7 B X I
git-source-repo AE IR K Git fEAEPFERI %R (Cisco GitHub
B .
git-source-directory Git £7fift 8 P A RO AR T/ ) H 5%
git-source-ref Git A7l 22 FH T30 (1) 2 SC A TR
service-account AR S5 K 44 8 o
artifacts-ges-bucket T4 5 382 AH R IR AT ) Google Cloud
Storage frfififtl (W& .
inputs-file FEAA T B AN S B SO AR
iR

D RAE I ZAEROR S8 LAk B, W R Bk DL BEUR, DA IE A 8 R DR 5 SO A DR A i s 5
IEHIEAT.

nEgk 247z I}
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« HE VPC (4 FK.
« T
* VPC JEHAR I 1
o EFEL KR 44 R

* Wil VPC
© T
o I3 R 24 B
* #NH VPC
* ST
* AR A RN 44 B
* NAT GW

* CCL VPC
* CCL 1M

* Bl R A4 AR

- Wi VPC (i)
* WM
* 2 W KEE R 44 Bk

o BHEH T MK VPC HEEds

LU A S B T B A

R & EMTERHBEMBRRSHIIR

BEEA: 25 |

2%

L RA

151

EHEE

type_of deployment

H#BE KA (north_south Y
east_west)

north_south

HERER

B sk af=
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project_id GCP i H ID test-project-12345

region B X 35, us-eastl

zonel BB X 35, a

zone2 BB X 35, b

zone3 BB X 35, c

resource_name_prefix T4 &R BT 2% democluster
serviceAccountMailld TR 45T 7 E - Ak service-account-mail@example-

project.iam.gserviceaccount.com

VPC #iFME.E

mgmt_vpc_name I VPC 4R <resource-name>-ftdv-mgmt-vpc
mgmt_subnet_name BT MR <resource-name>-ftdv-mgmt-- 4
inside_vpc_name & VPC 4Rk <resource-name>-ftdv-inside-vpc
inside subnet name PN T Y <resource-name>-ftdv-inside-subnet
outside_vpc_name HhES VPC 44 HK <resource-name>-ftdv-outside-vpc
OutsideSubnetNames ANER T X 44 R <resource-name>-ftdv-outside-—1 M
diag_vpc name VPC &HFx “ishr” <resource-name>-ftdv-diag-vpc
diag_subnet name T-W TR “isHr” <resource-name>-ftdv-diag-subnet
ccl_vpc_name CCL VPC £k <resource-name>-ftdv-ccl-vpc
ccl_subnet_name & N CCL 1M 4 <resource-name>-ftdv-ccl-subnet
5 K35 5

diag_firewall rule name T2 Wr it kEEH ) | <resource-name>-ftdv-diag-firewall-rule

ccl firewall rule name HT CCL [HBy kEzm) | <resource-name>-ftdv-ccl-firewall-rule

mgmt_firewall rule name | F- &M kb m] | <resource-name>-ftdv-mgmt-firewall-rule

inside_firewall_rule name | Py 2% (A5 kBEER ) | <resource-name>-ftdv-inside-firewall-rule

outside_firewall rule name | &5 2% (F1 7 K BEER ) | <resource-name>-ftdv-outside-firewall-rule

inside_hc_firewall rule_name | P35 2% [F1 )5 K BEERI) | <resource-name>-ftdv-inside-hc-firewall-rule

outside hc firewall rule name | #3455 2% [F1 )5 kB ER ) | <resource-name>-ftdv-outside-hc-firewall-rule

EOIEAER
machine_type GCP NI nl-standard-8

D\
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source image url

Threat Defense Virtual [1Y
PR AL E

T3
H /cisco-public/global/images/cisco-ftdv-10-0-0

public_key T SSH Uil A%] | ssh-rsa
AAAAB3NzaClyc2EAAADAQAAAAAAAQCAY
B BiFHER
auto_scaling BB R true/false
cpu_utilization_target HzhY ) H Fr CPU 1§ | 0.60
FH#10.0-1.0]
min_ftd_count Threat Defense Virtual [1] |0
SEUNOR A4
max_ftd_count Threat Defense Virtual 1Y) |2

C oINSk

Threat Defense Virtual ¥

BE

ftd_password secret name

A TR R
A5 P b 25 B P L 5
fihff) Threat Defense
Virtual Z AR, W&
AR B OO S Al e
5.

ftd-password-secret

hostname

Threat Defense Virtual 1Y
BV

cisco-ngfwv

ccl _subnet_range

CCL [ MEHl, 255

i

10.112.100.2 10.112.100.30

cluster grp name

Threat Defense Virtual 1]
LR AR

ftdv-cluster

with_diagnostic TR 2 W true/false
Assign public_ip to mgmt | EI4ALL IP 4 AL |true/false

P

ftd reg via public ip

1T ) A 3L TP VE U Threat
Defense Virtual

true/false

IR MZ B F0 Threat Defense Virtual B2 &

reg_id A ID cisco
nat_id R0 P NAT ID cisco

B sk af=
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N
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2% ik 151
policy_id (R A1) 5 | Ridv-ini-pol
li 1D
fmc_ip VE Firewall Management 10.112.0.2 /34.113.15.29

Center 1] IP Hiuht

fmc password_secret name

A LR LB
I FMC 9147,
R I U R I

fmc-password-secret

i
fmc_username S LB S 4 restapi
license_caps SARTI RN = BASE, MALWARE, URLFilter, THREAT

performance_tier

Threat Defense Virtual ]
P REZ A

FTDv20. FTDv30

vpc_connector name VPC HEFA M AR <resource-name>-connector
GE IR E
ilb_frontend_protocol Hi 3 P8 (TCP/UDP) TCP
ilb_backend protocol Ja iR TCP
ilb_health check port ILB & 4T R A 25 S 1 2 | 8989
Ui 1, R A
NAT
ilb_timeout_sec AT AAE CGFP) 5
ilb_draining timeout sec Hezssm g8y () 60
ilb_check interval sec ILB g4 PR GUR: A 1) [l B | 10
()
ilb_unhealthy threshold Wit A IE S 2w e | 1
IBATIRIUAS 7T H
{X#Enorth_south ERE HR TIMR B R IFERE
elb_frontend protocol AR A A T 2 R R S iy | TCP
WA K (TCP/UDP)
elb_backend protocol HINER A7 2 o 2 ) ) s g | TCP

WA FR (TCP/UDP/A TR
JE)

elb_front end ports

ELB i (iWrFE/ ) Uity
BPIIES

all 5% [22, 80, 443]
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. {§ A Terraform on GCP 3B &£ 3%

2% ik 151

elb_health check port ELBiz iR i, | 87878
B PO i 2 NAT

elb_timeout_sec FESGREN () |5

elb_unhealthy_threshold FRICHASIE 5 2 B2y | 2
ARG A A

elb_check interval sec ELBIz 7R AR 2 [ 8] B | 10

CUDES
elb_draining_timeout_sec Hess gy () 60

{ A Terraform on GCP 3 ZE £ &F

GCP JEfli it B s n]AF 4 HERR AL E Terraform #2%. AMSLSt, AT LVE BEGEJSF AT 2.
UK

FIB1 SRR GCP =& FEAE S AR5 3.
1B 2 47T Cloud Shell BLAHL 4 5
R AT I A&, SR O R4 LRCE GCP CLIL.

T3 AlEH Hx.
w15l
1 Hfir % mkdir cluster 7t Cloud Shell B84 b i 6183 44 K cluster F H 3%

R4 FHECHAIER H .

A

i F 4> cd cluster )4 211357 H 5% .
$B5 MIEE GitHub 7E4#% 7 5 5k 4% cluster params.tfvars SCPF, IR HARTE BB SRR SOk
IR 6 FTJT cluster_params.tfvars SCAFIFAUE T3 ZEE A L FHE. WS R E S, 5 92 1L,
YT SH ARG, T A a s .

gcloud infra-manager deployments \

apply "projects/<project id>/locations/<region>/deployments/<deployment name>" \
--location="<region>" \

--git-source-repo="<repo name>" \

--git-source-directory="cluster deployment" \

--git-source-ref="<branch name>" \

--service-account="projects/<project id>/serviceAccounts/<service account name>" \
--artifacts-gcs-bucket="gs://<bucket name>/artifacts" \
--inputs-file="/path/to/cluster params.tfvars"

B sk af=


https://console.cloud.google.com/

| B
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& 9: SR

eunsrnnsns

28

15 AR

deployment name

¥ B oRTE GCP it i i B #2285 1) Terraform 48
EHERRI AR

location

K I P 2 A7 B X e

git-source-repo

A E AR K Git /76 FE 2K (Cisco GitHub
B .

git-source-directory

Git £ 4 HH St vt A RS T 6 1Y) H 3

git-source-ref

Git A7 fif % Th I 88 1 2 SC A K

service-account

JIR 55K ) (R 4 K o

artifacts-gcs-bucket

T4 5 A R IR ) Google Cloud
Storage {£fifi i, 1540 Terraform JRZSSCAF

inputs-file

BB A S B SRR

SRHAERAELE

TAE VPC A1 1 LB TS Google Cloud Shell b1 P 38 1 #k 4) fy ge % R T it e, W HAT LA R 2D

7.

gcloud compute routes create <ilb-route-name>

--network=<inside-vpc-name> --priority=1000 --destination-range=0.0.0.0/0
--next-hop-ilb=<ilb-forwarding-rule-name> --next-hop-ilb-region=<region>
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EB AT GCP UL RO S . M GCP U G, iEHATLL P3R!
1. #GCPUIH, SHiZE #%h (Routes). BHEF (Route Management). G M (Create

route) .

2. 1A'H Create a route X iGHE.
1. Z# (Name): 15EHHL .

2. M4 FE<inside-vpc-name>iiiZ: [

3. ILFF BATSERE.

4. B#R IPv4SEE (Destination IPv4range): %A 0.0.0.0/0.
5. kK. &N 1000,

6. T—Bk: EH IBENIEE MERHERE LN .

7. EEAMMZFR: EfHF<forwarding-rule-for-ilb>iE 2[5

3. M fIE (Create) LI M.

£ GCP P F mhEnE &£ 7T
71 GCP i Day0 Bt &
BRI, WA Day-0 FUEIF BB A
{

"AdminPassword": "password",

"Hostname": "hostname",

"FirewallMode": "Routed",

"ManageLocally": "No",

"Diagnostic": "OFF", //Optional user input from version 7.4.1

"Cluster": {
"CclSubnetRange": "ip address start ip address end",
"ClusterGroupName": "cluster name"

}

}

i
{

"AdminPassword": “Cl5co@!23",
"Hostname": "cisco-ftd",
"FirewallMode": "routed",
"Diagnostic": "OFF",
"ManageLocally": "No",
"Cluster": {
"CclSubnetRange” : “10.10.65.2 10.10.65.29”,

"ClusterGroupName": “gcp-cls-ftd"
}
}

B sk af= I


https://console.cloud.google.com/

| B

\
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s 6op M pammitmsmhnes

SLIFXT GCP 48 52 # 9 A TIZIT IR IR IR E

Google Cloud R $E LB ARG A, DURH 32 J5 i A2 75 0 U s AR HH Wi Y

152 [i https://cloud.google.com/load-balancing/docs/health-checks, PAH iy X 2% 47 28 440 i % G 2 By <k 1%
%}WUJJO RIG, AERT I B rb L b B D7 ) BL AR VFIS A IR DU it i A S ls (1 M 43
Z [ https://cloud.google.com/load-balancing/docs/health-check-concepts. 1% 2 [ iy ] 45 il BE I o

T ERCE SIS T NAT U,  DUERE IS AT IR GRS 20 5 5 E 18] FIA7 T 169.254.169.254 1] Google
TCEAR RS 2% . SN E 3 A T3 NAT.

TET AR 1S I A 2 1 BEAT GCP IgAT IR BUAS A o, X484 1 ] T C B IS AT IR GRS
T GCP Iz AT RIS A i v AT |, I e] DU AR 1 b G058 BAy S i b i % ok Sl H
o

it-7 NAT L R GIECE

nat (inside,outside) source dynamic GCP-HC ILB-SOUTH destination static ILB-SOUTH METADATA
nat (outside,outside) source dynamic GCP-HC ELB-NORTH destination static ELB-NORTH METADATA

nat (outside,inside) source static any interface destination static ELB-NORTH Ubuntu-App-VM
nat (inside,outside) source dynamic any interface destination static obj-any obj-any

object network Metadata
host 169.254.169.254

object network ILB-SOUTH
host <ILB IP>
object network ELB-NORTH
host <ELB IP>

object-group network GCP-HC
network-object 35.191.0.0 255.255.0.0
network-object 130.211.0.0 255.255.252.0
network-object 209.85.204.0 255.255.252.0
network-object 209.85.152.0 255.255.252.0

nat-ngfwv-cls [ svon viermings | [ conce |
Enter Description

Rules

outside. £ GCP-HC

outside. © GeP-HC

9 ¢lle ¢

7R-78 NAT R BIEC &

nat (inside,outside) source dynamic GCP-HC ILB-East destination static ILB-East Metadata
nat (outside,outside) source dynamic GCP-HC ILB-West destination static ILB-West Metadata

object network Metadata
host 169.254.169.254

object network ILB-East
host <ILB East IP>
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https://cloud.google.com/load-balancing/docs/health-checks
https://cloud.google.com/load-balancing/docs/health-check-concepts
management-center-device-config-10-0_chapter43.pdf#nameddest=unique_615
management-center-device-config-10-0_chapter31.pdf#nameddest=unique_616

BERA 2tz |
. i3 Autoscale X+ GCP £ &3t {T A FEHERR

object network ILB-West
host <ILB West IP>

object-group network GCP-HC

network-object 35.191.0.0 255.255.0.0
network-object 130.211.0.0 255.255.252.0
network-object 209.85.204.0 255.255.252.0
network-object 209.85.152.0 255.255.252.0

nat-ftdv-cluster ]
Enter Description

wwwww

FALFI R AR SR B E R

route outside 0.0.0.0 0.0.0.0 <Outside Gateway> 1

route inside 35.191.0.0 255.255.0.0 <Inside Gateway> 1
route inside 130.211.0.0 255.255.252.0 <Inside_ Gateway> 1
route inside 209.85.152.0 255.255.252.0 <Inside Gateway> 1
route inside 209.85.204.0 255.255.252.0 <Inside Gateway> 1

DR BATER OB i, U AT P SRS TR B ok R, DAMMT IS AT RO 2

\}

ER B NAT > 260 H bri 3 E A 80,

i@ 17 Autoscale ¥ GCP & BT fEHERR

. ERRER

BRI
Ko ¥ nve-only BB LI TP Mokl . H{RASTT BL ping JUHTH 11000 NVE HERERE L1,
o KA NVE R D TP HuhikJ2 X B0 1 — 3645 .
R NVE (RS BG4 e IE T A I 41
o SRE e (SR L LA E RN VNT 351, B VNI B 1 A AU %4 () NVE.
AN A SRR T TP ik . R T DR T AT ping BEE, DU EEHAE

REEFAMEIEEH O (FaEEED

RS TS TR, TR A SR D) 7 R SR, AR, RS
FBIEEA ) 5 R
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BB 2 —VEANFT AN INE] b5 KBS By B KB BE A0 2 B SIS IN ArA7 SEAb AR 1k
Do
FFiE Z Al
o T SERE G A AL T I ST I AERE T, A RERF SRR N2 By KBS B ALy, I DA B RS
eV IC. ff ] Firewall Threat Defense show cluster info fiy4 .
puR

TR AL PP ERE L b, R IRE > IREEE, RGN > RN & LU TS B TP RSNz
Bk
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Add Device ®

D CDO Managed Device

Host:+

[ 10.89.5.40 ]
Display Name:

[ 10.89.5.40 ]

Registration Key:*

= ]

Group:
[ None ~ ]

Access Control Policy:*
[in—out v ]

Smart Licensing

Note: All virtual Firewall Threat Defense devices require a performance tier license.

Make sure your Smart Licensing account contains the available licenses you need.

It's important to choose the tier that matches the license you have in your account.

Click here for information about the Firewall Threat Defense performance-tiered licensing.
Until you choose a tier, your Firewall Threat Defense virtual defaults to the FTDv50 selection.

Performance Tier (only for Firewall Threat Defense virtual 7.0 and above):

[ Select a recommended Tier v

[:l Carrier

Malware Defense
(Jpes

URL

Advanced
Unique NAT ID:+

[ ]

Transfer Packets

a) fE EH TB, ARG RITK P bk sl B4 .
BRI T LIS IR TSR 70, (R BT BOAS I i B T 2 AR A e R RE
WRAE R BCE WAL T NAT ID, WA BEA T ZMA ML T B ATRVEAE R, IS HNAT 3
B

b) & BRARR TE, SR P KRB AL A R (KR R T A B

B sk af=


management-center-device-config-10-0_chapter1.pdf#nameddest=unique_16
management-center-device-config-10-0_chapter1.pdf#nameddest=unique_16

| megEA

D\

b

2

h)

weranagEas Fhns [

VLR R ARRANE TR e DGEH T ZR N4l oot . 48 nT LIRS 5 o8 e HAD S I A 524 1 44
FIAERE TR A FR

7EEM A (Registration Key) B, B NAE % 1 IR ITA FH AAD TR)— v A0 4 o 0 2
— AN R B

CAT3%) S InE k& 4.

EFRATT AT 145 SREMG AR 1 I 8 B A, BB — o S

L SR EEFT R, T R AR SR o T DURH S AR o 2 1 SO

New Policy ®

Name *

E )

Description
Base policy to inherit from

= 3

Default Action

(® Block Al Traffic
O Intrusion Prevention
O Network Discover: y

Targeted Devices

[ Select - ]

MG PN H 3 B VR AT E
WERAE B R R RE P T NAT ID, 1B EITE R, IFAEME— NAT ID 7 Berh A A
NAT ID.

ik rh AR AR B S AE DL SRV v e Sl S AT A 21 B X e B G

FRATFOL T, BRIETTC R o WERAE A UL TN i % TIPS Bl Snort <5501, Bt 2K F oo
a5 SAEE LA 2R B By OB B O TR I . A RZE R T, AR IE FAE R
B B KGR HL L, ANAOR A

i iEM (Register).

B KEEE BP0y PRI, BEETE BT s e, R R ICR S
WANZ TR INARRE . WUERAEREARSAT BRAFAE HABIERL R 8, WVE T2 R AR ARG, FfiTad
WA E P InAER v &

AR R E R & > REEIE i b JRITERE T A LR IT.
2: L HER

172.16.0.50(Control) Snort 3
172.16.0.50

FTDv for VMware 720  Manage Base, Threat (2 more...) Default AC Policy

A 172.16.0.51 Srort3
172.16.0.51

FTDv for Viware 7.2.0 N/A Base, Threat (2 more...) Default AC Policy

MRTEAEE M B2 B kB br .

GES Y SIS |
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ftdcluster (2)
Cluster

172.16.0.50(Control) Snort 3
172.16.0.50

B‘\?Z.‘IG.D,S‘I Snort 3
172.16.0.51 C
ERE

FEARRET ORI R, GCP AR Se i AT A 3L IP HulE 77 5. EEA R Firewall Threat Defense
Virtual £E848 % ] 1P Huhty3 /i 31 Management Center Virtual, 5.0 251 5G7E Firewall Threat Defense
Virtual ERENT 0 BAEF A TP Hubik. 30K 4 GCP Y s R B8 H 7] Management Center Virtual
M R H TP Hhhk st

Ry Lo il BN AR PR RS OR I SR B R e MRS Dl o B It ey B pls S AEREAN
FAE M SR “ERAREM” 4RSS WHTEMTBER VAT, SRR R, 26 113 U

Deploy Q ﬁe I+ @ adminv

Deployments Upgrades @ Health Tasks ‘) Show Notifications
0 running 3 success 0 warnings 0 failures [ Filter
@ 10.10.1.12 Deployment to device successful. 1m 54s
@ 10.10.1.13 Deployment to device successful. 1m 3s
© TD_Cluster Deployment to device successful. 35s

SRR 2 Wl AR SRR (C) , BRI E R,

RZ B E AT DN T AR, O ANE ] T ERRE R K o ilhn, r DU iR s 247K,
HH e B AR R 1

PRI (L IRE > IREEE LUSERM. KBS, BSBEINEM. WRHE. RENSITRESRE.

TD Native Cluster

Cisco Firepower Threat Defense for VMware

Cluster Device Routing Interfaces Inline Sets DHCP VTEP

e
10.10.1.13 +
General A | System PYe

WS DL SRR s 01
« M (General) > BFR (Name) - il i £l 4R%E (&) LR R 2 FR .
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Cluster Device Routing Interfaces Inline Sets DHCP VTEP

General

Name: @ TD_Cluster
Transfer s
Packets:

Status:

Control: 10.10.1.13

Cluster Live

Status: ey

R BLE BFR T B

General (2]

Name: TD Native Cluster |

Transfer Packets: [ ]

Compliance Mode:

Performance
Profile:

TLS Crypto
Acceleration:

Force Deploy: -

Cancel m

s EH (General) > BEERHIRTS (View cluster status) - S BF (View) SR I EBERS
(Cluster Status) X} ifHE .
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Cluster Device Routing Interfaces Inline Sets DHCP VTEP

General *
Name: @ TD Mative Cluster
Transfer Yes
Packets:
Status:
Control: 10.10.1.13

Cluster Live
Status:

AT {EERBHRTS (Cluster Status) X i HE i i #18 (Reconcile) LA HUHHE M A .oc. Sk nT e
M R ping AR HIRER . W5 S U A RRHE I BERS BT Ping , 55 121 0L,

Cluster Status (]

Overall Status: Cluster has all nodes in sync

Nodes details (1) Refresh Recc Q, Enter node name

Status Device Name Unit Name Chassis URL

> In Sync. 10.10.1.13 Control 10.10.1.13 N/A

Dated: 11:22:40 | 30 Aug 2022

o B> BEHERR- AT U R R 3R H A, e IR AERE CLL. 152 D R R T
HEBR 55 121 T,

S

>
il

\
~
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24: EHERR
General s
Name: © clusterVFTD
Transfer Packets: Yes
Status:
Contral: 10.10.43.21

Cluster Live Status:

Troubleshoot:

< VFANE - sl 4838 (2) T BCE VR IERAL

TRA AAIREF>REEE L, RaRdnim>g &, ST LA EMIE B b AR AR I
IFBCE LR B

« B#; (General) > Z#R (Name) - il miili 4548 (&) SURREN 5L om 44K

General @T

Name: 10.89.5.21
Transfer Packets: Yes
Mode: routed
Compliance Mode: MNone
TLS Crypto Acceleration: Enabled
RIGWE B FB.
General Q
Name:: I FTD2

Transfer Packets:
Mode: routed
Compliance Mode: None

Force Deploy: -

Cancel Save

o B > FA-WURAEBCABCE T B P Mk, A S B RS PR Gy rh UGG Y M
DSR2 TP ik s o) W 2% Bt s i B3R X I0H 1 E# shhk.

BERA: ARE .“



B e=smamonmses

fcEERIs

| EiESTs

Management @}

Host: 10.89.5.20

Status:

SITIRR SIS IR E

£ 8% (Cluster) T MERBIEITIRR EITIZ E (Cluster Health Monitor Settings) #84> &

TRk
B 25 SERHE TR ISR E

Cluster Health Monitor Settings ® ¢
Health Check Enabled
Timeouts

Hold Time 3s
Interface Debounce Time 9000 ms

Monitored Interfaces
Service Application Enabled

Unmonitored Interfaces None

Auto-Rejoin Settings

Attempts  Interval Between Attempts Interval Variati...

Cluster Interface -1 5 1
Data Interface 3 5 2
System 3 5 2

R 10: SR I TR IR B RAEFR

v

BEEROK

\

BIR

L\\
H
Al

ESES

FE 15 AR
Fik:p)
PREFINFTA] 0.3 2] 45 Fbz 8] BRINMEN 3P b THE 1T IR ZISITIRGL, SERETY

T 3 B JE % T AT o

,ﬁ/ﬁ‘&%ﬂi?}ﬁ%ﬂ%ﬁ%khheaﬁbeat/ﬁ,%\&liiﬂfiﬂm*ﬁﬁo R RIAEDR

FEIIA RIEACRISR B ST 1A heartbeat 1150, DU S54Y R LA
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meemsrrnkizes [

FE 15t AR

B2 1By 38 [ e (1] AT 300 F1 9000 ZFb 2 18], BRINEH 500 =Fb. LB IB bR a) 2y
RO A0 A R A OB IR 1 0 BB T I 53 2 iy 28 e RO BN (1]

FlEEENO BT IR AR IS P B e . a0 S e A e 1 () - W B ey 1
TER e A R AR, (H A A Y o5 [R]85 O N AT T B
o e WEERE PRI BR AT 55 0 A 25 K 1) S AN ARE HH 532 . 2 X
PLF2 O RS DL KA o B T AR R IEAE I N EERE A B4 o

Jik 45 v SRR Snort AREAE O gE A sEA T A 4

AW RO SRANZ I .

BHMEHMNIEE

ERE SR SRR R BE R W ) B Bh EE T I R .

SRR AT 1 65535 20l BOAMEN 1 CARZREED o SE SR IEF AW

RE

SR [ (K7 1A e

AT 2 H160 [ BRINE D 5 70h. & SCPIRE BT I 2l [0 i [A]
B RRI 1] CRAZM o B o

KA AL PF 1R300 BRI IR RLE R 14 52 SR g U
R 1 R e

Bl SR O ZD T B

2R AF 1R 65535 2. RN 3. BESREH A RIS

SR [ [ 1) e

I T 2 M1 60 Zfa)e BRINEN 5 3 Bhe 52 SCPTUCER I 221K T8] 1 1)
B FRzI 1] CRAZM Bt B o

Bl FR ST 1M 3 20 BRIMEDA RIRRHFSE TR 2 4o S SCR AT AR R 22
W T B R LN [R]

ARG RO N ERER I QS BT INARCE . AR OEE. NFEEN . A
— BN RS

FARREL I ¥ 1165535 22 1i)e BRIAE N 3o BEESLUHDH A ML

SR [ [ 1A e

I T 2 W60 Zfa)e BRINEN 5 3 Bhe 52 SCPTUCEET I 221K [8] 1 1)
BRI 1] CRAZM Bt oA B o

Bl GRS

S F 13 20 BRIAMEA RIRRHFSE TR 2 £ o S SCR AT INRER 22
W] B R LN [A] .
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A

BEEHIA:

itz |}



BERA 2tz |

B e=smamonmses

\)

AR MR RGEATROU R, WIFEAS T R GUB AT IR DU 2 N ANSE 97 B A

AT LU I 43 B RO e

Hn] DU ATt COE TS DL SAMFEE 0 ID, LU Snort AlEEAL CUERE . B4R I 5 AN AE
VLAN 7RO ERED (B, VNI BVD F#HUAT. AR ANER S BB E s, BIR%
TR R

WP IRE > IREEE,

BRI, sl dREE (2).

A &R (Cluster).

EERHEITINR M= 281% B (Cluster Health Monitor Settings) #4>, fiidi 4iE (£).
W A AHEI TR E (Health Check) 15U ] RGBT IR LR 7

26: ZARFIBITRREE

Edit Cluster Health Monitor Settings ®

Health Check @D @

~ Timeouts

Hold Time Range: 0.3 to 45 seconds
Interface Debounce Time 9000 Range: 300 to 9000 milliseconds

» Auto-Rejoin Settings

> Monitored Interfaces

Reset to Defaults Cancel m

50 R AEATAT B SO B e B B R 1 . FHERAE A S . B R O, BT
IRBAMOA BHLHE L VSS. vPC B VNet) , RENAEH RGIZITIRER A Thfe, BRI B4k H#:
R4 D TR o M 440 B e i LG & S e L [RD B BT 10 s, 38T DUED B A H R geiz 4tk

DU A D B AN P2 4 1
C LR ARF I )R 11 187 B b I T

o {R¥AT1E] (Hold Time) - 58 & {45 s TR) LATA 5 P 000 Ao A9 JEL 22 1) (R i 1) Tr) B, LA T
0.3 45 Fp; BRIMEN 3 Fb.

B sk 2fF
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* $EOBA R BEATE (Interface Debounce Time) - K45 e ki [4] 52 & 4 300 £ 9000 ZZFb-2 7], KA
{Eh SO0 Z2Fb o /NI W] LA DIDRAST I 42 11 AR PR B o R, G SR ) B0 S Ik R
SRR ILE . ERAEFE VRS T R, WSS C M2, R A R bRy R
A, IR SONEERE IR . 0T ARRRES e 4 4 1E 5538 A IRZS 1) EtherChannel (45171,
MV IR kA #e ML 3 ] EtherChannel) 1155, S5 S ket 8] o] AR 1 AR B 2 A0
P DA ] Ay AN B R A7 40 2 S 1 I 03 3 B B8 o A bR s

F 2 SCAEISA PR GUAS: #0826 WO I ) B Bl T8 ISR A B
Z-BEEBHEHMANRE

~ Auto-Rejoin Settings

Cluster Interface

Attempts Range: 0-65535 (-1 for unlimited number of attempts)

Interval Between Attempt 5 Range: 2-60 minutes between rejoin attempts

Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous
duration), or 3 (3 x the previous duration).

Interval Variation

Data Interface

Attempts Range: 0-65535 (-1 for unfimited number of attempts)

Interval Between Attempt 5 Range: 2-60 minutes between rejoin attempts

Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous
duration), or 3 (3 x the previous duration).

Interval Variation

System
Attempts Range: 0-65535 (-1 for unfimited number of attempts)
Interval Between Attempt 5 Range: 2-60 minutes between rejoin attempts

Range: 1-3. Defines if the interval duration increases. 1(no change); 2 (2 x the previous
duration), or 3 (3 x the previous duration).

Interval Variation

JEB#ED (Cluster Interface). #(#E#£ 0 (Data Interface) A& %k (System) & LL N E (A # kb
s NHFEDE . MRS -

o SR E (Attempts) - WE FFUIMA KA, AT -1 F165535 2 []. ONG2EH B3 EHMA .
&£ B#1Z 0 (Cluster Interface) ERINEY -1 CEWRED o #3E$E O (Datal nterface) Fl & 4t (System)
(PVERNE A 36

2R Z B BY 18] F® (Interval Between Attempts) - 5& X I EHT I 2238 2 18] (19 1) g R 22 i) (A
STEPRRRAL) , AT 2 F60 Z08). BRINE R 5 ar8he T AT SR T B I SRR 1) d5e ARk i Ti) B 261
B ERE M Z IR 14400 2340 (10 K)

B PR L (Interval Variation) - & &G NTR] BEFF Ly ). &A1 1 F3 ZEMME: 1 CE

RO 5 2 QAET B REFEEI D 803 (35T b IRFFETRD o B, W R 1] ey
ZEIRIBEE N 5 o0t JPR A E N 2, WIFE 5 p Bl b AT 58 1 ks /2 10 208l 2x 5) Ja
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HEATHE 2 IRER: 76 20 7041 (2 x 10) JEHEAT 5 3 k2R . &EBFHED (Cluster Interface) (2R IAME
1, #IEIEDO (Datalnterface) fl1R 4 (System) HIERIAE A 2.

$IB8  HilBsZKEEED (Monitored Interfaces) ol A< 3 M54 0 (Unmonitored | nterfaces) % M H (14 1
RBCE 2 i 1o fadmT LU T 8O e 3 A BR 55 Bz A BS4% (Enable Service Application
Monitoring), LAJH F a2 HI %] Snort A Ol EFE I 4
28:MEZ HiEHEN

~ Monitored Interfaces

Monitored Interfaces (9) Unmonitored Interfaces @ (0)

I Q_ Search

GigabitEthernet0/0
GigabitEthernet0/1
GigabitEthernet0/2
GigabitEthernet0/3
GigabitEthernet0/4
GigabitEthernet0/5
GigabitEthernet0/6
GigabitEthernet0/7

ManagementQ/0

P IS PARA K TR S BER e, 00 O A 1 O D0 1R 4 L 52 R, (0

AU OB T F AT U2 ISR MR 9 95 S K T ML
FECT I B S 1 O 2615 A S 5 S TEAE SR 26 . BB Tl
BT 1L Snort AR B CLHE R JHEATIRBLRL .
AT AR RS TS 2 PRI
AN RAAE RO AR IR SR LS T S LT, s
ISMOSSHBUEI VS, VPC B VNeD , (ESREARIRGUE (PIRA KA INRE, I SEAIA DA 2%
CURBE RS 0 46 S8 FLIRBE S B LR OB 5 200, 6 DO RS2 PR
LK B SRR MR 1

WY Al

S|I0 AHEREEL: B ERE .

mR

TR ERRE T

EREER:

T RERT EUS I i, DA MR o, R IR REAT 27 SRR 15 AR NS AT s Y s
NAE B K B G B AR T AN AR SRS, DA B LR A

B sk af=


management-center-device-config-10-0_chapter6.pdf#nameddest=unique_166

| B

NHER
sxmakz ]
A\
AR SRR, B AT
puk

TR TR BE, ki RE>IREEE, b ES (), RAEFEERTRAKH.
TIR 2 WA B i R AR AR
2 RS W& > WEEE VR HARSLS R (BERD .

SRR3R AR, THSH O IMAERE, 26 113 1.

EFMAEE

R MEERE R INER TR 5 (Bl T M BLERR K 1D, BGE WERE T s AR, 2T 3)
RPN R . WO v, MBI AR . A7 T AR P MR 5 R A S DAL A B
ZAE R, WHSEBINMAERE 28 130 Ui,

UK
SR N TREEPFRIT B, W RE > REEE, A EE (), RnEkFRAT AR

TR 2 HINEAE R B AR

. > Mo

AEEMRT S
SRS AL AN, DU S 5 0 DA 2 2 7 B e i, B A
R o B ot P B 7 P26 BB VA IS 5

UK

TR EFERN RE > REEB EE (), R HFRFIFRE, DTSRRI,
PIg2 piidithiA£ER (Reconcile All).
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Cluster Status

Overall Status: Cluster has all nodes in sync

Nodes details (2)

REEEHA:

>
\
Al

~

[ Refresh ] [ Recongcile Alll] [Q Enter node name l

Status Device Name Unit Name Chassis URL
In Sync. 172.16.0.51 172.16.0.51 N/A
> InSync. 172.16.0.50 Control 172.16.0.50 N/A

Dated: 13:56:52 | 06 Jan 2025

AREREREITEE S, SRR, 28 115 7.

BGHEMEE RS T R I E M FRB KIEEER O

T LU Bl Kkt B b0 TR IR EE MR RE, AT A SRAR IR AL o W DR SRS I 28T 14 BTk

L, AT R E G EE SR .

ROETT LA B KEEE B ALy IGHEE MY R A P ITARBE P T A AR AN Bt B
KEGEH L b, HEPRRER — 0, I HEagksibibiie, ERnTaesch T m. &
TCEICHE N 2T AP i RIEIER T MBS KRR B A Lo 0 0, ST RE e A SR LU
TEME, AEAEHRRR A PSR I, A BB A AR — 40

RIEREVIE i

o DI By KRR BE A ORISR 2 18 ) i A A

© N IREFEIR ImMERAERE

o WERAEREAY- 6 VB AR BCE ) AT NTP M B R B Py ORI, JUDRE B0 3% [ A e Frf

[HEE
© REFECE A, DUEAERREL A B R

NAT Fl VPN, ACL %55 DL S 32 e B R R AR

B sk af=
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R BEAE PR U B0AH R AN R P 977 O B bt 2% %ﬁm%ﬁ%% DR AR A 1% A5 1AL BRI
i EMICEORFEANAE, RIS R] DL AR — N RS N o B85 RT DAAEYE I £ U [ 45561 s
EDAZBAEYE U R A F At s %FﬁﬁmiﬁmiZm%%MEo
FIRZ Bl
PR R 2E CLI A7 s AT U7 I AR
UK

%1&%&%>&%Mﬂ,5%%%@%5%E§®7%Eﬁﬁﬂﬁﬁﬂo

®3 *TfULl ‘T44$ifP**4‘§éﬁ¥ﬁ291%iﬂﬂjb%ﬁtzéﬁﬁk#%éﬁﬁ¥%iﬂﬁiﬂ%ﬁHﬁ CEAHIRI D 7 kS B A s £
#ifo

R e — NI RO IO B, SRR (A LA AR A 2

a) ERER AR A CLL JEEH configure manager add i 4 R B kB B AL
b) Jij:% TQ%>1Q§EIE’ ﬁis)zllﬁﬁilll\\j]ulﬁﬁ'

H A EIPRINCMERKY S, WSR2 113 L

5] DAZE Bk B5 4 ¥ b0y th Al Firewall Threat Defense CLI I #5857,

« RBURZSHGHE, AT IRE > REEE. X () BIrslg& > R&EEE Ui, Sninwm,
e P8R BE DI H M X SR B KRR TS BERL
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Cluster Status ®

Overall Status: &5 Cluster has all nodes in sync

Nodes details (2) [ Refresh ] [ Reconcile All ] [Q Enter node name

Status Device Name Unit Name Chassis URL
In Sync. 172.16.0.51 172.16.0.51 N/A
> InSync. 172.16.0.50 Control 172.16.0.50 N/A

Dated: 13:56:52 | 06 Jan 2025
PR A R G E R
MR DL RTS AL R
* IEFE[AIP (In Syne.) - 15 2 L) Bl KRS B A0 30

* FRACFEVEM (Pending Registration) - 7 SR SERE—8B4r, (HMR ) B KR B0 73
Wto SR SSARM, eT S AR A (Reconcile All) PLFE i} o

« LB O (Clustering is disabled) - 15 A/ 0 7] Bl KBS BP0 M, RS SR ERFAETG )
B e QNSRS IT SR 5 0 ARG, RIS AR REAAS, B 1 mT LNAETE )

o “UEFEIMAEERE..” (Joining cluster...) - 17 AUIELENMANUAE LERE, HMREEIMA . %
AT IMANLERE G ) By K BE A b

XFFRANT A, BT LA EE (Summary) 50/ £i83% (History).
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Status Device Name Unit Name Chassis URL
v In Sync. 172.16.0.50 Control 172.16.0.50 N/A :
[ Summary ] [ History ][ CCL Ping ]
ID: 2 CCLIP: 10.10.3.2
Site ID: NVA CCL MAC: 0050.5689.5e5¢c
Serial No:  9A2VSEQSQFW Module: NGFWv
Last join: 08:22:47 UTC Jan 6 2025 Resource: 4 cores [ 8192 MB RAM
Last leave: 08:22:24 UTC Jan 6 2025
B 3zt ahEidx
Status Device Name Unit Name Chassis URL
¥ InSync. 17216.0.50 Control 172.16.0.50 N/A :
[ Summary ] [ History ] [ CCL Ping ]
07:53:30 UTC Jan 6 2025  CONTROL_NODE CONTROL_NODE Event: Cluster new data node enroliment hold for app 1is
07:53:30 UTC Jan 6 2025  CONTROL_NODE CONTROL_NODE Event: Cluster new data node enroliment hold for app 1is
07:53:27 UTC Jan 6 2025 CONTROL_NODE CONTROL_NODE Event: Cluster unit 172.16.0.50 state is DATA_NODE
07:53:27 UTC Jan 6 2025 CONTROL_NODE CONTROL_NODE Event: Cluster new data node enroliment is on hold for 18.
07:53:27 UTC Jan 6 2025  CONTROL_NODE CONTROL_NODE Event: Cluster new data node enroliment is on hold for 18.

« B @) > 125 i

o

£55 (Tasks) T2 AEREAS T RN SEHT “EEBEE M (Cluster Registration) 11:55 .
c & > IREFEE A5 AUERN > %% cluster_name.

JETTBE 25 R IUIHT LR SR AR,
Reo AT TAAEEM S A5, W] BN &R .

* show cluster {access-list [acl_name] | conn [count] | cpu [usage] | history | interface-mode | memory
| resour ce usage | service-policy | traffic | xlate count}

TEA BRI R G Hn 5 S, WA show cluster fir4-

* show cluster info [auto-join | clients| conn-distribution | flow-mability counters| goid [options] |
health | incompatible-config | loadbalance | old-members| packet-distribution | trace [options] |

transport { asp | cp}]

MR
o

AT DLE BT 0T i, LR TP Mk 5% o A €0 it 45 4

BEEEPE R, 1EMH show cluster info fiy4 .
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SRITITIAN EE SR I E AR
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4 Firewall Threat Defense S S REEHITH A, 15 JCATIES 0 225 M\ A3 PR A S
SRR SEREEPIRSUHE B DL AL PR
 BARS B - A AR SRR AR 1

« MBS WARTERE I SEINPARES  FAAS BV B RS IR DL BB A ST (Y
T RD LEBER PR W RIS LU O CAB& BTN o O
m EASERERET, ANET B KA PO R R 2D 2O G AR

o EREGHE B BoREERE S ar dahs, AR CPUMRI 2. WAAER R, WA, il
R, TLEIERA NAT #i,

A

AR CPU AN AFFR b S s B~ AT snort A IR DU FK B 1

* fEbREEER (B CPUMEMITHOL. WA O, A AERR) LAEIIE )y 30 B 7s i 2 i a) B
W IEERESE T R
o SO AT TR - A2 PSR SR SR AR 1Y (0 S 3 A -

o AR KPR R AR AR N I 1)V Y P B AR R A DL . R
R R oy B A AR, ST DU A PO B8 o A P KA 52 3 REA T I .

o CWRGHE R M ARR R R RGOS . 8 AT Ok CPUE TR . A
HORATCR R R I EERL DL S SRR R NAT H i (Kdabn it . IR LI A
T RENE IR I AR YU T 2257

* BROATERESS TR - Whon SRR Y Sl T dahs . AT U AR a8 oK DB ROF B HFE 1 A
MIVEAN(E )R . Fahn i Al CPUMEII AR . AP BN . R R TS BE R NAT
et o
* CCL # IR - AT 7 A s S e B e Jcdim - B A ARt
o MR HERR AR - PR AL T s HE R U e A SR
o INFTEJSE R - F T BRI 25 Pl a6 e 2 1 s O B T I 1) 6 10
o HE PEHITAR - BT RAEREE R PR AN RO EAR el . E, 9 R REOGE T T8l
BB bR, ANIEH T4 R0 A AR
ERKFIEITRR
AU E LI B YE s A i A REAT LR o

B sk af=



| sgERA A=
srgmzrin ||
R AT IR M 5 B PR AL AR RN T SR s AT IR AL o LR RIS IR IR i 48 7E — R A4
il AR PR AR B AT IR DL R
FriaZ /il
o BRI NI KB B O b i — N ER AN A B ST
gz

TR > BT > BT RS HERR .
A P M A S U U ) 1Y R R IB AT RO s
T2 fEREIIETD, il RF () MIE (VD RIS TR & s1&.

PRI EAGECITRNGHE R, WA EERA. BOAEN N, SRS 2 A0 U6
TR AR A5 IX LE T A IR AN R i o F s S T AR (4 «

o MR — S BRI e T AR P O FE AR, AR . CPUL AR BRI H
FoOEEGIHME R DU NAT 5 .

SO — B RIS A A R A

© BATERE - 17k CPU IR AAHIITR S A i i th Ak e I Sl HONT NAT #440
5 RS B

* CCL - #Z ARSI R LS B .

$nT LI s T PR YA P e AR R . 3 D52 SRR AR BEFR FR I 58 38 513K, 1225 Cisco Secure
Firewall Threat Defense ia {7 RILIEFT

P4 W UL EAAR R b BC E N TG ) DUSE S TV R DL SR AR T /N (BRI
B EHT I A AR . ISR kR B E X (Custom) LLACE H 5 ST 4145 H H .
s BDHT AR AR E SRR BB 5 73 Bl ok ] B S

PYRS sl “HET EIbR, ARSI AR T I 1) RS A T
PSE R BR i 7 P 8 IR T Ve Bl N RO P B i . 3 FLAR TP RS B B T AR AN RN ). X T2 AN 8058, 5
BIRZAIBAT . miad LTSI bR ] 22 A28 P A

PIR6 O T E W ISP IROL IR %) FEBEA% A4 FcA O 10 D18 T2 3 P 4R e v 2519 i B AT IRR E
.

B ARTREE B AL SATIRRE R v & K AR DU B 0 b0 B 1 s iy T /NS AT IR OUE R
(IR 2. el B R T ITI AT IROUE SR AN 2 PR AL

TR O PR mIsiPREC S BOAMEIL T, BOR I a S AE 2 A 10E AP I+ i i X 4
IBATRDURIPERE o iAo 7 Tl T AR B 455 -
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o Wik — SR R IHARTUE AR OB bR, B3 CPUL WAF. 0 ERGHE R,
AR B A A P A DA S B R A R

* CPU - CPU A&, QRGBSR YIAZ ORI 1 CPU fi HIB .
o WAE - B WAAE R, R E0E P i A Snort Py A74E K .

o BRI - BECDIRAANL

FEH1E S

o B - EESOME R (BIIRS S WEAER. WAERSE) A NAT 544
* Snort - 15 Snort FEFEAH RIS 1115 B .
* ASP L3¢ — 5 RIS LR 25 3 (M s AL AR S IR e -5 2

AT LU ek o b 25 0 VA5 AP R AR R AR » A7 D82 SCRF IR A FR PRI 5C #4315 S 7 Cisco Secure
Firewall Threat Defense iaf T IRILTEFE

PR pis PRSI S A AN S AR A RIER (), AR AR AR AR

FERANE A R SCHEHITAR -

X FARRE B AR, PSRRI AR AL, SRR IEFER bR

RBHIRIR

GEREISATIR DL 2 S BRI SRR S LT AR SR G5 R, AR A8 A . PEREAN CCLRt R SE v

)%\ Eq ‘2[ l%l\ o

& 11: ELRHEIR

fEHR 15 R B

CPU SERE AU CPUSRFR TS (43 BB Hia F | percentage
[ A1 snort) o

Memory SEREN SIS Py fEdR AR (533 38006 1 1 | percentage
Al snort) .

/s SETE K A8 N B i i ge 5 R bytes

CCL #itt i SEREMIAE AR ) CCL M G5 B bytes

U SERE T (VS B R4 BT

NAT ¥4 AL NAT F it 40 LSS

G At SERE T AR I B A VT B BT

Bl AL AT T AR 1 B 053 R TR LSS
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Xt SRR I TR R HERR

T LU CCL Ping TR A PRSI HIBERS IR 21T, ROETTEUEA] L@ M T3 AR T
H.

>N

o WBEHERR SO E- IR RORBEMMAERAE, RGURKE A8 AR BaHE RSO e T BLN IR & >R &
B > LR > B DR BRI N BRSO TS I AR R HE R ST

BT LOE I it BB () IR SOHRIBEHERR , A I & & B I A L

* CLIfinih- M & > IR & B > &8 > BMXE, HTLEE—4H0E X CLL i, #Bh
HERRIERF I RE . ARG A N RRHEIT LR i

* show running-config cluster
* show cluster info

* show cluster info health

* show cluster info transport cp
* show version

* show asp drop

* show counters

* show arp

* show int ip brief

* show blocks

* show cpu detailed

* show interface ccl_interface

* ping ccl_ip size ccl_mtu repeat 2

ROE AT LUAE & B P AE show fir 4. HORTELIEE, 1S AH CLL i,

AR RHEHI & H LT Ping

R RIS, e PRI SURE ping,  JLEUE AN S SEERIRER MTU ULES, A
Mk MTU FeAE. WA ping R, REESAERGES, DMEELEERPACHNL_E MTU AL
(ol dl, SR )5 K. WER A BB I BE O R e, B TR SR VIS T30 ping BT SNSRI

////
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BEFHAR: A HE
B =smmsse EpuT Ping
gz
TR G RE > WEEE, AEENFUN ES () Biir, REEFERFEIIKT.
33 BT
Cluster Status ®
Overall Status: Cluster has all nodes in sync
Nodes details (2) [ Refresh ] [ Reconcile All ] [Q Enter node name

Status Device Name Unit Name Chassis URL
> In Sync. 172.16.0.51 172.16.0.51 N/A
> In Sync. 172.16.0.50 Control 172.16.0.50 N/A

Dated: 13:56:52 | 06 Jan 2025 m

HIB2 JEIFHA AT, S5 Al CCL Ping.
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[&] 34: CCL Ping
Cluster Status ®
Overall Status: Clustering is disabled for 1 node(s)
Nodes details (2) [ Refresh ] [ Reconcile All ] [Q Enter node name

Status Device Name Unit Name Chassis URL
Clustering is disabled 172.16.0.51 17216.0.51 N/A
v In Sync. 172.16.0.50 Control 172.16.0.50 N/A

[ Summary ][ History ][ CCL Ping ]

ping 10.10.3.2 size 1654 repeat 2
Sending 2, 1654-byte ICMP Echos to 10.10.3.2, timeout is 2 seconds:
7?

Success rate is 0 percent (0/2)

»

Dated: 20:29:19 | 06 Jan 2025 m

TR 5K MTU UG G 8 0 R/ NE SR B e b 17 A LAl Y i 80 ping A4

FHRERE
BT} 2% Firewall Threat Defense Virtual 258, 5T UL IR,

FHIa Z Al

s NI D P TIREREZ AT, R H R S0 3 2 WHR A e, I SR SR T 50 B A5 v 1)
W% ID (SEbr b, AT BT B SO MBI ARSI RO o XA RAE TR, B
Bian, LESEREd eI E s S Kl IE IR . i RT3 A R EmmUg, fln
EBEANG, 1HMNISIT IEMIRRAS (128 37 Firewall Threat Defense Virtual S5 ) B A1) 8 — A~ 5
& WG, JERE SR E ) (Day 0) A&

* X T AWS [JFirewall Threat Defense Virtual, 157E H 804 R T2 2 7 {5* HealthCheck Fl
ReplaceUnhealthy 2. IX W fR 75225 50875 A Auto Scaling 20 AN2x 6 1l545) . # ] L
MR REHERPIEFRE. HxEY, 120 (Amazon EC2 Auto Scaling F ' f5m: 25 FIKE
Amazon EC2 Auto Scaling #F2) .
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https://docs.aws.amazon.com/autoscaling/ec2/userguide/as-suspend-resume-processes.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/as-suspend-resume-processes.html
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HIB3 14 HARBUR AT AL D JR B

SR 4 BT EREA T AER

SIS NIRRT, TFIR BT .

HIBE ViR £ T AR A

BT WNFHIARER, B KA H 0 2 SRl
TS5, SIS UUID 24

\

KRS %E
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B B EI T REFN SR BT

#87> Firewall Threat Defense DIREANZALRESCRE, AT HE 7> DhREAAEFE BB L5230 FF . FAb D) fgn
BEXT ] IE A RIS T R I

AR RERI R BE
LU R INREAE R IS RE IR UL T VAL, K & S Hedidh.

\}

AR EAESEMAENN FlexConfig Thfie (4140 WCCP #:3) , &S (ASAW MR E 1) .
FlexConfig o VFIEACE B KA B0 GUI AAELEMIVFZ ASA ThRE. 152 [ FlexConfig 5.

« L5 VPN (SSL VPN F1 IPsec VPN)
o FEN I RORS B ) VPN CREF SRS ) &
* DHCP & /" %ig 2545 FIACHE . S ¥F DHCP 4k,
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AR IRE: WUORAEIENE L, %R SR R A& [ R R

XA DIRETT 5, DR RO A, T BT A SRR T T, Sl AR T A P i
HEATIER.

AR EAE W ER AT P FlexConfig Dfie (5141 RADIUS £l , 125 (ASA A
BeEHRH ) o FlexConfig SLVFEICE B KEE FLH O GUI WAEE V2 ASA Thfig. 1EZ 10
FlexConfig M

o LUF N KT
* DCERPC

* ESMTP
* NetBIOS
* PPTP

* RSH

* SQLNET
* SUNRPC
* TFTP

* XDMCP
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https://www.cisco.com/go/asa-config
https://www.cisco.com/go/asa-config
management-center-device-config-10-0_chapter20.pdf#nameddest=unique_423
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BE#l TrustSec Fn&E2f
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Router A

All units are using OSPF ECMP Load Balancing

with neighboring routers
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Router B
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DAL R B o 1 1-1023,

 FEZAN N E AT PAT ith - 247 2 20 MU AR [R]— PAT i, AZ00A: MU A2 11 ik
o DAFEFTATN AR e 1, BUEAEITA N A “ AR 0. ANBEFERLIN iR

BERA: ARE .-m



BERA 2tz |
B sreiomms

AR E R DM “AER” 0, A NRGE REICIR R R B R A b T LA
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* TFTP
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SIP M AL %
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2. BATE RS BAT AT HAd v o A0 2 Wiy I 2835 5K s ALSERBCEAE 1 F1100 2 08], L 1 4 e
k.

3. WUERIEAT KA 45 MYJE AR 5y — N A BRAL T RN, DU e R 4 A

N

AR WERZAN RO R LS, ARG sl A4 FRA P 5 B e 42 1Y R
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HI T RS AN RAZE LI A & IS HH# Y SYN Cookie T 15 K, AR5 B R AT
A BRI, IR SYN-ACK Bl W R B P 4 .

JITAT B FRIRS HOBr AL B 3188, A K SYN-ACK Hodfa (o A 210%™ i o
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A3 B e B A IAEAT 5 S 5l e e e e R B T AT
U R WAL IR BT SO 0, EORE ) 3 i S AT B R N
TR AT bR A5 B S o S BT A 1) [ i S IR AR SR

ICMP 70 UDP B &3 7 7= 51
LU R 1SR T B A

BERA: ARE .“



BERK:

>
\
Al

~

- I

1. 36: ICMP 1 UDP ¥4 7%

1. 1st UDP Packet 4. 1st UDP Packet

9. 2nd UDP
Packet

Inside

Outside ’
[ ]
AE—

5.2nd UDP Packet

After step 5, all remaining packets
are forwarded directly to the
owner.
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KR A
Yl i) 10.0.0 10.0.0 AT SUIMAERREIT, B o i #E Y RURIE ping,  HEHR /N 54
MTU ping Wit 2% P HIEE % MTU LR, U\ffﬁi‘"% MTU He#itE. R ping KW, e4%
R/ MTU R4t AR LA MTU, FF4REEER L 2, T2 MTU ping ). BEI ping {23
HE2E R W7R7E show cluster infotrace 1, [RIIGZRT LK MTU W% 4 o) HIH,
SRJEHR
R ping 2R, RGN ARV RUMASERF . fEXF GO0, BFERR
fifp MTU ASUCHC ] 8
BATRUCKE A AL MTU (1NN B0 s SUAE, B an RS TETE T s
FMLECE, DU AT DA FH S A 42 i B s 1) AR (R R R
WINAEE I #r 4. show cluster infotrace. show cluster history.
KT SR B ) 5| 7.6.0 7.6.0 TR INAE TR, S AR 5 R B N A SR I B i MTU
FLH MTU ping R PRSI Ping 153K, DAL AY MTU HEAPE. BEaT, A UK % Ping.
W ping RIK, RGESAERGER, DUEEY IEIEREAS L MTU A~
DUC Ry i), AR 5 HR
INIME S fir 4 show cluster history.
SEREE R ping T. | 7.2.67.4.1 | T3 & nT U I AT ping A A2 15 A SR I 1Y A0 R i B A 42 1) AT
A, FER: . W SCE ISR — A 32 B R R SRR B B L AN I
fif, o, AERER SRR MTU BE v B s TIEHACHl L MTU.
FEMESIOERE: RE > REEE > B% > SHEMKE.
WU HERR SO AR R R | 7.4.1 74.1 T “R &7 (Device) TUIHN EABREAN B LUKAE “AE8E” (Cluster)

BTN “
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BT A SRR A SRR B R HE R SO o 0 TR, ST LLfs
P SCAE N 8O — NG SO SR T LU SEREY fs AR A 2 H
o BHWTLINIRE > REEIE > B > MIBEHERR ST 1 b il kS
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PTG R S LI

* %% (Devices) > & & &2 (Device Management) > 1% & (Device) >
EH (General)

* %% (Devices) > & & &I (Device Management) > &£ 8% (Cluster) >
EH (General)
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