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AEEEE CEHL ERE R, [FIRERE LI B I 2 N A& TR M. T
¢ F§ VMware fl KVM 7EFAF 2 1 #558 Firewall Threat Defense Virtual 828 AN S 8% BT KR .

)

B BB, AR . SRS R TI A RIAERE . 4 40 T,

s KTBHEEAR: FAfis, 10

o BEERORVFANE: A5, 5

o WML AT s, ST

< SERERMEN: R, BT

c MERERAR: s, #H8 I

o EHAERE L, 2270

o WEER: A i, 32 W

o BEERR MR A=, 38
 BHEHAZSE: Bfin, #4070

o SERERMEN: FAH =, A S1

KTHERK: BT

VNSEPIAE ST S AYSE MR (DL N

ESRFANAT A\ P £ FH

RS 2 G0 K, AR B TR BRERAE, B il UL T SR Al it -

o PUSTI ML (RO SERERIBERS) , It VXLAN #2200 FAER NG . VXLAN 78245 3
JZERL% FINEE 2 )2 BRI Z%, il Firewall Threat Defense Virtual BE%5 10 1ok 52 BEA7 ) BE 4 A ik
IR/ R .

| ek 185 ]



B svnusssse

BEREAR: BT |

o SAEE BT KRS FYT RIAR, H T3 TECE MIEYE . Firewall Threat Defense Virtual 35280055
FH T8 BEAEFE T 1) Management 0/0 #2111

RESRHE N I, RT3 i o w7 BRI A A 28 3 R PR LM LU R A2 — N SR A
(¥ Kl s DL 7 285 1 -
© SRS TR p - AT U i e 8 B AR AN ACL 1Y s 2 B AT S 28

o SEH 2 ERARE Y - R T e SR A S B A B AR R TRISAT D T

\}

AR AR 2 BB LUK MIIE.

ERINEETRAe

AR U PRI A IR S MR SIS, RS A e R s (s
GATREE A 1 F) 100, Hr W EIIE S, DT AR R R RO R, T
LGS B R I A A, BN RSB AN A, BTLL S O R

SEREP A RO A RCE . BIRAITRE P R RORE RO Y RO NSRRI 2 6 2
P B ROBCE, DR T AR TR AR BT AE A2 Y R B PAT WA

AL REAEERRE R Ry e, Py R A I L D RE (K i A U

T mT LUK SR G BN BT 1

MSZRE PR IEH M i 0, BEME DA B O A 1P skt J T B . BEAMZ D B 1P
B2 e b, AR TR e AR ROE N, AR TP MR RS BB RO A, Al
ST BT DUTC 4R R 4L

ANSZHRAL TIPS #:10 (IR RITE YL 1) AR hS7 i 1

1T DRC B  RE AR sl L&, e vr DO i I RC B A TP ik, JEERRE T R L
Mg E e 0 CRARFEHIY s Bl — D

W IRAE AT L L) T S A A

B sk BBz



| sERA G2

Inside Switch
_a—

Load Balancing: ==
PBR or ECMP 2

[
eth0/0

eth0/1

eth0/2

eth0/3

gmagn [

Outside Switch

= Load Balancing:

PBR or ECMP

Node1/Control

@

inside elh1f2 (g cih1/1 outside

eth0/0

10.1.1.1 (main)
10.1.1.2 (local)

fj(lq 165.201.1 (main)
209.165.201.2 (local)

Node2

inside eth1/2 G 3P cih1/1 outside

eth0/1

10.1.1.3 (local) ¥ 209.165.201.3 (local)

Node3

eth1/1 outside

inside eth1/2

1 °C o) 1 eth0/2

10.1.1.4 (local) 209.165.201.4 (local) etno/2
Node4

inside eth1/2 g P <th1/1 outside .

10.1.1.5 (local) $205.1652015(ocal) | 1

N

xR

REREIFRER

DI %N ES

ANSCREER 2 JRRS X LUK M8 TE

RS ER T, A5 Firewall BUMMYIAH 42 DA R B O IP HHEAT MAC Hihik. 0% 3K
(PBR) & Fh S it s Iy i .

MR AL PBR H Ay B 780 A AT R SE Rl vt A1 U A sk o7 vk

PBR A4k % B SR AT ACL A HH g tH g o 207 E AR P (W T AT Firewall BB B8 2 18] 5% 7
Wi, T PBROGHERAES 1, PRI nT BEA I3 032 SEP e I S BT R . O T R A s ARk e,
AIENLE PBR ﬁ’iﬂlﬁ DA 3% 22 1) it i Bt B0 R 3 [ B8 A 5 1) B[] — A Firewall J Wi o 451
i, AR — G R s, AR SUREA R R TOS PBR BIATSEITC AR . AR 10S X S B ER
{fi [ ICMP ping 45455 15 Firewall @B . $R)5, PBR I HHE4F & Firewall BP0 ¥ 0] 17 1) £
K FHECAE FH i s o A OCTEA{E B, 1E S LU T URL:

http://www.cisco.com/c/en/us/solutions/data-center-virtualization/intelligent-traffic-director/index.html

http://www.cisco.com/en/US/products/ps6599/products_white paper09186a00800a4409.shtml

1ZRH
I BST 82 R, EAS Firewall BRI #2028 088 B O 1P suhbEAl MAC Hohk. S50 2 42
(ECMP) % i — Pl 8 ¥y 15725

R C AT ECMP I Ay 8278 70 A BT 10 6 Rt e, AT T U I vk
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ECMP % i o] LIl ot % i fabn 2 s AL 2 4c “ Bk it” ¥R 8a. '© 5 EtherChannel —#¥,
AT DU SR H s TP bk K2 /sR50RT E bty 11 1 EOT R A B R B R —BR o S s % e
T ECMP 1, W Firewall B0 Sf 2 S 30n 8 WAk 4k LA i i, &4 #BE Firewall
JEUHBITAE IR k. TR, CRAE R RS s 3 55 B I A i AR T RE Bl SR
Ero BATBEER AT BN th P BORAS I bR 26 th, AEIXFME DL, 20 e 4F £ Firewall Ji
JMSI A A 2 I B2 % H

SRR HI TR

FEANTT UL — AN O A SERER HIBE I ) VXLAN (VTEP) # 0. 5% VXLAN FUPE4HME &,
HZEE VXLAN #1171,
VXLAN Fi% 8 3 &5

VXLAN [ 23t (VTEP) % %0/ T VXLAN BRI L. A VIEP AR 288 — 2 A
REPIE RN VXLAN W FRIRAF (VNI #2105 DUAFRA VTEP 68 s i, HTh VTEP
Z A VNI #2037 fsiE . VTEP Y54 L& 2465 1P 4%, BT VTEP £ VTEP 15 .

VTEP iF$ 0

VTEP J5#z & — AN LS VNI 2 AR DGR & B Firewall Threat Defense Virtual £ 11, #57]
PLKE—A~ VTEP Y54 LS & O SRR I RERS . YR8 SR, DB I B A o A
VTEP 53 LE R — T W _ LA —A 1P Mok, b7 W5 P A e 2, JF H L RE AR
HEHZ .

VNI 0
VNI 2 28T VLAN 4210 g — MR, el bRl SEIL M SR s egn e P Pz 1 b
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FHEE{K VTEP
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HEEAKIFALE: FAR R
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* FTDvS, FTDv10, FTDv20, FTDv30, FTDv50, FTDv100

* VMware 8¢, KVM
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o MU EETERS BIBE RS 5 FH EiTI RS « 4528 Firewall Threat Defense Virtual i, w] DUE T 3 &
"DeploymentType": "Cluster"ﬁ: Day 0 ﬁﬂﬁﬁpﬁﬁfﬁtﬁ%{/ﬁo ), E%ﬁ%/&ﬂ@ﬁf%ﬁﬂ:ﬁ
Je s B IREHT A B AT A e HT B

o (IR KVM) 2506 KVM EHLERIFTT VM ] CPU 2y X (CPU Fl5E) o

© WIAEIR—AMEREIZE . BATEBO FTAT 1Y sl AL A R = 0 CPU M ALY, & BT i 1
PERERS 522U, DAULRCHE BE AR Y

© WAL I T B e B0 JEAR IO B o AN SCRP R4 A B
* WABAT MR RRAS, THEANIRIER b SCRFE P T2

© WAL IR

© WAHER A

o AFAH AR A BEBREAT H 1 E3

o PRI A I BEAR FT AL RN RE . ASCREIIDIRENIZERE , 2 40 WL,
o Bl A ECEAL AT VPN S ] DARCE 2 i8] VPN

BAASEE R L K

B R BT JCha 7 B RO NTP IR 5545 1 BN BT AT SR AR 1Y Rl Bl U7 1) (R P S AR 55 2% SR ERAEIE A A2
BOAOUT, B AR B0 A8 ]S B AR ) NTP g5 s o ARG BT A SRR 1Y R BRI 1) %
B, T LA B S SR IR o

RHRAER

TS WL SE AN L B PRRC B AR . W PR R RIS R B (i L C . T IER CE D IMTU.
BROANSOUR , SRR HIBE RS MTU Sl 88 LEse b 1 154 527950 WERATHALY MTU AL,
UEERETE CRE R 2T ORI, B2 % 1Y RUKOE ping, U NS SRR
HEEE MTU ILRC, AR MTU SRAME . WERVIAR ping R 47 xR A BN OB (2 K/ (MTU
BRUL 2, SRJSERLL 4, SRJGBREL 8) %I4T ping, HF ping . WK ping R, RG4S KIE
B, MBS IE IR A Bl E MTU VLR ), AR5 .
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SRBVEN: BT

SR A
AN SR ] A

IPv6
R R B AT AEAE ] IPv4 A 52 3 FE

oAt AE

o M A H RIR AN SR (AN N E N EtherChannel 32 11, J5 FH 8i2% H Firewall Threat Defense
Virtual b0 A8MINAZHALLLIE K VSS 88 vPCy ZEAERE AL TP Huhkskdz O #sl)
NS ARG B D, JFAE 5230 0 ST 5o min R4 1 BB R 438 o 43k 40 BT e se i HLRD
BEGCFRPRIPTA RS, Bl VR A s RS A e

o KA NI BB SRR B RTINS A I, AT BRI I T Mt/ T RO TONAT
o AT, EFFMEEE O HERER; B, E5F FTP K FIN/ACK ¥fli Wi FTP
R . AEUTEOUT, R EUEE AL FTP .

o TR ) TLS/SSL &R, fRFCIRAAFL, WAGERPrA & RN, WS FERS . &
TR SR . R RIS CEATILE “AMg” D AZ5em, JF HATEL
IERR .

o AT RIS O I VXLAN; H A SR H 8 % 2 £ VXLAN.,

EEREINE
« ¥ B4R cLACP 248 ID HARGAEHERIA R 1.

« BRAEOUR, SRR ROV A I REAL TR APIRAS, OREFINTADN 3 80 BRINIE UL, fEPTAT &
H R T RIs AT IR B A%

o T A M AR T I B % AR T S EL B I\ T RE A 5 B 2 T PR IR o
o TR A s R R 1 AR BE E S EF NN BE A E 5 o BhaaRk 3 Wk, BRI E A 2.
o X HTTP ¥iim, BRNVAH 5 B RIIEREHIER.

FHER N
G R AR LR B B B A N2 LA A, 15 7E Day 0 BiiE TP A "IfNamingConvention": "O1d"
SRS o

| ek 185 ]
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EBEMHERK: AB =

BL{E#E Firewall Threat Defense Virtual 5l B4R, iHHATLL FAE% .

Par AR
EEERORINT S
FEMC B AR TR B BN AL SRS R BRI B kR BSAE BrpG BRI B

UK

$I8 1 fi#E Cisco Secure Firewall Threat Defense Virtual A [ 45 58 B RN FERET 5,
EREP T W

o WU BEREYEHIBERS B - BT ES . %28 Firewall Threat Defense Virtual I, A] DLIE % E
"DeploymentType": "Cluster"?‘:r: Day 0 @Eﬁ*ﬁhﬁlﬁtﬁwﬁo 7ETJHJJ, Eﬁ%ﬁ%ﬁkﬂ@ﬁ%%Eﬁ
Jii s TSI A BN A R B

o (PR KVMD 254 KVM ENLEITA VM A H CPU fifi4r X (CPU [#H&E) .

PR 2 RPN AR A [ SR 2 (R ST A A N B KA PR AL

THZ AN YIS IN B - FEATCE . BnT LGRS A B IAERE, SRR RR TR IS 24y
Ko BAETRINB A I BEE WA BCE (VPRI V7 MRS ) 2l s R DT AT SR A 1Y i 4k
TR AETE AR A I 2 PR 49 R

lfER =

MBI KBS B L R A B AN A AL R

FHia Z |l

FLEDRE SRR, N SE 2R ARG AT E . R CRCE R ThhE, WP A
MG, Flan, AR OSSR DA (I BVD _ERCEATAT TP uhik.

S G RE > REEE, KSR > £8.
HILRNEEE RS (Add Cluster Wizard).
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nizez [
B 1: 5 mEERS
Add Cluster Wizard ®

G Configuration 2 . Summary

A\ Create a cluster for supported models. Note: For the Firepower 4100/9300 and threat defense virtual (AWS/GCP/Azure), use the Add Device option.
Make sure connected switches match the MTUs for data interfaces and the cluster control link interface.

Cluster Name *

[ clusterl ]

Cluster Key

[ )
= )

Control Node
You can form the cluster with just the control node to reduce formation time.

Node *

[nodew v ]

VXLAN Network Identifier (VNI) Networ Virtual Tunnel Endpoint (VTEP) Networl

[ 10.10.1.0 I / [27 (30 addresses) v ] [ 209.165.200.224 ] /

Cluster Control Link * VTEP IPv4 Address * Priority *
[GlgabitEthernetO/? v ] [ 209.165.200.225 ] [ 1 l

Data Nodes (Optional)
Data node hardware needs to match the control node hardware.

Add a data node

$IE2 IR R E ERBEZ R (Cluster Name) 15 3 I iF &£ B2 4A (Cluster Key).
« EEB¥ZFR (Cluster Name) - 1 | 38 NEFFI ASCIT F 75 o
o SEB¥E4A (Cluster Key) - 1 3 63 NF45M) ASCI 45 i . SEB#24A (Cluster Key) 1i 1 T4k
InEsH . AR AR, BRRIEBRRSE A R R, eTn & LA S
FE3 X TIEETE, EITU N RE:

* 5 (Node) - EHE— TR EAE A by R 4 B KGR by TR BRI, B B ek
IR kSR IERI S PR N e C YD W E ok REDS

R

WA AE T AR A B R (O) Kb, R DA R s
SEARAES MR, RS AR BT ARRE Bl

W

I
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2:BLE B

Configuration Issues

o Incompatible Smart License(s) - AnyConnect APEX
configured on node1

o node device deployment is pending.

Close

Bk BRI, IR A ORI VPN VFRIIE,  JFRE A BE O T SO % 21 B o

* VXLAN R&EHFRIZFF (VNI) B4& (VXLAN Network Identifier [VNI] Network) - 2 VNI #2445 &
IPv4 T-M; ZME AR IPv6. J55E 24, 25, 26 5L 27 1. 1P Huhib¥i ok A 5h 7 Bo 2 ik 2%
IREAN ST 55 . VNI W& EAEMFE VTEP M4 EI8AT a5 le ftl i 2%

EEHEHIHERS (Cluster Control Link) - 52 H T SEBEf b 05 i i Bz 11

EiBRE L (VTEP) M4 (Virtual Tunne Endpoint [VTEP] Network) - 24384 1 j 2545 &
IPv4 T iZMEARE IPv6. VTEP 455 VNI INESAN], e T BRAE T 42 Tl B i

* VTEP | Pv4 itk (VTEP |Pv4 Address) - It 7Bl B 2h3E 78 VTEP 4% LI 5E — /N

« AR (Priority) - BEFEHI SUERRM LA ST e, BRI 1 3 100, H 1 K

F e BIAERR DL B B B AR T AR /i, A2 F UCENLARAEI, By Rl A 4
Ko

SETA X THETA (%), MbiRMEHET A (Add adata node) LUK 17 i iS4 #E -
ST DASUAR PP R SR DU AR B N (K3, A ST B T AT 4 e SRR

P17 B E DL A
* 15 (Node) - IEPEER NI e 4 o
AR
WRAELET 5 4Rk I E B 2 (O) [bs, 5T LB bR DL A B B E . AR

SEARRE, MRV, RS TR TR ST AR .

* VTEP | Pv4 Hitilk (VTEP IPv4 Address) - 2Bt B33 78 VTEP 4% [ F—/ Mk,
* fRFELR (Priority) - BB 45 W RUEPEMI MY SR SE . PRseMfEy 1 2] 100, Forf 1 K
[
PE®S e, SERE, N5 AHRTE.
SRS SR TIELE S AR A BAE R . 5 SR P S S T AR R S I 1Y) VXLAN #2110
SRR RTE & > TR TUM b JRITHRE A5 SR R
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3 EeREE

ftdcluster (2)
" Cluster(Individual Interface Mode)

172.16.0.50(Control) Snort 3 Firewall Threat Essentials, IPS (3

770 Manage Default AC Policy N/A
172.16.0.50- Routed Defense for VMware more...) U
17216.0.51 (SASES Firewall Threat Essentials, IPS (3
a 770 N/A ( Defaut AC Policy N/A
17216.0.51 - Routed Defense for VMware more...)

T IEAETE R mi 2 B br o

475 S

D ftdcluster (2)

" Cluster(Individual Interface Mode)

® 172.16.0.50(Control) Snort 3
172.16.0.50 - Routed

D 172.16.0.51(Disabled) Snort 3
172.16.0.51 - Routed

R DLl i 5 ity i@ %A (Notifications) BIAR I $E £ (Tasks) Sk i S 17 s MHE Ol B K i
B SRR S M S “HEHEA M ” (Cluster Registration) ££55 .

Q. Search Deploy Q0 & @ ‘ >

Deployments Upgrades Health Tasks & ‘ ‘) Show Pop-up Notifications @
@ 0 running 3 success 0 warnings 0O failures [ Q Filter ]
@ 1010013 Deployment to device successful. m

© 1010112 Deployment to device successful. m

© TD_Cluster Deployment to device successful. 48s

TR 6 L RCEARREN SRiE (2) B BN BUE

K2 HONC B AT DN RN, i AN TR R 1070 e B, P DUSE e N1 R s 24 K
{H L RERC B B MR

TR £ i%E > REFEE MR FH L, ETUE IR ERAM IR,
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ftdcluster

Cisco Secure Firewall Threat Defense for VMware

Cluster  Device Interfaces

General

Name: @
Transfer Packets:

Status:

Control:
Cluster Live Status:

Troubleshoot:

Security Engine

Intrusion Prevention Engine:

Health

Policy:

Advanced Settings
Application Bypass:
Bypass Threshold:
Object Group Search:

Interface Object Optimization:

THZ A EH (General) X Y LU SEHFF 3 il -

BERK: AT

Routing

DHCP  VTEP

4
ftdcluster
Yes

(]
1010112
View

Logs G

Snort 3.0

Initial_Health_Policy
2024-11-04
00:08:18

174
No
3000 ms
Enabled

Disabled

License

Performance Tier :
Essentials:
Export-Controlled Features:
Malware Defense:

IPS:

Carrier:

URL:

Secure Client Premier:
Secure Client Advantage:

Secure Client VPN Only:

System

Policy:

Applied Policies

Access Control Policy:

Prefilter Policy:

SSL Policy:

DNS Policy:

Identity Policy:

NAT Policy:

Platform Settings Policy:
NGFW QoS Policy:

Zero Trust Application Policy:

FlexConfig Policy:

Cluster Health Monitor Settings

Health Check

Timeouts

Hold Time

Interface Debounce Time
Monitored Interfaces
Service Application
Unmonitored Interfaces

Auto-Rejoin Settings

Attempts
Cluster Interface -1
Data Interface 3
System 3

&

FTDv50

None

&

Default AC Policy
o

Default Prefilter
Policy

Default DNS
Policy

® ¢

Enabled

3s

9000 ms

Enabled

None

Interval Between Attempts Interval Vari

5 1
5 2
5 2
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* BH: (General) > ZFR (Name) - il id sy mig ()5 U R AR

General

Name: @

Transfer Packets:

Status:

Control:

Cluster Live Status:

WG BLE AR 7B

General

Name: [ ftdcluster

Transfer Packets: [:]
Compliance Mode:

Performance
Profile:

TLS Crypto
Acceleration:

Force Deploy: b

Cancel

ftdcluster
Yes

e

172.16.0.50

View

« B} (General) > BF (View) - J5iHEF (View) B LT T ERHIRTS (Cluster Status) X G HE.

General

Name: @

Transfer Packets:

Status:

Control:

Cluster Live Status:

74

ftdcluster
Yes

e

172.16.0.50

W {EEEBHIRTS (Cluster Status) AGHE 1 it iE £ EB (Reconcile All) LA H 83 M £l f 5 e
TSI AT LAY 05 ping JHSEREEHIRE RS . 18 S 0 (SRR HSE M AT Ping , 2F 38 UL,
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Cluster Status ®
Overall Status: Cluster has all nodes in sync
Nodes details (2) [ Refresh ] [ Reconcile All ] [Q Enter node name
Status Device Name Unit Name Chassis URL
b In Sync. 172.16.0.51 172.16.0.51 N/A
> InSync. 172.16.0.50 Control 172.16.0.50 N/A

Dated: 14:08:46 | 20 Dec 2024 m

o B> B HERR- AT LLE BRSOl R 1S, BT AR AR CLL. 152 P RFE RO T
fr: Bz, 938 1.

=3
[ 6: B pEHERR
General &
Name: @ clusterVFTD
Transfer Packets: Yes
Status: []
Control: 10.10.43.21
Cluster Live Status: View
Troubleshoot: Logs  CLI  Download

P8 (1 IRE>REEE L, R Rm> g, BTLONE B R R s p s SRR RS 1
IFRCE LA M BEE

B sk BBz I
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ftdcluster

Cisco Secure Firewall Threat Defense for VMware

nizez [

Cluster  Device Interfaces Inline Sets Routing DHCP  VTEP
172.16.0.50 %
General 72T System oG
Name: 172.16.0.50 Model: Cisco Secure Firewall Threat Defense for VMware
Troubleshoot: Logs  CU Serial: 9ABB837GVVJ
Mode: Routed Time: 2024-11-04 08:51:07
Compliance Mode: None Time Zone: UTC (UTC+0:00)
TLS Crypto Acceleration: Disabled Version: 770
Time Zone setting for Time based ;
Rules: UTC (UTC+0:00)
Device Configuration: import  Export  Download
OnBoarding Method: Registration Key
Associated Device Template: None
Health Management o @ Inventory Details c
Status: ° Remote Host Address: 10.10.012 CPU Type: CPU Xeon ES series
2300 MHz
Policy: Initial_Health_Policy 2024-11-04 00:08:18 Secondary Address:
CPU Cores: 1 CPU (4 cores)
Excluded: None Status: o
Memory: 8192 MB RAM
g‘uat‘ﬁg l:3and Check Latest Status Storage: N/A
Chassis URL: N/A
Chassis Serial Number: N/A
Chassis Module Number: N/A
Chassis Module Serial Number: N/A

B 8 ik FETim

172.16.0.50 v

172.16.0.50

172.16.0.51

* HM (General) > #FR (Name) - L il #RiE (&) SRR BoR AR

General Ld_r, it
Name: 10.89.5.21
Troubleshoot: Logs cLI

Mode: Routed
Compliance Mode: None
TLS Crypto Acceleration: Disabled

WEBE AR 7B

HERK: BT
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General ®

Name: [ FTD2 ]

Mode:  routed
Compliance Mode: None

TLS Crypto  Disabled
Acceleration:

Force Deploy: >

+ E18 (Management) > | (Host)- 41 GE7E ¥ 2% LB R SO0 T 47 38 1P Mk, U DAZIAE BI7 K B B
HpUCy HE TCECHT () ki DL A BE P kb Vs i) P4 e e% . B OEAR RS, 4nfE B 12 (M anagement)
XAk R EH (Host) Hudik, 4R 5 58 o % .

Management ()

Remote Host Address: 10.89.5.20
Secondary Address:

Status: (]

PR WERAEAR A I (K15 DL B SB e nl, WEDHT R S A SR 1Ym0, DU R ARl

Pt (KIAR KT 35 2 B O P BT 3 i 4 o
AR A Z R TR, AT LBk X —2

P TS B s o e R B L e, DRI AR 1) B B 5 S R A A e M /N R B 0 LA R AR
B TFEY (100 215D A VXLAN JFH (54 2715 o BRI, MTU S & A b m 2o 2
FMTU (BRIACK 1654) 1 154 A0 WU JE R £ 1 MTU, 1555 5 [F] I 58 QS 47 il ik
% MTU. i, B+ Ak MTU 9198 £17, DAt @i 2cin 2 11 MTU 7] LU 9044, i £E R4l
B a] LR A 9198, I Z L E MTU.

Tl RO A2 132 B SRR 7 1 B Bk 1) S IR L B N TEAf TG TR MTUs 50, SRR AT RE 2 R

AT UM I B S AR A AT 1 o B2 U IR I e 1, BN T 1P
HuAE LRI A 0 TP Mk SRR AR RE 1P bR AR ek, A6 28 T AT i S
IREE S EEt AR DV Py v Ju
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| sERA G2
meemsrrnkizes [

\)

AR AR TR

UK

S EFE X% > itk LIS IPv4 FI/ER IPve Mkt . i 2 5 Hohl it o
B AR IR A S A R bl . RERLIP MR AN S T, (HFE A TR Mg . Tk
PERTAA 2 23 T BB 5 W& R D) A Ho b o

PIB2 EFHIE > REEE, RFAHERT &8 (©).

B3 midiEO (Interfaces), ARG sl — MR D) 4wi8 (2).

S 4 7 IPv4A L, #iN P ik FIHERD . otk 1P Hll R AR B e Mk, 26208 T 4T s dl s 4% .

HIE5 M IPv4 ikt (1Pv4 Address Pool) Rz, A a0 e ikt .
WREFIH MAC HuhborEegs sbde 1, N5 24 H FlexConfig Sk A1%—~ mac-address pool .

HIE6 7 IPv6> B[N IPv6 thtibith N4k rh, HEFRE A kit
PSR fE iy N E HAth bz W E
$IR8 iR

VR, SEnT LU R ERE > ERE 8 IR SRt i 2 B P o C A e o AERRE SO Jm, A B

T g Ms— /= |1 - .;\;. A ===
BEEEMETRRAEEEE
& B (Cluster) T ERHEITINR MITI&E (Cluster Health Monitor Settings) #1734 o~ N &k
fF R
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B e=smamonmses

9: ERHBITINR IR E

Cluster Health Monitor Settings ® ¢
Health Check Enabled
Timeouts

Hold Time 3s
Interface Debounce Time 9000 ms

Monitored Interfaces
Service Application Enabled

Unmonitored Interfaces None

Auto-Rejoin Settings

Attempts Interval Between Attempts Interval Variati...

Cluster Interface -1 5 1
Data Interface 3 5 2
System 3 5 2

FLERBTRREIRRER S RIEFH

FH 15t AR
B AT
DRA I 18] 0.3 3 45 Fb 2 [6]; BOAME N 380 N THAE W SRS ITIRDL, ST

RAAEER A T BE R RS heartbeat B ACK B ALY o W2RAY mAEDR
FEHIA ARIZACRIOR FOR AT RUAEAT heartbeat 18, X A54Y Rl LA
ToMi N BTG A

2 VB AR [ B ) AT 300 F1 9000 =02 1], BRINE A 500 Z2F0 . 2 1B B[R] i [R] & 5
FUBEZ A0 A R A s oK 1 0 BT P I 53 2 iy 20 R R (1] o

TEsisEO B2 FHAT RS R Ak M P B e SRR s 38 B 1 (1 B AT ) B i
FERFRE T R B AR, (R AR Y f B[R] AR O R A I sl
Ho e IR AP IR AZTT o 1Y RAE 2 RN TR Je SRR FH I3k 1 52 X
YT ST DURAZT 2 BEAE T O IEAE ISR R B 5o

155 N H RIS AETTN Snort MIEAE O HEREEAT % .

A2 RO BRI .

B EHMNLE

EiE3n R SRR B I SRR 1 1 Bl BT I\ B
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FE 15t AR

SRR AT 1 165535 20l BOAMEN 1 CARZRRED o SE SR IF AW
REL

E=sniwanl:o1a] AT 2 A1 60 200 BRINE N 5 404t & SCH IR B NN 2238 2 8] (¥ 7]
BAEREEI ) (LA ok BT o

[ B AZ AL AT 13 208 BRE R A REFF S 0] 1 4% . 5 SO 5 B ndE ik 2
) 1 B R 2 A ) o

VA SR B O ) S E I B

ARk AT 1165535 200 BROAMEN 3. % B SR EH I IR

R[] K 1A e

T2 W60 Zfa)e BRINEN 5 3 Bhe 52 SCPTUCHET I 2218 2 [a] 1 1)
PRz 1a) CAM o )

[ A2 1 T 1A 3 20 BRIMEA RIRRHFSE AL 2 4o S SCR AT BRI 22
W T B R SE N TR] o

RE BRI ERER ) QS I INARE . AR NRREIN . A
N RS

ZARIEL I ¥ 1165535 2 1. BRAAEN 3o BEESLUHH A M IREL

SR ] K 1A e

I T2 W60 Zfa)e BRINEN 5 3 Bhe 58 SCPTUCHET I 221K 2 [a] 1 1)
BEFFEETR] CRAZM BN BAALD o

A

T 1A 3 206 BRIMEA RIRRHFSE AL 2 4o S SCR AT BRI 2
W T B R LN TR] o

\}

AR RSN RGUE ROV, WIFEA T R QAT ROUR 2 N ANE 1 7 Bl A 2 2.

SIS WIN i1 T S Ry 4

Hs 0] DL P AT A 3 M3 ID BN FE 32 1 ID, L A% Snort UG OO HERE. BT IRI I 5 ANTE
VLAN T LB 0 (Fldn, VNI BVD EHAT. BASRE SR B R L B s, EaR&

AU FIRE -

e iR & > REEE.

FEEAE AR 70, i #R38 (2).

il &E8% (Cluster).
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B4 EEREITIRORMIEEEIEE (Cluster Health Monitor Settings) #4), siii 4848 (£).
HIBS  JEN A IHEITIRIRE (Health Check) 1 HUAE ] RGEE 4RI 2
B 10: 2R A FITITIRREE

Edit Cluster Health Monitor Settings ®

Health Check @D @

v Timeouts

Hold Time Range: 0.3 to 45 seconds
Interface Debounce Time 9000 Range: 300 to 9000 milliseconds

» Auto-Rejoin Settings

> Monitored Interfaces

Reset to Defaults Cancel

A R AEATAT S O (s s B s 82 0 . 8 AR IS AR sl i 0L A
IS AN VSS . vPC B VNet) , NS RGeS B Lh g, EZAEHI CAE A%
PR R . 0 P & S B o B HLRC B S B 2 R AP BT 1m0, 0T UECHT A T R e ATk
UKL A T REA A AR 2 1

SE6  CE CRFRI AR B Sk ]

* {R¥FATIE] (Hold Time) - 2 PR I TH) LA 2 P 20T DB AT B AT g i Ta) (Rl B, A1
0.3 )45 FF; BRIME A 3 Fb.

* $ZOFA R BkAT 8] (Interface Debounce Time) - K97 S k] (0] 152 & 4 300 £ 9000 =P 1], ERIA
24 500 =80 o BN AT PRSI 10 o PR S o VR, T SR ) 7 Sk TRYRAIR
SRR LE . e R A TDIRES TR, W RSB ARC 20480 REA KDl K
AR, KT RUNERBE IR . 6T AR A e 4 4 1E 5 12 1T IR AS ¥ EtherChannel (45141,
AL H N2 AL LS B EtherChannel) 155,  SEK RIS SIS Ta) o] LA 1EAEET 0 B 1)
FE VUL IR R 7 — AN BT SR 20 5 i 1 P 288 S PR S 7 by RS

P HE XAESATRGUR A R A WO 5 1) B S BT ISR
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~ Auto-Rejoin Settings

Cluster Interface

Attempts Range: 0-65535 (-1 for unlimited number of attempts)

Interval Between Attempt 5 Range: 2-60 minutes between rejoin attempts

Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous
duration), or 3 (3 x the previous duration).

Interval Variation

Data Interface

Attempts Range: 0-65535 (-1 for unlimited number of attempts)

Interval Between Attempt 5 Range: 2-60 minutes between rejoin attempts

Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous
duration), or 3 (3 x the previous duration).

Interval Variation

System
Attempts Range: 0-65535 (-1 for unlimited number of attempts)
Interval Between Attempt 5 Range: 2-60 minutes between rejoin attempts

Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous
duration), or 3 (3 x the previous duration).

Interval Variation

JERHED (Cluster Interface). ##E#ENQ (Data Interface) &%k (System) ¥ & DL AR oA 8 s
G NHFRDEB . NPRER 85 .

* ZRE (Attempts) - WE FFTMA SR, AT -1 F165535 210, 0¥ A H B EH A .
&840 (Cluster Interface) MERIAME N -1 CEFRED . &IEIED (Datalnterface) fl 24t (System)
(R INE R 3.

iz [E Y ERE (Interval Between Attempts) - 5 S T NN S22 R IR TA] R R 22 I TR) (LA
STEPRRAL) , AT 2 F60 Z00). BRI R 5 ar8he T AT SR T BN SRR 1) d5e AR i Ti) B 261
B EREM IR 14400 2340 (10 K)

B FRZE 4L (Interval Variation) - & & 738 il B RF Lt (o). s AT 1 F1 3 ZWE: 1 O
B 5 2 QAFF B IREFEETED 83 (35T B IRFRLEI ) o Fldn, W Rk EE

RNV E A S Bl RSB E R 2, WITE S B HETES 1 IREEE 7R 10 08l 2x5) Ja
PEATHE 2 ISR 76 20 2041 (2 x 10) JEHEA T2 3 k2. &EBFHED (Cluster Interface) (2R IAME
Jy 1, #¥EED (Data Interface) Al R L (System) IERIME K 2.

SR8 Wil EshFMiEED (Monitored Interfaces) ok A~ 5 1545 0 (Unmonitored I nterfaces) % 11 7 (#7432 11
RBCE Z 4 o fad mT LU Hh B0 e 3 FA AR 55 Bz A BE4% (Enable Service Application
Monitoring), LAJi 825 F XF Snort R L3R RE IR M 42
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~ Monitored Interfaces

Monitored Interfaces (9) Unmonitored Interfaces @ (0)

I Q_ search

GigabitEthernet0/0
GigabitEthernet0/1
GigabitEthernet0/2
GigabitEthernet0/3
GigabitEthernet0/4
GigabitEthernet0/5
GigabitEthernet0/6
GigabitEthernet0/7

Management0/0

P IS AT IR R I BRI A . R S SR 1 (0 i A g Bl AR 5 T i R A, (H
FEILARAT G R A IR R O s sl 1, o ARRE R IR0 e 1Y AR 2 KN ) A SR
AR RPN ISR RS 5 B T 1 SRR DL K2 RO B 1Y RO IEAE I AR 7 . BRAIEOL R, b
P #: 1AL K Snort A CsRERE 5 T2 A IR DU & .

T REAREE A LK 1 RIs A R DU A

LA R AT SN (A s R B L R BRI R AL LR L SR
INESMAZBHLE K VSS vPC B VNet) , SENEEH R GUSA IR A Tfg, 62 O 4
A2 VR o 3 40 4 B e pl LG 8 BT e L R0 BB 1 e, ST AEDRT I R IS ATk
DUAS AT T REAN B I 728 (2 1

PRI RE.
FEE0 AEEENG HS0 A IR

BEEHT A

AR INFTRYERRF T =
P Bl 5 B 2 I SIBAT ISR

UK

S I RE > IREEE, AENN ES (), RREERmTR.
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[ 13: 015 =

Unregister

Cluster Live Status
Break Nodes

Edit Configuration
Break Cluster
Revert Upgrade
Health Monitor

Troubleshoot Files

REK WonEIEERE S (Manage Cluster Wizard).

LB 2 T4 (Node) e IE B 2%, ARG MF 75 248 TP Hh bl AL 5E 2

1 EBER RS

Manage Cluster Wizard ®

o Configuration 2 Summary

Cluster Name *

Cluster Key

Type an ASCII string between 1 and 63 characters

Confirm Key

Control Node
You can form the cluster with just the control node to reduce formation time.

Node *
VXLAN Network Identifier (VNI) Networ Virtual Tunnel Endpoint (VTEP) Networl
/ /
Cluster Control Link * VTEP IPv4 Address * Priority *

Data Nodes (Optional)

Data node hardware needs to match the control node hardware.

Node * VTEP IPv4 Address * Priority *

Type device name v

[ 209.165.200.226 ] [ 2 I Remove

Add a data node

Cancel

PR3 ZAIIARTY AL AR INEEET = (Add adata node).
FRA s, EERE, Ao ahRE
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T IEAEE Y s B E AR

15: %5 2= i E A

D ftdcluster (2)
Cluster(Individual Interface Mode)

® 172.16.0.50(Control) Snort 3
10.10.0.13 - Transparent

17216.0.51 Snort 3
10.10.0.12 - Transparent

] LI I 55 7 i@ %0 (Notifications) bR JFiE$E £ 55 (Tasks) KM P 25 I3 HG 5 o

Deployments Upgrades ©® Health Tasks &y ‘ C’ Show Pop-up Notifications
20+ total 0 waiting 1 running 0 retrying 20+ success [ Q Filter ]
0 failures
%.. Cluster
Data node 172.16.0.51 configuration deployment is in progress for cluster ftdcluster 23s

T3 =

REnT LA P RS 1, AESLON — ML e o BRARFINTEEANERE, T ETCVE TP Tz 619 i
a1 SR O RR .

TR LS RE > REFEE, ALEPWHNTY AN ES (), RRIEFEPEHTS,
16: T3 =

Disable Node Clustering
Unregister

Packet Tracer

Packet Capture

Health Monitor

Troubleshoot Files

B sk BBz
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fan] DLIEFE i e 5 BT 15 /2 (Break Nodes) MAEREN) “FEZ2” (More) ST — N ERZ AN R
T2 RESPORERINTE Sl 2.
[ 17: WA BT

Confirm Remove

Are you sure you want to remove node 172.16.0.51 from the cluster? It will be
converted to a standalone device.

.

ey Lo e i@ &R (Notifications) B bRIFIEFHESS (Tasks) A= EEAE 1Y R IBT

TSR AT

FET LA I SR D0 T A1 U I o o B . I s DR B R 22 A SR TG, T
RN BRI RC

o
s

LB BICR T ST AR i B KB B R T P SSORE B . 1S R, 5 30 T,
P2 G IgE > REEE, ABHENN EE (), AREIEFEREERE.
[&] 18; RS

Unregister

Cluster Live Status
Add Nodes

Break Nodes

Edit Configuration
Revert Upgrade
Health Monitor

Troubleshoot Files

il

T3 RGSPORBIWITERE: LR
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Confirm Break

A cluster break will be performed on nodes registered to the management
center, and nodes will be converted to standalone devices. Before you break
the cluster, use Cluster Live Status > Reconcile All to detect any missing
nodes so they can also be converted to standalone devices. Are you sure
you want to break cluster ftdcluster?

-

sl LU I 55 17 i@ %A (Notifications) Blbr T35 £55 (Tasks) xSt rh b .

FIRE B AL DAHERINER Y 0, BRI I EAT e o BORES SRR I 9 s 49 e et
TTWKW PRI BRI A ARG SRS I, DT B R R OG

o
i

FE TN B, LR % (Devices) > IRZETE (Device Management), fiili B% (), KRGk
HERT S8 %f (Disable Node Clustering).

20: KR

|pisable Node Clustering |

Break Node
Unregister
Packet Tracer
Packet Capture
Health Monitor

Troubleshoot Files

UPRAEA YT i AR, WL rh AN Y RO O B e TR, SRR IIREIN S
G RS A S S R YT R WP AT IR T, i A BT (R Y s B . R
TP RO SR AR P O ME— 0 5, WD IRAE P R R AR SRR

PR 2 NS R EAR AR
P A W& > WEEE IR ARSI S R (BERD .

B sk BBz
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SRR 3 FOFA RN, WS FHIAER, 527 Ut

EHFIMAGERE
TR SR I T3 BT T I B>, S RIS TSR, 2 T3
WSCRAIASERE . (R AR Y, TR TSRS, ] MR I 45 2 0 R 5
LA, WBHTH AR, 5 46 11,

UK

SR N TEEPRIE B, WA IRE > REEE, Al B (), ReEFERTRER.
TR 2 HHINEAEY R B AR

B RSEHI T

AR B SR A, SRR TR RAE R A LA ATARRE, SRR R I A S PR R AR R W
SRR E BRI R AR, AT P IR R, MR IIREN S, WAL
FRAEART b 5 VR it ) B S A4 o DU P AT R IR W T 5 i b 2B T (42 A B B T
U

B R L TEPATEL T PR
UK

TR B WE > REEE. B () > ERLARESI T EERSINE.

7R
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Cluster Status ®

Overall Status: Cluster has all nodes in sync

Nodes details (2) [ Refresh ] [ Reconcile All ] [Q Enter node name l
Status Device Name Unit Name Chassis URL
In Sync. 172.16.0.51 172.16.0.51 N/A
> In Sync. 172.16.0.50 Control 172.16.0.50 N/A

Dated: 13:56:52 | 06 Jan 2025 m

T2 W TR RIS B%, WA ES () > BARBRELAES.
PR3 RGBT . PR EIENE, AR5 AL BRE.

BRI E

T DA ARAF IO o RSB O R BT S ) VTEP TP Mtk 2 ST, AR 4 A
P EA] . AL AT, TR EBIA R W, QRO Y S ALY VTEP
IP $thik,  JULRAT 52 5 00 (079 2 v W F OB A n 248

SR R RE > IREEE, AR ES (), RRiLEERERE.
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Unregister

Cluster Live Status
Add Nodes

Break Nodes
Break Cluster
Revert Upgrade
Health Monitor

Troubleshoot Files

&

REK WonEIEERE S (Manage Cluster Wizard).

T2 WA,
B 23 EIRER S

Manage Cluster Wizard

0 Configuration 2 Summary

miakenng |

A Editing the cluster bootstrap configuration requires disabling all cluster nodes temporarily. This operation may result in traffic disruption, and you should
perform bootstrap changes during the maintenance window. Make sure connected switches match the MTUs for data interfaces and the cluster control

link interface.

Cluster Name *

Cluster Key

Cluster-level changes

Control Node

You can form the cluster with just the control node to reduce formation time.

Node *

VXLAN Network Identifier (VNI) Networ

Virtual Tunnel Endpoint (VTEP) Networl

[ 10.10.3.0 ] / [24 (254 addresses) v ]

[ 10.10.10.0

Cluster Control Link *

VTEP IPv4 Address *

] /
Priority *

[ GigabitEthernet0/7

g

[ 10.1010.2

)

Data Nodes (Optional)
Data node hardware needs to match the control node hardware.

Node *

Node-level changes

VTEP IPv4 Address *

Priority *

[ 1010101

J
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PRI pileEE. AERE, A AhRE

. > S

BAREBETS
TR AETENY S I, U AT A SRR A BRIV 45 B 8 2 B KR Bt BT, B Y A B
KCBE A B RO A 5 SAE AR R 2% ) N SR R

UK

TR AR IRE > REEE ES (), RRIEFERIARTS, UHTITERRESXHEHE,

24: LRI

Unregister

Add Nodes

Break Nodes

Edit Configuration
Break Cluster
Revert Upgrade

Health Monitor

Troubleshoot Files

e

PR 2 LA LER (Reconcile All).
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[& 25: thiA £ &
Cluster Status ®
Overall Status: Cluster has all nodes in sync
Nodes details (2) [ Refresh ] [ Reconcile Alll] [Q Enter node name l
Status Device Name Unit Name Chassis URL
In Sync. 172.16.0.51 172.16.0.51 N/A
> InSync. 172.16.0.50 Control 172.16.0.50 N/A

Dated: 13:56:52 | 06 Jan 2025 m

AREREREVEAE R, WS IREERN: 1=, 532 0

MiBR GESH SRR A EMBIFHER BAEEEFR O
ST DU B KSR B RV CRE, RS BEGRAS  SS RS IS et 5
TR, RT3 BV RS

ROETT LA B KEEE B ApLy IGHEE MY R, A P ITARBE P T A AR AN Bt B
KEGEH L b, HEPSRRER — 0, I HEagksibibiie, ERnTaesch T m. &
TCEIGHE N 2T AP i RIEIR T MBS KRR B A Lo 0 0, ST RE e A SR LU
TEME, ARAEHRRR A PSR I, A BB A SRR — 40

RIEREVI i
o DI By KRR BE ORI SRR 2 1) ) i A A
© N IREEIR WmMERAERE

o WERAEREY- 6 VB AR IO E ) AT NTP M B G B APy PO T, DRSS 3% [ A e Frf
HIEEREN

o PREFICE AR, DUMEEREAR A B 5 .
NAT Fl VPN, ACL %55 DL S 32 e &R R AR
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R ST PR M A ) s A [ PR 7 KA PR e 2 3 BT AR, DRI R SRS A 12 i A5 L AR PR
oy RMFICE R, DI T ORIV — N EARAS I o A mT AR U IR 3 605 [ 47 1 SR s
AELAZBAETE WY I B N LA SRS, SRR A PR A B O A2 i VS B I

FHia Z |l
PRI FE 5 2 CLI — A9 1A 5 i BURR
UK
P N RE > IREEE, AR A ES (), RS IEHEEGHEM.
26: BUHIEM R T =

2 8

Unregister QED
Cluster Live Status
Add Nodes

Edit Configuration
Break Cluster
Revert Upgrade

Health Monitor

Troubleshoot Files

PR3 AT LLE DR e —ANMERE R AN A BT B AR SR I R R G RIAR)) 7 O e B vt £
it
a) JEBR|AMEREY A0 CLL, R4 configure manager add 4 R HIHT B KESE B L. 1S
Be) £ CLI P4 el o 7 4 A PR 11
b) EHIRE > REEE, QN5 AhHiRmgE.

T R L — AN SRR Ve, ARJE BT R AR B

P4 WHEHRIMCMBRE S A, WS R A, 5 30 1.

ISR AT

AT LLLE B kRS B A0y FflT Firewall Threat Defense CLI b Wi #5458,

B sk BBz
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| sERA G2

wingenr. 1a= |

« REOURSHEHE, PN IRE > REEE. BE () BIrel&& > REEE Uik, SndnRm,

PR SRR VLI D SR R SRR A A

27: BT

Cluster Status

Overall Status: &5 Cluster has all nodes in sync

Nodes details (2)

[ Refresh ] [ Reconcile All ] [Q Enter node name l

Status Device Name Unit Name Chassis URL
In Sync. 172.16.0.51 172.16.0.51 N/A
> InSync. 172.16.0.50 Control 172.16.0.50 N/A

Dated: 13:56:52 | 06 Jan 2025

P 1A — R R i B TR R s
R D IRZS G IR

* IEFERIP (In Syne.) - 15 s A1) Bl KRS B A0 M0
* FRACEEVEM (Pending Registration) - 17 AU SEREI—8B4r, (HMR ) B KE B0 73
Mo QAT S, ] s A BT A (Reconcile All) LLEE i M

« e O 25 H (Clustering is disabled) - 15 A CL ) By kB0 M, (HE LR ARES)
B WERIEFT SR Ja FOR A AR S, AR B IR, B 1T LN AR

B A

o CIEFEIMANEERE..” (Joining cluster...) - 17 s IELEIIANIFE LIAERE, (HMIARTEHWIMAN . &

FAGAEMANEERE S 17 BT JCI e B ARy TE

X TR, BT ARRHZE (Summary) BUA £i83% (History).
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BEREAR: BT |

Status Device Name Unit Name Chassis URL
v In Sync. 172.16.0.50 Control 172.16.0.50 N/A :
[ Summary ] [ History ][ CCL Ping ]
1D: 2 CCLIP: 10.10.3.2
Site ID: MN\A CCL MAC:  0050.5689.5e5¢
Serial No:  9A2VS5EQSQFW Module: NGFWv
Last join: 08:22:47 UTC Jan 6 2025 Resource: 4 cores [ 8192 MB RAM
Last leave: 08:22:24 UTC Jan 6 2025
E 29: 1 mmRigR
Status Device Name Unit Name Chassis URL
v InSync. 172.16.0.50 Control 172.16.0.50 N/A H

[ Summary ][ History ][ CCL Ping ]

07:53:30 UTC Jan 6 2025
07:53:30 UTC Jan 6 2025
07:53:27 UTC Jan 6 2025
07:53:27 UTC Jan 6 2025
07:53:27 UTC Jan 6 2025

« B @) > 125 i

CONTROL_NODE
CONTROL_NODE
CONTROL_NODE
CONTROL_NODE
CONTROL_NODE

o

CONTROL_NODE Event
CONTROL_NODE Event
CONTROL_NODE Event
CONTROL_NODE Event
CONTROL_NODE Event

-

: Cluster new data node enroliment hold for app 1is
: Cluster new data node enroliment hold for app 1is
: Cluster unit 172.16.0.50 state is DATA_NODE

: Cluster new data node enroliment is on hold for 18.

: Cluster new data node enrollment is on hold for 18.

£55 (Tasks) TUIHI 2 AEARFAS 9 E NN ST “4EBEE T (Cluster Registration) 11:55 .
c & > IREFEE A5 AUERN > %% cluster_name.

JETTBE 25 R IU I LR SR AR,
Rho AT TASAEEM S A5, WA BN &R .

* show cluster {access-list [acl_name] | conn [count] | cpu [usage] | history | interface-mode | memory
| resour ce usage | service-policy | traffic | xlate count}

LA BRI R G s 5 S, WA show cluster fir 4.

* show cluster info [auto-join | clients| conn-distribution | flow-mability counters| goid [options] |
health | incompatible-config | loadbalance | old-members| packet-distribution | trace [options] |

transport { asp | cp}]

BT LA BIPTAT RO i, A TP ik 5% Whos LAt i sl

BEEEPE R, 1EMH show cluster info fiy4 .
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SRR EE SR I E AR
SRTEITIOR ST g
4 Firewall Threat Defense S REESHITH A, 15 JCAATIET 0 223 M BE A3 PR A LS
SRR SRS PIRSUHE B DL AL PR
AR BII - A IR SRR AR 1

© MBS WARTERE I SEINPARES  FAAS BV B RS A TR DL BB A SR (Y
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T LU CCL Ping TR A PRSI HIBERS IR 3217, ROETTLUEA] L@ M T3 AR T
H.

>N

o WBEHERRSCAE- IR RORBEIMAERAE, RGURE A s AR HE RSO e T LN & >R &
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* CLIfinih- M & > IR & B > &8 > BMAXE, HTLEE—4H0E X CLL i, # B
HERRIERF I RE . ARG A N RRFEIT L i

* show running-config cluster
* show cluster info

* show cluster info health

* show cluster info transport cp
* show version

* show asp drop

* show counters

* show arp

* show int ip brief

* show blocks

* show cpu detailed

* show interface ccl_interface

* ping ccl_ip size ccl_mtu repeat 2

BOE AT LUE 2 B P AE show fir 4. A ORTELIEE, 1S AH CLL i,

AR RHEHI & H LT Ping

R RIS, e PRI fURE ping,  JLEUE QNS SEERIRER MTU LR, A
Mk MTU FeAE. WA ping R, REESAERGES, DMEEAEERRACHNL_E MTU AVLE
(i, SR JE K. WSRO PG I B R e, B TR SR VIS T30 ping BT SNSRI

////
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zesasnsisnss s ping

TR R RE > IREEE, AENSUN B () Bk, REEFEERRERT.

30: EBLRTS
Cluster Status

Overall Status: Cluster has all nodes in sync

Nodes details (2)

[ Refresh ] [ Recongcile All ] [Q Enter node name

Status Device Name Unit Name Chassis URL
> In Sync. 172.16.0.51 172.16.0.51 N/A
> In Sync. 172.16.0.50 Control 172.16.0.50 N/A

Dated: 13:56:52 | 06 Jan 2025

S22 JEIFHA AT, S5 Al CCL Ping.
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Cluster Status ®

Overall Status: Clustering is disabled for 1 node(s)

Nodes details (2) [ Refresh ] [ Reconcile All ] IQ Enter node name

Status Device Name Unit Name Chassis URL
> Clustering is disabled 172.16.0.51 17216.0.51 N/A
¥ In Sync. 172.16.0.50 Control 172.16.0.50 N/A

[ Summary ][ History ][ CCL Ping ]

ping 10.10.3.2 size 1654 repeat 2
Sending 2, 1654-byte ICMP Echos to 10.10.3.2, timeout is 2 seconds:
7?

Success rate is 0 percent (0/2)

»

Dated: 20:29:19 | 06 Jan 2025 m

TR 5K MTU UG G 08t 0 R/ NE SRR R B e b 17 A LAl Y i 50 ping A4

BERASXE: FAE &

AFB o OFHAT RARTE AR S P PR {5 B .

BRAR B EI TN REFA SR BF

#8343 Firewall Threat Defense DHAEARNZEERE S FE, IH M DIHEAAEE HlR % 23 Fr . HAbTDhRER]
BeS A A] E A AE B e T R I

A ZFFRIThREFER BE
LU R IHREAE R FRE IR BL TR, MKy & S iz

)

AR EAEEBA LN FlexConfig Thig (Fli WCCP ) , &S (ASAH MBI E IR -
FlexConfig fCVFRSHCE By KA B GUI THANELEITVFZ ASA Tjfg. 12 [ FlexConfig 5% .

o WFE A VPN (SSL VPN Fil IPsec VPN)
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o SRR BRI

* B KBEEF B UCAPL/CC A

* DHCP % /i RSS2 AL, <2 4F DHCP 4.
EREP{LINEE
PUR e R S A 208, I NERY .

\}

AR b D BE AU DA 5 T U e T TR e b B
WAL TR Th e, WS TR R DO RE U A BRI R B, ARJE FRR i 2R
NEFIIRE; WERAAEIENE DL, %R R R AL R Y
X INRET 5, ARSI R A, T AT IR WIT i A 2B A P Y e
HESL R

\}

AR EAE WS ERTE T LY FlexConfig ThRE (5l RADIUS #:01) , 1520 (ASA & HEAE
BCEF5F9) « FlexConfig fLVFMESHCE Bl K 5545 HL .0y GUI FANAFAE IR ASA ThAE. 155
FlexConfig M

o LU Y A
* DCERPC
* ESMTP
* NetBIOS
* PPTP
* RSH
* SQLNET
* SUNRPC
* TFTP

* XDMCP
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Router A

All units are using OSPF ECMP Load Balancing

with neighboring routers
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