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N “E 7 25942 188 EtherChannel. i 2 5 ¥s Il EtherChannel it 3808 ) BRECE 4 FEEE 1,

EHRE LT EE R, SR O SAUH YA B PR B AN H (FEFXOS H,
B RES A/ RINAR & R O 278 ) MGMT. management( 58 AR FR) .

XHFZ UM, 72N _EASIAR R B 1
X2 SCPIERAE, R LAAE Rl HURR L 10 2 ANt 2 8] B T Se il e m] - e 1

KT ZHUAAERE, KR D g n 2 S BEf h8% 14% EtherChannel CERIVIE LT g 11 IHIE 48)
152 % V50 EtherChannel Ci FHIE)

W) N> Firepower 9300 AR A i 22 A HLRR 25 B SRARAN I A 53 12 1o B0, dp SRS sk
1, WINUAR B IE SRR AT T Z AR, FUR RV A P S X LUK Il 1 .

OIS B, WA EFEATA R R, W LR TE 48 AERER AL N B TR oA
K. X T [A AN Firepower 9300 HLFE A 1) ¢ AU 25 1R 424, Itk EtherChannel JG 77 AT 1
P, 0] 2R B TIRES
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NN

Qe

Qe

X g

w N

d) X

ez prcsmmmney 5

ESHUVEE EAIAR R R e 1. SEREE B e PR LB 4% A b EtherChannel . 7648

AL b X BEAS V£ AE ] B Etherchannel. 45 % EtherChannel [ VEAN{E L, 155 B4R TEHE R

B, 59 T,

XT??SQWJQ%%? Al LB LA SR E25 7 Etherchannel . 5587 BEE IR, AR RESHIBE RS AN AT 7E
B A L, Iﬁt’iAﬁﬁ%‘B%%‘é AMERER O . (B, @I VLAN THEImA &

5/\ EtherChannel; 152 N, ¥ VLAN T8 s In#ERE:1 .

KT SEEIERE, ¥ VLAN 4% 8 I 242 B EtherChannel, DMEREMEREASA — AN TR, i
2 R FERSEI RN VLAN F8: 00,

A ) AN ERER NI TR 1T, WIORRER1Z8: O T A Hh A2
CAlE) nEEEEE 0 . 52 7SN EtherChannel Coif 1IH &) BAC B P,

UEF%E O J2 Firewall Threat Defense % FOi DI B BEE O . B IR 1D, 1B 0AJ04(E Firewall Threat
Defense CLI I Ht & 5L 1P sl A At S 80, fldn, 4n] LUK HR = M GESh (B g8 355D
1Btk . 15204 Firewall Threat Defense iy 2% H1[f] configure network iy 4o

XEFZHUAEERAE, FESHUE EASIAR ISR 1

EFHIB AR % (Logical Devices).
QY= (Add) p$::3 (Cluster) R E LU NS0

1: AR EERE

Add Cluster 2%
I want to: Create New Cluster e
Device Mame: clusterl
Template: Cisco Secure Firewzll Threat Defense 7
Image Version: 7.3.0.1676 e
Instance Type: Mative s

OK Cancel
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T}
[24

]

x

4

2: B LIS RE

Add Cluster P
I want to: Create MNew Cluster P
Device Name: clusterl
Template: Cisco Secure Firewzll Threat Defense 5
Image Version: 7.3.0.1676 S
Instance Type: Container i
Resource Profile: Default-Small b

2

SM 1 - 72 Cores Available
SM 2 - 46 Cores Available
SM 3 - Unknown. Module offline

@ Before you add the first container instance, you must reinitialize
the security module/engine so that the disk has the correct
formatting. You only need to perform this action once.

oK Cancel |

IR (I want to:) > FTiEZ & B¥ (Create New Cluster)

ALg & AR,

UE A BR LR 57 B A P 35 T P B B L 0 TIC 2 15 e AN A 0 I T 8 R P 1 e #6544
FRo

XHF#E4R, 1#i%F¢ Cisco Firepower Threat Defense.

HEPMRIR A (Image Version).

YT RBIZER (Instance Type), KAEFEAHE (Native) 5l A 8§ (Container).

A M S FH 22 ARy 5 1R I T AT %505 (CPUL RAMFIRESEZS 8], BRI AN AT 2225 — AN A il
S A SEAL ] e AR 5 R A U, DR A T DL e AN A S

VPR #5245 0 T&iIR 2B (Resource Type), i M R4 rh ke — AN % PR lC & A
XfF- Firepower 9300, AL E SO N TR e B REAN S, i, W R s i 2
AN 2 AR A, I HARSEAE S 5 Bl 9 %2 CPU I, o] LIRS JA A e R v o A
AR E AN R I RC E SO USRI 2 B A R SO W SRR T B
eSO, VSISO, SRS AT D 25 85 S N 5 B SO I — A e S

iR

U BB AN R IR BC SO R e IR R I se ], W ASEVRASUL RS IR B S, DB SE AE 2t
TR BN BT OBC ESCIE s ERBIF R A, AT UREHT R C SO R TR R
MTHBRE -

B R - WA A4 FRE

PR RO BUARRE L 1
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ez procssmimne 5 i

Data Ports =

Ethernet1/2
Ethernet1/5
Ethernet1/8
Ethernet2/1
Ethernet2/2
Ethernet2/3
Ethernet2/4
Ethernet2/s
Ethernet2/6
Ethernet2/7
Port-channell

Port-channel2 i
channell

Port-channel3

- Port-channel48

Port-channeld8.10 Part- [
channel2

Port-channel48.11 FTD - 6.5.0.63

Security Medule 1,2,3
Click to configure

Part-
channel3

LJ
Port-
channel48.10

XEFAHAEAIERE: BOAEOL N 2RI AR 1. WRE ST SRR 1, iFHGH L+
B —MELAM BT AR

XTSI GERE: WPRE D BCRI M AR B 1, F B RS ISR M i 1 -0 e 11 -2 4%
o

FIS sl B PO B E A

ARGUR B AE, T AFEIZ A AE T E B UG 5 3R B IR E AU T R4 8 B A
W D9 TSEBLERIEAT, BT LU SO AT CLI BeE ik 2 B

$IR6 (EEEHSE (Cluster Information) T I, 5L Nk,
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[ 3: A SR RE
Cisco Secure Firewall Threat Defense - Bootstrap Configuration (2%

Cluster Information Interface Information  Settings  Agreement
—

Security Module

Security Module - 1, Security Module - 2, Security Module - 3

Interface Information

Chassis 1D: 1
Site ID: 1
Cluster Key:

Confirm Cluster Key:

Cluster Group Mame: clusterl
Management Interface: Ethernet1/4 et
CCL Subnet IP: Eg:x.x.0.0

0K Cancel
[l 4: 5 ISR

Cisco Secure Firewall Threat Defense - Bootstrap Configuration [2/[X
Cluster Information Interface Information  Settings  Agreement
——

Resource Profile Selection

Security Module 1: Default-Small N7
(72 Cores Available)

Security Module 2: Default-Small 2
(45 Cores Available)

Secunity Module 3: Default-Small 7

Interface Information

Chassis 1D: 1
Site ID: 1
Cluster Key:

Confirm Cluster Key:

Cluster Group Name: mi-cluster-1
Management Interface: Ethemnet1/4 v
CCL Subnet IP: Eg:x.x.0.0

0K Cancel

a) (W& H T Firepower 9300 [ 4548 S50 ) 7% S48 (SM) F1 35 IR B B SCHF1%E#E (Security Module
(SM)and ResourcePr0f|IeSeIect|on)I:iEJZEIj fian, WA R AR R 2 B, JF H.
MBS BT 2 CPU I, v DI AN A AN [] 1) B 5 B SO

b) Xﬂ‘f%ﬂffﬁ%ﬁ, FEHLFE 1D, BB Do SRAE AP (KRS UAR AR L 2508 HIE— ID.
A2 i) R AR A B i ) LT 48 WIS R LV, A o Bos e B

. £2%: Firepower 4100/9300
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N
B8

d)

e)

2)

ez prcsmmmney 5

XEF-ul s R R, 7ESh R 1D (Site ID) FBHHIAMEAUAE 03 25 ID (1 F1 8 2 [A] I #E40)
FlexConfig Zhfit. Xl @ A B k855 # 0 FlexConfig Thg, SKACE FH TH 5L AMERIER
S8 P AR Al S TR e I H , Bl S g ARt Sl AR R BER AL B 1

EEEBE A (Cluster Key) FBUP, ARV HIBE M b A0 d i S me & 5 0 3 E 51

LA IR AT 1 F 63 AN FE4F 2 A1 ASCIL 45 83 . JLese b Fl TR e 4] . ik IiAs 5%
W e M i, A AEE ORI R R B, BRI SRS
WEERHATR, IR &SI E T ER A AR

SRR E T 1 3] 38 MR ASCIT 77

EEEN

MRRAS 2.4.1 FFUG, SERA A TR ISR R R 5, I BB B & I Re 2 S8
FER . OhRE i), Ay SRR AR IE AN RE T T

HREEEO.

A DU P BB 4 o e UM W UAR A B0 11

USRI Oy L AN SCRF R 55 B h B B2 U P B 11, MUl ) 40 i L, AT R
XFEAMT .

(AfE) ¥ CCL FM IP &4 ab.0.0.

BROEOL R, AERERS IR 127.2.0.0/16 M4, (HAE, FEESRILKEEAS RVF 127.2.0.0/16 7%
Il AEIXFENCR, TE R EME Mg AR /16 gL, FAH] (127.0.0.0/8). 41
# (224.0.0.0/4) AP (169.254.0.0/16) HuhikBioh o 41 FAFIZAE B E N 0.0.0.0, RS FHERIA
%%,

HURA AR LA ID AR 1D B 3242 i 6 e IO AR R B 12 1 TP ik

a.b.chassis id.dlot_id.

FEILE (Settings) TUIH L, AT LA HAES
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Cisco Secure Firewall Threat Defense - Bootstrap Configuration [2/[X

Cluster Information  Interface Information  Settings  Agreement

_—
Management type of application instance: | FMC W
Search domains: CISCO.COoMm

Firewall Mode: Routed R
DMNE Servers: 10.89.5.67

Fully Qualified Hostname: td2.cisco.com

Password: -

Confirm Password: -

Registration Key: .

Confirm Registration Key: .

CDO Onboard:

Confirm CDO Onboard:

Firepower Management Center IP: 10.89.5.35

Firepower Management Center MAT ID: test

Eventing Interface: w

Ok [ Cancel

a)  TEEMESR S, TR B KR B b AR RO A B
A DUA IR R T 1 2 37 AN FAF AN AT SCA T4 s S INBIs K ks JgJoip B (e, 75 22
TEB K B b 3 A R 1) 255

b)  HINHLRT KBS R YA B P T CLL U5 I 2 .

c) 1L Firepower BIBA L IP FE, HIAPATE I B K EE U0 TP kb W R84 Jnii
Bl K BEA Ly TP Huhik, BRI B2, JELE Firepower IR A (> NAT ID (Firepower
Management Center NAT ID) FB i A 114,

. £2%: Firepower 4100/9300
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d)

2)

h)

i)

ez procssmimne 5 i

(AR TR, EHRERIF FTD SSH RKIEERER: & iF. LHREUIRM B
KERIBUHBITAE shell T i) AR LA DR S vy 2 b R B

ST MGIET, AR EE R, PIAT EEN SSH 21 U In) 2545 SE 91 A AL B IR T 7l DU N % 5%
Bie WURGESER, AP M FXOS CLI U i) 25 g S AR i F 7 m] LA AN & 1B
AT LR LU 58 SEA5 2 8] FR R0 124 o

AR ARTFE AR H 6 204 ] BRSO SRS o BERAE T L X, A e il 2k
AMBE, V5L BT KBS BE CLI FFEH] expert fir4.

(AIk) 7E#¥FRIE (Search Domains) 7B, i A\ HL I 44 4% R I 5 70 B 41 36
CRIE) MR KSR b 4 21 b ik £ iE R ok R

TR E AU, (97 K K8 W 7 AR R Ay DX 8% v TR i S R R e B L R) % o PR AN I A T
AR e T, BB KA 2 EB K, Y R B B “ R
B kBE” , ASBEAIA A2 B e 15 £ 1R % PR R A

RGENATHILH T E I BCE Py KB, R E NG SRR, WAL R E .

(Ai%) 7t DNSBR%5 2% (DNS Servers) #BiH, fin NI 54y b i) DNS k4545413 .

fian, WiRAEE Bk E RO BN, ) Bk 5P fE 8 DNS.

(A% 7€ Firepower &3I2 A0 NAT ID (Firepower Management Center NAT ID) “FEH, #i
NTETINEEREAE R H 3o I I AR By KO By BRI NI 4

W, TG H 2 S UE, RIS IP Hihl CER—AMEMESD o Bk
HERORE A TP b, TR B K B0 TP Mkl (RS, an R M aniE i —AN 1P
kb OX &SI B H P EAREER) , R e IE R P i 48 2 ME— ) NAT ID, AT
MRIGIIAT PAEAT, FEARIEHEM 2 Gl DK EAT 1 2] 37 M A2 M FEE S
ARFFFERARIE N NAT ID. By KA B A ORI £ AT HIVE IS BT NAT ID (il A& 1P kb

PR GG WY EAT B 43 B8 GE R AN

(k) fER2REEMNSZ (Fully Qualified Hostname) 7B, S B s g b B 40115 £ 1)
SEA R E AR

ARFFREMN a 2 z KR N0 2 9 BB /L) MIEEFAT(-):s ANTHRECH 253,

() M EBHEO MY, EREREER RS R O W RS, R
MR,

FEFR T ROLE A AT BT B 1, 0K B 1 C N firepower-eventing #2111 . 4 A il — A
SCREREA 5% B Dh RE R A A SR 1, s B — 408500 8, DA 2 ORI 4 i
1

H|E  {FHEOIER (Interface Information) TTii 1, oS A 2 AU — M0 1P Mub. Wit
HESE) (Address Type) 4Bl s ML S, AR A 5 A BB S B 7B

R

T ZTA MU A 3 AN BEHRIE A 1 TP okl RAE S8 BAT el . I R & 40 3 AMEER,
ERER AN IE W T,
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Cisco Secure Firewall Threat Defense - Bootstrap Configuration (2]

Cluster Information  Interface Information  Settings  Agreement

Address Type: 1P only o
Security Module 1

IPva
Management IP: 10.89.5.20

Network Mask: 255.255.255.192
Gateway: 10.89.5.1

Security Module 2
IPva

Management IP: 10.89.5.21
Metwork Mask: 255.235.255.192
Gateway: 10.89.5.1

Secunty Module 3
IPv4
Management IP: 10.89.5.22

MNetwork Mask: 255.255.255.192

Gateway: 10.89.5.1

-

a) A& IP (Management IP) “FBt T, WU IP Hudik.
FETR]— W45 1A AN BEHLR 2 M — TP Hihil

b) A MEBIGETSRAKE

c) I ANPILE M K HbL

TEMRBUET R b, B2 e 2 P VPl i (EULA) .

AT HTE (OK) S PAIHL B 6 I HE o

MiHRTE (Save).

HUARE L B 85 A RRAS, 5K 51 SR e B R B 2 11 4% 8 06 4 I ) S 9 e 3 B AR A 4%
1riZ%81% % (Logical Devices) HUfif, A FIZHZGIPIRGS . U@ E R/ HARTS Bos W LN,

'J*ﬂuﬁbniﬂf%ﬁ’]é%ﬁm% XtF— Firepower 9300 HLAH AR A, WIIWT ATT4r /e b H P G B AR 4
T RE AR R A ) “ 2 eHURIN 7 RS IR IEFARE, IF 2RI .

System Tools Help

¢ Refresh | | (L) Add Device

B7% (40 of 46) Cores Available
& |\F|| B

Status
@ anline

@D P e

. £2%: Firepower 4100/9300
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W12 T ZHAEER, TR SR
a) TEEE—A P KREHAEE E U L, A BAn BaREERAR , S BRI E
b) JEEE N PR B B KRN A, SRS R A I I B A
c) EFIME: (I wantto:) > IIAILE EEF (Join an Existing Cluster).
d) AEE.
o) TEEHIERIFMEBERAIEMED, AW MHUERERIE, N5 AERE.
) i RO A bR . SRR B CPUEAE, (RS L R
* Hl# 1D - i ME—[HLAE ID.
© UEE 1D - X THUEREERE, A BEHUR el ID (T 1 A8 Zfa)) o ATl A6 Bk

In 8 B0 FlexConfig TR, SRMCHE A T35 90 A PEATRRUE 1 X A sl a5 RIS 1 S
Ho G0 ds At . o s OCR MR s 1 -

< EBTH - CRIUER BRI,
o B | P - R REMTH A B BT Ok AR O T A — P 4 i E— TP Mk
M ERRE .
g) HilifR#F (Save).

HURRTE LR 285 8 AT RRAS, IR 53R e B A B 11 i A8 2 I T S 491 oK s 2 2 A st
Fro AEREMEREUA 12 581% & (Logical Devices) WU H, & PIZHBIAIPIRE. MR
J L AR B SR FORZS s N RN, T DUTARTERN ] P B AR T e ARSI R o 2
CRAEHORMIN IR ORI IEFRES, JF R IR

System Tools Help

% Refresh | | () Add Device

87% (40 of 46) Cores Available

& | e || O

PR3 A EE TP SIS B A NN B Bl KB B L
Pr A SRR L AL T FXOS BRI STINARRE T, A RERF ST IR B KO B AL
IRJE Wk B L 2x A ST B B %

£58%: Firepower 4100/9300 .
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NINEZEET A

FEBUA SRS N B e 97 K A5 S Jp 9 A ARAETY R AE FXOS FREs BT SRS sy, B KA
B 2 BB L A

\)

AR IR FXOS P BROGE I T IFTHLA :  W AeREBr DS n sl 46 21 © R FH 4R 1K) Firepower

PIR2
PE3
PIE4
PES
PIE6
PR

SR8

. £2%: Firepower 4100/9300

9300, NZEHOKE B S8

FHia Z |l
o AR, WA B IR B TR (H A SR e A ROR RO — BB RO
ERR B KRS G BN
 BHLAR ER0RE DG B AU ). 4T LA HH AT N FXOS HUARBC & LR AL L R

URZATAE ] B KBS B0 TE T B KBS B A W5, WEAEARAE D IR U ERATEL TR
%,

M B KGO TH RN, FXOS BCE P KR S RASAR BB, I AU EA 2R .
RPN H R BT BE,  DUEHT Y T LU A R ARA I NS R

pE

IRAN L T AN T RAS, AT Ak BB Cisco AN AN TSI AR A4

a) fHH RG> FHET TUHLENRT eI AT B K g A g

b) Ml B, RJE sl WERARE B o X RHZ A Firepower 9300, 1% E
REAMBLIRRAS o
BERNRA B S WAL R An . HATARA BRI hOA

¢) TEFRRRA FREMrp, MEE DAEMIARAS . BARAN 55 BN HETRRZA USHT, 354 3 sl AR AS ¥
EWSRSE e NI

d) TEFHUAE B, fiRess THmvga.

TEIATBERENLAR 7 KRHLAR R B b, il B8R &

st FAMRREERNR: RN LR E .

HERBIHHAE B0 BT KR NUAR R BEAS . SRS mids iR > BEER.

b T & 2R (Device Name), i N A IRAE— DN K.

MRRE

TEE R EBHELMIE BAUTHET, KM — /MR RIS, ARG AUHRE.

sl PR B bR . BEBHE B O/ PUH A, (RIS DL 3
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Cisco Secure Firewall Threat Defense - Bootstrap Configuration [? /%

Cluster Information  Interface Information  Settings  Agreement

Security Module
Security Module - 1, Security Module - 2, Security Module - 3

Interface Information

Chassis ID:

Site ID:

Cluster Key:

Confirm Cluster Key:

Cluster Group Name: ftd-clusterl
Management Interface: Ethernet1/4 i
CCL Subnet IP: 0.0.0.0

| 0K Cancel

B 6: #FOER

Cisco Secure Firewall Threat Defense - Bootstrap Configuration (7%

Cluster Information  Interface Information  Settings  Agreement

Address Type: IPv4 only |~
1Pva4

Management IP:

Network Mask: 255.255.255.192

Gateway: 10.89.5.1

Security Module 2

Management IP:

Network Mask: 255.255.255.192

Gateway: 10.89.5.1

Security Module 3

Management IP:

Network Mask: 255.255.255.192

Gateway: 10.89.5.1

| oK | Cancel

£8%: Firepower 4100/9300 .
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| Cisco Secure Firewall Threat Defense - Bootstrap Configuration 7/

Cluster Information  Interface Information  Settings  Agreement

Management type of application instance: |FMC b
Search domains: cisco.com

Firewall Mode: Routed i
DNS Servers: 72.163.47.11

Fully Qualified Hostname:

Password:

Confirm Password:

Registration Key:

Confirm Registration Key:

CDO Onboard:

Confirm CDO Onboard:

Firepower Management Center IP: 10.89.5.35
Firepower Management Center NAT ID: 93002
Eventing Interface: v

oK Cancel

* ¥l58 ID-F N ME— HUAH ID.

« ih 1D - XA RIERRE, SRS A ID (AT 1R 8 Z0a)D) o BbIhREA AT A A By ok
B4 B0 FlexConfig hREHEATHCE .

SREA-TA ME R

o BRI PG RE MR A B B SO S PR 537 TR R 4 R ) ME— TP Mk
FTEMREEN A AE EHLA .

wARD-F N AR[A] # .

SEME RS A

R RE -

TR iR E.

WU L T 8RBT, IR 5 R P C PR B 11 W Ak s I Y S SR s 2B i B %
FERFANMERE A ) IBAR & (Logical Devices) JIHIT, BEFIEBEBRAIPRE. ARNERAN
BB R RS W o I, ATUUHRAE ] T O BRI . T e e b R b o 21 “ 2o 4t
BeRmaRN” AR IR N IEFIRZS, IF HAEIRI .

. £2%: Firepower 4100/9300
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System Tools Help

@ Refresh | | () Add Device

B7% (40 of 46) Cores Available

Al
Status
@ cniine @G F ey

Bﬁkizﬂt%rii I:FI I IlJ\\j]uEE$

BHEERER A 2 —VE N 4573 IN 3 Secure Firewall Management Center; [ <k h5 B B A0y 23 [ B

JI AT FCA AT 1 5% o
FFE Z A

Wﬁ’%ﬁ?iﬁ%ﬂéﬁﬁ? FXOS s Ih ST R, AR R IR B KRR FE L. BN
R A AN 23 TC . 1 S Y Bl K B IAE AR 125898 % (L ogical Devices) bt %2l {f | Firewall
Threat Defense show Clusier info Ay,

UK

LB EP K F RO, ERIRE > IREEIB, RJGEPEGRIN > SRR E, 8 R
BB TTA R TP Ml S i s ) BTG

£58%: Firepower 4100/9300 .
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[ 8: A hniR &

Add Device ®

D CDO Managed Device

Host:+

[ 10.89.5.40 ]
Display Name:

[ 10.89.5.40 ]

Registration Key:*

= ]

Group:
[ None ~ ]

Access Control Policy:*
[in—out v ]

Smart Licensing

Note: All virtual Firewall Threat Defense devices require a performance tier license.

Make sure your Smart Licensing account contains the available licenses you need.

It's important to choose the tier that matches the license you have in your account.

Click here for information about the Firewall Threat Defense performance-tiered licensing.
Until you choose a tier, your Firewall Threat Defense virtual defaults to the FTDv50 selection.

Performance Tier (only for Firewall Threat Defense virtual 7.0 and above):

[ Select a recommended Tier v

[:l Carrier

Malware Defense
(Jpes

URL

Advanced
Unique NAT ID:+

[ ]

Transfer Packets

a) fE EH TB, ARG RITK P bk sl B4 .
BRI T LIS IR TSR 70, (R BT BOAS I i B T 2 AR A e R RE
WRAE R BCE WAL T NAT ID, WA BEA T ZMA ML T B ATRVEAE R, IS HNAT 3
B

b) & BRARR TE, SR P KRB AL A R (KR R T A B

. £2%: Firepower 4100/9300
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2

h)

prossaman: mmes ]

M SR A FRRIE I TR OUT ) TSR IAFhl 78 . 165 LR 58 S EEAB ST 5 44 i
RIS R 45

(6 SEMES TR, W FXOS S B AR B A0 P . e LR Ak
PR IE ).

) AR IS 4 4.

A ) 0 A UV A B e, SR AT

IR GRS, WG A S, 5T LR ARLAR T 22 1 2 SR

New Policy ®

Name *

E )

Description

= 3

Base policy to inherit from

Default Action
(® Block Al Traffic
O Intrusion Prevention

O Network Discover: y
Targeted Devices

[ Select - ]

TP FH BB A% I VF FTHIE

WERAE B R R RE P T NAT ID, 1B EITE R, IFAEME— NAT ID 7 Berh A A
NAT ID.

ik rh AR AR B S AE DL SRV v e Sl S AT A 21 B X e B G

FRATFOL T, BRIETTC R o WERAE A UL TN i % TIPS Bl Snort <5501, Bt 2K F oo
a5 SAEE LA 2R B By OB B O TR I . A RZE R T, AR IE FAE R
B B KGR HL L, ANAOR A

i iEM (Register).

B KEEE BP0y PRI, BEETE BT s e, R R ICR S
WA SR INEERE . WUEREEREARAEN U _LISAT BAFAESLAE R D, WUE M2 R AR DL
T BATE B E R MR

WA E /& > IREEIE Ul b, RITEM T EE LT,

Access Control

C] Name Model Version  Chassis Licenses N Auto RollBack
Policy
(J v Ungrouped (2)
D @ 1010112 Snort 3 Firewall Threat 770 NJA Essentials, IPS (3 wht_automationPolic... ¢ o
1010.012 - Routed Defense for VMware more...}
O TD_Cluster (1) o
" Cluster(Individual Interface Mode)
@ 1010233(Control) Snort 3 Firewall Threat Sn N/A Essentials, IPS (3 wix_automationPolic... N/A
1040.043 - Routed Defense for VMware more...)

R IEAEE M BE %2 B Ik B b o

£58%: Firepower 4100/9300 .
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0O TD_Cluster (1)
Cluster(Individual Interface Mode)

@ 1010113(Control) Snort 3
10.10.0.13 - Routed

ST LU il SBAR P bR T IR A S5 R RF B TS DL o B KRR B L AR B
FAE M SR “BRBEEN” AR55 . WA EMTBESCIEM, SRR, 5 46 UL,

Q. search Deploy Q) & ® ‘ v

Deployments  Upgrades  Health  Tasks R ‘ @D show Pop-up Notifications @
@ 0 running 3 success 0 warnings 0 failures [ Q_ Filter ]
@ 1010013 Deployment to device successful. m

@ 1010112 Deployment to device successful. m

@ TD_Cluster Deployment to device successful. 48s

SR 2 W AR 4848 (2) » MUE BRI
KL HRCE T DN TR R, AN ] TR P AR A et o i, T AR e & B &% 1) S
YRR, (HHBERC BRI D

SRR A/ E > IEEE LIEFRM. E8ie, TUSAEER. FAIE. RFENESITIRRRE.

TD Native Cluster

Cisco Secure Firewall Threat Defense for VMware

Cluster  Device Interfaces  InlineSets  Routing DHCP  VTEP

[ 1010113 v ]

I 1010113 I

General & * System oG

[«
C

W2 [ LA SRR T
« B (General) > &FR (Name) - il Al 4R4E (O)F UEERE B R AR .

. £2%: Firepower 4100/9300
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Cluster Device

General

Name: @

Transfer Packets:

Status:

Control:

Cluster Live Status:

WG BLE AR 7B

General

Interfaces

Inline Sets

Name: [ TD Native Cluster

Transfer Packets:
Compliance Mode:

Performance
Profile:

TLS Crypto
Acceleration:

Force Deploy: v

Routing

pocskgmnn. FmEs |

DHCP VTEP

TD_Cluster
Yes

]

1010113

View

s BH (General) > BEFERIRS (View cluster status) - fii BEHEERIRS (View cluster status) %
PERAT TFERHIRZS (Cluster Status) X G HE

General

Name: @

Transfer Packets:

Status:

Control:

Cluster Live Status:

74

TD Native Cluster
Yes

o

1010113

W/ EEBHIRTS (Cluster Status) XFiGHE 1 s di 18 (Reconcile) LA B M 56

£58%: Firepower 4100/9300 .
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Cluster Status

Overall Status: & Cluster has all nodes in sync

Nodes details (2)

5% Firepower 4100/9300 |

[ Refresh ] [ Reconcile All ] [Q Enter node name

Status Device Name Unit Name Chassis URL
> In Sync. 172.16.0.51 172.16.0.51 N/A
> In Sync. 172.16.0.50 Control 172.6.0.50 N/A

Dated: 13:56:52 | 06 Jan 2025

« B > SBEHERR- T DLAEROR R S RHERR H RS, BT AR ARRE CLL. 152 By K

Lo RPEEREREAT SRR HERR 28 51 00

[ 9: R HERR

General

Name: @
Transfer Packets:
Status:

Control:
Cluster Live Status

Troubleshoot:

&

clusterVFTD

Yes

L]
1010.43.21

View

Logs CLl Download

» VAT - 4l 4548 () T VTSR,

PIRA LIRE>IREEE LESERM. RE,

MiE.

ST AT B T3 1R DS B B AR A P A RS R DA IE L

* HM (General) > & FR (Name) - ik iy 4wiE (&) LSRR N WoR AR

General

Name:
Troubleshoot:
Mode:
Compliance Mode:

TLS Crypto Acceleration:

WG BLE AR 7B

. £2%: Firepower 4100/9300

10.89.5.21
Logs CLI
Routed

None

Enabled
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posgmns. mEss. sEzn [

General ®

Name: [ FTD2

Mode: routed

Compliance Mode:  None

TLS Crypto  Disabled
Acceleration:

Force Deploy:

o BIE > EHL-WURAE VAT E O T B P Muhk, WAL 7 A By e LT I i
LAMSEAS 24 TP M Bk ) P 4% LRt Gl R IXIRP A AL ik

Management @‘)
Remote Host Address: 10.89.5.20

Secondary Address:

Status: (]

PpAIEEESL: BESRRF. U &0

DERE P B B AE FXOS s B SRR LB A B 8 O I SEAR S B 6 T 2 HIRERE, 2
B ORI LUK M G . 6 T 5 Firepower 9300 HLAR A 1) 22 4 K ERL 5 B9 f £ TE 425 1) e
PRI, A0 MTU M ERIAE IS0

\}

AR KGE5 M4 EtherChannel I T2 HURAEREIN, i I EIE £ I AEARBE 52 20 T Z AN S HEAN TARRES
VR EESRAT 7 1FRe 30 e e B AR b AR TR SRS 1 B o

UK

TR RE > REEE, K5 AUHERTN RiE (©).
PIF2 piliENO (Interfaces).

£58%: Firepower 4100/9300 .
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B voosemse. mEss sEeEn

SR 3 A B RER .

ST ZHUARERE, R RIBE M MTU W5 4 LB 8 O i B MTU 270 100 775 i TR

PR R A R A, DRI AR thI R I T B R 28 9 52 38 /N R B 0 DA R SRR AL T

o BATEVCH MTU WA K 9184; H/MEN 1400 A1, 6, H+5& K MTU J 9184, [X

Ml I E YRR O MTU 7 LU 9084, T BESEf i i I ] DL & 4 9184,

AN SIMNEEREN, A H AR IR ping,  HEOHE ALK/ S AERERE R BE M MTU JUES, A

M A MTU FE5ME . RIS ping 6, 9 50RO EHR AN (MTU BREL 2, R JEEREA

4, RIGERLL 8) RAT ping, EHF ping HIh. W ping K, RGSAMGES, LUEEL FE

BERAS WAL MTU ARUCHEC )8, AR )5 F

ST AR BROIATEOL T, AEREEhRE RS2 10 s 48 . 0 SR W AN 122 1 R AR T

R, W T S ARSI S X WL 1) FXOS it o

a) Rt YREE (O) LAFT AR RES I BE M H 1 .

b) 7EEM AWM MTU FEP, #1400 19184 2 [al{BHERR: 2561 A1 8362 2 [l ffifl. HT-Hubib
B, B MTU KN RGEE AT A . FeAT T Ul FH 5 K 9184

c) MiHARE.

PB4 EHERE .

a)  CAk) XFFH BT KB, EESEEE O ERCE VLAN 780 . AR HA R E T
TH . WS TH .

b) sl R O R (2) .

¢) MELMAMEASE. X THMB RO, ESEE RS0, W TEEEN, §2
B P R AL 1 o 0T IPS 210, 1HS M WIEE R a2 100 o
iR
T AR B BB IS4 11 MTU AR HCEERSE O MTU & A 100 N7, 60K G )06 40 AL B0
B0 MTU R, 1620 PR 3, 28 34 00 IS INAEBFp 85 MTU, 2 5 ] DLkl &
HaHe

d) X T ZHUFEERE, 1A EtherChannel & ME— T34 )5 MAC k. i &%, 7€ £H Mac
Host FE, HN HHH U0 MAC #ulik, b H 875 16 A2+ 2B 1507

Bltn, MAC Hulik 00-0C-F1-42-4C-DE # 75 %4 X\ 000C.F142.4CDE. Af5 ) MAC Huhil 5 B 414%
A, BRZCHRE AN ERIBCEANRE 2 AT EL

W) WE & Mac fitlk; B 2.

&0 250 75 EtherChannel JiC /925 Y Fi A FH I ME— MAC Huhil,  DUkE S i 75 16 W9 26 32 4% i)
Bl W T E ) MAC Hiht, 1% MAC MR UG 288 T 24 a7 3l s 2% . WAL S MAC
kb, WG SRR A R AT, BT T A Sk BT MAC Ml T O, X ) B S A
15 A PO 285 W e

¢) MlBE. XHALLEIE D ER LAV,
FES LR TF.

. £2%: Firepower 4100/9300
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| %= Firepower 4100/9300

poggmhe. REEmsrhnsses [

VRIS, 50T LU 23R8 > BRE B TR SR 08 BT o BE A B e o RS L I, A AR

BAEER L. REEEET

RR G E

& 3% (Cluster) T [ EEBHE I TIRR M3%1& B (Cluster Health Monitor Settings) #7704 Won N EFTiR

5 &

10: EREE TR ESITIR B

Cluster Health Monitor Settings

Health Check

Timeouts
Hold Time

Interface Debounce Time

Monitored Interfaces
Service Application

Unmonitored Interfaces

Auto-Rejoin Settings

Enabled

35

9000 ms

Enabled

None

Attempts  Interval Between Attempts Interval Variati...
Cluster Interface =1 5 1
Data Interface 3 5 2
System 3 5 2

R LEHETRRERIREBS RIETFTR

FE

ikl

Fik:p)

PRAFIN T1)

0.3 3 45 Fb 2 1a); BROAE N 380 N THE Y ARG TR, RET
I AER R I HERK _[ORF heartbeat i EACE B LAY Ao A 2RAY A AEDR
FEIIA RIEACRISR FR AT RURAEAT heartbeat 151, JUIRTA54Y R LA
T 3 B e T AT o

F2 1B 3R [ i i)

AT 300 F1 9000 ZF> 2 1], BRINEN 500 Z=F0. F2 0By B A ] & 15
FUBZ A A e oK 1 o ST I 5 2 iy 28 e B 1) o

£58%: Firepower 4100/9300 .
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B vooseese. REsmsFRRkEgE

FE 15t AR

FesEN B2 LB TIR KW W P Bl I e o n S s 38 2 1 1R T A A B s 1
ERF T A R AR, (EAE LAY 55 R — B 1 AT T s
1, 2 MAERE A B RZT A 5 S 2K ] Ja DA BE 55 1 B3 B
YTz 2R A DL RZ T AR B T AR R IEE IR B4 o

45 % IR AR Snort AL O gk R b AT I 4% .

AN R SR Z IR,

BHEHMNIEE

SRR SR AR T T B I i 1) 1 Sh I B

SR AT 1165535 2 0. BRIMERN 1 CRZIRED o WE SR FH AW
WHL

SR [8) ) 1] [ AT 2160 200 BRINE N S 43%h. 2 U IR B NN 2238 2 8] ) 1]
BAFFSEI TR CLLZM Bk BT o

5] b A1k AT 1R300 BRI B EEE T 1 5. SO S8 Ak
PR 100 B R 2 i 1) o

iz SRR B M ) S EE I B .

2RI T 1 F1065535 208 ERNE N 3. BB 2R w8 .

SR 2 T8 PR 1] AT 2 F1 60 Z 18 BRINAEN 5 20k & U IR I N 223 2 T8) 1) 1]
BAFFSEIT TR CLLAM 8ok BT o

B A2k AT 1R 3 2200 BRI R BB Rr SR TR 16 2 fi% o o SR A 3G InARg ik 2
A ) B o 2 )

R4 SR BRI A S B I E . N EE S N RN R
— BN R A

2RI AT 1 F1065535 208 ERNE N 3. BB AR EH I 8.

E=srwa a1 ] AT 2 F1 60 218 BRINAEN 5 20k & U RIS I N 223 2 18] [ 1)
BAFFEET TR (LA 8ok BT o

] &A1k AT 1A 3 2200 BRI B RF S ) 2 5. 5 SO 5 B indf ik 2
AR 0] B R 2 1)

\)

AR RN ARGISATROU &, WAEZA T RGP IROUS &I A TG 17 B A2 BoR

KRNI L = SR o

. £2%: Firepower 4100/9300
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poggmhe. REEmsrhnsses [

AT LIS AT 3038 ID. BN PR 0 ID, DL A Snort RS b RE . B4R B AT
VLAN TR O B0 (Fln, VNI BVD EHAT. BAGE SR B s il & s, Bh&
TR R

WP IEE > IREEE,

BB MERESL, sl 3B (2).

M EEEE (Cluster).

HERTITINR M 8818 F (Cluster Health Monitor Settings) #54), i %R (£).
W S HEITHROREE (Health Check) M AR ] R G is TR B 7 .

M EARFEITRREE

Edit Cluster Health Monitor Settings ®

Health Check @D @
~ Timeouts

Hold Time Range: 0.3 to 45 seconds

@
Interface Debounce Time 9000 Range: 300 to 9000 milliseconds

» Auto-Rejoin Settings

» Monitored Interfaces

Reset to Defaults Cancel m

MR R A B OB AR N e B R R 1 L ERAA Y s B L B T, B R
IS AZ LB I VSS vPC B VNet) , ENAEH RGIBATIRS A DIRE, 2R O
FURREZ A o 230 0 8540 58 oo i FLIRC S8 e LR P BT s m T LUE T B 2RIk
UK B D RE RN I B2 1

C B PR A I TR R 117 s Bk 1] o

o {R¥FETE) (Hold Time) - 13 & L7 8] LA 32 P9 T A O BIRIR 2870 B 2 Tl (R e el 1) b, HAE AT
0.3 245 Fp; BRIMERN 3 Fb.

* $ZEOBF R BEAT[E (Interface Debounce Time) - KBij e ki 1] 52 & 4 300 £ 9000 ZFb-2 7], ERIA
B4 500 22 F0 o B/ INIE W] LA RAS U2 A (R T 1S o R, T SR C B PRI 7 S Bk I TR AL
SHEINRIRILE . IER AL TDRESHORRT, RS RHR e M2, RE A bRt A &
AR, IR T SN IR . 6T AR A 4 A 1 I8 4T IR A 1 EtherChannel (5121,
ACHAVE I B AL #eHL S A EtherChannel) 115, SEACHII Sk 18] w] LLRS 1F AR fi L1
FE VAR A g — AN 10 U720 5 g 1 P T P52 S P 302 7 A B iR o

£58%: Firepower 4100/9300 .
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TR A AR IR DU B A ekt i 1 ) SR I AN S e
2ZEEEHNEFMARE

~ Auto-Rejoin Settings

Cluster Interface

Attempts Range: 0-65535 (-1 for unlimited number of attempts)

Interval Between Attempt 5 Range: 2-60 minutes between rejoin attempts

Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous
duration), or 3 (3 x the previous duration).

Interval Variation

Data Interface

Attempts Range: 0-65535 (-1 for unfimited number of attempts)

Interval Between Attempt 5 Range: 2-60 minutes between rejoin attempts

Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous
duration), or 3 (3 x the previous duration).

Interval Variation

System
Attempts Range: 0-65535 (-1 for unlimited number of attempts)
Interval Between Attempt 5 Range: 2-60 minutes between rejoin attempts

Range: 1-3. Defines if the interval duration increases. 1(no change); 2 (2 x the previous
duration), or 3 (3 x the previous duration).

Interval Variation

WEBHED (Cluster Interface). #3230 (Data Interface) FlIZ& %k (System) ¥ & LLFAH (A 8 e
A5 MR N PRSA 8% .

o SRR EL (Attempts) - BEE BRI ZRIREL, AT -1 F165535 2 0] 25 B8 H .
£ B43Z 0 (Cluster Interface) BN A -1 CERED . ##EiE D (Datalnterface) F1 R4t (System)
(RIER AN 30

2R Z B BY 18] F® (Interval Between Attempts) - 52 X I EHT I 2238 2 18] (149 1) g FRr S i 1) (LA
IR EAL) , AT 2 F60 208 . BRINE R 5 208 e 1 SR F I N SRR (1K) i AR s T) PR 7
B ERK IR 14400 2340 (10 K)

E]BR L {¥ (Interval Variation) - i& S S IR BERFLLIN ] . BEAT 1 A3 ZMifE: 1 Ok
W) 5 2 QAET E—IREFEE D 803 (35T E—IREFLELRT D o i, Gk by

SERFRIBEE N S Bh, PR E D 2, WIFE S B ST 1 IkEs FE 10 Bl 2x 5) e
HEATH 2 IR 75 20 708k (2 x 10) JGHEAT 56 3 24K &8O (Cluster Interface) [ ERIAH
1, ##EIEO (Data Interface) Al RS (System) HIERIAE N 2.

TE8 W) ZEIEE DO (Monitored I nterfaces) sl A~ 5 % 0 (Unmonitored I nterfaces) % - H ()4 1
RBCE 2 4 1o fadmT LU Hh 0 i v 3 A BR 55 Bz A 1542 (Enable Service Application
Monitoring), LLJE FEAEHI X Snort AR Ol EFE 1 42

. £2%: Firepower 4100/9300
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$IR9

SIE10

rxos: mipEiigs [

13: B E ¥ MRy O

~ Monitored Interfaces

Monitored Interfaces (9) Unmonitored Interfaces @ (0)

I Q_ search

GigabitEthernet0/0
GigabitEthernet0/1
GigabitEthernet0/2
GigabitEthernet0/3
GigabitEthernet0/4
GigabitEthernet0/5
GigabitEthernet0/6
GigabitEthernet0/7

Management0/0

P B AT RS Aok W s b i W s o SRS s AR T A T A W B s e s 1 ok A ke, (L
LAY A B A O M S s 0, S MEERE TP BRI A 2 K AR
THE TP Bk e 53 B e T 10 PR 2T DL K271 A B o T I A IEAE IR B 2% BRIATE LR, A
BT A5 B2 10 BA A Snort AEEAE S HERE B FIZ A IR 2

180T BE AR FHAS B A 42 1 BB A IR BUAS £

MR R A AT T O OB s I SR R s . S P ERAR Y L s el B RgRE . B R
INESNIAZ ML VSS. vPC B VNet) , BENZEH RGI TR EThRE, EESHX S 2H#
IR TR o M 40 B0 e i HL G & S0 L L RB B BT 10 s, S80I DUED B A H R gz 1tk
DU AT TR fn g W s .

iR E.

PRETC B, TS B

FX0S: MIPR&EEEIZE

LA 08 739 2 B i i R 7 A R SR AR P 35 A

e B A Bk

i, HHELRE s bRy, SRR 2 BB EERETINER . SN RN TR, SRS,
AT AEET I AERE . St vl AT Sh 25 AR

LA VA MR ARSI, Gk P KERPUE BLGS 1B EIR & DU & AR PR

£58%: Firepower 4100/9300 .
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fes

Gateway Management Port Status
10.89.5.1 Ethernet1/4 @ oniine @G F; ¢
Attributes
Cluster Operational Status: in-cluster
FIREPOWER-MGMT-1P 1089520
CLUSTER-ROLE - control-node
CLUSTER-TP 127211
MGMT-URL - https:/f
UUID - 95507124-32aa-11ed-b9da-d0ald3T634c

ST 5 k5% B Ul (1Y Firewall Threat Defense, MoK 15 #5 B 7F Bl kBG4 FR PO W& R,
DMEEE N A HERG, ek E ke,

o TR R A AR - T DM N A CLI 2546 Hi A cluster remove unit & F% i &M BRER
KA VAN T e 51 S RRP R E RFEAA, WA SRS R EoR i & B R FEA
A, P o TR S FE AR IZ T s AN S B RECE . W SRR A N A A R B
T R, W2 BEHT AR T 1

HBARAL TAR PRSI, I Bdia e 1 5G] AT B 1 ] DUAGR AR O R . 2R
R, WA SRR BB LR R AT OT, AR ROAG R IO B B TP ik H A
RIGTEPONBL M AR P AL TAR EHPIRE ,  BE ORI

SUHUH A FHAERE, 1/ Firewall Threat Defense i A cluster enable.

o SRS -4 B KB HLAS R 88 10 AR VU, AUh BB AR (W) . LR
e EsEsm (S mEe .

o Sl e AR - g RN LAY (R A BB ST, st S BRETRR

o FHIHLAL 16 B KBRS B ()RR BUE, el XALERR.

K A MR
AT LU BT 592K AR A

ST b5 kB 3 A0y 1) Firewall Threat Defense, #i{RAENIAE D2AH SRS, M Bk R s h
Ly LA BN MR A

o MHBRE IS 76 Bi kBN RIS 10 “IBSIR&E" TUm, il MBR (WO . K5, &TL
FRE AT SRR B BTROERAE, W] LAAE R — SRR R AN IR (IS R

* MR S5 F M BRALAG B 22 e - SRR 55 mh I e %, UV mT LUKE A2 e P 5 om0 SR AR 1T 1Y
Ko

. £2%: Firepower 4100/9300
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FMC: EHEBFENR .

FMC: EIEBEfERRA

PSE AR, ERT LA S e A A B B

NN ER B X

£ FXOS F M i EERE M DI i), Secure Firewall Management Centerss H %8 1112 8 0

FHia Z |l
o VA ORILARBURA K2 B 26 B A3 G EAT A

FHIE1 1E FXOS ik & INEI4ERE. 15214 (FXOS FLE 45/ ) -
SERFPHTE AN INBIEERE . TE S B K RSN UAR B B 2% 1B 58 1% & b % 5 filf ] Firewall Threat Defense show
cluster info iy & & HEREIRA
SR 2 RN AN, BN S ENE D, AR E R
o ERPRASAHIAE (AE IRE > IREEE. BE () Khrsi\ && > REEE wHHRm. £8
TETR BRI ERF LAPR S A S ) — N L IEAE AN B4 2 Bon “IEEIMALGE
B WEAIMNER)G, b kB O 22 EMNHZ R, IRESHESCh “nlfitEM” . 5%
A MG, RSSHESChY “CIEERD” o WRENRIN, SRR T k&,
B, s i AT R
o RYUIRA (RS - B KBS H L BoR A TEN A AR RS
CIRE > IREFEIR, AREERN&E — BIFERAYIR U LSRN, 1A B 2508 s
B B bR )8 4% IEAEREATVE M -

BRI S
ST LRI SR SR 5 AP 2 DR e . (002, RS0 5 A
S PSR AR B SR U T TR P ST, AR A 2
B, LG A B

FiaZ |l
o A ORLARBURA 2 e B o B A3 YRS BT[]
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5% Firepower 4100/9300 |
B =555

SR WERWTRERIUE, XFFHLAE, i 7E FXOS M IH AU &40 e B 3 LA
W4 Firepower 9300 FHHIAEER, WITEHHATIX LD IR,
WERBA THPLFEI FXOS AR BCE, 1 E AL HATA IR AR 01 o 2 41 SO b 3R
ARUTIAZERNEL, WZ&M (FXOS IESRH) .

a) FHIMACE T H T fE 3 L7 Firepower 4100/9300 HUAT 132 48 1 45 FH-F- 5 10 B 0B IF) XML SCA
b) R E SO A LA -

¢) ERVFIII.

d) WALE, RITHOE B NI SRR DAC &5 SRR A A

P2 BRI PR B b, 55 RE > REEE. B () > M.
. tdclustert (2) Enable Node Clustering
Shistar Break Node
rececors) Fovormas 730 i LI MA pacetcapnre
Health Monitor

Troubleshoot Files
de2(Disabled) Snort 3
node2(Disabled) Snol S S A Essentials, Threat (2
10.89.5.44 JEEA

TR 3 N EERIZ B
SEREANRIT e B P Lo BE 46 51U PRI R 2% 0 4%
SRR A P EF AR SRR R A BN ER IR SO, A LU MR

© ERPIRASMHIAE GR&E > R&FEE. B () Mhrsig& > REEHE, AREHFRm. £8 0
M. R, SRR — MU LR MR B s “IEAEIASERE..” &
FIMANERE G, B KB B0 ez B, RS TESCOY “wI BTN o S8 saE N
Ja, RESHEECH “IEERE” o WERTEM R, S e e R&. wdl+,
i Wi BT AT S R A

o RUIEAD, RJA RS — B K B G R BT A E A A R O

< RE>IREEE, W5 dnR N > & — IR SR U L AR, T LA B 2 O s
AR B IEAEEAT VM

=R R
AT RETR B e, DAIMERSINBR 4%, BRIRIN 3EATYEY . R B e R, W&k 5
TNAE B K BEE PR AL R AR

. £2%: Firepower 4100/9300
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sxnrgs [

\)

iR

HTTAETAR E PRGN, AT e LOGH] s U B L ] LUSOE NG . SR I
VPR HARA o B LUK ORAFITOT, A NG I S R P B TP ik . (U2, W SRAEEE

Bz R AR PR AL TARE SRS, A B CURE AR o b 20U F 4231 65 SR AT AT Ay 38
— BB

T TEF RS, RS IRE > REEE. B (), R FEREERA.

., 9300-cluster (3)
Cluster

g
chassis1-mod1 Snort 3 Firepower 9300 with fp9300-docs.cisco.con  Essentials, IPS (3 . A -
089520 FTD {30 I Security Module - 1 more.... ot LA :
Disable Node Clustering
- Delete
chassis2-mod1(Control} Snort 3 Firepower 9300 with . 5 FPO300-2 cisco.com-4.  Essentials, IPS (3 SO N/A
10.89.5.1 FTD - El Security Module - 1 more..) i e Packet Tracer
Packet Capture
Firepower 9300 with 5 - o FPO300-2 cisco.com-4:  Essentials, IPS (3 ¢ ol i Health Monitor
10.89.5.12 FTD Bl Security Module - 2 more...) - g

Troubleshoot Files

BT UNERBRZSNTE Of& > REEE. B () MEBHLFRT) P,
TR 2 N EAE B S ARG

A W& > WEEE VR P ARG B (BERD -

w ftd-cluster1 (2)
Cluster

10.89.5.21(Disabled)
10.89.5.21

9300-1(Master;
A ( )

10.89.5.20

SR 3 FOHA R, WS ISR, 543 Ut

EFIMNERE

RS BR T2 B (et 3 M BLS R R 1D, s RS T s A AR, i 2iE i

Vilal 4% CLI o AffR b O v, Tl mB ImNERE. A ¢ T] WAERE PN BR B 45 1K) R IR ) T 2245
B, S mHINNERE, 2 62 1.
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TR N TRERRIE L, LR & > REEE. B () > BRABEERRK.

o tdcluster1 (2)
Cluster

node1(Control) Snort 3

= - Essentials, Threat (3 o
10.89.5.36 FTDv for VMware 7.3.0 N/A e in-out
node2(Disabled) Snort3 O e eh i Esscntials Thoat (2 o
10.89.5.44 more...)

BT UNERRZSNIE Of& > REEE. BE () > KHERT)
TR 2 N E AR BRI AR

FHBET S
T K A SRS A (i, W RS MR Firepower 9300 L A5 Hk,
K B OB IO T

5% Firepower 4100/9300 |

Enable Node Clustering

Break Node

Delete

Packet Tracer
NI Packet Capture
Health Monitor
Troubleshoot Files
N/A

HEDBTIGE B

sUMBRBLRTD 5 N By

WIHRAZAT SRS SRR I B ATH4y B W R A ARG ) 24 %ﬁﬁx,mfgﬂmﬁﬁﬁ =)
M FXOS IR K AMER, S0 FXOS: MIBRAERERA , 26 39 Ul WnHUBr LN B kB #
RO EM, R R SR %ﬁm*ﬂ%,b$k;%$mi,%§7bmﬁ%ﬂ%ﬁﬁmwﬁ

B L AP RS BRI

FHia Z |l

BFHEMY S, S0 R, 542 00 FEBGHTENY M2 0T,
APIRBLHBE I AL T ARE SRES -

WRLAAL T F B e TiE

BN WORAERS LN Bl KB B R BOHE Y A 76 & > IREERE L, M aEr (BEER) .
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ftd-cluster1 (2)
Cluster

10.89.5.21(Disabled)
10.89.5.21

9300-1(Master)

10.89.5.20

'y

TOEFT N B O SRRPRTS XHTHE T &G R R PIRES . WAL, 3 s SRBARZS Xl
HE_E 1 i S8R 24 T o S o
BYR2 AR A EE 1 R B B G R, B R > IREEE, Rn iR > REES () >

BGHIER .
PR3 HAE BOHTEM 1Y

MARTERNT 7 K A8 B oty A B3R R IR R %19 1

TE=HI BT

A

AR EH NI, BOFIUE AR AT EAN R, SRRIR R S IS R A .
Rt € BRI B ST, AT P IORE . TR, XA IIRENT S, WK
S A e A, WA SRR AR W, TS e 0 BT O TR B o B FT el ST

i

LSRRI, THRATEL R IR

B ik g > REEE. BES () > SHLARSIIFRERTSXHGHE.
FOETTLIN IR & > IR & TR U7 W R BPIRZSXIAE, ARJRIEFR. SR I, A X WM EERE LAY
RS

P2 W TEPOERIRA RS, WL ES () > BARABESAES.

PR3 RGER IR EHIAA . RPN, W5 RRE.

Nil
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| R o

AEEREM A
WA RE R LM R MG, DR AR R 03 B 4y MALAR V3 I 22 Secure Firewall Management Center. 3]
fn, HE FoAE B KR B RO B N B 9 6% i I I SRR IR T

UK

TR IEFENN RE > WEEE BS (), RRERERIART, DT ERPIRSIE.
AT ELNI & > 1R 8 B TR I ) 5 A0 X I R B SRR IR 7S R 4 T T 8RB AR ZS X U ATE
P2 s il B
ARIEREREIO VAR, SR K L. EPEEERE . 5 46 UL,

prAEERE L. HIRRRE

AT LI ¥ Secure Firewall Management Center ' fll Firewall Threat Defense CLI _I F4EHE,

o RRPIRSINHE, AEN IRE > IREEE. S () Kiroi\ & > IREEE RJaLFRm.
SR B SRR SERHRZS BRI TV 7
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procsgmnn. wimgs ]

Cluster Status

Overall Status: [ Clustering is disabled for 1 node(s)

Nodes details (2) “Reconcile All | @, Enter node name

Status Device Name Unit Name Chassis URL
l Summary ] [ History l
1D: 0 CCL IP: 10.10.101
Site ID: NYVA CCL MAC: 000c.29bb.d7bb
Serial No:  9A4MK10VUVF Module: NGFWv
Last join: 19:17:26 UTC Jul 18 2022 Resource: 16 cores / 32256 MB RAM

Last leave: N/A

: History

Timestamp From State To State Event o
211513 UTC Jul 18 2022 SLAVE_APP_SYNC DISABLED Slave application configuration sync timeout

20:55:10UTC Jul 18 2022 DISABLED ELECTION Enabled from kickout timer

20:55:10 UTC Jul 18 2022 ELECTION ONCALL Event: Cluster unit node1 state is MASTER

20:55:10UTC Jul 18 2022 ONCALL SLAVE_COLD Received cluster control message s

Dated: 08:56:56 | 09 Sep 2022

PRI AT A G E TR R A -
BEEH I KT G LURR A
© IEAERID - Bk TR B AR B L VE M

o R i M-t JE AR, (HRR A B KO B E T . AR B ARG AT
i B DL .

o SRBFC A AT OE M BR- B CrE M, EUR SRR A ARE B o Bl K B RO W SR AT 5
T OB A AR B, SRR B DR P AR, s 4T LU AR o M B 4 4%

© IEFEIASERE... - B IEAE AN EMSERE, HRRGERNA . Be& R ISR A 7]
B kB B b T
MTRGRS, BLUEE HE L HRIER.
T EE () PP IS B, R AT B MRS 2L
- BREH
- BR%H
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- BRBRENNTHIAR

© RUEA, RJE REES

£55 DU EREAD BN S “ A 1E55

c W E > IREFEE RS IEFERINE#E cluster_name.

JETT B HUR IR _EASRAEIS, wIE BUPTA O B, QG TP ik 5% W i B o T AE
iRl B ) = A

* show cluster {access-list [acl_name] | conn [count] | cpu [usage] | history | interface-mode | memory

| resour ce usage | service-policy | traffic | xlate count}

A EFEANERE T R A s A B, 15 show cluster i 4,

* show cluster info [auto-join | clients| conn-distribution | flow-mobility counters| goid [options] |

RRFIZITIN L 15

SRITITINL IR

health | incompatible-config | loadbalance | old-members| packet-distribution | trace [options] |
transport { asp | cp}]

BAEEG S, W show cluster info 14

% A 12 ) T AR

* Firewall Threat Defense fe S M AT I mi i, - B KBRS B ARy 2008 I a4 b el oS s i
APRbR . SRR AR th LA 2 2k

© BEAPEHITAR - oA REBHRIh . SR AT AR B R 15 B

A

PN SR BRI SRS« SR U BT E B A TR BRI SR G

A RD LEBR PR . W IR LU O (AR BTN o O
e ERILRERET, ANET Pk B O R IHb Ym0 8RR G R EANRES) .

o SEREGEVHE R o AR 2 BT SabR, 48 CPUMEHI A, WAHEHT ., B, fath

R IHANIEFF NAT #i,

iR

CPU HI N AFHRFR S 2n B - 1A snort A5 P17 D4 ) FASF 2441

 FEARER (B CPUAEIITSOL. WAFAERING DL At s AER) DL 7 s s di g I 1] B
WEIEEREGOHE B

o SO AT TR - AP F SR SRR TY s (0 S A -

o AT RPE RS EEAGERE Y R AR RN I TR) Y TR A R S B L AE SR AT D . R

FRIRAY w0y \Hﬂﬁﬁa i lttff’afﬂr‘, S nT LUREARA DU S8 At vh AT ] 53 AT A I
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sagpsrin ]

o CWREATHE R WA LLRAS R R RN R GONIRRR . R ARATIR CPUAMEIR . AL H]
RN R IE S LU S R AU NAT F 3R bR Bt . LA Al
T RENS IR I AR ORI AT 22 57

© BCOAPEREFE BT - SWom ST Sl A AT abr o 50T LU AL £ ek DY ROF & B 45 2 19 1
VR R . Fabn i A CPUMEII AR AR A FANER . anthJdR T BERINAT
et o

* CCL # R MR - LA 7 A n SR I B Kot B A ARt
o WRBREHERR A B - PR AR T R R U P (S SR
o IFIRIYE ) - P PR A8 A BE R b i ) r oS PR SR A T A I T i

o U SAETIAR - BT AR AR AN R GHabr e . (H2, 1 s FEA0E I 1
iR RS, ANIEHIT ST IR B AN SRR

ERERHEITIAR
LIS PO B el A AT IM L A4 REPAT BERE S o
SR PIR DU 77 SRR PRI sl I PRGSO VRN AL o AR REIZ A IR DU 1% 23 AE — R P45
TR SRR K I A IR DA H o
FiaZ |l
* TORIE CNBT KBS B L K — A el A B A B R A

R

SR L > BTN > SRR HER .
A6 FH A2 AU M i 0 U R RIS A IR DL 7 2% o
TR2 ERAFIERTD, sk RF () MHE VD LUBFFAITSITE SR R&IIL.

T3 EAFEMSIPRUGTE R, W REREAIR. BOASOLT, SR 8 278 2 P0E SR
TR R A X SIS AR LA PR R o F s TR 4 «

o Wb — S BoR A e RS AR T SCE FEAR, BRI AL CPUL IAE. R4 H
OEEGOHME R DU NAT s B

* T — BRI AT A A

© BUATERE - 7758 CPU IR . AR S A b, B iR Ak . TSN NAT #46
M RS HE B

e CCL - RS AC R A ES HHE B
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SnT LI i 5 T PR YA PR AR T o A7 OS2 SCRF AR EFR PR 5838 513, 1525 Cisco Secure
Firewall Threat Defense iaf 7 IRILTEFE

TErT LUMAT B A1 S22 34 rp C I TRD S R o 8 T ACSE DS ) 9 PRl DA S et A /NI BRI
BT AR I R R R AR S a R ik £ B E X (Custom) LABCE [ & SOTAAES A H .

TR AR AR B SR BB 5 > Bhelok Al B ST

mid “HBET B, AR B I R ] s A
P8BG2I TR VAL BBl N AR 38 B . TR FLAR iy R B B T AR AN RN TR T2 A58, K
WRZAMEAT o s M LT Y A T A A VRN S

ORF TR 8 19 RUBATARDL A AR ) A5 e A4 A M PR T T 3 P 8 3 o 9 A B TR
i
B AR B B AL BTN E R L] &G K RO B 5 10 2 1 il /NS AT IR DU &
ORI 2o Ry T AT T TR A AR DU AR A E A PR AL

TR 1T RS AT IRBL I ) TR BL B e 2 £/ s S A 25
SEATIRBLRPERE . bR I AR f0 4
- HER — St R AR U X BB RS, A5 CPUL A7, $E1 . Bt .
L AR PR R A .

* CPU - CPU M HI e, QUG REA B AL O X 73 1) CPU A I 0«

© WAF - B MR, A RREUEE P TIRT Snort N AEAEHT .

© B0 - BRES AN R R LS R .

o B ERGUHER (PR GIR . TR WA R NAT Heffe it 4.

* Snort - 15 Snort ARG THE B

* ASP L5 — SR R 2% 53 A B0 AR DG I G kA5 R
T LB I e AR 0 Y R PR TR . A O SRR & TRAR I SE R 5113R, 152 4] Cisco Secure
Firewall Threat Defense 121 PRI A5 -

AT PR A A LA RIS RnFRESIER (), AT AR B A R
R AN A SCHEHITAR -

XA B AR, PSR RER AR AL, SRR IEFEIR bR

FEREISATIR DL 2 S BRI 5 SRR S LT ARG G5 R, AR A8 A . PEREAN CCLR R Se 15
SR

. £2%: Firepower 4100/9300
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pocggmbn. agsmmuang ]

% 2 EBHEIT

BHR i AR (5N

CPU AEREAT 02 _BIK CPU RIS (43 %) Hidfi-F- | percentage
[l Al snort) o

Memory AR R LS A AR R AR (5303 T 4800 1 1l | percentage
Al snort)

ol et & SERERI A N B R Se 15 . bytes

CCL i BEREIAE NFIAE H CCL g5 B . bytes

U7 BERE P IR BT L v

NAT ¥4 BRI NAT #3315 Hey

ST SR P SRR IR R S AT L v

Hidh 0 SR TP AR (R B B 23 R S

B GRS D MERFHITHEHR

AT LU ] CCL Ping TR PRASHEHIBE RS 113217, RO AT EUEAT L@ i T3 AR T

H.

>N

o WOBEHERRSCAF- IR Y RORBEMMAERAE, RGURK A s AR HER SO e T DL IR & >R &
B > R > B DR BRI BRSO 1S D R R HE R ST

BOE P UOE I it BB () JFEFE SOHERIBEHERR . A I & TR I L

* CLIfinih- M & > R & B > &8 > B, HTLEE4H0E X CLL i, # B
HERRIERF OGRS . R A N RRHEIT LR

* show running-config cluster

* show cluster info

* show cluster info health

* show cluster info transport cp

* show version
* show asp drop
* show counters

* show arp

* show int ip brief
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B =ssmnses E 9T ping

* show blocks
* show cpu detailed
* show interface ccl_interface

* ping ccl_ip size ccl_mtu repeat 2

] IAE & T BOR AT show fivd. A REANME R, IS &S CLI il .

TS BT HI 9% RS L 4T Ping

A OISR, B Ay ﬁﬁ% ping, AN R MTU ILEC, M
ML MTU Fe8E. QD% ping KW, ARG ERGER, DUERAEERRAZHAL E MTU AL
e, AR5 E. WERRGE P B R R BEROE 2L W, e TR RVFE T30 ping BTy CINASERER
R

TR G RE > RFEE, SENSIAN BS () Bbr, RIS EFERHEARE.
14: BT

Cluster Status ®
Overall Status: Cluster has all nodes in sync
Nodes details (2) [ Refresh ] [ Reconcile All ] [Q Enter node name l
Status Device Name Unit Name Chassis URL
In Sync. 172.16.0.51 172.16.0.51 N/A E
In Sync. 172.16.0.50 Control 172.16.0.50 N/A

Dated: 13:56:52 | 06 Jan 2025 m

L2 RAFH AN, AR5 A CCL Ping.

. £2%: Firepower 4100/9300
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gzt ]

[ 15: CCL Ping

Cluster Status ®

Overall Status: Clustering is disabled for 1 node(s)

Nodes details (2) [ Refresh ] [ Reconcile All ] [Q Enter node name
Status Device Name Unit Name Chassis URL
> Clustering is disabled 172.16.0.51 172.16.0.51 N/A i
~ InSync. 172.16.0.50 Control 172.16.0.50 N/A i

[ Summary ][ History ][ CCL Ping ]

ping 10.10.3.2 size 1654 repeat 2
Sending 2, 1654-byte ICMP Echos to 10.10.3.2, timeout is 2 seconds:
7?

Success rate is 0 percent (0/2)

Dated: 20:29:19 | 06 Jan 2025 m

TR 5K MTU UG G 8 0 R/ NE SR B e b 17 A LAl Y i 80 ping A4

XN

R TR I T A
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| ETire

BB

Cluster Control Link
192.168.1.1, .2, and .3

eth1/8
eth1/8

mgmt

eth1/8 -

<I__ port-ch1 Spanned

| MAC: 000C.F142.4CDE |

port-ch1.20 outside VLAN 20 209.165.201.5/27, 2001:DB8:2::5/64

MAC: 000C.F142.5CDE

1

port-ch1.10 inside VLAN 10 10.10.10.5/24, 2001:DB8:2::5/64

management
10.1.1.1/24 (Pool: .2-.9),
2001:DB8::1002/64
(Poal: 8 IPs)

eth1/1
mgmt

>

Switch

= -

I port-ch5 [
o VLAN 10, VLAN 20 Trunk o
L d
= =
S i
= =

—

U

|

r________/

Client

J

\|I

Server

KA A 2 A A B T S AN VLAN SCBG, Filln, VLAN 10 T WM 4%, 17 VLAN 20 H
TANEMLG . B #AT — N B AN A LB 2 L O . )8 F b gkl B B LT
B ALEBRY 802.1q 3. & VLAN 10 5 VLAN 20 2 7] (#1Bl k5% .

{5 M 4% EtherChannel I, BT 508 B AEAZ # AL 43 44— EtherChannel, W -—& A
AT, AN UK AESL AR B A 2 IR P T I & o
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Cluster Control Link

pori-ch1
192.168.1.1, .2, and .3
Node 1
§/\ /\ eth1/6
é_l | [ ] ethirz
A =N A ethl/8 \P eth2/1 -
=3 T %%
8 M 55 gl 038 3
s ] o =1 o
E T 855 eth21 | SRES g
o Ond — | o200 o
3 18gY £98%° =
L N mgmt 2”3
D 3 a3
o 58 2 O o
WA O=_, B/ ethifb M
ol J o | [Z ] etz o
@/ X | [ 2V ethiss Jetho/1 | | &
V V V vV
mgmt |
management
10.1.1.1 (Pool: .2-.9),
2001:DB8::1002/64 (Pool: 8 IPs)

T e S RECRAE N BRI AR R 2% 2 1AL R T B 5 3000 LA

LIPS, A — A5 4% EtherChannel R R A FAZ ML, T4 DU 53— NS 19 4% EtherChannel
HERLPIMBAHHL . W, AW LIEREA EtherChannel L @I VLAN 121

EiBS%
AFR I ELATAT RARTE L AE [ B VR0 5

Firewall Threat DefenseT fE FH &= BF

#i7) Firewall Threat Defense DI REANSZARMESCRE, A M D REIAEIE e & 132 30 Fr . JLAbDhfign
BEXT T IE A AT RILE T R

SERAIITRITIRE
LU R I RETE AR OL FEMAIC T, M S bz
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| T

\)

AR EAFESEA N FlexConfig Thfig (Hlln WCCP ) , iS5 (ASAW MERAERCE I -
FlexConfig VRS E By KA H AL GUL PAELEINVFZ ASA Difig. 152 JFlexConfig 7RI .

* A2V VPN (SSL VPN #ll IPsec VPN)

o« ARSI RS AR VPN GET SRR D .
* DHCP % /"4 g5 S AACEL.  SCFF DHCP 4k,

* JEFUBEIEHZ 1 (VTIs)

o A HITE

o SR L R

* [ kA HL Ry UCAPL/CC

* DHCP % /7%« RSS2 FIARHL . ¥ DHCP W4k,
ERtERLThEE
PLUR DhRE AT AE ST i A 3250 Fe, HIGv MR e

\)

AR GErP I BE MR A B 1Y RO o S TR B e B B Y
U SRA T PRI A DI RE, T2 SR A rh D BE VR AL PE I 0 B AP AR e e, AR PR R U2
NEETIIRE: WRKAEBENE DL, AR S R A& B Y s
SRR DIRENT 5, WA Y U A b, W DT AT AR T, i 0 ZUAE T PR e S
HEATIERE .

AR A E WM R T A LY FlexConfig DhRE (441 RADIUS £3lllD , 1S5 (ASA HHEAE
il B 45 ) o FlexConfig SEVFHEICE Bl KBS H 0y GUI FPANELERIVFS ASA Thig. &R
FlexConfig Hl

© U R A
* DCERPC
* ESMTP
* NetBIOS
* PPTP

* RSH

. £2%: Firepower 4100/9300
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wzg I

* SQLNET
* SUNRPC
* TFTP

* XDMCP
o WA I E
o yk 5 i) VPN
* IGMP 414 I P U ACFE CEOE S 55 & o0 A T3NSR
* PIM 234 S TR B UK AL BE CBOE -~ T % o0 A THEENMEREF)

* BhA K

R PR SR B A B St o AT AT R S A VT SRRV I (T B TR
g, AESRME PO FE R PR AT BEAS S AR L PRI SRR R AEAL T4 5 I 18] S R] BE vy
AT AR A SR I A T RS fEL . AN, ARSI A ERAE T, 2 JRORR B 18] 7 S

TS AN RE
B EF AR A 0 LB AT, 7 LI 9 TG 90 O A 26 9L e S 0 B3
A, CH T B B A
16: H7SEEH

Router A

Only control unit uses OSPF LA;
with neighboring routers. : —~__ EtherChannel

Data units are invisible. ~ Load Balancing
Y Y

Cluster Units

Router B

FERCHR Bt A I BE 7 ST R AR, R By BN L e A pesie
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B remss
OSPF LSA HUE FEAN S NP I 46 [A) 20 BB W45 o an S04 T das bl B 4%, AT % ph 2% 6 ) 59)
BEE: VIEEAEIIR . OSPF RSPk —A 1P bk /E N LK s ID. 87 LA Bl — NS
e 1D, RUEARERIXFEM, (HIX ] LU ORI AN EERE A H (% i 4% ID — 3. 152 % OSPF L[]
Wik R IhRE, vk b b i)
FTP fR&E &
W FTP F0d0 38 0 A4 thi 1 vt ph AN R AR TE R A BT A, DU 0 T 8 2 25 R N o
B e W R B P TS BT O S N . (EE, R EH I R R T O B
TEEESINE, WASHREE/ TRERR; PR NN AT 5.
HIERHBfERE
TEBSL PRI R 2 H0, P e S A HE T A I AL 3R % e B A B i . e 2 S,
G B WA H0 AT LU R 43R s 1
NAT FO& B¢

NAT A Bg23 SEM A BE A ARt & o NS AT LR 3l NAT $ctfs 60, i) 1 % 326 2 A BE TP R [R] ) Firewall Jg 97
1, R R R S A R B T TP MU AN 1, NAT £ S SO 6 S 3 0 4 B A A [\ A TP ik A/
B . YR EA IR NAT Jr 43 3 1) Firewall BTN, £33 1o 45 BE9 i B I 0 o B T A
H, SEUERRIBER DA R TR, B A S GIER  ITE # E R . h
NAT Fi 5 & e &0 RER SR 22 AR s 0 7 46 1 o B A0 ) el 3 4%

WA E SRR AL ] NAT, 3355 18 LA #EN:
* PAT R o HN BRI IC - 15 2 B i DI RE M LA R HEN:

o BEEHUR UL BRI ANEN X AR, M B RN e L, AEREERLR K
VPRI E N 1 IR 3 AT AR, WRAEAES 3 AT A b0k B BN A S
AT, AT LA RC 3 Ao LR, RN A 1A

o FEPATRF LN LR KRR AN, AR O it 2 43 77 s BB R i D R ANV SR N

o WSREEAT R PAT BB TS O PAT S 4B (¥ TP b hEVE D, 2 S8R it A2
IS AT A i ) B A5 L8473 335 SR (R T oA B R AT A i T ER M BE D RE IR AT
E NI TE PAT i, FURHIL TSR ni Z A7) WOt F AT I i D a8t iy Fh Bt
R

© FEARRERIRAENT, ARERE SRR RAEER P E RSN &5, Bk
AR D R I B, TR BN R T A H S BE U -3 R B X LA
WUAR SR BT e e A%, 85 PT LA S et K/ IN IR R 61 A e 20 TS R o

* XTEhA PAT fi i NAT jth bl 40 Ic - Be & PAT i, SERERE b I 4EAS TP Huhik R 43 Ay v 1 B
BRANTEOU T, AEANERARIE 512 AN 1, (H W A E s D He o Fe ), M Bk B XS
RPN 2 WA 0 ie, RIS s AT — AN AN . PAT b iR 534 TP |
bk PRI, AE—/NEERE PAT b n] DU DA —> 1P ik, X DASCREIETIUN 1) PAT
FERER R AT . i B o S S R 1024-65535, [ AEYEAE PAT 1 NAT 0 b pic B 3% 10k 1
DAL R B 13 11 1-1023.
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SIP til FOEE 8%

sipipmmsz [

o TEZAHUN B S48 H) PAT it - 2275 22 20 M b A T [R]— PAT v, DA 2503 R0 v F 2 11 3k
PEo DAZULE BT A MR A TR e B 1, BRI RN A AT e o ANBELE RN R
BT RO “ATR” B0, SRS REICIHG IR A S A i R s AT UL
53 % MR IUE FH ME— P PAT Jitb 2 o vl 5 100 7 6

o AMERIREH - SRAEAN SRR PAT #h5e .
* Jo¥ i PAT - SEHEANSCREYJiE PAT.

o PRI RV PO B AS NAT Feffle - 07 ki R B AR T S B89 mle 807 e 2 7 22
ZNAS NAT MBI HAHATER P, kil SR N Y st . B0y it

o I xlate - EFFTA A LI xlate RIS IS T Rk, 25 IS TR) 4R AT BE 238 0 2 N R I
o TR Z NI 2 E e TR E GBI E (refent b 0) , ML xlate i 7.

XU A AL F A PAT:
* FTP
* RSH
* SQLNET
* TETP
« XDMCP
* SIP

o WIHIEAT N NAT BN GREE—)74%) , WINAE A 34 CLI 1) asp rule-engine
transactional-commit nat iy 4 i FH 53R A0, 1 T RETCVE ISR .

PRI AT EAAEAR AT sl B G T390, (A 7Rl AU 1A b

SNMP Fng&E5f

A48 N U 22 A8 FH A b i 7 JE 32 AR TP Hukikidb 4T SNMP 484, Gn 5 SNMP AR FEAS ) 45 0F 1P Hhudl,
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