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o BE T DL AU ER B I RIS R ERE i A, ARG AU TSR AR LLA S CRRR I ELE s GEZ
HEEECE D o A EREIREM (Show Rollback Changes) AT A F ik, R )5 midiBaiE
JRE I (Hide Rollback Changes) LAz ik 5 24 .

o FEARE D AL I A, ] A (R

p L R RN SR S TR RA R e VA

15 B KA FL O, fEIEBSIRA (Connection Status) JUTH FAS A B FLIERORA . FHIE & & > &
#EE UM, AR5 SHEBNKELESR FTIEEXE. K5, (£ FMCIFEFERERRT, RilE
IR

{F Firewall Threat Defense CLI, %A\ sftunnel-status-brief fir 4 LLEE B & BIERLR A
R E R TE0 B DA L, N HERR R . T S B HE R 1 L A R

RIRAR IR 248
ST DA P A U 4 56 5 5 MR 2 O R A
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B =swz=

EREEEmtTeEEs |

TENTE
WA SCHF DL R AR R 2R
TEAMR it AR 22 (Type)
AS %' ENME—IIHIGRAE(AS) . | 145
ZN )
FQDN 58 SCHAN 584 IR E S 4 TR H
(FQDN). 7~l: abc.example.com
IPv4 41 TE SCEALI 1Pv4 Hbdil TR
il 209.165.201.8
IPv4 4% 52 X TPv4 48 ke TR H
7l 209.165.200.224/27
1Pv4 3 [l & X TPv4 Huhik i3 o FAT R
ZniE
209.165.200.225-209.165.200.250
IPv6 4L & LML 1Pv6 Hbtilk . TR H
~fil: 2001:DBS::1
IPv6 M 4% & X IPv6 W2 btk . TR H
7~fl: 2001:DB8:0:CD30::/60
e S SUE R AT o PR R
~: E28@20iUrhx!
5 H %% 1D SE S AR IIRRRAT o A
i 21
TR H U E T TR H
~l: testvalue?
nmTE
PAT UL AR I A
i3ig

LB EHETR.

B EREEERETREER
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P2 MG ARMY|RFIEHTE (Variable).

PR3 AR MEE (Add Variable).

$IE 4 Hi )\ Name.
TEZIERE S, MR BRI KGR P IEME— . RG] RE 2RI 5 A0 S arisrh ok
BN R LRI E o

FIRS N hp Rk £ 288 (Variable Type):

L6 (k) HAEAA.

P HHRE

THEHNNEREBE
SCRFLLU R M40 %
R £ XF 5 24 AR LR 2 (Type)
) 2% Mok, WA TF M. A H
NGB
IPv4 - 209.165.200.224/27
IPv6 - 2001:DBS::/48
Host EHLIF TP Hbdil, TR
NAE
IPv4 - 209.165.200.225
IPv6 - 2001:DB8:1::1
N e IP hhikvu . FrHR
N
IPv4 -
209.165.200.225-209.165.200.250
IPv6 - 2001:DBS::1 -
FQDN AN EA R 144 (FQDN). FAF R
7~l: abc.example.com
RN E REES

AT 2 Y AORE > LAS o R 28 06 58 i o
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UK
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EREEEmtTeEEs |

TR R E > WIREE.

1E

wIE2

1E

w3

1E

wIE4

AN INARBURR 5

R BRI S I 26 6 78 15 AR Y 4B () bR o
RGEPEAEIIR B (Template Settings) > #4% £ %1 (Template Parameters).

1E M 48 3 5 7B 2= (Network Object Overrides) 73 H, i i AN Bk M 4% 33 % 7 2= (Add or Remove
Network Object Overrides).

A5 AR AN S RS ) 48 3 5 7B 2= (Add or RemoveNetwor k Object Overrides) % I+, M AT M4 (Available
Networks) 7 [ 2 A HL 00 4 000 20 o 5 78 i (M I 40 5, AR skl > 44

M RTF

PR, AT DU e WS A SR e 11 5 WA BB e 0 B o IS4 G 00 P A7 WS 285 A
B AT DU AR A B — A AN S BN, W R S AT e L R VLAN #2011, AR
K L BERY. H T Firepower 1010 % Cisco Secure Firewall 1210/1220,

ST R U R SR I e

g & > EIREE.

X T AT L G R AR U B, AR ANARBLBR ST (Add Model Mapping). B, #nr Ll
BB 48 () bR, ARG IKIKIEPAEIR I E (Template Settings) > ##EUBRET (M odel M apping).
MR INAE R R ST (Add Model M apping).

MW HrFFR ik $R & 122! (Device Model).

MAEEEED (Model Interface) T4y AR P 11, RERSTRR I 1 Sy 21 Ve B2 11

R

T UL i A FRARET (Clear Mapping) LA T BRI s} . riili EERRET (Reset Mappings)
HEAT BROAHE LYW, I il S A AR 42 10 44 () e R R iy 11 2R 5 LU 2R 47 1 o

RARTF. 1% U 2 5 i SR AUAPIRZS AR B ST (Model Mapping) & 81 .

P
FREIF AR B A B S SRR S . AR E () AN TR,
ARSI 3  2> B AT SR L SR B K PR A 45 6L

B EREEERETREER



| ERgEERTEE M
xxenng |

o AR B AR 5t

AREIF AR T B B S SRR P e S . AR E (W) AN TR & B
B BC BN, AT R AN nT RS R Ak B, AERSUAR S g 1 O D4 Fe o B A4 BRI, A 20
KB 1 A 2 e A Y b AT 2

DA MR R T fiE LA AR A R A

* BCE Y] VRF S i i 4 AL 11 R

© BOMU RIS . AR O . HOVEANE B, IS R4

o B VBRI 25 B

o BRI K 1

o BTSN (K0 B B G B AR A OB 1

F SONRNEZEARERAD 7 Rl NN

o 0T AR D (D PC AR MISRHIHEE T, ANEEAT LAY .

o SRR A S AN SR SRS BRIC . B, A 1 bR AT L 1
ﬁi;%ﬁﬁ%ﬁ%@ﬁ@%%%ﬁﬁo@%,E&%Lﬁ%&%ﬁﬁZ%,@%ﬁﬁﬁﬁ@Eﬁ
T

Tn] LUK BUbra 15 7R BRETIRZS (Mapping Status) TR (Invalid) b, PAEA TSR & To R0
BiR. EBS BT NIRRT, SEE IR R,
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ERRERIRE TR EEN |
B sasmmrmmsnsia ven sz

R RN P EC B uh = 18] VPN &%
B Auh 58 VPN EIZH)E SRR TAERIE

Create Device Configure Device Apply Device
Template Template Template

Configure
9 Management Center

VPN

Create a template - ariables per device y
ot Device ith n o =
from an existing . - EV.)3
B Define variables Template r -
Apply template during device onboarding a 6 )3

policies
/—'f—\m
template
Configure
VPN topology updated . u u
with new ki

device
and network
i OR o E
overrides E E
Clone an Apply template on a device registered with £
existing
template Define interface the Management Center Threat Defense
Configured devices and

mappings for

device models updated VPN topology

Create VPN
‘topology

fic & SD-WAN VPN &3z
AT AR S SD-WAN VPN JE4%, f H 13 25 BSOS 70 328 N 2 SD-WAN 4 #h o

FaZ B
s ILE £/ SD-WAN #ifl (LZ£3%E# > sh5 18 VPN #1 SD-WAN) .

o PO PO B BE R AR 1Y) T4 A% AR BE A8 AL 14 74 DU AT B 1

UK

PB1 LR E > RIS,
IR 2 R B BRI 55 100 1 e LA
FI3 i VPN R
$IB 4 iR VPN &3 (Add VPN Connection).
$IE5 M VPN #a31 (VPN Topology) 7413 ik # SD-WAN i 4h.
REGHs FETFARN VPN 3% (Add VPN Connection) X EHE, 77X TEHE 45 1] LARC & LA R 240

a) A VPN O FHug& b ) WAN sl o) TR R BEEE 1, DL O g 57 VPN 4% .
PEA R A5 B AR ERC B BT .

B EREEERETREER
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b) {£F VPN 0/ IP Hbiik (Use | P Addressfrom the VPN Interface) - It #7412 4f1] 1P HuhkAR
AN KT IPve Huhik, 5 R8I P IE R 1Pve Hihilk .
¢) EHHAMEEE (IKE) &4 (Local Tunnel [IKE] Identity) iy M43 #1328 B 244 ) VPN Bt )i T

ME— HL AT C L 5 40
d) BHHEE (Identity Type) - 9] 1D ZMESCRFM S MM, NN R IR PIEFH Y] ID 28, o

il (F) LUGIEERT B9 ID At
e) MAE.
fas ] LLAESE 25 18) VPN %32 (Site-to-Site VPN Connections) & H # 4 VPN %2,

FE6 LR TF.

T—F Mt 4

1 AEBEARRR R 0 SOIC BB S

2. AT BIBINGE 1 BRI
3. RO B

Ao B & T RYh (8 VPN &
fes T LA 5T EH 05 0] VPN SR, B B 5 STV B B il 039 ) VPN i1
i

FiaZ /i
o BUE 20— AT GG S VPN b (R £iEREE > A8 VPN #1 SD-WAND

o A PO L AR AR 1) T4 A% A R BE A8 AR 14 7 DU B

P EPIRE > RIREE,
IR 2 i B Y R T A AR 55 3 1) G Y L
$IE3 i VPN .
PR 4 LR VPN %E# (Add VPN Connection).
PS5 M VPN #h#b (VPN Topology) #7413 £ T~ th 13k mi 6] VPN $h4h
REK IR VPN %3 (Add VPN Connection) SHEHE, 78 I i HE 488 v] AR & LR 25
a) {EERIREEIZED (VTI) (Virtual Tunnd Interface [VTI]) FHug AR —A VTI L, Bt
() Bl — A VT
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B e=arsmwnsiaven sz

VTI & T8 5 T3 1K) VPN BRIE e LR 11 . S8 2500 VITI e B % e sfems DL & VPN b
. MHRALE B LB T VT, A AN VTN E R, ES I VT H .

b) iiﬂlﬂﬁﬁﬁ’\;%lpﬂtnt (Use Public P Address) 52 iEAE LA o B U5 1P Hhhil, JFo8 VTIACE A3t
P HbhEAE B b () LAUEE - ANE A St TP M A B

Ut IP Hihik 2 VPN B (96 1P sk, BRIARE DL, X2 VPN #2070 1P st (H2, iR #&
i NAT Z G, W VPN #0 BfH L HhhE, {ENEE NAT &AL 1P Mk,

¢) MEhAMERE (IKE) &4 (Local Tunnel [IKE] Identity) Jy 7337 #1326 B4 244 VPN Fiig i H
ME— AT S

d) HHZEE (Identity Type): Z 4] ID Z&ME—SZFE B, N Fhp R PR F%Y 1D L&, 5L
s () DLEIEE K3 9 1D Ar ht

e) (nik) kPR 4HEN VPN i (Enable Secondary VPN Tunnel) & ¥ HE DL & 4 B VPN f#i
24

) lHE.

0] LLYE S, 258 VPN %% (Site-to-Site VPN Connections) % 1 & & VPN 4%

FE6 rllRF.

T—F Mt 4

1. FEBCA R P 73 ST L i o SRes o

2. RFBCRH A BB L L GBI
3. CRPBRR N B A

B EE T KRB ATuL S8 VPN &

T T DAMC BT SO (03 S TR) VPN ERE, A0 BE A AARCHS 20 ST I B3 1 SHEm6 (134 5 [3] VPN #1141
o

FrIaZ Al
o BeE F DAL SIS 3G R VPN (2% $E > 5518 VPN #1 SD-WAN).
o PO POV A R 11 T B 2% A1 A0 A A A P o DU PR 761

R

T ERPFIRE > BIREE.
WU 2 o B AR I W R A 55 3L 1) G e T o o
S 3 Sl VPN Ik,

B EREEERETREER
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| ERgEERTEE M
mEnTEmmssEven sz ]

H® 4 SR VPN #4£ (Add VPN Connection).
S5 M VPN #h#l (VPN Topology) 41l i ik 85T S [F1355 25 ) VPN #i4h
RGO TR VPN 3E# (Add VPN Connection) X i AE, 7 Mt i AE b 48 ) BARC DL 2240
a) M VPN 3O Rzl p k£ WAN sl ) BB [z 1, Ll diar VPN 42,
AR A 55 VA BEAR LG B T e
PATEL R 2 KIS VPN 2O 1P Ml

 SFERARBE VPN #0089 IP #i (Use P Address from the VPN Interface) ik 42 LA
F VPN #2011 1P Huhik.

IEIP Huhb2 HEE R . T IPve Mihik, 15 M FH 4R P 2E#; IPv6 Mtk
o Si{ER AL IP Hblik (Use Public IP Address) #4401, & VPN 2 OFCE — AL IP i
i 8
T BB kB 1P Hubi AR i, mlsadi () BAVR N IP Hbhl s
b) ErhAHIBRE (IKE) 54 (Local Tunne [IKE] Identity) iy M 7337 Fe B w2544 1) VPN B%E 3

ME— HL AT C L A 5 40
c) BHEE (Identity Type): F I ID EME RPN SRR WAL HE ] 1D 20, 5

it (h) LR IER I 99 1D At
d) Z{R4PRIMLE (Protected Networks): fiii (7)), & VPN M40 B 24547 14 45 .
PAT A P ERAEZ —:
PPN, RIE AERE.
o« TR E WX %, ARG AR TR
QVESZ ORI I G0 G, TR LA R i
* M EHL (Host) BiM2% (Network) ik iz4l .
< kR R FE S (Allow Overrides) & iEHE.

e) MilifAE-
T n] LIAESs 55 8] VPN %42 (Site-to-Site VPN Connections) % & & VPN %,

FEE nilRTF

T—F Mt 4

1 R, RN TR 200, BN I I AL S R &R e O ME,  nT7EARIRIE E (Template
Settings) > &R S 4 (Template Par ameter s) > 7 /il [0 £5 3§ 5 78 25 (Add Networ k ObjectsOverrides)
FHAR DX EEXT
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B cmasmimEmg & sHE R MmE £ F A VPN RN

2. RFBCARE N BB RE 1 CRIRBRED)
3. CRPRRR N B A

AR EFRIGEME & FIG R INE B T B /Y VPN $hil
AR A B BB B A6 4 JEAR MBS T B 10 VPN i

HEETE

ORI 35 T 4% 1 ) VPN #i4h

ERgEERtTeEEn |

Bz

5%

GUI %1%

ExER

1

QB

w& > RIRE
B, Rk
AN F AR

QP iR, 55 9
g

~

FEREAR Hh E 4 1

W& > EIRE
B, Wi
A

miEHEL, 12T

FERERR P C B T R ) VPN BE
%,

W& > EIRE
H, WA
VPN > 5 Hn
VPN &

P A B El Rt T
VPN &8, #2370

PR A B 3% e SR

W& > RIRE
#, W5 s
=]

RS R PRI A A RS TS S

B& > RIRE
B, W5 rhitE
RiIgE > B SR
5t

ARSI, 5 20 0T

AP B AR M B

WE>REE
|, S5 dR
n>igE ([

)

A8 A I DS I e -
AR

7E VPN Hiha0 b B i E

Deploy

X ISP ERZ w5 SD-WAN #4#

NI &

AT LAERL ISP E5 38 A BE A BIBORS 12 #5421 SD-WAN 140 1R i«

HEETIE

AR PIANE AR [F] FRo0 ) SD-WAN VPN $#h3h. 60 E SD-WAN $hFMRITEL S B, 35S
SD-WAN [1] S % SD-WAN #i4h .
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| ERgEERTEE M

16 F 4534 % 11 32 49 Firewall Threat Defense iz 5B & 125 [

iz £% GUI }&1% BEZER
1 B B A AR W > WRIRETR | QSR 559
u
2 TERAR s I E ez 1 WE>ERE | SERED, 1
, ARG
B, — MU S
0. SN, Fli, 1SPL )| o !
ISP2.
3 {H] ISP1 £ L & SD-WAN VPN | i&#& > BR#RE | IilE SD-WAN VPN i
B, H, Wead |, 220
VPN > 0
4 {4 ] ISP2 #2110 & SD-WAN VPN | VPN &
HR.
5 M ISP1 FIISP2 #% VRN A th 2] | & > RIRE |-
SD-WAN H1.0 4%, 18, R
> 575
6 4 ISP1 A1 ISP2 #: Vs N%] ECMP | 1R #& > BRE |-
(X 45k B, RF A
B > ECMP
7 [WEACESOE Y WE>RIRE | RIS, $19
|, AR5 R |
WK E > #EiR S
> N & xt
REE
8 AR SR ) AR [ (| R > MRIRE | VRN st , 55 20 7T
FI) B, N5
RigE > TS
5t
9 WS 21 B 45 W > EIREER | N R, 430 0T
10 ER A BB IS Deploy —
11 7F SD-WAN M b i & . | Deploy —

A RAL SD-WAN [ IR ISP #B35 FTE4 5

o

W2l H SD-WAN [1] 53538 XU ISP UL &7

J1{E P #3E3E OS2 A% Firewall Threat Defense 1% &% it E 151K

SENCEARN A B gt 7 B Oy SR (1 R 42 1 B Y Firewall Threat Defense B4 (URRAR
TR DR B R IRERR S B RRVEIE o 3T DR Bl 73 st 5 A Y PR 5 AN KRR 5 B K ety B
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B R sumE 0 2me Firewall Threat Defense 164 B2 E 18R

ERgEERtTeEEn |

O &R, Al PR 8 14 PRI Firewall Threat Defense ¥ 25 B0 B (AR A GE N T JE5E 2 0 4
BB

LUF RIEHRSHSER:
* F -1 3 Firewall Threat Defense & (W42 11, #l1, Ethernetl/l.
s PEOMAFR. N, outside.
o EEHEEE T FRCE ) TP Hhbk. 511, DHCP siffas IP.

o WEPEE O ECE I A . XA LU E T Firewall Threat Defense ¥ #5-5 By Ak B B b0y 2 [A] 1)
TR O e SR BRI Bk % .

o ¥4l B: 00 ) DDNS EHLA N E .
WA FEESE S W% LIS EORITHED, WA A PRARAR e T N - 3 1T EA T FRASEAR 36 A
PR R IXFE, BB AN W N T B 545 o ARG AR A AN 2 s i R e 280 (4 TP Hbhikak

DDNS EHL4) s84lLlic. (HiE, TEMRICEESH, MEAE M )5 REF Firewall Threat Defense
B Bl KA B 22 A I .

AR S A if DA FH 25040 42 11 47 21 Firewall Threat Defense 5% T it (1 5 1) 1 A 2 11T 2EA T (R BAR 56 1E
KA 5%

o REANRERS A BILER U7 0] e 26 T B D0 7 B 1 (RS I P 280 B 8 ) 8L 6 TG 282 A0 0l 2 1) F) et

C

I

N

o REANRERS A BLE U7 In] 126 0B D0 Bt 1 AR REARRIE FH 280 A B2 ) 86 E 280 A B D PR i
I

o TENBERE T LR Uy 1) BE A8 M0 B WAN SHe 52 1 (KIS I Y 167 1 88 U i) e 46 FIC D4 W WAN
el D e Lo

© WEARATARER S HORILES, WA GERE 7 HHLAR Ui i) B o5 P B A S50 422 11 AROABEARON, HH 210 2 285 U 1]
B G B A R T ) e b

BT TR OO, MO LA 800 1 R B3 Firewall Threat Defense -

LR E > EIRE .

MR ENCE OB 4RiE (2) bR, DA B0k 2 1R 22 Firewall Threat Defense ¥ 7%
MR E (Template Settings) £

EE M (General) ikt , V)#iz#iEE O &R & (Manage device by Data I nterface) 141 .
TRHE R A a0, SORBE MR DA B U I . AR E

MO (Interfaces) I

RS T B U 0] IO s S 1 4wAE (Edit) BbR. BN - Ethernet1/1 (AMEHEID) J2
e T B g U ) B e 1

B EREEERETREER
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$IE8  ERIEYIEIED (Edit Physical Interface) i 119, sidi&EIE2E17 18] (Manager Access) LTI,
$129  %rhBAZEEiTE (Enable management access) & LA

FB0 fUHRAE. RORFE BRI T4 B U5 ) i 11 Cobnid A B2 8%/ 18] (Manager Access).
PN Al DHCP &Ik,

$1212 il DDNS E#755% (DDNS Update M ethods) 31 F

$B13 L #5550 (+Add) LLZ I DDNS 558 5% .

17

$I2 14 {£55%0 DDNS E#775% (Add DDNS Update Method) % 11+, % A7 35&FR (Method Name) , X5
%X FMC (FMC only).

LIE5 RPN ER G E EFHE R (Update Interval).
$IE16 SLHE. K7 DDNS E#i /5% (DDNS Update Methods) 2 H1 & FI14 G H )  1 .
$I1E17 i DDNS# 08 & (DDNS I nterface Settings) £ < .
$£IE18 il + 5500 (+Add) LIS A DNS BE .
HIE19 {E5RNEN7ZS DNS (Add Dynamic DNS) it & & 1, g% LU B -
* #%0 (Interface) - £ FHLAR VT A H W2 0
« A RBFR (Method Name) - &G G2 10 51k
* EH1%& (Host Name) - IEF EHL A & .

AN I 1 R B AR B

$1R20 SLHE. TGRS H s DDNS##Oi& & (DDNS Interface Settings) # .

W2 T E AR DU ORI Hh Dk 4 B U 0] B0 B 1 5 v B oh A AR U ) B R I a1
VCRC, 3% iM% E (Template Settings) 3K, K5 A EARST (M odel Mapping).

PIR2 ARMEREST (Add Model Mapping).

P23 N FRFIE DL R &HEE (Device Model).

P24 i MERIED (Model Interface) A&k HEE 11, KRR o 7 BELAS s ) B0 1L 10 F 934 1wk
OB BN AR

P25 R LB B B AR RS AEARZLBRES (M odel Mapping) T I 41 i BILE,
n] LLLE AR B0 1 V7 B e 6L I AR o

RERSix&—iEEH

FE T B K B O FE MBI, T DUE SR AR G T WI AR IC A . st n] DORFARAR N T 2
T o7 K A e B s M R B

{ERRFRREEREPCHINLE

ST LU e AR L DA I 00K BE A8 TN 21 7 K S B A .
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RN TR EEM |
B sesumsFosss

o AR Y AR N B - LA AR
s A EA) S RIS CREARRND) - B8R

\)

AR A S RRC EAT G (AR S PRI AR A A RAGHEAE A BERGAH IV 1) 2 B AN T AR iR o
FERCARON IR v, AL e R AR I

RN A T AE

ST LU ASIRR Y FH s T I AR S BLAT B4 o

Iz R R

AT DI AR S FH 1 C ) B KBS B A O VM e85 o 70 0 2% L N R AR 25 35 BRI AT IC - I FH A
WP HIELE . {HiE, Firewall Threat Defense HA #5585 Tt B A S0 4R o
N AR AN 25 0 B ok B A B0y B TE s . IR X S T £ T B U 2GR B Firewall
Threat Defense %5 b o UMW H IBCE SESOCERRE . (H2, W n] LUEH 5 — ANBHCRBEAT P /7 1)
e .

A\

ER AT AR A S 1) A o A TR A A IR AT U, A BERE A IV 1) AR B AR ] AR R

FEACRR N IR, U AR (BRI
PAT LA R A AE A e 2% Y R ARAR .
pUE i

PR LMEREER G L NI, HEFR & > RIREE.
a) sl R S5 B % () Blbr, R)n nidi A (Apply).
b) Mig#& (Device) T 7413 Pk FE2E N B IR % .
c) miiliFIA (Confirm) LATE R & b S SRR H o
PIE2 (i) ZNKEKIZE (Associated Devices) i 1N FHIEA, 1EKIKIERE & (Devices) > i E IR
(Template M anagement).
a) T IESE N TR AR ) 4RiE () Kb,
b) sii KBk & (Associated Devices).
c) fEXBXi% & (Associated Devices) i 117, 5[z FI#EHR (Apply Template).
d) Mig#& (Device) 1413 ik £ 2 HBAA )8 &
e) i N EZ B NI o £ 3 R 7B B B

B EREEERETREER
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f) wUGRLA (Apply) PhfE B FS SR H -

EH N SR
A B AR IEAT T BT e, SRR, W AT R BN, A SR
T LU TR B LTI -
g

BB IEPRE > BIRETE.

PR 2 pi TN B R (1) 4REE () EIbF.

$IB3 il KBkiZ & (Associated Devices).

IR 4 7ERBLRYIR & (Associated Devices) & FHIH, i o 280 N FA 454 (Reapply Template) (1) % 55121 (1)
T FABEAR
R
W ELE R b R BT SRR % T N AR, E it 2 EF A (Bulk Reapply), 2R )5 il
#iA (Confirm).

$IBE (EEFHN AR (Reapply template) & 1, #n] UL G H] A3 T8 (Variables) 1M 4%t
K& 2= (Network object overrides) ol A\ B {d -
PR 6 LA (Confirm) DL 44 b JE BB 1) FH A H -

IR TR

T LUl I 7 R BE IR & (Associated Devices) % [ H 41 1) & 5 I & B AR HR B AR & (Template
Apply Report) S W 44 R0 UE AR (1) 3 F 450«

BEEXRKIZE

BRI (15 4% 51 7 £ BR i £ (Associated Devices) & . MM KT Big & 2R, BHIK

. HEWRN RS AR A BER. S0 n] LT E TN AR (Reapply template) LA B Y R . 25
T RME (Variable Summary) [ bs LG BERL T 0 B2, SR Al 4R (&) EARUUF ik

RN RS o sty MBR (L)) BIRR AT 2% M AR o

W AR KB 1% £ (Associated Devices) & [ 7E ¥ % b3 FARAR , i s o7 B2 FA A2 4R (Apply Template).

U R B RR P BT A ORI % LR N AR, 15 T It EE RN A (Bulk Reapply) , )5 i

#BiA (Confirm).,
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ERR SRR TREEM |
B =senamns

B ZHR7S (Sync Status) # LLA [E1H (Sync) Bl [E4 (Out-of-Sync). Ui HUIRE o A EH (Sync),
TN B £ LB AR [F BOEAE D . W SUIRES Wos A REH (Out-of-Sync), WIFR R B ERN FH A

BLAK, BEa B P G B A A T S
B LR AR SRIRAN 22 DA AT 7 D0 T o402 -

o Bt LA AR BAC B S O - W R EARAE LN A A BN B S L R SHIRZS A

B

© EBEH RSB AL PN E O - A BRI R S, B RBAS KA.

TRERTHRBINESMARRE 5.

iR & LR RRRE ISR & | FIRE LR ARRE S AR | XECRZS
BE BE

e e [l
SCFF e A
e SCFF NGk
SCFF SCFF A

5 RBARR I R &

KRR AR & PDF 2 ERUUN HIAT 25 58 e ZE e ol fe ve s b N USRS e D o R, 825 7E i
AR BT RNZAR T R, U R, RE SRS EIR .

RN A RS LU AR R

* BRAR A PR

© BRASAIR

o MCHE R AR (142

* TFURAN S A 1]

© B RN RS
 FH WU

AR Al

HI T B 2 5 BRRAS AN IR, AR b A S S e & m] RETCVE N ] T e o RS IE L5 SR R E 1Y)

TR RIS N ABBCRION BRI AT R . BT RUR R, fEBL e BN B T s
RN

o PTAE I 2S5 A AR S U

o AR5 R PN 494 o 52 7 i A FH PR AN 6 4% Fh SRS e O JC B BRI o B 2an, RS TPv4 Mkl 42 1 AR
1 T AR 1Pv4 Huhk,

B EREEERETREER



| ERgEERTEE M

H

NG

It

~
5

#
R
m
ot
[

o BT IEAERAT HABAT S5 Cn iy BB TAOBerse) 0% SRR B BE

SRR N OB T B AR AT ERAR O H D SRAE T H N o BB e % H
B RAATF TR A A A I H kb, DUEAEBE & B N TR .

RGO AR AN REZE RSO, AR B AR B N TSR] I e 0 e B 5 $RAT T
4 IR A 22 5330 A

EFEHIBE > 5 > HiRHE
BRI SR AL T R G R > BB T fGhESR (diff) Bbrrl 4TI — 8 o, b o
e b PSRRI 1] 5 B A TG B

8 B IR AR S P HE R

WS HERR

LY HEER R, BATTE A BN AR S A5 S, DL BT BRI B Ao B b Ul B2
AR A B K B ARy H RSSO 5 VRN A Y R R A R

TR LU D BT dn S B HR R

1 AR ARG P RBME R ARTEAE R, ISP, YRS
2. ERAEEIF AR EMAI AN

3. ARG, A ORT A AR A RIS o A M B B TS5
4. THSI B KRB R R, DLA R AT ] A e

EH BN NS R . R, P DU 2 TPv4 A8 & - Sinsidel Pva KT LS
BGP IPv4 Hiik 5 IPv4 BGP 48 Ji— i &

9 BGP A8 F14: OB & — AN & 1) 1Pv4 Hiuik.

T O ), AR SR PR I ] 4 RO S 7 B R
BRI, 3N UT b S 38 b i s i e

IP Address 192.168.10.1 same as ip address of interface - 'inside' (Ethernetl/1)

AREAER, WHEAERRMARE .
i N TEAf ) A B R PN RS, LA DR AE 6 L ple DI PSR o
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ERgEERtTeEEn |

W EIE M EHERR

o DR R GRS AN A B I R I A

Ws: Wik g LAREEEHAEN, I HEEEMR AR P %Y, W] Firewall Threat
Defense WA RBCK RN, AEIXFIEN T, RGES BN AR RAENELEERE,

fRPITE: RERANERD, AR, R AR TE. A IAFR4REE (Confirm and Proceed)
DATH- IR i R AN o

s R EOLWE T B VRN, M NIN ERAE T S AN B O, WA P RCRE

RI

o TR B R B PR RIK

R T He BRI B A B B D B . A OGRS, 8 2 [ Firepower #4111
BCE I8 UE RN i HE R

o R AE B B TR R SRR

Yyst: MM R AT RE AL LA BN R
o BERAT AT BT S A BT s RO
o M SRITE AN BIREAR
* FLR CSV TR

T BT AAE VMS LR USM LS HE S BT SE R R 1 H & . B R RIF B
JRBIEN -

o PR TR R (I A TR RO 5 Security Cloud Control B2 45 T T 2R IKC

R i A ERCA R E,  DAME R KA Security Cloud Control ¥ HATHUE . ik
n] A2 Security Cloud Control T /EHURE, LA T A SCES R RN WS HE R 1 5 245 5 o

BRI T2 THREMMEHRR
R SR 2 A AR AN )
RO TTE: PAT IR R R P R . AREAE R, WS AR L m R .

IR EC & 5] R M PR HERR
R Ve g BRC A 1%, S BRI n A K
fRorid: WHEIR LT D BT A SR HERR o

1
2.
3.
4,

Ao BB Y 4R o P P B A R

AR AR AR MAFAEN L.

KA B S , WORT 1 AR IERA KA o 3t R s i 5
TSI B KR B SR S, DA RO AT oy FoA ) L

B EREEERETREER


https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/215540-configure-verify-and-troubleshoot-firep.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/215540-configure-verify-and-troubleshoot-firep.html
https://secure.cisco.com/secure-firewall/docs/cisco-security-cloud-integration

| ERgEERTEE M

gRgsmmtiresgenneiiz I

Security Cloud Control i3] 25 4 f& HEFR

o i) B

o i) B

O FATUP 215 [ e %

iy BAE A S I EO R B .

Security Cloud Control 7 fg B A 1% 7%

fift e J5i%: {E Security Cloud Control &2 £ 1% %& (Security Devices) % I ik &, LA T A %
PR TE 2 A5 B . 0T LAYE VMS JE52R1 USM L2 H G SO 7 3105 8 4% AT ) A5G 1Y)
Hi&. mAiBER (Retry) LA sh it

o )l [ kB BEHLLY BT Security Cloud Control 22 [A] 155 2

Wie: By kKBS AL AT Security Cloud Control 2 8] HIEAE Wk v] g8 2 S Z A RC (ZTP)
VA5 R T SR RN
R TV RIET ZTP 40N, T 2aRXiE M ZTP, ARJ5 FEMN ZTP & 4% . %8 0] LAZE 5 4 56 iF
oA YR HE R A R B kB EE LG R Security Cloud Control (2 1A ) H & .
XF5 ZTP A s, #&n LIArE VMS JL5 M USM e H et i H k.

ERIRFEREITREEENH EIER

IN&E MoxtEE  |Firewall | ¥4RER
@5 |Threat
IEEEA Defenses
{RARAS
i FH e AR T 13 4% | 7.6.0 74.1 T e AR, A DA AT TOEC BT UG A LB 2 N i A% . 18
=il A DS B 2 AR 2 6 W AT HE R A RS, X HAA T

FNZ G RSN day 2 BOE S DU ABAT i se L B 240
I/ ) B

* %% (Devices) > 1% & &8 (Device Management) > 7510 (Add) > &
% (m%) (Device[Wizard])

* %% (Devices) > R & IR (Template M anagement) > iR INIE & &R
(Add Device Template)

* %% (Devices) > 1R EI (Template Management) > i N4 B AR 5t
(Add Model M apping)

* %% (Devices) > 1R &I8 (Template M anagement) > #r48 154 (Edit
atemplate) > #&#Ri% & (Template Settings)

* &£/ (Integration) > BRl%Z £ = (Cisco Security Cloud)
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