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1: PAT l5 B93E %8 & NATID

Device 1 IP address: behind PAT
Register with
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Management Center
192.168.45.44

Device 2 IP address: behind PAT
Register with

Management Center: 192.168.45.44
NAT ID: griffontaxes2
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NAT ID: griffontaxes1
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Device 1: 10.10.10.1 _@—

Register with [ 4
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Management Center: blank
NAT ID: griffontaxes2
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NAT ID: griffontaxes3
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IP Address: Behind PAT

Add Device 1:
IP address: 10.10.10.1
NAT ID: griffontaxes

Add Device 2:
IP address: 10.10.10.2
NAT ID: griffontaxes2

Add Device 3:
IP address: 10.10.10.3
NAT ID: griffontaxes3
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firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1
firepower#

RS FH 2 d G i, 3517 ) Firewall Threat Defense CLI.
connect ftd
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connect ftd name
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BIE2 YOS KB A LSS B UATIC BN, VO R e ST DA Jo o I )
PhiTi& &I E (Skip device setup) KBkt 234 1

SEMBCE T, BT AR D ERARCE AL, RORRA AN (LUK 1/ SO MRCE, &%
SAEREDIIE 7 A B Oy A PR L I AT

&



g&Em |

B =30 sz & g st piFirewall Threat Defense /14 &

a) CAAEREE RV R LI DL R IED, SRS mii TR —3 (Next).
1. SMERIEO ML (Outside Interface Address) - I Ll 2 BRI R SC, JF ELn] /R B g8 15

3% o FEMIAG Yt BN, AN BEIR PR AN R 1 o 20— M LR BOA K A i
Ho

WER AT S AN (BN ANF FIFEE LR IEATE B Ui ), WA 58 i e 38 7 5 5 F)
fic Bz

L& |PvA - 4hif32 L1 IPv4 bk, 7T LUM#E ] DHCP, W] LLFshf A A 1P k. 1M
ORI, 46, AT LAERE K, AECE IPv4HubE . TG0 22 17 S 050 & PPPoE. 1R

B OEREE DSL. FE AR R 25 85 ISP 1 eAdZEHE, I H ISP 1# Ff] PPPoE K4 1P Mk,
AT Be 75 Z4E B PPPoE. #&1] DL 5¢ % 7 F )5 i & PPPoE.

ELE 1pv6 - Ahakiz D11 Tpve Huhl vl LU DHCP, el DLFahi A\ EaS IP Huhik. RiZ%F1
Ko Ahh, WArLLEFE R, AECE IPve Hull,

BEEED
WURAE CLI HH AT T WA, EEBASE R EHENRE.

B Al i 0 B R A AR T 1), A B OB i, R B DR
A% i (0 B R AT PR 1T DNS IR 55 2+ Afr FQDN,, - if AR #cdfa 4% 1 DNS ik 55
Ao

DNS BR 5588 - R4 HE FEHLIE ) DNS k4545 . %\ DNS 4545 16— A2 A Huhik LL#AT 44
Fro BRIME N OpenDNS 223k DNS Hegs 4. W B A g i 7 BT AR B R BRINE, 1 s {E A
OpenDNS (Use OpenDNS) BAEE Hrfs 453 1) TP Hihk2 N 7Bt .

B kI EH & (Firewall Hostname) - R 404 B AE T4

b) Wl EATEEE (NTP) (Time Setting [NTP]) Jf it F—# (Next).

1

B X - B RGRIX .

2. NTP BB AR S5 2% - EBEAT I ERIA NTP IS 4%, 182 F-ahiii A\ NTP JIRgs 28 k. o] LLAS

AR S5 a R A

¢) %EFBEN 90 BiFEEATM AT
N ) B BE R A FE 283 M Firewall Threat Defense;  FTA ¥ AT 346 B K RS B A0 EFAT .
d) miFER.

e) ARLKHNEEFF R EIE (Cloud Management) BiJ 37 (Standalone). X1+ [l KB H# oty 4%
L, PRI ST (Standalone), ARG IEFEIET (Got 1t).

P33 (]

feny

BT 20D MU
AE o 2SO B L, BT A A Bl s ) A B o S SR T 5 it o5 B

i R B, AR RE B K R B S .
o HITE BRI (R K 122 1 - A B 200K X G i BN Bt e BRSO, BRI DO

B os=Em

DHCP £ IP HuhE AR OG . W AR5 A M DHCP #2031 ¢ (i, S K Lz e 42 38 9
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2, WIFICKBOA B 1, IF R H AT AT E . W R DHCP #1587 K 5G,
D5 A S TP M hE G B 1, JFRZ I SRR N i 3% 1

o FIFE B VT 1) (K06 R 10 - i R S E B 4 TP MBIk, TSR OR D3 REBROA I G BB E— MY
Ky MAREAR L o WEREAT ] DHCP, WIEHMATAEMTRCE, A2 2l ) DHCP 3k
UK o

N E At O, R T RS VT M AT B S L, TR & (Device), AR5 A
0O (Interfaces) 4 Z 1% .

LE 1) Bl KBS By VAR A5 i, AN LR B oAt B KBS 0 4% PR AS T E

PG T > RYRE > EDETE, N5 A HREE LIRS B KR pc P,

it &&= IR /SCC iFMIE 8.

&
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[ 7: 3R HL/SCCIEMIF R

Management Center/SCC Details

Do you know the Management Center/SCC hostname or IP address?

@ Yes O No

Threat Defense Management Center/SCC
— N —
10.89.5.4 10.89.5.35

fe80::6a87:c6ff:fea6:5480/64

Management Center/SCC Hostname or IP Address

10.89.5.35

Management Center/SCC Registration Key

[ ©®

NAT ID

Required when the management center/SCC hostname or IP address is not provided. We recommend always setting
the NAT ID even when you specify the management center/SCC hostname or IP address.

11204

Connectivity Configuration
Threat Defense Hostname

1120-4

DNS Server Group

CustomDNSServerGroup £

Management Center/SCC Access Interface

outside (Ethernet1/1) v

Type: Static IP Address: 10.89.5.6 / 255.255.255.192 Edit

o Before you connect to the management center or SCC, perform additional configuration:

management center can reach the threat defense at its Fully-Qualified Domain Name (FQDN) if the threat
defense's IP address changes.

CANCEL CONNECT

a) M TREMESEAL/SCC EMAK 1Pt , W& LU H 1P Hihksk 014 U5l B kB
BHIPL, AR, R B kB B0 Security Cloud Control £7 T NAT 2 J5 sk 5 2~ 4L 1P
Hihksl EHLA, WA E.

B os=Em
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IR A DA — A (B kBB B0y BY Firewall Threat Defense 45 ) B A 017 i) 1 TP Hbhk,
A REAE AN 2% (A ST A R) TLS-1.3 i % 1) 3 45 1 1

R (Yes), N NEIBH/SCC EH &S P il

fre BIBdL/SCC iEMER.

B RPN — IR E M 4H, 1 M Firewall Threat Defense 15 #% I 1 354 Bk R & B epo0y |
R e, HEMEHLIN 2 3] 36 NFERF. AMERUIEFAETE (A-Z, a-z. 0-9) F&ES
7 (-). U ID ATH K2 G % &y M 2 B KBRS B O,

F85E NAT ID.

I ID &R IEFERIME—— R PE AR 8, AT EAE Pl kS H I L LR EE . NAT ID L2+
2 3 36 NPT M PR ST R (A-Zy a-2z. 0-9) FETFR (-). M ID AR T
TEATAT Fo A B v W 3 B KBS FE bt . NAT ID 5 IP Hihib 45 &6 1, T TRiFgE it 55k
HIEM I %ess SUE LR IP #iulil/NAT ID 34T S RE G, A Siad s, BT U
ZAFH NAT ID, BAE & Tk, (HECL FIE6L R 24 -

o K B A B L TP Ul ¥ DONTRESOLVE.

LR TR O BN, R R TV B 1P R ERLA
o WMERUI #5452 T TP Hahik, i S A A S 2 1 AT

DK M AR

PR WEEERE.

a)

b)

¢)

¥5 FTD £H414.
T SR A AE T B A TS TR AL /SCC i a3 O Vi), I FQDN ¥ Tk .
15 DNS AR 284H.

VEFEIAT Al gd— /N rdl. ERIN DNS 41444 CiscoUmbrellaDNSServer Group, i fifg
OpenDNS J 5545 o

I R B IE B /SCC i a8 O L B e 11, i B 2 v e 492 1 DNS IR S5 2% . #4341
2 ) SV B (1) P DNS RS 28 ] T B & . Bl DNS JIR%5 21T DDNS (AR E il &) 1k
T T O 2 Ao . BT Re s B T2 BEAOAH [R) DNS MRS5S 282H, R4 45 BRI B Ha o it
FRAW L AR 1 358 DNS RS 2% .

1 By kB R Tt b, B3R O DNS IRSS 28 40 845 BL 45 I Firewall Threat Defense [19°F & 1% B 5
WS R RCE . K Firewall Threat Defense 1 25 s 1 2B KB B ROy, ARG E AR, IF H
DNS IR 55 %% AE IINET 6% B RN HAE, R8T 4 B RIS 4 645 DNS i &
] Firewall Threat Defense % £, WHZECEOK 78 e A S . AT UE F 500 E 5 b & LR
[) DNS “F& W&, LU Bk EE4 BEp.Cy F1T Firewall Threat Defense ¥ #%[7)25 .

AL, DCAERIUAE M L DNS s 2%, Bl KBS BE bty A4 25 (R B A DNS JIR45 85
QDY ALy E R OFM C Uy ) B2 AR B 1, Mk B A HCE 5 HE DNS %545 .

T & TR /SCCIF RN, kAR O R B,

&
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B s osia s 2B RFiewall Threat Defense#15H &

FiFirewall Threat Defense s £33 M 255 Kk BB B rpuCy a,  #80] DU Z 8 B2 5 1 T O H L 1
B —HdE i .

HIEe (k) i REERE TR, IR HAZE ORI O, B ATERINER AR .
TBER MR, BRI A R A EN B L BA G . WUREIE R T AN R L, Ak Es
e S E T . iR T M O, A T BRI R B KB B RO 2 T TS
Fic & BRI
TR T IR, A TR O B ME— R, SRS A R e M R AE Ak SRk .
$£I9 (k) AR TR0, 36 SR IEh 7S DNS (DDNS) k.

an iR 1P Huht & 4254k, DDNS ffifR B ke 3 bty v 328 52 45 R 2 3844 (FQDN) HY Firewall Threat
Defense ¥ #5. Z#i&& > RYEIXE > DDNS RS 1L i 514 DNS.

WA # Firewall Threat Defense ¥4 Vs I 217 K 1 5 B0 Z HifiC & DDNS,  W|Firewall Threat
Defensei& #5423 H 3l 4 Cisco Z G AFAR CA R (1P 4 CA WS IniE+s, LAfliFirewall Threat
Defenseis £ 1] LASGUFE ] - HTTPS 1%4% 1) DDNS JIk45#51F 1.  Firewall Threat Defense ¢ FFATfi i ]
DynDNS 2 API #3i5) DDNS 45 2% (https://help.dyn.com/remote-access-api/)o

i YA BB VUG ) AR IR, ANSCHF DDNS.
FIR10  rdiESE (Connect). SEMPRZS XHTAE B V)1 Bl KOG BE AL 1 2 APIRAS . AERFEHEHL/SCC
EMIRE L RS, B B KRR B, RSN K .

R ERGH DR 2] By KR By, A BUHIEM. S, IHERFEERPL/SCC IEMIRE NS
PR G SR P B K BB 45 BEAS DS AR T o WRGKREA, i R i, JF H AR e R
B K dr e 26 PR AR I A 2 R

WAREAERTFE TR B L/SCC MR E L A IR FFIEE S B Kt e B, ERAR A 5EE
FL/SCC REIERIGHE . RCRF BT L5 B K v a6 i RS (13445

[ 8 BT

Registration Status

Management Center or CDO

You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense getting started guide (2,

22, 0r
CDO configuration guide [ to configure your device.

management center configuration gu

B os=Em
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{& B CLI 52 F¥ Firewall Threat Defense ¥ 15 . &

Procedure

153 3 Firewall Threat Defense CLI PAPUTHIIG 1 E, W& E W SRS S H IP Hitlk. ML
MhIEA MR . LS ER 2P A A OIS B IR L W AN AR P 2
Vi E BRSPS CLI BC & Hdai . i BeE By KO oL A wE . UIE Bk
ERATE TS PATHIAG B E I, QRS Y) 32 By KBS B O SR TR, BRAT R OO PRAS U
WL O BCESN, 75 B KSR A A o T O RCE AR OR . TR, AR HARER
INBCE R, U 1) 4 1 S

IE R HI T BR Firepower 4100/9300 2 4N i A X, 275 Firepower 4100/9300 |55 18 4 ¥ 45
SERRATIARCE , 155 4 Firepower 4100/9300 L ()3 #% % .

M6 uin 1 %23 Firewall Threat Defense CLI, B AE & B4 %22 SSH, ZRIME L T H
DHCP FRHX 1P bk Wit ST S m e 4 e, ATV W S o 11, DA T e .

530 5 oy L1 IEHE 3 FXOS CLI.  SSH 41 F #2144 8| Firewall Threat Defense CLI. {H ISA 3000 F&4b,
YR 6 3% B: 2 Firewall Threat Defense CLI.
i H P 44 admin F12565 Adminl23 & 5% .

SFFPEifl G, RS FXOS CLI. 25— k&3 FXOS Itf, RESH R s ig. s
T SSH [#JFirewall Threat Defense& 3% o

Note
WD R, (RN ENTE, T 200 T R AG 1 4 LUK 3 k) BRA(E

X} T Firepower  Cisco Secure Firewal 1iiff:, i#Z:[% (Firepower 1000/2100 FI Cisco Secure Firewall
3100/4200 7 W5 B8 Cisco FXOS MbEHERRFEFT) i S pT Gl 7.

25 (Cisco Secure Firewall ASA A1) 5 10 F 5 WAL F5 /) »
Example:

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: **xkkxkkx

Confirm new password: **kkkkk*

Your password was updated successfully.

[...]

firepower#

&


management-center-device-config-10-0_chapter8.pdf#nameddest=unique_25
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot/b_2100_CLI_Troubleshoot_chapter_011.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/reimage/asa-ftd-reimage.html
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S 3 IR G 0 2R FXOS, Wi %% 3| Firewall Threat Defense CLI,
connect ftd

Example:

firepower# connect ftd
>

WIF 45— K% Firewall Threat Defense B, RGP EH2 (BEH VRN (EULAYF, WiAE
FH SSH i&E#z, MR T K admin %555, AR5, REOKWoR CLI W B A,
Note
BRAEVEFRICE, SWCEEE CLL «eem S (B, s grd v mg) o B2, LI AE CLI
" configure network iy 4 B T A IX B E . TE S BT A 5%

BN AT AN 2 Bon RS 5 . B2 2 Arn NI, 154% Enter 4.

Note

R /e el #e 0 BRI B Ui, WA BB s . i, Sk Bods 4 L e AR ik
FH (10785 B oK A0 F A #4211 DNS RS54 fid bt FQDN, - 1y -4 FH i #2111 DNS JIr %52

TS LT E .
c BREERE IPv4? M/l 2EEEE IPv6? 42D FliRMHmA y .

c M NEIRIZORY I1Pv4 BRIAR X FI/Ek NS IR OTAY | Pv6e BRIA WS- S 20 H £ 32 L m AN
AT B LORMHAT A B U ), WEIER Fah. BRSO, (HO0030E P
ik, @t bk . PR A AR U B O AN E, DA L R e ) R
W R W E ) DHCP,  UJEiARC e OO T3, UNBRIAER (b2
data-interfaces, ES [ F—ANE L) AIRES#H I 5 DHCP AR 55 2% ) % 78 5

< MINEIRIZOAY | Pv4 BIAM K FI/oK @313 DHCP. BEHBR s FHARNKEE IPv6? - i1 R AT
1 P 2 i AR B T BLER U ), 5 M R BEE N data-interfaces.  BE IR EFFAE T AR
R B R, DRI AT % pR I A B RS U A o G A A A S LT T A B AR U ]
I AEEEE 1/1 4% b B W o6 TP Hudik .

s MRIBHMNMEBEECEN, TEEIIEE - R E O SSH %, (HAEWMK ENTENRT IP
Hohl, BT, A HE 1P MR RS0 B T . S EEA S Z R,

s RMEIRIZE? - A & LU 5 kSR A0 . B2 R EWE B SO 4 ] Cisco Secure
Firewall %555 Pl As .

s BRERFAIRAER? - IS LEWI A C B I B B KB . FEWIUR S o B eSSy K Ok 23
BRIEAEIZATIOMC S o TR, ATt B K A QS R B B L A B3 U7 i) o

Example:

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
Cisco General Terms

[...]

B os=Em
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Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]l: n

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]: 10.89.5.1
Enter a fully qualified hostname for this system [firepower]: 1010-3

Enter a comma-separated list of DNS servers or 'none'
[208.67.222.222,208.67.220.220,2620:119:35::35]:

Enter a comma-separated list of search domains or 'none' []: cisco.com

If your networking information has changed, you will need to reconnect.

Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35

Setting DNS domains:cisco.com

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: 10.89.5.1 on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no

DHCP server is already disabled

DHCP Server Disabled

Configure firewall mode? (routed/transparent) [routed]:
Configuring firewall mode

Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information

- add device configuration

- add network discovery

- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key ]'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID ]'

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add

this sensor to the Firepower Management Center.
>

S5 T 55 Bl Firewall Threat Defense ()7 K 55 & B &

| &
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configure manager add {hostname | IPv4_address| IPv6_address| DONTRESOLVE} reg_key [nat_id]
[display_name]

Note

A& i F Security Cloud Control #HT45 B, 1H7EM L B F 1 H Security Cloud Control 4 11 configure
manager add fir 4>

+ {hostname | IPv4_address | IPv6_address| DONTRESOLVE} - 4&5& i kB4 ¥ .0y (1) FQDN £
IP dhtik. S By kOB O ANEEE BT L, 181 DONTRESOLVE J4& € nat_id. 24204
DR (B kRSB B0 BY Firewall Threat Defense) EL A 0] U5 [n] () IP Hudhik, A REEP A
B Z AN X m) TLS-1.3 % B A5 I . W SRAE It 4 45 & DONTRESOLVE, U Firewall
Threat Defense W 25047 1 15 7] 1) TP Hudik 58 EHL4

reg_key - $5 @ B PR A — IR ML F 44, 73l Firewall Threat Defense s 1 2276 B K B 3 BE A0y [
R e, FMEHLIY 2 8] 36 N AP URFE AT (A-Z, a-z. 0-9) FiE

2o Sfy

T ()
nat_id - 5 5€ T I B ME—— IR F 55, RIS 75 ZEAETEM Firewall Threat Defense B 7E |55 4K
R BIREE. NATID 2T 2 3 36 N ARF 200l AP R At AR (A -Z.
a-z. 0-9) FEFLF (-)o M ID AREH TRAFM LA B AT M 2 B KB # 0. NATID 5
IP Hhk&5 G, T IUEERSE 5k FIEM % % A TEX TP Hubik/NAT ID 2H17 & 4 501
S5, ASamEMEiH. OIS HBEEHNATID, RMEEEER, HAE NEH T SBI0
i HH -

o f60K By KB B LG TP ikl 8 E ) DONTRESOLVE.

© 7E B KR B B INTR R,  EAATR R TV ) A% TP Mk B N4

o BIAEXUH #dRE T 1P Huhl, W RRefE I $de 8 Ot AT & 2L,

o Bk E b A 2 ANV E ER O

3

display_name - i F} show managers fir & & it T~ /s B BLER 1 WoR A FR . W SRR Security
Cloud Control AR YU A T4 Hr ¥ 32 F A BRER AR B K BRE A B by, eIk A
o WRATRE WSH, B KA LU Ik — A3 E R s AR

* hostname | IP_address (15 ANiH DONTRESOLVE JGH )

* manager -timestamp

Example:

> configure manager add MC.example.com 123456

Manager successfully configured.

Example:

AR SRR KA B O T NAT B 2, TSI AME— ) NAT ID LU a8, IR E
DONTRESOLVE i {FEH144, -

> configure manager add DONTRESOLVE regk3y78 natid90
Manager successfully configured.

B os=Em
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Example:

4R Firewall Threat Defense /i T- NAT %42 Ja, V&5 AME—[] NAT ID L& B K ESEF BE A0 TP My
sk B4, il

> configure manager add 10.70.45.5 regk3y78 natid56
Manager successfully configured.

A& H Security Cloud Control {24 = Z245 BlLAS,  HAy AU A H B35 b7 K Bk B o T4
T A B KRG B L

configure manager add {hostname | IPv4_address | |Pv6_address| DONTRESOLVE} reg_key [nat_id]
[display_name]

Example:

LR 7% B Security Cloud Control £E i [ {2 7r 4 BRI Security Cloud Control{# FH ZE a2, 4R
JEAUER “ 0 Hr-FMC” BoR 48 € T M A B KBS B,

> configure manager add accountl.app.us.cdo.cisco.com KPOOPOrgWzaHrnjlV5ha2gbRE8pKFX9E
LzmlHOynhVUWhXYWz2swmkj2ZWsN3Lb accountl.app.us.cdo.cisco.com

Manager successfully configured.

> configure manager add 10.70.45.5 regk3y78 natidb56 analytics-FMC

Manager successfully configured.

(Optional) it & FH & LS U7 M 32 0 .

configure networ k management-data-interface

$ N Enter )5, RGS RN B 1 HC B A M 45 50E
Note

TG Ar AN, NAS IR 5 o o RAE T SSH Uy el A I 1, W RE S WTOT, SR A R I
PRI G . A7k SSH AARITEAE R, 1§25 F 3.

ES R LN A a2 VeI S B . 5378 219 ] Firewall Threat Defense 204 2 1 3ET4 2, on
page 4.

o WS R B O AT B, U R AR A S YA Ad ) DHCP. WU AEI 46 Y & A R AT
Th & 1P ik, WA LU configure network {ipv4 | ipv6} manual 4 7B &' . iR
e 15 A8 B AR U7 2 VAL T AN TR -9 E, DABT o tH B o 1) A SR A8 o A A 42 11 Y
KW HE A data-interfaces, Ibar B BT B H S .

o M4 Firewall Threat Defense U8 N2 By KBS HR A0y, Bk BE & HE A0y S R FFR4edr4: 10

%E,@%MT&E.%D%MﬁWﬂM W OCHHAER (. DNS 55 &5 F1 DDNS g5 s 17

K DNS R45-#s Bl S AR S, WS T3 78 B ks s b, 8nr LU G X & 348 U5

I 42 11 C i AT B 4L Tﬂ%*éﬁ%ﬁ%&fﬁﬁﬁi Firewall Threat Defense 5% [5 Jk 44 5 2 0y H8T ¢
STAEPIERE . 0 A% KT, Firewall Threat Defense 1% configure policy rollback fir4
DLV LA )5

o Gn SR IP Huhik & A2AE A, DDNS A RfLR 7 KBS FL A0 U5 ) 584 TR e i 4 (FQDN) P # Firewall
Threat Defense. 15l E DDNS JI 4 #5838 URL, I Firewall Threat Defense <= [ Zhs =k 4
Cisco Z 5 TAR CA BRI FTE T2 CA IFE1), LUME Firewall Threat Defense ] L4GUEH T

&
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HTTPS ##%[) DDNS 45 %%1F-15. Firewall Threat Defense S #5{#7Jfl DynDNS L2 API #iit
(https://help.dyn.com/remote-access-api/) /E{1] DDNS 245 %%

WAy A U B RO T DNS IR %S #% . A BB A (5 ] configurenetwork dnsserver sy 4-)
VB I BE DNS RS 2810 T B . %cds DNS R%% #2117 DDNS (iR OOl &) s ] 1
VA2 ) 22 4 SRS

76 Bk Baig sty b, HdinEz 0 DNS 4545 7850 Bii4h b Firewall Threat Defense [1)°F 5 &
WS ELE . 780K Firewall Threat Defense 78 N2 B KB B0 B, AU ER R, JFH
DNS JIRE#A S MEPT 6 BB T . (H2, WG & B8 5K liigs 175 DNS Bl
[ Firewall Threat Defense, W% &% o A & . A1 WK E3)Ed & 5 I % & VLIEC Y DNS
TFEWE, LUME B KBS E B PCy F Firewall Threat Defense [/]25 .

UEAh, ACHTEYIURE I L DNS fids#5, B KB O A S R B AN DNS iRjR%5-45. 191
SR R A BRI T ke, (HBE S 1 configurenetwor k management-data-inter face
A Te B BB 1, AZRAE 7 KA B ot B B T IR S B (R FS DNS 45 4%)
PMEL FTD Bl & TR,

# Firewall Threat Defense - /it ] B7 K855 #H0 J5,  #8AT DORR1Z 8 B 11 o0 O848 PR L1 880 )
—HEE 0.

A 222 m) T P BCE 1 FQDN K H Tk f.

fany DU IS Ay VS BRIEAN S ICE s R E st n A R I, AR IRAT A B A R R
BUE R AR AL e

EASF B HE, 1%\ configure network management-data-inter face disable iy 4.

Example:

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]:

IP address (manual / dhcp) [dhcp]:

DDNS server update URL [none]:
https://dwinchester:pa$$wl0rdl7@domains.example.com/nic/update?hostname=<h>&myip=<a>
Do you wish to clear all the device configuration before applying ? (y/n) [n]:

Configuration done with option to allow manager access from any network,
if you wish to change the manager access network
use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

Example:

> configure network management-data-interface

Data interface to use for management: ethernetl/1l
Specify a name for the interface [outside]: internet
IP address (manual / dhcp) [dhcp]l: manual

IPv4

/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0
Default Gateway: 10.10.6.1
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Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

DDNS server update URL [none]:

Do you wish to clear all the device configuration before applying ? (y/n) I[n]:
Configuration done with option to allow manager access from any network,

if you wish to change the manager access network

use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

(Optional) PR Hll7E s 2 9 255 L3t ik H i 2 11 U () 5 B S
configure networ k management-data-interface client ip_address netmask

BOAHOLT, SRVFFTA 4

What to do next
PV AT 2 B KR .,

AcEEMEO

IR T BN TGN EHE O . R B &EA S AEHE O, FlW, Firepower4100/9300
Al Cisco Secure Firewall 4200/6100, JA] LA FHAF i &0 HiZ$z

AT LAAE Bls KBRS B ROy RS e BRCE AR ST AR 1, DRGSR i Bl ke
FAFEE S BR A O BORMG s PR REAN 2 421k

WERTCIEVT M AL O, SRR R B B

FHia Z |l
FEFTAE B O B P SRR 0 2T, TE DR A B R B O B R . AR

5 ., 1% [ Cisco Secure Firewall Management Center & #4571 .

p SR Bt 4 ORI B e A AT B, DA R PP P A PR AR 1

JE I AV B R A S
configure networ k management-inter face enable management1

configur e networ k management-inter face disable-management-channel management1

] LAk 8 ] configure networ k management-inter face disable-events-channel fiy4-24 ] 3= 4 BH 4%

HH s AERIBAMEIL, Bl Sl L Jm i DGR, WRZiR LR, AR

&
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AR T A, B o i I B LUAGR R [RE, R PR L OGP, AR R
T %0 T B

T R I A A 11 L F s A B
T

> configure network management-interface enable managementl
Configuration updated successfully

> configure network management-interface disable-management-channel managementl
Configuration updated successfully

>

BC B A T TP ko
AR AT LS A B LA AR R g b, AR DAL T [R)— R g
a) MC'E IPv4 Huhl.
configure network ipv4 manual ip_address netmask gateway_ip managementl1

TR, A gateway ip T e & GBS B, DAL, SN A\ D48 4 management(
FEOBCE . EAS A OO S S IR . I RIEAE S A DA R ) I 2 1A
PR, FRATE U A A D A R A I e

51

> configure network ipv4 manual 10.10.10.45 255.255.255.0 10.10.10.1 managementl
Setting IPv4 network configuration.
Network settings changed.

>

b) ACE IPv6 Hudil:
* TREHBNE:
configure network ipv6 router management1

T

> configure network ipv6é router managementl
Setting IPv6 network configuration.
Network settings changed.

>

s FHME:
configure network ipv6 manual ip6_addressip6_prefix_|length management1

T

> configure network ipv6 manual 2001:0DB8:BA98::3210 64 managementl

B os=Em
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Setting IPv6 network configuration.
Network settings changed.

>

SR 3 WIR P KERE B O, TRe R4 b, UK O DGR LR i as i s A0, BT AR
L 1 5 BRIA S UL o

configure network static-routes {ipv4 | ipv6}add management1 destination_ip netmask_or_prefix
gateway _ip

T BN i, B2 kA %48 T configure network ipv4 5% ipv6 fir i, RS IR IA
PR S TP Mkl SRR DB 2, 528 70 .

T

> configure network static-routes ipv4 add managementl 192.168.6.0 255.255.255.0 10.10.10.1
Configuration updated successfully

> configure network static-routes ipv6 add managementl 2001:0DB8:AA89::5110 64
2001:0DB8:BA98: :3211

Configuration updated successfully

>

TRTAK M, i show network-static-routes (A E BN ) -

> show network-static-routes
——————————————— [ IPv4 Static Routes ]J---------------

Interface : managementl
Destination : 192.168.6.0
Gateway : 10.10.10.1
Netmask : 255.255.255.0

[--.]
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Firewall Management Center Q_ search pepy Q@ ® @ ‘ Sumame .,

Devices / Device Management

Migrate | Deployment History

~
Home View By: [ Group ¥ ] [ Q. Search Device ]
n Al @Error ® Warning Offline @ Normal Deployment @ Upgrade @®Snort 3
s [€:)] (0) (0) 0) (8) Pending (8) (0) (8)
Collapse All Download Device List Report
Wl
Analysis
Access
o D Name Model Ver... Chassis Licenses Control Auto RollBack
Palicy
Policies
D ~ Ungrouped (8)
=
Devices @ 1010-2 Snort 3 Firepower 77 N/A Essentials, IPS .
D 10.89.5.18 - Routed 1010 Threat... 0 V (2 more...) 8 wixauto. o
° X )
@ 1010-3 Snort 3 Firepower 770 NJA Essentials, IPS e .
Objects &) 10.89.517 - Routed 1010 Threat... i (2 more...) WECALIC: o
@ 1120-3 Snort 3 Firepower 770 N/A Essentials, IPS .
& O 1089.516 - Routed 120 Threat.. 70 N 2 more..) ® wiauto.. o
Integration
@ 1210-1 Snort 3 Firewall 760  N/A Essentials, IPS e .
O 10.89.5.40 - Routed 1210CE... - . (3 more...) WhCautos .
192.168.0.202 Snort 3 Firewall Essentials, IPS .
Q e 770 N/A 0 wix_auto... o
192.168.0.202 - Routed Threat... (3 more..)
192168.0.203 Snort 3 Firewall Essentials, IPS .
o e 770 NIA ® wiauto... o
192.168.0.203 - Routed Threat... (3 more...)
- Firewall 3110 Essentials, IPS R
D @ 3110-1 Snort 3 770 Manage O vissiiton. o
10.89.5.41 - Routed Threat... (3 more...)
- Firewall 3110 E tials, IPS
D @ 3110-2 Snort 3 irew 770 Manage ssentials, O i o
10.89.5.42 - Routed Threat... (3 more...)

* BEFHN (View By) - #I4L . VFRE. B, ROASE D7 ) 22 0 S ms A B4 o

* WEF TS (Device State) - IIPIRE GHIR. EET) AR BS. B AIPRESHIFESE R T
EMIBE . 1T PN IR X IV IR (1 8 % 2

¥ Zi& % (Search Device) - & & &4 EHLA T IP HuhE R % %

AN (Add) - 8 0 2% R LA mT A HLA A
[ 10: Fnse g

R

Device

Device (Wizard)

T

Cluster
Chassis
— High Availability i

Group
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 H - bR RS THEY .
. AR
cEBS
* RRAK

* ¥#8 (Chassis) - W32 Fp s, &8 (Manage) LI Rl LA & 2135 . %) T Firepower
4100/9300, 1%HERE A A Bl Bl KBS LA BEES o

-« VEATE
* i lalEHI SR EE (Access Control Policy) - stk i 47 il S e 471 v (1) o2 LA AT 63 8 3 e 45 1)
A

* B31ELR (Auto-Rollback) - /R TE RS 3B HUER P W, ACE M A3 PRSI (49)
WAREEEH (9) o HS g SR E
* YR (Edit) - X TR, (T 4B () Blbrdnii ik & E .
Ay L S e 24 A FRE TP skl .
* B% (More) - X TR %, Al B () Bbs AT SEAh#AE
B 11: EL3EH

Unregister

Packet Tracer

Packet Capture

Revert Upgrade

Health Monitor

Convert to Multi-instance

Troubleshoot Files

Generate Template from Device

* BUGHIEM-BOUHEN

* WIRELIRERET (Packet Tracer) - Pl Kl (L ERER S DU, LMD AR R B A iE A R
SR A I SRS P

* iR BL4HIK (Packet Capture) - 3T 2 K iR v, ] DAAE I &R REUAE AL B
LI PRI AR

* RE 74k (Revert Upgrade) - 1 = LT Bt TH ML B S 2. IeiRAE 2 B R
BITFIRT A .

* BT EIEEE (Health Monitor) - T 2 B (IS AT IR DL I 45 UL
* %4t %2 525 (Convert to Multi-instance) - % T SZ B AL S, NIk 2 s2 iR,

&
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* BIEEHERR ST (Troubleshooting Files) - Az it bsHERR SO, 448 ] LA L i e 5 AR R 45 o
WAL,

« MR &4 B EIR (Generate Template from Device) - M T M8 4% A5 0T B3 AR . 37
AR I B 5 A SRR () T B AR TR o 880 DA U 35 FI HA 13248 25 OB 1 e & i . {3
A, IR HA BEE& A AR, BAHCRE AS G & M S i B i

eI Az
B K 554 PR AL SRV % 2, TR LAE % 6 W48 A SR SRS RN 22 3 . 488 m] DA AN
TEH PR TE.
0 G A X R R A N B AN, W RGPS AR ERZA T . BB &= a]
FE, WS &SNS R ZAF .
E 2 IS PR S R .
T

TR EFRE > WEEE.
W2 R (Add) FHes, g (Add Group).
BRI A, 1 s BRI AL HREE (2).

$IE 3 i\ Name.

P4 {ER A& (Available Devices) N, WEH—HHE G ERMBIR LA B L. sl FEIREH Ctl
5 Shift 2 &4

P AR (Add) BTk RS RS TE R AL

SE6 B, TR MBI, 3 S N R 1 ¥ 4 53 1 R (D).

W1 LULEE (OK) BAA 4.

o) E 32 H0 A

B KA B R St M E M i

EMERATE

A P A I K A B O M B 26 D A TG 25 PP i PR I 3 RS I8 45

B os=Em



| &&im
mmEEamnes - 2inE ]

EREMBRARNRE - BAEE

FrIaZ |
< KRR VCE R Y Bk B O L, TS
* N F-BhiE M 5¢ K Firewall Threat Defense WG , 55 14 T
o CEHTEMBIS N T
o B KBEEF L PO A B BRI S . A BV VR RUE RS T, (R RV AT IE S,
TR TR B %, HENE A .
© WARTENT T MU TPv4 (1805 F 20K LR TPv6,  TULA 25U IR O JBTE i e 4%

TR EFRE > REEHE.
P2 MR NhE s, R E.
PIE3 KIREdEMER. BEEANT—5.
B 12 &iEMAE
Add device

o Device registration method Device registration method

2 Device details

Registration key Serial number
Identify the same one-time registration key on the device and in Identify the device by serial number. On the device, you don't
the management center. have to configure anything (zero-touch provisioning).

Choose the initial device configuration method:

@ Basic

Apply basic configuration, including the access control policy.

O Device template

Preconfigure settings using a template. A compatible template must exist (either a default template or one you added) before continuing.

Sancel m

TR A BCE BTG SR =5
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Add device

@ Device registration method Device details

Domain *

© Dpevice details | [G\obal/Leaﬂ ® v]

Hostname or IP address

[ 10.89.5.41 ]

e.g. server.example.com or 192.168.1.1

Display name *

[ 31101 ]

Registration key *

Enter the same registration key you set on the
device. This key doesn’t have to be unique per
device. Use alphanumerical characters (A-Z, a-z, 0~
9) and the hyphen (-), between 2 and 36 characters.

Unique NATID ©®

[ 31101 ]

Enter the same NAT ID if you set one on the device.
This key needs to be unique per device. Use
alphanumerical characters (A-Z, a-z, 0-9) and the
hyphen (-), between 2 and 36 characters.

D Analytics-only management center

When using Security Cloud Control as your primary manager, you can use an On-Prem management center for analytics.

Cancel m

* 13 (Domain)- 78 2 AT, I
< REA- RO, KRR INE] & A

o A P Hhk - 6T EHL, EAN IS INGEAA 1 TP bk s EHLAS o W SR AN I 5 2% 1 TP Hb
HE (@ltn, AT NAT ) , i B .

WER G L F B B 25, W BT G 0 75 A4S T U 1) (1) 1977 K 5555 B o0 TP ki 5% = M1 44
PLA NAT ID. VA5, S NAT 38, 27 0.

BIRAR - BN By kB B A0y B BRI SR . 2R TCIR R U4 R

SEMZA - W AVIGAECE A RN . TN A IR PR SL S . SR %237
N, BFREFRET (A-Z a-z. 0-9) FIEFR (<)o ANTFEAEG B IR I35 P H1 AL M
—H,

* ME— NAT ID - AW aa e & AR 1) 1D,

ME— NAT ID $if /& Bk e ME— i) — MR A5 8, SR AT AR I B N AE B & LR i 7 4
Hio 24— I AR g AT U7 1) ) 1P sk s ENLAA S (Bt a R 4L (Host) FBUR =), Wil
T . BARFEBOR IRk, HEATEBUARLTRE NAT ID, KON BRSSO Tt 2
e, RIS i iy s ) TP Mkt fnnte . ID B 237 74F, W T RET (A-Z. a-z.
0-9) METHT (-)o It ID AREH THHATAT FAR A E M 21 B K G B AP

NS ITEIR AL - BRAREEITE B % AT B KR B O B, A A S R T
XA, BHEE M. mdnfmig.

3
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TR MEVIAB AN E .
B 14 sRERE

Add device

@ Device registration method Initial device configuration

Access control policy *

@ Device details [Defaul! Access Control Policy ® v ] +

e Initial device configuration 8 =
Smart licensing

Ensure that your smart licensing account has the required licenses.

Is this device physical or virtual?

@ Physical device O Virtual device

License type Includes

Base firewall capabilities

Carrier GTP/GPRS, Diameter, SCTP, M3UA
IPS Intrusion Policy

Malware Defense File Policy

URL Filtering URL Reputation

RA VPN [Prem\er ® v ] RA VPN

Transfer packets

For each intrusion event, the device sends event information and the packet that triggered the event to the management center for inspection. If
you disable it, only event information will be sent to the management center; the packet will not be sent.

Cancel Add device

© BRI SRR - LEPEAI AR )4 S LAAE T I 028 B e e, QI ST S
* BREVFA- ERIE VR ATE.

s g ERYIBREITRELILE? - EF IR E iERK 4 . ST Firewall Threat Defense
Virtual, #IEDBIEFERER . EFS K h VT UEAH IS EC 2O AR B2, FEERE
AR, B ERAh FTDVSO0.

* VPRIESRE- kb BN Boss e & I RE MV AR
RN, T LONERE > W RTIE > & REIF RIE 00N A Vi

« ARIMEURE G - 5 HILIEST, DU TR AR, B S i WA 2] P ) e B L 2t
(IEioRe

X T R NZ S, W& 2B A BNl S (1 5 A0 A 31 7 KB A B b0 EAT A A
WA R T, U 5] B KB H O RIEFE R, A S RIEE R AL
aﬁg%s ﬁfﬁm\\ﬂﬂu%

73 K A P PR R B G AR Y 2 PR IR B A AR DB P ST . W RS, WA RN n 2
FIRH . WAL R, BB 2] WA DRI R . WORBEETEN R, Wk & LU T

* Ping - Vjin] ¥ % CLL, #RJ5 4 H LA T A4 ping B KB B0 TP Hihik

&
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ping system ip_address

Wi ping AR, AFHH show network i 26 2 W 2% e B . W75 BT ise &% TP Mk, A
configure network {ipv4 |ipv6} manual #4 .

« WM. NAT ID A [55 K554 ErfUO TP Mtk - B R 8 B AN B 4 At A [0 3 S 25 B A0 NAT
ID CWERD o AT LLAE B % - {f F] configure manager add 4> ¥ i 1 M 45 4 F1 NAT ID.

H R 2R (R B, TE 2 W https://cisco.com/go/fmc-reg-error.

& RIEME AR E- R EER
TemT LA FIREARZS e 26, 1) Blg K B0 R R, A BT ARSI K e 6 o

FHia Z |l

P2 AT P B AT A T B I B AR A AR o A TR AN LA 7 T i K1 AL B R 208 0 B 7 1
FEAOR A H AR B AR R AT TR A

IRBUE B AN 2, DUR DR 0 B N HIRREAR 2 A CLIE A AR b K T AT TG
B TR BB s o

s KA, BT AR

o KA AR W 414

o A AR o (P

o B AT AL G FORE LR

* R IFAT B RBR AT 1 IEAE AT

\}

AR R BRI O D B e, TR RO E OB B R R IS S B . AR,
TS [ h 3 o B0 10 A L pE 97 0 8 5 P AR

UK
TR G E > REEE.

T2 RN TR, PR
T3 WA EMESR . RERRNT—5
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Add device

o Device registration method Device registration method

Registration key Serial number
Identify the same one-time registration key on the Identify the device by serial number. On the device,
device and in the management center. you don't have to configure anything (zero-touch

provisioning).

Choose the initial device configuration method:

O Basic

Apply basic configuration, including the access control policy.
@ Device template

Preconfigure settings using a template. A compatible template must exist (either a default template or one you added)
before continuing.

Cancel m

S A RS B AT — 5
16: & &Z1FMIER

Add device

@ Device registration method Device details

Domain *

o Device details | [G\obal/Leaﬂ ® V]

Hostname or IP address

[ 10.89.5.41 ]

e.g. server.example.com or 192.168.1.1

Display name *
[ 3110-1 ]

Registration key *

Enter the same registration key you set on the
device. This key doesn't have to be unique per
device. Use alphanumerical characters (A-Z, a-z, 0~
9) and the hyphen (-), between 2 and 36 characters.

Unique NATID @
[ 31101 ]

Enter the same NAT ID if you set one on the device.
This key needs to be unique per device. Use
alphanumerical characters (A-Z, a-z, 0-9) and the
hyphen (-), between 2 and 36 characters.

Cancel m

< REFE - HBRAINENREE.
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B =rmsarmes gain

o MRS IP #dk - 4T FEHL, FABRINBEASH 1P Hkel FHZ . W BRIEANE0E 4 TP Hi
HE (filtn, AT NAT J5) . i B .

W R GOE I B 2, YA BT AR T B T A T U 1) () 5 kB B Ao TP bk s ML 44
LI NAT ID. A RVEANE R, 1S RINAT 5%,

* BIRAFR - WOANZAE B KBS PGt ORI AR 2ROV U2 AA R

 SEMER - WAYIAECE P AR RN ] EAFE P IR R Y] B YR 23T
MR, OFETRHECT (A-Zs a-z. 0-9) HIETFFR (). AfEA SR RN P L
*E’Jo

* ME— NAT ID - B AYIGAEC E HAH A ) 1D

ME— NAT ID fi5 e S IEPEIME— 1 — IR, BT ARV f 1 B I E B4 3R e %7
$oj—m$ﬁE7w@mWﬂmj£mzﬁ<wm WA EH (Host) FBA 25, WT
BUHE , BARTEHEOR FIEnTigm), HEERNTEIAATRE NAT ID, B ETERLLE O T 20
(), B w16 TP Skt k. ID #2370 745, Wi TRET (A-Z. a-z.
0-9) FHEFHF (-)o M ID AREH THEAR T oAl B AR 2 B7 KBS Bl

PS5 BEWIARAICERE.
17: A8 & W E
Add device

@ Device registration method Initial device configuration

Device template *

@ Device details [3110-1 ® V]

@ Device models supported for the selected template

© Secure Firewall 3110 Threat Defense
Access control policy: wfx_automationPolicy123
e Initial device configuration |

o This template requires devices to be managed using the Management interface. Ensure that the device’s connection
to Management Center is from the Management interface.

Variables @
Variables Value
$inside-ip [ 10.89.5.41/27 ] (IPv4 Network; Example: 209.165.200.227/27)

Transfer packets

For each intrusion event, the device sends event information and the packet that triggered the event to the management
center for inspection. If you disable it, only event information will be sent to the management center; the packet will not be
sent.

Cancel Add device

* IREIER- M IR EIRIR (Device template) T #7812 b FERT RS . HURTNC B AN BE &5 U7 1)
EARECRV LY T
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cTE- LENMEXRBEENE.
 AEMEURE - 0 LS, DI TR AR, Bt i AL R B O B L 1t
TR

TR NRFAE, Bt okt SRR A b A e (0 2 B A 21 B KBS B O REAT A A
U SRAR T T, T R ) B KA AR JORSHEE R, AR RS HE .

W6 iR INig & (Add Device) LUJE B &3 Mo 17 B KB B0 BOEM R I5 . RGeR N AR
Ml .

DIPAe N B NN e S S AN b QU o T SR 2 B v = 1 7 e 91 95 ) P o o R Al
AR WRVEN R, BB MR R . IR B IR TR A LUR I

* Ping - iM% % CLIL, 2RJ5 Al H LT Ay ping Bl KB EE A0 TP Mkl
ping system ip_address

Wi ping AL, A show network i 20 25 W 25 e B . W SR 75 B0 O ise % TP Mk, A
configure network {ipv4 | ipv6} manual 174 .

« VEMEH. NAT ID R B KRS EE AP kb - A O P S 60 2% A AH 9] (9 5 EH A NAT
ID (D .« TR A configure manager add iy 4 3 e i JIH% S F1 NAT ID.

H R 2 EHERR (R B, 7E 2 W https://cisco.com/go/fmc-reg-error.

FIISh% (FiZMEED
S TR, 1T AT S B AR ] B KB, TR A B AT AT T4 K

tﬂﬂﬁ

ERFISHRMEE (FEMIAR) -EXRE

M AN, BRT AL A1) o B T B 7 KA B G, e AE R B AT AT 4G
. Security Cloud Control 1% LA SZIL T G

22 IR PP A R AN T K AN B A I 21 B KB A FE rho o B TR I — N B AN B, 1
SRS RSB (AR - Be& B . 5 46 Ui,

EMERECARE

P AR, RESTEE L MRO: WHER, ARE AR EBCE, B Wns i £ H s
A X TR, W WIAARIK) DHCP IR 5545 U ) 42 1 SR sl 2 A DX A FOAl e B R IC

o LIKM 1/1— “4hE8”7 , TP Hulik>k H DHCP. IPv6 HENALE
o DK 172 (X 200/ 1010/ 1210/ 1220, 2y VLANIT 10D - “N#EE” , 192.168.95.1/24
o BN - I AR 1 _E 1Y) DHCP 3REX

BK

| &
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B =asssmnes SR -24RE

TR A SRR B2 S

RN
Iy

AR VAT A B U U, E BN ] DHCP. 58 my nl PR B, 5 284 1P ik

RO EA L. TSI e 1P ik, B0, R DASOR A BR L Al VR B B SOy
DHCP.

TR AL IEAT 7.2 W1 7.4 BOE S IR RS EX2 500y A5 7.2.4 ZATIORRCAS T, B K

LiE

L LIR] A TFG ) o

* Cisco Secure Firewall 200

* Firepower 1010

* Firepower 1100

Cisco Secure Firewall 1200
Firepower 2100 (7ESZ R B A IRA D

Cisco Secure Firewall 3100

Fia Z |l

B os=Em

R e g CLIBOIH BC B A B 2038 . bR M0 OGS T ibe s . TECEL P DAAE AT 32 i e,
FARE T~ S5 e e 2 11 5 3.

AN OV B PR 1, (ECRENS T R LR o i SR AE AT AN D 34T R MR S, 520
[ IRy A P 1 G R B 1 AN DHCP 3R TP idik, DU AR 11 (¥ B8 H R AN A

W & H A AL TP Ml ok FQDN, sl S A BEEz 1, 358 B kB L wE AL 1P
Hiht/FQDN (flt, Wi EENAT 2 J5) , DMER & LLRERGHIER ., ESHEE > iE >
EIRERITIZ TN,

BB LUK 1/1 3243t 1P itk FER DA W oS DHCP R4:-5%.

T RE R4 15 1) OpenDNS 733 DNS fii45 %% . IPv4: 208.67.220.220 il 208.67.222.222; IPv6:
2620:119:35::35. ARG WA . DHCP 3RELF) DNS R4 4%

s ZEEAT AR A4 K

2R 2 FODN B9 F 3% A AL

FQDNs

* cisco.com (%4~ FQDN)

defenseorchestrator.com

* defenseorchestrator.eu (HLNKEIHMIXAE R, % FQDN)

0.sourcefire.pool.ntp.org, 1.sourcefire.pool.ntp.org, 2.sourcefire.pool.ntp.org, 3.sourcefire.pool.ntp.org

1.200.159.162.in-addr.arpa
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FQDNs

60.19.239.178.in-addr.arpa

connected.by.freedominter.net
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FOEAE
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e AR5 B, 153 Cisco Secure Firewall Management Center &5 PR TH i) “ RS
R
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o A LMEH BL R CLI fir A & F 1)
* FXOS CLI - show chassis detail & 7~ AN E 515 o

* Firewall Threat Defense - show inventory W /s #4755 . show serial-number £/ PCB J¥
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S LED i3858 REEREHETE ()
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CRER B

200. 1200. 3100
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Add device

o Device registration method Device registration method

Registration key Serial number
Identify the same one-time registration key on the device Identify the device by serial number. On the device, you
and in the management center. don’t have to configure anything (zero-touch

provisioning).

Choose the initial device configuration method:

@ Basic

Apply basic configuration, including the access control policy.

O Device template

Preconfigure settings using a template. A compatible template must exist (either a default template or one you added) before
continuing.

o Serial number registration and device templates are not supported on all models in all modes.
* See serial number requirements
* See device template requirements

o See Admini ion - Configuration > Remote Access to set a public IP address/FQDN for the management
center (for example, if it is behind NAT), so the device can initiate the management connection in the following cases:
* The device does not have a public IP address or FQDN
* The device uses the Management interface for manager access

Cancel m
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Add device

@ Device registration method Device details

Device group

o Device details | [Se\ect a group v ]

Serial number *

[ JAD254312UA ]

Display name *

[ 3110-1 ]

Device password
Enter a new password if you have not changed the device’s default password.

D | already changed the password on the device

New password

A combination of uppercase letters, lowercase
letters, numbers, and symbols. Example:
E28@20iUrhx

Confirm password

cancel m

* 1§ (Domain)- 7E LA BT, JEFEIN K
< REE- PRI, KRR AN E] & A

* PSS - N BN INBCA I TP Ak s LA o RSN RINE B 10 TP il (i, A7 T NAT
Ja) s iR B A

* BIRBR - FNEAE B KB B L RIS AR R ISR SO A PR
© IREBEY - WEORILBEAORNC B ol a2, WG 2R B BRI AT i A .
B G H o R, ARREREAERELE HECEE. SN, IR R

FIR8 WEVIABAICE.
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Add device

@ Device registration method Initial device configuration

Access control policy *

@ Device details [Default Access Control Policy ® v ] -+

e Initial device configuration . "
Smart licensing

Ensure that your smart licensing account has the required licenses.

Is this device physical or virtual?

@ Physical device O Virtual device

License type Includes

Base firewall capabilities

Carrier GTP/GPRS, Diameter, SCTP, M3UA
IPS Intrusion Policy

Malware Defense File Policy

URL Filtering URL Reputation

RA VPN Premier ® v RA VPN

Transfer packets

For each intrusion event, the device sends event information and the packet that triggered the event to the management center for inspection. If
you disable it, only event information will be sent to the management center; the packet will not be sent.

o FIalES ) SR - SR BRG] 438 ) ST DU T I B WA, N S
o EEEIFAT- BBV TR

s g ERYIEREITRELIEE? - EF IR E i ERK % . ST Firewall Threat Defense
Virtual, #IEAIEFEERER . RS MK b VT IEAH IS RC I 2 AR B2, FEIERE
2w, WINBAEERIAA FTDVS0.

* VFRIEZEBY- ik rh 20y B s e 4 IR R VR AT ISR A,

ERMEAIS, 1T UNEIR > VERTIE > B 8EVERTIE 30160 T VP il

 AERMBERE - B IR, DME TR ANR IR, BB T AR R B kR B ey 3E
TR .

PR NZFAE, Bt 2ok SR B A P (0 2 B 80 21 B Kb B0 REA TR A
U ARAE g at, U e A B K L BORSHHE R, A RRHE .

PRI sl

B35 B B L AT R BRI 43 R B0 IE R 1 LBk ST

FEAN R 1 1A A LR, Security Cloud Control 437824 DDNS $#AE R FEHAT AR #8845 :
* fF PR FMC (FMC Only) J5 %4148 5 F DDNS. 7 AN S 3 Z i i e 1 4
o A3 LU R ML WU R TP Hudik:  serial-number.local .
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U ARAE A B 1 AT AR, WA SZHE DDNS. B K BRE B b0 AT ATF 5 ), DME A
REMS SR B

AT A4k 21 H Security Cloud Control £ 3 DDNS #2444t 7, 0] LAFH f5 K b5 kB4 B rpCs 7P ) DDNS
BOE O HoAth 7 v AORTEANE R, 1S L E 34 DNS.

WEAR AL MR, WS BR85S (AR JEATRE , 55 55 00

ERAFSISKAFMEE (FEMIAR) - R&EIR

L AT, R DA R A0 o B VRN B B KBS Ly, I C T A A AT AT 4R
# . Security Cloud Control £ Ji LA SZEL I Ih /i o

RT U FBEARZS INBE 2%, i) BI7 KBS AE B AR VR e, A0 FTASTRR I BRI e 4 o

A PR e T A P P 91 A BE A ORS8N 21 7 SR B AP o BRI B8 T AN P RSERR, 33
SR PSS I RN - JEARCE , 58 39 1T,

Bk
TR A S RFERA B SR

AL AN D BEAT A B ARV I I, B BOAEH] DHCP. 788 Ayl FIPEZ 0T, 5 20K TP btk
RO EA I TS0 e 1P k. 803, W DASUTAE BR L A ] VR PR B SO fy
DHCP.

FEAEARRC AR AEH] 7.4 SO s hRAS 12 55 SRR PR «
* Cisco Secure Firewall 200
* Firepower 1010
* Firepower 1100
* Cisco Secure Firewall 1200
* Firepower 2100 (£ 3CFF I A& RCAS 1)

* Cisco Secure Firewall 3100

FHia Z |l

* DR B a COHBOH G B o A B 202 . T EC OOE ] 0l ah . TORC ' mT LAAR A R i
HARE T le B e 17 3

o BERAMAHE D B B L, AETERENE VT IR LR o AP R AE AN AR 1 AT R A, T2
[ P A P 1 G R B4 1 )N DHCP 3R TP hdik, DU AR 11 (R 28 H o AN A
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a) EHEK > RETEH.
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2, BATEEHAL Security Cloud Control. 41 R % AE /] Security Cloud Control, F 7 K45
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Add device

a Device registration method Device registration method

Registration key Serial number
Identify the same one-time registration key on the Identify the device by serial number. On the
device and in the management center. device, you don't have to configure anything (zero-

touch provisioning).

Choose the initial device configuration method:

O Basic

Apply basic configuration, including the access control policy.

@ Device template

Preconfigure settings using a template. A compatible template must exist (either a default template or one you
added) before continuing.

o Serial number registration and device templates are not supported on all models in all modes.
* See serial number requirements
* See device template requirements

o See Administration - Configuration > Manager Remote Access to set a public IP address/FQDN for the
management center (for example, if it is behind NAT), so the device can initiate the management connection
in the following cases:

* The device does not have a public IP address or FQDN
* The device uses the Management interface for manager access

Cancel m
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Add device

@ Device registration method Initial device configuration

o A template is applied on a device after registration only if the device model and version support template application. If this
template is not compatible with your device, initial device configuration and deployment is skipped.

e Initial device configuration |

Domain *

[GJobaI/Leaf‘l ® v ]

Device template *
[3110-1 ® v ]

@ Device models supported for the selected template

© Secure Firewall 3110 Threat Defense

Access control policy: wfx_automationPolicy123

o This template requires devices to be managed using the Management interface. Ensure that the device’s connection to
Management Center is from the Management interface.

For each device, specify the serial number and required parameters. D: the sample for proper formatting.

CSV sample template file: ¥, SampleTemplate.csv

You can onboard multiple Threat Defense devices by uploading a properly formatted .csv file containing the following
information for each of these devices:

Filename:

[lab‘\.csv ] [ Clear ]

| @ Allentries are validated successfully.

Display Seri Admi d DeviceGroup $inside-ip

3110-1 JAD254312UB REEEREEE N 10.89.5.41/27

Transfer packets

For each intrusion event, the device sends event information and the packet that triggered the event to the management center for
inspection. If you disable it, only event information will be sent to the management center; the packet will not be sent.

Cancel Add device

* i3 (Domain)- 7& Z 3k IALEh,  JERE S 3.
- AR, BRI Ing] &4,
o IR &ZH1EHR (Device template) FHzyE, EFAHR

* SampleTemplate.csv- s il AT Fak. BESCPRH S5 R 2O B 65 Bk UM M PTA 1k
17K CSV BB 7B ir g B, WS CSV BT

© REEHES CSV XHE I XiF I L& - Hl CSV B S, sliame PL W EI2E AL CSV AR
WAt ARG EALSOIF e AT IR U

CSV B A EAL IR, CSV BT i N 24 AR M A% X B

L6 pidr A& UIEM %
PEANER3E I A ] 4%l B, Security Cloud Control 2378 24 DDNS #2453 4047 LA R #4k -
o A8 "fmcOnly" J7 V245N JE ] DDNS. 177 VEAN 37 15 24 ok 8 1 4% 4%
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o AT DL EHLAL s AP35 1P Huhik:  serial-number.local

o PEOER] B KREE B A 1R TP Huhk/ LA W, DB =ML A fd AT A iR A 1) TP bk,

o Qi TP Huhlk A=A Ak (5 DHCP LA BEET) , WIS ) Bl KBS B Rty kil A
SR IR 1 A S, WA SZE DDNS. Bl KBS HE bty A0 0] A TRV ], DS 4%
Refs RO B BE % .

fas ] L4k 84 F Security Cloud Control 124 DDNS $& 4 i, th] LARSJEHF b7 K 855 BL .0 o ) DDNS
W B O AR T V. A ORTEME B, 152 ML E 34 DNS.

IR B EMNHRIG WS B A AR VEMHE , 5 55 0.

6 e B A 105 1 CSV A8 S
CSV BAMCHFII R NS FUN T 2 MB. SO 44 AT A2 LR 4+
« RS 64 MR
LSV TR AR R A, TS (). A0 () R RIZ Q).
« RO E LT

3
N

LS AL E K CSV B S =BI N .

DisplayName, SerialNumber, AdminPassword, SWANLinkIP, Host:gateway
Branch A FTD, JADX345410AB,C15c05n0rt#,10.20.30.1/24,10.2.3.1
Branch B FTD,JADX345670CE,Adminl123!,10.20.30.5/24,10.2.3.1

¥ X IERIR CSV SCHES BA N 7B

WIEFER
* DisplayName— W& M4 FR. KA FRFH . R/l testl
* SerialNumber - & & HIFF5 . KM FERFE, "fl: JADX345670EG
* AdminPassword - I & H# U5 Y, 288, /78, ol E28@20iUrhx G0 IL R 45K
il B B A B e, WA 2 E AdminPassword. WS OVB SR L T 2, I B
%,

AlIEFE

* DeviceGroup - W &AL FRR, KA. FRFH, Rl testgroup

=
3Z

FHLL IS $varName.

felm

| &


management-center-device-config-10-0_chapter18.pdf#nameddest=unique_42

g&Em |
B oo

A~ SLAN-Devices| Pv4Address- LAN B4 (1) IPv4 ihit . 87 FRFR . JRf: 10.2.3.4/24,

MEXTREE

{EH LA I objType:objName.

DX 2% %) % 78 25 il . Network: L AN-Devices-Networ k- LAN 3¢ £ 24 (1) TP itk . 2B 458, 7w
#l: 10.2.3.0/24

FQDNs

TR SN, 2 B30)A 1 DDNS. G20 X FMC 287 DDNS & & 5 BRE AN F e, ]
DATEREAR i B 5 B . FERETE UL R, b hostaname 424 CSV (I, 454tz h
serialnumber .local .

A N#LFE
& 0] LK Firepower 4100/9300 7 i 2 By K845 B0y o B ER PO RN LA A I HLAE MGMT #% 1 3L 5
PN RS . B R ORI N ZOsATIR DB R . X TICE, AR A Cisco Secure
Firewall ML #%% ¢ FXOS CLI.
A\
ER 0T HA SR 2 S, HURT SR 2 SRR — R A B i 3 B K R B L, R
HSERL o WS G BCR o) 2SI, H, RS CLI #4h 2 5e il (75 CLI A H
LS piiat), PR AR D3, 5 53 T LMER LA In B B L.
K

LB Wk e SSHIEHE: 2 HLAE FXOS CLI.

SIB2 BUE R KB E AL,
create device-manager manager _name [hosthame {hosthame|ipv4_address|ipv6_address}] [nat-id nat_id]
RAKG PR N
1A LAMAT ATy [ A\ b dr 2 JEFAEH commit-buffer BT 37 B 4252t 4 o

* hostname {hostname | ipv4_address | ipv6_address}—Specifies either the FQDN or IP address of the
B KBS By AR — AN (P KERE B0 SR BT Ui P Hhhtk, A R
FEPIAN LA 2 (AT 0 ) TLS-1.3 I il s . W AR By 4 45 %€ hostname,  NUIHLAT
DA Ui ) () TP Mok sk EHL4%, I H 22045 € nat-id.

* nat-id nat_id- ¥5 & L PE I ME— 10— IR PR AT R FEMENLAR I 25— 7 B Ha o vl 7 R 1 TP bk
NS, WA ELE B kRO JUE LR e e . WREATEE hostname, D215 H
HIRATREWIE AR A% B NATID, BT T EALAEIP Hitik . NAT ID NS 37 M.
HREPHFUFE TR (A-Zs a-z. 0-9) FUEFSF (-)o It ID ANREH TRATAr] Hofh 4 &3
T2 Bl7 KRG B

B os=Em |
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* Registration Key: reg_key- RGUKFEREH AN IR — MM 25, M LAR I 22 7E Bl -k
B Ry Rewe . WM EHAE L 37 NMER . AT E T (A-Z, a2z,
0-9) FEFFHF (-).

TP

firepower# create device-manager boulder fmc hostname 10.89.5.35 nat-id 93002
(Valid registration key characters: [a-z], [A-Z],[0-9],[-]. Length: [2-36])
Registration Key: Impala67

76 B kB s urh, A FIAGE B 1P Mk sl = WA LA -
a) P REF>REEE, RN R FRAIERTIEENE.
& 23: R InHLAE

Device (Wizard)

Cluster

A High Availability

Group

[ 24: R INALFE

Add Chassis ©)

o This operation is only supported on 3100, 4100,
4200 & 9300 chassis

Hostname/IP Addresst

[ 10.89.5.9 ]

Chassis name

(1o )

Registration key *

Domain *

[Globallchﬂd v ]

Device Group

[Smect_ v ]
Unique NAT IDt

[ winchester ]

T Either host or NAT ID is required. Cancel m
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7 EHNP HE B, S A ZAS I B (K 1P ks LA

RIS AFE EHLA B IP ki, "TRUR L B R S, 4R EME— NAT ID.
FEMFERBIRTBOT, H AN ZE B K B O b R I B 4K

FEEME A BT, S A CREHURTEC E o b BI7 JCha i B rb Oy BN A (0 [R] 3 At s
MY A IR B ST LS P RO T A E AT ()

FEZ T, TR AT A, HOR XU 7 o g .

DR R, WA 2 I Sh N B . W R AN U ) -
ARERCEMAE . — U R B TN

CRIIED s HLAEAS N2 1R &4 .
WERAEN AR R RE P ] T NAT ID, 15 ITIFAE BE— NAT ID 7 Brh 4 A Al NAT ID.

NAT ID ] DL & AR PR RIE S TF (5 &
Al Submit.
BRI 2% & > & E IR I .

[B) BT RY B IR el S AR

VR PP s S e (8 B ) 7 A i e B s EA T Y o BB () 7 B e B s A T TELERD I K A e
ARG () TP Mkl Y HATIX D IR,

UK

HIR1 EIH P kBB L b, WERAAAE, IEBUNEMHTE & . TSN Bl KOS B ROy B
%, %63 T,

WERIEAT 5 By KBS B PO s SIS, IV SE A B K B bl TP ik
P2 ERR|W A CLL, #unfli ] SSH.
FR3 BCEHN BT KhaE B D

configure manager add {hostname | IPv4_address| IPv6_address| DONTRESOLVE } regkey [nat_id]
[display_name]

* {hostname | IPv4_address | IPv6_address}-¥& & AL, [PvaRihkaIPvetthil. [ k55 HE 0

* DONTRESOLVE-1 4 B ki # vy ANn] HEe S0k, 35 H DONTRESOLVE 1A & 14144
o 1P Motk Wil fiiH DONTRESOLVE , NIFFZAIH nat_id « BRI N2 By ks
PO, IERR A IR E B TP MR nat_id; SRR T R E TP Mkl P T R
SEAH A (R ME— NAT ID.
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* regkey- it Ny MU EEAE B KBS HE 0 FNAE A 2 T LS e s . vl DUN SR S3IE HE A T
1 & 37 DNFEFFZIRIHEA SCAF45 8 s INFirewall Threat Defenselt, 75 7E B kS5 # p Ly
FHIAAHFI A

e nat _id-24— 5 AR C TP Huhikier, 7 B KBS B A0y 5 A% 2 1) R AR AR A P ) - RERC
TRHE, AT 1R 3T AT M NAT ID 2 AAEE MY AL — IR PR . 0k NAT ID 2
ME—11), A HSERHE M AT A ¥ 25 A H . 751 Firewall Threat Defense B, 7E Bj K345 £
tly BAREAHF ) NAT ID.

* display_name - 1§ /] show managers iy % #2 I H T BRI BLER I o 4 PR . a0 RAHKE Security
Cloud Control A5 A 73 81 1 32 FH /S PSS FI A 02 7 K B B bty e R
Mo MERANREISE, Bi kKR LN 77k — B8 A i s 4R

* hostname | IP_address (1A il DONTRESOLVE K7 )

* manager -timestamp

-

> configure manager add DONTRESOLVE abcl23 efg456
Manager successfully configured.
Please make note of reg key as this will be required while adding Device in FMC.

>

SR A IR R B KRG B

RIS (FERMIAED T 6]

URIRAE 2-3 73 Bla A AL PS5 M R, 2 LT SR LI P 2 SR A ] DA B 1) ¢
oo WA I TR AEAT R0 R HE R -

* WEHRIEE LED FRnAT RS, 5 56 1L

* f& CLI i A T RCIRES 5 26 57 0T

U SR GG AT A P 50 SRR, S RT LABE RS v ik, 5 32 L.
ARFPH SN R A ER, ES PP S s (FEARED - FARRCE , 5 39 I,

EEFFRE L% B AEEER D

« RE: EAE CLL AT T HIARCEIFEEA] T i e .
FRIRTTE: WS PIAE CLI P IR O BEas DU R 2 ie » 26 59 0T
« RE: A BB B P IT TARECE, IR T R A .
FRRFIE: WS DA RS B A RS BRI RC . 28 60 1L,
c RE: FEAGAR 22, BRI CLI.
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B oo e srons.

FRRTTE: WS EERS , 62 i,
< RE: ER B JCE TR LI .

FRIRTFTE: AE CLI AR A ALl BOIRAS 5 28 57 DU WA o 1)@ n] g &5 DHCP A%,
HE SR BETCVE VT IR BRIN DNS MR 5585%, IR 22 R 4845 B 5 1) S8

7 F5IS A B9 % <serial-number> B 77 B A b5 &8 i 0 B A9 Security Cloud Control FH A $EiR” .
BE: 7505 O i LA A B A% H 40

R E: WARECHONE NS, B A WA B KB s R T R4, ES0 R
GRAEHPIES, 561 7. Wif B KRR HE A0 B2 ST EMIERILHA, 153 45 CLI
MR E A5 F A, 5 58 T,

\)

AR WRAEAETE S B R B RO A PR, TCTR AT B I B R A

7 FBHIS A B & <serial-number>Bh A 3EEIE G 2 1FET 5 — Security Cloud Control 2 /2 1
R .

BE: P05 OB P AR LS H .
FRRTTIE: WS AL CLUTIMER 715 HIA, 26 58 Ut.

)

IR AT B R B O B R, STC A A S I B R A

B2 E LED $#57R AT
LED ARZ 2 5 F 1 B X 2815 Do

Firepower 1010. 1100

* 6: FHEMIFBL: R (S)LED1TH

SLED 15 AR wEBREEREE (53
Zr i AR COERRIRRz, HELrEo | 15:00-30:00
Zx (NI (TR N KR WA TOER R AR = 15:00 - 30:00

R o)

B os=Em
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Cisco Secure Firewall 200. 1200. 3100

R 7. FEmMIEE: 2% (M)LED1TA

M LED 15 AR WEBREEREE (53
EESUN LSNPS AR, HEsardon | 15:00-30:00
ZR NI (TR N KR WA TOHER R AR = 15:00 - 30:00
GG o)
SRAT S L EAT B 20:00 - 45:00

£ CLl e ETHEMIBECIRTS

W SR B AT B S, RS A Firewall Threat Defense CLI _F [ A ECIR A . TR0
G5, WESRERXBNE &I, 55 12 T,

\}

AR WL IR M) CLI I A JUs T B IA, TEERGHILLL FHRIRIZ n:  REsiE 1pva?
(y/n) [yl: FHIEFRERE Tpve? (y/n) [yl:o EIBAIFEZERINAME BEAS: AR BEE? (ves/no)
[yes]:o E%ﬁﬁﬂ%%%éﬂé%ﬁﬂlﬁmﬂﬂﬁﬁo

show ztp-troubleshoot-status

> show ztp-troubleshoot-status
Overall Status: SUCCESS

Stage: Cloud Connector
Status: SUCCESS

Stage: Connectivity
Status: SUCCESS
Detailed Status:

IP: 10.12.414.54
Dns Servers:

- 208.67.222.222
- 208.67.222.220
Is Connected: true

Stage: Cloud Status
Status: SUCCESS
SubStages:
Stage: Token Generation
Status: SUCCESS
Stage: Cloud Enrollment
Status: SUCCESS
Stage: Tenant Info
Status: SUCCESS
Detailed Status:
Tenant Info:
Registered Tenant Info:
Company Id: 039290342
Company Name: Default
Domain Name: ltp.cisco.com

| &
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Id: d874e871-5844-47ed-9120-3ec3844b52ac
Sp Id: LTP
Sub Domain Name: ltp.cisco.com
Tenant Info:
Company Id: 039290342
Company Name: Default
Domain Name: ltp.cisco.com
Id: d874e871-5844-47ed-9120-3ec3844b52ac
Sp Id: LTP
Sub Domain Name: ltp.cisco.com

SR R L

R B NANEM,  RORAEERI By H th oA BRI AE Bk b |, SRR B 5%
W& LA A

>

show ztp-troubleshoot-status

Overall Status: FAILED
Stage: Cloud Connector

Status: SUCCESS

Stage: Connectivity

Status: FAILED
Detailed Status:
IP: 10.12.414.54
Dns Servers:
- 208.67.222.222
- 208.67.222.220

Is Connected: false

1.

{EH ping K7 M 4%%H:, Fla1 Google DNS 5w Hid 42 .

> ping 8.8.8.8

PING 8.8.8.8 (8.8.8.8) 56(84) bytes of data.

64 bytes from 8.8.8.8: icmp seg=1 ttl=107 time=10.7 ms
64 bytes from 8.8.8.8: icmp seqg=2 ttl=107 time=10.3 ms
~C

--- 8.8.8.8 ping statistics ---
2 packets transmitted, 2 received, 0% packet loss, time 7009ms
rtt min/avg/max/mdev = 10.254/10.483/11.270/0.323 ms

T ping #27E %I, WA E DNS fi#hT:

> ping cisco.com
Please use 'CTRL+C' to cancel/abort...
ping cisco.com

A

ERROR: % Invalid Hostname

I TCEET 1] DNS IRS28 (208.67.222.222, 208.67.222.220) o i [ P48 4 BR 53 %1130 3t
DHCP 24 AR 55 2315 B .

£ CLI FhifiiER 7 51 S B4l

WSR2 AT A0, AR PR AL TUEZRAS, T DATEBR 8. 7Ep JOm i EhL, BB
FH5h 1% & <serial-number>H1 B 777 Security Cloud Control 8 A &%

B os=Em
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UK

EousmpeREneeeuEraATemaE

\)

ER WAAALETE SN B KB B0 R, RCVE N A B R R

LB A SSH sl & o 1IE S| FXOS CLI. A R FEANGE R, WS G RKB W &1 A0, 512

Nil

B

it

N ©

A SSH, Wi%$3:5 Firewall Threat Defense CLI. EXPPMEHL R, 5% connect fxos.

R
WA & 1 UK Vi Al Firewall Threat Defense CLI I HAA U AT BB AR, 157E RS0 L LL N HE7R i ]
Zn: RAEHEE Ipva? (y/n) [y]: FUETERE 1pve? (v/n) [v]:o WELIHEAZERINAME LA

A HEA? (ves/no) [yes]:o ﬁibﬁﬁhﬁﬁﬁﬂﬁiﬁiﬁﬁﬂlﬁ

AR SRAE R G o 1, W E EE RS FXOS.
RIS — A ] SSH Bis il &5 3% 8 CLI, RARIREHE A 0 TR EARN, &
WA, 5L ABHEEXEER..., POAKCRER M.

> connect fxos
firepower#

BEAA M PR

connect local-mgmt

firepower# connect local-mgmt
firepower (local-mgmt) #

MIERE = BOH M B4
cloud deregister
firepower (local-mgmt) # cloud deregister

Release Image Detected RESULT=success MESSAGE=SUCCESS 10, X-Flow-Id:
2b3c9e8b-76c3-4764-91e4-c£d9828e73£9

7 CL PR E BB E R U EH B AT IEAIAR

UNER AT T )R CLI BEE IR B A U AR A F, D) AT G s 63 5 B O F BT /8 A b 7 B 2
REPA ) AR o SEBCE AR BT R AS A PGS T DU LI 21 B .
SRR R I O DR . B RORH S BEES B E N AL, i R ok By K i PGS O
SER T WIMR TR, WA RE AR 1?%%1?3@6 I I 5 VAN D A M SRR I Rk

&
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\)

ER QYA B KRR B O RSN, A BRI R R AR

Fia Z |l
R BB A AT AT S, 2 12 L.

FTE1 KRR,

show manager s

> show managers
No managers configured.

FEIRFMEOLT, B TR B, (HORWCE. B KA B Ly S8 SOR AT BEAS BUE ) AL

> show managers
Managed locally.

U R CABAT A AT PGS o RIS AR D0 T, WNRARE B 2l 2 VR A2 3 i T I P o0 2 I

%o

B2 MR B RS
configure manager delete

T3 INIAE FEES

configure manager local

ER AR & E R EN RN TiEMIFE

WIS B Sk B KBS WA HES , JELE B KBRS B g P e W) AR R, W AT RE S o R TP 2R I
PR i . AEXPRGOL T, ST LLAERH Kok 5 2% B B A b JR A sh Bl e . an RS B )
CLI, tHa[ LA 76 CLI s O 0 5 ) 4% 34 2% DLECH o P 24l e . %6 59 L.

UK

LB I Pk B b, g% (Device), A5 i RFIKE (System Settings) > z=BRSS (Cloud
Services).

W$IE2 % BahiEM Security Cloud Control 3% Cisco Secure Firewall Management Center .

B os=Em
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$IE3 g EM (Register).

BERETIEH PR EN

TR 7 KBS B R R, WHEPA S I AN 2 B EMIBR . Ak, e bBIGoL T, R
AU AL 5 sPIRAS, #8707 Lk Security Cloud Control M ) JZE A7 B R ¥ 4

UK
11 1E Security Cloud Control % 3% #| https:/security.cisco.com.

FIE2 RIS L2188 (Security Devices), RS RIEHS .
25 RFHSHE

Security Devices

Y [Devices | Templates] [ Q  FJZ2814VTZT X]

All ASA FTD

R B AR WS AL REIR P, WETTRECE N B . IS OLT, WS FAE CLL By
FUISHIA, 2 58 Ut

SRR RS, R A AUNREER.

| &
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[ 26: thEE g

firepower_10.10.0.5.10.10.0.6

FMC FTD 10.10.0.6:443

Clear selection

Device Details v
Name firepower_10.10.0.5_10.10.0.6
Location 10.10.0.6:443
Model Cisco Secure Firewall Threat
Defense for VMware
Type FMC FTD
Software 7.6.0
Version
Managed By firepower_10.10.0.5
Unknown

SCC was unable to determine the connectivity state for
this device. Please perform Device Actions > Check
for Changes. If the problem persists, contact Cisco
TAC. (Z' Manage Devices in Secure Firewall
Management Center

Device Actions v

Z Check for Changes

< Manage Licenses

DR B OIS, eSS R R AR B =

WA R, WERE S CEMBIRL R — NS ELES . 8% 12 A0 G 2 1) 45 B
#%, 40 firepower_10.89.5.36 1010-1. WA A B4 ¥ £y M B ILAR AT BERS 10 HLAETCVE V5 i)
57 K B H AL BT E M A%, AT L A CLI FR IR 405 F A, 45 58 T 5% .

WERETCRT ) CLL Iy B DRI BE a6 TGN FCE IO R e e v, s F AR MR /)
HEA AP R, R E N ERUOIRES .

i
i

IR A NN B B TR

HRFEAGE R, HS 2368 . EEJS, B1X)33) Firewall Threat Defense 1] f8 75 218 K
8] o

P2 WA LED fIRA . 5 56 00 LURAS B ATIN AL T R mC st es .

B os=Em
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mpsssEman mamies ]

M B EEE O BUR MR &

DR B PR P A, AT LR Iy i A B s P TR VM
SEPOMENHERE . SRR mam VRS, 152 X B ) =
WO ¥ 5 -

o« SSUIWT 7 KRR HL PO RNZ B 2 [ ) T A A

« MIRZEIR (Device Management) T i 5 15 4 .

o IR AT £ U SRS T A A P NTP A IS K S e B o R WA I ], R 58 58 [ AR el 1)
L.

o DREFICEAAS, DU 5% 4k 2L A0 B 5 o
NAT F1 VPN, ACL &5 50 DA 3% O B AR FEANAS .

W VA R M 380 [R) AN [ 1) 77 Kt B s 25 R S5O BB e, DRI B A A 1 s A5 1 R AR PR

=

Ho

FEMGHTE N B2 207, 3555 463 H BC B QR AR, DA/ S B o5 I vy AR I P e 6 20
BHORO, B o WEREECT CORAFABC E BB, T 250 Fh e B A B

FEOFRIMBAEIF A CRAFIECE . (BRI BB S, SR EAENCE, R5 A4
UOT et I .
FHiaZ |l
LY B R R CU R EOR SLHOF AN 21 By KB B b0 AT L R 2 —
« FHRAIE. WSS AR GIE.
o QU] T B AR .

UK

TR G E > REEE.
SRR 2 AEEROHTEM B 55 U il B (), RJa s BUHIEM (Unregister).
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27: BUGHIE AR

Unregister

&
Packet Tracer
Packet Capture
Revert Upgrade
Health Monitor

Troubleshoot Files

Generate Template from Device

W3 WA ERON I
PR A I T AT O g
o RERR TN R B KR B - WU ENE N P NAT 1D, 3 2 W& 917515
o B 32 U WARIEEREEEEEAT), W] DUMGOHT L E R BB B BRI S o )
EP’L\J‘YJ‘EHﬂ ’ /Eg 54 mo
o VEMEBH B KR BE RO - DA B O, 5 54 T
o TECH B KB A ERAS - M B KR B0 D)3 B B KR A RS, 5E 79 Tl

o MBREFLES T ATE € BB FLAS - EAENRAFE TLES 15 00~ UIWT Firewall Threat Defense |1

EHER (AP , W57 Firewall Threat Defense CLI H/#i ] configure manager delete

AP
iR

XAREF BN
EHICH RS TS, DU F AT 2 SOOI RS TBUR . WLeE, 177
SR FAEJ EIEAT, SRR R 36 P I
BB FIES DA R 4

\}

AR EHASRAE, BARESE BT A U B R . TR LR, TR L R
M el 2 i zaiedk . RO A ISR, JFNAE 15 20 Bh N il 3E4%

UK

TR G E > REEE.

B os=Em I



| &&im

Taingiessx |

S®2 EEEGHINRE L, St RiE ().
WIE3 LR & (Device).
T4 BEH R
a) ikl BRigE (O).
b) IR, AR A
SBE PR
a) {ERSE (System) #5h ki ZHRE (O).
b) IR, BT R
¢) WU SR KIS T PG, WEDT KIS PN B R . SR B LT R
System is stopped.

It is safe to power off now.
Do you want to reboot instead? [y/N]

WA G ESE, AR 3 2B LU fR R G LR
X1 ISA 3000, SERKHIA, R4 LED ¥4 K. 2547 10 70, AR5 FEIOT HIYE .

TEHIREEREIIFR

T B R AL B R

FHIEZ Al
LPATU LSS, AU EH A .

RS

TE1 R E > REEE.
$IB2 il THIRETIRIRE Bidt.
B3 LU R4 CSV 5 PDF kA ik #4413 . P TE CSV 5 T & PDF LU~ &l .

iE#% Firewall Threat Defense 1% &%

Cisco Secure Firewall Threat Defense 15 3T % [a] S 4% 14 e 95 K5 lic & M IH Firewall Threat Defense f 5iT
BRHT . T )5, Ui Firewall Threat Defense ¥ £ X1 BT A5 % 1 4z O iC & #0448 H 4% Firewall
Threat Defense Hr] [ .

I ARSI M B AR B, ARTEAEE, WSS TR I . 28 66

-
DA

&
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1 7.6.1 A, Firewall Threat Defense 4 1T #% ) 3 HAT ) V2 OB & SCHF,  BLK—ANH P 471
FHfl, BIEFAGENR ST . HXIEHNEE, 1520 (Cisco Secure Firewall Threat Defense 7Y 51T
Biam, 7.6.1 A .

L5544 Firepower 4100 F1 9300 51 W 4518 252 SCRF IO AL S 1N, AL AT AR 468 ) 2SR T B 4 11 )
PEo B8R DRI BE A3 A 1) H AR e a2 o 3T S BUE Y50 a8 A H AR e 46

SFHITEBRYIRE

X EFHEIETIBKE
R T R NIE Firewall Threat Defense %45 1T 21I1#) 52 37 £F H #x Firewall Threat Defense %455,
RiRE IR & R A Birig& Birig & hRA
Cisco Firepower 1010 & | 7.3.x X m A Cisco Secure Firewall | 7.6 J& T mhi A
%: 1010. 1010E 1200 #%1: 1210CE-
1210CP. 1210CX
Cisco Firepower 1010 & | 7.3.x M B mifA Cisco Firewall 200 % 10.0 2 5 i kA
%l: 1010~ 1010E Hl: 220
Cisco Firepower 1100 % |7.3.x X mhRA Cisco Secure Firewall | 7.4.1 K& 5 g5 A
5. 1120, 1140, 1150 3100 £4¢: 3105
3110, 3120. 3130.
3140
Cisco Firepower 2100 % | 7.3.x M mhA Cisco Secure Firewall | 7.4.1 } 5 = fA
F: 2110, 2120+ 3100 &4c: 3105.
2130, 2140 3110, 3120, 3130,
3140
Cisco Firepower 4100 & | 7.3.x M5 @A Cisco Secure Firewall | 7.4.1 J2 5 @A
F: 4110, 4112. 3100 &%t: 3105.
4115, 4120. 4125. 3110, 3120, 3130,
4140, 4145, 4150 3140
Cisco Secure Firewall 7.4.1 R E A
4200 R41: 4215,
4225, 4245
Cisco Secure Firewall 10.0 2 ¥ & A
6100 2%1: 6160, 6170

B os=Em


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/migration/threat-defense/b_secure-firewall-threat-defense-model-migration-761.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/migration/threat-defense/b_secure-firewall-threat-defense-model-migration-761.html
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Euiai I
B E IR B R A Birig& BiRig & hRA
Cisco Firepower 9300 & | 7.3.x M 5 m A Cisco Secure Firewall | 7.4.1 J 5 = A

5l): SM-40. SM-48.
SM-56

3100 &4¢: 3105
3110, 3120, 3130.
3140

Cisco Secure Firewall
4200 RF1: 4215,
4225, 4245

7.4.1 MBS RAS

Cisco Secure Firewall
6100 2%1: 6160. 6170

10.0 M2 g hi A

TRV AE

ERBHETIR &M

SR REVETIR 0 AUEAT AR (VP TR
ST RV T IR PN I B LR SRR A VT E ST ) A A

- —RRIREHIRF M

o HFUEBLA AT H AR BER MR B K B L
o B0 HAR B IS HE A KB %, HICAR ARG E
o BN H AR B AL TAHRPR AR

<1

o Bk BEA % b EE
o &SP (CC B UCAPL)

* EHURAS

B AURAT A R R I R PR U5 ()4 11 R PR 1) BBl 1)
© 2 PR BB AR

* BORIE AT B A 1B OB
o B ORIE B B lE B A RCH TE R .
S AR IAES . W AT DA AR BE S

< IEBWIE, WA

- TEERMAHRE Y
o B DRV B A H BB 2 AR AR B B L E
* BRI PO L YR BE 25 1AL 52 SR R A A A B FLBBUE

B ERAEAT
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s HA R EHIRIIR &

* BONTHS B Kty B AP IERS A

* ZERFIRN IR ERIRFZMH

o DRI DA A H bR BE AL T 2 SEpAR

s THNEBHUAEICE . 7R LI E TR B HARSEOIZ AT, JoBI S, H ARS8y
HAMFL . B, 2 HFRdes b, A1 EtherChannel 4% 11, J X 284% LA bz
iy RARIE. THEICEED.

s WML B RIRTIR S

o BORTAAIT ANBE LS, JFAE B KA BE O W IR RCRC R . TR RS BAT IX L e B 5.

SEATTSNLE, AT LT B

L LEE > REEE.

2. MBI, AR
i

L Al SRS, 2R A R AR
2. (EEATRRBIGT SN

- BEAEERHEEAOMIEMNRREY

FPR B AR T “Hdlaftefm” o B EALA 7 RAS . WIRBER AL TR, MIERIER .
o BE IR B LS T 18R OB D O A R 1, (HORAE B AR E AR TN (1

BRI

 EEALHCIRAS B HLER T IR ORI DO O B R 1, (HORAE B B AR AR TN 1

B ERAS .

- HHASFEEMIS TR ORI &R RRF Y

R HAR B A 2 T 5 )

6] S AT LU R MR o B 2
I 1] T2k LR BC B IR o S0 21 B AR B
* VFATIE
< BORE
* WIS E
o B HICE
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* DHCP #11 DDNS [ &

* Policies

* RIKAIRS R AN 57

FEIRE

o IR IR SCHUR 5 I A
A ) oK AT SRS I AT 4% S B b 1 4

o IBATIRIL SRS

* NAT 5

* QoS il

* LT ] VPN SRS

* FlexConfig He%

o I S s

* P DE SR g

* IPS 5ehg

* DNS 5l

* SSL 3%

o R IRAR A S

© S

o JLEEEm
IR 1) 3200 LU e el 3 U2 5 52 1 38 I b e 45«

* ECMP

* BFD

* OSPFv2/v3

* EIGRP

* RIP

* BGP

* EME I PR

* Static Route

* AR
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o AL R 2%
IEAS 1) 520 LA T 2 IR0 #% 52381 H AR e 4%
 YpERE
s TN
* Etherchannel 4% [
o« FERST V4 b, 16406 EtherChannel M5 52 2 H AR B %
o ST 2B R B, D{ENLA b OI%E EtherChannel K L4 Fii g 54 .

o Mg O
« VTI #:11
* VNI #:11
ENEIE AN
* VXLAN PFEi& i 25 (VTEP) $:1

TR TR HARR &I &4l .

1 F% 4 ) F0BR

AN
s WFEZLHIBWRX TR E:
IR AR, PR N R e

g&Em |
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RIgE Birg&
L/pLiEu| L/ Rt
EtherChannel 2 [ EtherChannel 2% [

I B IR 1 1

BHEH AR E N TH N

EAricHIEH Ehric N

Absic A Abricn

P L AN
LA LHEn

ANBERE R B 5 C B 10 S B SE B s ) R

* XF HA &%, EoLlT#:
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1T #% £ Firewall Threat Defense .

* Ji HA 4 3 H AR HA B4
* Vi HA 54 3 H AR B4
* M FREDXEBEPIRE:
o WU RIS U7 1R 12 1 AR 1) F AR BEES U 4 1
o ARORISURN B 77 i R oo PR B AR U7 456 11 1A ] % TP ik S GRS E DHCP)
o PN BELER U )2 BB AUHAT IPv4 B IPv6 Hidik .
o UL EE AR IR0 1 AT A TP bk, SRR EA LT R

* %F Snort:

BRNEOLT, T#J5 H AR A6 Snort 3, BB & H] Snort 2.
* WFERBEEONRE:

TG, Hirwes LOGRMES IR RO,

B )
« IR I SAITR LU 2
* i pEIE] VPN S
s —KHBEHIT TR .
« TG, TR VPN ST AIEBAS M.
« 0T HA @4
© HFRBES: AR BT N HA W4
© RFFREAE
o TR SE R B A
© Z I PASCRRE S WAN LS U n) B B2 DA X WAN 5 B2 ) B4 1

1T # % £ Firewall Threat Defense

FHia Z |l

RIS ER TR IITIEAT , 55 67 TU R ITRHENIRIBRE] , 25 70 UL,
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EFIRE > WEEE.
A B ER.

FEIEFIRIREFI BRI &P

a) MR & MRS, g
b) MB#RIEE FRsIEE, Pk,

A e LA BL F b
L TEN SR SN
LSS ELUITPE SNTEES
L S EZEUEENCEEY
TR b T A B B
 {1H7: 1 Security Cloud Control FFELII B, HL 7 KBS0 (LBEHORI A6 (AT
B JHEELL)
WA HA R 1055, WL HA 3 4476

mii T—% (Next).
IGE ] T % BN 1 Firepower 4100 719300 2514 %) {EHfa BB MIs 2]
a) WHEGE, ETPhIHAEEIRESR S IENHE,
b) ENFEENRSIP U TP, A
TR
o BGHIF Bl ok 5% HE A0 1 BLA) Cisco Secure Firewall HLARE FR2S .
o MRS IR IR SRR T IEMMAUEE RS, B4 B KBRS H O NSRRI RER

¢) MlEEUEIER, DL UEAUR A P A AL TS

d) fERPBNERD B, MAPUEE BT .
Ml T —% (Next).

HREZEOT:

BROATEOU T, V5 FURT AR DA T I R A IR TI o a 2B ir 4 P 1L AR D DA
Ja T AR TR e A HAR R S A R o ) e MR S SR AR i 1 A
Ho

TEAREWU S T HA SR B S (08 1 o XSSz TR AE I St
&8 T8y Firepower 4100 #1 9300 A FIi& %
X IX Bl B KB R0 2 AHLRE G FRAR R L g i, gt . BT AR A B P i

B os=Em



| &&im

1T #% £ Firewall Threat Defense .

a) LU RIEIZ s FE H AR B b e B e L
cREBRLEE: GO REE RS ERCE R DR,
* NRIR&EEH]: NIRRT

S 2 B KA B Oy B DEREBINUAR A FLAS N, IR IA 2 8 ) o S LI T e e 0
U SRR R« TR ONT A Bl R AELFE H AR BE A FRANGR ISR LB BN BRA
8.

s BEMIREE - AVHELE H bR & LGS BT 58 10 8 2k i .
b)  ZE BRI WS B SR T, T M BRETRYIE O s L b e RN
c) XIF EtherChannel, 0] DANCEH: LURYE, Ffaidiidsanm 532 0 DL I ot 42 111
EtherChannel [14% B PEARPE 55— ANl B2 42 1 @ M T I & . S8 nl LA D 16 ANl i
B,
Firepower 1100 A 2100 &%1& %, LIK % LHIHE T H) Firepower 4100 #A 9300 & 5% % -
X T IRV, SR IIURE IR A A5 2 i 21 H AR R A2 1T

X1 2 SBR[ Firepower 4100 A19300 RABE 4, BIBERATIZ LWL, Joikic B4% L s Tk
U . WAL ABhr A FEC B0 .

QSR B ER RS B A VL, 3 BRES BOFE O 48 R h ik 6 1

MGEE, BBV OB flan, m eI v h i Ethernet1/1 B 2] H AR 545 H 1
Ethernetl/1,

AT BLEAT B M Al
« Uhrid: HU Lpodaien.
o Rbpid: YU ERA FROMYBRE,
« LR TGRS S HANE A S R B
< L AR R
o EELERUIIA): MO B LR ELAR T R
AT, M 2R AT A

Mt F—% (Next).

MR (Submit) JFAITR

EAFITHIRE, Hnd B8 HRPL) , RERT EF EF.

B ERSG, SAERRERSTERING . &l LI/EEBH > E55 00k b & BHeS s R
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B sonegetssess

T—5Hita
SEBAIR, AR F 5
« B T BT RS, 74 T L.
© RUFRE.
FAER LA,
WA RI, F AR B 2 R E R
BB R BT B RIESR R
WOAER R, T Bt B2 AT BL A

o FL TP HuUhEoy AISBE A5 R H AR e f o WERIEBER AL TI2APIRAS, 3 o H AR a4 1 1Y
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© WNFTHCE G R VPN, TEHEATAR R . X LEAC B A NI A IR -

c FERFER LI AGMET. M &BE (Deploy) M, ridi §2kERE (Advanced Deploy),
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FHIa Z |l

W7 KBS OB E A m ] e, B atE Al By kSR Egs (Rl 58D 81 configure
high-availability disable iy4- Wl FVERCE . BRARKS OO R, N 2 B4 A b ] 2 o

UK

FIR AE B KBRS, TR BE A H 3% P IO T I A
U2 (RERE) MEEHED,
T80T T O R B O, RIS R B U ) A B . A R B KRR B
PR BRI, W) DA SN L R B KBS R PR
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), MIMSCKERA SR, I LB BT T EMECE . DR E N DHCP 03] T MG,
D)5 A 5 A TP b LB 1, IR SR B O B R .
o TP BEASUT i) (045 BB 1 - dn SR AA T E R AS TP Huhik, TS AAOR 55 R BRI S B E— )
X, MAREIEFE D . R EH DHCP, WIEFHIATEME S, w2 Cizh A DHCP 3k
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Management Center/SCC Details

Do you know the Management Center/SCC hostname or IP address?

@ Yes O No

Threat Defense Management Center/SCC
— N —
10.89.5.4 10.89.5.35

fe80::6a87:c6ff:fea6:5480/64

Management Center/SCC Hostname or IP Address

10.89.5.35

Management Center/SCC Registration Key

[ ©®

NAT ID

Required when the management center/SCC hostname or IP address is not provided. We recommend always setting
the NAT ID even when you specify the management center/SCC hostname or IP address.

11204

Connectivity Configuration
Threat Defense Hostname

1120-4

DNS Server Group

CustomDNSServerGroup £

Management Center/SCC Access Interface

outside (Ethernet1/1) v

Type: Static IP Address: 10.89.5.6 / 255.255.255.192 Edit

o Before you connect to the management center or SCC, perform additional configuration:

management center can reach the threat defense at its Fully-Qualified Domain Name (FQDN) if the threat
defense's IP address changes.

CANCEL CONNECT

a) M TREMESEAL/SCC EMAK 1Pt , W& LU H 1P Hihksk 014 U5l B kB
BHIPL, AR, R B kB B0 Security Cloud Control £7 T NAT 2 J5 sk 5 2~ 4L 1P
Hihksl EHLA, WA E.
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IR A DA — A (B kBB B0y BY Firewall Threat Defense 45 ) B A 017 i) 1 TP Hbhk,
A REAE AN 2% (A ST A R) TLS-1.3 i % 1) 3 45 1 1

R (Yes), N NEIBH/SCC EH &S P il

fre BIBdL/SCC iEMER.

B RPN — IR E M 4H, 1 M Firewall Threat Defense 15 #% I 1 354 Bk R & B epo0y |
R e, HEMEHLIN 2 3] 36 NFERF. AMERUIEFAETE (A-Z, a-z. 0-9) F&ES
7 (-). U ID ATH K2 G % &y M 2 B KBRS B O,

F85E NAT ID.

I ID &R IEFERIME—— R PE AR 8, AT EAE Pl kS H I L LR EE . NAT ID L2+
2 3 36 NPT M PR ST R (A-Zy a-2z. 0-9) FETFR (-). M ID AR T
TEATAT Fo A B v W 3 B KBS FE bt . NAT ID 5 IP Hihib 45 &6 1, T TRiFgE it 55k
HIEM I %ess SUE LR IP #iulil/NAT ID 34T S RE G, A Siad s, BT U
ZAFH NAT ID, BAE & Tk, (HECL FIE6L R 24 -

o K B A B L TP Ul ¥ DONTRESOLVE.

LR TR O BN, R R TV B 1P R ERLA
o WMERUI #5452 T TP Hahik, i S A A S 2 1 AT

DK M AR

TS NEEREE.

a)

b)

¢)

¥5 FTD £H414.
T SR A AE T B A TS TR AL /SCC i a3 O Vi), I FQDN ¥ Tk .
15 DNS AR 284H.

VEFEIAT Al gd— /N rdl. ERIN DNS 41444 CiscoUmbrellaDNSServer Group, i fifg
OpenDNS J 5545 o

I R B IE B /SCC i a8 O L B e 11, i B 2 v e 492 1 DNS IR S5 2% . #4341
2 ) SV B (1) P DNS RS 28 ] T B & . Bl DNS JIR%5 21T DDNS (AR E il &) 1k
T T O 2 Ao . BT Re s B T2 BEAOAH [R) DNS MRS5S 282H, R4 45 BRI B Ha o it
FRAW L AR 1 358 DNS RS 2% .

1 By kB R Tt b, B3R O DNS IRSS 28 40 845 BL 45 I Firewall Threat Defense [19°F & 1% B 5
WS R RCE . K Firewall Threat Defense 1 25 s 1 2B KB B ROy, ARG E AR, IF H
DNS IR 55 %% AE IINET 6% B RN HAE, R8T 4 B RIS 4 645 DNS i &
] Firewall Threat Defense % £, WHZECEOK 78 e A S . AT UE F 500 E 5 b & LR
[) DNS “F& W&, LU Bk EE4 BEp.Cy F1T Firewall Threat Defense ¥ #%[7)25 .

AL, DCAERIUAE M L DNS s 2%, Bl KBS BE bty A4 25 (R B A DNS JIR45 85
QDY ALy E R OFM C Uy ) B2 AR B 1, Mk B A HCE 5 HE DNS %545 .

T & TR /SCCIF RN, kAR O R B,
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FiFirewall Threat Defense s £33 M 255 Kk BB B rpuCy a,  #80] DU Z 8 B2 5 1 T O H L 1
i —HdE RO,
CAl3g) Skt 78R 0, I HZie OO ANTHEE T, I ATER BRI H
KGR — 2 R, BOREHR & A BB . WSS TANEEE I, akses
ELHE ] P ECE TR . WUREIE R T HAth B O, A T EAE R B kB H O 2 AT F s
Fic & BRI
SRR TR, IS AT B W O O ME O, SRS A REAE L GRS E Ak AR .
Crlik) k£ T s, i SR INENZS DNS (DDNS) /5% .

an iR 1P Huht & 4254k, DDNS ffifR B ke 3 bty v 328 52 45 R 2 3844 (FQDN) HY Firewall Threat
Defense ¥ #5. Z#i&& > RYEIXE > DDNS RS 1L i 514 DNS.

WA # Firewall Threat Defense ¥4 Vs I 217 K 1 5 B0 Z HifiC & DDNS,  W|Firewall Threat
Defensei& #5423 H 3l 4 Cisco Z G AFAR CA R (1P 4 CA WS IniE+s, LAfliFirewall Threat
Defenseis £ 1] LASGUFE ] - HTTPS 1%4% 1) DDNS JIk45#51F 1.  Firewall Threat Defense ¢ FFATfi i ]
DynDNS 2 API #3i5) DDNS 45 2% (https://help.dyn.com/remote-access-api/)o

i YA BB VUG ) AR IR, ANSCHF DDNS.
s EERE (Connect) . SEMPRZS XMITHE R DI 21 B KOs BE PO IR 9 EPIRE . AERFFEIRHL/SCC
EMIRE L RS, B B KRR B, RSN K .

R EEGE DR B KB R L, 1 s BUEEM . BN, IEEREEEAL/SCC IEMEE L
WRZ G R B KR e 8 EF AR AR 3 1o WXL, it R eits, JF B A e Epd 2|
By K B A B A S K

MR EEIRFERE P L/ISCC EMRZE P B G RIS S| Pi KB & E g, BRAKEI5ERE
HUL/SCC B UHE . BT 5 B K e o5 B By 0% 4%

& 29: R ThiEE

Registration Status

Management Center or CDO

You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense getting started guide (2,

22, 0r
CDO configuration guide [ to configure your device.

management center configuration gu
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M B IEETR AL ]33 BN IR R E TS
S8 AT DUKE 2 51 B ASH S 25 B A A I B Kk b 8 B A0 3L ) Firewall Threat Defense 1% 7% 0 & A 4 H
Bl7 K B £ PR S

TmT LUB; g B O D) B B By OB e i B, 1 e A HORT 2 AR AR K B )
e BT Kb e 268 BLAS A, TR DA B Kt B A5 BRLAS AL T AP AT I LR o IR B Bl K B it
F B AS DR B KA B, TSP A B KRR PR DR KA B L, 5 74 0T

A

AR UMRE] PR A SRR, PR MIARGMAIEOARCE . HE, L IP R AL
AARFAAL

UK

W {E Bk RO Y, IR (Devices) > & &£ IR (Device Management) T [HIEX 7 74 B Kk 4% o
U8 2 fif ] SSH Eds ) & viig 11344223 Firewall Threat Defense CLI. 15# H SSH, i&%fI 15 &IF |P it

MIER:, JETH admin H P44 (BUEA 88 GOBUER AR JeAth FH ') 8 5% Firewall Threat Defense
CLI.

¥ 6 v 2R 8 FXOS CLI. 1§/ connect ftd 4% 3 Firewall Threat Defense CLI. SSH <xif
B #5%E 82 Firewall Threat Defense CLI,

R ICERIE R R B TP Mk, BT R
o BRERAE B B L B IE IS AT 45 .
© HORN BN E T R 1P HuliE R SC . A configure network ipv4/ipve manual iy 4>

PR3 BRI T IR B2 .
show manager s

Tl

> show managers

Type : Manager

Host : 10.89.5.35

Display name : 10.89.5.35

Identifier : f7ffad78-bflé6-1lec-a737-baa2f76e£f602
Registration : Completed

SR A MR By, AT B R

configure manager delete uuid
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TEHBEN G R A B, Wi e LT 2AEHE, W SR e iR (WHh UUID;
W2 show managers iir4) o FIMIFRAA LS4 H .

TP

> configure manager delete
Deleting task list
Manager successfully deleted.

>

> show managers
No managers configured.

e FE A A P

configure manager local
IAE, 0] LLAE ] Web 3% 2576 https://management-1P-address 7 & T JF A 1 &5 3 2%

TP

> configure manager local

Deleting task list

> show managers
Managed locally.

MBI EIEER

TsE otk |Firewall  |{#4RfE2

gErh g | Threat

IEERA Defenseix

(R AR A

#& (B8 CEML (1000 115 N> RE (RS SERICENS RN > 8. CBRIFERMR >
F A, AT TR BEMENE, FRA0 > @& TURBIEAT T RS AR AL A
) = Nraogudu|
AL AR RS, R > REEE, RS EHRIRE.
MR IS ¥ % (g | 7.6.1 1T PAE, RIS SR (i) AN B N g, JRATHEAR
T MEAYIIEECE, (770 WIEARCE . HEDhREVIRAEAE TR0 (Add) > i % (Device) bifr |-

T I N e

BB B 4E: /& (Devices) > % & &2 (Device Management) > &
fn (Add) > &#& ([@%5) (Device[Wizard])
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Tnse otk |Firewall | {#4RfE2
grh g | Threat
EEEA Defense i
AN
SCRE A H BT K Sk R | 7.6.0 BHL | BUAE, T DUAEAS S KBS B e A B A P S S R . A
RN (B WAy | R (R % E I Firewall Threat Defense 7.4.1+) , %S0/ L—¥iF
filPARC) o FFUi: | AR IR AR LLRTRR MG ik A B
7.2.0
T MR 7. X5 [ Security Cloud Control, AT (1) B7 Kk B%
CMIERER | P R Qs 2, BRI TR 22 5 0 k.
s
$£'4/7.4'0 BIAAE L b 4. 1”& (Devices) > I FEIE (Device Management) > i
fn (Add) > &% ([E5) (Device [Wizard])
P& Firepower 1000/2100+ Cisco Secure Firewall 1200/3100. 1
VE & Firepower 2100 1 37 ffFirewall Threat Defense 7.4.1 -~ 7.4.x; I1XL6%
FICEIZATHOAR 7.6.0.
MHIBR (Delete) S amiif | 7.6.0 R R RR S B I L A 44 N BIGETE R, DA S Gt F R 7 1 AR N B KBS B
Har 4 W BGHIE M o BOHE MG T VX BRAR R, T AN Ay ] F ) Bl AR
(Unregister) MBREGE BRI R E . B ] PR SRR AR L i i, ELRER
MR R,
SR ER: BE > REEE >EX
A TR BRS04 4% 7.6.0 7.4 %% (Devices) > % & &2 (Device Management) > iR & & (HS)
(Add > Device [Wizard]) Ji# 118 T AR I e 45
B I b4 &% (Devices) > & & & 12 (Device Management) > ik
fn (Add) > g & ([@5) (Device[Wizard])
2% H] Firepower 1000 /1 | 7.6.0 7.6.0 WAE AT LLZE ] Firepower 1000 F1 Cisco Secure Firewall 3100/4200 _I A Hif

Cisco Secure Firewall

3100/4200 - FHiTHIER
USB-A 11,

IiH USB-A ¥ o BRATEOL R, i AT 58 PR .

Bri4/E MUY Firewall Threat Defense CLI 74 :  System support usb show.
system support usb port disable. system support usb port enable

Z S Cisco Secure Firewall 3100/4200 (13878415 24 1¥) FXOS CLI
fir%: show ush-port. disable USB port. enable usb-port

<

%24 CiscoSecureFirewall Threat Defense iy 4% % F1 Cisco Firepower
4100/9300 FXOS fir 4 &%

&


https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/CLI_Reference_Guide/b_FXOS_CLI_reference.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/CLI_Reference_Guide/b_FXOS_CLI_reference.html
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Ihe BrkigE | Firewall | $R{E2
gErh g | Threat
EEEA Defenseix
KA 2
Firepower 4100/9300 [f] | 7.4.1 7.4.1 WA, SUCEREAUAR R A SO v s M 3 B K B B gy, i LA R
WA RIBATIRDUER Firepower 4100/9300 HIHLFRZEEATIRDUE AR 30062550 JE 977 K Stk Jg
BT & W s A T AR BRI N H IS AT AR DLW o 242 th AR A L
Doy IBIPRGUIRIESS (TEE G “ %" (Devices) MEFHIF) iz
ATIRDL R
HR 0] LLAE 2 S5 =N S Cisco Secure Firewall 3100 W INHLAE (3EEE
BIBATIRDUVED o R TIX LB es, fn] DUE B Ok 3 ook s B
HUAR . BT Firepower 4100/9300 HLAR, 4847500 54 FHALA & BH g B¢
FXOS CLI,
BB RS &% (Devices) > & &E1E (Device Management) > ik
hn (Add) > #1158 (Chassis)
AP 5 S5 e gt | 7-4.0 L B T EAAAS MOV AR BT LR TS Firepower
Firepower 1000/2100 F1 A A FFYi | 1000/2100 AT Cisco Secure Firewall 3100 158 4534 /i 21 B K K544 B0y,
Cisco Secure Firewall e 7.2.0 | LHRAERS EPATEMTHIGRCE . B K8 E P 0 5 SecureX *I]Securlty
3100 5 K i 2L L Cloud Control 5 J& LA SZILIL U fig
e N i T \ s . :
ARATATE | FME i i %e: 8% (Devices) > R & &I (Device Management) > 7
i i) « hn (Add) > i& % (Device) > %15 (Serial Number)
7.2.4/7.4.0
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By A
8 o
IS

Firewall
Threat
Defensefx

R

FRER

H I RS
B,

7.4.0

7.4.0

AR . AREEFED.

XFTAEH] 7.4 BOE RS OB e 8, AR IHZ IR 1 . S IF
BRI AT H] .

WERE TR 7.4 50E @ RA, I H.:
« WA NEWHE DA HEATRCE, WD A3 F

s WO DT TRCE, WA DOERE TSR N, e Ak
SAE ISP AIS W o R, A R AR R R 2 i 1
U5 SR < YVA7 B I SE S JE

IS 20 AAA VEREIOTT S BEON BGE FIECR A P . WA,
PURAERL T P G PR ] LR AT IR 1) I, Al LA 30
SIS

NPT TPERE, XEWE:
o CET S H HTTP. ICMP 8% SMTP #H4T2 .
o XFT SNMP, wJLLAYF “AFRE” A “isWr” ErR L.

ST ARG HEMRS#, Eol OB “FH” AR Sk Skiin
el

* WEARARGH GRS 45 5 SNMP LA 65 B E AL A4 g 2 12 Wi %
F1, A2 & I F B8 ARG I B A RN~ 5 B B S

* WERANRERZ ), DNS iAo FEnR 28 L Al th k.

B b4 8% (Devices) > & & &2 (Device Management) > %
A (Interfaces)

B/ A B MUINE4 . show management-inter face conver gence

# Firepower 1000/2100
i % Cisco Secure
Firewall 3100,

7.4.0

TEIAE W] LURHIC & M Firepower 1000/2100 42#43T#% 3] Cisco Secure Firewall
3100,

BB bR &% (Devices) > & &E1E (Device Management) > if
#% (Migrate)

AR ASZCEFM Firepower 1010 5% 1010E iT4 .

NPT MBS
Eirq=

7.4.0

=

IAESE T LN BT D A& R . 7538 % (Devices) > IR Z B IR
(Device Management)f', sidhi iliin4r FAFM T HZEITIFRRE
(Download Device List Report) 4% .
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Ihie BrkigE | Firewall | $R{E2
gErh g | Threat
EEEA Defenseix
KA 2
A5 FH il 1 1 7 7.4.0 7.4.0 Firewall Threat Defense i 7] H PR BILAE SCRFAE I & R 2 11 5 7 K B
Firewall Threat Defense MBS . PART, R MR A X — T RE
fe A FHPEXT
ISA 3000 %4t LED 3¢ |7.0.5/7.3.0 |7.0.5/7.3.0 | 5[4 ISA 3000 I}, Z4E LED &4 K. S/A%4 10 B, SRJ5 FKTITH
R W
ISA 3000 355K, |7.0.2/72.0 | 7.0.2/7.2.0 | fBUAERT LLOG P ISA 30005 LAY, B REFH A 8.
EABLE S &S 7.2.0 7.2.0 BAIGINT 22T HE By . AT 1 B 0ME ] Security Cloud
Control (Security Cloud Control) /5, &5 2 AN ARl T 58
L, AT AR .
IBATRRAS 7.2+ (A B R FOE B o n L “ LRI 408w, (1
AP T H &Sl s A H R o 80Tk R A R 40U P ool S s
i BIX L 4
s MU dr4 . configure manager add, configure manager delete,
configure manager edit, show managers
BTG U B
o B 2 FEE BRSNS B UL B L, A BT IR Security
Cloud Control 325 & & 2 AN 45w A T4 -
c 18 gE > BEEE P AW RSN T 0.
HIRVELNME EL, 1554 Security Cloud Control 3C A%
Cisco Secure Firewall | 7.1.0 7.1.0 SSD J& F I 9K 4% (SED), WIRIEAT 2 4~ SSD,  WIe AT 24 ek A
3100 1) SSD 3 RAID.
RAID. . . .
B/ 25 a 4. configureraid, show raid, show ssd
B HERSCHY TLS 7.1.0 7.1.0 FMC 48 BUEIAEAE A TLS 1.3 BARTSCHE TLS 1.2,
1.3,
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Th&e FpkigE | Firewall  |#RER
grh g | Threat
EEEA Defense i
1RARA

fiiH] FDM ¥ FTD fic & | 7.1.0 7.1.0 WAAEH FDM $ATHIA S, B AL D)2 FMC 3H T BN, BRAE B

Ny FMC T4 B FFMC Vil BB Ah, (R 76 FDM s b i 82 DG . TR,
ANS R B AR BRI B U E, 0 1) 45 1 SR 22 4 X . ] FMC
CLI N, AER B A BNV PR RS 10 BB (i, AR B ERIA K Y 4% 1
BLED o
VIHE] FMC Ji7, 45 TCiA ] FDM 452 FTD.
B FDM bise: RFIRE (System Settings) > BIEH L
(Management Center)

PR A e & . 6.7.0 6.7.0 W & &2 (DeviceM anagement) UL [HIFLZESAIAT SCHE A Be & TR B
BFERAERTIEET R (KT, DL EIRTH it 2k
e
PGS RS 1R (Devices) > & & &I (Device Management)

— V)5 1] Firepower HL | 6.4.0 6.4.0 XJ T Firepower 4100/9300 R4,  “# A" (Device Management)

GERESEE N UL 45 ) Firepower HLAR T BE2T Web Fi 11 A #EHE o
PGS % R (Devices) > i& & &2 (Device Management)

FOZATIRBUA R A | 6.2.3 6.2.3 “P AL (Device Management) T i ILZE S LT 1 45 IR AR AN (5 A5

YEBLA AR RAE
5|

AR

I H B 3 A ARG BRI B 4%
B RS %% (Devices) > & &2 (Device Management)
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