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Action
[ © Do not decrypt ~ ]
Zones Networks VLANTags Users Client Threat Applications Ports Category Certificate DN  Cert Status  Cipher Suite  Version Logging
Available DNs + Subject DNs (4) Issuer DNs (0)

Q Search by name or value ] CN=*amp.cisco.com o | [any

i CN=**amp.cisco.com ]
Cisco-Undecryptable-Sites Add to Subject P U
oN thi CN=*youtube.com o
_.apl.smar ings.com

CN_.apps.apple.com
CN_.ciscospark.com
CN_citrixonline.com

CN_.core.windows.net

CN_.data.microsoft.com

CN_.data.toolbar.yahoo.com - Enter DN or CN ] [ Enter DN or CN ]
Cancel m

i THT ) DN A Z A1 55 LR URL UGHC, R 56 B ARRE U B L PR B o e o

* WwWWw.amp.cisco.com

* auth.amp.cisco.com

* auth.us.amp.cisco.com
* www.youtube.com

* kids.youtube.com

* www.yt.be

T () DN R 26455 LR AR URL #EANULAS, DAL, iR AULEC “ AN ” (Do Not Decrypt)
R, AEATREDCHC A — e Sms Hh AAE e TEAt i AU
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* yt.be

FEVLHE ERATAT BN, TS A NE 2 CN (B, % en=yt.ve B2 ULACEZ URL. )
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%*E%Elt*%gﬁﬂz*ﬂg (WJ!IH, auth.amp.cisco. com) ° ji')\‘\):, E&%%&élﬁ%?{:$/]\ 1P ﬂﬁiﬂ:ij‘fb%‘:’
A 5 B N3 2 P 7 FAH N RARH S uE g

WERAEAS K SNT L5 CN 5 SAN ULHC,  WFATT 2 AE 5 MU 471 HE K DN BEAT LEAIN A6 ] SNT. - Qi
BAT SNI BE SIS AL, WIBATTRAE S B 51 ) DN BEAT LEAIN A8 HTAIEF 1) CN
AT EHIE P AYIE A B FRFNE A F AL AR

BEAATAE DB AFR, EHATCL I PR, B n] DU X e D ok Ak H & 44 U8 T iE
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XL IRIE T Firefox, HHABKEIE 520 LUFFEFLL amp. cisco. com Al
1. ?’f Firefox "P{XU')’I—E [J amp.cisco.como

2. fESIN B RL, Eak URL 22 B,

3. MiliEiEZR 2 (Connection secure) > E% {52 (MoreInformation).

O TR e A28 AR, 16 &R R £ (Connection not secure) > ¥4H{52 (More
Information). )

4. FEUHAR EAHERES, fiEHIER (View Certificate).

[ ] Page Info — hitt th.amg 2. leq LTsMwEEV%2FJT...

General Media Permissions

‘Website Identity
‘Website: auth.amp.cisco.com
Owner: This website does not supply ownership information.

Verified by: HydrantID {Avalanche Cloud Corporation) View Certificate
Expires on:  January 14, 2022

Privacy & History
Have | visited this website prior to today? No

Is this website storing information on my Yes, cookies and 55.7 KB of

computer? i eHe Clear Cookies and Site Data

Have | saved any passwords for this website? No View Saved Passwords

Technical Details

Connection Encrypted (TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256, 128 bit keys, TLS 1.2)

The page you are viewing was encrypted before being transmitted over the Internet.

Encryption makes it difficult for unauthorized people to view information traveling between computers. Itis
therefore unlikely that anyone read this page as it traveled across the network.

?
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BTN iR Al

Certificate

amp.cisco.com

Subject Name

Country
State/Province
Locality
Organization
Common Name

Issuer Name

Country
Organization
Common Name

Validity

Not Before
Not After

Subject Alt Names

DNS Name
DNS Name
DNS Name
DNS Name
DNS Name
DNS Name
L EETT

THE AL $H0

® CN=auth.amp.cisco.com, ﬁﬂ%%ﬁz DN imm\u%ﬁ:, }HJHXEIZE‘E*JVZ (E]] SNID) IT_EHBO SNI

amp.cisco.com 7FIT_EI’_"EQ

HydrantID SSL CA G3 QuoVadis Root CA 2

us

California

San Jose

Cisco Systems, Inc.
amp.cisco.com

us
HydrantID (Avalanche Cloud Corporation)
HydrantiD SSL CA G3

Thu, 14 Jan 2021 21:24:29 GMT
Fri, 14 Jan 2022 21:34:00 GMT

amp.cisco.com
android.amp.cisco.com
apde.amp.cisco.com
api-docs.amp.cisco.com
api-visibility.amp.cisco.com
api.amp.cisco.com

auth.amp.cisco.com

* BPLECRWTRER (aAn 7B, AR

aomain o auss [

@Uﬁﬂy %IT_EEE auth.amp.cisco.com, %ﬁﬁ CN=*.amp.cisco.como %@@ﬂ auth.us.amp.cisco.com,
L%E'fiﬂzj CN=*.*.amp.cisco.como
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DN Xﬂ’%ﬁ (Wﬂﬁﬂ CN=*.youtube. com) ﬁ‘ﬁK% CN=*.google.com, ’fj‘i,ﬁ\:‘% www . youtube.com %%%ﬁ
VLHC

4§j£ﬂ L)ﬁﬁﬁ 5 SAN lT_EﬁEE‘J SNI %E’TZI:, @'Jﬁﬂ CN=*.youtube.coms CN=youtu.be. CN=*.yt.be % o
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an{a] RN DN 0 &5 44

FEFNTEEVLHCH) CON Ji, TEIE I LR Uy 32— G e L -

* fiE/I P4 DN

Al DN 4 HRR, KRG AR inE{E A& (Add to Subject) BiR MBI 4 & (Addtolssuer). G
hn2){ERE (AddtoSubject) 4% . ) EAA DNXWZIME, 15K BArfRE BiEe e L. )
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Add Rule ®
Name Insert

[ ] 2 Enabled into Category v ] [S\andard Rules v

Action

[ © Do not decrypt v ]

Zones Networks VLANTags Users Client Threat Applications Ports Category Certificate DN  Cert Status  Cipher Suite  Version Logging

Available DNs C* =+

)

Q, Search by name or value

Add to Subject
Add to Issuer

Cisco-Undecryptable-Sites
CN_.api.smartthings.com
CN_.apps.apple.com
CN_.ciscospark.com
CN_.citrixonline.com
CN_.core.windows.net
CN_.data.mjcrosoft.com

CN_.data.toolbar.yahoo.com

* BUEH DN X 5.

Subject DNs (0)

Issuer DNs (0)

any

any

Enter DN or Cl

N [ Enter DN or CN

J (]

Cancel m

ST DN A R0 (F). DN S i & 4 BRI .

* HEAIN DN

7E{E A& DN (Subject DNs) 7Bt 5iffi% # DN (Issuer DNs) 7B #8 17 Bt rh i A\ DN,
) %X\ DN J5,

# DN (Subject DNs) 5 4y H

(£
)5\33;:1“7][1 (Add)

Add Rule ®
Name Insert
[ ] Enabled [ into Category v ] [ Standard Rules e
Action
[ @ Do not decrypt v ]
Zones Networks VLANTags Users Client Threat Applications Ports Category Certificate DN  CertStatus  Cipher Suite  Version Logging
Available DNs + Subject DNs (0) Issuer DNs (0)
Q. Search by name or value ] any any
Cisco-Undecryptable-Sites = Add to Subject
CN_.api.smartthings.com Add to Issuer
CN_.apps.apple.com
CN_.ciscospark.com
CN_.citrixonline.com
CN_.core.windows.net N
CN_.data.microsoft.com
CN_.data.toolbar.yahoo.com ] CN=*amp.cisco.com ] Add |[ Enter DN or CN ]

HXER
AJ 3 AR

SESMERIE S & # 4

/J‘
it

F ot RS 28 Uk 15

Cancel m
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e L

HHEANTE, HBMEZEAEN CA M E.

AR QU a RIS, SRS ST CA MR BT R TS 2 A2 E(T CAUET, W3 INE 1%
#Z151F CA 71£ ¥ Cisco-Trusted-Authorities 41

HE WR MR, WGP K L.
P2 50 R > RRREE > B
PIE3 LUl MERNE 55N dRiE (©) AT .
P4 SR A T AR, B s dRAE (2) USRI ).
$®5 LdiEP (Certificates) LT F
126 MATFIEH (Available Certificates) &k BiRINIKIZ 51 CA, W FFTR:
o RIS I AT 5 A8 2 S E R 32454 CA X§ %, il i AT FIE$ (Available Certificates) 41
F o dhn h).
o BRI ZAGE CA MR A, ik ATRIER 53R 7 RBMBUER R #Lx, A
JEHEART B B AR R M . SR SAE BN A B BT R0, LU RUCEC I %

ST BRSNS, W AEHIZN S EIERENANS, A4, REE £k
$1E 8 fiidi AddtoRule GRMZEMM)) .
1BR

T A AT DU OE E X 5

IR ULk S g R A .

T—5 it a
© BHUEFIRES Ml N S AHA N3] SSLIN . A SCTEAME R, 1 S 4L Ul PR UL AT it 7 o
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AN A RITAT B R AH DL o

BEE IS, 2% RE e E A A RUUE A PR o SRRSO T, MO B R R =, R

W A 7R

© AR ENCERRE - RN, WERAT AR AT R I R . BT, 3
MR LE, RA S I S HA W =
o IR EECE BRI, WERIAAT O SevE R A HE R . E AT, T 3B A
=, LAHE A R HE i

A ARG TR 0 R 55 A UE S RS VA I

R 2EF RSN Rt

RskE RAREH 27 (Yes) RASRES “Z” (No)
LR SR (5 EAUR S5 S 15009 CA, JF FL LB IS | oMo (LA IR 25 J8E 130 A, JF L
WA CA S 60 ) TG IR 46 2500 CRL. |G CA -1 2 AT PG 30 C
Y R 45 25 0 15 325 A0 B RO | R0 25 25 15 625 S R T
AR AR,
o DR B A R AL F Ul FHEBLL s
o SRS AT IE 15 CA. o ST TR 50 CA.
BTN BT
R R ETA
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o A T MO EUSATA e | 240 L1304 R 44
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K5 E

WSIREHR “=” (Yes)

WSIREHR “E” (No)

WA A2k

T H AR A RO s H 2 AT 24T HIPEUE 51 Valid From H 31

TS

E TR AL ML AL

UEF AT LU R AT I DL AR RO«

PP RATHEA G W, EBY A
HATHE (Bltn, gmidA B shssy
HHAbY A A2
AEPEEATRE MR

s U AL RSB EKES .
HRVEANE R, 1S RFC 5280 5 4.2.1.9
A,

AET AR HIY 8 “HRLIEH
W17 HTCR. XL H I PAgwiY 4 UTC i
[ B 38 HH B TR)
HRVEQME R, 20 RFC 5280 2 4.1.2.5
R

o TCIE A A FRBR I RS = 1 REC 5280
B 4.2.1.10 15 HAHE R R B R A b kA
XA T A AN IEA S AN SRR
LS B Th e S EU .

EE TSR A2 FRIR A2 . OpenSSL
HATA S FE H sk 4 Pk DNS £ 8k, IR
URI 257,

o RUE PRI ZAEAE, Aol H F45 ¢ H
.

* RAEBAUA NI g 2 1 i

© BAEUEP Y A .
< AP ATHT R E iE.
© AL R KA AL

o CATNGRIG T A A
£

© YARBRBIA AL
« RAEP S5, TR TR e N E
* RIEBEZIRE R iE.
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K5 E WSREA “=” (Yes) WSIREHR “E” (No)
JE CRL UES 512 (CRL) MBI 284408 2/ LUT |CRL A28, LU R BT 1 DUAR BRAL .

L — BAL:

* CRLA “FFEH 7 8 “ LR 7B

HIEA « CRL H¥IH L.
« CRL MiALERL, * AR
« CRL &t + 43 CRL.

SR E CRL BN e, (egeri e | 0 CRL IR PIGIHAILE.
CRL K A I A o5 A At

* k4% CRL.
o ME—u] LAk 2 CRL S3F 5 1975 Hl AR VC AL o

o CRIREFT M C BRI

PMRAILHL, XA BER 7S Sl e 55 s A4 Fke | FRULHC.

Ik 55 s AN DL JIR 55 s 4 PR IR S5 4 I 55 2 A FRdiR 7 (SNI) 44 | IR45 s 44 0k 15 20 7 S it SR U7 1) PO R 45 4

PR, BOEE TS 0T REDUAL S AR, PRSBSOS ST — YA
R AEAA S IE 150G CA R ZERAG A CA EFIAIT ) CA TE 15 LA B IR CRL ARy 6 B8t 47 |
fleo SRIG, APKLEZAHT CA XGRS 1350 1O 51T CA UETHIR.
EREHAN XM

RGO T HE KRV E LR, BrTLURs « BT Bl FoA s RN A A BELIT 50 21 % 4
A B0 W] DRI & 2SS B 1 B IR 5

| &

ERERT HMERUN A T DAL R, AR T R

)

AR ORRES IR B . RS SO BR e SUR RS

eSS4 rh, AT LU P 2R E 4 (Selected Cipher Suites) IR 50 NS5 4: F13%
SR . R SCE M B AR LA T 25 i 2

* SSL_RSA_FIPS WITH 3DES_EDE_CBC_SHA
* SSL_RSA_FIPS WITH_DES_CBC_SHA

« TLS DHE RSA_WITH_3DES_EDE CBC_SHA
* TLS DHE RSA WITH_AES 128 CBC SHA

* TLS_DHE_RSA_WITH_AES 128 CBC_SHA256
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 TLS_ DHE_RSA_WITH_AES 128 GCM_SHA256

* TLS_DHE RSA_ WITH AES 256 CBC_SHA

* TLS_DHE _RSA_WITH_AES 256 CBC_SHA256
 TLS_DHE_RSA_WITH_AES 256 GCM_SHA384
 TLS_DHE_RSA_WITH_CAMELLIA 128 CBC_SHA

* TLS_DHE_RSA_WITH_CAMELLIA 128 CBC_SHA256
 TLS_DHE_RSA_WITH CAMELLIA 256 CBC_SHA

* TLS_ DHE_RSA_WITH CAMELLIA 256 CBC SHA256
* TLS_DHE_RSA_WITH_DES_CBC_SHA

* TLS_DH_Anon WITH_AES_128 GCM_SHA256

* TLS_DH_Anon WITH_AES 256 GCM_SHA384

* TLS_DH_Anon WITH_CAMELLIA 128 CBC_SHA

* TLS_DH_anon WITH CAMELLIA 128 CBC_SHA256
* TLS_DH_Anon WITH CAMELLIA 256 CBC_SHA

* TLS_DH_anon WITH_CAMELLIA 256 _CBC_SHA256
« TLS_ECDHE_ECDSA_WITH_3DES_EDE_CBC_SHA

* TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA

* TLS_ECDHE_ECDSA_ WITH_AES_128 CBC_SHA256
* TLS_ECDHE_ECDSA_ WITH AES 128 GCM_SHA256
* TLS_ ECDHE_ECDSA_ WITH AES 256 CBC_SHA

* TLS_ECDHE_ECDSA_WITH_AES 256 CBC_SHA384
* TLS_ECDHE_ECDSA_WITH_AES 256 GCM_SHA384
* TLS_ECDHE_ECDSA_WITH NULL_SHA
 TLS_ECDHE_ECDSA_WITH RC4 128 SHA
 TLS_ECDHE RSA WITH 3DES EDE CBC_SHA

+ TLS_ECDHE RSA WITH AES 128 CBC_SHA
 TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA256
 TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256

+ TLS_ECDHE_RSA_ WITH_AES_256_CBC_SHA

TR A
|
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 TLS_ECDHE RSA WITH AES 256 CBC_SHA384
* TLS_ ECDHE RSA WITH AES 256 GCM_SHA384
* TLS_ECDHE_RSA_WITH NULL_SHA
 TLS_ECDHE_RSA_WITH_RC4 128 SHA
* TLS_RSA_WITH 3DES_EDE_CBC_SHA
* TLS_RSA_WITH_AES_128 CBC_SHA
* TLS_RSA WITH_AES 128 CBC_SHA256
* TLS_RSA WITH AES 128 GCM_SHA256
* TLS_RSA_WITH_AES 256 CBC_SHA
* TLS_RSA_WITH_AES 256 CBC_SHA256
* TLS_RSA_WITH_AES_256_GCM_SHA384
* TLS_RSA_WITH CAMELLIA 128 CBC_SHA
* TLS_RSA_ WITH CAMELLIA 128 CBC_SHA256
* TLS_RSA_ WITH CAMELLIA 256 CBC_SHA
* TLS_RSA_WITH_CAMELLIA 256 CBC_SHA256
* TLS_RSA_WITH_DES_CBC_SHA
* TLS_RSA_WITH NULL_MDS5
* TLS_RSA_ WITH NULL_SHA
* TLS_RSA_ WITH RC4_ 128 MD5
* TLS_RSA WITH RC4 128 SHA
HHERL PR

o WIS I EA SR B, WA ERCE . i, #eahiBEA SCREE AT Ji
Diffie-Hellman (DHE) u 45 i[5 1 £k Diffie-Hellman (ECDHE) % i & i 3 it o A0 i b
TEh P ) R 2 L a8 28 Uy v 2 i S s

o RRT LUK B 44 BRI B A SR ) BB A LU TZ, S a2 R AL
ClientHello XL PEHMUFRCE o A7 STRANME B, TS DR E e DY .

S5 BT PR MU PRI, 971205 KT ServerHello 39 7 0525 3047 D 0
M, AR 1T ClientHelo i KL 2 46/ R 5 B3 7 DURE KA. 7E ClientHello it
SR, T B4 A ClientHello 164 IR RS2 S0 RIS F. (HANALI 2 GEIAT R Y
BEIFING, RELRIBANE. WRRGRE AT LRORIEN, T2 35
LA -
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10 % IS0 AR A A ) %44
A LARE PR A A SSL V3.0 B TLS V1.0, V1.1 5% V1.2 I i Bk T UL . RIS R, E6) g
FII IS 25 e 86 BT A Ui A s G SEIEFEZ AN RAS, W54 An] BT e WA AR IE B 1) on 2 5 #4055 12 B D)
AHVCHD o (RAFFGAEIE, 50 5 DIk B — AN SUBA
AT LALE A7 L “PHak” Bk “PHabIFEE T A R4 SSL 3.0,
I8 TR AERRAIN) SR $E SSL V2.0; RFEACFHRZH A SSL V2.0 N & . o] LUACE TG
TR (AR AR VPR B R B A E— SR . G R, 1520 W E LIk R Er
BRI EE

|

ERRW PPUURABI A AT U] DA iat &, T AN e A

Wltm, BERH1EFTA SSL v3.0. TLS v1.0. TLS v1.1 FI TLS v1.2 its, &4 PR &k
Iﬁ;

Add Rule ®@

Name

‘ Block old versions | Enabled below rule v \ | 3

Action

| ® Block |

Zones Networks VLAN Tags Users  Applications Ports Category Certificate DN Cert Status Cipher Suite Version Logging

ssLv3.0
TLS V1.0
TLS V11
TLSV1.2

7] TLsvi3

| Revert to Defauits

b S B~ ey W= R): 222y S S

PUR 23040118 TR0 (e O m] A4

ET A B0 fRE AN S =15 1E
eiEs (Monitor) B R AL VFolmARYERt . HIR, S22 F IR SR Lk, T2 %18
RIS . R A FICRE, IR 2654 ClientHello 9 6.

RGRE A SR TR CnRA) SRILEC R, DS e BLIEIS RS iz . PrULRCrss
— MR “HEAE” (Monitor) KU E R AEATIE— D Bl R AR IS RCHIREN, R At
NN S
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fT Mg U S EH R R i, UL R G o A B 2 I U R R A N Al sk
#l| Secure Firewall Management CenterZ(#is /22, 111 JG 1R f A 2 1203% 422 1R R0 ) B BR A B A 1 H i i
PC AT

ET RN B2 SN R AEERIE

AR GAF A N E PR, DU I ) 478 S R WA B A AT VPAN ol T2 2 ) 2%
R 2 A g ZEAR A e, DA e n] e S B D AR DS . AR GETETIR s Ui A T IR
AR, BRSO

AR A 1) DL it PR 4 «
* AR IR TLS/SSL ik .
o fff e W LME ATl s
< SRR AR (40 Windows Update) 1] L I (1) 3
o fFHER A A TLS/SSL B mifl.  (EIGTR MR 2 i i BT A A e i B ) A TS
fii K., 12 % Cisco Secure Firewall Management Center 5 Bl 45 1 - 145 78 74 55 S 7 B IR R
ARTVEMME R, 152 JOVE MR % i e (1 BR AL 2 1 Tt

“CRARE” HUN R 2R

ST B HR A A R o 6L 9 K. R FRly URL XLE, 78R4 Talos BHREALSENT. S0 9735
LB RO AT, 8t gyl 3 F MR ZE, 76 th ] BB AT RIPE  BR2. 492%
A SEF A0 A TP RS BARTRATS ) U HRI S0 URL M, (L&
AR T IR . ATSE AR A, AT T A A

G A AR U R P00, LA S OB s B0, GHERIPE 2 ST 2o
584 KA 1) WebMD [

DR MRS R, T DL < RRHE” A B HBIOI, {H AL VFARE WebMD
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Decrypt @

Enter Description

Rules  Trusted CA Certificates  Undecryptable Actions ~ Advanced Settings

+ Add Category + AddRule Q Search Rules ® J
Source Dest Source Dest VLAN o Source Dest .
# Name Zones Zones Networks  Networks  Tags L Applicat... Ports Ports Categor...  SSL Action
Administrator Rules
This category is empty
Standard Rules
. 7 Decrypt - =
) DR 1 DN selectic O
Resign & u
@ Do not
2 ] any any any any any any any any any Health and any N
DND an) y any y ) y y ) decrypt oo
» =
3 O DR for all other traffic  any any any any any any any any any any any Decrypt o
Resign
Root Rules
This category is empty
Default Action Do not decrypt v

ER AT URL U85 N A VR, 528 AR T A I i 152 ECHSC 4 0, ok S R A s HE N 2 (g1l
Facebook Message BY Salesforce) o A RTVELNME L, 15 S 3 MY I HI 2L

BT A B2 % A0 PE L R 1E
RN AT T R SLOELL T W
 BELLE (Block), EHRETTZ LR, AT SECH P K

R AR IZel fl il T A A . AR, B R RS s B BT N a8 k. Hhs
BRI, JCEImE R A LR T

* FRIEFEE (Block with reset), IL#RAF £ EIF B EIER, I FECR T ] b as .
ZHIRSIRVDER CEE, (AR,

BT Egshsi e (s Az #E hASGed A BRLE (Block) miPRIEFH-EE (Block with reset) #1145, A
T EARSEHER AR E. WA AR LE (Block) BiPRLEFEE (Block with reset) £ 4E 1IH N,
TR INAE 22 4 XA N B B il sh s N B (A B 200, DS s G i 8% E 2 R I 5% 0 o
).

BTN afEE AR % 1R 1

fRE - BHIES . W% - EHBEANMRE - ERSE2RESMEERE. RI00 V) AR
A Uy U DR [R) 5 AR B O s A A i, mT UG i A B R SRS A
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Hn, IR IABHIEAGR . 2RSSO . RGER RVFRIUR AL % 2L H AR 2 A2 fs 3L
BTN .

FEBUE R B ZA 5T UE B AR AL (CA) BIE T R & . 1X AT BARG 1k nvalid | ssuer s fEiEFE 5
11 “SSLAEFARAE” #1)rh,

BRI ZAGEX R EAE S, 5SS GBI % .
FAEE: TLS 1.3 R fmihsrik.
X ER

TLS 1.3 fift 2 fef: 52k

ENRERERE

M R - B P AR - TRIER AR A, ST DU A U ) SR I S 3 R 1R il 55 4 14
e N

T LU, BAT5R O - BB i B R RS - E R AN CHRAE:
* UEFS AT AERE I Y] B R

W RIEHERRE - EFE A (Decrypt - Known Key) #:4F, 24315 AT AT [t PRI B vt e ]
fesxfsil, JF BRI AT g2 i 1bigdT.

o RS - BIER, ERILE AR Eg R, R e ss b iBE/ N BRI IR e
By

SRR - BRI, 0T DUR TR SRR SR AN IR . ldn, T DU
payroll.example.local ’f/Fj":’ V‘] %BE&%%%E‘EHL!Z ) ﬁﬁ’ﬁiﬁﬁ payroll.example.com ﬁ:j'ﬂﬁ m&l\jlzﬁ/]
FWLA . AT LA IR S5 2848 Ak PRI UEFS, HAMAHIE 15 H DigiCert SIAR A ILUF
TR o

THRERRE - BHRIEBNRE - EFE R WSR2 RS
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Known Key Decryption

Firewall threat defense

wimEmiEs (durms - g i

Internal server

Server certificate

L Hecrl

Replace Cert Decryption

Firewall threat defense
@

Server certificate

El

Internal server

@ Internal certificate ‘

Server certificate

THRIIET EEA .
B BHEH

AL ORGSR A SO | S #

RELUE

B AL IS CHSGE fot | 75 #

VAL SRS rf 5 52 A5 AT CA Rt
SCAESEED

Yo 2B P55 PO RIS - A
15, TP R4 T LA

AN, UEP LSS A A o

O |21, AEBSARE AL T

BUEP LTI 2/ SAN 3k
SCREANTA] ) A RN AR 32 0L
2o )

e, HENERE BN
SR ARARRI

RN IR S5 ST 3], A AL

KM - REE 5B E2de
UEASVEHC RIS

R - 2 S B A
07, AT 3R

BiRAEIES (XPRRE - BIRIEH)

AT 451 i el fdi ] Secure Firewall Management Center (X5 (Objects) > PK| > RERIEH (Internal
Certs)) B4l A U0 vh (1) 3 IE D .

T LLAS ) APL SR #F 45, WiCisco Secure Firewall Threat Defense REST API 45 1 T ik
AR HIHAE N FAE 2 H 30 RINES, RGN ERHE KB ER. FTRERT AR

7R

A Expiring in 30 days
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T 2B AN AEAT s AL PR AR - B i 3 A -
o FE FET RN R S b, Gl R RN AR SR P R RSB
o QUERIR AL I RRE - B HRE B MU 1) ARUEAF 2 S .

i
i

T WG, 1555 Secure Firewall Management Center o

I 2 i il 35 (Objects) > PK1 > WERIES (Internal Certs).

ST 3 R TS RIS B N E S (i, SR oy @ Exeired
FRA i RE ().

SIS L EHES, WFER.

Edit Internal Certificate ®

Name:

l IntCert I

~ Subject:
Common Name: OnlyClientAuth
QOrganization: ADI
Qrganization Unit:

~ Issuer:
Common Name: ADI Team Testing at Cisco
Organization: Cisco
Organization Unit: ADI

~ Not Valid Before:
Mar 3 19:39:50 2016 GMT

~ Not Valid After:
Mar 3 18:39:50 2017 GMT

~ Serial Number:

Update certificate Cancel m

FRR6 MATERIVEE: FRVEAMER, WS A RY B AR A .
g7z R AECCYIR S p 6 (B

fRE - ERERANIRE
{5 T M AR - SR A MU A R, LU T BN SR A T 15
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sznmiravg ]

EFERNENER R

o
i

FiaZ |l

TG HIRRE - © FEE SRR QU MR U, A AR 55 25 AN P AL DA i B AT QTR R
WS WHIEX 5.

HCEBEAEN], 1S M TLS/SSL A& NN , 55 5 1.

I LR IR (Action) 5510 T BT YREE (£).
HIB2 AE “IEPENFBIETXF 4" (Select Internal Certificate Objects) XF iEHEF, $HAT LT #4E

AT FES (Available Certificates) 4113 : M UE B, ARJE iR 2N (Add to Rule) LIYE
SR e A AR D o A8 AT LR — AN ANIE P I R o

F%IES (Selected Certificates) 41#:  Won RN A8 I FE TS o ZEMMIBRIUEFS, 38 nids AIBR
(D .

PRI ERAFIZEE L, U A RE

4547 TLS/SSL f& 14 N1k

saitiiE

PR 3580418 an ] Wi % TLS/SSL g4Ik 24

WERGIRM R GEAT R4, BN F B U TS TR T ERERES R A R R AT 2 9,
BT S BN ER N IX ST 4 g 5 2 548K . PRIV_KEY_RECV fll SECU_PARAM_RECV il
Wl EE, 4R E/R. CONTEXT CREATED fl CONTEXT _DESTROYED i1-4#% 5 % it i
P AFI) 3 TCAR K -

> show counters

Protocol Counter Value Context
SSLENC CONTEXT_ CREATED 258225 Summary
SSLENC CONTEXT_ DESTROYED 258225 Summary
TLS_TRK OPEN_SERVER_SESSION 258225  Summary
TLS_TRK OPEN_CLIENT SESSION 258225  Summary
TLS_TRK UPSTREAM CLOSE 516450 Summary
TLS_TRK DOWNSTREAM CLOSE 516450 Summary
TLS_TRK FREE_SESSION 516450  Summary
TLS_TRK CACHE_FREE 516450  Summary
TLS_TRK PRIV_KEY RECV 258225  Summary
TLS_TRK NO_KEY ENABLE 258225  Summary
TLS_TRK SECU_PARAM RECV 516446  Summary
TLS_TRK DECRYPTED ALERT 258222 Summary
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TLS TRK DECRYPTED APPLICATION 33568976  Summary
TLS TRK ALERT RX CNT 258222  Summary
TLS TRK ALERT RX WARNING ALERT 258222  Summary
TLS TRK ALERT RX CLOSE NOTIFY 258222  Summary
TCP_PRX OPEN_SESSION 516450  Summary
TCP PRX FREE SESSION 516450  Summary
TCP PRX UPSTREAM CLOSE 516450  Summary
TCP PRX DOWNSTREAM CLOSE 516450  Summary
TCP PRX FREE_CONN 258222  Summary
TCP PRX SERVER_CLEAN UP 258222  Summary
TCP PRX CLIENT CLEAN UP 258222  Summary

[

SE A3 5F [=1=

HitEi=3
BAHE I TLS 1.2 MYESEME T LA R o888 . FATAL BE BAD 4 1] e 26 WAA7AE ) {5 {H 2,
ALERT RX_CLOSE NOTIFY W] IE%# .

HRVEANE B, 1S RFC 5246 5 7.2 17,

TLS TRK ALERT RX CNT 311  Summary
TLS TRK ALERT TX CNT 2 Summary
TLS TRK ALERT TX IN HANDSHAKE CNT 2 Summary
TLS TRK ALERT RX IN HANDSHAKE CNT 2 Summary
TLS TRK ALERT RX WARNING ALERT 308  Summary
TLS TRK ALERT RX FATAL ALERT 3 Summary
TLS TRK ALERT TX FATAL ALERT 2 Summary
TLS TRK ALERT RX CLOSE NOTIFY 308  Summary
TLS TRK ALERT RX BAD RECORD MAC 2 Summary
TLS TRK ALERT TX BAD RECORD MAC 2 Summary
TLS TRK ALERT RX BAD CERTIFICATE 1 Summary

<~HN
mh
ol

0
-
S
i

RETHREER RGUEHR . XA PIRDLE R RS ENER. BY _PASS tH At i A4 i
AT B ARAL B BRI 5 | % (Snort) HEFE (FEBATHiztr) sNIALIE 0. LU RBlh o 17—

LEER TR o
E24 0 s A o . BAF AR B8y, 1518 H A2 show counter sdescription |include
TLS TRK

> show counters

Protocol Counter Value Context
TCP_PRX BYPASS NOT ENOUGH MEM 2134  Summary
TLS_TRK CLOSED WITH INBOUND PACKET 2 Summary
TLS_TRK ENC_FAIL 82  Summary
TLS_TRK DEC_FAIL 211  Summary
TLS_TRK DEC_CKE_FAIL 43194  Summary
TLS_TRK ENC_CB_FAIL 4335  Summary
TLS_TRK DEC_CB_FAIL 909  Summary
TLS_TRK DEC_CKE_CB_FAIL 818  Summary
TLS_TRK RECORD PARSE ERR 123 Summary
TLS_TRK IN_ERROR 44948  Summary
TLS_TRK ERROR_UPSTREAM RECORD 43194 Summary
TLS_TRK INVALID CONTENT_ TYPE 123 Summary
TLS_TRK DOWNSTREAM REC CHK_ERROR 123 Summary
TLS_TRK DECRYPT FAIL 43194 Summary
TLS_TRK UPSTREAM BY PASS 127  Summary
TLS_TRK DOWNSTREAM BY PASS 127  Summary
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FORE R VAR R P AR . XSS AR AR IR W I AT M AR S NIA B B ZE T 0. DU R sl 81
SANEC PN R ST €

> show counters

Protocol Counter Value Context
CRYPTO RING_FULL 1 Summary
CRYPTO ACCELERATOR CORE_TIMEOUT 1 Summary
CRYPTO ACCELERATOR_RESET 1 Summary
CRYPTO RSA_PRIVATE DECRYPT_ FAILED 1 Summary

RING_FULL THES AR BORE R v s, (R R g8 h s ot v ik #o i i e
ACCELERATOR_RESET vl £ #4587~ TLS I s i # E AN R IR EL,  Zadi R A el 5 38k
E AR R, B4/ ACCELERATOR _CORE_TIMEOUT #11 RSA_PRIVATE DECRYPT FAILED
R BT

TR A AT AR AR, WS AE R TLS i b (5% config hwCrypto disable) i AR TAC Skefif vk
[

N\

AR AT LU show snort tis-offload T debug snort tls-offload 433547 HoAl () e HERR . {87 clear

snort tls-offload #7414 show snort tis-offload 4 S [T H S i &,

of 22 AR B 2 AR N A T SRR HERR

PR 2 iR Aol - R0 (R e U AT b o

XF TLS/SSL 81T A

TLYSSL T 24T W & it 20 TLS/SSL s RS o« ATATHFE4 e 2 # n] fig 258 21 TLS/SSL 1T
HH, 4B A SCRE TLS IS s (6 585 6 26 A SR A T e & 10 g 5Ok SLREA T Ab

JART TLS fn ik (38 B AR T I, T B3 A o 2l B AR I e s Sk 1) JT3%
R RIRAE 1B F SRR U AL A T AL B

o QRABRIAFRAT
° AN

* BHAE

* BHIEIFEE

U AR SRS I TTIARR B RYIRAE T B TR MBCE N ARRE , HANSCUT e £ SRS C &k
i, WA akg; (HRME A kKA.
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Xt TLS/SSL #81T F 1T FEHERR

USRS R Bk LR T TLS I ik, R nl LS B AF, LAfig it e 8 %) 7 SSL T
o BbZii a4 SSL bR S A HR I BE R FAF I RAL A

FiaZ |l

o BB A a e, Hh s I x oA RR % R 4E (Undecryptable Actions) BT [ 1¥1E
F4&iR (Handshake Errors) 13 H

ARG R, TS 0B IO 1R R R BRAAL PE.

* JJy SSL M3 H Hi&id 3%, & Cisco Secure Firewall Management Center A1 gk s fill 45 B 9 4% 45
PR TS A O s 0 Al sk T i S R ISR 4y B i

UK
T ﬁu%‘&ﬁﬂ%f’é‘i oK Pk EEE B L.
FE2 Uil FHFBEE >+ BRES > EiE > B

$IE3 Ll EEEHRIRIE (Table View of Connection Events).
PB4 SHIEREREREIITM x, RS SSL kREFR SSL il 2411 ALY

S5L
Statu

PLR 79 S 7 o] o) JZE 2 ik P s in SSL SEPRIRME. SSL fitEiR. SSL Fikrak. SSL 2.
SSL HEEEAI SSL #F .  (CEFEXIEHER) “ZEHB” 55y . )
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All Columns

b e B e R e

SSL Actual Action
S5L Certificate Status
S5L Cipher Suite

S5L Expected Action
S5L Flow Error

S5L Flow Flags

883

S5L Flow Messages
S5L Policy

551 Rule

(<]

35L Session ID

‘ Cancel

%1|¥% Cisco Secure Firewall Management Center S B ¥5 1 H 1) 1E R R 22 Be Sp AR B s iy
NI

PS5 fAA (Apply).
TLS/SSL #1T il it SSL Fi#r=&%H ) ERROR_EVENT TRIGGERED Il OVER SUBSCRIBED [F{f

EEE
FE6 WIRMIL TLS/SSL BT, 8RBT BA I MA L T iy 22—
we &R
show counters W TCP_PRX BYPASS NOT_ENOUGH_MEM

MHERTR, 15 EA B T 2 A KA vl Bl
TR SSL it e, BUAE ] AR E LU LAER AT
PGB RN & i o

show snort tls-offload 1% BYPASS NOT_ENOUGH_MEM FHIfii#5:
K, W R THL R A SR T LA 4
SSL yit i A%, B FH A BR AN SR 5
GIAR IR N2 i

*F TLS Bk
BB F 8 RFC6520 & X AL 2 24 (TLS) A AL )2 2242 (DTLS) Whill i) TLSO Bk Ji2

SSL Lok il I R GE R A TG SRS - 20 i IR 55 4 SO i€ 7 BB, R )
IR o SRR R R, A3 T R H

| #rmnamznn 1


http://www.cisco.com/go/firepower-config
https://tools.ietf.org/html/rfc6520

EFmm e mn |
B 5 s osn g

A 1 TLS I s 4T s @ E A SSLRINE S  Re B N, B4 RO KR AT M 3
W (R TTIE AR RO AE P AR SR (N VA TR 2 34«

* FHLIE
* BHIEJFEE

AXER
XF TLS CoBRHEAT IR, 5 42 3T

Xt TLS L BRI T PR HERR

RS IFEAE B R TLS I hnids, WT LA gy, UIfE ie& 2 G 2] 7 A4 SSL
OB IR . A /DG SSLFTIH B S-S IN B AT R AL

FrEa Z 8
SSL Lok L AR AL SSL T E 20 W IO BMERFE /R . ZEaf e 1M 28 (N H S
i SSL Lok, i 5T BL F T4
o POE A RS, P — I 6 Fe A R B BY3%4E (Undecryptable Actions) 2B 1K BT
R Z$E1R (Decryption Errors) [ E .
HRUEMGEE, ES % E IR BRI
* Jy SSL HI A H H & d 3%, WiCisco Secure Firewall Management Center F1Ja [ 577 41 5 B 9 28 45 #
TR

B WA G, WS B R E O

B2 1500 BHMAE >+ BRES > & > B4,

$1E3 LHEEEHRIRME (Table View of Connection Events).

PB4 SHERFREREIITR x, AR SSL ARE A SSL iE 28I

S5L
Statu

DL 78] S 7 e [ S A S rPiAs N SSL SKPRRYE. SSL it$aiR. SSL itkra&. SSL iiEHE.
SSL SKE&FI SSL M 51
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All Columns

b e B e R e

SSL Actual Action
S5L Certificate Status
S5L Cipher Suite

S5L Expected Action
S5L Flow Error

S5L Flow Flags

883

S5L Flow Messages
S5L Policy

551 Rule

(<]

35L Session ID

‘ Cancel

%1|¥% Cisco Secure Firewall Management Center S B ¥5 1 H 1) 1E R R 22 Be Sp AR B s iy
NI

LIS AN A (Apply)s
TLS LBk SSL 37 240 Lo B E SRR o
W6 L A W 2 rp N A SSL /CoBRAS I (55, V7 2 [ JE 1 R 0] ) A 25 D DU R B S, 565 2 T

XF TLS/SSL $i%E

FELER AR PR TLS/SSL Bl sE B AUE B, JLAENHT F 5 A N 5t s IR 55 a5 I FE 2L
DL, A RO B RAT AR - R RN MR, D0 AAFEA B S B AR IR I, Bk
R HiER2ak.

TR L TLS/SSL 8 e, 18 2210 & 5k 2| Facebook 5 8l W H o W W /R 41 24818, AL
M2 ST 28 AT S 3. (BN, IG5 5% 3 Facebook # 8N H, {HRLUEH Safari 5% Chrome
& %% Facebook. ) W] LMEH Firepower & 3 Lo i Hz i 4>kdk— P Uk B TLS/SSL 8 5&

\}

R TLS/SSL 8 AR T s H .

U SR A R 25 (RS IAE T SSL B, 1 Z B TLS/SSLAEAS [ e e , 55 8 1T

HXER
X TLS/SSL s AT Wb HEBR » 56 44 70
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XF TLS/SSL $5i i€ # T P& HERR
W B AEERFA, AT DA C WA B 3] TLS/SSL e . s 42 /b i) i e Fi A i R A I R s
SSL ulL*'F:u%n SSL uu.léu_.\ [J
FIaZ Al

o O fEE R A H & D=, W Cisco Secure Firewall Management Center A1 g% Bl 7155 £ Y 254 5
PR AE R A ¢ MR P SR v SR R A TR

* 3% Facebook 25422 N ;iR s M 4% iEH4E 1%, 153 Chrome 1Y Safari &3¢ Facebook.
Ln FAE T DA D0 % 0 s 5 o, AR TGV JEUAE R S S, e gk Ak T TLS/SSL 8iE .

R
SR WUREAR G, TR P B G
T2 ik FHMEE >+ BRES > EiE > FH.

FI®3 SEEESRRIE (Table View of Connection Events).
PB4 RUIDERFRERI T x, AR/ SSL AR M SSL tE 25 1Ak .

SSL
Statu

PUR 2- ] BN an ] [a) 3 B2 2f AR v s in SSL SRBRIBIE. SSL SR, SSL ftrE. SSLmHEE.
SSL B SSL #mF .

All Columns

b e | B e AR A A

SSL Actual Action
S5L Certificate Status
S5L Cipher Suite

S5L Expected Action
S5L Flow Error

S5L Flow Flags

S5L Flow Messages

aaQ

S5L Policy

S35L Rule

(<

551 Session ID

‘ Cancel

B &FanummE an


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/management-center-mgmt-nw/fmc-ftd-mgmt-nw.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/management-center-mgmt-nw/fmc-ftd-mgmt-nw.html

| EFmmeoms mn

st Tes/ssL gzt g i

IXLE51¥ 4% Cisco Secure Firewall Management Center g B 45127 FE X 2545 H1 H5 5 A (OB RN ‘2 4
FRE AT B R U AT I

WS SdNA (Apply)s

FI6 LU FABA AU SSL BUELT A .

BERT QR E WL P S TIAE AT SSLBE s 15 2 B JE TR0 U Ay A s L DU DRI R A 5 285 2 0

T—5Hit4
AT LIMEH] TLS/SSL iE#Hgi4, 1@t A # DL LA 10 H ki ik & 2k TLS/SSL 8i5E

o LER PR CRIR R S5 %) SERVER_HELLO, SERVER CERTIFICATE.

SERVER_HELLO DONE i &5 LRI & 3% SSL ALERT W4 B JfJ5 i TCP & (3 FH £ BLLL R
SR (AR Al I T & F 4 : Unknown CA (48). )

* “SSL¥iibrs” %78 ALERT SEEN, {HANE X APP DATA C2S B{ APP_DATA S2C.

« WURFRE I CUA A SSL BB s, W) “SSL i R FIIEH o R: CLIENT ALERT,
CLIENT HELLO. SERVER HELLO. SERVER CERTIFICATE. SERVER KEY EXCHANGE.
SERVER_HELLO DONE.

AN
Sl H 23 i78: CLIENT HELLO. SERVER HELLO. SERVER CERTIFICATE.
SERVER_KEY EXCHANGE. SERVER_HELLO DONE.

o WRFEE WA A SCRE SSLAR I s Db 25, W) “SSLtiH S~ (SSL Flow Messages)

* “SSL yiHHR” ¥¥ 7R Success.

* TEAT SSL 48T i At RIX AR & “TCP HE” (R 43 HBLLL N AEAR
« “SSL yiitri&” FAE N ALERT SEEN. APP _DATA C2S i{ APP_DATA S2C.

© WRFRE S CR ) SSLOBEAF i, W) “SSL e R A 7R: CLIENT HELLO.
SERVER HELLO. SERVER CERTIFICATE. SERVER KEY EXCHANGE.
SERVER_HELLO DONE, CLIENT KEY EXCHANGE. CLIENT CHANGE CIPHER SPEC.
CLIENT FINISHED. SERVER CHANGE CIPHER SPEC. SERVER FINISHED.

o WRFEE IR A A SCRE SSLARE I s Db AR A, ) “SSLtiH /S~ (SSL Flow Messages)
HIi@H 43 78: CLIENT HELLO. SERVER HELLO. SERVER CERTIFICATE.

SERVER KEY EXCHANGE. SERVER HELLO DONE. CLIENT KEY EXCHANGE.
CLIENT CHANGE CIPHER SPEC.

CLIENT FINISHED,SERVER CHANGE CIPHER SPEC. SERVER FINISHED.

o “SSL Wistiz” 7B 8 Success.

AXEM
X AR BN B R AR R AUA U AT R R 5 26 46 1T
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B 5 sz aoiE S sE S TR AT AP

Xof AR FN K $E IR BYIE R SOE P M A A TE RS HERR

T LIS B ER R, DI WA 2 B SR FIE BN ARIE B EORAET . R C R
TLS/SSL UL+, IR T AAE LR R o R 200 4 2 i) e e A1 (R 2 A0 I 78 T SSL kR AN SSL it
HEA.

FF6 Z A
© BOE A RN

o« g s J5 A H &Ads%, 0 Cisco Secure Firewall Management Center A Bk B 415 £ 4 25 45
P45 R A IS MR Rl SR v R R S o B .

UK
T WRMARG R, T Pk E S L.
FE2 Uil FHFBEE >+ BRES > EiE > BH.

$1E3 AdHEEEHRIRME (Table View of Connection Events).
PB4 SOHEREFERIEYP X, RS SSL FkREA SSL il 241 H AL .

SSL
Statu

PUR 78] B an ] a3 B2 iR vh s in SSL SREBRIBIE. SSL SR, SSL fitrE. SSLmHEE.
SSL #E&EFI SSL #m 7,

All Columns

b e B e R e

SSL Actual Action
S5L Certificate Status
S5L Cipher Suite

S5L Expected Action
S5L Flow Error

S5L Flow Flags

Q3

S5L Flow Messages
S5L Policy

551 Rule

(<]

35L Session ID

‘ Cancel
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IXLE51¥ 4% Cisco Secure Firewall Management Center g B 45127 FE X 2545 H1 H5 5 A (OB RN ‘2 4
B RE AT B PR P E TS N

WS SdNA (Apply)s
FIB6 R ATV WA 5 E D IR T AR LA 5 H A BBk

SSL iR Efras aX
CLIENT ALERT SEEN UNKNOWN_CA o7 SSL 2% P i FH B T 45 20 (0 E T

AU EE, (H T e S CA T B L
5 U SR CAILAS, BRI EF AR
2. WH IR RIS AR A 1% .

CLIENT ALERT SEEN BAD CERTIFICATE TEB O . A5 R E RIS IR (25 4 i A
At 7] 85

CLIENT ALERT SEEN CERTIFICATE UNKNOWN | 4 FiE 16 L T 26 Hodts (RIS 210D il
A, AR

3G E TLS/SSL 13 EH

FHia Z |l
A E AR AEORAF BAT S B E AP 00 A3 R I 5 280 LA BRI A Z0RAT (R 451«

Traffic cannot match this rule; none of your selected cipher suites contain a signature
algorithm that matches the resigning CA's signature algorithm

VAR IR T A A D) 25 AR PR ) — A B AN R B L A S U o A P AR P AN Sl e
bRl L, AT AL ) IEAEAE ] A UES

\}

ER ORFP TS BOE T @ TLS/SSL I 1) A J5 2

T HESARAUTRE - ENER. BY - BRIEPURE - SMER (HiE DrEmers m g
TR I, 22 2R DU f iR

TP

Traffic cannot match this rule; none of your selected cipher suites contain a
signature algorithm that the resigning CA's signature algorithm

P2 KA TR EAUETS, IR SN RIE 15 522 A) UIZ 4T openssl #iT & HI R 4.
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PR3 BTN, LR R 45 44 Sk
openssl x509 -in CertificateName -text -noout
i S PRV JLAT s A AR BT BT 25 30 -

Certificate:
Data:
Version: 3 (0x2)
Serial Number: 4105 (0x1009)
Signature Algorithm: ecdsa-with-SHA256

#1184 Signaturealgorithm 7L T P45
o FrAd RS s B (£E_EiRoRtilh, ECDSA Rl fh2k 3 r s 458150
o JHTA0 g s i B 22 EO R A (IR oRBI oy SHA256)
PIBS WRGIXLAG VLI H BRI CURAh K241 OpenSSL) o # A& LR H] RFC %30,
18536 T AR R SRl ARG 2, 10 Mozilla Wiki [ Rl 45 % TLS 8 RFC 5246 (][> C. Microsoft
SR X TLS/SSL (Schannel SSP) H 1) 3 f B A% B 04T T R4 3 .

FI6 W LE, UK OpenSSL HFRE AN Firepower 5 HLR G ) RFC 4475
l%?bﬂ https://testssl.sh ﬁHj)J—T’J:E/‘] RFC Hj%ﬁd‘ﬁui%c

LIET LIARH ecdsa-with-SHA256 7] LLFE Mozilla Wiki b FIEAC AR 7 AR 3 2 .
a) PUEFEL R4 ECDSA Fll SHA-256 (1) &1, X Seus i 2845 LA R B0

ECDHE-ECDSA-AES128-GCM-SHA256
ECDHE-ECDSA-AES128-SHA256

b) & RFC LG L BN IK RFC %A% EMF . X L83 AR REAF LA R S )

TLS ECDHE ECDSA WITH AES 128 GCM SHA256
TLS ECDHE ECDSA WITH AES 128 CBC SHA256

TIR 8 K LRI IS A

{8 A0 VS 21T S REHERR

KT mEFE

05 ] e LL2» 2 o TIN5 A ] 45 I A6 A R e o) R . I B A7 RS 4,5 A D N 5 335 SR R I % 2315 4
B EERE B RGN SR I AL E LGB IR R s 2845 B o U BN 2 (R A7 2 1R 10 56 AN
WA R (IV). KT SSL Al IPsec, %A R LI E LR {5 &

o XHF SSL: 2¥if SSL A, 5. HIK) IP Huhik-Flsi .

o X T IPsec: IPsec ‘&4 K5 E .
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—ANIRAT AR 2000 NN 245 H o BB 2 AE Fo A — AN R HELRS erypto iy A, FFAE SERUINEE
RGNS R INEAFRS SO IUE A S R I R AR H R 5. R ILA HRTIE B TX)
A3 1) L PR D00 25 iy A A T WA e

I AEREAT W A% G SOARSCA R —JE S0 #8mT B debug menu ctm 103 i 4 KAl it — 12 1l
Ao I AEAR SO T disk0:/crypto_archive.

(KR

FTD# debug menu ctm 103 crypto eng0 arch 4.bin
[Nitrox V Archive Header v1.0 Info]
ASA Image Version: PIX (9.20) #0: Tue Mar 29 16:20:30 GMT 2022

SE SSL microcode: CNN5x-MC-SE-SSL-0011
AE microcode: CNN5x-MC-AE-MAIN-0002
Crypto Engine 0

Crash type: SE Ring Timeout

Core Soft Resets: 11

Timeout Ring (SE): 12
Timeout Entry: 642

SE TIMEOUT:

Core SE 6 Touts: 2
Core SE 8 Touts: 2
Core SE 12 Touts: 4
Core SE 32 Touts: 2
Core SE 37 Touts: 1
[Timeout Session Info]
Active: TRUE

Sync: FALSE

Callback: TRUE

Saved Callback: FALSE
Commands in progress: 1

Engine : hardware
Device : n5 (Nitrox V)
Session : ssl

Priority: normal

NP VPN context handle : 0x00000000
Flag : O

vecid @ O

Block size : 2050

async cb ring index: 0

tls offload rsa: FALSE
Session context:

SSL Version : dtlsl.2

SSL Context Type : handshake
Encryption Mode : gcm

Auth Algorithm : null

Hash Algorithm : none

Key Size : 32

SSL V : dtlsl.2

Source IP : 82.1.2.2

Source Port : 51915

Dest IP : 82.29.155.32

Dest Port : 443

e BB, SR ORI B Won TN IR st ] GBI 4 H ) Al SSL 215 &L
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SRR E

LARBC A Nitrox VN BH3dE 25 AL 26 W] SCRPIN S A7 RS -
* Cisco Firepower 3105, 3110, 3120. 3130. 3140
* Cisco Firepower 4112, 4115, 4125, 4145
* Cisco Firepower 9300 SM-40. SM-48 F1 SM-56

* Cisco Secure Firewall 4200
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