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‘Outbound decryption policy Cancel

Enter description

Inbound Decryption (Il v
Outbound Decryption @D Enabled N
Security zones @ Edit Decrypt networks and users @
Source zones * Destination zones * ‘
QutsideZone £
Source netwoerk objects Users
any-ipvd Special Identities | Guest & 0

Internal certificate authority * @

IntCA @ -~ ®
+ Create new + Add new
Bypass sources and destinations @ Bypass users
‘ A rch ‘ ‘ arch Realm User
Source network objects Destination network objects No rows
e el e s G . e Y T S WS e e SR TS SV

B S WA AR AL R B . SR AT IPv4 M %% F OutsideZone 224> X 38 (1K) T A7 i B 3948 1 44 toeca
i 3 CA il ,

TEERLL 3
© BRI 2 AN e R 7s ], A BE 2 m] I 0
o fEn] DAL E NS 25 PR Bt
© BT XS, SR AT ARG E b A R,
TR I AT OB A HIRE P BUE A DD .
* URL 285, Bltmpesy. 4555 .

o AT DU UE RSN TLS FRAS T HS b BH -
o BRAE NG AT AT TH AR ) vt 20 SR 16 20

BT R B4 i SR

40 ) R A SR, IR SE NS A | HE AR B T T R . B A T SR )
@ﬂuﬁﬁKME%MM\ﬂﬂME%ﬁﬁﬁﬁ THARE SABE LK
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CHl A FHUE A0S KR E)

TS G RAT oI R K T U R A 5 S 5 515 3 T

© NHERIT HEms HAT QRPN SIER IO g i, HARIRSS SR T 32 IRIT 2% N o LSS
UL EAT R - © AN A AR - B HOE B M ERAE . BATEAEN] “ BT SAEQd b,
FERR R E R (B FE T BUE ) o XSS A T2EATIRAS, (H AT LIRS
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THS A8 HA NBER R FE TR 3 s, 55 5 0t
o HARERAE (Lfh “AREE” . “ ML M “MEIEHEERT D .
TS QAT AR ) S5 RN (0 Sems 28 14 10T

B2 BB ek ERARP R & T AN B9 % R
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o FE Qg E A R I
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° #579{7}3:,$3<7>
1B 5 iy HikiEdE (Outbound Connections) £+ .

Create Decryption Policy ®

o Policy Details 2 Blocking 3 ' Decryption Exclusions
Enter name, description, choose (Optional) Configure blocking (Optional) Configure exclusions for
policy type and certificates. based on TLS version and outbound connections.

certificate status

o A decryption policy is not required to only perform application or URL discovery; instead, you can use TLS 1.3
Server Identity Discovery on the access control policy.

Name *

[ Qutbound example ]
Description

Outbound Connections (User Protection) Inbound Connections (Server Protection)

How Outbound Protection Works
Outbound protection matches traffic based on the referenced internal CA certificate's signature algorithm type, in addition to any configured
rule conditions.

a

J; DECRYPTION EXCLUSIONS J{
—a— —a—
SOURCE DECRYPT - RESIGN DESTINATION
Internal CA Download
A rule will be auto-created for the selected certificate authority.
£ IntCA & @ v ] [ No networks/ports associated ]
> See how ta canfigure

PR 6 MAEB CA (Internal CA) FIZRH, AL o FE RN A ESS o
HRATBIEBIEZAER, B0 b R E R CA R b R AL 93 CA.
WD (fik. D EPEMES LG,
i - EZEHSY
o L4 F
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o T BRINERAERCE H R0 %0,  WiCisco Secure Firewall Management Center 55 HiL5 i+ (14 ]
PN (BRES (A
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© WREBCE NG WS A E I E

tiE B A NuhER AP B BT 0 AR5 R
AT 5 e T AT (R0 A S R B LR S0 WAL B, I8 B0 2 R4
1. LA FLA AR - BRI SRR - BT I
OURARBE SN, AT DU OIEE 5400, (455 % “RRE- EANEH” o “WRE - BIRER "
WAL % “BRE - BIER" A, .
it

RET DL oG AL IR S5 2 (O P HRIESS, SR JA A REBIRE DRy NS IERL IR il Sems o 4T DL L
LU ARA k5 AT IR A -

« JEI S W& (Objects) > PKI > WEREF (Internal Certs) 3151 F PKI G &E A #IE B A%
o 10 QI I AR % SR WS T
WG T AR AR, DA G I ECI A, SRS A RO A RN o A A SR T

NS HEAE SRR T R % CUE R MUAE NI « FRVRANME R, 155 [ 6] it 4R 545 B 1 FR
S A P SR R 5

UK
L1 W MARE S, W8 Secure Firewall Management Center o

B2 AE il KR > RERE > BT,
PR3 AEE > MERE (BT
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R4 7£ Name il Description o SIS SEALE — KARMBLH] R R aliLmo o
fipe s SRS A4 BR AP ANSERFAE T AR 54«

* #);9{7}5=9$)<’>

$£185  MABREP (Internal Certificates) 51,  FALEGEFH N KIAET
AR CAUEBIITVEANE B, 1S A E - AU U0 5o
PIR6 (L. D BEPERLRIG
TREZER:
o LRI 4 A
o it DRI 4%

$IB7 A AEE (Inbound Connections) 135 .

Create Decryption Policy ®
° Policy Details 2 Blocking 3 Decryption Exclusions
Enter name, description, choose (Optional) Configure blocking (Optional) Configure exclusions for
policy type and certificates. based on TLS version and outbound connections.

certificate status

o A decryption policy is not required to only perform application or URL discovery; instead, you can use TLS 1.3
Server Identity Discovery on the access control policy.

Name *

[ Inbound example ]
Description

Outbound Connections (User Protection) Inbound Connections (Server Protection)

How Inbound Protection Works

Protect internal services from external attackers.

E Encrypted Traffic .
INTERNAL SERVICE DECRYPTKNOWN-KEY SOURCE

Internal Certificates

® 1. InboundCertFacebook Associated: 1 Network, 1 Port

£ 2.InternalCert Associated: 1 Network, 1 Port

Cancel m

HEE8 M T—% (Next).
PR ARGEAT BTN A S B, 55 7 I
PR QREEPATHE T I (10 fgp 2 SEmss HERR I, 26 7 L

T—F 4
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AR A AR FE TR AR A SR I D e BEL L JE R B BT AN 224 TLS JRAMIIRSS ik 15
RSS54SR fgp SR v B BR AR AT (1) BRAEFFE & (Block with Reset) JEN.

TR SENLL PRI
o QU EAT H E R ORI 10 T RN il Sms 26 3

o QU EAT N SE R R K BE MU (e Sems . 2R 5

=

=

IR 2 FRIE (Blocking) UIIHR ALl Nk, BRIATEOLS, & M SRR AR A8 M AT iE T

« EF TLSHRAPE LE%#E (Block connections based on TL S version) - & A it 53 B HE nf BH 1 55 4 1
A2z 4 TLS IRAS KR S5 ae iR . BOATE LT, Rl Fe O a5 24t SSL v3.0. TLS
(V2 MO J5 1 IRV W R A1 Y N A 1V 71 R v o = S 7 N

o BT BRSS22IEHARZSFE LE % $E (Block connections based on server certificate status) - % 7t 52 %
HE T BH 115 IR 55 S UE AR A A 2 I IR 55 s 18R . BUAGOL T, T8 #A (Invalid
Signature). iFHA (Expired). 743 (Not Yet Valid) MIFHGES (Invalid Certificate) &b Tk
HoRES . AT BUN T 81 3R i B AR

s MIEE ) LUMBRERE, ok EE A BIAME (Reset to default) Pk 4 BRINEFE
PIE3 flili T—% (Next).

F—S it 4
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Create Decryption Policy ®

@ Policy Details ——— @ Blocking e Decryption Exclusions
Enter name, description, choose (Optional) Configure blocking (Optional) Configure exclusions for
policy type and certificates. based on TLS version and outbound connections.

certificate status

Decryption Exclusions

D Bypass decryption for sensitive URL categories

In many environments, certain categories of websites are not inspected for regulatory, compliance or privacy reasons. Customize the list
below to bypass inspection for designated categories.
Note: URL License is Required

URL Categories: Health and Medicine x Online Trading < Finance X

Bypass decryption for undecryptable distinguished names

Bypass decryption based on Cisco's list of known undecryptable distinguished names.
Note: This option is selected by default to allow traffic which cannot be decrypted to remain encrypted. Disabling this option might
cause decryption to fail for unsupported distinguished names.

® 56 Distinguished names included v

Bypass decryption for undecryptable applications

Certain enterprise applications are not supported for decryption due to a variety of reasons (Certificate Pinning, Client Certificate

Authentication, etc.). Bypass decryption based on Cisco’s list of known undecryptable applications.

Note: This option is selected by default to allow traffic which cannot be decrypted to remain encrypted. Disabling this option might
cause decryption to fail for unsupported applications.

® 56 Applications included v

Intelligent Decryption Bypass

D Bypass decryption for very low-risk connections New

Bypass decryption for very low-risk clients connecting to trusted servers.
Note: The access control policy associated with this decryption policy must have the Encrypted Visibility Engine (EVE) enabled. The
device to which this policy is deployed must run version 7.7 or later and must have a valid IPS license.

Cancel Create Policy

$IE3 L3 5KEE (Create Policy).
NEEIR T R SRR R
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Outbound example

Enter Description

Rules  Trusted CA Certificates ~ Undecryptable Actions  Advanced Settings

=+ Add Category + AddRule Q Search Rules ® ]
Source Dest Source Dest VLAN " Source Dest . =
Name Users Applicat... Categori... SSL Action
# Zones Zones Networks Networks Tags PP Ports Ports 9
Administrator Rules
This category is empty
Standard Rules
], @ Auto-Rule-Undecryp any any any any any any ) any 1DN selectio ©Donot ¢ O
-Rule- any any any an; an any an, any ar any
yE any Y ) y ) ) ’ decrypt Y
L]
y y y y ¢
L] -
e a
©Do not
4 Auto-Rule-Undecryptat any any any any any any Tags: undec any any any any =
VP ) Y ) y y Y [s} y y decrypt o a
y =
5 @ Auto-Rule-IntCA any any IPva-Link-Lo any any any any any Bittorrent  any any Decrypt o a
Resign
Root Rules
This category is empty
Default Action I Do not decrypt v ]

FERTTRT R 7B rp 5 085 T R U 3 0036 B A 6 02 1) AS SR 2 MU 2% A Bhids In B iR 2 - B N2
Ao BURURL BN TR ZEH], OB O, HERR I O A . i RAEE D T e Bk
URL #5I89%2% (Bypass decryption for sensitive URL categories) S HE, %40 TUIKs 4 J3 1]

$IE 4 L6132 5KAE (Create Policy).
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o NERIABRVERCE H R0 %35, fnCisco Secure Firewall Management Center 25 B RS )4 ]
TG BRI S B TR
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7 h b R4 A A ER CA

AT A5 VR 7E G DR H 3 34132 10 Ak DL D) I 328 941 A e PN I P A LA o At mT LA
AR Wi . CSR T ARA PRI A8 A2 UE 5 B3k R Xt R AT IR AT 55
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1 )WAEB CA (Internal CA) FiZkr, ridi#iE (Create New) > £ ¥ CA (Generate CA).
P2 AR CA AR, RJEIRME— A TR R E R X EFR.
$1E3 il FEZR (Sdf-Signed) B CSR.

B RIX LRI PSR, TSI A SE BRI S

SRR A AR P BUT R ARG R .

TS R
TIE6 WIREEFT CSR, NAEZZIERTEWG, HEREIES (Ingtall Certificate), 1 FFis:

a) WEHEIMFEFHE RS,
b) MMER CA (Internal CA) ¥|%& 4% CA, W NFR.

Internal CA

& IntCACSR & ® v

>See how to configure
c) Rith Install Certificate.

d) LMD R SE AT 5
PERT I QU EAT S ER ARSI S RN s sems 26 3 nOHh A I 4R S G S

A HuhtRIP EEAER CA
BEAT 25 1 0 G CR P HH 0 32422 ) A 53 R DU B A e et b A E AR LA o 85t m] DU
A SR N CSRT A A 25 44 AUE 1 b BT IR ) 3o 8 SR A T IX B84 T 45 o

FHia Z |l
B ORI T A A 1 N R UEAS UA W LA T SR IR 25K, n N RS TEAS AR LA X 5 A BT

B2

FIE1 IAEB CA (Internal CA) 5K, fidi#iE (Create New) > _Ef& CA (Upload CA).
FIE2 N CA FiE — &R,
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BRI MBS I 7 BOh i S R FUE A A SERAR
PB4 WL CAHHM, 5k 2% (Encrypted) SIEHEIFAEAH BT B P AN &
FURS HLIE QIR RAT s E R ORI B T R R 58 S 26 3 D0 A Ul W] 4R S G e S

AN RIP EERAERIESR
AT A VTS LE QA CRA N Sty 3 2 1 it e A DU st ] A A ST 15 0 A8 ] LA FH 3 8 A AT 15,
WE N CA EBAFAHH prid o
FiaZ /i
B AR A8 LA vP P S8R P A0 A LA 6 5 it 3 1) — ok 3 6 P e 45

UK

BB WRMAT R, WK Secure Firewall Management Center.
PER2 Bl R > REREE > RE.
FIR3 EAFR (Name) 7 BUT A SIS 445K, 7E15 BB (Description) 7B g A T B A
$IE 4 i Ni5%E#E (Inbound Connections) £ 3F .
SIS N RERES SR, fidi Fim ().
P WRAAENTIEEXN S, W Al AR,
PR BN, uw st bR
SR8 FATTE R
THS BRI AAE TS X 5.

SR LM QIR HAT AN ERL RS 10 ZE T RN K Sms 55 5 DUAP IR U ] Ak S 6 A A s

TR sl o

EERFPimitEN ELIEZERNER CA
JyfiF e H Uk &, Firewall Threat Defense 23 78 4P ] N, B G E (SRR, dn]x Hit
ITIRERA) , ARG FIARI N CA SR INE R E. MR ER & i, &5 b ZifE
{Ti% CA, N 273 s A B %

A > ok
Bihn, HERARER :
www.example.com uses an invalid security certificate. The certificate is not trusted because

the issuer certificate is unknown

TR IXPIE D, IETER S w AN E R AN CA BRI RN . AXHEAER, §5%
MIZCTEIR, Bilhn:
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* Windows: {57 FHZH S ) 25 ) By o1 S L 53 Ak
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* macOS: i 55 [H T Windows 41 50 4 (GPO) (25 =7 T.H . HXRIFAMELR, HSHENR

GRS

BIE—1 oA E M ERIER BT HM B0 R 2 SR B

FHAREE . BEAE. PRI EE SRR QU N, 375 )5t R0 e - 4

SR A iz ) .

O JE TR e shoms I, S mT LRI G 2 20 RN, G2 6 - B AR SAMN ., 2 i

- BHOEE A2 % R - RN,

WA T AT, AU BT O RO AR, AR5 A RE G A SR o I A o SRS 2 i
WIRSEHERE SR T RN G CAEBMURHIE) « AR, WS QAR 8 BT A

SERFAR T PR SRS AN B o

WA G K, 85 Secure Firewall Management Center
i Rl R > REREE > R
7t Name #iI Description 124 SEHg S ALME— A FRAIGIE U5 #F b mliEm) .
fifk 55 M A4 R P AN SRR I BL R 245
* i 1)1,58,5>
Mii =% (Next).

F A S ks AR TR CIBR#D MIUiE .
R B 5% (Create Policy).

S SR A .
s PR SRS 4 PR S5 T YRR (2)o
rTAR IR .

R A2 o

MIRAE (Action) ZIEH, midi NRAE, JFSIILLT 2 LU T M TEan 5 B :

o LT RN g RN AN 1A
o LT R0 F e R RH 1 A
o LT RHIND £ g RO M 4 4 A

RAHRTF
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