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* Cisco Secure Firewall 3100
* Cisco Secure Firewall 4200

* Cisco Secure Firewall 6100
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Cisco Secure Firewall 4200 F11 3100 £ %1% 7 FPGA F Nitrox V I35 i #5135 80 F 32 4F DTLS I
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£ Cisco Secure Firewall 6100 77, P51 & i g8 B 7 Nitrox Ve —/ M T A JLS Ll it (PKT)

hnag, 55 —ANT IPsec M1 DTLS 73i. 1S4 AES-GCM 128 Fil 256 %),
WEThEE T DTLS N f1 DTLS i i s KAk . SO IPv4 Fll IPv6 i .
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* Wtf# T DTLS 1.0 B8 0 1 4

 FURTAE I DTLS %49

o SRR 2 S

& 0] LU A FlexConfig A X no flow-offload-dtls F1 no flow-offload-dtls egr ess-optimization fir
DTLS I hnidk .

DTLS AnZEINiRAY e R & 14

SR ATE
o &I Essentials (LARTHFR AN Base) VFA[UE A A V15 HE 448 16 T fi
P ETRE > YFAE > BRI RNIE R B O IR L T RE
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* Cisco Secure Firewall 4200 Fl1 3100 F 34 WU IRAS 7.6.0 F BB A .
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* Cisco Secure Firewall 3100
* Cisco Secure Firewall 4200

* Cisco Secure Firewall 6100
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> show flow-offload-dtls info
DTLS offload : Enabled
Egress Optimization: Enabled

* WAE DTLS & E g5/, WA UR 64

> show flow-offload-dtls statistics
Packet stats of Pipe 0
Rx Packet count : 975638666
Tx Packet count : 975638666
Error Packet count : 0
Drop Packet count : 0

CAM stats of Pipe 0

Option ID Table CAM Hit Count : 1145314723
Option ID Table CAM Miss Count : 0

Tunnel Table CAM Hit Count : 0

Tunnel Table CAM Miss Count : 0

6-Tuple CAM Hit Count : 975638666

6-Tuple CAM Miss Count : 169676057

NOTE: The counters displayed are cumulative counters

wzons mzmz

for all offload applications and indicates the total packets

offloaded

o TEEEFEW AT Cisco Secure Firewall 3100 F1 4200 (1 Nitrox V 2 hns 2 4115 &L, 1544

LA N A4

> show crypto accelerator statistics

Crypto Accelerator Status

<snip>

[Offloaded SSL Input statistics, Pipe 0]
Input packets: 290593023
Input bytes: 147049729714
Decrypted packets: 290593023
Decrypted bytes: 147049729714

[Offloaded SSL Output statistics, Pipe 0]

Output packets: 254271808
Output bytes: 136352952720
Encrypted packets: 254271808
Encrypted bytes: 136352952720

* B Cisco Secure Firewall 6100 fJINZ MIE G vHE B, EHEHLL N4

> show crypto accelerator statistics

Crypto Accelerator Status

[Capability]

<snip>

[Accelerator 0]
Status: OK
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Software crypto engine
<snip>
[Accelerator 1]
Status: OK
Asymmetric Crypto Accelerator
<snip>
[Accelerator 4]
Status: OK
Asymmetric Crypto Accelerator
[Accelerator 5]
Status: OK
Offload Crypto Accelerator
[Offloaded IPSec Input statistics, Pipe 0]
[Offloaded IPSec Output statistics, Pipe 0]
<snip>
[Accelerator 8]
Status: OK
Offload Crypto Accelerator
[Offloaded IPSec Input statistics, Pipe 3]
[Offloaded IPSec Output statistics, Pipe 3]

A Cisco Secure Firewall 6100 ¥ 0 iR A, 5 H LT a4

> show version
<snip>
CSF6170 up 5 days 14 hours

Start-up time 12 secs

Hardware: CSF-6170, 785423 MB RAM, CPU AMD Zen 5 2700 MHz,

2 CPUs

Encryption hardware device: Cisco Asymmetric Crypto Accelerator,

Cisco Asymmetric Crypto Accelerator,

Cisco Asymmetric Crypto Accelerator,

Cisco Asymmetric Crypto Accelerator,

Cisco Offload Crypto Accelerator,
Cisco Offload Crypto Accelerator,
Cisco Offload Crypto Accelerator,
Cisco Offload Crypto Accelerator,

<snip>

hw
hw
hw
hw

hw

hw

hw

hw

(512 cores)
version 0x00010001

version 0x00010001

version 0x00010001

version 0x00010001

version 0x00000001
version 0x00000001
version 0x00000001
version 0x00000001
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W A IS AT Snort 3.
[ AT HABE I A RTEANE &, TS RITLS 1.3 fiff e i S k.
HrAs s R SSL $REE (SSL Policy) > B4R E (Advanced Settings)
SSL Sl im B E - 7.2.0 7.1.0 SSL SR iy 20 1
PG R RS SSL %Rk (SSL Policy) > S 4ki% & (Advanced Settings)
REf iR & BAT R A5 [6.7.0 6.7.0 HRFEAMELE, WEZ 0 T B A EZ 1T URL i y&.
EI’J URL #4277 5.
T 2% - 2 %5 | 6.7.0 6.7.0 HRVEME R, S ClientHello JH S F AL BE , 3 0L,
U
AEfg L TLS 1.3 i | 6.7.0 6.7.0 B MG RS $5B& (Policies) > i iE)35 %l (Access Control) > (4iE
HERETS, DML FiEIRHIERE) > 52k (Advanced)iiz .
AU CIE G P v o g e o o .
A5 5, TS TR0 1 A 2 S s = Tt o
EPE’J URL Al I 4 A RTEL T 2 [ 5 T U0 P it 2 SRS ey e 10
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N4 ik

T3 () iy 4«
* system support ssl-hw-accel enable

* system support ssl-hw-accel disable

* system support ssl-hw-status
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* config hwCrypto enable
* show crypto accelerator status Hf{ system support sd-hw-status)

TLS/SSL ffif}: Jiig B | 6-4.0 6.4.0 SRR A T RTAE S 2 0 b SCRE TLS/SSL I M 5 okt o AR 1%
FRA TLS 028 i . B IANTAL, g i) DLAE B A s AE AT
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4§ (Edit) > i% % (Device) > E# (General) > TLS INZ MK (TLS Crypto

Acceleration)
TE RGP R 6.3.0.1 6.3.0.1 SSL SRM&SCRF TLS ¥ E& Y R, AR S, LIRHARE - ENE

(iFZ[% RFC ZERRE - B AN AN ER A I SR
7627) .
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TR TLS 1.3 f&%k. |6.2.3.7 6.2.3.7 {ifi Fi} system support ssl-client-hello-enabled aggressive tIs13_downgrade

{truelfalse} CLI #74>, ] LATfERS TLS 1.3 Wi & fge 5 TLS 1.2 AT M.
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TLS/SSL A g 51 | 6.2.3 6.2.3 FLUCSTRE A S S AR TR AT TLS/SSL s Afi s, Wi 4 m bk
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