INERIALIES| 2

IngE T RLAE S 1 (EVE) T U008 F TLS I i 2 7 i B FHFERE o & SCRFPT AR, JF v 3 0L
FE IR SR T B I 92 i 5 o EVE FAIE v F T IR S ABH 13

o TR A, 2 1 0T

* EVE TfEJ# , 2271

s JuFHFMRI, 3 W

* EVE H#] QUIC FRarisi » 55 3 7L

* fit'® EVE, (3 1T

* BC'E EVE @AM, 55 6 UL

s FifHA, B

* EVE 7=l , 259 10

ANE AT AR 1% 5 | A

I AT AL S 18 (EVE)H] T30 s 21 i S 2 al MUk, e /e e AT Al . X TLS JE 1 L
et AR TR, RS A BRI TR Sl 4 (VDB) e JEFRSOF T i AR 2, JF
RS — A CRFRGE AT ILAC . CAnFR S Ed AL JB R VDB ]

)

AR JUIEAT Snort 3 1) B KB B BB A A SCREINEE W RAPES BT fE . Snort 2 ¥ M K i
B AR WA AN SRR LTI BE

EVE [ S8 Z I REQIT
o SR LA AN EVE JRZE A5 BRI AT U7 1) P2 i S ms 3 11

* Cisco Secure Firewall /8 & 1) VDB fgf% UL & B AT BEEEE N FH 20 Bic 4 EVE il 21 i SE L gh 72
o, el LB e SON HIAIES, DA

* K¢ EVE Azl 21 10 BEREMLUS B - g SCRPET N -
o B TR NI 3 o4 EVE Rl 20 ) HERE (K RERE B A5 1K A B

mzEaasiE ]
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B oeve e

1527 Cisco Secure Firewall Management Center ¥ £ it & 45 7 (I N &N — = M EE B E
NN AN B FI4E E EVE $I2 DB ).
* EVE ] UK AE I ot 5 R e %% P i Hello 2504 6011 25 7 i IR B4 E R LR RIRRAR

* EVE 37 FRE UDP B &R (QUIC) Wi i IR SURMAI T . oK B %7 ¥ Hello £idls (1
JIi 25 4 2 PR Whos /8 IR SR LI URL 7B

EE O EAE P KEEE L B EVE, BRSO E RN IPS VEAiE. AR IPS VERTUE)
T, RS B Es, I A RVFTE .

pE 2 * EVE A LUK SSL 2GR RSB RIR A, BE RS MIER M (Blns r A Skt
AR W DR BRAE RGN . AR R P A E RGN, BT A EVE DI,
i8I0 AE SEME (Policies) > W48 % I (Network Discovery) 3Tl 41 (Hosts) . Z#& A LHL IP
bl BT REMIEAE RGMBIER, 155 E BEEMBE > 4> MEGRRE, KGR ENL.

* DoV PEHISS S HEVE Ja, B 0R C o SR b i s I 2 U A H &e s, DUEAE G AT
TR E RS AF I, BEAE EVE SR L 2om WU R . A AT I e HaE sk it fs &,
THZ [ B R G A ) 42 )

* M\ Cisco Secure Firewall hit4< 10.0.0 74, SCHFH T Mercury 501 (f) GRE F%¢.

EVE T{E]R1E

I LS |4 (EVE) £ TLS 42 T-1% S 3 Hello #5745, LAHRBIE i RE. %7 i Hello &K
R RS #IRIa E R . X 0] DRI HbF 7R EHL IR it A2 . b FRac oo (i H 19
IP #uhilb) M454, b EVE BN ARSI At al . B3R5 TLS 233k gty b (s 8 TR 80, R4
AL DL % P it 3R I R GE 4 134 (Rvr/BHED

EVE 1] LA 5,000 24N it RE . REUK VT2 S RE i 210 F um S A, CUR AR U 1) 42 1t
M R4 E . X AR REEREREAEA I F TLS R 5 U0 F IO RN X L6 ol ek (8 2 A
HEFERIFREL, EVE BARE R H T URBIARIBH L s (s it i, 1 e o H sl il

W HLEE > (ML) BoR,  JERMG REAN IR 10 124 TLS FREAEE 10000 4% & B AEREA, L
BRI B EVE 840 K5, H BRNRIH S (VDB) A X e T B a8 A 40 % P o

Wi BVE iR RBIEANREL e R N, JEEH HAREAE R (9 1P Huhk. i R
R4S 2 FR) AL AN IR B2 . BRI, FREUPPIRE CBENLL, AT R H G A E
RE. T EA MRS G S50, EVE 2Bkl S5 2007 K 75 SCIR S FRid b R brid

B ETaRsE |


https://www.cisco.com/c/en/us/support/security/defense-center/products-installation-and-configuration-guides-list.html
management-center-device-config-10-0_chapter43.pdf#nameddest=unique_1366

| mzaimes s
rrsten |

feEBHRMN

FHT s nl Rk 5 | A0 ) M LG R I (ToC) FAF AR VFIEAS B B M B S AR W m e ik,
U EVE B A5 I A0FE . A0S 2 7 i M WA B N8 25 25 b 2 ToC 4. s n] IS B %
HLA TP Huhk. MAC HuhEFERAE R GeME B G S, DL AT 580G 3l i B 1)K

WER AR R, I AR B B VRO CARE T IR ToC SRR . LI
Kig >+ BREL > ARXK > MELIAH EM o AE PR AL, a7 UL 7 & &
% ToC FAFHIAFAERE DL

c > BERI. BHMEE >+ BTRES > £l > BFER
* BHMEE > £ > MRS SIS0 &) L.

T AE 45  (Connection Events) T &% ™ 4% ToC 4 ik EEREAS B RiiSEHFIH
B>+ BRES > EE > BHUUINE—S4IUN. TR, SN “ERE4RIET &
TR T ok ge “mEnr k" F B “1oC” 7B

L X EIEEH (Security-Related Connection Events) 7L w7~ EVE FHIFRIER:, LUK EA
o AR U EAE GO R R . AL BHFEE >+ BRES > FiE > REHEXE
Vil “REEEMERSESE" .

EVE 1 #9 QUIC #5803 7
Snort 1] LR #E EVE 73T tRi& UDP Internet 4% (QUIC 2335 "% F o N FEFP . QUIC 47
SOR AT L
o JHE QUIC AS S M AN J5 FH e«
 (EANE AR OIS DL PO = A
o KEIARSS N o ] DARRARE b QUIC B3 I 1 1) i 45 43 Bt s vl 2 Hh 0 o

Bc & EVE

UK

P PR > R LRME > )T .

W2 YR U7 5 SRS S5 ) YRR (2) .

PRI NIRRT R RINES N kbt HmE i Es 2.

HI 4 AEINE AT EE (Encrypted Visibility Engine) Wi, i HnZE AT 14%5] % (EVE) (Encrypted
Visibility Engine [EVE]) ¥)3#4%4 .
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B =5 neannsiesg

FIRG LA ISR R R

o LFE RSP LGN B 7 i N O 42 on i

o PRI TR B 7 s (0 B LA B G A M L b n s . AT LA AT A AR
P A P 15 PS8 ) A7 A B b8 R A

e ARG AT BEL L B A O M i BB v K R
o A0 T B L B A RO AN A H R R

TIR6 md R, RJE U IRl PSRN

13‘5*4'—
AREIHISNE R, S TIICE EVE GIAMIN , 55 6 it

T—5 Mt 4
GIESIW TS

EF MEAAESIZEH

Jo F A% AT I“Elﬁi (Encrypted Visibility Engine) J{30 28 Uy in] #5560 J5, 8 n] DUFahl it R4k
SR . T ARG — B DU P A ok R A .

AT BERL R LAV ] Bl A S e B e o R R A

S AL FHEE > 2 > R—F 4.

Bt ] SR B U A SRR A ESARE >+ BRES > EE > BV G-
ES B

UEAh, AT SR EERENEREGH TN (47 > EERE > REBXMEG) SR I
MLPES BRI E R34, DLRCEAT AR g A o SO A S 0 [ RO 2

s Ay e 5 [ EE AT DLR N R E R B i R R R P P R RE R S, IFFRE IR R R A%
e QL

P2 Fg—F4oum b, 2R s aT i g S N ix L 5 .
* EVE #84
* EVE #iE&M

* EVE #2507 #

B ETaRsE
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* EVE B0
* EVE BiME 0948

R CTIES:

HRIX P B &, 152 1% Cisco Secure Firewall Management Center 4 B 45 5 Y (1) 385 A1 22 441
RIERF B

past 4

RSN b, R T MR, MR G S BN S8, K%
I R P N A 5 RO o G AT B R 44 \@Bfﬂﬂ owl e iR ETAppID,
PR N i Y H 1R 5 152 ApplD.

I E EVE 155 E iR

UK

e RL TR A F EVE 2 HrfE B

FHIEZ Al
s AEVT IR NE T, AHE SRORE TR InE RIS ¥ (EVED .

o BWEERNZHE ZBIRENEEASEHIE N, BHW & WIUZE1T Firewall Threat Defense i
A 7.7 B R A

c EAEEREHERNE P, SEHERRNEACMEIEEZLE, % &% E1T Firewall
Threat Defense fit A 10.0 8% 50 = hAS .

PB1 L RENRE > B R
PIR2 /- WEEHIER &, Sl inE RS2 (Encrypted Visibility Engine) 1£5 < .
PR3 T LA A DL Nl :

© RUEYHAR: BRI P T HEA SERT I S R M DE R ST LSRR I BERE A4 R
MR EEEH A, AL R A BR AT R DE

BB EREE: EAE ARG, BRI SRR, SRRl i g w5 RGO,
BE 7 EEEM ¢ IR, R B SO AT IR

« SaMEIRFIRRERE: Won EVE AR DU IR i BERR RE B AL
< BEBEERE: Wor EVE VUM B B A AR e PR R R b AR A A
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mEEEREsIEE |

< BEMRZTTIP: o EVE RGBSR A SE AT 10 H bn 1P bk, 42 iy b v S 45 202K
s A AR A AT Wi 7 TP Ik ] S 2 R S OO, 2% U CAZ T NS TP i hEREAT

< BB WP EVE YU IS R s e U B R A R S AR R AT
Tl 44 7T R 2 2 P e 4 i /IEE’J EREM U .

* FRIERYZERE: Boni EVE FLERERH 4.

o W RAEH FRMEF 2 Cisco Secure Firewall fiiA< 10.0.0, Ff HI% 1247 10.0.0 A& %, W
ASH R EBEHEMRN G P, REHIEEK RSN ZHEEE WP 5.

o L LA P RUCM 2 Cisco Secure Firewall JiiA< 10.0.0, 3 H X BWAIBAITIRA 10.0.0,
N EEFHIZWMN G 1P, BRI R AE A B IERYERE *’WH%W)\W WA . AR
S oA FHE I HRRAS (R ¥ % I B

B & EVE 55|

0T LG g 0 2 AT AR 5 13 (EVE) B ANk Seick EVE (PR 341, AT Af PR P 45 S e RN AR 55 1 0%
ﬂ&n P AT DUB RERE A FR . JEURTH Fn TP Huhil/FQDIN DL 20 725 %6 52 45 e Itk s in 81 S 3 ) o g
B ReA HEad G AT M 45 (W EVE BRI E - MR Hs gl B A5 B, geid &b T i iE 88 S 3T
EVE FiLiFH)5E .

PR EE > REREE > ialiEH.
SBT3 T SRS S5 1) YR (2) -
MEHRERAT K BNES Fhaikh e FEmE a5 2.
EANZE A4S €8 (Encrypted Visibility Engine) Ui, i HNZErI #1452 (EVE) (Encrypted
Visibility Engine [EVE]) V#4441 .
IEPRARIPRE AR % i 0 R 110 B 5 R ) e 7 RO BEL b n s i o A ) DAASE FH e A A
RPN A S 2R ) M 4 AR B L R e«

o B AE RGN T B LR U AT 5 0 A e B AR )

FEES: MG AT B bR E A GOSN AR H R

R E TR BISN LU A RN I A ) o
ﬂm ARSI EE (EVE) FISNFIRE D, s SR EIsNRm, s as @ k.

pE

B ETaRsE
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& eve pistmn I

A REAE ARl P IS EVE BIAMIIN . £E 73, BOREEE EVE BIAMRNTEA(E B BiEAET
AN GaiR U ER EVE BIAM I .

a) (EFERRAFRILETRT, A EVE PUNMBEREAFR, AR5 s & FUA IR+ .
A LUK 2 A SRS PR I 2 A — B AR . FE T BERE A AR EVE B4R 0GE T T EVE HUI Y
HEREAAFER, IXSEHERE AR 7 K/NE R4
b) {EMLEITE (Network Objects) IEIi T, #ATEL MRIEZ —
* AT MEE SR P IEFE— N EEZ MG, IR NI 2% 2 IR M 48 ok 7 B AR M5 5113

1,

* (i E iR M 4% (Selected SourceNetwor k) o% 3% & B #7 M £%& (Selected Destination Network) T,
TN TP Mok, SRE i TR0 (1) BRR LUK HR I B 73 W 2% 51 o

© APPSR, B Al R MBI R

1.

2.

i N BRI AT 1152 BR

WREPTH 2% 288 - 4. SEE. M4 FODN. WUREHEHN . SERSMLE, ik
AFHRIP k. 4 Ri%+#E FQDN, i A58 4B 4 (FQDN), JENER T sk
HH L T e Lo

WRE AV EE S, HETRIFBERIEE.
SadiRan (Add).

c) FEENFSBMEIR T, WATRSER IR T IERIH siasm i, IR > AR LA N 211k
E BiRESE SR

A RENE BN SN G 8 &N R ITEA{E B, 120 (Cisco Secure Firewall Management Center
WA U EARE) T RO B AR G A T B A R

d) ZEl@HmshAREE, A +fEHMER .
1 S NBAFRAAT LR .
2. AR (Add). T UM T REL 423 A R PEIE RS (CSDAC) B PO APT LB UL 4

e)  CHJIE) (EPFHATIEDRELER 7B, al DK P s P28 0 S AZh & IR VRIS N2 EVE Bl 5M
S S AT

RHTRTE, AR B 4 SR .

\)

ER CMIERILREIAMRINE, EagEil EVE RIBLIEAE . B IR EE RS S —E 4 i T A F EVE
(K31F . JRE (Reason) 4kl i 7r EVE B8 % (EVE Exempted), J TR IL2K%80d EVE [ & .
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mEEEREsIEE |
B v s—swmmesan

MG —E a5 Z ]

i FH G — S DU A 9 EVE R FRBERRAS I AN RN o 97 A S e B o 2 510 /R U o 81 fim 28 AT
LTI EE (EVE) BISMFIFRN S R, WIS & A6 SN E /T B R 1 T EVE B V5 il 44
I

FHia Z |l

{¥ Threat Defense IR AS 7.6.0 J% 55 i A S o) 141 3% o

B G AE BHMBEE > 9 > F—54.

P2 EREN BRI IER” KL, SR N EES () EIbR.

P3N F AR ERRI EVE FI5MIN] (Add EVE Exception Rule).
e
MRELE ARt G & EVE BN el IREEE EVE BIAMINVEG(E B BT
BRSNS gwiR N R EVE #AM)

$IB 4 7 SR inZE AT 1% 5| ¥ (Encrypted Visibility Engine) & 10, #0002 [ Shs I 20151 4851 22 1 o
T AT LATEORAT RN 2 1 2 T G 5 CS0As I e R0

FH4% EVE {51550

£ Cisco Secure Firewall 7.7 S HHURA b, SHBEAS SIS AL & EVE #14MEI). M Cisco Secure
Firewall it 4 10.0.0 7145, EVE #4813 &4 Rk —&8 2. Rk, EVE G TE 4 Ja il b e
J+ N F )8 EVE PR IR =R AT 510 .

RORAE B RRAS 7.7 THR R 10.0.0 I, R GE2x TR I A7 Ak A0 15 A3 -4k 0 2 0 2 R A Sk ) B
11 EVE BN . T8 5¢ i -

o BRI BT EVE BIANIN, DR -k S mes b 5 | 4 JRydel o 5 iy B TP ik fé 00
R M S B A4 JR EVE Bl A2 h . Ak,  SESe S mg BILAE n] BEAL4E TH T AN AEAE ) EVE 41
AR

* W% EVE B ZMRIN (4 i A7 sk #0oRs e b ac o i 1

ﬁﬂ%ffﬁiﬂJrﬂiE’JW'J%%JLJ”'J@/‘EZEJFWI_JQ%&‘@J*XTZ% DUIAE T+ 25 3k R rhosx SR LK Bl B o 2R AR
BT BT A A AN R 48 A R0 () F &, DB R 1 A 7 ) 92 il S g F k. H
& ITEH\/? Ivar/log/sf/Cisco_Secure FW_Mgmt_Center_Upgrade10.0.0/800_post/1114_eve rules.pl.log.

BTG A E BCE N, B O BB S S A T MR EVE G AN . 75
SAEFEH, WERRAE 4R EVE B A3 SO C BN, T e AR i . iR, U HE
THRGE UG B I E AN, A WREENE.

B ETaRsE
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=T 7E

EVE ;=51

=% I

X ?ﬂﬂ%ﬁﬁﬂiﬁ 10.0.0 FRAS R B HOMIEAT 7.7 JB HURAR T Cisco Secure Firewall 3245, HAT
“EET” BWEGEERFMHASKIZED “REMREZEH" £. W TEITHRA 10.0.0 ) Cisco
Secure Flrewall %45, EVE FRIE A1 i+ EVE gl 85 EERF B RIZD £ XEEEHS &,

EVE 745 8 8] B9 38 e & 38 S 4%

AR R RO 22 5] 10.0.0 B, 323 T EVE [R5 0] 328 5 S & (16 T 45 V% 51) 5 C50 s 3 g s P
#1 EVE #14MUPE B 8) 5 42/ EVE #1414 & 3%

TR R AL TR F AR, EVEGISMANIE 2 5 4 R EVEBIANIR G IF . XA DR AETH Y1)
AN ERBIHMN o

EVE #B& A 7l Sm = 1T A

SR A SR PR AL S BUE I S, JF B U 5 EVE ISR E S (Bl EVE uﬁ&%ﬁl\
%JLNJ) » WHETH A2 EZJJE%?TEE EVE W& iiE. WikER 75 EVE MSCHESA, i
fi 5 oAb SRS A i, ) EVE G080 TR RS 1 AR R

Talos 7328 7EF1 N2 /] #0451 % (EVE) 7] £ 5 MITRE ATT&CK 1% 5. Talos Ml EVE 4 78 %1
Talos 7> KiE#ATA415. A EVE R, EVEY AR, A58 H EVE FITHE4E S, 162 HEE EVE
, 53T

Eﬁ?;%{# (Connection Events) GUfi b, "] LAEEAVE R 78 ST A 28 )20 s I LT BB it
b R X 2

* MITREATT&CK
« Hithir 7T

XL B IS L, 1217 Cisco Secure Firewall Management Center &7 PSR TR “3EHH1 i
CEEMIKIER F AR .

KT MERLIESIZE

8 R] LA n 25 o] MR 5 14 (EVE) SRR BIAE AL )22 42 45 (TLS) I35 1% )™ s B AE R . EVE 6
T ARl R AL N G i 2 e . AR EVE R e 45 0, 45 B G AT DU LIRSS o R e s
SRR A . RIE VT LIS EVE YR A1 P % s A .
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B iz

me
B 58 T AR AR EVE BRSO 40 R LI RISV, 000 AR RIS, T LR
HMPVESMS EVE BLFDW HLIEERE.

=R =

RN R 2 A8 AT Snort 3 45 L 32 S NAR RTINS A AR Gt o AE DR Je (R B PR 58 SR
SRR PR 2% 2 A i A 6 B2 L F ) o 22 A AT A AN 3 Wl AR 51 2 (BVE) SR i in 5 i A 4

I St 56 R RN (MITM) fif % . EVE SR ARG R ERE IR SOR U AL A

90 2% A5 P DA 2B RE % R WNC B EVE ROBH LW B, DARH b TG 5 A BEL Lk L g v 8 R
.

EIE e
o B ANEATE L 7.4.0 BE SRR, I HATE b 55 8 A 20 7.4.0 BE R ARA .
o BRI G R NAZ B 22 88 (IPS) ¥F AT FE, 3 H. Snort 3 24051 %,

2R IIERE

1. EVE Wt AU, JIFHE A AR 15 A A R T REE

2. 4R EVE DA—3E i A5 BRI B AR S A, WAL EVE BeE 4 Bz A .
A O A S R P 23, RS K P O 2 R L A Bk B AR AT B A
USRS TECE B, EVE 5Pk
5. WA E MK TECE K BIAE, EVE AU 45 it

> »w

£ EVE R AL E fH 1 H{E

PERE R 7R AT R 90% B 5 =i i) EVE SO B A5 B2 23 ZBH 1 A P A i o

UL
T LIRS > L2KRE > s,
SIB2 YU A S 55U YRR () .
TEI N RAKEN B MufikhiEs sRigE .
$£Ea4 B ATAMES | EE (Encrypted Visibility Engine) 5511 () 448 ().
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w'in-out &
Packets -+ @ Prefilter Rules » (O) Decryption + @ Security Inteligence + () Identity » @ Access Control | o ASdevt?irll'::esd Targeted: 2
g : .
< > devices
Transport/Network Layer 5
Decryption Policy P Preprocessor Settings
Settings Ignore the VLAN header when tracking o
. " . . connections
Decryption Policy to use for inspecting encrypted None
connections
Detection Enhancement P
TLS Server Identity P Settings
Discovery Adaptive Profiles Enabled
Early application detection and URL categorization Disabled Adaptive Profiles - Enable profile updates Disabled
Prefilter Policy Settings 74 Performance Settings P
Prefilter Policy used before access control Default Prefilter Policy Pattern Matching Limits - Max Pattern Match
9 5
States to Analyze Per Packet
Network Analysis and o Performance Statistics - Sample Time (seconds) 300
_Intriician Dalini .
Regular Expression - Limit Default Value
Intrusion Policy used before Access .
Control rule is determined No Rulesctive Regular Expression - Recursion Limit Default Value
Intrusion Policy Variable Set Default-Set Intrusion Event Logging Limits - Max Events 8
. Stored Per Packet
Default Network Analysis Policy Balanced Security and Connectivity
) Latency-Based P
Threat Defense Service P Performance Settings
Policy
Applied from Installed Rule Update true
Threat Defense Service Rule(s) 0
Packet Handling Disabled
Files and Malware 5 Rule Handling Enabled
Settlngs Rule Handling - Threshold (microseconds) 512
Limit the number of bytes inspected when doing o . . .
file type detection 1460 Rule Handling - Consecutive Threshold Violations 3

Before Suspending Rule
Allow file if cloud lookup for Block Malware takes

longer than (seconds) 2 Rule Handling - Suspension Time (seconds) 10

Do not calculate SHA256 hash values for files o

larger than (in bytes) 10485760 Encrypted Visibility &
Engine (EVE)

Minimum file size for advanced file inspection and 6144

storage (bytes) Encrypted Visibility Engine Enabled

FRS  AE BRI T, R B ARSI EE (EVE) Uil
$IR6  JiM BT EVE SEEIERE VIdsl. BOATEOUR, AR nT GEk s i) AU B2 g P

AL B
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Encrypted Visibility Engine (EVE) ®

About Encrypted Visibility Engine

The Encrypted Visibility Engine provides insights into encrypted sessions without having to decrypt
them. It detects and blocks malicious traffic, identifies client processes that help in application
mapping, and provides contextual information for events with MITRE ATT&CK framework tagging. To
use the Encrypted Visibility Engine, you must have a valid IPS license and Snort3 must be enabled in
your threat defense devices. Learn more

Recommended Settings

« Enable automatic updates for future Cisco Vulnerability Database (VDB) releases.
« Enable Cisco Success Network.

Encrypted Visibility Engine (EVE)

8|8

Use EVE for Application Detection
Allow EVE to assign client applications to processes.

Block Traffic Based on EVE Threat Confidence Level a
@ Customize your threshold for blocking traffic based on EVE threat confidence level.
B Advanced Mode (@ ] — Block
\
Very Low Low Medium High Very High
[ Revert to Defaults ] Cancel m

R
BOATEOL T, PSRRI 99%, XK

* WIR EVE A0 B9 4 R HEAE O 99% s, W) EVE ik
* WISk EVE RN 203 S ot LA AR T 99%, W EVE A2 RIUE T 45 it »

AT BRI EVE Bl B A5 R BB B (. VEE JERAR 2 IEFS. AT, WhicEN 3E
e

B ETaRsE



| mEmimes s

wevermEREaE

Encrypted Visibility Engine (EVE) ®

About Encrypted Visibility Engine

The Encrypted Visibility Engine provides insights into encrypted sessions without having to decrypt
them. It detects and blocks malicious traffic, identifies client processes that help in application
mapping, and provides contextual information for events with MITRE ATT&CK framework tagging. To
use the Encrypted Visibility Engine, you must have a valid IPS license and Snort3 must be enabled in
your threat defense devices. Learn more

Recommended Settings

« Enable automatic updates for future Cisco Vulnerability Database (VDB) releases.
« Enable Cisco Success Network.

Encrypted Visibility Engine (EVE)

88

Use EVE for Application Detection
Allow EVE to assign client applications to processes.

Block Traffic Based on EVE Threat Confidence Level a
@ Customize your threshold for blocking traffic based on EVE threat confidence level.
B Advanced Mode (@ ] — Block
|
Very Low Low Medium High Very High

[ Revert to Defaults ] Cancel m

$IEe BT PR, E R SRIER (Advanced Mode) P . BIAE, BT LU B IR E
BekE € 1Y EVE B B A5 FEVEr . BRIABIE N 99%.
S ARG, K PH LB E SO 90%.

VRN el sk, TA T AN DR B L B E B E KT 50%, DABA PR Bt R fE -

mzEaasiE ]
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Encrypted Visibility Engine (EVE) ®

About Encrypted Visibility Engine

The Encrypted Visibility Engine provides insights into encrypted sessions without having to decrypt
them. It detects and blocks malicious traffic, identifies client processes that help in application
mapping, and provides contextual information for events with MITRE ATT&CK framework tagging. To

use the Encrypted Visibility Engine, you must have a valid IPS license and Snort3 must be enabled in
your threat defense devices. Learn more

Recommended Settings

» Enable automatic updates for future Cisco Vulnerability Database (VDB) releases.
« Enable Cisco Success Network.

Encrypted Visibility Engine (EVE)

Use EVE for Application Detection
Allow EVE to assign client applications to processes.

8 88

Block Traffic Based on EVE Threat Confidence Level
@ Customize your threshold for blocking traffic based on EVE threat confidence level.

@ Advanced Mode a© — Block From

0 25 50 75 100

[ Revert to Defaults ] Cancel n

$E10 SEHRE.
SEN ARG

T—5#tta
HBRE T

T=E EVE =4

ST ERACBLIEERAE, Wk FSHFBEE >+ BRES > EiE > B BT UL -4 SEST
"E M

P2 ARG K EVE BCE DR, W RE FBek o R AR L .

B ETaRsE



| mmmrmesg

Qy

© Showing all 10 events (5 10) *

m

Source IP

Time

2023-01-10 14:22:33
2023-01-10 14:22:28
2023-01-10 14:22:25
2023-01-10 14:14:13
2023-01-10 14:14:10
2023-01-10 14:14:06
2023-01-10 14:12:40
2023-01-10 14:12:40
2023-01-10 14:12:34

2023-01-10 14:12:34

172.16.77.1 X = X Select...

Action

@ Block
@ Block
@ Block
@ Block
@ Block
@ Block
@ Block
@ Allow
@ Block
© Allow

Reason

zwszan |

Encrypted Visibility Block
Encrypted Visibility Block
Encrypted Visibility Block
Encrypted Visibility Block
Encrypted Visibility Block
Encrypted Visibility Block

Encrypted Visibility Block

Encrypted Visibility Block

PE3 LU 2 B IEHERAR L test_malware. MHERAMEBMEREE b EES. MBI
BIEE H 90 % Mrfl.

HitZE 58

Time

2023-01-10 14:22:33
2023-01-10 14:22:28
2023-01-10 14:22:25

2023-01-10 14:14:13

b Application  URL §
Fingerprint

Encrypted Visibility

Encrypted Visibility
Process Confidence Score

@ tIs/(0303)(130213031°  90%
@ tls/(0303)(130213031° 90%
@ 1s/(0303)(130213031° 90%

@ tIs/(0303)(130213031:  90%

Encrypted Visibility Encrypted Visibility Threat  Encrypted Visibility Threat
Process Name Confidence Confidence Score
test_malware Very High 90% N
test_malware Very High 90%

test_malware Very High 90%

test_malware Very High 90%
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https://secure.cisco.com/secure-firewall/docs/encrypted-visibility-engine
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