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B > BEXEARMER) ARG SRM B E SR L) FE .
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%5 7 v o
BRHEMAE Pimtai 25

2 R A T A % v i, JF LB VDB SRS R, sl AR RS ST T3
Ao FTRABGE A 2 i e . DS AR ik s 5, 4T ORI

B =ReEw |


management-center-device-config-10-0_chapter32.pdf#nameddest=unique_1350

| Emn

Eweb mE+TRzEANmY [

BRHE A Web [z 4628

Ve 1 FET R0 5 FE TRl TP 9766t 50 474 19 Web SF, JF FLlid VDB 5R45 8 Brikfit. Web 1
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A B 52 SR s R it

BRHZ LAY A i3 (Firepower) #5125

SEF Firepower (13 F B i3CR I 28 T4 FH Firepower N FHIRSUHT M 483, JF Hillid VDB 8l &
geaUg iRt v LB A5 S PSR 25 o

B E X A 25
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o A U A e T-8h 00
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FRiR LER
unknown TELLFIEOUR, Bl KR B RO 208 N P SCE3  unknown::
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N ERES
* Snort ORI IE, HEVMAE T & EXH, RvrnEEdy ki, HEA
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5z P s NN . G T RGDUREA M2 RNV, i, JER A E AL S
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FEMRSS 2o BEAh, ANREARG XTI L8N B SIS A A 2% PR A b <P 28 i ORI L )

o BTN HPRBORS BHREE, Pk, AREEE LV E SRR E R, AREBCE RS &
S0y, ABASRENE VR A% il 2 OGN (Y T LBC B SCIF IR GE A F IS R BeAh, R
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ENRFIMLZNEHFHFTIER

W RGN EN 5 0 RS Aak N, BRI, BRI L Ik 20 % 7 i
JIR 55 2% w19 4% 187 P 1) e K8 R
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SFTP
S5 T A SFTP W&, A — R IE A 254l SSH..

Squid
FELLR UL, ARG BRI Squid ik d5 a8 Ui &«
* RGN I E M 2% LR ENLEE A TS G AR Squid MRS5S HERE; Bk
* RGN I IEMI 2% LA Squid ACBE AR 55 a5 B H bR R4y (R, %0 ) g 1EAE L AP SR A5 E el
M BEURI H bR S5 &) IR
B2, LMY, REGIEVUN Squid fk55 i e .
U L LR B DA S I IER Squid MRS 8 5
* Squid fRILM S5 A4 AC & 9 WAL HTTP Wy rh B b “alnd: 7 k7B

SSL iz A A&

ARG T LM 22 B 3R (SSL) 2 il i e il 5 SR S 1 P I FT B %) 3 2 B Web
JO2FH PR 2 G 25 o

WER ARG M BN ERS, BRI R AR IC I HTTPS M2 sl HAR) 22 4axthisll, il
SMTPS (WIRGEM) o WERARGALIEI SSL 221, "E2HF ss1 client YNIIENZ ST IVIERFIF 1
& P (Client) 7B R PV B 25151 Web N H], R Geoas izt a4 O

XFF SSL NI i, FTAE BEAR IR AT DA AR 55 A5 A5 1) 23 I A2 R L 5SS MU X1 73 7 i
Web W EEXT o R GEVUNBIRFE 20 oI s 20k sstclient BN 0 K 445K o

HI T SSL M AR i, PR GE REAE T UEAS AR 8 G A2 n s el i b g B i) 3t
IThRiRe ik, SSL EMUBEAAT I HREAE N N i SH I 2~ w2 7] JF A 1) SSL W
AT REAT AR IR AR I

FERLERELL T, B HTTPS 212 N HTTP 215 A AN, FB4 B oo W i Sl e (e 7
S UEAS AL A 55 A8 A4 K o

FA L SSL N FHFRIN, A Z50 1 3 M Wi 5 H RO U7 I 4 R o SR SRR 06 200 353 T SSL W
JHBI R FH 4% A 8 112K [ SSLAIE15 (%) URL 1) URL 4544« 4f T4 &I, WAy J5 1P Mk A4 47
SR A 4 S DL R 2 K R 2% b D7 ) P SRS T o A R MU . EEUM SSL R I (A
I, A mT LAAE N PRSI #4847 4 Hh 0 i P2 TR DU PR 8 2 T 26 PRI sst. protocol Fnid i Tid
I

HEFFRY Web L2 A

Web JI 55 a7 I 2o B HE R B AR R bty SX Gl 72 ) 35 IR ST A o A 5 I 4 B A0 S A I 2%
EHRBURHERA R AN S, RGEHERE SRR SHI) Web FZF (Web Application) 7Bt b 41l iR
WK Web W . VDB 8 AN i sl (511 . WSR AR Gk I R X 280l i 22— [ e,
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SIRHHER N RO R R A B, A i Facebook g A ) 1 SEBR 7t Advertising.com
B, ARSI Advertising.com it &5 Facebook Web W JCHL. R Eeidk v DL S| HTTP i
S URL, it Rkt 5 o) — ol Rl ] SRR eI s /X R0 T, #E47 URL HBLAE
HTTP Referrer FF7-B .

A, WRAAEHEIEN A, e L 1) Web N, 11 URL MU & R0k 25 1% URL. 1
R, R R IR A () Web W HIJ& Facebook, {H URL & Advertising.com. {£ R
LN, WEAHERZ DN F T RE sk Web NTT: ARAGINBNHEDE Web N, MR AL, sl 1240
HERFGE . FEA B b, Web N H R IEREAI -5 £t d5 Web [ H 5120 FHER IR B QIR (1 23 1%

R, WAL VR B R ), NOZOA BAERE N ] QA EHEREN DD 44k
B, EEFH 1M Facebook #EF£ ) Advertising.com ¥ite, nJ LA Advertising.com N F (1175 1] 4 il B
DU I FH 2% A

Snort 3 F1 B9 A 42
N

AR Snort 3 PLEL Snort 2 AHIF], GRS AC SRS BcA HAMNCE 75 2 AppID RINIEPT A WA, WA &7
A 2% UL SRt oL 0 s o SRR S P41 (LR T AppID

£ Snort 3 71, BRINKE DL AR N BT AT W4 IR N AGT I o BEAE PN AGEIN A AT B 4
iz

S LR REE > REREE > VRS, UG SR T AN N A

WIR2 EPE SRR > REREE > RE, sUhMIERDUMER SSL Hens .

P3P RG>+ BRES > WA KEE > WA, MR LUHR 9 2% A IS nes o

SIE 4 P KRG > RAEREE > EEEl, SR i (), RE st REEEE > URL £
+ LUIMBR URL 514 sl P 15114 o

SIS T RIAMIERERIA DNS B, L FEREE > R 2 HBE > DNS, sidignfif WiE “Ja " it
PAZEF] DNS Sl

IR 6 TEU7 M HIHN 1S (Advanced) W& T, Z5H 3 HEPME S m 4% (Enable Threat Intelligence
Director) Flxf DNS it & )i {5 251 (Enable reputation enforcement on DNStraffic) 1 .
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SEFRYSE
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- EELBY

© KU EE B

B 7E X Nz F 6 25

AR S5 EAT e SO R, B0nT LB B e IR Web N HT L 25 7 il 3 F B SURE U 2%, e AT Tl
Ifa) 28 GE SR AR N I e (A R o N FETAG ) 28 1 28 2 Pl S5 E 108 (Protocol). 288! (Type) M175[a)
(Direction) 7Bt HEAT LR E o

SR S T AL oK B R S5 (0 R0 B s i 6, AR GEA RE T RGN A R ik 55 L A2t v 0 12
Wo THIER, AT UDP Jii, FRGUR I N8 K (L ke 2 iRk 55 s o

IR CRAE S — By KERE B RO BRI TR RS, RS, PR AR R B L. R
Jes ATARYE B R R O SRR s . BT S HA N B SOR I LSRR b ik 55 R A3t
FR s . (HE, BF3E S E S AN B SR AT AL ST N 25 .

B & X AN 2R P E IR =L

AT LA LT B B A SO RSN 2 R 5 SCHI R HY o

BEXMAENRFR: B8
S LR 5 B C  RE AT = 0 1 5 SO F A 2% -
[z AR #13%
SR DN B R TM o IX AT L AR GER A A N s 2 SRR o

WAL N THAT L S IAE CES N R g E D , Wik $eak fl gy B P TREHE
[l (User-Agent Exclusion) Fric fIMN HHMZ.

L RA
N7 FE ARG 45 R BB o
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B
I FHAGEIN 25 (K 44 K o
il 28 28 B

Wrillgs s, BEAR (Basic) i34 (Advanced) . FEAN RIS E7E Web FL T 4E A
—RANFBOM AN o g A I 3% 2 AEAMT B I 0 B e X lua ST EAE T,

BEXMASNRTFR: SRR
A LT 7 Be B AR [ SN PRSI 5% (A A

1]
RS Y A SRRV, BFEE P (Client) 5fRSSEE (Server).

1w
DL A A RN IAE B AL R AL E, B B R S (RGN IR R AL ED
Hid.

DU B AN 0 T ITAS, VL AR I ikvh S as R AR Kt A S BOR A6 A7 B BT 1)
FHEORE 1. BN, EEREEEERHE 5 AT R, TEERT (Offset) BN 4.

ke
B PR ZEEY (Type) AOCHR B 747
i 0
R 85 A AR ) 1
Y
ST IEFEIIPIBCR A € 1t w7 2888 (Type) 1452 URL “7BLo

L CLARAERAEF UL T, 18AEZEEY [Type] M77 18 [Direction] 7B i J SR £ o & 15
BN A 25 28280 Web W 2% 7 s 508 T 3L

ol E St il LA T[]
Web 1 H HTTP #E (Type) HAEZLE! (Content Type)
5{ URL
RTMP i
SSL T
& J ki HTTP LEOWHPRIE
SIP T3
TCP 1f, UDP 718 (Direction) 4% Fif (Client)
INAER7INA TCP 5 UDP J 18 (Direction) JAR%EE (Server)
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g"é Eidl

=

By N R AT R SRR SR B R E T 48 CIE PR YL (Protocol) 7€ . IR L+ RTMP 1
MG MIRGHK s URL B RS (Type) 7B .

)

AR R PRI YRR, RS A SN RIS SO B PR EHERRI

il g TR EBEHE

Ascii FAFHRAEH ASCH 4ifd .

PAZ FRFHR RS 20 B B P commonName T B MH
RS TR U R 5 B0 RAR S content-type FBEE -

+ it FRFRAT S B R

LB TR H RSS2 N L AP organizationName B -

SIP AR%EE (SIP Server) | FAF &2 Bk From F-BHIME.

SSL F#l (SSL Host) P& ClientHello ¥4 5 H server_name 7Bt [ 1{H
URL P HE— URL.
a4

S A B A N B A4 2 S8 2L URL #05r. Bln, A
cisco.com ¥ L www.cisco.com/support fll
www.cisco.com, {HAJLI www.wearecisco.com.

APRKE FrFEJE GET 15 Rk 7 user-agent B HIME . ‘b n T
SIP #pil, RN FAFH I SIP i1 B4R Sk user-agent 7B [1I{H -

URL

K H RTMP 20856219 C2 W S N swfURL Bt )58 % URL 537> URL. EF RTMP 1F Ky 1%L
(Protocol) I, FRZH BoRit P B AFEE (Type) 7B

\}

ERORIE IR BN B AT B SR URL #65y. Blan, i\ cisco.com BFUCHL
www.cisco.com/support fl www.cisco.com, {HAJLAL www.wearecisco.com.

R EX BRI AR
A LR 7 B RE AN 2 SO RGN &5 A C B AT 5 SRS o
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N =P Sk

N TEAL RN @ E S GUASHTEREEHTD fnrfett: IEES (Very High) .
= (High). # (Medium). { (Low) S3AEEKX (Very Low) . IEFfAeHiIA N FH KL,

%3
50 L 0 A D LS P 59K
08
B
&
B4R
R

N Tl A 2 ks H 2 nTgetk: E¥ S (Very High). & (High). ¥
(Medium) . 1 (Low) SRIEEIRK (Very Low). iEFfxfefiliid N k.

PRE

FRALA OGN A I LABAE B — AN B A SObsid . SR BN 0 3T B3 S 5iE (78
SRR E D, W2 N A A PR IBHERRTT (User-Agent Exclusion) frid.

B & B & X M Al 2=

TnT DAPC B A e 2 OB IS 45 o
K

B EERE >+ BTRES > SR > BEXMNAKRINEE.

P®2 S B E XS (Create Custom Detector).

HIE 3 i A\ &FR (Name) F1ift BB (Description).

HIE 4 NV NPy Rk RN A Y (Application Protocol). #545 DL Rk $#%:

o AN BA N OB A NG (i, SRS AR AR R R E BRSO T

AR PR N B
o WSRO D P E SO N G R &, IR GUEE e SURN ., 28 11 R R IRy
PATHRAT

HIES LM SR (Detector Type) LUIEFRE AR (Basic) ik 52Kk (Advanced).
HIE6 LE.
HIBT ALE WM o A ERAE o nF AT 1S | EEHIE S BL:

© QURACE R REAKT NG, 15 4R E TR (Detection Patterns), f1#i & FEACK I & 1 i)
R, 5 12 sUh Tk
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o GURECE PR S AN g, TR H 2 AR &4 (Detection Criteria), UNHs & =y 2 sl &% A 1
Kl 445, 25 13 TR TR,

o QU RBECE N AL 8 (EVE) Kllgs, &6 B XEVESRE AL, WA TR e EVE i
B T

EE
R A R SRS %, B SR A AN AR A RER A R Jua SCPF . SRR KA 2
SO RE BGHIIN BE ) 3 RS T S

SR8 o, (EHEUREHIR (Packet Captures) MLUHAII S, At (e SO PSR &, 26 15 10
g .
TR fREF.

a4
WRAE YT ) RN A SN, R S 2x A shis, JF HAERH I A e .

T—F M4
© PSRN ES, WBEE AT AR IS . 5 18 iR ik

AR ERM
1 SO RSEIN 25 AT o SCRIN 7B, 5 7 0

B PEXRIN A
SR R SR 27 T AR DA K T i 44 48y

A

AR QIR E XN LV Snort HERE, TICAHEFPATAE L. RPN, AREHRES TN
Snort FEREIF SCVFEEIGY s HLJR A AR 2 AT 7 30oh AR AT T B . AR M 1Y)
8] Z A DR A ERGE N, B T s B 7 30 A RTEAfE R, 1S4 Snort
JATREAT N o

FHIEZ Al
 THOGHCE H o SOV Ph Rl 2, il & H o SON IR ES » 55 10 50 ik

UK

$IB1 A6 B E X AN 2R (Create A Custom Application Detector) XfifHEH, itz F (Application)
f‘&?‘f B/J uJ\\jJu ( |—)
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P2 AR (Name).

FIE 3 IR (Description).

LI 4 Pl 55 ORE

RS EHEXEE .

PI6 riihi “I7 (Categories) 55 KRN (Add) LA IR, JESENFIIZEMAFR, B MZES] (Categories)

N HLAREEEILA F .
BT sl bRl S R A bR L, RIS IC AR, B AARIE TR RS I FR L .
pE s

EE SRS TR e OGIER 1 E SON TR N85, S5 2BUM I8 21K Ik NSG.

Nil

B8 nlihE.

T—5#tta
 REETEE 5t SUREFID OIS, A 1 USRI . 510 SOBRE . AU RAE
WK, AT RGA LI T

HXEH
F1 52 SUSLFFA I S RO P 2 SURRLT 7B, 587 T

8 E BRI ER PRI H AR
T LE T 5 SIS SRS 3 L 2 1 T BIMSCHR R ko IR B 4 T LR
SRR E AR, ZESFRGOL R, NP Py e ST T AR, LRI 25 2l 30 D bl
W

2P DA DAL U0 5% T A P T (i S 4 3R ASCIT B 7N HE T

FF6 Z Al
* THARCE B E SON PSR s, e B e SOM RIS 55 10 s ik

UK

PR /EEIEHNSE (Create Detector) JUjfl ¥R (Detection Patterns) #i4-H, sidiifiin (Add).

SR 2 RLA (Application) N 813 i FE .

PR3 NEB (Type) ML PR FERALN,

W4 NG TR E N EBARVC A AR A R

FIBS o, BANRB (Offset) (LFIT AL

HIR6 o, B LA A DU N PR R, E AR OB P BN 1 B 65535 2 (R . AT
M2 A0, 1S 5 kae.
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S 7 LA E (Direction): ZFi% (Client) (RS2 (Server).
$IE8 LRE.

R

SRR, A IR R s Mg () .

T—% it a
o AREENCE B E SON PR SCR a5, e s e SON RO ES 5 10 SO ik A ZSG IR AT T
BRI g, AR5 R4 REAE L B i .

AXERM
TR e R N R A 5 28 13 T

18 T & Pl 25 AR S

A
AR A E SR SRR 2, BB AMBAA B AT Jua SCIF . BRI E A I 2 200
Pk B SRSTI B 7 3 J3 57 TR o

A

AR AN LAk HANIERER ua SCAF.
FE S lua SCAFELE B E SON TR NG R . G B E X Tua SCAFRG 2R 2 Tua AT 5 10 g0 IR
AEFHE C-lua APT 2256, JURFERZUE B A LU R AR lua SCIF:

A =7 I AN 2 Bk

* lua Z i 1H 5
o JFUEAS I #5 FFRN A5 -
* OpenApplID Snort f:[X ##Ji:  http://blog.snort.org/search/label/openappid

)

pEd

https://www.snort.org/downloads

RGEASCHFG RGBS VO 1) Jua SCIF.

FHIEZ Al
 THOGHCE E o SOV PRl 2, anic & H e SO TR E: 55 10 50 pridk

o LR BN ) AU R 1 Jua SCPE, DY EIEATRLN Jua SIS . 470G N B IIA% SC 1T
MIVEA(E R, HS I AE BN BRI EAE S . 28 15 UL
o QIR B E SO TSI &5 B0 & AT 2K Jua SCIF.
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i

SR LE Y SOV TR I 2% (¥ 61 32 46 88 (Create Detector) UL Ifi )48 &4 (Detection Criteria) #i5>
i, midiiRAn (Add).

P2 SRR (Browse..) LLSHIE . lua SXFIFHIL A%

PR3 AHRE.

T—F Mt 4
o ARELNCE H o SON PR SCRI &8, e e SON I ES 56 10 SO ik G IRAT IF
Wam RIS, K5 RGA REAE I LM .
AR EM
TR REA RN 25 h AR AR, 2R 12 3T

AT ARCE A QW A SON R ES,  DURE I rT AL S |88 (BEVE) Al 21 1 BERE MU B05T N H] sl
AN

FiaZ |l
 THOGHCE B SOV PR SCRil &s, il & 5 SON TR IES 5 55 10 50 prids

P fE “BIENES " (Create Detector) TLTHI ¥ “In# nl ¢k 5 % FE /0L (Encrypted Visibility Engine
Process Assignments) #7311, siiidRan (Add).

PTIE2 N\ #HEZWR M RNHABREFEE 1.
pEib
AT DA R IR FRP NSO, XX KNS ZEN S EVE R3] 186 D3R A4 FRULHL .
s/NHIEEEFEE vTLUZ 0 2] 100 Z A PATAECT . X 2EESE T mBAMCHEREEEESS 7
Borb ORI
HAXMEBEARUHEREGESS FBIGEE, W20 (CiscoFirepower &l HUOVEEIFR ) “i%
PRz 2R R B 4T .

T3 AR EF
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SRR A AR RIS SR T A, SR ORI . A OCTEAE S, IS Eas A I, 218
o BTN ER I, A IS ST AR 21 7 K S B O EVEHR P FTD.

Tt 4

o GREERCE B SON PSR s, e s B SON RIS 55 10 TUh ik b ZE IR AT
Wk gs, RJe RGA e i .

i B & X R A i 25

U AEANAT R e B 3 (peap) SO R0 5 K0S B e A7 SRS I (0 2 P B ISLFRD L2, I AT 4 3% peap SC
PR E SO N PSR & o JERHE BT a7 5. T3 ) peap SCIF, AT AN SR

Pcap SCAFAAZ00 256 KB B /s AR BT XA peap SCAFIIGURIIINGS . B kB B 02 A
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