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i 33 F AR B T E SR 2R 5
BRI BT, 65T LU DL G SR . TR < 157 Sb, AN B i
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R ] B8 PN B8 T R AR I o 8RS Bl N TR] 18] B 2 11 P 1/ S0 ENL S I, A2k
L RESEIE G

o AR SO P S 1= RS DN 18 g R PN T 2 11, Sy /B0 MU v vt M DRI, i
HE B A R e (0 0 L R FE o BRI 00 (0 RO TR, (HIE IS AE, X
A RE SR R LU (i 4 IRl I o AR R U I T AR B 2
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* [8)F% (TCP/UDP/IP/ICMP) - 60 )
« TCP/UDP portscan i A%{-120.
* TCP/UDP i 13513 EHEE-180.
* IP iR L2 -30.
* 1P 33 EHEL-25.
* ICMP E#HL# EHEL-50.
o H- RG0S TR R A S /P00 E RO A58 . HJ2, ARFRRERE N (] ) 26 skl B

B D) WRES AR R RIS BN IR g R PR . IR BA IR LS,
MR R

* [8F% (TCP/UDP/IP/ICMP) - 90 ).
 TCP/UDP portscan if F#1-90.
* TCP/UDP i 13543 EHEE-150.
* IP I E-15.
* 1P #1333 EHEL-20.
* ICMP E#HE#EEHEL-30.
© &~ SR Ay S ARG DS BE A PR IR TR B 1, O A s 1/ LR SRR v . AT

G, RS AN M 1 A 1, i v RER B, DA T RETE B P AT
Wi e i, BRGONT RE S UK R Z B LR, JF e T B B 1R

* [8F% (TCP/UDP/IP/ICMP) - 600 ¥ (10 23%h)
 TCP/UDP portscan if [#1-60.

* TCP/UDP im HiFHEHEE-100.

* 1P A E I E-10.
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* IP Wi EHLEL-10.
* ICMP E #1133 E M EL-20.
s BEX- MR FERE 5 HATUE RS LA R AT &, B0 B e RS

H, gl AshUIe] “ Q7 o WIREHEGEI, THGESE S P ik i LR g0, A
Je MR 2 4

AR BURE R A Fa ]

IR R BT, RGN ERES TCP. UDP A1 ICMP #IEA50H A0 75 B WY o AN 29 AS B2l (1) 3%
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IR RIS A AE SO VEAIBEL R 3, JUDRR AR SRR R L i et 2 ) 0 22 S b S AR i 1 el AL
FEALBILIE R RO T, AN AR

AT ANIE T IR TP C O 4% LK) UDP/ICMP 4%

W, SRR, o RO 120 BRI, TE48THBOR0E R 120 1Y 10%, B 12. BLF
SELEILACE T RG] A H ity 33 F A R s 491«

o Wb RO S H AR 131 AN L RER:, A eI Aol I vk 8=131, KT BIfE,
HHRTBAEMIN, PIEA Sl A b SR .

o Wik # RS HERI 131 AN D ER:, HASH CHIA 121 IR, el 10 Ko g T4
=131, KT HEME, BiEguOir50=10, DNTHELREME. Kk, Aok D328 .

© BEGEFE SO FFRI 134 i I FERE,  FARE @A 121 O, A 13 K. i -4
=134, KTEME, fE2m 0t 4 =13 Wm THRL Mg, R, 2l R

B AR B 22 Sk R SR 515
BEXH
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AERTTFIRERCRE R, S CETHE (R LS B et . R, ML A 254
S, LB IR, LA R
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5 DB B A 4 1 BN DR e B [RIRE, BN UE I B & A BRI, SAEARNY
DA R AT 42 1 _E Bl

S TSN Dy i A SR B ) A HE 4 5 Snort Ay 3 48 A HE R AAR R, (RJE5 JE o
FANAZ RO BT W] SRIBUX BE A o To iR S8 I AR SRS SR ], sy U6 A 1 5 LA .

b WEEE U iab SR E NS
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1 SEAERrARR T A A
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3. PIEERBULIN . ML RIS RN 20 FhRgE . R IE SCRRBUR S S ANE
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IREN AP TR NZ S S (V5 o
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Uit ARG EC B AN S FF FQDN, Gl AT #EMS . any. any-ipv4 Fl any-ipv6 WMZEXT 5. IXEEXT R AL R
M3 (Monitor). ZREFIFETEF (Ignore Scanner). Z.R& B #x (Ignore Target) fHEF% (Exclude)
BT

TR ARV RIS R A, NIRRT RREMNES Mudisk PR SRE. Ra, s B
M5 iR (©) -
WIR2 AE BRI B, B R s O3
© 2R - RGP UM I . RO BRI, BT DU RE BIEGIA LLCE SR BE B

o AE- AT S AN, (FLOCAE H I B R e AR o R 2 RHBE I B B AT HRAE . AT
BB AT SRR, BB B el 5 DA St 22 1Rl .

* B SAAT S R DN O L S YU (R, BIEAERAT S LR 3L

PR3 ACE FEIEEF L.

VR PR IR 2 TR P26 AR NIRRT, DAL 1 I A2 M 428 P90 5% IR R A AT T i e
HArENL. BOAEILN, REGESRIEITA M EAvErEsL.

o TEARIM- PR IS I L S S ERER . 1T, R WiE. BN RIF.

o Mt SR XTI R O I A0 K (RS B A R % . TPva 8
TPV6. P ST R A A 52 5 o 24 0414

© ZBEIAAZ FF- M52 ML 48 AV R A I SO S IR LB R 2% (R I 28 X B o o, R
BEE T B O OO S, T DL S i Otk DUk S AN s B IR . 1520
5 52 A P 28 AR i, PR Ry S e bk e 220

© 7 B AR- PR SONAE N H AR 20 (0 LR 2 CRIS R il K 2 ) M2 4.

FERA piil BE EUR, Rk R B .
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Rk “w” , BWREREIIEZHME, e MBLE 2R BOAGN “H 7 o RGO
KL TES D I R UE SCBUR S, B 1 T

P, AT LA IS4 1 B SEAE:  TCP. UDP. PRI ICMP. 01 88 0 ] T2
AR, REUEBR S AZESh “BEX .

FERA GRS, IR TS
o [BIBR- A8 HY A S AR E s S B AR IR R YE L AR By o i, Qi SRk 90 #2
F1 60 K TCP i 4140w L, WA FERE 75 B2 7E 90 #2253 ML 11 60 DNim T, A2k
Rkt 4 . AT 2 R N s 1 PRk BN G T s FD 1, &gl &4
A
180 LR E 30-600 F02 [ (Ve o B IA) B, BN LR R ) ok F 3 FE e 1 T REME iR .
* 3% A F3$ (TCP/UDP) - S8 15 W45 Ho AN ML o V3, IF48 2 26 0B Y 200414 1 ity 11 48,
A Re vt Ay R B . SRS Y 1-256.
* i/ 07533 (TCP/UDP) - L £ & X 2 A B P 5, 598 72 AL RIS Py 200k 45 5 b 1]
P2 > EHA eV A DE R Sd . REFTER Y 1-256.
o WS (IP) - L2 A N FE A ML B, JEEe e E R N A2 s s, A et
KPR . RVFIVER Y 1-255,
WA (IP) - PR S A M 2 AN VL PR, 4R e A2 I B P L 200h 25 e il £ /b &
HULA BT M P isdaiBeat . RVFIRTEHE Y 1-256.

« EHEA (ICMP) - IEFRTEHXT 2 A NS ICMP EHWEH,  IF4RE 7] B A 26 204 1 3=
LG A RERs Fut o EHLHHEGE . SRVRIRTE R 1-256,
SRS WCRGESE TP, Ry BR GER G B

FEPPIREATT, SAERC B RIFRRSEN A B ShFH LR EALRE B T A U M 45 . S r B G
AP EZH, R E TR AR L
* HERR- A2 AR 00 26 (10 PRl N 66 2 SOMEAN B B BE LE PP HRER (K L BRI 2 g R 20 . BT s
TR R TINS5, Raith AR,

o FHEEATIE)- N FH 1 B S BH A F R R AL A AT R R i (AR BT
BRI EEan, NS BaERR, JEH T DL OB % & Rk R . RVFRIVEEA 600-2592000
o BRUME N 3600 72 (1 /BIED) &

R FLETFEHOEBHIE TN, EEE SSHIERL B IE T LB kB, I8 clear threat-detection
portscan attacker 4.
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S I 3 ST RS R SRR S 22/ S ID (GID) % 122 L Snort
ID 1% 27 MAGRIHF. XETARSEPE, (PRI 2N (port_scan) 4. ST LT
17 BB L PRI K i L b
AR, B EERRE >+ RRES > AR > B
Tt MR S NAP REFEATIT, Portscan # AR IIKSEF. (L4 KRS EIL 2y XX
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e NEEEES

i O3 28

NREH

TCP %A Wi 70 Ai sCf 4

122:1 (port_scan) TCP it 1414

TCP 5 3541 122:3 (port_scan) TCP i 1% 17

TCP s A 44 122:4 (port_scan) TCP Z3 A5 23 14
IP R IR A X 4 122:9 (port_scan) IP Pill414ifi

IP P+ 122:11 (port_scan) IP B394

IP 73 A1 X4 4 122:12 (port_scan) IP 734 0 13

UDP M. . oA XF 4

122:17 (port_scan) UDP %t [ 4714

UDP ¥ 154 122:19 (port_scan) UDP i 1354

UDP 73 A A4 122:20 (port_scan) UDP 43 A 23 144

ICMP 14 122:25 (port_scan) [CMP $-14

Uity 144 BH 1 122:100 (port_scan) ALK sy 11475 sh 4 BHL 1
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* show threat-detection portscan [attacker | target | shun]
SRR TP Huhik . ST (BHAED AR LR E o 1 B 471 H AR ) L

* show threat-detection portscan statistics [host [ipv4_address | ipv6_address] ] [protocol
{tcp | udp | ip | icmp} 1]

R 5 MRS GHE B BT E BN PR BRI, DOR v
Bt 45 B

* clear threat-detection portscan [attacker | target | shun] [ipv4_addressmask |
ipv6_address/prefix ]

FAIHGH LB (BGEhE) BERBIN Hbr. AT SIS, LUgERITA BGE
F bR e T 1) 4L

* clear threat-detection portscan statistics [host [ipv4 address | ipv6 address]] [protocol
{tcp | udp | ip | icmp} 1

@%%wDHﬁW%MLWED,u@WWUE%%ﬂQ%LL%m%H?MéW%* A
Tw%ﬁMWvU@M%ﬁ%ﬁF% o, FRE TN PNV, LUK RN
FE I H .

HWGE PR LE E
T RAE B A MG I, I FLRGEFHE T R ATE A 2 Bl i AL, AT ULE SRS i ) )
W15 FL SO PR L2 BT TS O B - % AL
BTFFIOH LT, 388 kB EV IR ¥ CLL, A5 %A clear threat-detection portscan
attacks fiy 4. f1u0:

> clear threat-detection portscan attacker 10.2.0.100 255.255.255.255
1 tracker object deleted and 1 shun entry removed
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St T s DA . 7.2 723247 | e i DRI g, AT LR R AR g AR I BB 1
Snort 3 . B LI ERP RIMG, WERBES, T84T Snort2 ¥

F A SBATIRA 7.1 S SR RRAS (KB 26, 4R S0 ] W4 2 23 S 14T
g I A I o

BTG IR e FATT IR Uy 1] 2 H SN () vy LB TR AN T BB

BB M4 clear threat-detection portscan.  show threat-detection
portscan.
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