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TLS Server Identity Discovery ®

Early application detection and URL categorization

We recommend that you enable early application detection and server identity.
Since TLS 1.3 certificates are encrypted, for traffic encrypted with TLS to
match access rules that use application or URL filtering, the system must
decrypt it. The setting decrypts the certificate only; the connection remains
encrypted. Enabling this option is sufficient to decrypt TLS 1.3 certificates; you
do not need to create a corresponding SSL decryption rule.

Revert to Defaults Cancel m

TLS Server Identity Discovery ®

[] enhanced application and URL detection

Enables TLS Server Identity Discovery, allowing the firewall to extract
certificate details such as Common Name (CN), Organization, or Subject
Alternative Names (SANs) even when TLS 1.3 encryption would normally hide
them. This improves policy accuracy without requiring a decryption rule; the
original client connection remains encrypted.
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