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c) AUl (Add Rule).
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e |

d ERFEBRNA, AR AET—%.

e) IEFENMEIEIE Y ACL X%, Rt T—4 (Next).

)  BUHERBEHER TCP F3IS.

g (WL ) AR TR LRI AR R I

h) R SERCCAAN IR o G, R I R 45 SRS R T A
i) SSTHERE DA IR S5 SRS BT AR B

i) AR (Advanced) IR,  LULRAEX U i) 45 i S0 BT AR B8 D5

DUAESE AT LUKS 5 008 152 520 (10 B 4% o

W82 IR 55 SR AR

Ak 55

TSR LU I B CLI A% IR 55 S AH DGR R DU 2 — 28 F i 4
* show conn [detail]

WORIERAG B VNS B bR SRR R F R R E R . i, “b” b RN SRR RN H
TCP REZAT

A detail JCBE TN, BRT DLAA AT R RBCE AT (DCD) #RIM IR B, 3K & Slos A&te Js A
@ﬁ%%ﬁ%%ﬁ$o%m,ﬁ?EMDanm®%‘Aiﬁﬁ%ﬁ%MT%T

TCP dmz: 10.5.4.11/5555 inside: 10.5.4.10/40299,
flags UO , idle 1ls, uptime 32ml0s, timeout 1mOs, bytes 11828,
cluster sent/rcvd bytes 0/0, owners (0,255)
Traffic received at interface dmz
Locally received: 0 (0 byte/s)
Traffic received at interface inside
Locally received: 11828 (6 byte/s)
Initiator: 10.5.4.10, Responder: 10.5.4.11
DCD probes sent: Initiator 5, Responder 5

* show service-policy
WORIRSS RIS SR THE B, A R ACE AN (DCD) et 5 &
show threat-detection statisticstop tcp-intercept [all | detail]

BEEEZUEEIAT 10 22 R RS 8% . all o8 7 o T gR B IR 45 2 10 D S #dks . detail 5%
B BN ORFEE G . AEERAIBG N, ARG ST 30 IRBGEIRBCRFE, Rk, ZEBRIAR 30
SHETN, B 60 BRI —IRGiTHE B

R %A 7= 451

DA T LR R e 55 SR R < 451 o
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*1P AR S5

Ri0E%5 % % SYN ok Dos s (TePzin) [

#2725 SYN 7Kk DoS It (TCP #=&)

IR RS SYN Bl A B BN, BIRR AL SYN IZHELIRST (DoS) k. X484
PR AT HOR AR TP il SYN il WSR2 RS IR 5545 SYN BASIAG LA T 78 itk As, e
IRACBER B AV IR K .

LRI E R B, XA BT P E SYNZ kBl o P ITHEHSZ VRS H AR ] 0 A 58
BT K

M R AT ZE R R {E ), Firewall Threat Defense % 78 24 I 45 #5ACBE, i SYN cookie J5¥2: [i]
%73 SYN iH K AE B SYN-ACK Wi, AFZE A AR H AR BHLE SYN BAFIH . SYN Cookie /&
76 SYN-ACK HIR[FI[WA UG 7 H1 5, & MSS. I T BRI HAB I H B R, T A% 8.
WIERAEAT 2LV [H] 26 1 Y Firewall Threat Defense W 22K B 25 3 (1 2 AT 1IE#7 515 1) ACK, 1] LLX}
SRR i S AT B SR UE,  IF HARVRER R RS A . PATAREER AR TCP £

BEEER R AT LRI IR 55 45 % SYN SZ it oot s, @ nT LUESF R TCP £28eiH5 BOT I
PSR IO R U R 2 o 2 S R o

FHia Z |l

o TR DR B0 AU BRI T 2R Y7 AR 5545 L) TCP SYN BUK TAERASI. 70, £ SYN
Iﬁlfﬁﬁﬂlﬁﬂ AT P A T W A5 4% o O T RE AT BB 13 BRAEL, T A A AT IR 55 A A
+ ER AR SS A RS O

* HRFE Cisco Secure Firewall Threat Defense® 5 4" CPU W#Z %, HTEAWAZEBIZERER 5
ANRL, - d5 K RCRH IE AR G S R v Rt H S O . AERREI R L N, R & 2 Ui

n-1 NESNERFIYIHZER:, Hh n 2NZEE. i, MRS5S H 4 M0, MRET 6
AN HREFERN 4 DHIERE, IS AR 3 DRGSR . Bfie S5 NG, T
7E1E % CLI Hi%ii \ show cpu core fiy %o

21 G E SR ERKY B ACL, 24 REERI IR 2512 .

Blhn, B XEEUAE A IP Huhk 10.1.1.5 F1 10.1.1.6 53 Web IRZ5L, EHUT UL #4E:

a) AP >iFayE > TR

b) AdRMT BiERR.

c) AKX ANEFR, HlU, protected-servers.

d) AR A ) .

e) IREFRIFERIE.

f) KR (Source) FIEK =, 7EB#R (Destination) 512 F 7N 10.1.1.5, #R)5 25330 (Add).

g) Ik4h, 7 B#R (Destination) 5113~ i 10.1.1.6, #RJ5 sidiidsmn (Add).

h)y  AidEmA (Port), MR O 4E %P FMC_CONNECTION, #RJ5 i B#x (Add
to Destination). 1% 44 KR4S 25852 FF HTTPS #4482z, BT It K o

) sl AR DU S % ACL.

EEL N |
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B #rms2%2 syN ok Dos Ik (TCP 128D

) RdHREFERAE ACL XA
IR 2 WCE T W SR R IR 45 SR R
fltan, EORE IR R BR AR S 1000 AN TFRERER - i IR IR B8R 50 A, IEHATELT
A
a)  JLPEREE > REREE > WRHES], SRS gIE S BCLS T E IR S5 1R T A I SRS
b)  RUHEUERRATREMNES More) FHHi kT HESRIZE (Advanced Settings), A i miili B
BhRG1EIAR 55 55 B& (Threat Defense Service Policy) ) 48 (£).
c)  miiARmMmFMN (Add Rule).
d EHERMNA, ARG AET—9,
e) IEFENILEIUAIERY R ACL 5%, R T—2 (Next).
0 NiEE > RAWEEREEGA 1000,
g)  ANBNEPIHINERE > R XEIEEEM A 50.
hy  (afike ) MRS A R A LA R R I
) RTSERC ARSI . T Db, R A I I 55 S b ) P A A
J) RUHERRE DAORAERT IR 55 S BT AR B K
k) miliER (Advanced) THRARTE,  LAORAT X7 [ 42 il S B A ) B8 4

$IE3 (k. ) FUE TCP 84S B,

TCP #2308 1 L N IR TR e WA S T HE B R . Fr Al A BRI, DR X S i R 457

TR, AT LAk b,
o ARG - P S MR A RN, ZAEA T 1 B 1440 22 AP 0] . BRI N 30 234, LE A b
W], RGAT 30 IRV HURRFE .
o SRR - KRG HEW BRI BIAE, ZENT 25 3] 2147483647 2 Al BRINE A REFD 400 4%
R SRR, W&KAERARSHEMNE 733104,
o SEEHUR - KRG H G S4B R, ZENT 25 3] 2147483647 2 0], BRINE N E
200 408 BHTFECRR, Wk R R g H &N R 733105,

TR B OX BRI, AT DL N A

a) EPEXTER > FlexConfig> X AM K.

b) Aidi threat_defense statistics £ 40 E XA %MK Hwig (£).

o) HARMPTDLEHEN SIS, PN L Et B &M, R siiRm L e d & w5 .

d) BRI ARG SRS IR £ GEE Vs ISR /B0, ARG s an LUK A 2 2 ik 41
xp.

e) miii# 3 (Override).

) MG 3 AN H, ISR 75 22 AU T3 (Count), H 23848 3 M4 H

g)  F&HE -3 T AN BT T A A R R B . SRR R Y% 15 2 I X 5 Ut B LS AIE 485 02
T3 e LA PR L2 A\ AT

h) 7F “XTRED” WHEHET 5 TR (Add).

i) 7 “HRiESCARN G REHET TR TR

S 4 B H TCP 845 5.
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{& Firewall Threat Defense 1% & R R7EIRERIR A L .

REALZNMLE. FlexConfig Mg LLH H] TCP #4415 .

a) EFIEE >+ BREE > FlexConfig.

b) WHRCABAIHCEMS, WA TR SN, AR SRR IR L LSS S R A

¢) EFRATA FlexConfig 4112 H 1) Threat_Detection_Configure %%, SRJq fidi >>. AR N
FIFTi% M Flexconfig #1124

d) miifRTF.

e) (Alik. ) #w] DLl fiii S AL & Tk £ H b — AN BRI UE 2 75 HAT IE I
RS ERCRAE N UGB WIS N 1) CLI v IX L8 A5 A4 IR 45 SR ms BT i (1 i 4 LA 2L
SRS I S8 VA5 BT T IR i %o TR BB IR ) G LA A B DNy CLY. i A FHER A, TCP#+2
BEHE B AN R CHiEWHR WL ORI 78 -

###Flex-config Appended CLI ###

threat-detection statistics tcp-intercept rate-interval 30
burst-rate 400 average-rate 200

YRS BLAEIE AT LICRE S SO & 2 32 5 B 4%
FIR6 A LL R B CLI 4% TCP #4848 tH 5 B

« show threat-detection statistics top tcp-intercept [all | detail] - 25 Z Bl IET 10 4 24851k
44 all ST W BT AT W R R IR 25 25 1 g S 250G . detail SCBE 7 W oR g SERFE R . AR 0K
BIBGP, REAIAT 30 IRBGHIRECRAE, [Rtk, 7EBRINK 30 08h N, 4 60 PSR Gt 5

Ko
iR
TR LME T shun 4 B BB 0L IP Mkl ZEMERFH ISR, 5 4EH] no shun fir 2.

* clear threat-detection statistics tcp-intercept- i TCP £k 48115 K .
w5

hostname (config) # show threat-detection statistics top tcp-intercept

Top 10 protected servers under attack (sorted by average rate)

Monitoring window size: 30 mins Sampling interval: 30 secs

<Rank> <Server IP:Port> <Interface> <Ave Rate> <Cur Rate> <Total> <Source IP (Last Attack
Time) >

1 10.1.1.5:80 inside 1249 9503 2249245 <various> Last: 10.0.0.3 (0 secs ago)

2 10.1.1.6:80 inside 10 10 6080 10.0.0.200 (0 secs ago)

{& Firewall Threat Defense & & 2 R7ERIFEH

BRIANGE T, Firewall Threat Defense N AEEREERG i L SR MR A . BF H B, TS0 E T
WA A 6 E P AEAF IS TR], FEBE IS ICMP ANl a8 v B R R B . ZEs ik H i, oA 20 g &
25 SEME IR IT IR EE ICMP - & W B S .
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. {# Firewall Threat Defense 1% % 2 R REEIEH £

A\

AR RSN, RESEFTTL N 1 REERE, B AT NER, arid & EwizEs
Al Ref S B BOK TTL B . 15, S48t (514 OSPF hello 1) Ki%Xmf TTL =
1, Rtk 2B A7 TR T RE S S EURANE B 2 LSRR, 1 I eI,

UK

SR QI ACL,  LloE SCEDFLR FERERES dil i U =R
flhn, ZoHPT b (HAVES OSPF it & SURER, T AT EL R #A4E:

a)  EEWR>IHETIER> TR

b) AR RIAEISIER.

c)  AXZEAN—NER, U, traceroute-enabled.

d)  EERIRBLZ I,  ATTHEER OSPF.

e) HHERAFENCAMILE (Block), sidiimO (Port) &M, #+¢ OSPFIGP (89) 1k B #rim O
(Destination Ports) 4113 N /7 IHMY, AR5 s i in (Add) K0k b islas in 2 irik 51 3& .

) Y RUIMAIERSH” SPEHE SR, Lok OSPF MU N3 ACL.

g) i AR ARSI, A A AR .

h)  PREFRIFEAE, JRK U7 M CHRR” SRR A

i) AE Y RUIMFIFRSE” MEHES AR, OB RS In#] ACL.
fifif& OSPF $E 4R SE T “ AAVFITA 7 M. g A%, i LA s .

j) A YRV SRR MHEHES RTE, DURAE ACL X%

HIR 2 e EFH T3 ek A A7 A TR P IR 45 S B

filtur, AR A A, AT LR 1R

a)  IEPEIRREE > REREE > WRRE], AR5 g B T B RS 1A TR R

b) A HEARITREMNES (More) Nk HIERIEE (Advanced Settings), A5 s EL
B E1 AR 55 5K W& (Threat Defense Service Policy) 1) 448 (£).

c)  miiiARmMm#MN (Add Rule).

d EFERMNA, Rk AT,

e) EFNIMMIGIEKY E ACL X%, KRG AL T—3% (Next).

f)  EFEBRERTTL.

g)  (Alik. ) AR TR ZE I AL R I

h)y AU SERC ARSI o T DA, R U T Il 55 S ) T A A

i) HE DURAER RS S T A B 4

j) miER (Advanced) TIRTE,  ULRAT AU i) 445 il S5 W BT A1 B 05

DRAEAES T DL B 30 28 380 52 52 ) 8 4% o
HIE 3 B ICMP /N AT 2 v 803 PR A
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a) EHFRE>FHRE.
b) WRCHRADELHRNE, WA T oA I, 5 G IR b B A 5 1 SR IR L i
g AR &N
c) MHZPIEF ICMP.
d) HIEERRS, filtn, BEna 50, EETREIL A B RA KN NN 10, DA PR AR AR BRI N A

JSCA B (11 1Y o

T LK ICMP BEIR B, B TS5 K

e) MtifRTF.
W4 PRI LK o s 2 2

et e |

S I

BB 1ED Al 55 SR B& B [ SR iE %

Firewall
BhAiEE | Threat
e | Defensesx
INge {RARAS {RARAS AR
JE P 973 0 I 55 SR s 6.3 TR TS IAE o] LLAE e P70 e 55 S s T 5 Ay U ] 238 ) S S vy 208 0 ) — 30
I3 o KT LUASE FH JES il 977 400 ik 55 S s o ik 25 N FH 380 e i 2l . SCRFRY
YRS TCP ARALe . L TCP 415 . el 0 b i 2E A7
8] (TTL) {H FEIEEATI . AR R S A RN 25 7 v 15 i e R 2
BOF TR, DA ETT S o0 PR IR R B R N
Bt SREE > imEEE > ipieisHl. SR ENR, BAmBERS R
8
TP 4:  Cisco Secure Firewall Threat Defense
YEIERER I (DCD) [ % | 6.5 A=y Wi A FAEIERAN (DCD), 7] LI#EH show conn detail iy & 3kHUA
I RN R, DA SR T R R 5 135 L EE BRI ALV AR A B %4, show
MR DCD 32 conn iy H 45 45 VRIS i s AR IR AR . eAh, FEAETF R ILAE IR S FE
S DCD.
B MG T4 show conn (UL
THEHIPE4:  Cisco Secure Firewall Threat Defense
B B A E R I K | 71 TR fan] ARG B RS Skims,  DAAEAR B3] B34 #2 BRI A A3 421 SYN-Cookie

BRI (MSS).

VB R SS 35 85 R 53 BRI (MSS) e 300 38 U 4 3 4 B KA 1) IR 5%
AR

PO CE U B SN/ IR 55 S 17 T B R E

EEL N |
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| LEET



LA S BIFARA A
BRARESAREMTRHEANBTHEIESENIRE. I8, BERANESE, NFEAR
—HZ&, UFABWRSGREAE,



LA S BIFARA A
BRARESAREMTRHEANBTHEIESENIRE. I8, BERANESE, NFEAR
—HZ&, UFABWRSGREAE,



LA S BIFARA A
BRARESAREMTRHEANBTHEIESENIRE. I8, BERANESE, NFEAR
—HZ&, UFABWRSGREAE,



	服务策略
	关于威胁防御服务策略
	服务策略如何关联 FlexConfig 和其他功能
	什么是连接设置？

	服务策略的要求和先决条件
	服务策略准则和限制
	配置威胁防御服务策略
	配置服务策略规则
	绕过非对称路由的 TCP 状态检查（TCP 状态绕行）
	非对称路由问题
	有关 TCP 状态绕行的准则和限制
	配置 TCP 状态绕行

	禁用 TCP 序列随机化

	监控服务策略
	服务策略规则示例
	保护服务器免受 SYN 洪水 DoS 攻击（TCP 拦截）
	使 Firewall Threat Defense 设备显示在跟踪路由上

	威胁防御服务策略的历史记录


