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Elephant Flow Settings ®

@®  ror Snort 3 FTD devices 7.2.0 onwards, use this window to configure elephant flow.
For all Snort 2 FTD devices or Snort 3 FTD devices 7.1.0 and earlier, use the Intelligent Application Bypass setting

Elephant flow detection does not apply to encrypted traffic. Learn more

Elephant Flow Detection ‘)

Generate elephant flow events when flow bytes exceeds | 1024 | MB and flow duration exceeds seconds

Elephant flow Remediation () i ]

If CPU utilization % in fixed time windows seconds and packet drop %
exceeds of exceeds

Then Bypass the flow ()

O All applications including unidentified applications

@ Select Applications/Filters (1 selected),

And Throttle the remaining flows ‘:)
2B XK
BRIMEOLUT, KRN (Elephant Flow Detection) V)44 4T 8 FPIRAS . 48] DATC B 72715 F

WFFLEN TR FME . e T i E E R, st bR
FANGOR G, 158 H KRN D)4t
TRE KRG RANRARUE, TEACE CPU MR %, [l 52 i 18] & 0 A RRSE ) A1 58 1 2 L O (R .
CPU A AR BRI IE IR H AN K. R CPUM AR BRI E FIBME, I H UL HAkR
BB e T R AL, WS N RS AR . FIRE, SR ESE TR CPU E 5711
Bt ., MEB AR 2 CPU LA EEG, REGKBNHAMNGEAE. B, R ERE N
ERINME, B CPU RN 40%, [ A 104 30 B2, EAEN 5%, ke CPU L, W B
B EBEGEE 5%, - HAAEHE R CPU Al FH 2 A5 30 FD 1 [l e i 1) 9 B IS 40%, 2 Zgict
B PR X S B B i
KRG IIANRFF SR AN, Gn) DU AT LR 84
1. #3337 (Bypassthe flow) - J& b4l vl 42id By de v FH el i € 28 1 Snort #6572 . LIS
- BIERIRF L FAERNBIER AR A (All applicationsincluding unidentified applications) - %%
BRI SRt Fr A N R . QSR I, TSR A AT R PR A GECRBRED .
o JEFRR /TS - LRI I Ay e B et HOA A Y el RS 12 (Cisco Secure
Firewall Management Center % %5 FiL & f5 B9 ) 37 a3l B0 — &b (W BC B N A R AN IR 28

2. BRI (Throttletheflow) - J& It F B T 3 T 303 BT QR SAG Ariiit . TRVER, T LLIL#E
J Y el JE K S Snort KA, [ I R I FE AR A
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PR U RIFRAT I

T—5Hit+4
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« K&
* 52 PRBIK SR
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. k %I}IL*—L IF”J I


https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-command-reference-list.html
management-center-device-config-10-0_chapter6.pdf#nameddest=unique_166
https://secure.cisco.com/secure-firewall/docs/elephant-flow-throttling
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B, AEBRAVE B TR E KIS EOkSET WebEx it (IS T S22 30 JEBRBIIE A
W EGERE, WA, .

* BPREIEAT KR A B 7.2.0 BT RIS, O AR U B A2 7.2.0 BOE RiARAS .
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Firewall Management Center

Search Deplo
Policies / Access Control / Policy Editor Q ey O @ ® gEeash

4\ Return to Access Control Policy Management

~ "
Home

packets + @ PrefilterRules + (O) Decryption -+ @ Security Intelligence -+ () Identity » @ Access Control ‘ [ ] Advanced

| Settings Targeted: dévi
c < > evices
Overview General Settings o Threat Detection o
Maximum URL characters to store in connection 1024 Portscan Mode Disabled
hl events
Analysis
Allow an Interactive Block to bypass blocking for Elephant Flow Settings 74
600 P g
(seconds)
9, Generate Elephant Flow Events Enabled
Retry URL cache miss lookup Yes
Policies
Enable Threat Intelligence Director Yes |me|”gem Application
2 o
o= Enable reputation enforcement on DNS traffic Yes Bypass Settings
Devi . -
evices Inspect traffic during policy apply Yes Intelligent Application Bypass o

Settings

F£EE  ZIABN T, KRFHM (Elephant Flow Detection) )34z 4 4 T 5 AR A o BRINEE AL S FH RS,
ANHC B BRIATRAE . R0 B AR R A T R S I T, DU ] DRI R G b i K S

ERMRRBCE, FER T RRFLL 245, W R EPTR.
Elephant Flow Settings ®

o For Snort 3 FTD devices 7.2.0 onwards, use this window to configure elephant flow.
For all Snort 2 FTD devices or Snort 3 FTD devices 7.1.0 and earlier, use the Intelligent Application Bypass settings.

Elephant flow detection does not apply to encrypted traffic. Learn more

Elephant Flow Detection

Generate elephant flow events when flow bytes exceeds IMB and flow duration exceeds seconds

Elephant flow Remediation C’ (i ]

If CPU utilization exceeds % in fixed time windows of seconds and packet drop exceeds %

Revert to Defaults Cancel n

PEE A RN I AL . A B GUAN,  Rn] DUk P B AZ . SEd it R fe Vit
I TCH Snort £ 2. PRI AR A S FRAR. BEHRFEICLL 10% A&, FH 3 CPU A&
B A T P B A

PER AR E, BCE RIS EL T R,
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Elephant Flow Settings ®

o For Snort 3 FTD devices 7.2.0 onwards, use this window to configure elephant flow.
For all Snort 2 FTD devices or Snort 3 FTD devices 7.1.0 and earlier, use the Intelligent Application Bypass setting

Elephant flow detection does not apply to encrypted traffic. Learn more

Elephant Flow Detection ‘)

Generate elephant flow events when flow bytes exceeds MB and flow duration exceeds seconds
Elephant flow Remediation @

If CPU utilization % in fixed time windows seconds and packet drop

exceeds of exceeds
Then Bypass the flow o
Or Throttle the flow m

PRT A SRR Ui, AR5 R RN AT ERS k.
Elephant Flow Settings ®

® ror Snort 3FTD devices 7.2.0 onwards, use this window to configure elephant flow.
For all Snort 2 FTD devices or Snort 3 FTD devices 7.1.0 and earlier, use the Intelligent Application Bypass setting

Elephant flow detection does not apply to encrypted traffic. Learn more

Elephant Flow Detection ‘)

Generate elephant flow events when flow bytes exceeds MB and flow duration exceeds seconds

Elephant flow Remediation & o

If CPU utilization % in fixed time windows seconds and packet drop %
exceeds of exceeds

Then Bypass the flow ‘)

@ All applications including unidentified applications

(O Sselect Applications/Filters (0 selected)

HIR8  (E MATIER T, MWRIFIER WebEx AT, R HIAS BRI, X5 fidi REF. IXEIAE WebEx
HERFERAFTAERI AL E T, RS LS WebEx JEBMAT I K G,  WERE S 0 & X 2 K08k L. Snort
DAL
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Add Bypassable Applications ®
Application Filters C* Clear All Filters ® _Available Applications (7) C Selected Applications and Filters (1)
[ Q_ Search by name ] [ Q webex | ® ] Applications
v User-Created Filters a All apps matching the filter G
v Risks (Any Selected) ' Cisco Webex Assistant (]
O Very Low 1601 )
O Low 954 WebEx Connect [ ]
O Medium 1788 WebEx Media ]
O High 1876 WebEx Sharing [}
O Very High 610 " Webex Teams 0
« e i — . » Webex Teams Post/Share [ B

Cancel w

PR ] BRE) DI LR R R CREERED o XA AR DL 10% R RS, H
FI3pi AL Snort 58I 41

L0 EHE (OK).

TEN SLMRTE (Save).
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BB KR E G, WSS DA R AR SEd sG] TR . BnT DA S Y TR
TR AERIGEE . KRERIERL N =ML
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S BRI R B3
© ALK LR
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TR EFFEHMEE >+ BRES > & > B4, 0L —F4 AR R aEaH T,
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Bookmark This Page | Create Report | Dashboard | View Bookmarks | Search | Predefined Searches

” Elephant Flows

Connection Events (switch workfiow)
00 2025-01-] Malicious URLs

No Search Constraints (Edit Search) Possible Database Access

Connections with Application Details Table View of Connection Events RiSk.y Applications with Low
Business Relevance

[Jump to... v J Standard HTTP

Standard Mail

Initiator Standard SSL e!

D J First Packet Last Packet Action Reason Initiator IP c t R ul
ountry Zero Trust Applications e

L4 D 2025-01-1216:31:39  2025-01-12 16:31:39  Allow  Intrusion Monitor 3 fe80:ffff:ffff:fff-ffff ffo2:1 SZ_In
L 4 G 2025-01-12 16:31:39 Allow 2 fe80:ffffIfffIffffff ff02:1 SZ_In

=R
LEE ZEEMARRA S0ZRFIBRRI S0, 3if i Ul /e LA eI R %, Ra1E
RE 7B, EH MR KRR - RIEEHERIIAE, A SEERMARIR X ZREAK
il

I Management Center
Search

Q Ssearch Deploy [}

a Search
Elephant Flows () private  save Cancel m

= Sections
Overview Conarsl INTommation @® Showing only defined fields. Click to show all fields.

nl General Information
Analysis

Reason [ Elephant Flow Trusted

9,
Policies
Devices

°
Objects []

New Search
3 Predefined Searches
*Field constrains summaries and graphs.
Integration

Malicious URLs b

PRI AAARTRMBIRG G, JFH RE 7BUE R KRR RGN, epged, JFH RE 7B
B ZIEERRRIT.

Jump to.
i . S ) .
4 First Packet Last Packet Action ~Reason Initiator IF inits Responderip | Responder oo L EQ ource Por
Countr untr Security Zone MP Typ
v 2022-01-1310:51:18  2022-01-13 10:51:46 Trust | Elephant Flow Trusted 40.1.1.20 wgUSA 50.1.1.20 g USA nside_zone outside_zone 37387 / tcp
v 2022-01-13 10:51:18 Allow 40.1.1.20 m USA 50.1.1.20 g USA nside_zone outside_zone 37387 / tcp
v 2022-01-13 10:51:18 Allow 40.1.1.20 g USA 50.1.1.20 g USA nside_zone outside_zone 37387 / tcp
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Elephant Flow Settings ®

@® ror Snort 3 FTD devices 7.2.0 onwards, use this window to configure elephant flow.
For all Snort 2 FTD devices or Snort 3 FTD devices 7.1.0 and earlier, use the Intelligent Application Bypass setting

Elephant flow detection does not apply to encrypted traffic. Learn more

Elephant Flow Detection ‘)

Generate elephant flow events when flow bytes exceeds | 1024 | MB and flow duration exceeds seconds

Elephant flow Remediation t) i ]

If CPU utilization % in fixed time windows seconds and packet drop %
exceeds of exceeds

Then Bypass the flow ()

O All applications including unidentified applications

@ Select Applications/Filters (1 selected),

And Throttle the remaining flows ‘)

Remediation Exemption Rules @ Add Rule
Serial — —
—— Source Networks Destination Networks Source Ports Destination Ports

No Rules

M RTRMEE YL, RS THAT K RURANU SR E FHL. ARG, RATBIE T 4h
“Hostl_Exception” HJFH.
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Add Rule ®

Networks Ports

Q Search by name or value ]

Available Networks Cc + Source Networks Destination Networks

an an
Host1_Exception Y Y

= Addto
S

internal
IPv4-Benchmark-Tests Add "f

Destination
IPv4-Link-Local

IPv4-Multicast

IPv4-Private-10.0.0.0-8

IPv4-Private-172.16.0.0-12

IPv4-Private-192.168.0.0-16 - Enter an IP address ] [Emeran IP address ]
Cancel m

HIR8  Aili RMENE SR MEIBER ORIETTED , Kt BN 25 H b .
FB/  pilum LR,
W0 0F UG, R WY AE O TCP JF6 N 80 14 H it 1, AR5 sl iRn.
Add Rule ®
Networks
[ Q Sea;ch by name or value ]
Available Ports c + Selected Source Ports (0) Selected Destination Ports (0)
AOL a any
Bittorrent Add to
DNS_over_TCP
DNS_over_UDP Add to
HTTP
HTTPS
IMAP
intrusion - Protocol Port EB Protocol| TC.. Port [Add
TCP (6) »
UDP (17)

Cancel m

$EBEN LEHE (OK).
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Elephant Flow Settings

©  For Snort 3 FTD devices 7.2.0 onwards, use this window to configure elephant flow.

sargniunest

For all Snort 2 FTD devices or Snort 3 FTD devices 7.1.0 and earlier, use the Intelligent Application Bypass setting

Elephant flow detection does not apply to encrypted traffic. Learn more

Elephant Flow Detection aO

Generate elephant flow events when flow bytes exceeds | 1024 | MB and flow duration exceeds seconds

Elephant flow Remediation a e

If CPU utilization % in fixed time windows seconds and packet drop
exceeds of

Then Bypass the flow a

@ All applications including unidentified applications

O Select Applications/Filters (0 selected)

Remediation Exemption Rules @

exceeds

amf

Add Rule

Serial Source Networks Destination Networks ~ Source Ports Destination Ports
Number
1 Host1_Exception Host1_Exception Any Any ST

RHRTF (Save).
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TR EFEHMEE >+ BRES > & > B4, Q00 LUE f—F4 A s aEa Mt
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Jump to.
¢ Ftpacket Lt packe acton [ esson
v 2022-12-1911:23:58 2022-12-1911:24:30 Allow Elephant Flow Exempted 172.16.77.1 172.16.4.6 inside-zone56 outside-zone56 37780 /tcp 443 (https) /tcp [ HTTP
v 2022-12-19 11:23:58 Allow 172.16.77.1 172.16.4.6 inside-zone56 outside-zone56 37780 /tcp 443 (https) /tcp [ HTTP
v 2022-12-19 11:23:58 Allow Elephant Flow Exempted 172.16.77.1 172.16.4.6 inside-zone56 outside-zone56 37780 /tcp 443 (https) /tcp [ HTTP
v 2022-12-19 11:23:44  2022-12-1911:23:50 Allow Elephant Flow Exempted 172.16.77.1 172.16.4.5 inside-zone56 outside-zone56 50056 /tcp 80 (http) / tcp O HTTP
v 2022-12-1911:23:44 Allow Elephant Flow Exempted 172.16.77.1 172.16.4.5 inside-zone56  outside-zone56 50056 / tcp 80 (http) / tcp CIHTTP

ARVEA MR SAE R, IS PIATRR 1 “Snort 3 KFURAIN " — 5 8R DL T REH TR A 25
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