Z 454k DNS SEIE

PR /44 DNS 5elig . DNS B, DL a5 B 2% 58 DNS Selig (1) 771%
* DNS HhgitiA , 21 00
* Cisco Umbrella DNS 5% , 252 11
* DNS SEmS41f:, 52 0
* DNS SBSVFriEEsR , 55 3 1T
* DNS SRS ER AT 4 0F , 55 3 1L
* ¥ DNS 1 Umbrella DNS 5l , 5 4 11
* DNS ¥, 256 ut
WA A DNS B, 55 11 1T
* DNS SRBSHE , 5 16 1L
* Cisco Umbrella DNS % , 5 16 71

DNS 5% B&HEiA

FLT DNS )22 43 e SLVFIR *E%E?%?)‘ji TR A4S, AT e RERLI E AR B . R At
AT e A R RE R AT DU B L 5 SR AL IR

DNS SRS L i3 o S B RHLLE, DRI AN S 52 PRt — 2D e - AN TR AL
BREBAEE, (HAZN TSR ARAT L] 224 RE K AL A1 O i BELLE 2 3R I F i il o
AT RN, 1L, AER S B R R R B E R T L AR RE I . X RS
ISR LW IR, (H il SRIESIRMIVLES, IR DMIER SR 2 2R 6
FfE.

)

AR AT DNS [ B e RETCi oA SEBLHUYI T RE,  BRIE DNS AR 55 i T 2N RIS A7 4 H
BT i 1Y) DNS ZE A7 BUAHE DNS Al 5545 1 22 A7 0 B sl O 303

T nI {8 H DNS Helg & OCHEK) DNS MRS & 5L T DNS 28 fe . ZOR I E IS B &, ik
DNS SRS 55 ) P AT DG IR S5 e M L BT et

| %2214 DNS 585 .-



R & 1% DNS 588 |
. Cisco Umbrella DNS 5 H&

Cisco Umbrella DNS S5 E&

I Cisco Umbrella DNS #3245 B 1K DNS £ 1/) 5 52 7] 2 Cisco Umbrella. X 2 Cisco
Umbrella 31K, FHARPAL R VFEFHILEATT, FEHE KRN 2T DNS (924560 . W A8 H]
Cisco Umbrella, N Z0[LE Cisco Umbrella &8 (K > HMEMK > ZARE > Cisco Umbrella i
#), ¥ DNS &rif # ¢ [ 2] Cisco Umbrella.

Umbrella #2485 /& 240 DNS 35855 Wit IAT DNS K80 55 1 it 5 e e M DN'S Aol 152 8 BH
WEEREFRE R, WZE RASHE K 2 BB Umbrella. [RH, #8475 P 4Bk

o VIR H DNS 6300 5 s
* Cisco Umbrella FE T = ) 5 1%

¥ DNS Ay ifid sk 7 5% 1) 2 B Umbrella B, Umbrella #E42284575 b0 EDNS  (DNS #7#HLED  id
%o EDNS IC MR AR IR E B 20 ID M/ i 1P Hodil. LT 25 i $ms a] LU{# 1] FQDN 135
D) P XA D ) . 38 T DARE RS F] DNSCrypt %% DNS &K, LR 5 4% 1P 38 1P 3
HE B RAYE

ZERE DNS 15 5K A 21 rho 0 ) B R Umbrella, 354047 LA N ERAE:
1. B JBRF Umbrella 4 4 E o

2. BJEIFRCE Umbrella DNS 5

3. ¥ Umbrella DNS SR -1y 1y [] 45 i SRS A 5

4. FE T

A UM /E A BP0 R Umbrella DNS SEREZS W TELN{E S, 15204 4 Cisco Secure Firewall Management
Center it & Umbrella DNS J£E#:4%

DNS RERLH 14

DNS SR FEVFEAR T B A1 23 T A4 BRI R, slfl ] “ANBHLIE” F13R S BRI RIS K DS P
1o BURFIRA S AT #E A DNS S Jm Bk il

BRI
HEA> DSN SR I Z5HAT ME— 1) 44 Bk o Ui D4 BT
A

TR B U — ol o3 Jaf 47 A B 0 4 e (RRG 40 705 o DNS SRR IR AN 1 JFIRBEA TS0 5 o R4
F NS (0 TH PP B iR RS DNS AU AR VLR .

Q% DNS SRS, R Gl BRIA K 42 J5) DNS ASBHLLEZIZRATERIA 1 DNS 42 JE Bk 51 2 ALK 3
FEAZHEME . PIAS RIS i 5 2L A0 H IS M E . EEIE SOX LN, (HZR] LUK

A
FNAN o

I =% 15:% DNS %n%


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/integrations/umbrella-dns/configuring-the-umbrella-dns-connector-for-cisco-secure-firewall-management-center.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/integrations/umbrella-dns/configuring-the-umbrella-dns-connector-for-cisco-secure-firewall-management-center.html

| =154 DNS %R
ons gmiriEER [l

\)

AR O B KA B LR A, R GEAL IR R IR, RSB S AR, X L
BARAF AL T DNS B 5 A4 ff 38044

JaARIRAE R G LR BN BRI ARG, ik R AR 1
WA AR A B3 7 A0 21 L E AN B E 513 -

SRR B, Jf B
o A FH i I e ST s Ak 7R AT 2 A
FRGHL LU U VA R
* DNS B A AP 512 Cln 38 AD
* JAX DNS ABHIEFIZERN Can 2R )E A
o A AN BEL LB AR 1 R
* DNS BUUIF A RBLIEFIZE Clndi s FiD
* JE X DNS BILIEFUZRN . R HD
o AT BRANBELLE LA 5 (1 R0
HH, REGURAEH > DNS B G By U 2 1A S it i DL RS AL T DN F R 263

T WUREAT AT DNS MU DR AT, ) 28 A 4k S I (R 15 ] s 1l SR mes 0 01 4k 82 Pk i
DNS K45 mr Afaj i, ] DL 2%

DNS SR E&1F A] IEZ K

AR BA 1 3 AT E
IPS

DNS SREZBY ZE K AR E K14

| %2214 DNS 585 .-



R & 1% DNS 588 |
B == ons o Umbrella DNS %85

&
#

RR

3

I
pit

* Yr ) P 5

o MELEHE G

| o

BEER AR LN L KBRS, A RERIA R EAT DNS Bk,

‘=IE DNS #0 Umbrella DNS 5%

{fi/ “DNS 5% ” (DNS Policy) Uil (SRES > 2 %KAE > DNS) 8 [ L DNS 1 Umbrella DNS
S

B TR QIR e SN 2 A, RGEEARHEER N DNS SRS FIER L Umbrella DNS 5% . il DNS 3
W 2 AR BRI B LB R AN L 813 o fm] DA 8 R4 T R e B A1 iy 1 o SR

UL
LI LR > 225K > DNS.

IR 2 P DNS RIS, 1T CL N A
o Lb% - HEELAR DNS g, i ki ELE R Bg (Compare Policies), 4R & i HL g S Hh ik 4k 245

(=
« “HH” (Copy) - BAH DNS %ilk, 1 aiidi &4l (), SAJ5 w4t DNS Hems , 55 5 Gl
RAREEARAL

o “O7E” (Create) - ZEIH BT Umbrella DNS 5%, 15 m i EiE 5K#E (New Policy) > Umbrella
DNS % 8% (UmbrellaDNS Policy), #&J5 {67 Umbrella DNS 5l , 25 20 U1 fridk gk 44545

« “JHER” (Delete) - ZEFE DSN 5 Umbrella DSN 1%, i fio MRk (L), RJ5 B A SLIH g 5%
18

o “YnEH” (Edit) - ZHEUORAG DNS SnE, i s 4REE (), AR5 WigiE DNS g, 5 S i
FR gk S5 AE . EE AT Umbrella DNS 5%, 115 mitli 4848 (£), A5 W44 Cisco Umbrella
DNS SERGAIFR , 25 20 v+ pridk 4k sk .

Il 32 E 7K DNS R B%

IS QIEHTK) DNS SIS, EREEABCE . AR5, B LT 948 L E € AT N .

I =% 15:% DNS %n%


management-center-device-config-10-0_chapter6.pdf#nameddest=unique_218

| =154 DNS %R
iz ons %m I

o
i

PR LRG> R 2RI > DNS,

B2 fHidiifRn DNS %% (Add DNS Policy) > DNS .8 (DNS Policy).

18 3 7 Name 1 Description H g S HEAIEME— LRI (38 A mTETD
FEA SR

fic & SR . 155 [ Yn i DNS SRIE , 25 5 .

Y48 DNS RHE

AP OB A AN NS B L 4R A DNS SR . WA P SR AE ] R, R
AR B A — AL AR A (0 B

NPRAPI TR AL, RIS g4 b 30 M BPIRPATAEMIRIEZ )G, RO ES . 75 60 2285,
RGO T

SRR LR > 2R > DNS.
P2 S E SR DNS 565510 1) 458 (£).
IR WoRARE (), NERWINCEE TG, B A B i B AR .
YR 3 LgiiE DNS SHIE, AT EL R84
© BARMIYEHT - EE KA FRE U], T A N BOFREA BT B .
© B - BRSNS 338 ST AEATERDAHAR T SUE B DNS B, 35§ s LU (Rules), SR Wi
NG DNS B, 25 6 JUHh prik kSR At .

TR R E

T—$ i 4

'ji% WD BB, fnCisco Secure Firewall Management Center 5 BE 4 5 /1) 4 i 42 4%
ReidsIE Tk

© WREBCEE G WS P A E .

| %2214 DNS 585 .n


http://www.cisco.com/go/firepower-config
management-center-device-config-10-0_chapter6.pdf#nameddest=unique_166

B onsan

DNS &1

R & 1% DNS 588 |

DNS U H A EHLE R A A B . AF N 2B RER)— 800, SRRl A B A I A AR 2 2
LUK Tl P PP A 2 i

ARG ISR E R Fe i i 5 DNS IUNAHILAC . fERZHEHLT, ARG S — > DNS M (3L
BRI T A A A A R IR S ) Kb PR 25 Y

BRILME— S FRZAb, B4 DNS B AT LR SEAAL 1

BOATEOL T, BEAR 5 HPIRZS . WK AR, RGeS B R VPAl R 48 9 45 1 i
YU s o AN % o
i

DNS SRl R IR 1 TR TS S o RGFETH TR Sa5 LA B i 590 25 R AR DT
fic. F% Monitor MU Ak, 705 TCHE 0 28— AN U) 2 Ach 12 370 o ) A DU
£
A FR MU AL FE R B . DNS BEUIAZIEL & DNS YRS R A, b n] DA 224Xk, 4%
A JEYERL VLAN VL &
BRI
FI U P 5 1 5 2R 8 T A B DG T A
s RV S AR IEEEE R R, Tat— BT U5 ) R 2.
o WP AR P HL A 5% DNS BRI SR A REA T 3E— 20 PPl . 5 ANV AL DNS BH
IEFNFR A, AR U R A TR & . RS i R B N L e aeFi k.
o FHAEZIER B pl Rov, LfRdE— . Ben]LURM “HFAFEL” (Domain Not Found)
WLy, Bl DNS £ if 55 W] 2] Sinkhole iR 2545 o

B2 F04m%5 DNS £

£F DNS EngH, 522 0] LU P E AR A AN R 50 0 Fh s in s 4L 32767 4~ DNS 513, BlI, DNS
WS PR ECAREE L 32767 .

I =% 15:% DNS %n%


management-center-device-config-10-0_chapter42.pdf#nameddest=unique_1693

| =154 DNS %R
ons iz I

UK

HIB1 7E DNS RIS gni s b, nrdk T DL N ig$:
o BEIINETMLIN, 17 i DNS #20) (Add DNSRul€).
o TYRHIIIAT N, 15 A HRAE (9).

S 2 %\ Name.

IR 3 N E UL gy, B2 BRI .

* A - AEHRAE (Action) HIEFNIERAE; TS HIDNS MUEAE , 26 8 UL,
o FAF - BEE MW 24 W2 FIDNS BUNIZAT . 56 9 1L,
« B - fiERNE S B/ A (Enabled).

T4 R E

T—F Mt 4
© BREBCE N WS A E I E .

DNS & &3

i3 DNS SR i s IR (Rules) BT, T LA, Sid. Bah. AL 2800, MIEReRLLL
Aty U BRSNS T A DNS R o

SFTAFANFIN,  SEHE e 28 2 BoR H ARSI B, DL A . HAB EIFRAC R B ()
IR () MHEMbFEEM ER (ﬂ) o EZEHIFIREAE RN A FR T Jr B K s A B A R
il (disabled) o

J2 B FNZ=F DNS A0

QI DNS BN, BRI SR 25 e U o SR A AR P R, R G0 AN FH AR DU A VY- £ X 4% 9t o
I8 LA AZ R A e A R A DNS Sl R IR A3 I, CARFT I 2 K (5 B, (HIX
SERNATS AT MBS . TEVER, R DNS RN 2 45 25 5 1Y m4% A DNS B .

R

YR 1 (L DNS SIS GiE s h, A BRI F e FE RS .
T2 R EF.

| %2214 DNS 585 .n


management-center-device-config-10-0_chapter6.pdf#nameddest=unique_166

22154 DNS g |
B ons s

T—%#ita
© WREBCEE NG WS AN E .

DNS A7) )i 7 12 4

DNS S AR 1 AR REAT S~ o« R GTH AN S 5 AT eI B LR R i 55 DNS A
FAVLHC . FERZHUGOL T, RG> DNSHU (R e BRI i) 2 A8 L i AT UL S ) AP

DY 8%t 1
o P “MEEE” (Monitor) BEI, RESIWCHKIE, RJGARIEICIEHBACT DNS 2244 Fp )4k &2 07
Vi & .
o NPT CHERREET MU, ARV VCECHEIN S R GEAS S AR H AR 0 e S AIG  DNS A4k L PPl I
=

XFRRNHE IR, 1
* DNS 14 Ji AL 1EF# (Do-Not-Block List) 464 F(E & 7, 058 T-Hra HAR M.

o “RBHIEAE” (Do-Not-Block List) #7356 T “PHIEFZ " (Block List) #4:  ANFH 11412 K )
GRZAN S T ILABRI .

« “aJRFLEFIZR” (Global Block List) 4528 HEAE “FHLIEZIZE” (Block List) &7 (55— M E, If
HARSE TP Hofth “ W45 (Monitor) A “FHLIE” (Block) Z1IZ& KM .

* “BHIEFIZR” (Block List) #7045 M i A EH 1E SN o

* HXEIEE DNS B, WR > ECARBRLE (Do Not Block) #:4E, REEA¥HE “ ANBHLIES)
7 (Do-Not-Block List) 743 ) Ec s I A4 BeAT ] HoAh e 4, BB ool JLscfE “BHIEAZE” (Block
List) #8435 )G

A LA 3ot AR UL A R B

DNS &1 #21E
54> DNS MUUASATH D REARE O DL 2O

o AEE - S, FUERAE T B R S T SR B B BRANBE R F R B ANBH SR A AR
M Z A IR

o HRRIE - I R 52 T I LA e i S5 SR UL S AR 2 (K PR 40 £ R

IR CHCE, W TID B2 BB AE e, AREAER, TS0 B e T 0 &s-B K B rp
O #AEILIE L

AR LIE3RE
ABELE (Do Not Block) #Af:45 RVl AR 2] ~— M afirBe,  BI; il 2 .

I =% 15:% DNS %n%


management-center-device-config-10-0_chapter6.pdf#nameddest=unique_166

| =154 DNS %R
ons it I

ARG FKABLIESIRILICI . 2l IR S O T R 2 i 2 IR

“H5¥Z” (Monitor) 321

#5#% (Monitor) #4F B 7ESR BT R H G IC R ILH MR BEASYOLI v, MASHEIE.
LIS, AR TERC s DL € VRS R ia . PTUCRCRISS—NE “Hifs” (Monitor)
DNS U AT E R G2 A BHLE R o RSO HAB LR RN, e S AT 42 PP A o

X DNS SRS ML RS, RGE L sRIE A UK 2 4R REA D7 K8 A7 B O B0l e (KD R R A

PE LE 334
XA LR, O R RI R — Dk A
* 5 (Drop) #AF & L Fri R .
* ¥ AE)3E (Domain Not Found) #2514 DNS Ak [] “ ANAEAE R ELIEE R ma e, By k%
J AT DNS 53K .

* Sinkhole #:4E 45 1] Sinkhole %1% [ 1Pv4 &Y, IPv6 Huhi: AW N, DNS #rif] (YR A Fil AAAA 2
%) . Sinkhole R4 28 0] LLAC s B C S HERE 1L TP Hubil (R J5 4% 4% . LRl E Sinkhole #:4E, &
DAL E Sinkhole X % o

X TR E 3 (Drop) B3k 218 (Domain Not Found) #45 M# FEL IR fRERE, Rt sHERTITIA
(2B RE R . R L R s e ST R 4, sk — R0, Frid, 3%aE0 51
ME— &R,

XFFHHE Sinkhole £ /ERH LM%,  H A G T Sinkhole X4 AL E . WK Sinkhole X % it &
AL % Sinkhole #4%, W ARG 210 3 )5 SR RE R4S RS . WS Sinkhole X 4L &
Jyic % IEBHLLLE Sinkhole 82, W RS20 5% Ja SLIERIER TG IER Y, RGP ZER:.

DNS #1714

DNS R 4 AR 2 MR A B AR B (R o AT LA B, i mT DUSR . SnZifE DNS A
e SC DNS Y AIR 5. BT DAk Pz e eI W%, BhaSJm el VLAN 26 .

B A A INE] DNS I -
© WRA NI B AR E 551, RGORATE T IR E L AL i &

o AT LA REA UL E AN S . AR T o e, Ve A 2R UC R ) B A A5 . 151
Wi, fLE DNS WEF R RIN L5 F, (HEA VLAN bric £ 40 10U 2 R 4k 3542 DL R K
HIRPHERE, LSt RK AT VLAN Frid.

o f 2 AT DL N A RS 2 A 0 S0 FR e o DGR 25 A BOBR k(i 0 L 1245 90,
S r] U S — AR 4 £ 22 50 A~ DNS F1  FIJEK BH 1k 3t

DA R AR R DNS BRI 2511

| %2214 DNS 585 .-



R & 1% DNS 588 |
B =exmmnss

22 XN &4
2 QIO IR AT A3 B, I A A 2 ) R AT 0 ADR BN P B 93 SR AL

Ho
2 A X AT AR A PN H A 22 4 DA R o 2 SRR DR AR DR s n 2 DX g e,
DERCHE 200 A A — MR 1, IR L —A B AR XIS L

T (AT B RSN [ — 208 (B NTE, BEB, ASHRaBh i), IR PR (RO 7
A B LAY ) — R TR B B R S PR DRI Bl 0 LA B 11 0 B
{0 H ARSI

FUTREAICRR AP, IR A lX . RS R ORI . 2 2RI, R4
WS (0 4 P 200 45 414

Je

Ron AR DR R 3 i RGP RE R — P T 30 RN E ] Tl B SR D,
AL NAS LM 2 26 HO 1R e

22K KHMSHES
PELIRHE T, AERLEI QU b BT LLEL & B TR R i A LB 2 AR R X
BRI, IR DGE T 0] DA B 1.

o) £ AL 2%

P 28455 FH A B4 Sk F A RO UURT A TP S ok fh i s s i AP A/ Bl Sk F o U L AT B T
L A AP AN R 2% 25T o

n] LU P52 SO BAb S I 46 21

RATRERF VL RC A AR, TR A DX WSO BRI N SR IVLRE A1 o 4R 2 5AE, R
WIRILRCES R E I A AE N AR 25 A1

\)

AR OANRE 7ES U h AT FDQN BIZ8 % 4

VLAN #Rig #0544
)

AR U B VLAN BRd A& H T ISR . i VLAN ARic 19U ) 00U 55 75 Kk di e 11 B (B AN DL
.

VLAN B 44 T 45 5) VLAN Frid s, 46 Q-in-Q (HEAR VLAN) ¥iE. RGN IZH
VLAN #rid it € VLAN Vi &, {EAEIET geas sing, Koo R rh i 5 42 1) VLAN #x
o

I =% 15:% DNS %n% I



| =154 DNS %R
ons a2t ]

TERLELT Q-in-Q S0 fF:
* Firepower 4100/9300 _I-[#JFirewall Threat Defense - AN % #F Q-in-Q ({3 #F—4 VLAN #5id) .
* FT 5 HA L S - Firewall Threat Defense :
© WIS RISl -3 FF Q-in-Q, %2/ VLAN #5id.
o B KEERE O A HF Q-in-Q (ALK HF—/ VLAN #5id) &

A DU e O B VLAN 448, siFahi A 1 3] 4094 2 8] TR VLAN bric. i HIES
g VLAN AR yE .

EARTE, AN B S VLAN ULFC I R, 15 9 45 U o] 455 1 SR v Sz T0 A6 A/ ) 6% YROAL BEL 45
' ” (Transport/Network Preprocessor Settings), #A 5% RERETZRT Z B8 VLAN {5k (Ignorethe
VLAN header when tracking connections) %7 .

DNS R & & 544

U DNS 4136, YRS 5 i SR 104844, ) DNS KA 1) DNS 4644 v B Tl . 4
DAZIAE DNS B 2 X DNS 451

TGI8 1) DNS 2 A higs i 42 Jmi 5l A 52 SRR R ANBLIES R, R GEHR 20 e B A RE ) T3
o Bildn, WA E MR ES A RALESIZR, I E EFF (Drop) #45, WARSE LT A N4
FVFIEN T —Br Bk & A i o

NS TER I 14
AU T LA 2RI ) 5 25 J MK DL AC DNS R0 r A % -

o (JEEHAR. D B %, HpaE Pk, Kok RS tE. GREZFEL, 52
5 2l A%} % — FE Dynamic Attributes Connector.

o (PR, D Akl (SGT) W%, W& Fahw Xuai@nt ISE & XHIbrid. A REIE R, i
Z AN H bR 44 bRAC (SGT) VS ECAN 22 441 kRid -

“h DNS MU AE B2 A m PR, A — Y5 H ARSI i AR R SR A o o b AT “ ol J25, AFZEA
MGRHEAT “ 57 a8k . Bt RN R 2 A 4UAR IS H TP Uk A B X 5, AR FRid
M F (BORAE) Forp—A TP ik, DL A

B, 197 “Eh7sB1%E” (Dynamic Attributes) IR, RAESHHITH 7SR Al L 24ERRC
o M AT DI £ RN I LU B 2 I BRI S et 5 o S50 v DAAE S8 ZRAE B N PN 2 DL A T T 11
P

Zn{al €1 & DNS £

PUR Fdih i i o G138 DNS .

| %2214 DNS 585 .-_


management-center-device-config-10-0_chapter74.pdf#nameddest=unique_2233
management-center-device-config-10-0_chapter54.pdf#nameddest=unique_1769
management-center-device-config-10-0_chapter74.pdf#nameddest=unique_1770

R & 1% DNS 588 |
B wzons nzexmiznne

fRHE DNS % £ XimizHliRE

L DNS BRI i XA, T AR Tl 22 4 X HORFE B . 2 X0 — a2 N
A, AT 2B,

B2

IR 1 76 DNS Mgt h, S XiE (Zones).

IE 2 M\ AvailableZones H & #k IR FR AN BN N X 38k, B RTFEIRINAIX L, 1% 5k AvailableZones
Y22 7] Search by name #27x, RGN XIS ZF RSB NN IATE R, PUER
NS

P IR A, s, RFIEREEE (Sdect All).
$IB 4 515K NEE (Add to Source), BHE T IBRAE .

PYRS miili DNSIET, ANt & B 2% i) DNS ZARIIFIR B A RHEE R, 152 il DNS %1
REPORIERIRE . 25 14 50,
HIR6 JRAr ok g A .

T—F Mt 4
© BREBCEE NG WS A E N E .

fR#E DNS FNM LR IZHRH =

DNS HEI 19 2% 2501 T ORI 1P M hbAa i o ) DOk S I i 2 X H 0 U5 1P bk
UK

WIE1 7 DNS B gwda s rh, i M4g (Networks).
1B 2 M Available Networ ks 1 & R IF BB IERRELR NN 4%, G R s :
o LRI AT B S I 2 SR i 26 0 5, 3 sl T B R 2% (AvailableNetworks) #1156 F 75 1)
A0, ST I I 4 5 b T IR Ak B 1k

« BRSNS 5, i R R A SR T iR RSER RN, REHAX S
PR S S — AN SR SAEEEA WA AT, DUBRILECHIR R .

$123 LR INER (Add to Source),  BHES TR .

IR NINETF)45 € AT ATYR 1P bk ok, &SRR 4% (Source Networks) 51)38 F 7 R4 | P ik
(Enter an |P address) $27~, #RJadEN TP bk slthbde, 35850 (Add).

I =% 15:% DNS %n%


management-center-device-config-10-0_chapter6.pdf#nameddest=unique_166
management-center-device-config-10-0_chapter74.pdf#nameddest=unique_816

| =154 DNS %R
1842 DNS #1 VLAN $5037 8

HYRS miili DNSIET, ANt & B2 ) DNS HARMAIR s A RHEAE R, W2l DNS 41
REPRIERIRE , 2 14 50
HIR6 JRArE gk S AN .

T—F 4
© WEBCE NG WS A E I E

fR1E DNS #0 VLAN iZ#l 7 &
I DNS U ) VLAN 454, #8807 DL VLAN FRidiie . RS0 & NI VLAN ARk
M VLAN TR 55k £

HIEEFET VLAN [ DNS B ScERS, nf LLF3h#5 52 VLAN brid. 86, Wl DER VLAN bricx)
ZICE VLAN &4, XU GaTEA, HSBAFRS — A 8Z ™ VLAN fric #H5CHk.

UK

IR 1t DNS Hgmds b, %4 VLAN #7128 (VLAN Tags).
$IE2 Ak IEE PSS Available VL AN Tags 7N VLAN, 1 F ik
o FERNIAS I AT JE A B 4 1 VLAN Arid, 15 8T “TTH VLAN F5id” (Available VLAN
Tags) 511 EJ710 SRA0 (1) FEAREARAE, WIO1EE VLAN bR b ik .
o BHIZOER N VLAN FRic iF 2 A4, % sl Available VL AN Tags 41 £ I J7 ) Sear ch by name

or value #27x, REAXN R IAFRER G VLAN ARicffE. FIRSTEEEAN N BB YT
B DURRULECHIR 2

HIB3 HARIMBN (Add to Rule), ELHEATHI AR .

WK 4 WNINET-Z)45E MAEMT VLAN xid. midiFriZ VLAN #Ri2 (Selected VLAN Tags) 413 K 77 RN
VLAN #Ri2 (Enter aVLAN Tag) #2715, #RJ5HA VLAN bric 83 B3 25 i in (Add). &0 L &
ST 1 F1 4094 Z AT VLAN bric; A HIEFFFFE € VLAN FRic (156 o

HYRS il DNSIET, ANt & B 2 i) DNS ZARIIAIR s A RHEE R, 152 il DNS 41
REPORIERIRE , 25 14 50
HIR6 (RAr kS AN .

T—F 4
© BEBCE NG WS A E I E

| %2214 DNS 585 .-_


management-center-device-config-10-0_chapter6.pdf#nameddest=unique_166
management-center-device-config-10-0_chapter74.pdf#nameddest=unique_2239
management-center-device-config-10-0_chapter6.pdf#nameddest=unique_166

R & 1% DNS 588 |
B =z ons sisEkizsne

HRE DNS 7l R RRIZH A=
UK

IR 1 /& DNS Flgn4E 2%, s DNS,
$1%2 )\ DNSF|ZRFAIE (DNS Lists and Feeds) 1 £ $k L P ZLA MK DNS SR AR, W R Fis:
o WENAIN AT J5 a8 n#) &5 (1) DNS #IRAE, i o DNS %I ZRF0iE (DNSListsand Feeds)
B2 FTI0 AR (T7), RIS UG AR e A RE U Th TR Ak

© BRI DNS F13& JRESRA, 1 fidi DNSHIRFRS IR LT MR afReER R,
RGBS G AAFREH P — A BRI . SR SRS A B INBEAT 5057, DL RIT D
X4

s ARAGHRPA BNV, 15520 % R eSO .

PE3 SR EIFN (Add to Rule), ECHEATHEBORAE .
BIR A ORATF IR S G AL

T—F Mt 4
© BREBCEE NG WS AR E

RiIFL ARSI E ISR E
DNS ) A B30 A Je Pk 44 SO AR B 22 4 b id B I Ath Bh A B Mok s bl . B i e @ vk,
WK 2 A bR C N T Mg P i, 5iA#H API 8% Cisco Secure 345 & ML 23 0 3 T 75 10 )
SEMN S . AXE NS EEEESNTFEANGE S, ESESEERN M, 511 0,
J3 DNS UL E 2 A B ER,  [F—JRak B #x71)R A R 2R R g gt AT “o” @&, AR
MEEHAT “57 128, Blan, i EIEFEZ A bRid A IP ks AT %, W h beid
FrmEds a (B Hp—AN TP Huht, T2 ISR .

WIE1 {E DNS Hlllgmi asrh, fihshSBM Euik.
IR 2 RPN S, AR5 il iR (Add Sources) B 3740 H B9 (Add Destinations).

B, 19 “EhZsB1%E” (Dynamic Attributes) IR, RAESRFIHITA SR Al 2 E4EiRE
o JETT DL e B RN I LS R TP X e 52 o 04 W] AR S5 2R AE N P 2 LA A R T T 1
K% o

I =% 15:% DNS %n%


management-center-device-config-10-0_chapter74.pdf#nameddest=unique_1710
management-center-device-config-10-0_chapter42.pdf#nameddest=unique_1713
management-center-device-config-10-0_chapter6.pdf#nameddest=unique_166

| =154 DNS %R
f2 NS Sinkhole 117z RH I}

] DU FH X L850 SRR VR R (1) Y A1 /55 H o
2 :
T AREAE T SGT M2 i B £ AL ZAE A P Ao
WIE3 Al DNSIEIR, A & 8 1) DNS S RRIIFIR B . HCHEAE R, 5SS AE DNS 41
REJEORE I , 5 14 T
PR 4 RALEIR SRR .

T—5H#tta
CEREEL WS H EREE Y.

{& A3 DNS Sinkhole 3\ 1T B R 5

JE %, DNS Sinkhole 23 ## 9t 0 [ 2452 10 B An o SEId FEHIA Wi Ks DNS Sinkhole B & A 4 it 5
JE [ 2| Google ‘A48 R L IP Hutik (VIP), X4 5ifilX; Google A1 YouTube 482 45 5L HI A 753 9

A o
T Google %4482k VIP i il 504 1Pv4 Hiuhl, DAt =L 2048 ] 1Pv4 ik,
AN

AR WERE M AR AR OS 4% B AR AE AR IR 5% &3 R ELIC I 2 [) T8 Firewall Threat Defensei
o 1 U PR BRI

PRI RE DGR IHATH Google #ZR (A 7R MR B AIE I TARMT AL R 51 %

FFa Z B
W FE X 3E T Firewall Threat Defense Jf 7522 IPS ¥ AT IF .

UK

HIE1 Wl LU URL 3545952 F5 10 Google 18512 :  https://www.google.com/supported domains.
PIR2 AL EAIE A€ X DNS 7%, JRRINBL N4 H

* HHAT Google ZAHHR, NEFASCHFH Google A in— N4 H
* B YouTube FREIEILL, 3EAIN—1 “youtube.com” 45 H .

1 % 3C DNS FR A AUE AT (txt) #§ o SORSCAFIRE— AT #8200 E E — A AR A,
AT A) e BN, SCRFEE “.google.com” WAZILE 7R “google.com” .

HYR3 FF HE L DNS F1I3R EAEE] 5 ks B Gy TS RORT I 2 4R RESI3E A% 3] Secure Firewall

Management Center,

| %2214 DNS 585 .-_


management-center-device-config-10-0_chapter6.pdf#nameddest=unique_166
https://www.google.com/supported_domains
management-center-device-config-10-0_chapter74.pdf#nameddest=unique_1711
management-center-device-config-10-0_chapter74.pdf#nameddest=unique_1711

R & 1% DNS 588 |
B onssmuns

PB4 1fiE Google %412 VIP [1) IPv4 Hikik, 511, 7E forcesafesearch.google.com IZ4T nsiookupo
SIS AR VIP A g Sinkhole X %:; 5264 Sinkhole X1 %,

R GAE R L R A -
* IPv4 Ml - i N2 4R VIP il
* IPv6 Mtk - %\ IPv6 FR[EIAE (2 1),
* 1% # Sinkhole 3%z - it “Id3i%#:” (Log Connections).
< RA - EPET
IR 6 QIESLAT) DNS 50 : 52 WA FEA DNS Jeng , 5 4 1L,
FIR T O Sinkhole %5 1 DNS ;152 P 61 2 MI 44 DNS AL, 28 6 5L,
X AR -
« %P BB (Enabled) 5EHE.
* MtE T R8I k£ Sinkhole.
* M Sinkhole "~ 413 k£ 45 81 1) Sinkhole Xf %t .
o I 5E X DNS #1384 nE] DNS _LIFriES B (Selected Items) 51l H .
o (AiE) TEMEE (Networks) Hk$e—ANpgs, LUK A A2 s BRI Rr e B o i, i SRk
WHELIRBRH AR 7, 2= R A AN A T BUA MM, RSB h i e %7
IR 8 4 DNS S 5 1y [ 95 SRS AR OGN s 15 2 DR JLAth w15 Uy I 2% s AH DG DK o
SIR9 AREIE HG S0 R E .

DNS REZERE
ki DNS BRI BT, A8 A LA IR B —
- ¥ DNS H0W 1537 PR CIEE, AT 2 o T
SRR E S B R E

Cisco Umbrella DNS S5 E&

IR ) Cisco Umbrella DNS #4645 B T DNS £ i) # 52 |n) #1Cisco Umbrella. X i Cisco
Umbrella %iEi 3K, FHARMIEA R VFEBHIEEATT, HXPIER Y AT DNS (92245060 . a6 ]
Cisco Umbrella, MJZ0ACE Cisco Umbrella ¥4 (R > HAEE M > =hARS > Cisco Umbrella %
#), * DNS i) # 5 [ 2 Cisco Umbrella.

I =% 15:% DNS %n%


management-center-device-config-10-0_chapter74.pdf#nameddest=unique_2242
management-center-device-config-10-0_chapter41.pdf#nameddest=unique_1337
management-center-device-config-10-0_chapter6.pdf#nameddest=unique_166
management-center-device-config-10-0_chapter42.pdf#nameddest=unique_1699
management-center-device-config-10-0_chapter6.pdf#nameddest=unique_166

| =154 DNS %R

401745 DNS &K B2 2 Cisco Umbrella [

Umbrella ¥EH4% /2 2 48 DNS A7« WK IUAT DNS Aoz I SEms ST 5 M4 DN'S A B¢ 25 P
IEBREFEE R, WHZERA S K 2 A Umbrella. P, A P 4B 4 -

o BRIPIACHE DNS K 5 i

* Cisco Umbrella %t T 2 [ 5 &
¥ DNS A ifid sk 5 ) 21 LR} Umbrella I, Umbrella #5275 EDNS (DNS ¥ J@HLED
. EDNS it AR BRI S R 420D M1/ 1P didik . 55T 2 (0 5Ems m] LLAE ] FQDN 15

DY EEF QL S aniilhy 1 P ] uﬁ'ﬂﬂﬁﬂ% DNSCrypt % DNS 153K, LA R ;44 0 A 356 1P 3
HE IR ALE o

FEKS DNS 33 5K A AL HE 1) 2SR Umbrella, 35 AT LU T #84E
1. AdE R Umbrella JEH R E

2. QAL E Umbrella DNS 5 o

3. # Umbrella DNS 5l 55 1y ln] 55 i) S W AH SC K

4. FBELH.

A R /E A BP0 R Umbrella DNSSEREZ W TEA(E S, 15204 4 Cisco Secure Firewall Management
Center fit. & Umbrella DNS ZE#:45 .

LN{AT 4% DNS 15>k E £ [0) 2 Cisco Umbrella

AATERAEAL T 7 K 55 BErPLCoRE DNS 135 SR B4 HE [0 2R Umbrella (15 9

SIR | HERIIRIE EXER

1 RIS Il T P4 AT fii & Umbrella DNS 88 FRTHEAAE , 55 17 W

2 P JE R Umbrella 4 4 E Bl Cisco Umbrella JEHE , 25 19 1T

3 7 Umbrella DNS i )7 Umbrella DNS &l , 55 20 7T

4 fi & Umbrella DNS %% Cisco Umbrella DNS SEHSFIRLI , 25 20 12

5 ¥ Umbrella DNS 5% 1515 i 2 S0 | K Umbrella DNS SR 55 U7 1) 425 S AH GG 5 56
EENIN 21

fic & Umbrella DNS E3E28IBEIIE R4

R IXBHRRTE

P R

Cisco Secure Firewall Threat Defense 6.6 M HE = A

w2154 ONS %8 I}


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/integrations/umbrella-dns/configuring-the-umbrella-dns-connector-for-cisco-secure-firewall-management-center.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/integrations/umbrella-dns/configuring-the-umbrella-dns-connector-for-cisco-secure-firewall-management-center.html

R & 1% DNS 588 |
B == umbrenia ons = aanE R s

Fehh R

Secure Firewall Management Center 7.2 N ERA

* {E https://umbrella.cisco.com_[ Z 37 JF} Umbrella Ik, SR 5 {E http://login.umbrella.com_ I 5%
Umbrella.

© J4 CAHE 1SR} Umbrella Ji45 35 A i BB 00, (E B8 Umbrella th, (R 238
> BRE > RIS I FAF .

WAFARGIESS, A 65 WA Umbrella VEHIR 5545 12 57 HTTPS 4% b5 22 5 (R4 gk
7 SSL 55 i iiE, XS Bl kA e BE O AR BRIAIE T, 5 LU B il R U 2 Bl
Kb H OO & > IEB) e

MIIE6JCCA9KgAWIBAGIQCIUI1VwpKwF9+K11wA/35DANBgkghkiG9w0BAQs FADBhMOswCQYDVQQG
EwJVUzEVMBMGA1UEChMMRG1naUN1cnQgSW5iMRkwFwYDVQQLExB3d3cuZGlnaWNlcnQuY29tMSAw
HgYDVQQDExdEaWdpQ2VydCBHbG91i YWwgUm9vdCBDQTAe Fw0 yMDASM] QwMDAWMDBaFw0 zMDAS5M My
MzUSNT1aME8xCzAJBgNVBAYTAIVTMRUWEWYDVQQKEwxEaWdpQ2VydCBJIJbmMxKTAnNBgNVBAMT IERP
721DZXJOIFRMUYBSUOEQUOhBMj U2 IDIwMjAgQOEXMI IBIjANBgkghkiGOw0OBAQEFAAOCAQSAMIIB
CgKCAQEAWUUzZUdwvN1PWNvsnO3DZuUfMRNUrUpmRh8sCuxkB+Uu3Ny5CiDt3+PEOJ6agXodgojl
EVbbHp9YwlHNnLDONLtKS4VbL8X1fs7uHyiUDe5pSQWYQYEIXEOnw6Ddng9/n00tnTCIRpt 80mMRDL
V1F0JuJ9x8piLhMbfyOIJVNVWTRYAIUE//i+plhJInuWraKImxW8oHzf6VGolbDtN+I2tIJLYrVJ
muzHZ 909 PvXj1lhJeRPG/cUJINIQDGLGBAfr5yjK7tI4nhyfFK3TUgNaX3sNk+crOU6JWvHgX ] kkD
Ka77SU+kFbn081lwZV2lreacroicgE7XQPUDTITAHk+gZ9QIDAQAB04IBrjCCAaowHQYDVROOBBYE
FLdrougoqoSMeeq02g+YssWVdrnOMB8GA1UdIwQYMBaAFAPeUDVWOUy7ZvCj4dhsbwSeyPdFVMA4G
A1UJDWEB/wQEAWIBhjAdBgNVHSUEFAUBggrBgEFBQCDAQY IKwYBBQUHAWIWEGYDVROTAQH/BAGW
BgEB/wWIBADB2BggrBgEFBQCcBAQRMGgWJIAY IKwYBBQUHMAGGGGhOAHAG6LY9vY3NwLMRpZ21jZXJ0
LmNvbTBABggrBgEFBQcwA0oY0aHROcDovL2NhY2VydHMuZGlnaWNl1cnQuY29tLORpZ21DZXJ0OR2xv
YmFsUm9vdENBLmNydDB7BgNVHR8EJDByMDegNaAzhjFodHRwO18vY3JsMy5kaWdpY2VydC5ib20v
RG1naUN1lcnRHbGI91iYWxSb290Q0EuY3JIsMDegNaAzhjFodHRwO18vY3JsNC5kaWdpY2VydC5jb20v
RG1naUN1lcnRHbGI91iYWxSb290Q0EUY3JsMDAGALUdIAQPMCcwBwWYFZ4EMAQEWCAYGZ4EMAQIBMAGG
BmeBDAECAJAIBgZngQwBAgMwDQY JKoZIhvecNAQELBQADGgERAHert 30nPa679n/gWlbIJhKrKW3EX
3SJH/E6f£7tDBpATho+vFScHI0cnfjK+URSXGKgNjOSD5nkoklEHIgdninFQFBstcHLAAGW+OWVEZ
U2XHFg8hVt1hBcnpj5h232sbOHIMULkwKXq/ YFkQZhM6LawVEWwt IwwCPgU7/uWhnOKK24 £XSuhe
50gG66sSmvKvhMNbg0gZgYOrAKHKC)xMoiWJKiKnpPMzTFuMLhoClw+dj20t1Qj7T9rxkTgl4Zxu
YRiHas6xuwAwapu3r9rxxZf+ingkqugTgLozZXg8oXfpf2kUCwWA/dS5KxTVtzhwoT0JzI8ks5T1KE
SaZMkE4£97Q=

FERTHE O R IR 15, TR 3 X CA SIEHE.
© FEBH I
* M\ Umbrella $RHX LA~ Hids :

* HZID

LS & Rl

S & L]

o IHHR 194 44 2 25 4 it

o HROR BT KRR B L DR B
 BORCAE R FHRAT H DR D eI U SRRV TR . B KBS B O
* ik DNS R4S 4510 & 4 i BT api.opendns.com.

I =% 15:% DNS %n%


https://umbrella.cisco.com
http://login.umbrella.com

| =154 DNS %R
fiZ & Cisco Umbrella E#EigE .

o WAR By kB FE A0y v] L#HT management.api.umbrella.com PAHEAT SEBE L & .

* it & 3] api.opendns.com f] Firewall Threat Defense 4 H o

B & Cisco Umbrella EEi8E

JRl Umbrella #3582 X T #EEE Umbrella HyF 1T ¥ 4085 BT 75 19 AP 4.

FHia Z |l

i FH 2%} Umbrella https://umbrella.cisco.com #AZK /-, SR f5 i@t https://dashboard.umbrella.com 3%
Umbrella, 3RS JURE Umbrella 3 373582 0 s 1915 S o

R

FIE1 EPE R (Integration) > H A& A (Other Integrations) > Z AR %% (Cloud Services) > BEl Umbrella
% $£ (Cisco Umbrella Connection).

PR 2 KWL FIENE BIRKHA B E M (General) B
* 40 1D (Organization ID) - 7E %} Umbrella FFrIREE AL IME—Sw "5 . &> Umbrella 2214
&MU Umbrella 5241, JF AT A GRS . 200 ILAFRMAL D (441 1D)
HEAThRIR.
« WM& EZ A (Network Device Key) - MJEE} Umbrella $HL Umbrella S0 %4 .
« M&IZEZ A (Network Device Secret) - MJTEL Umbrella $KH Umbrella 5B %5 41 .

* IHERM 2815 % 2% (L egacy Network Device Token) - il it J Rl Umbrella 2 [ M & Umbrella
IH i W9 2% B8 % APL 4. Umbrella 5% APT 4 A fE T i M9 2% B 4

PRI AR T, HEUNERHE:

* DNSCrypt 2 %8-DNSCrypt X} ¢ 5 fl DNS 45 #% 2 [1] () DNS £ b 47 S S iE Fn . 225 H
DNScrypt, &0 LI iE 155 ERL & DNSerypt A8 S8 &—> 32 77T b e, T e
S B735:1140:206F:225d:3E2B:d822:D7FD:691e:A1C3:3cc8:D666:8d0c:BE04:bfab: CA43:FB79, R[I
NI Umbrella AT 4845 %% -

° parad

=2 %4 (Management Key) - )\ Umbrella 2 3kEX VPN SIS (¥ 508 O RS B 2580
« E1BHE (Management Secret) - H T M Umbrella 23K H VPN £dfi rhoo i fik e
WA sl MERE - 5 0] A B K5 B R0 1] Cisco Umbrella Cloud.  7EFR LT (4143 ID A1

A ENE B, #4678 Umbrella %45
FIBS LR

w2154 ONS %8 I}


https://umbrella.cisco.com
https://dashboard.umbrella.com/

221547 DNS s |
. £1JZ2 Umbrella DNS 3%

£1/32 Umbrella DNS R HE&
LT

P PR > RE KM > DNS.

$I8 2 550 DNS 36 8& (Add DNS Policy) > Umbrella DNS % B& (Umbrella DNS Policy).
$IE 3 {1 Name il Description b Sl R (M — LA U5 FH A HEDD .

P4 TR

T—5Hit4
P B SN . 1 2R 44 Cisco Umbrella DNS SRl FIHN] , 25 20 7.

Y%48 Cisco Umbrella DNS %5 B& F037 I
i

LB LIRS > REKEE > DNS.
S 2 /F “DNS Hhg” T b, EPEEYELY) Umbrella DNS 50, SR )5 Al 4R58E (£).
RIZT Umbrella {R1P5ERS

RN EF Umbrella SIS T 1) Umbrella 847 560, 1 il £ E#T UmbrellafR 75 (Umbrella
Protection Policy Last Updated) 5534 [f] Bl # (Refresh) FEFx.

B E BB U B ) Umbrella B8 E, 15 B8R (Integration) > H &K (Other
Integrations) > =R %% (Cloud Services) > 2%l Umbrella 3% (Cisco Umbrella Connection).
I8 3 7E Cisco Umbrella DNS &4, #%4£% Umbrella DNS FLIUJIT &l 4R%8 (£).
LR A BENA R, sz BRAMA
* Umbrella {37 5&#& (Umbrella Protection Policy) - 4 52 B T 3 4% 1 R} Umbrella S0 1) 44
FRo

* $Rid13 (BypassDomain) - 55 DNS 15k .81 R} Umbrella H#:%% 22 T L 1) DNS 452811
ARk
B, RBARVEITA WERIERE, v LAED) P DNS R 45 S i 41 23804 1) I A4

* DNSCrypt - J&i Hl DNSCrypt, MR 38 F1UERE Umbrella 2 7] (1324 0% o

J H DNScrypt K5 ] Umbrella 47T 2% 8 8 B HAAZ P e . SRS P e FERR /NI 0T S5 AT
3T, FA B s 9ok S5 4% 11T DNScrypt 1§ /1] UDP/443, #7545 11T DNS il
R IR & 1% o THER, BRUMIZEE A DNS 3l Hh A F5 UDP/443 .

I =% 15:% DNS %n%



| =154 DNS %R
#% Umbrella DNS %88 55zl miaxs [

* RGBS - WO E 2RSS AS B W NN AR ER M) S 2R Umbrella i 55 #6% 1345 2 1IF (¥ 75 PR
o

TS iR

T—9#ita

# Umbrella DNS ZE& 55 U 0] 42 ) SR B AR SCHCH S TEAN 5 R, 1S 4K Umbrella DNS S5 15 ] 2
HISRMS A OCHE , 26 21 UL,

1 Umbrella DNS 38 % 5 i3 o] 4% #l| 58 B 48 5 BX

FEBE# L FI#E Umbrella DNS SIS 2 B, 250K 26 b5 15 il 28 1) SO AH DG K o
UK
PR L SRR > Tl El, AR TR PR R G A A U ) SR
T2 ik REEEE.

$1% 3 M Cisco Umbrella DNS 5RB& K713, 4% Umbrella DNS 5l
$E4 SRR

T—5H#tta
WERETEY, ESEERE Y.

| %2214 DNS 585 .“


management-center-device-config-10-0_chapter6.pdf#nameddest=unique_166

R & 1% DNS 588 |
B 5 umbrelia DNS 585 5751w S

I =% 15:% DNS %n%



LA S BIFARA A
BRARESAREMTRHEANBTHEIESENIRE. I8, BERANESE, NFEAR
—HZ&, UFABWRSGREAE,



LA S BIFARA A
BRARESAREMTRHEANBTHEIESENIRE. I8, BERANESE, NFEAR
—HZ&, UFABWRSGREAE,



LA S BIFARA A
BRARESAREMTRHEANBTHEIESENIRE. I8, BERANESE, NFEAR
—HZ&, UFABWRSGREAE,



	安全情报 DNS 策略
	DNS 策略概述
	Cisco Umbrella DNS 策略
	DNS 策略组件
	DNS 策略许可证要求
	DNS 策略的要求和前提条件
	管理 DNS 和 Umbrella DNS 策略
	创建基本 DNS 策略
	编辑 DNS 策略

	DNS 规则
	创建和编辑 DNS 规则
	DNS 规则管理
	启用和禁用 DNS 规则

	DNS 规则顺序评估
	DNS 规则操作
	DNS 规则条件
	安全区域规则条件
	安全区域条件和多租户

	网络规则条件
	VLAN 标记规则条件
	DNS 策略规则条件
	动态属性规则条件


	如何创建 DNS 规则
	根据 DNS 和安全区域控制流量
	根据 DNS 和网络控制流量
	根据 DNS 和 VLAN 控制流量
	根据 DNS 列表或源来控制流量
	根据安全组标记或动态属性控制流量
	使用 DNS Sinkhole 执行内容限制

	DNS 策略部署
	Cisco Umbrella DNS 策略
	如何将 DNS 请求重定向到 Cisco Umbrella
	配置 Umbrella DNS 连接器的前提条件
	配置 Cisco Umbrella 连接设置
	创建 Umbrella DNS 策略
	编辑 Cisco Umbrella DNS 策略和规则
	将 Umbrella DNS 策略与访问控制策略相关联



