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FHIE12 GO R (TAM) TR 25 b, i e & TR (Access M anagement) > 5k B& (Policies).

PR3 At %EEE (Create Policy).
$IE14 7E “HIFSNE” (Create Policy) W+, st JSON.

1 o 3 4 5

~ Set permissions

[/ )] @  Copy permissions from Attach existing policies
'&‘ Add umertogroup M. existing user directly

Create policy

FER5 AETBCREALL T 5

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ec2:DescribeTags",
"ec2:Describelnstances",
"ec2:DescribevVpcs"
1,
"Resource": "*"
}
]
}

W16 ST —3 (Next).
LT SEHEZ (Review).

Q

TIR18 £ “EAUNE” (Review Policy) SUHIM ARV E, A5 i €IZ 5 (Create Policy).
TIR19 AE “HME” (Policies) BUIMI I, (EMZFBU P A ARSI Sl AR, SRS 94 Enter .

W20 AN g s .

$1E21  LHRE (Actions) > FifAn (Attach).

BB 2 WL, EEHMRTFBR N SWEER s 4, 4854 Enter 8.
PR3 SLHINSREE (Attach Policy).

T—2Mit4
Gz AWS &4, 5 19 T,
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oz aws £25 |

EI & AWS EiE%
BEAT 55 1518 G 4 e EKs B0 N AWS 3% 3] Secure Firewall Management Center DL 17 S 1) 3% 422
2%
Fri&Z 8
B## 4 /b HA K dynamic attributes connector £ H AT i /MUBR T AWS HI P, 55 17 50 Bk AR
I F

UK

WIE 1 & %Secure Firewall Management Center
FR2 i £ > SR ERRS > EiEs.
FIR3 PUATEL MME—#4E:

g, bwmity (ER | RS e Ak,
C G, SRR O REATHTAR %R (Edit) S (Deete).

SEA WAL MR,

B 1t AR

B CATT o ) F N PR EAME— BRI IE RS .
123 I T B

REVE | (BRUCH30FP. ) M AWS K% 1P WL () R o

I

X Chiie ) BN AWS AT o

EE | (BT D HAV R,

A
MEE | (. ) WAMEHEY.
A

TS LR
FIR6 itk “OIRE” (Status) 7 BoRHAE.
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B Amazon Weh i %5 2 4R 2 - T RS HUR

Amazon Web AR 552 £ 40E1%:5 - < F H PR
dynamic attributes connector 23K s & JE M AWS 3 N Secure Firewall Management Center , DA F

ok .

P EE R B AR AR PR

dynamic attributes connector E*Hj)ﬁﬁ//[\ﬂﬁfﬁﬁ: ec2:DescribeTags~ ec2:DescribeVpcs Fl

ec2:Describelnstances U\@ﬁéﬁz%)\iﬂﬁl}\%‘&ﬂ@fﬁ% °

71 dynamic attributes connector €3£ B4 & /MR A AWS A F

AT 5508 an el v B AT S ARA R AR 45 ), LA Secure Firewall Management Center A% 225 J&
o IR S)ER, S0 Amazon Web Services iE% 2% — J T P BURAT SN % s , 28

17 7L,

FHIEZ Al

AL I R Amazon Web JI55 (AWS) 1K™ o A RPATILERAEIEE ZH ., 12 AWS U
e E,

LR DLHAT WS B A A P S sk AWS FE G

L2 D, ShRE. BMAEMME (Security, Identity & Compliance) > 1AM,

SIE3 AR EEE (Access Management) > F A (Users),

LA paERMAR (Add Users).

$ES  (EFAP# (User Name) 7B, F A THR IR 4495

TIE6  SHARIES - %2719 (Access Key - Programmatic Access).

LT AE “WEBR” (Set permissions) T, sl T—2 (Next) 1 AFZ T H AT U7 AR s A5 5 HUT
IERAE . AT DRI IS4 T F P U5 i) AL PR

LIRS  WARFE, MR .

TH sHtEAR.

P10 il Download.csv, 4 H IS H N EEIVHE AL,

P

KRR R A E— Pl

SN K H (Close).

W12 (RS FYT R (TAM) G Ze iz, sidiif e &2 (Access Management) > 3k B% (Policies).
FIR13 AU EIE R (Create Policy).

S8 fF “OIEESNE” (Create Policy) U, i JSON.
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IR 16
62 Al
LIR18
HIE19
PR
TEN
$IE22

TIR23

ez aws z2azs

1 ° 3 4 5

+ Set permissions

[ { A @  Copy permissions from Attach existing policies
'ﬂ.‘ And user.to.group M existing user directly

Q

Create policy

FET BRI LU SR -

{

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"ec2:DescribeTags",
"ec2:Describelnstances",
"ec2:DescribeVpcs"

] ’

"Resource":
}
]
}

MiiT—% (Next).

M E# (Review).

1 “AAEKME” (Review Policy) JUH A AIE KRG E, AR5 ridi G2 5 M (Create Policy).
7“3 (Policies) UUIfI I, 7R ZR T B AN ElH /> g 28K, SRJ54% Enter 8.

A R NG 2 ) SR

R IR4E (Actions) > B (Attach).

WHLE, WEEEETB AT EE - %, 28514 Enter .

i M AN SR (Attach Policy).

wxn

T—5Hit4
B AWS 8y, 5619 U,

B AWS = 240 EHR

AATS S Gl e 0K AWS 22421 50 ds 50 i% 31| Secure Firewall Management Center A7E 5 H fiff
(RERERS o

Fri&Z 8
PAT LU R BT 4
o Ji IR AWS SCRY UG 5 B fE R A2 TR G5 AWS 2.
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https://docs.aws.amazon.com/managedservices/latest/userguide/about-security-groups.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/working-with-security-groups.html

B ooz aws meimssss
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* 2/ B A4 dynamic attributes connector G & B AT B /MR ) AWS F /585 17 soh prid
BRI S

UK

L1 & %Secure Firewall Management Center .
FR2 i ni S/ > SR ERER > EiEs.
PR3 PATLL AR AE:

g cutmiss (R | RE R L.
o GRS, EES (), G T AR S (Edit) S (Dete).

FEA FALLUTE R

& 5% AR

2R (AT ) BIALFRCIME—FRIRILIEFE2S

iR IRV i

1R EY 8] [ CERUCH 30 BB D M AWS K& TP BLS 1 (a1 B o
I /NRLER (B BR A 18] (Pull Interval) {5 4 1 F8 o 88TT LUKt fe R AE ¥ B AT A AREE IR
BATE AT e ME B RAE, RoyX S KRR E, mHeEGEHER N, o
eS8 A 2.

i [X (. D) FIANEH AWS XA .

AWSIFERIE | (. ) AT %9,

A

AWSTNEZE | (. ) BN %,

£A

TS LR

HIE6 ik “IRE” (Status) | BIRTBE.

BlliE AWS R SR EiE

ES

A F IS T WA Amazon Web k%5 (AWS) Fr%541 4 2| Secure Firewall Management Center [ 4%
ax, LHEAE SRS h A ]

ARVEMFEE, I

Z i) AWS SCE Rt LR LR B -
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Azure 35325 - £ FAPRIEAnEE [

o AT A RFRAE?

« AWS IP Huik 7

* bric AWS %5

* AWS EbRIdHRR

o AWS JI%5 5
SUE

HI#1 & FSecure Firewall Management Center.
T2 Wl SN > B MEERERS > EESR.
PR3 PATLL AR A4E:

v ahmeiy () | BRI R 4R
- GREUMERIE R AEES (D, R AHTR R II4EE (Edit) iR (Delete).

FEA FALLNMEE

& |iteA

A | (BFe ) MANLTRUAME— bR RS
i

| .

AR

WL (ifie D BRAFEE, A2 B URL.

TS rREF.
FIR6 HifR “IRE” (Status) ) BoRFAE.

Azure E¥E2% - = T H P NRFISENBIEIE

dynamic attributes connector 23448 & J& ' M\ Azure ‘7 A\ Secure Firewall Management Center , LA H]
TR

HMESEMEESA
FAIN Azure FALLTF ISR
« BRAE, SRR BRURAURIT T OCIBE A B AE XS
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https://docs.aws.amazon.com/whitepapers/latest/tagging-best-practices/what-are-tags.html
https://docs.aws.amazon.com/vpc/latest/userguide/aws-ip-ranges.html
https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html
https://aws.amazon.com/solutions/guidance/tagging-on-aws/
https://docs.aws.amazon.com/general/latest/gr/rande.html
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. #1323 dynamic attributes connector .5 & /MU R Y Azure FI P

HRVEHE R, 5SS Microsoft SRS KA LT o
* Azure F BTN 1P bk,

Ffr s B9 &= (AL BR
dynamic attributes connector B3k /b HAF1E#& (Reader) BRI H P A e S A A E M.

£ 32 %} dynamic attributes connector B4 & /\f{BR &Y Azure FH P

AT 25 W2 ] e B HAT B IR R R IR 55Kk /7, BA ) Secure Firewall Management Center K154 )&
Mo AOXLEEEMBIR, S0 Azure RS - X T F T BBRA S NRIEGE , 285 23 1L,

T8 Z Bl
BN E AP Microsoft Azure K7 . BT RE, 1ESH Azure SCRY UG & B IR A LU

CLTH BT 3 1 8 3 5% 2] Azure 717 6

M5 Azure Active Directory.

AR E R B N H 1) Azure Active Directory 341

AR (Add) > 2 FERR (App registration).

1 A FR (Name) 7B, A AR N 44 5K

TENE LT F AN S S BER ) oA R

M EA (Register).

N =T L, 5 REEHIZ ) 5 ID (WA ID) FIURL ID (R H% 1D) &
B

i3 just-a-test # -

2 Fearch (Cmd«+/) « [i] Delete & Endpoints (] Preview features
i Barania @ Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). =

Quickstart
#" Integration assistant A Essentials
e Display name : just-a-test Client credentials : Add a certificate or secret
= — Application (client) D : 44%af2cda " MR " "N . m ol w32 Redirect URIs : Add a Redirect UR

Branding & properties

Object ID Dol N YW . Application ID URI : Add an Application 1D URI
3 Authentication
ﬁ Directory (tenant) I : ScdSade s me-as"les » B ol %97590 Managed application in L. : just-a-test

Certificates & secrets :
Supported account types : My organization only

il! Token configuration

s g R S5 1 ARAE B KA

MR PimE A (New Client Secret).

HWANERIE R, )5 AR (Add).

¥ B FBUNE SR BB . SRR ], AR 4R 1D,

. Dynamic Attributes Connector


https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/tag-resources?tabs=json
https://azure.microsoft.com/en-us/free/
https://portal.azure.com/

| Dynamic Attributes Connector
#JZ %} dynamic attributes connector £ 75 & /\i¥ FR A Azure F P .

Certificates (0)  Client secrets (1) Federated credentials (0)

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

= New dlient secret
Description Expires Value & Secret ID

azure-doc-test 12/11/2023 Tom . wmmN e A mANROL. D AR % B P JREE D {

13 R[AIF] Azure [/ L 0UH, AR5 s TH (Subscriptions).
HE LB RT RN AER.
H5 KT ID KB B BT

 Essentials Copy to clipboard

Subseription ID : 012490 " e | ST ™ T0cd [y _ Subscription name  : Microsoft Azure Enterprise
Directory : cisco-fpiden™ o & LT ) Current billing period : 6/1/2023-6/30/2023

My role 1 Owner Currency 1 USD

Offer : Enterprise Agreement Status : Active

Offer ID TME oy Secure Score : Not available

Parent management group : 5cd5 s e w0 Bul™ ol * = iln

HIB16 i E)dEEl IAM) (Access Control [IAM]).

LT SR (Add) > R 5B (Add role assignment).

$E18 JidiEH (Reader), KRG T—3 (Next)o

P19 AUlEEN R (Select Members).

W20 FEIAN, s, ARG IR (Select).

Dynamic Attributes Connector .



T

Microsoft Azure Enterprise

Add role assignment
Qj Got feedback?

- . .
Role  Members Review + assign

Selected role

Reader

Assign access to

®u ice principal
(®) User, group, or service principal

O Managed identity

Members

1 Select members

Dynamic Attributes Connector |

Select members X

Select (@)

| just

Mo users, groups, or service principals found.

Selected members:

Name Object ID
Mo members selected just-a-test
Remaove
Description
Optional
Previous | [ Next

SEAN

T—S#fta

=1

S E + HB (Review + Assign), AR5 1 IR R AR1E .

1HZ A Azure RS, 26 26 T,

£1)32 Azure ERESR

AT 25 1He an ] 61 A Azure [i1] Secure Firewall Management Center A 16504 (1) e, LU T 5%

s

FF6 Z Al

g 2 /b HA G#E X dynamic attributes connector FAT fie /MR ) Azure H P, 25 24 51 Hh TR AR

i) Azure F /7.

. Dynamic Attributes Connector



| Dynamic Attributes Connector

UK

L1

tiz Azwre RS EES [

& 3% Secure Firewall Management Center

SR 2 il R > SIS B EERS > iR

FR®3 AT

PUR AR —$54F

g catmess (B | RS R L.
o G, EES () AR T AR S (Edit) Sl (Dete).

FEA FALLITE .

£11 2 Azure FRZ IR %

& 1% AA

AR (e ) HNAGBRAME—FR U R -

WA T

REEIRE | (ERIAK 30 Fb. D M Azure K0 TP WS I IFIBE -
B/ ER B FE AT ] (Pull Interval) {524 1 Fbo S807 DUKE B KB ¥ B AT AT AR ZE (MR . Tk
TR ER B MEBAFRAG, BUOMIZ AR, I HAAE IR, s
BUE KA 2

1THID (iFe D N Azure 11 H 1D,

#F 1D Chitse ) FIAALT ID.

BRI ID | (Wbifi. ) WA 5 ID.

BRIWRE | (BF. ) BWAEBRE .

A

RARTF

26 il “OIRA” (Status) A BOREBE

Irlr \ = o
K1v2 l_ TR

ARFEBGHE T a0l Azure R45FrZ5 42 2] Secure Firewall Management Center RS, DAL TR
W s . Microsoft 43 45 i BT 5 IX L6 kR0 1) 1P Huhik SCHK

HRVEYE R, 12 Microsoft TechNet | UL X 2% AR 45 k125
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https://docs.microsoft.com/en-us/azure/virtual-network/service-tags-overview

B =#arcEss

UK
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WIE 1 & %Secure Firewall Management Center
P2 il S/ > SR ERRSR > EiESs.
PR3 PATLL AL AE:

g catmiss (B | RS R L.
o G, EES () AR T AR R (Edit) Sl (Dete).

FEA FALLITE .

&

L RA

AR

(BT, ) ML FREAME R 5

15 AR

CIpERVER

1R B8] i

(CERIAN 30 0. ) M Azure K52 1P BRI B (AR .
/M RENEIBRETIE) (Pull Interval) {H24 1 b #&0] LUB & R B 3 B AT AR (. 3
TSN D e IME ARG, RIS A K a, ARG T, s
U AT B

ITHID

(. D N Azure 1] ] ID.

#HFID

(. ) FAML D,

& Fi 1D

Chifse ) FIALER% ) o ID.

& iR %

A

Chifie ) BIAIEIR ) i ] o

PSR

HIE6 Hifr “IRE” (Status) ¥ BIRFRAE .

b

Rl APIC E$z2

I

PLUF 380 8 i id & J8RF APIC 55 Secure Firewall Management Center {42 /.

AXEHR

5 R APIC £ RA 2Kk , 530 1L
IRIAE RT3 A5 S, 26 30 1T

Bl ERE S AR APIC , 56 34 T
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BRI ZE 377 i8] 425460 #A M 55 DN'S #1715 FJ Secure Firewall Management Center 2 2%} APIC BYE1 75X & .

QAT Vg 1) 22 B0 5% DNS F0U) A4 ] Secure Firewall Management Center ' JE &L APIC [#)5))
BAG, B29 T
FEERPOE MU B (CA) B, 5535 1T

YN{A] 7 i o) 45 &l #1025, DN'S #1151 {5 FH Secure Firewall Management Center 7 2% APIC B
ST R

o g g
Cisco APIC (1 \‘ Create ii2/1 Create (3 ) Create
" tenants ~ application ~ EPGs and
5 profile —» ESGs
v
FMC 4) Crcgtc (5 (Optional) \ _5_ /Configure
API View access
connector > dynamic - control
objects rules
1 EEAH] A
2 FEAR AL
3 EPG

4 QUEERAR R APIC , 5 34 T
5 7t Secure Firewall Management Center ' A F 2 A% , 5 59 it

6 izl

Jr P A R A S U i A 5 DNS )

R 3 EEAMEITKREAEE Secure Firewall Management Center i 51325 31 M| 55 DNS %17

(1) | BFAPIC FHP A vr JERE APIC 5 21 53 e i 5 -3 vy il 4461
- WS SEA P R
(2) |BF APIC I SO LAt 5 (Bl 244l (EPG)) 74
o 823 A P L P
3; R APIC JiPG EW@N%H@%}%&, SRV M )7 ESG A2 4 P B KR 0L 0 4% i 4
ENIUpLR R
%24 EPG Al ESG
Secure Firewall G RAE MARIXFEAY, 15 )8 dynamic attributes connectors
Management Center
4 |Secure Firewall B R APIC £ EPG Al ESG 1) SR} APIC iE4288, Il H T 1 Secure Firewall
Management Center Management Center 15 i1 42 | S 5G DNS S .
THZ O R APIC , 3 34 L.
( =) | Secure Firewall (3%, D #F M R APIC SKHU B & 4
/.

Management Center

W2 7E Secure Firewall Management Center H & A2 AX 4, 55 59 Ui,
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https://www.cisco.com/c/en/us/td/docs/dcn/aci/apic/6x/basic-configuration/cisco-apic-basic-configuration-guide-60x/basic-user-tenant-configuration-60x.html
https://www.cisco.com/c/en/us/td/docs/dcn/aci/apic/6x/basic-configuration/cisco-apic-basic-configuration-guide-60x/basic-user-tenant-configuration-60x.html
https://www.cisco.com/c/en/us/td/docs/dcn/aci/apic/6x/l2-configuration/cisco-apic-layer-2-networking-configuration-guide-61x/epgs-61x.html
management-center-device-config-10-0_chapter56.pdf#nameddest=unique_2167
https://www.cisco.com/c/en/us/td/docs/dcn/aci/apic/6x/basic-configuration/cisco-apic-basic-configuration-guide-60x/basic-user-tenant-configuration-60x.html
https://www.cisco.com/c/en/us/td/docs/dcn/aci/apic/6x/basic-configuration/cisco-apic-basic-configuration-guide-60x/basic-user-tenant-configuration-60x.html
https://www.cisco.com/c/en/us/td/docs/dcn/aci/apic/6x/l2-configuration/cisco-apic-layer-2-networking-configuration-guide-61x/epgs-61x.html
https://aci-lab.ciscolive.com/lab/pod3/esg/esg_about
management-center-device-config-10-0_chapter55.pdf#nameddest=unique_2038
https://www.cisco.com/c/en/us/td/docs/dcn/aci/apic/6x/l2-configuration/cisco-apic-layer-2-networking-configuration-guide-61x/epgs-61x.html
https://aci-lab.ciscolive.com/lab/pod3/esg/esg_about
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B 5 =0 arc &rnRGEER

Secure Firewall TV I N X DNS Febs A %, S AR AT o B B I i
Management Center S

THZ A 2h A R P PR ARG U7 1) 12 L 51 DNS LU o

~

N
| )
b

FEXER
5 R APIC H R RGBSk, 5 30 1T
SRR BT A5 B, 55 30 7T
BIEER A R APIC, 2 34 TU
W ZE U ) 2 U 51 DNS B A 4] Secure Firewall Management Center 1 B+ APIC [1)3))
AL, 290
FHERPOE BN (CA) B, 2535 50
JRE APIC HERERS , 26 28 1T

5 Bl APIC ERHI R A EK
B R G D AHE BL S R
* Secure Firewall Management Center iR A : 10.0.0 & 5w A .
75 Essentials 55 s 2 (VFRTUE; SCREm Al FPE .
* Firewall Threat Defense i A : 7.2 K5 mihiA
« R} APIC JfiA: 3.0(1k) B B A
o WERAEAEH ACT 283 BOHT N ALY, SLRCAR 2N 2.6.
R EM
5 kL APIC £ R AL EK , 5530 1T
IR BT 75 A5 5L, 26 30 7T
BIEIEE MR APIC , 5 34 1T
QuArlE Uy i) U . DNS B A4 F Secure Firewall Management Center H1 &} APIC HI3))
A%, #2900
FHPAE AR LR (CA) 8, 235 1T
IREVERTERER
RIS LT 2
o BOE AR RO T S S
o BN S A RIS B

BRL ACI ZimEFEN F ok S BB FNE #1815
AN A H Y AT SRR ACT 235 50 B N TN, (s B & T4, w0, sy DUk .
T R ACT ity 56 5 N b p R 28RN SEBr Im) B, 3 AT DL R4
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wmesmgnEs [l

1. DLEA e s BRI & 005 5% JEL APIC.
ARVEAIME R, S0 APIC M (IR R .
2. miiiBZ A (Apps)-
3. fF “ACI & H N H” (ACI Endpoint Update app), s ii#TFF (Open).
4. i piidi R (2)-
id NEFER (LFb A EAI) Update Interval [In seconds]) ik £ RT4% (Site Prefix) 11 .

o

BEEMAE: REIRAESHENRMAR

Eﬁﬁz@é\ ﬁéiﬁﬁ/}\ﬂﬁ readPriv ijj IE‘]*X]KEH,‘] read-all ﬁ]@%”,ﬁ\—ﬁ writePriv 'ij IEH‘XlEEF[’:]
tenant-admin M WA, TEHAT LN ERAE:

1. & AFF APIC,

2. AUGEER (Admin).

fELEM AT, s AP (Users).
fEAN G, R AR
BehF| “1e 43k (Security Domains).

6. Xﬁf%*ﬁ;’%fééiﬁk’ 1%6%1%H5[F'/E<7ﬁ f(éiﬂ/‘aﬁ//l\ﬂﬁ readPriv lﬁltﬂ*llgﬁﬂq read-all ﬁé%uﬁﬁ
writePriv U‘jlﬁ]ﬂlgﬁﬁ'(] tenant-admin %@u ﬁﬂ‘FEFﬁ%o

o ~ w

Local User - docstest 000
Paolicy Operational Faults History
EHEARE

Account Expires: M )
~

™
Password Update Required: es )
b,

g

UNIX User ID: 9354

o
_,

Security Domains: o +
Name ACCess
I Security Domain common
“  Security Domain SD_4100 —_—
Role read-al readPriv
Role tenant-admin writePriv
—_—
User Certificates: L

S

FBRL APIC FH P & FR
VEER R BIRE (M Bh A0 S 1 2 R b 2 AT JBRE APICHL ™ 4K ARk T
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https://www.cisco.com/c/dam/en/us/td/docs/Website/datacenter/apicroles/roles.html

B smsrmznes

1.
2.

3.
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¥ JE APIC,
A A (Tenants).
N ERE B N RIS AR

FBEL APIC [z FHEC & S & FR
VRS A IR B AR R K A4 FR 2 A TS RE APTCRY, G & SRR AR Ak ik T

1.

2.

3.

Xk AL APIC.

i A (Tenants).

ML B IR B4 7

JETT RS IR

JE T Rz A BC & 3244 (Application Profiles).

10N B ASA AR EPG F1 ESG (1 & SCAFIRI 448K o

EPG &R
IESE B I Bh A XS B ) A Rb 2 A FL ISR APIC EPG 448K, ARk b

1.

2.

3.

o

ok R APIC.

i A (Tenants).

ML IR 44 7K

JETTREHIA ) o

JE T Rz A BC & 3244 (Application Profiles).

JEETF N FH C S AR I A

JEITRL R EPG.

0N L R A A ] ASA HIEPG 5] ESG 447K

TR T AR
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alvaln
clsco AP[C
System Tenants

ALL TENANTS | Tenant Search:

SecurityBU

890abedefghilkimnoparstuvwy|

ot
NEER T R APIC A

Tenant name

Al Aplc

Application profile
name

EPG names

HRED
L AR APIC SR RGEEEK , 38 30 )T
SRV T A AR IS, 5 30 1L
DIEEE RS MR APIC , 58 34 1T
QAT AE s ) 2 )RR U] 5 DNS BRI -H 4 ] Secure Firewall Management Center H' JE &} APIC [1)5))
X5, #2900
FPRBUEB NI (CA) 8, 55 35 1T

nnnnnn

wmesmgnEs [l

ey -X-X-X-X X-)

ESG Policy Tags
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B ozzzssmarc

Bl & EEE B R APIC
ARFEBHE T W g MR APIC E4edy, LUMEM R APIC L O E &4l (EPG) SR 25 %)
%41,

UK

WIE 1 & %Secure Firewall Management Center
PR i £ > SR ERRS > EiEs.
PR3 PATEL ME—#84E:

g carmess (B | RS e L.
o GRS, HEES (), AR T AR R (Edit) Sl (Dete).

S FALLITE

& 15 AR

AR CAFT o ) BN PR EAME— BRI IE RS .

Ll ALV

HE BN i8] (BROAE N 60 B2 o O A JERE APIC 6128 TP IS A TRI B o

FEVCR LA BEE N 15 £

IPERENZ N SR APIC IR 254 58 1P ik, LUEM EPG F1 ESG H ke M 4%
K54,

AEFIANTI S (W https://) , WAEWTREIFAL.

RIMB—ERE | (k. D) AN R APIC SERFH IR 25 10 1P Mtk

IP

FHF'% ELFHAU.)\E//I\ J/E(\ i‘fﬁ}iﬁﬁzﬁ/l\ﬂ-ﬁ readPriv Tﬁ I‘LU*XKEE]/‘] read-all ﬁa@%ﬂ%ﬁ
writePriv Ui AR tenant-admin fT8 ) EEF APIC H P HI4FR.
FH P BB 16 A R (R S 2 mT AAEIS 3]

A A 2R,
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Fapmirsmenica s ]

& 15 AR
AR 55 22 IEH Chn S RAE L S A BRE A, A - )
A LUR e
* KGR B RTIEAS AL (CA) BE, W TSR BUIEB UL (CA) B, 5 35
TOH TR

* RGEREGES > REXVA A8h3RBGES, 8, R ICIARPAIESS, H1%H
FEFBAEFMUA N (CA) BE . 28 35 GUH Tk T 3R BGIESS

o gl SREGES > TR E UL E AR AT R 30iE Bk

FIRS K (Test) Fl ORI G R FE RS -
FE6 LR TF.
TR Wifr RE” (Status) 51 BRBE.

X ED
5 R APIC S R GR35 30 )T
SR T w5 A S 55 30 1T
QUHLEREAS MR APIC , 55 34 1T
QA AE 5 ) P2 AR U 5% DNS BRI FR 4 ] Secure Firewall Management Center H JE R} APIC (15
AR5, #2950
F-FRBGE UL (CA) B, 5 35 10

FEhIRBUIE M & 144 (CA) 5

FESAF TG B BRI WU LR BE, AT LA 30 S 2 e e & — SRIBUT] T 22 4 42 3 vCenter
B K b B L

UEFEEEARE AT A A B IEF .

TR LR L R R 2 B AR B4
* vCenter B, NSX
o B KBS L

« 4k} APIC

FRENIE+ %% - Mac (Chrome FA Firefox)

IR P 1E Mac OS LA H] Chrome Fil Firefox %1 3 K SR IUE 154 .
1 &R E N .

2. BWALLT A4,

security verify-cert -P url[:port]
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B =osemesmsain cn s

HoArurl & vCenter. [ kEEE AL B URL (BT F) . #lun:

security verify-cert -P https://myvcenter.example.com

B4 H NAT 8¢ PAT 5 17] vCenter- [ kS4B A0y, AT LU T 77 s N X

security verify-cert -P https://myvcenter.example.com:12345

3. RREEANUEPIRE CRAT BILUSCA SR

LRI 1117777 = p— BEGIN CERTIFICATE----- 1 — END CERTIFICATE----- I FETT .
o HERRATA TR SCAS (8, E PR FRFREES (< and >) TS FATAR SCAS LA R AR TS5

5,

4. %f vCenter B K55 B rp0y BBE X (T4

¥R BRE$ i - Windows Chrome
{4 F L2 )7 /E Windows 48] Chrome 3 W25 K SR HIE 1555 -
1. {1} Chrome %% vCenter. Bjj kK HL L
2. FED AR A b s LA A0 BB A
3. MEP (Certificate).
4.  FEFIAERETE (Certification Path) 3£
5. RUHAEBEETHTHRA (RIZE—A) {E4S.
6. MiiEFHIES (View Certificates).
7. NHEMRIER (Details) LR .
8. i EHIBIXH (Copy toFile).
9. RO S HEANMIEBRER) CER MR S0
M RGN ERE S S N, i Base 64-Encoded X.509 (.CER), 1 KR
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Fapmirsmenica s ]

€ ¥ Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of file formats,

Select the format you want to use:
(") DER encoded binary ¥.509 (,CER)
(®) Base-64 encoded ¥.509 {.CER)
() Cryptographic Message Syntax Standard - PKCS #7 Certificates (P7E)

Indude all certificates in the certification path if possible

Personal Information Exchange - PKCS #12 ( PFX)

Indude all certificates in the certification path if possible
Delete the private key if the expart is successful

Export all extended properties

Enable certificate privacy

Microsoft Serialized Certificate Store (55T)

Mext Cancel

10. PR BT .
11 7ESCARGRERAR T TFUES .
12, HEFHE T IET EE E RE
S DA ZT AL 34 B ANE TR I 2 SO A B
13, %f vCenter. By KEEH H b0y A IXLEAT S5,

$REYEF 4% - Windows Firefox

A LA R A2 Windows B¢ Mac OS _E [ Firefox i 55 2% K 3K HUIE 154 .
1. {fif] Firefox %% vCenter. Bij KEHEEL .0

2. i BN 2R AR .

3. miiAEk (RETREEFEMRER o TEERT —Arbl.
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. #1JZ Cisco Cyber Vision £33

& =0 https:/

Site Information for

Connection verified by a certificate issuer
that is not I'Ecﬂgniled b‘y Mozilla. Show connection details

Clear Cookies and Site Data...

M E %152 (MoreInformation).
M EHIES (View Certificates).
TR AR IR TR RE AL B B IR U, 3 AT S T CA G R 20 BT

7. B “HAh” (Miscellaneous) #5457

o 0 &

8.  mii FEATHH PEM ($8) (PEM [chain]). FEERT 4wl
Miscellaneous
Serial Number 50:E0:3D:46:00:C9O:AG:AB:87:AA:OA:BA:3C:C4:1F:71:7D:BF:D1:E2
Signature Algorithm SHA-256 with RSA Encryption
Version 3
Download
9. RAFICHES

10. X vCenter. Bi k& B .0 B EIXEATSS,

X EM
L JBRE APIC SR ARG ESR L 5 30 I
AR BT 75 (A5 L, 55 30 T
AR R APIC , 3 34 T
QHAr £ g 1) 42 B B DNS B A4 Secure Firewall Management Center H' &£ APIC [#15))
BB, 29100
FHERIPOEF MR (CA) B, 28 35 5L
JOBF APIC % as . 2 28 1T

1/ Cisco Cyber Vision iE1E32

BEAT 55 e ane) K B4 M Cisco Cyber Vision & 3% % Secure Firewall Management Center .
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https://www.cisco.com/c/en/us/products/collateral/se/internet-of-things/datasheet-c78-743222.html
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FHia Z |l

£1| Cisco Cyber Vision j%$%32 .

WAAR] NIZAT dynamic attributes connector [ 1AL 15 ] Cisco Cyber Vision. #5:05Z50 %158 L 1P Mtk |

U TR APL 254H .

BL{E Cyber Vision & HFEHI G h A4 APL %], 15 S (Admin) > APl > $h# (Token), #RJ5 s

H R (Show) BLEL R4, It

LUK RS 21 BT AR -

6 3% Secure Firewall Management Center .
el /A > BRI R > RS
PAT UM AL —#84F

g, obwmity (ERB) | RS e 4.
- G, SRR O REATTAEI%EE (Edit) S (Deete).

BALURE R

& 1% BA

AR (o D HIAAFRAME— bR L 2% .
15 AR ALIEVL o

Cyber Vision g
%

N R AT, DUMEFERE X B K% 3] Secure Firewall Management Center
IR IRK E I Cyber Vision IP Hihik 5 A%

W RAEH — Cyber Vision IP #itik, U w] DL AATART{E, #504m 1.

=B E]F CERIME N 60 #5. ) M Cyber Vision FHCHEHE WL i1y Hsf 1] (7] B
I/ RCERERR AT (8] (Pull Interval) fE24 1 #0. ST LUK ds R AE BB A ATl AR 2K
fHo BATRBAZN e/ MERR NG, BOYIX S KRR E, M ARG O
T, ARES FEUE RS .

M (5. ) Hi Cyber Vision [f15¢ 4 fRE FHLA 5L 1P Huhk .

i O (T D Hi N Cyber Vision i Wi [ .

ShE CIATT. ) Hi N APL A,

FHIES R (Test) FHH PRI B Ih 5 PR A IE B 8% o
HIE6 LR
FBT MifE IRA” (Status) 41 BoRTEE .
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B oeemcrses

UEESED SR SESE3
BEAT i e T ER TR 10 TP 9132, AR O IR CBUARE R0 30 )
HEAPRYR. T LAB I A
o2 B

AL TP bk (P SCAR SO, IR ILAE R A Secure Firewall Management Center 5 7] 1) Web ii45
7 bo TP MR BAAS S CIDR RoRike SCARSCAREAT LB —AN 1P Hidk.

Bldn, iR RRN ) SRVESIR Y ATREAT AN IP UL, Dy R i “BHIES” AT
REAT 3> IP Mk .

FEASSCASSCAF e %2 T LU SE 10,000 4 TP Sk
iz

HIE 1 G %Secure Firewall Management Center.
P2 G £ > SR ERRS > EiESR.
PR3 PATELME—#84E:

g, tbwmity (ERB) | RE e A,
o GBI IE RS SRS (D, RIE AR RS (Edit) BURIBE (Delete).

FERA AL EE:

i 17t AR
AR N A RRUAE— bR R
13t AR (I D SNV

1R BR8] PR FESRILHIRG (Pull Interval) 7B, S Eh A s PR text SCIFRLE TP Mk () 43
LR o BROAMEY 30 B

f/ ALY ) R A (8] (Pull Interval) {04 18P . 85 AT LR S KA B¢ B AR A AR L
T TR AR e IMEBAF AR, B E KR E, 1 HAEHERLT, "
e TR A .

URL B NS\ R TP Hhikf¥) URL.

wsInE D (k. ) AisEE el A 7R T3 INTE £ URL.

URL

BRa (AT3Eo ) WS SCA SCREFTAE (R IS5 2 A SO 36, IS E B P Boh AN 1 4 o
FEA B I AIF
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a2 ithub 325 [

= it AR
AT C(AlE. ) A .
WEH (ATE. ) MR AERL R Web g s 7 BHEP8E, A7 L R Lk$e:

o g SREGIES > 3REX LL B ShRIBGETS, 20, WURTCESRPGETS, R T
EFRIAEAS MU (CA) BE 28 35 T BT& T3k BGUEF .

o it FREGIES > MR 5T LB AR 2 0~ 2154k .

TS ik (Test) JEaf ORI G fHORAFERAS -
FE6 R TF.
TR Witk IRE” (Status) FH BIRFERE .

22 GitHub %35

B A3V ] B 4 Bl 2% 31 Secure Firewall Management Center LA T 50 [ GitHub #2858
LR RAE IR IP Hulik i GitHub TR . A LIS 8 i JE 2%

ARG R, WS 55T GitHub 1 1P Ml

\ )

IR O EZ ML URL, A NPK R RATAT IP Huhik.

UK

HIE 1 G %Secure Firewall Management Center.
PR 2 g N > SSE RS > EIER
PR3 PATELME—#81E:
e dsmE () | 5 R 4
© G e AEES (D, KA AT ARNYE (Edit) S (Deete).
PR A MARFRA A L] .
WS (Wi, ) {ERENERE (Pull Interval) 7B, ) JE M s A GitHub £ 1P Hubik (1405
LV AL o BRIAEDA 21,600 #2 (6 /M

LIB6 1 dHRTE.
HIT Hifg IRE” (Status) ¥ BIRFRE .
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https://docs.github.com/en/authentication/keeping-your-account-and-data-secure/about-githubs-ip-addresses
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B coogle =it - £ TR ARIRMS A MR

Google = i&E#%2% - X T H PIURFASARIEIR

dynamic attributes connector 435 3@ £ . Google Cloud % A Secure Firewall Management Center ,
DS FH 5K
HERMEEFAN
FA14 M Google = FALLFah& @ 1
o b5, T HT AL Google = B IR B X
A RVENE R, W2 Google = SCRYH IR RS HEbR 25
s [MgbRIG, SAIZN ORI H OGN o
HIRVEANE B, 1SR Google 2 SCAYH I A1 2 I FEARZS .
* Google z 1 REUMLIY 1P Hodlk.

i & RO R A BR
dynamic attributes connector £ 3K 2 /0 RATEAR > EFENRH - A it 2 A& EE.

£I]Z X3 dynamic attributes connector &5 5 /MY PR #) Google = F 7
BEAT 5508 an ] o 5 AT S ARA R AR 451K 7, BATA) Secure Firewall Management Center & 3% 2 45 &
PEo fRIXLEMEMSIR, ES M Google = iEHeay - KT H P AURAIE NI0EHE , 2 42 1L,
FIRZ B
L BCE Google ko A7 RHAT BLHRAE I TFANE B, T2 Google 2 SCRS 1 1R B I3

PR UEEMEN P S50 %5 E 1 Google 1Kk F

$£1E2 il AM FIEIE (1AM & Admin) > BRES M (Service Accounts) > 6| ZRR £ A (Create Service
Account),

T3 AL ER:

* BRSSP RER: T TARRILIK ) 40k i, cspac.
* BRSSHRA ID: NAERH AR S5 A4 R e S ME—{H .
* BRE MR A TE B
ARSI ITELNE S, 12 Google 2 U T i ik 55K I o

FIBA BB IS (Create and Continue).
WS MBI LIOSR A, BEREOR BT RS R AR 4
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https://cloud.google.com/resource-manager/docs/creating-managing-labels
https://cloud.google.com/resource-manager/docs/tags/tags-creating-and-managing
https://cloud.google.com/run/docs/setup
https://cloud.google.com/iam/docs/understanding-service-accounts

| Dynamic Attributes Connector

FR6 LTI EK>EFEMO.
FET Al
ESREA VNIl JRp Ik
P8 AT R MRS K TR EE ().

TB9  AUHEEES (ManageKeys).
FHIE10 SR ME (Add Key) > 813237248 (Create New Key),

& JustaTest [E] HELP ASSISTANT
DETAILS PERMISSIONS KEYS METRICS LOGS
Keys

A Service account keys could pose a security risk if compromised. We recommend you avoid downloading

service account keys and instead use the Workload Identity Federation . You can learn more about the best

way to authenticate service accounts on Google Cloud here .

Add a new key pair or upload a public key certificate from an existing key pair.

Block service account key creation using organization policies.
Learn more about setting organization policies for service accounts

ADD KEY ~

Create new ke .
Key creation date Key expiration date

L1 Al JSON.
$IE12 it (Create).

JSON PP N BB TS

PR3 NCE GCP IR, TR PIAE T34

T—SMta
5246 Google Cloud JEH%4% , 5 43 1L,

£1]3Z Google Cloud ;E3E28

FHIa Z |l

17 Google Cloud %1£38 .

#ER L Google zv JSON K s MR A5 MK 7 Hedhi s B2 BB L AR T L 75 1 o

o
i

WIE 1 & %Secure Firewall Management Center
FR2 i £ > SR ERRSR > s
PR3 PATLL AL A4E:
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. £1/32 Office 365 1128

g curmiess (R RS R L.
o GHEMER . EES (), WG T AR S (Edit) Sl (Dete).

FEA FALLITE

(=1 15t AR

AR Chifie ) FIANABRAME AR AS -
15 AR AIEBE] .

HRERE | (ERIAA 30 FP. D A AWS KRR TP LS (K AT B -

e fe/NHLER BB A (8] (Pull Interval) {5 1 70 0T DLKE B KAR e B AT AR B . FRAT)
BB B ME RN, BOyIE &2 KEdi s, mHAEGEHER T, ThesTE
oMok

GCPX | (M. ) INIEN Google Z JTTEM GCP X1, 7 XKPE411E K, 1531 Google z kY

1 H ) DX R X

BRSSME | Kl Google 25 AR 451K /' (1) JSON AL,

P

TS rLHRF.
PR Mtk “IRE” (Status) FH BIRHARE .

£l Office 365 £ 2%

IAFSS PR AT 4 Office 365 bric G A E s, MM Hdis 1% 3| Secure Firewall Management Center
DA T35 1% . Microsoft 23453 i BB 51X S bR 10 (1) IP HiEOCHK o SEA D 1) 8 2 25 M 3k 9 4 R e Al
F 285

HREME B, EZ M docs.microsoft.com _|-[¥] Office 365 URL F1 IP Mk .
puk =

B 1 G xkSecure Firewall Management Center.
P2 1G5 S > S E M ERRS > EiEs.
PR3 PATEL IR —#84E:

e vy () | R MR AR
© G EMBRIE R AEES (D, BUR AHTR R II4EE (Edit) iR (Delete).
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https://cloud.google.com/compute/docs/regions-zones
https://docs.microsoft.com/en-us/microsoft-365/enterprise/urls-and-ip-address-ranges?view=o365-worldwide
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FEA FALLTER.

vCenter 325 - £ FAraRisAngE [

I NRLER (B PR A 18] (Pull Interval) {64 1 75,

=l 15t A

AR ChfTe ) BANA R AME— AR -

15 AR AIE VL o

1R BR8] (BRINK 30 #e ) M Azure K2R IP WU (1 THIBE .

T TRA DR o ME BTG, Oy KR, i HAEHE T, o

fe T LU B3 A (R T W AT AT A S (.

I¥) Office 365 IP il F1 URL Web Ii%5 -

E%%ﬁ(%ﬁ{m ﬁﬁﬂ—?o
K API (7. ) MAZINPELZ Office 365 15 5 URL CUIRILSENEARD o K
URL TEH(E R, 152 Microsoft U4 %G A _E 1K Office 365 IP #hikFIl URL Web k%5 .
KRR (5. ) MR, sl Ak, A XHFEAE R, EZ 0 Microsoft SCR 3 511

(7. ) Hi true o) false.

HIES R TE.
FIB6 ifE “IRA” (Status) 41 BoRTBE.

EFERR - KT HPAIPRFS AN BIERE

Dynamic Attributes Connector &

FH U7 T 47 T S s

vCenter ;

HMERMEEFAN
Al 12 A\ vCenter T AL BN @k
c IERS
* MAC Hhhl:
1P itk
* NSX brid

P EE R B AR AR PR

Dynamic Attributes Connector #3k 42 /b LA H

K h A& JEPEM vCenter 2 A Secure Firewall Management Center , LA

IEBLRKI A e P A BB
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https://docs.microsoft.com/en-us/microsoft-365/enterprise/microsoft-365-ip-web-service?view=o365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/enterprise/microsoft-365-ip-web-service?view=o365-worldwide

Dynamic Attributes Connector |
. £ %F dynamic attributes connector .5 5/\ilBR &Y vCenter F 7

£1]# X} dynamic attributes connector 5 & /"R #) vCenter /A I

AT Z5 0 1R ] ¥ B H AT S RA SR I I 45-k )7, LAIA] Secure Firewall Management Center K% 5458
PEo fRIXLEEMEMSIR, S vCenter HFELS - T H P AR NI EHE , 5 45 1L,

Fri&Z 8
I E T E vCenter IRES 25K 7 o A3 KRBT BEEAE IVEGNME B, 15214 vCenter SCAYH 195 T vCenter
AR 25 A% LB B

LB DUEH 54y 5% vCentero

$I®2  lSEE (Menu) > EIE (Administration).

$®B3  ALEMERKT, SR SEF (SingleSign On) > B F#14H (Usersand Groups).
PIRA  J\IF (Domain) IR, sl AR LA IO P

P®ES AR MAR.

FE6  WAERMELE, )5 AGERm (Add).

Mg R, fdiif E)42 %] (Access Control) > £ 51X FR (Global Permissions).
$®8 liFm ().

PR {RPFEh, SEEAHD QI EH ) vCenter B AR

B0 EEREET, WMAHP 2.

TEN NAE (Role) ¥k, St Ris (Read-only).

IR12 hF REE I SR

i
~J

Add Permission Global Permission Root b

User vsphere.local
Q just-a-test
Role Read-only

Propagate to children

[cvce | I

$E13 ALWmE.
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https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vcenter.install.doc/GUID-8DC3866D-5087-40A2-8067-1361A2AF95BD.html
https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vcenter.install.doc/GUID-8DC3866D-5087-40A2-8067-1361A2AF95BD.html

| Dynamic Attributes Connector

T—%#ita

£1/32 vCenter JE1522 .

120 vCenter LS , 5 47 UL,

£ 2 vCenter &322

AR5 HR WA 24 VMware vCenter G424, MR £id & 1% 2 Secure Firewall Management Center

LU 555

FHia Z |l

W RAE AN SZAF RS 55 vCenter 315, 12 TR BUIE AU LK (CA) #E . 5 35 TT,

32

L1 &% Secure Firewall Management Center .
P2 il &/ > SR ERER > EiEs.
PR3 PATLL AR 1E:

g ckmss (R RS R L.
o GRS, EES (), WG T AR S (Edit) S (Dete).

FEA FALLITE

i1 ke
B (7o ) AR UAME—FRiR I IE B .
15 AR BN T IR LR
1R B8] PR (BRI M 30 #bo D) M vCenter #6028 TP WS (1) 18] B o
f/NRLER B FR A () (Pull Interval) {520 1 Fbo 88 RT DL 5 KB B W AT ] AR
T TR e ME AT NG, BRUIX &= A K, 1 BRGSO, mRE
SRR .
E# (o D AL PR 2
* vCenter (11584 M€ THLA
* vCenter [#) TP Hidik
« (3% D A
BN R (Bl hetps://) SRR,
#l40, myvcenter.example.comi{ 192.0.2.100:9090
AR (o D AR EAREAOKH B 4. P ARSRNE.
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L RA

Coifie ) BT A o

NSX IP

WAL vCenter M 25 24> ] M4 (NSX), Th 4 AL TP Hulilk.

NSX A/

N2> BATHZ U TR NSX RIS 44

NSX ZE#I

BN NSX-T.

NSX 283 | % A\ NSX H /7 (183505,
vCenter iE | %45 LA Nik$E:
+H

* KRS FR BT BAL (CA) B8, W1 T RBUIEBAUA NI (CA) B, 28 35 il
Jrid

* R ZRER (Fetch) LA BI3RIGIESS, B0, WERTCIAIRIBGIEFS, 1514 M T-2h 3k
UEFS AU MU (CA) 85, 55 35 TP g T2 R BGIEFS .

* il FREGES > 3R LA ZWRBAEF, o, WERIEHERPGESS, 51 T30
RPN (CA) B, 5 35 T Bnd T3h 3R IBGIEF .

o il FREGIES > MICHRI BT DL AR 2 T R 3 uE 5%

Descri

Domai

IP*

Port*

User*
Password™
Secondary IP
Secondary Port

Secondary User

| Test |

FMC Server Certificate” | updated 3IN CERTIFICATE-----

PR 2 S 3R BGIE B BE K7 B

Add FMC Adapter

Name* Certificate chain was successfully fetched. e
Here are certificate details (priority order descending)

firepower

14733

rest

firepower

14833

Secondary Password

s e eiaes w e e 7
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g1 Webex 2% |

JETTRAGHETIB KL+ CA 4 WoRRALT LU WA TIIES .

Certificate chain was successfully fetched. e
Here are certificate details (pricrity order descending):

WERTEEE X R 7 SR BGE T, AT LR REGIE 1 5E, a1 F3h3RBGIE BaUA LR (CA) B, 2
35 G Tk .

FES NHRTF.

£1/32 Webex 1E1555

I 238 G 4] 1) Ky Bl 2 3% 3] Secure Firewall Management Center DA T~ 5% ) Webex JE #4545 o
B IXECPRZEICHL 1P Hubik ) Webex HEAT4EY . AL OV B AR EILIEDS

HRVEANE B, 152 Webex Calling (13 [15% .
32

B 1 G xSecure Firewall Management Center.
P2 155 S > B ERRS > EiESE.
PR3 PATEL I E—#84E:

e vy (O | R SRR AR
© GuiREMERIE RS AEES (D, BUR AHTR R IR (Edit) iR (Delete).

T4 AL EE.

=l 1t AR
AR Coifie ) AN AL BR AME —FRiR LB -
15t AR AIE LT .

PRERERE | CBRIAH 30 5. ) M\ Webex Ki % IP WL 19 il .

f/MEER (B FRET (8] (Pull Interval) fE4 1D 4 m] LUK s KR B0 B 0 AR AT AR (1
TV WA ERE o MEBAFRAR, PO A R, mHAASHER T, W

REs S HEUE N 9

(i ) Cbis. ) W3R ORI B RAEMT O B 1) TP ik

I
I}
o
2
i)

o
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https://help.webex.com/en-us/article/b2exve/Port-Reference-Information-for-Webex-Calling
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B o2 z00m iz

WIS AUlMER (Test) TR IR D) G FHARAEIE RS -
FIE6 LHtRTE
HIBT Miff IRA” (Status) 41 F BIRFEE .

B2 Zoom 1EESE

IR A3VHS anA] G 4 Bl A 3% %) Secure Firewall Management Center LA T 5% ) Zoom & 2% .
I ERRAE I 1) 1P ikt Zoom BEATHES" . AL B SR ML I3

ARVEAE R, W2 Zoom 19 2% B K 4k BLACRR IR 55 45 BEE

L IE1 53 Secure Firewall Management Center
FR2 i nh £ > SR ERRS > EiEs.
PR3 AT L ME— 181

g, bnmity (ER) | RS e 4.
- GHRRUNRER . SEES G) , RE AT AR (Edit) SR (Deete).

T4 FALLTEE,

=l 1t AR
AR Chifie ) NG BR AME—BR IR -
15 AR AE YL .

SREUENR | (BRA 30 B, ) M Zoom KYZX IP WG
/N ERIE R B 18] (Pull Interval) {A% 1 Fb. 14T B oA (8 4 4 £ T AL £
BTSN A MR, I & A KRR, T LB T, o
e 2 SEUE LA 2.

EEBME | (. O W3R H R AR 1 1P k.
IP

FERS mliik (Test) I PRI B o FHORAFERL 25
FE6 R TF
TR Witk IRE” (Status) FIH BIRFERE .
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https://support.zoom.us/hc/en-us/articles/201362683-Zoom-network-firewall-or-proxy-server-settings
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agpsrteEs [

I SN7S B IR

{f /| Dynamic Attributes Connector & X {1825 )& P it JE 45 2 7F Secure Firewall Management Center '
SR A TR I RS A B0 % B, Ry DL S50 16 AWS IR 45 #4511 U i) A PR
FR >4 Microsoft Active Directory "5 LRI 55 2H Ji 5 o

\}

ER ORREN B SUAK. Office 365Azure Service Tags. Webex &, Zoom Al s & 8 PEiL Je 4% . X L5 mY
PRSPt [ O TP k.

A RV 1) 12 LU ERDNS LI PRI PR 40 45 6L, T 25 [ A P 8 2 I e D8 SR Qs U 1) 2 Fh L U 5 DNS
HE o

FHIa Z Bl
QU IR, 5 16 I

UK

W1 & %Secure Firewall Management Center
PR 2 G sk £ > SSBEEES > IS E LS.
PR3 PATLL AL AE:

vt ok v (D).
o G e MR IR AiE BS (D, RJE AT R R4S (Edit) iR (Deete).

T4 WAL EE,

I H LA
Es FHT7E S5 A Secure Firewall Management Center

MHAE S MRS > 7B 5) Thrilzhds
hyEsy (ERBhEXZ) 12 FK.

A FEBZE P ik ZEA I (R 4 A 1) 4 P

ity .
= . ot [ +]
i A A — .

P EN g A, A LU
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B osrrmEsme

= 15t A
23 (B s LRI

* &F (Equals) & & Y] 5 E5E 42 ILRC.

* B1& (Contains) 2R HESEILAL CWIRAEN
FEATES P UL

5 AHHEE (Any) L2 BB (All), K5 Ay g
—ADEEAML. s MEM{E (Add another
value) LUE ) 25 1) s Inve

LIE6 L BRI (Show Preview) DU 57 A iz bl i I 4% ol TP HuhE ) 5134 .
LT %ERJE, AiTiRE.
I8 (n[ik. ) UUE Secure Firewall Management Center H1 2 &% %2 .

a) B/OEIDLHEA RS RO 84008 5 Secure Firewall Management Center o
b) iF i 3% (Objects) > 4MERE M (External Attributes) > E75315 (Dynamic Object).

R OIF b Py e e ) VAT AN SRS B

s EHES E RS G
AR T B A AR YE L I AR K — LR
;~15: vCenter
PLUR/RBI R T —44AF: VLAN,

Edit Dynamic Attribute Filter

Name* Connector*

Query* ‘:|

@) network eq (any) myVLAN

> Show Preview Cancel ‘

LAUR sl 27 T A6 OR BEHE M = A4 A lULHC =4 EHLH AEAT— 4>,
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pumnEsTe [

Add Dynamic Attribute Filter

Name* Connector*
| vcenter nosts |

| vCenter |

Query*® .

Type Op. Value

eq host-2868

host-2869

host
L host-3780

> Show Preview Cancel ‘

~f5l: Azure
PLUR 7~ Bom T — A4 nic A 45 1 T 1 IR 4525

Add Dynamic Attribute Filter

Name* Connector*

[ Azure Finance | A |

Query* [+
Type Op. Value

Finance eq App

> Show Preview Cancel ‘

fl: AWS
PLUR 7Rl s 17— A4 {84 1 ¥ FinanceApp.

Add Dynamic Attribute Filter

Name* Connector*
| Aws | | aws |
Query* [+
Type Op. Value
FinanceApp eq 1

> Show Preview Cancel ‘

~f5: pxGrid =

PL 7R f 2 n— A4k PostureStatus ) NonCompliant.
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B =osmirsmsn ca s

Add Dynamic Attribute Filter (2]
Name™ Connector™
[ PostureNonGompliant l [ PpxGrid Cloud -~ I
Type op. Value
PostureStatus €q (any) NonCompliant
L
> Show Preview Cancel m

F B3R EGIEF i & 1144 (CA) 5%
FEA T A S RICGIE AU U SE, A DL 30 S R e A 2 — 3R] 122 A5 #2 31 vCenter
B KB HL L
TV AR UE TR A M EIE 1.
TS LR RS U R P 2 — R B BN 4
* vCenter B¢ NSX
o By KBEE B L
* JF} APIC

3% EViE %% - Mac (Chrome A Firefox)
1 I FE > 4F Mac OS | 4# ] Chrome il Firefox i % #% Sk 3k HBGIF 5% .
1 FIT&uE .

2. WANLL T4

security verify-cert -P url[:port]

Hodr url /& vCenter. 5 kKRG B0 B URL (BFEHZE) o Hill:

security verify-cert -P https://myvcenter.example.com

W BAE F NAT 8% PAT vy in] vCenters B K5 BEA Ly, v RAgZan R 5 =8 it 11 <

security verify-cert -P https://myvcenter.example.com:12345

3. R EEANUE-PHE DR AT BIAESCA S

REI iy < p— BEGIN CERTIFICATE---—- ] [— END CERTIFICATE----- IBHET o
o HERRATAR TooR M SCAS (2, E P ARAMARIES (< and >) A& FHTAR SCA L R R $ 5
N

4. *f vCenter Bk B545 by BEHIX TS,
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Fapmirsmenica s ]

FREWIEH % - Windows Chrome

fi L RE 7 Windows |- ] Chrome i1 5 &5 K SR HUIE T4 -

1. f§iJi] Chrome %% vCenter. Bjj KHEE H L.

2. FEN AR A b R LA 2O BB A

3. PESR (Certificate).

4.  HiFAEREETR (Certification Path) £+

5. RUdAEPBEEH TN CRIZE—A) HE4S,

6. miEFIER (View Certificates).

7. SHEHER (Details) LT

8. i EHIZI3CH (Copy toFile).

9. RIS HEANMIE T EER) CER M UIE P30
M AG IR EER T S A, s Base 64-Encoded X.509 (.CER), i FE PR

.t
€ ¥ Certificate Export Wizard
Export File Format
Certificates can be exported in a variety of file formats,
Select the format you want to use:
(") DER encoded binary ¥.509 (,CER)
(®) Base-64 encoded ¥.509 {.CER)
() Cryptographic Message Syntax Standard - PKCS #7 Certificates (P7E)
Indude all certificates in the certification path if possible
Personal Information Exchange - PKCS #12 ( PFX)
Indude all certificates in the certification path if possible
Delete the private key if the expart is successful
Export all extended properties
Enable certificate privacy
Microsoft Serialized Certificate Store (55T)
Mext Cancel

10. IR TET
11, AR ERS TP IE.
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B =osmramsni ca) s

12, SHIEBEER A E P ER S R .
SIS G W N UE TR WG B SCAR g a2
13. X vCenter. i KESE BE .0y BB IX ST 4%,

$XEUE S 5% - Windows Firefox

A LL MRy Windows 5% Mac OS L1 Firefox 3 S5 K AR B 155 .
1. AliH Firefox &3 vCenter. Plj K1 B H Lo

2. Rl ENLA BT b

3. miifEik (EREEFERER) o FEERT bl

& ~o https:/

Site Information for

Connection verified by a certificate issuer
that is not recognized by Mozilla. Show connection details

Clear Cookies and Site Data...

4,  HHEEZEE (Morelnformation).

5  MiiEFIER (View Certificates).

6. WK HE AL S R IR O, B AU S THUZE CA R R IR LT o
7. EHF| “HAh” (Miscellaneous) 547

8. AUl F#ATHIN PEM () (PEM [chain]). FEIE/RT—ARfl.

Miscellaneous

Serial Number 50:E0:3D:46:00:C9:AB:A6:87:AA:OA:BA:3C:C4:1F:71:7D:BF:D1:E2

Signature Algorithm SHA-256 with RSA Encryption
Version 3

Download

9. fRAFSCAF
10. X vCenter. [ KESE BE .0y B B IXIEAT4%,

X ER
5 R APIC LRI ARG ER . 2 30 7T
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EiniE g ons gmhERasas

SREVEE T A AR S, 5 30 1L

OISR R APIC , 2 34 0T

el Uy i) U e DNS B4 F Secure Firewall Management Center 1 [ E} APIC [3))
A%, 2901

F-BRPGIE WU (CA) B, 535 710

JBE APIC iE#E 2 , 2 28 1T

7R B3 HI| SR E& sk DNS SREE R {E A IS XT R

1 dynamic attributes connector, &0 LLZE D ] 45 il ML) 5 DNS Sk rh e B 30 &S P Jgas (F8
Secure Firewall Management Center 1 A #{ 4 Zh A% %) .

i e dE e s DNS £ Fh g sh 7S Xt &

TERVEE A R EORAP NS B IER 2 )5, 3N %4 B 8 M\ dynamic attributes connector
L% F Cisco Secure Firewall & Fil s ,

ST LAAE D7 ) 4 R U) ) 55 DNS HE I 1) Bh 78 J 14 6 T - 0L i 4 F IX LSe35 0 % o ST LK SR 5
ISR UEE B AR JE Y B, eV i IR, ST DO S5 BhA s S Es i HbrJE v, LA
L L3 3 DG E R ) b FCA 25 1 R B U 1) I 55 R 55 4

\}

ER ORREN B UK. Office 365Azure Service Tags. Webex 5, Zoom Al s & JE PEil Je 4% . X L5

M=ot 3 oy 1P k.

ﬁ”@ij] IL:‘E Iﬂzl_l)l:LE'.\

{i F§ Dynamic Attributes Connector & X {184 J& LI JE#5 25 7 Secure Firewall Management Center '?
SRR AT AE YT a4 i S A AR G e an, BRI LRI 55381 TR AWS JIR 45 2 1617 il AR
P4 Microsoft Active Directory 1 5 SR 45 2H i 53

)

AR BAREN B U, Office 365Azure Service Tags. Webex 5% Zoom fll i 2 A Js MEid e ot . X2

Kz Gt B O 1P Huhik.

e

A7 R YT 1) 17 LU BRDNS B PR PR A5 6L, T 2 [ A T 2l 2 I i D4R R Qs Uy 17 % Fhl LI 21 DNS
R o

FiaZ |l
BlEERSS , B 16T
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B oeasrmes

UK

WIE 1 & %Secure Firewall Management Center

T2 5 ril & > SIS B EERS > SISEMFER.

PR3 PATLL AT #5145

e s ().
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o GRERECMERIEERS: St BE (), RE AT AR NGEE (Edit) SR (Delete).

T4 WAL ER,

s LA

B FHF7E 55 A Secure Firewall Management Center
X GEHE OMNRBM > Mg ThriHahs
RS (EAZIEXN S HME—2Fx.

R FEFF s oy ST IR AR I A4 PR

211

—.
%/ﬁf‘{ﬁibno

PES EN g A, TR LU

W= 13t AR
] MR AN P DOERAR IR
23 (8 M U NI
* FT (Equals) Y] 5 {E5E =LA
* 8% (Contains) 2K i SAEILEC CAERAA K
FEATES > IR
fE HIEEE (Any) BREER (All), K5 SIS

— AN EZAME. miRIMEME (Add another
value) LUE ) 25 1) i3S Inde

FIR6 il BIRTLE (Show Preview) LLHE 7~ Erifik [ i) j0 26 5 1P Hudik (151155

BT EHn, HiERE

LIRS (n[ik. ) IUE Secure Firewall Management Center 112 &% 42 .

a) /DD HAMEE I RN 8408 5 Secure Firewall Management Center o
b) i i F& (Objects) > SMERE 1% (External Attributes) > #h75%5 (Dynamic Object).

. Dynamic Attributes Connector



| Dynamic Attributes Connector

pameanzs ]

Sk eA N EmIP il e t INA TIPS EZIF O

7SR TR 5215
AR EAHE:
o (PELHAR. ) XS Bk [ dynamic attributes connector)

dynamic attributes connector 1% HEAE A = S AL R ISCEE R (It 25 R 1P Stk IR AR 3
Secure Firewall Management Center LU¥E AT -7 ) #5 HBE ) o

H Kdynamic attributes connector[FJ 74115 5, 12 (5¢ T dynamic attributes connector , 25 1
T .

o (. ) AR (SGT) M5, W& Tahe Lulilid ISE & Xkric. AREZHER, i
Z (AT H bR 4 bRl (SGT) VLRCY A 2 2ibrid) .

o (NYF. ) HE TP X% HiCisco ISERE X
o (. ) WIS, w1 (WA KR E X)) Cisco ISESE Y.
A JENE T FAE U 42 B ROU R A AR H bR g E o A8 DA HED
o ANFRIZRAIF 6 S iE T AND LA — i
o BEARIZE R0 iR BT ORd 1244
Blhn, WnEREREIR H AR SGT 1. SGT 2 fe#428M 1; dniYE SGT 1 8% SGT 2 Al 2 i %2

B, NUEEDCES . Blan, SRR R A ARE A TP kRIS AN %, R bR IR
B E (R Hod AN 1P Huhk, iz UE R .

7£ Secure Firewall Management Center F EF ZI7S IR

(A3, ) PU R WS Wi 76 348k (Objects) > SMERE 1% (External Attributes) > 733 & (Dynamic
Object) 1A B APIC X4 .

FHIa Z Al

SEZ T T JAEF APIC 5 Secure Firewall Management Center 52 8 AH ¢ [14T-45 .

1 G XA Secure Firewall Management Center
HIE2 JEIT 35 (Objects) > 4MEREME (External Attributes) > F7S3 & (Dynamic Object).
FIBNGAELA AR ALw; B, AWS ZIEN AT ELLT aws avazon.
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. £ Secure Firewall Management Center R &5 & sh 7531 5

i R APIC SR B MIsh AR 5, FEAFRET 5 LU M K

APIC-site-name_tenant-name application-profile-name EPG-or-ESG-name

ZN 7R

Edit Dynamic Object ®

Name

Description

S8 3 BAF G AR RN IP HbE, i ST A © ap).

s

aws_S3 ®
Mapped IPs

(e )

695 Mapped IPs

1178.10.0/24

117811.0/24

1178.4.0/24

1178.5.0/24

1178.6.0/24

1178.64.0/24

1178.65.0/24

1178.7.0/24

1178.8.0/24
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A BSR4 1 iR AR SR B 2 37 512 HI LU =5 DNS .

T—%#ita
THZ B AE 3 PR DA% K B U il 22 LU 2 DNS FE I

{8 B 7S B 1 g 28 K 832 177 e4= I AL M = DNS £

AEBEHE I Zh AR R GRS G U Z T QIR K sh A R L IEas ki 44D GU—ED) il £
AL .

%) DNS SEISA NSNS B ML g ds, 1S b QI FEAC DNS 5%
LB AR YEL g A4S N 2] DNS HEng, 1524 G FE A DNS 5% .
FHIa Z Bl

R ABE S ML et i, QIR sh AR TEIRIE S -

\)

iR

TEANREN WHISCAS . Office 365Azure Service Tags. Webex 5k Zoom G 2 A& JE ML JE#s . 1KLL
M et B oy 1P k.

v
i

L1 G XA Secure Firewall Management Center

P2 ik REE > TR > IFRE .

S3 Ay e s s (A .

FEA SR MBN (Add Rule).

$£B5 S 3h75E M (Dynamic Attributes) I <.

$IE6 (£ “nHJEPE” (Available Attributes) 7>, M FIERF 7S XF R (Dynamic Objects).
NEIR T AR

. Add Rule ®

Name [ ] Action | @ Allow v @ Logging OFF B Time Range | None v Rule Enabled @D
Insert |into Manda... v J @ Intrusion Policy M‘: n v Ee File Policy ‘ None v J
Q Zones Networks Ports Applications Users URLs Dynamic Attributes (1) VLAN Tags
[ Q_ Search Dynamic Attribute Objects Selected 1| Total 23 Selected Sources: 0 Q.  Selected Destinations and Applications: 0 Q
Filter by type Clear Selections Dynamic Attributes
() security Group Tags FinanceNetwork (Dynamic Object =

(4 pynamic Objects (O github_actions (Dynamic Object

CJ github_actions_macos (Dynamic Object)

D github_api (Dynamic Object,

+ Create External Attributes @ Add Source Dynamic Attribute Add Destination Dynamic Attribute

Comments ~ Cancel
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WIR8 WURFELL, A o Ah 4 A

T—%#ita
THZ SIS B PERU AT, 28 59 T,

i -
7= DNS SRR P {E A ST R
B R VA AT I BEYE 75 DNS KU G B 248 IR %% (£ Secure Firewall Management Center 141
HNENEXNE) o« 47k DNS KIEHIEE, TS 2242154k DNS 5.
RS LOIEERS MRS BMIE SRS, ShAN 52 B3 NEhA B HERARHEIL S Secure
Firewall Management Center.

"] LAAE DNS BT “shzs s ok I ai-R udiin EAE AR Ssh A0 5, T 2 a4 b0 (SGT) 1
Jie LUK Eh AR A I IR B H AR P, (H i e R R R AL, e AU

UK

FE1 Nl R > 2 5KME > DNS I 6 i@ sl DNS 5.

SIE 2 N InE g R .

$IE3 LT ah7SE M (Dynamic Attributes) 155

T4 EERSEMEIIE T, BRI S, RER TS INEA N SRS H AR SR . By, &5
HMITA AN S, AT IGE LT “ 2 d1” EIMUM AR S A X5

PS5 7E DNSEEI b, KPS H AR DNS 1 R UCHC AR N 51 3R B o

IR 6 AR T B S DA A R O e A

FET LR

- ; . 4+
7S PE NS
S BN T P 5 B S L0 Microsoft AD il ISED 15 5 Bh4i S 060 FHL 7 2 FE 5
Gk, UG 2202 TR IE T 5 ) R R
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ST AP, 5 63 T
WIATRLE ZhA R % 63 71
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KT BhaSEE IS
PATT, Secure Firewall Management Center {X MG E ()54 430 (U1 Microsoft Active Directory. #(2) £
I AREE . SRS 3 IRk 555 1% (Cisco ISE) 45) AR ST A Bl Bbfs BB W Gds 1 44 4180 1P
Hudik.
ey BBk, RnT LKk FRRE S0 B9 7 RS PP a8 i ) S U S 5 B, DA
AR 02 22 5 T 100 P P it 22 4 DA R XU B B S o FRATT SRR T P S S5 R e O, JFAER S
A Ta) 42 1 SR rh A P 145 R

B sha& Py khs, b
s P A SR AL
1524 HA Cisco Identity Intelligence [#) Duo Identity Security .
* 3 ] Dynamic Attributes Connector
© WE SO
o AR Ik %5518 (Cisco ISE)
* pxGrid =
pxGrid z fE[F] 5 & 5 5 4 A28 5 2 A VPA
TEAME B AT 42 pxGrid?
B T 3 B E0AESS B 4h, Cisco ISE Fl pxGrid 2 i v LIRAELL M5B (A2 -

* JLT TCP [¥) SGT AZHelp il (SXP) G Al H KX ilifi B ARWAELE, S5 CIRS 0
PUMNIRSS 5135 B B AR D)

© R LAV S B B S IE . AP R, WS G

* BOE By U
* G4 LDAP 45tk o}, Active Directory A A4 H 5%
o Wi B Kol A Microsoft Azure AD (SAML)A4iiI,

SRS e B Gy R DL I 1Pl . WIRTEE, Bl v] DL SXP 2%

AL F A5
SO USRI AUR 1P HBL R
EEE

KT BB KA, 263 I
U e AP K, 5 63 T

NATEC & mh7SBr A IS

REBAYTET KT 3B KEE 58 63 TUh IR IACE Zh77 KhE AR SHE & FIIL 0
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process_summary

BB KA KB U8 (i Cisco ISE) 55 URHS 3 B BEHE AL, LLIn) Secure Firewall Management Center
AT P EAEE

1

2.

5.

P B RO O B e LICR L R AR

fic & 5% Y #51F) Secure Firewall Management Center & {73 .

3. MO SRR B A
4,

Jii Fdynamic attributes connector .

P B BB K

process_workflow

PAUR i FEMEIE T i e Bhas Bl K

1

V&R HA TG # A Duo I/, FCE EAE SR fL .
S mT LA RO SRR 00 R REAEL T K3, A Duo Advantage LA .
TESRE B b, B AP AR, AR OGS Bk B B AP k.
FRAIE R B O I AR S 1 I 8 v A R P R A% KU1 L
A KEE GO EIR GG R, 2 GRIERRE) .
ARIESWPEAME R, HSREREUTHR N G0EHR HE . 28 66 T,
({X PR Microsoft Azure AD 4ik. O 75 GH4rEH 4, 64 Microsoft Entra ID 4/
HREMGEE, S (Microsoft Entra ID (Azure AD) Bl 51k -
QBRI CRECH S, HhEPIT 2. )
BT LA AR AR — b 77 AT IR A -

s MLESED KBTS Bon B E R, H T IR E S S I,
il R > B8 > SRR
A ROESOFERVEDE R, EHS M.

« T BRS04 51 B (Cisco ISE) S HU5 1915

o WAl E pxGrid = B35 (Cisco ISE 3.3 B HLARA)

* WA E pxGrid 2= 53 (Cisco ISE 3.4 i 5 A

Bl E =T EI

FRATT SRR LA 4«
* {14 LDAP 45k Active Directory 4JUs Al 4, H %
{7 FF Microsoft AD; AN F LDAP 4l
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o Wi B 4 il A Microsoft Azure AD (SAML)TiI5

6. )8 Hdynamic attributes connector.

i 2B k4% 15 B) dynamic attributes connector. ‘EAF RS SMIRAEE S5 SR 28,
MR PAT I 3% 30 (R 1 5 5%

WEZ 4 i H dynamic attributes connector
7. QU ZhAB Kk L. iR CAT Sha Pk L], WEARSHIT R 2. )
st /A > BB EERE, R AL EE SR AE.
THS QIR ShaP K 526, 58 68 1.
8. RIS YR MR B R ARSI
HS RS0 SR AOREE 5 69 TT.
9. HEHERGENXMLLER.
FATH LT WA sh A P g s -
I NUEE S
« T B
« RHTf
* ATBERI
fEn] UL IR QI S A R vE 2% o 58 77 Db R Ul B g 4 R X e B A R R R A
10.  EF AR GUE ST PR .

T AN “BhaSPKEESg T (SRR D7 R hl s, b LU R
R

o FELIEANRTAE L AATAT R0 288 D7 T AT AT B Y 45
o WEFETTBE ] AT AR PRI 2% U5 ) AEAT H BRI 2%
o BELIEANRTAR Bt AT IR R 258 D7 T AR AT H B Y 25
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. /2 dynamic attributes connector

Ja F dynamic attributes connector

AT 45 HE I £F Secure Firewall Management Center)i3 i dynamic attributes connector . dynamic
attributes connectors —FIEE L, BTN B 2 W45 5= i 10 L BE H] T-Secure Firewall Management
CenterJj [A] #% il A1 DNS KL

UK

T WA G, 155 % Secure Firewall Management Center o
PIR2 Gk £ > SSEEERERSE.
P& 3 WHERMA (Enabled).

%4 J3H dynamic attributes connector I, RH L T B

IR IR, . WEORERRIRAAAE, IR AL TAC,

T—%#ita

WS A ISR . 5516 Ui,
FEXER
KT Bh&pi ki, 3631t
W ZhA R K . 28 63 TL

RERER B0 1EHR 52
SEATSS R AT RIE APL %53, %% AL 2L B A5 e U B S S RTT A5 O BT 15 .

R CAT APLE i, JF HABELLC R PTA(E, 0T DLkt et RO 4R EL AT G5 BB At sl
’ ;:él_ 68 ﬁ:

*EZRID
« APl URL

« £h# URL

FHia Z |l
55 AP JREOREAE B0 P eI AP b

TRALIN T ARIR T APL % ) i K 8 3 P B B, i3 PAE B AP 2 7 i i 7 o
Ub, BERTRERT ZLAIE APT S,

KRB APL & SR B TEAIE ., 2B A 3L APL.
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g sntEm e |

W G BEN SR fL
$W2 b * (EHD .
PIE3 piliiRmEmK .
HIBA /T E, 7F “APLE 07 T, Adikim APl ZR.
FIS A BFRM AL R .
PIR6 M RTFHFEREIE.
TEZR T =Rl

Integrations > Add Integration > API Client

New API Client Integration

Name

DocsTest

Description (optional)

O

API Credentials

Credentials will be shown here once generated

Cancel B Save and generate credentlals

ST AT 0L, WMLTEPR, Alh2EEH .

Integrations > Add Integration > APIClient

New API Client Integration

API Credentials

0 Copyall
API URL

) hitps://api.oort.iofapi

Token URL

0 hitps:#flogin.oortio/oauth/token

Client ID

5 SOubMDWWolKADDAP PWOHMRADIKOGK3g59
Client Secret

[

Token Quotas

There is a maximum number of tokens that can be created for this client and/or organization.
The client is limited 1o & hourly and 25 daily tokens.

The organization is limited to 100 daily tokens.

+ Finish

SR8 AU LIRS E G
P9 AT (Finish).
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B 5 osmoos ssnEnas

R G
B2 O BhAPT K S, 5 68 T,
HxEm
KT BN 5 63 T
WAL E B, 2 63 T
A Bh7SBE A% G & SR F0 sy
TEMC B ZNASI KB 2R, bR B 2 5 1 5 AT 4 U«

BLE 5154
SCHFRATR 5473 400K
* {7 LDAP 43 s}, Active Directory 4TIk Fl40m H 5
IV 37 FF Microsoft AD; A HF LDAP 4.

o B B4 56 B i Microsoft Azure AD (SAML)4¥iE

R ESRIR
SCRFLATE S 4

o AHh Cisco ISE: Fi & ARG 43 k55 512 (Cisco ISE) & 43I 1 77 7%
e Nk Z AN Cisco ISE £
« WHATTE & pxGrid zx S0 (Cisco ISE 3.4 ol 5 = il A
* WHTHCE pxGrid 2 S (Cisco ISE 3.3 B LR A
FEXER
KT AR ks, 563 T
T e AR kEE , 5 63 T
B BhSRE A LE L)
BEAT S S an ] B st sh2&5BH KBS EBrsEs], 1ZseflE SRS SR 2 B eik.

FriEZ 8l
AT LU T A 4
* Ji4 H dynamic attributes connector, )i ] dynamic attributes connector T ik .
o U B
o 0 EREBH 0 IR 5 51 8 (Cisco ISE) S Uit i1 2
o A% pxGrid = S .
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wawrs snsmaxs [

UK

T W MARPATICERAE, 158 % Secure Firewall Management Center.
FR2 AN > SR EERERS
S Sk LR D, R AT BhAH K.

TR T A

&
are available other types of connectc
e e
* See available connectors
[4 Go to Connectors Iosif:?flg.i‘"m J‘i
[ Editin Identity Sources
N (-1
© Create Dynamic Firewall

Identity Feeds Intelligence Integration
*
0 Available 0 Available

R
WERARE BN I, TR DO, AR5 gReL:

o it B BERG 0r i 455 12 (Cisco ISE) S MR 1) 7775k
WAL E pxGrid 2 B35 (Cisco ISE 3.3 8l 0 FLRRA)
* WHTHC & pxGrid =5 (Cisco ISE 3.4 B S A

FEA e SR AE.
PIRE RSN SIS SR ARSI, 5 69 Uit

HXEH
KT AAEDIKEE 563
WAL AR 5 63 7T
BENRS SR HXEK

WATS e s SRS S5 AHOCHE, 231 Secure Firewall Management Center $& {1 F /= 1
WEAGAEVESY o

ARVEAMER, WSRO

FHia Z |l
THGZ R, SRR
o THECT Zha&Bikds 5 63 TIPSR, B OrdsiRn B ot I dnfor by ) A%
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| EE CEL L s

* SEINBIE ZhARR KRG LB, 5 68 TR TR IR S .

TR LR AW K S, 5 68 1.

T2 AT TSI, SRS R, WL BRISMERERIEHE, LIS (B
FEH P AR5 D o

RS T AR

Dynamic Firewall @ x
o Associate an identity source with an identity intelligence integration
In the left column, click the name of an identity In the right column, select the check box to
source from which to retrieve authentication assoclate the identity source with intelligence
information. integration.

User identity feeds Intelligence integration

Cisco Identity Intelligence
Enable ISE pxGrid Cloud in Identity Associate user and device risk
Sources to use it in the dynamic firewall. assessment from Cisco Identity
: Intelligence with the selected identity
! source. If you want you can go to Cisco
| f | Identity Intelligence Dashboard [

(® ISE pxGrid On-Prem
Use ISE pxGrid On-Prem as a source of
user identity to set up dynamic firewall.

Enriched :J:_.'
Identity is not yet supported in dynamic

firewall.

Identity is not yet supported in dynamic
firewall.

2 | View system-defined filters

3 View system-defined access control policy rules

FIE3 i T—% (Next).
PB4 SEPATHCE SOER . 71 0.

AXERM

KT BBk, 563 1T
Unfor e ShARBE K, 5R 63 1T
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g smiEn |

B E F10 15k

WAL e el S0 U85 S0 T AR, )5 3 25 1) Secure Firewall Management Center $2{1E ] 7
B8 RS P4 o

FF6 Z A
SERRE SRS SRR OG5 69 TUH IR IS

UK

T BB SIE S SO AR, 28 69 TUH TR MRS .
SR 2 Wk T BRI E R M, TEMAGIRBIN GO EIR AR, W3RBUIT I S0 R
{58, %6 66 Wk,

TR Tl

Dynamic Firewall Q@ x

@ Associate an identity source with an identity intelligence integration

@ configure Cil connector
Name*
[ Cll ]
Cll APIURL™
e 5 )

Token URL*

l https:/)= = m == e hftoken ]

Client ID*

AGG Bl amm RS T BED ]

Client Secret*

I ]

Pull interval (hours)

2 I

EXCLUSION LIST (@ ]

Tost m

FIRI (Wik. D EHE SR RREE T AR RTE T IS HERRSIRIT S BB REB R (@),

% username@domain.com % X BTN — AN 7 4. WCAIRP I P 280 SO0 AT 5 H
Jo

g R iy e
BCGRRE IS, A GREEPAT T2
IR B AR R, TR AT B0 R EIFER.

FES Hidi T—2 (Next).
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B z=zzsewmons

FER6 RBPAT AR RGUE LIRS 5 72 3.

HXERR
KT Pk, 563 it
Unfer e B ShARWG K . 5 63 1T
BERRTEXRHIESE
AT 25 R AT K B U5 55 JRRE S i ARG, 54 23 1) Secure Firewall Management Center 4241t
EPRKIN &R0 vanti
FrIaZ Bl
HSMRCE SR, 7100

o
i

TR ARG R ARGOE XS R g, Wb KPS,
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Dynamic Firewall Q@ x

@ Associate an identity source with an identity intelligence integration
@ Configure Cll connector

o View system-defined filters

We're creating the following system-defined filters for you. Click help for more information.

4 dynamic attributes filters

Name Query

Untrusted_Device (PostureStatus eq 'NonCompliant') OR

{(MdmRegistered eq 'true’) AND (MdmCo...

Trusted_Device (PostureStatus eq 'Compliant’) OR

{(MdmRegistered eq 'true’) AND (MdmCo...

Untrusted User
TrustScore eq 'UNTRUSTED'

Questionable_User
TrustScore eq 'QUESTIONABLE'

=3 -

4 | View system-defined access control policy rules

P2 BEARGOERNLES . MHERT B HIPTREIT Rl ug &, DUME A A v ds A ILPRan 5 5
PR3 Hili T—2 (Next).
SRR A QREEPAT AR RGUE YT PRI . 28 73 T

X ER
KT BhAD kEE, 63 T
Qe il AR KRS, 5 63 L

BB ARG TE X B B E 0
AAT G5 ki e B A B BN

FFi6 Z A
WS AR RGUE LIS . 5 72 Ut
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B ==z wwmmssmn

o
i

TR AH RGOS P .
MRS T AR

Dynamic Firewall @ x
@ Associate an identity source with an identity intelligence integration

@ Configure Cll connector

@ View system-defined filters

o View system-defined access control policy rules

Rule Name Action Dynamic Attributes
Block_Untrusted_U: @ Block i 33 8T
sl géa Untrusted_User | ANY
| & dic. i o SRC | DpsT
nspect_Questionable_User @ Monitor Cottin i iar D anv
Block_U d_Devil @ Block e ST
ock Untrusted_Device oc Untrusted Device | ANY

P2 EHLIT I —
o ml i BEE DLk G I 2 U el RN . S RT ARG G5 SR
s T, QAN “BhAB KIS YT R I, R B PR IR
* RrIRE AR B R SEBAE Id hE A -

T3 (i T—F)5, WA T U R E, R R LU B -
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wmamransz ]

Dynamic Firewall @ x

@ Associate an identity source with an identity intelligence integration
@ Configure Cll connector

@ View system-defined filters

@ View system-defined access control policy rules

You successfully edited
Dynamic Firewall

Go to the Access control policy page to review changes you've made.

AXEM
Kt BBk, 563 1T
Dnfer B AP K, 3 63 T

“miE FH P HEFR TSR
(AT, ) HEAT LI SO RSt L W oA

FHIa Z |l

WG S K L, 5 68 T TR LS. AP K a
iz

T WRMWARER, 1553 Secure Firewall Management Center .
PIR2 G nih £ > SSEEERERSE.
S| Mg parsian @,
TR 4 riidmig Cll HERRFI%.
ARG W BLU R X HE .

o
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| T e P

Edit CIl Exclusion List (7]

EXCLUSION LIST a
Enter each user name on a separate line

i

Enter one or more users to exclude from filters. These users will not be treated as untrusted users.
User names are case-sensitive.

Cancel

"IJJ;ZJ§5 Eﬁﬁtﬁ‘]fﬁﬁ*, Tﬁ username@domain.com *%j;t?{*»ﬁ*qﬂffﬁﬁ)\é/]\ﬂﬂ)ﬁﬁz, fﬁ Enter%’ %Eiﬁﬁ)\ﬂ
N
MHF A

KA P A Bt O eIE

i
KT Ak . 563
I TRC T ZhAPAH . 5 63 T
EEMRIB ARG LI BRI R=HI KA
AR B W RGE QUL R e . e, MR AT B B, (R R
BEAE, FTVRINBCA S SO TR R S R
Tt 2 B
SEMCETR FRGCE SRV BB 5 73 SR BRERAESS

UK
T WRMARE R, 1553 Secure Firewall Management Center .

TR 2 TRl R > RERME > PrEET.
PR3 Ah A AP KBRS (HEAFRD SRS 55U dREE ().
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agpsrteEs [

IR T AR i) 5 S
&' Dynamic Firewall Policy ¢ Analyze ~

cts » @ PrefiterRules + () Decryption + @ Security Intelligence + () Identity » @& Access Control © More Targeted: O device

IQ Type to search ] otal 3 rules A B m ‘ Add Category | ECELUT

Source Destination
O Name Action

Zones Networks Dynamic Attributes Zones Networks Ports

[J v Mandatory 3 rules (1- 3)

|:| 1 Inspect_Questionable_... © Monitor B Questionable_User
O 2 Block_Untrusted_Device @ Block Untrusted_Device
O 3 Block_Untrusted_User @ Block Untrusted_User

Default (No rules)

There are no rules in this section. AddRule OF Add Category

TR, AR s b, AT RCED IR B R e sk H A . BRI iR,
THZ A i P s (1 H AR L SR B

SRR A PATLL AR A
o R U7 I P RN RE AT BIBE s KEBEA P HOG Ul I 42 T SRS
o GRERENE, EFRUS N H A0 BRI R £ S .
o GRS RUN A BEDT Rl PR
© BB RIS O Uy 1) 428 1 SRS T B e R
o R oAb SRS 55 A% U7 ) 42 TSRO ORI s 4 LA SR 55 ) e P AR AT ORI o

AR ER
K BhasPi K, 563 1T
Unfer e B ZhARBE K, 5 63 1T

SEsNSE T IESE
{#H Dynamic Attributes Connector j& X {1825 & I i 845 23 7% Secure Firewall Management Center !
7R Ry AR e o g A F I B AR e an, ST LK I 55501100 AWS ik 55 dts 10 T A RR
PRI A Microsoft Active Directory P SCIII 45 40 1k B3

AT RV TR B PR I, 35 2 B A T 3h 25 s PRt g R B s ) 42 Fh A U = DN'S R o

UK

PHIB 1 G %Secure Firewall Management Center.
P2 i nh S > S E M ERERS > EiEsE.
PR3 PATLL AL AE:
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B oeasrmes
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GBI BERS: A BE (D, R A TRRINSEE (Edit) SR (Delete).

FEA WAL EE.

I E it AR

R FHFAEV; [R5 S A Secure Firewall Management
Center X5 Hi#E (SMERE M4 (External
Attributes) > Zh7SXT & (Dynamic Object)) ¥z
WENAIL IS (BB L) HIME— 2 FK.

A LEFNZE b p i AT T B AR (K 4

rif]

G
R I . .

FES LS INAH, ERA LG

is| 152 AR
g R AR AN . B o IR SR
238 s U NI
* ZTF (Equals) KPS {E5E L.
- 8% (Contains) 2Kt SAEILAC CAERAEIN
FEATER S DL
fH MEEEE (Any) BLEER (All), K5 hAIR A

—ADEEAML. st MEM{E (Add another
value) DT ] A5 1 A8 e

FER6 sl BIRTSE (Show Preview) LU 7~ ik [l (1) B0 26 o 1P Hiuhik (195155

ST Ein, HiRE

I8 (Wi, ) UL Secure Firewall Management Center H 1) &%) %2 .

a) P/OEDLHAT S E B DA T B 5 5% Secure Firewall Management Center o
b) il &R (Objects) > SMERE T (External Attributes) > 7535 (Dynamic Object).

Sk EA b P el e e VA TIPS EZIF O

AXEM

K BhasPi K , 563 1T
DT O B AP K, 3 63 T
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44 F dynamic attributes connector .

4% F dynamic attributes connector

W IEA TN PN X S, AT LAZEH] Dynamic Attributes Connector H1[) Secure Firewall
Management Center , WILA T4 firids

UK

T WRWARE S, 1585 Secure Firewall Management Center .
YIR2 G £ > SSEEERERSE.
FIR3 a3 22A.

{£ F3 Secure Firewall Management Center 1178 fZHE P&

WATZ5 18 4n 1] 3 Secure Firewall Management Center”E: il it S HE BRS04
UK

$IB 1 G %Secure Firewall Management Center

PR 2 G > BITHKR > TS BEHER .

PRI ks, s BFAREE PO,

PR A LR REMEPEHPRIEMER .

$® 5 il Generate Troubleshooting Files.

SR 6 KSR AL R TAC s Beta WitHh A I .

F ENFREGIEF 5 & 1144 (CA) 5%
TEFHE R ICVE B SRBGIE MU N EE, A8 LU D8R e R e 2 — 3R U T2 442 31 vCenter
By K B
UEP R B AT A B IEFS
fan] DLEREAT H LA N R 2 — I3 DL e
* vCenter B¢ NSX

o B
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B =osemesmsain cn s

- Al APIC

JRENIEF 4% - Mac (Chrome #0 Firefox)
i R P 2E Mac OS 4] Chrome Fl1 Firefox 34 5 #% K FREIE 1545 o
1 TP .
2. WAL R,
security verify-cert -P url[:port]

Horrurl 2 vCenter, [ kEREPEAL B URL (BHEAZF) . #lu:

security verify-cert -P https://myvcenter.example.com

R AL NAT 55 PAT U5 ] vCenter. Bl KEGE B rpoLy,  mTRLZ A1 5 2R I 11«

security verify-cert -P https://myvcenter.example.com:12345

3. AU YR OAZ B AL A

s WL ----- BEGIN CERTIFICATE----- 1 — END CERTIFICATE----- ST .
o HEBRATA TR A SCA (B, E P ARAISFES (< and >) A AT SCALL AR $E
A,

4. X} vCenter [ KBS B A0y B IX AT 45

$XENIEF $i% - Windows Chrome
A BEREFPAE Windows EAT ] Chrome 3 ' 25 A 3K IUIE 154 .
1. f#iJ Chrome %% vCenter. Bjj K& HL .0
2. AEWSE AR HUAEA R LA 2SR B A
3. MiiEP (Certificate).
R IAERETZE (Certification Path) I .
AGEUE BT CRIEE—AS) U1,
M EHIES (View Certificates).
7. AHFERER (Details) EIR .
8. riiiEHIBIZH (Copy toFile).
9. RO S HANMIEBAREN CER M IEF S0
M ARGHR LR T S, i Base 64-Encoded X.509 (.CER), il FE iR

o u &
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Fapmirsmenica s ]

€ ¥ Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of file formats,

Select the format you want to use:
(") DER encoded binary ¥.509 (,CER)
(®) Base-64 encoded ¥.509 {.CER)
() Cryptographic Message Syntax Standard - PKCS #7 Certificates (P7E)

Indude all certificates in the certification path if possible

Personal Information Exchange - PKCS #12 ( PFX)

Indude all certificates in the certification path if possible
Delete the private key if the expart is successful

Export all extended properties

Enable certificate privacy

Microsoft Serialized Certificate Store (55T)

Mext Cancel

10. PR BT .
11 7ESCARGRERAR T TFUES .
12, HEFHE T IET EE E RE
S DA ZT AL 34 B ANE TR I 2 SO A B
13, %f vCenter. By KEEH H b0y A IXLEAT S5,

$REYEF 4% - Windows Firefox

A LA R A2 Windows B¢ Mac OS _E [ Firefox i 55 2% K 3K HUIE 154 .
1. {fif] Firefox %% vCenter. Bij KEHEEL .0

2. i BN 2R AR .

3. miiAEk (RETREEFEMRER o TEERT —Arbl.
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B ze=x

& =0 https:/

Site Information for

Connection verified by a certificate issuer
that is not I'Ecﬂgniled b‘y Mozilla. Show connection details

Clear Cookies and Site Data...

M E %152 (MoreInformation).
M EHIES (View Certificates).
TR AR IR TR RE AL B B IR U, 3 AT S T CA G R 20 BT

7. B “HAh” (Miscellaneous) #5457

o 0 &

8.  mii FEATHH PEM ($8) (PEM [chain]). FEERT 4wl
Miscellaneous
Serial Number 50:E0:3D:46:00:C9O:AG:AB:87:AA:OA:BA:3C:C4:1F:71:7D:BF:D1:E2
Signature Algorithm SHA-256 with RSA Encryption
Version 3
Download
9. RAFICHES

10. X vCenter. Bi k& B .0 B EIXEATSS,

X EM
L JBRE APIC SR ARG ESR L 5 30 I
AR BT 75 (A5 L, 55 30 T
AR R APIC , 3 34 T
QHAr £ g 1) 42 B B DNS B A4 Secure Firewall Management Center H' &£ APIC [#15))
BB, 29100
FHERIPOEF MR (CA) B, 28 35 5L
JOBF APIC % as . 2 28 1T

i T {& 4 dynamic attributes connector, NoKf H 22 /RS2 DR NI 25 . B AR dynamic attributes
connector Bt B A A b B AR 45 Aty 11, AH A A2 SRz B A O S 2 B B
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amE Ex [

W% dynamic attributes connector F1 Secure Firewall Management Center £/ - [F]— /MM 4%, 4] LUK
Secure Firewall Management Center 4% %5 dynamic attributes connector AH 7] [ 52 LR 47 P 3 1 4%
TR WATEE RS, Wl RRE RN (U, BOTERIGEI, OR% % RS A
I, PHZE RS2 BB, Hilan, 325 An 48 ik 55 (DDoS) sl [a] A Bt .

BERMIENEK

BRINE LT, dynamic attributes connector 23 e . 4 4 4 1 443/tcp (HTTPS) _|f¥) HTTPS i H.
M 55 Firepower REUH(E . WHIREAAE dynamic attributes connector FL417 i) B, A AT
BB RS #

LU B4 15 4048 dynamic attributes connector [ 2K 55 Secure Firewall Management Center F141 7 i 5%
#SIA{F 1 URL.

3 4: Dynamic Attributes Connector i3 ja] 35K

URL =
https://fmc-ip/api/fmc_platform/vl/ B EIE

auth/gener atetoken

https://fmc-ip/api/fmc_config/ GET 1 POST &% %

v1/domain/domain-id/object/dynamicobj ects

https://fmc-ip/api/fmc_config/ vl/domain/ %0 st
domain-id/object/dynamicobjects/
object-id/mappings?action=add

https:.//fmc-ip/api/fmc_config/ T [ ok s
v1/domain/domain-id /object/dynamicobjects/
object-id/mappings?action=remove

%% 5: Dynamic Attributes Connector vCenter i3 ja) 35K

URL

R &

https://vcenter-ip/r est/com/vmwar e/cis/session | & 43 16 3iE

https:.//vcenter-ip/rest/vcenter fvm FRE VM 12 B

vnrid

https://nsx-ip/api/vl/fabricivirtual-machines | $iHy 5 ERIHL 2B NSX-T Frid

M DockerHub i£#5Z|] Amazon ECR

Dynamic Attributes Connector ¥ Docker 4 1F 7 . Docker Hub iE#% 3] Amazon Elastic Container Registry
(Amazon ECR).
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LAE R B, A SR VEFIE I By KBS s ACRE DS ] LAUR BT URL:

* https://public.ecr.aws

* https://csdac-cosign.s3.us-west-1.amazonaws.com

* https://d2glxgk2uabbnd.cloudfront.net

* https://d510dvt14r5h8.cloudfront.net

41 % Amazon CloudFront URL WS 245 &, 12 EKS Anywhere 344,

Dynamic Attributes Connector Azure if7 ja) E 5k

dynamic attributes connector 231 H P # SDK J7 73RS B o X487V 470 N30T
https://login.microsoft.com (FF B35 1E) F1 https://management.azure.com (HFIRICLHIEED

dynamic attributes connector 8971 £ 10 F

ThRE Bk | Firewall | i34RES
@5 | Threat
EEEA Defensesx
RRRZA
DNS I s 1 | 10.0.0 10.0.0 T LIAE DNS SR G & DNS B U I Bh A0 Sl 2 4 41 brid
LRI SR (SGT). IR C LAy In) 42 I h A AT SESR I 0T 5, IAE T LA
He FLAE Y™ e 25 1¥) DNS 5% .
A TLEDS I/ DNS BUUXSIERE PRI T “ah& ik LT .
BNASWT KK 10.0.0 10.0.0 PLHT, Secure Firewall Management CenterSecure Firewall Management

Center {X MC & 1S 437 (Ul Microsoft Active Directory. #5h 5 34X
B BRSO RS 515 (Cisco ISE) 25) WEER A fE B b5 B
WAKEH A 4UR TP Mk

I BhASET K, BRI LUK BRERE SO AR 00 FH RO P43V o 2]
SO IREE AL E B, DR 46 2 508t (0 FH P 283 22 A DAl ARV 1
BRGSO S SR BRECNT,  JEAEAR AU ) 4 i
HAd I AE B

FIG/MEL B R R

s > HBEMEESR. WEARSEATSN @, &
B SR A
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dynamic attributes connector B9 12 5 .

Ihie FrkigE | Firewall | $R{E2
grh g | Threat
(RERA Defense s
AN
JRE APIC HEREAS 10.0.0 10.0.0 dynamic attributes connector {fi#& fe %K R} APIC 2% w4 (EPG)
L i 42l (ESG) i N JBRE APIC HLM AGEE .
B/ E R R
SR> ATSEITIEER > EEE > EEES
PR 7.6 20241127 | AWS ‘%4241, AWS %5 F525H1 Cisco Cyber Vision
IXIEIEFE 4% A LI% Security Cloud Control —F£ &% A Ml Secure Firewall
Management Center 5754 %
FEMAH dynamic attributes connector IR BN AN S, T EAE ] 3.0 ik
A BN 2 JE PR IE R A
Dynamic Attributes 7.4.0 7.4.0 SINT 6L,
Connector

Dynamic Attributes Connector HL7E 0 {7 Secure Firewall Management
Center™ . 4 0] LAZE U i) #2 00 45 ] dynamic attributes connector M
BEFRIFE (Bl Microsoft Azure) FREUIP Huhl, 1M JG 75 58 2UHEE
W
TR R

o b7 S BEFH Y dynamic attributes connector : <1 dynamic attributes

connector , &5 1 T1

* Jlt37. dynamic attributes connector:  { Cisco Secure Dynamic Attributes
Connector [it & 7 5 )

BESUR bR R > BISREIEERS
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