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App1 Route Table Edge Route Table
11.100.0.0/16 > local 11.100.0.0/24 > GWLBE
0.0.0.0 > GWLBE 11.100.4.0/24 > GWLBE

4 11.100.0.0/16 > local

Private Subnet Private Subnet

Threat
— — h Defense
Virtual 1

Public Supnet

App1 11.100.2.11
v
11.100.4.45
Threat
- ﬁ — — D-efense
Virtual 2
Private Subnet A LS
GWLBE GWLB
Threat
S Defense
Virtual 3
—
11.100.2.191
App2
11.100.0.139 GWLBE Route Table
11.100.0.0/16 > local Threat Defense Virtual Management Route Table
App2 RouteiTeblo 00.00>16W 11.100.0.0/16 > local
11.100.0.0/16 > local 0.0.0.0 > IGW
0.0.0.0 > GWLBE

Service VPC
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App1 Route Table

11.100.0.0/16 > local
0.0.0.0 > GWLBE

Private subnet

Public Supnet
App1

11.100.7.45

Private subnet
GWLBE

&

App2
11.100.0.139 GWLBE Route Table
11.100.0.0/16 > local
App2 Route Table 0.0.0.0 > IGW
11.100.0.0/16 > local
0.0.0.0 > GWLBE

)

Firewall
Management
Center

Edge Route Table

11.100.0.0/24 > GWLBE
11.100.7.0/24 > GWLBE
11.100.0.0/16 > local

Private subnet

Availability Zone - A

@ Private subnet

Availability Zone - B

11.100.2.11

Threat Defense
6 Virtual 1

11.100.90.4

ccL

11.100.91.4

Threat Defense
Virtual 2

11.100.5.13

ASA Virtual Route Table

11.100.0.0/16 > local
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. Download nnnfi:unr:tai; json ° clusle(r:c’\z::sr.zwp e r\usr:rre;ra\;\ager Z frﬂBf:iEvi'pD:':lzfés
. Y— lempl{il:ss ed f|::iﬁv\::h | mem\hi " zipand for Lambda
N from GiHub cetlings oo toer e copy 1o target folder
Z !
Linux Host , F":"‘C
S Y it i i, ) v
yaml lifacycle and custeryaml T cluster
template ma;gg;::iz: to template deployment
TiEz(E) TR

0 A H L M Github 58 A7 ¥

N

(2) AH AL &4 infrastructure.yaml 1 deploy_ngfw_cluster.yaml F42 .
{/éj) A ML i FMC X% 4 #1587 Configuration.json 3C44-.

2 Linux EHL B % cluster_layer.zip 314

(5) AHb ML F cluster_layer.zip U452 il #] Lambda python files 3L
{'6\: At EHL B cluster_manager.zip. custom metrics_publisher.zip F7l
— cluster_lifecycle.zip 301

(7) PSIEZ ! M Python SC:2h Lambda p& i & zip SCFF, HHEHIZEIH
N PRSI

e AWS £t 4 % Infrastructure.yaml A4 .

(9) AWS Fsibl 4 F¢ cluster_layer.zip. cluster_lifecycle.zip.

N/ custom_metrics_publisher.zip #1 cluster_manager.zip 4% 3|

S3 A7 fifihili o

7o) AWS #EHl G #%% deploy_ngfw_cluster.yaml F .

Ny

1) AWS #5366 SR I UE AR
FhERE

PLUR AR 3 T 48 AWS _E T35 Threat Defense Virtual £ 8F(K) TAE R
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1 Create
da
Local Host cunfiqﬁatiun
. script
2 l 3 Create t t
AWS Deploy threat ) A1t§ch Verifygvr;odes mu’EZ:d EE\TLB; F:)egizw;rin:!a':;jﬁ
Sl i el —— JOinehd cluster atach target rous [ Ihus}nggd;a\ ’
to the GWLB interface IP
2
Management Rci,gr:;t:{
Center Node
Tz TR
:_/i'-\_, A HL B4 AWS [¥) Day0 fic &
\\ -/-'
2 AWS #EHil & % Threat Defense Virtual SZ451) .
3 AWS ¥l & P L 3 S48
. AWS Fil YE 1 T A SERE
5 AWS #E il G QI HARZLA GWLB; K HARZLHI N %] GWLB.
6 AWS il & A5 P s 1 10 TP 1) H R 2041
7y | PRI A

=R

DL R AL AR AT 7E GitHub kI . SEUE—H T4, R P A SRR, BOAE. v
R A6 o

* Infrastructure.yaml - JEA 15 it 50 E AR AR -

* deploy ngfw_cluster.yaml - T EE5E5 2 FIAAR .

)

ER ENREER AT, TR A ST R AWS SRS SIZ . AR AT {E deploy_ngfw_cluster.yaml
M H 9520 InstanceType ) SCHFE 2.
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https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/aws/templates/infrastructure.yaml
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/aws/templates/deploy_ngfw_cluster.yaml
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{823 CloudFormation 124572 AWS 34 ]

{3 CloudFormation f=#R 7 AWS 3} =2 %
18 A 52 X CloudFormation BT AWS T &8 itk .

FHIa Z Al

o T Python 3 ) Amazon Linux RN .

o SACVFERRE E MR 45 Dy, TS ARG BRI A B PIRCR HAT LA T
REST API [Jf /7. 52 (Cisco Secure Firewall Management Center & P45 ) .

AR EFHELL PN EAE Configuration. Json HE T IS A4 FRILEC U7 T SRS

HIE1 YESR .

a)

b)
c)

d)

4 GitHub 77-ift 22 50 % B A SR . 3 2 [ https://github.com/CiscoDevNet/cisco-ftdv/tree/master/
cluster/aws.

1 F T i 28015 2 infrastructureyaml Al deploy_ngfw_cluster.yaml.
1 FHA 6 ¥ & 15 24 cluster /aws/lambda-python-files/Configur ation.json.
Bt
{

"licenseCaps": ["BASE", "MALWARE", "THREAT"],

"performanceTier": "FTDv50",

"fmcIpforDeviceReg": "DONTRESOLVE",

"RegistrationId": "cisco",

"NatId": "cisco",

"fmcAccessPolicyName": "AWS-ACL"

* ¥ fmcIpforDeviceReg % & {& ff s DONTRESOLVE.

* fimcAccessPolicyName 522 5 & B0y F IR 0] S g TLAC o
TR
AT FF FTDv5 1 FTDv10 )2,
B4 cluster_layer.zip /)30, 4 Lambda pR A2 ALA ) Python JE .
FATHUUE F 2¢3% T Python 3.9 ) Amazon Linux % cluster _layer.zip 344
TR

IR T Amazon Linux 3735, W LI#FH Amazon Linux 2023 AMI 883847 5 Hi A ) Amazon
Linux [#) AWS Cloudshell ] EC2 524 .

B cluster-layer.zip S, 8T L0012 A7 python TR AL VE4I {5 B K requirements.txt 3¢
fF, SRJFIZAT shell A<,
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http://www.cisco.com/go/firepower-config
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/cluster/aws
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/cluster/aws
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1. JEI$EE python BAFETELN(E Bk requirements.txt SCAF.
PLR A SEAE requirementsitxt SO AR B ECL PRGNS L :

$ cat requirements.txt
pycryptodome

paramiko

requests

scp

jsonschema

cffi

zipp
importlib-metadata

2. JBATLLN shell JIA LAAIZEE cluster_layer.zip 30t

$ pip3 install --platform manylinux2014 x86 64
--target=./python/lib/python3.9/site-packages
--implementation cp --python-version 3.9 --only-binary=:all:
--upgrade -r requirements.txt

$ zip -r cluster layer.zip ./python

iR
T SRAE 222 3] ) 38 (RO S ik (900 rllib3 s ), i IUEAE requirementsitxt SCAf AR
WA P RYA S IR BRA . )5, T LU RAEAT R e b 5%

P cluster _layer.zip SCf4R | £ lambda python files SCA4J% -
cluster/aws/lambda-python-filess,

@4 cluster_layer.zip. custom_metrics publisher.zip. cluster_manger.zip ! lifecycle ftdv.zip
A

A LAE v BEAFA#E (cluster/aws /make . py) T4 F] makepy SCfF. X A2 K python A H 4
h Zip STAF ISR H AR SR

python3 make.py build

B Infrastructureyaml Fic N ERET B 5 H . 7B E Sl et MR 2 0T, 0200 2 KA 1)
AWS IR P k. R4S AWS XISk ES A —AUAN A (4T PR X SR VPC JEht it PRl 2
IS 2 4 A %) X3 A T A DX

a)

b)

c)
d)

e)

f)
2)

7 AWS #3545 L, %3] CloudFormation Jf st 6l j£ 4% (Create stack); EHERFZRIE (AR
AE) (With new resources[standard]).

TPt BRSSO (Upload atemplatefile), fiddiiki% 30 (Choosefile), #RJa M H kxS ik
# infrastructure.yaml.

M T —% (Next) HFE LT 5 115 2

N MM — R B TRNERRS .

MAT R4 X35 (Availability Zone) 413 a5 a] FI PRI P BN A R T AWS X w] H]
PR, SRR EZIX I K T ClusterFormation A5 5858 il ¢ i HE A%

M T —% (Next), #RJ5 G dieIEHE (Create stack).

MBS E, H R (Outputs) JFid I S3 BucketName.
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{8FA CloudFormation 1247 AWS szp& it [l

[ 2: infrastructure.yaml {55

Outputs (13)

‘ Q, Search outputs ‘

Key A Value v Description v | Export name

maz-cls-infra-
BucketName s3bucketcluster- Name of the Amazon 53 bucket -
whpzbytiebzh

http://maz-cls-infra-
s3bucketcluster-

BucketUrl - URL of S3 Bucket Static Website -
whpzbytieb2h.s3-website-

us-east-1.amazonaws.com

subnet-Obc04e2cc9e53e5c0

,subnet-0d7d046a0fca2561 List of CCL subnet IDs (comma
CCLSubnetids -
5,subnet-03ef42bf5275515 seperated)
69
EIPforNATgw 3.218.44.132 EIP reserved for NAT GW -

Security Group ID for FMC if user

FmclnstanceSGID sg-076880aa64df2db5c would like to launch in this VPC -
itself
Security Group ID for Inside
IninterfacesGld sg-06ed933d6624fe51b v P -
Interfaces
subnet-03d12cab8eeleafff,
subnet-0be9158b0970aeba List of Inside subnet IDs (comma
InsideSubnetids -
b,subnet-0b53c96fceb7c1f seperated)
ad
Security Group ID for Instances
InstanceSGld 5g-0680b74be473186aa Y P -
Management Interface
Security Group ID for Lambda
LambdaSecurityGroupld sg-057da2a9954e0d204 v P -

Functions

subnet-03439803d989e6b
List of lambda subnet IDs (comma

LambdaSubnetids df,subnet-087488a9d6ffc95 -
seperated)
cd
us-east-1a,us-east-1b,us- Availability zones for NGFWv
ListOfAZs -
east-1c instances
subnet-06f0bbbd3f207a50
4,subnet-0c339dc43688cdd List of Mangement subnet I1Ds
MgmtSubnetids -
c9,5ubnet-0a67629632a65 (comma seperated)
S5de?
VpcMName vpc-09c2b0ad995e2fb24 Name of the VPC created -

FE2M £ % P EDE Threat Defense Virtual #9255 [
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B = CloudFormation 14572 AWS S 4%

I3 F cluster_layer.zip. cluster_manager.zip. custom_metrics publisher.zip 1 cluster_lifecycle.zip I
3 i infrastructure.yaml G 1 S3 74 -

3:S31H

maz-cls-infra-s3bucketcluster-whpzbytieb2h .

Objects Properties Permissions Metrics Management Access Points
Objects (4) info C (3 Copy S3 URI (3 Copy URL ® Download Open [4 Delete Actions ¥ Create folder A Upload
Obijects are the fundamental entities stored in Amazon S3. You can use Amazon S3 inventory [ to get a list of all objects in your bucket. For others to access your objects, you'll need to explicitly grant them permissions. Learn more [4

Q_ Find objects by prefix il ©
o a | Type v | Last modified v | size v | storage class v
(] zip September 24, 2024, 13:59:33 (UTC+05:30) 11.8MB  Standard
(m] p September 24, 2024, 13:59:30 (UTC+05:30) 160KB  Standard
(m] zip September 24, 2024, 13:59:29 (UTC+05:30) 327KB  Standard
O D custom_metrics_publisherzip P September 24, 2024, 13:59:29 (UTC+05:30) 301KB  Standard

$IE 4 ¥ deploy_ngfw_cluster.yaml.
a) ¥ CloudFormation Jf fiili 8l i& 4% (Create stack); EFEAFEIR (hRE) (With new
resources [standard]).

b) e EERERCHE (Upload atemplatefile), ik 30 (Choosefile), 4R Jm M F Az SC13e bk
F deploy_ngfw_cluster.yaml.

¢) MidiT—% (Next) ML 51014 &
d) $RALLLU N AERERIILRE A A A

S SVFRIE/LE 1 AR

EMRE

ClusterGrpNamePrefix | 7 it KRR FRATA . SR B 5 KR N 5 SN I

ClusterNumber TR KA Y . XA N FR I G 4%
(msa-ftdv-infra). 1, WHRIAEN 1, WAL
24 msa-ftdv-infra-1.
NSRS, B3N . BRIAE:
1.

LR/ BT XL AERET Threat Defense Virtual 7 5125

R/ME: 1
RKfE: 16

B iEmiE2

NoOfAZs PR IX &7 % Threat Defense Virtual [ 7] A P X 4508 5.
CRRAE DX AN TR, Ay P DX 3 ) 0 Mt D 1A
B2 3N .

T RURAAE IR L] R DAk A B

[l %2 ZHEBE Threat Defense Virtual BI5¢ &
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{823 CloudFormation 124572 AWS 34 ]

SVFRYE/EE

ks

S 2% v ny P B R P e IX s T A B A T ok
(R X da

MR L S50 = AN o] I XS P G A B, P A
SERE I BERS (CCL) 1M,

AZ

AR X s8] 3 T Tl 2 ) DX e

FERT PRI, IEFAT R T PR (1A
o 2 AN A AP D 3 AN AT PO

TR ] P D 2 B (DL A

NotifyEmaillD

EEREFATUE PR AL B IS F i S A 202 1T
FIRL TIPSR, A RS b Ly WIS 3 o

7~l: admin@company.com

Vpcld

LEREZLR) VPC 1D,
M. AWS::EC2::VPC::1d

S3BktName

f55 2 EAE ) Lambda zip SCHFM S3 FEAifAG . 545
2N € IER AT el A 2 B o

MgmtSubnetlds

AT IR I BER A — T

W] — AT X IR B2 AT, WHEBEAS IE
I T M ] B2 S 86 28 Threat Defense Virtual SZ 4
A H B0 I R

257, List<AWS::EC2::Subnet::I1d>

InsideSubnetlds

.

AR IR AR A DR A1

REE R AR PRI AT, e
AIEHP)F M 0] 2 T EEH 2 Threat Defense Virtual
S HY B ) R

M. List<AWS::EC2::Subnet::1d>

LambdaSubnets

IES

7y Lambda pREUHI N /DA T M. S84 T AS
T BA NAT W5¢, LIE Lambda pRAZTREW 5
AWS k%5 (RIAJE DNS) JflfE .

2. List<AWS::EC2::Subnet::1d>

CCLSubnetlds

A T FPER S A T

FEA = P EDE Threat Defense Virtual B98HE ]


mailto:admin@company.com

H 4 = F B Threat Defense Virtual |
B = CloudFormation 14572 AWS S 4%

28 SVFRYE/EE 15 AR

kPR B AR X IR 2 AT, )RR
ANIEFHE T M a] fe<s 5303528 Threat Defense Virtual
SEA5) B H B0 ) R

2. List<AWS::EC2::Subnet::I1d>

CCLSubnetRanges FAT R i NANTR] T HIPE XI5 CCL -y~ M) TP Mk

HEBRAT 4 MR A TP Huhik . SERERSHIBER (CCL) 1Y
IP Hbhikvih .

IP s A CCL IP il vt 43 Fi 45 Threat Defense Virtual
SEI) CCL #2116

MgmtInterfaceSG A A Threat Defense Virtual S22 44 ID.

A List<AWS::EC2::SecurityGroup::1d>

InsidelnterfaceSG A A Threat Defense Virtual SZ4] it N 722 1 82044
1D,

FA: List<AWS::EC2::SecurityGroup::1d>

LambdaSG MIES 73 Lambda pREGERE— 2441
R B IEREBEE ) ANYWHERE.
Y List<AWS::EC2::SecurityGroup::1d>

CCLInterfaceSG A M Threat Defense Virtual 24 ff] CCL 4 % £ 4 4>
4 1D,

GWLB it &

DeployGWLBE TR st & (Yes) H5F GWLB i .

BRI R, B E A E (No).

VpeldLBE TR BN VPC LA I X 67 48010 85 445
WIRANHE GWLB 43, 1 AR 7B P AT
fl{E.

GWLBESubnetld | 545 {4 T ID.

e
UERANARE GWLB i, 15 A EAE I 7 B AT
fAT{EL o

PR W JE T A Y VPC DL A& Fa 5 (1 AT I X
i

[l %2 ZHEBE Threat Defense Virtual BI5¢ &
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{823 CloudFormation 124572 AWS 34 ]

S AVFRYE/ER 15 BR

TargetFailover FRFE 24 H b A s a O A A, 8 E bR D
XHE.  CBROAEOLT, WSEIWEE N
rebalance) .

* no_rebalance: REHILA LT K H AR, K8
TR R AE R H bR, MR E .

* rebalance: FF A ECILA R, RN AROETAR
LA IR IEAT ) H FR o
M Threat Defense Virtual i A<7.4.1 58 AR A
TJFUE 2 5 rebalance.

TgHealthPort ERNEE A\ GWLB e AR DA 2% 1

iR
NN =RV N 7 M R S A I T T =

AR R B (KR 2 %) TCP 3 11 . ZRIAME: 8080

B NGFWv LA
B

InstanceType FAE R JE& B} Threat Defense Virtual EC2 S 257 .

ffifR AWS DX IS R B 1R S 28 7
BRSO T, cS.xlarge Ab Tk HUIRAS

LicenseType FrTER YEF% SR} Threat Defense Virtual EC2 SE5| 17 ] UF 2%
Mo I RIEAE AMI-ID SEC P i TR AMIID [RVFR]
FIAA A o

BN OL T, 14 BYOL .

AssignPubliclP FRFHE Pz E v B A true 7] )\ AWS IP Hihibih >4 Threat
Defense Virtual 43t 2y 3t IP Huhik

AmilD TR FHRHLIX . BRAS R A2 (BYOL 8% PAYG)
EFIERIT AMIID.

Threat Defense Virtual 7.2 M 50 A S2 RS2 7,
Threat Defense Virtual 7.6 M 5 = i AS 2 17 H )48 i
FZ AN n] P X A 5m T e

A AWS::EC2::Image::1d

ngfwPassword P Threat Defense Virtual 5451 %5

FEA = P EDE Threat Defense Virtual B98HE ]



B = CloudFormation 14572 AWS S 4%

J1/2 %= d Y Threat Defense Virtual |

28 SVFRYE/EE

ks

FIT 5 Threat Defense Virtual SZf L AL — A BRIAZF
T, ZEAALT BN (EREL]) 1) Userdata -
Bt

BN ¥ e Threat Defense Virtual B] 15 [0 5 805 o

/NS R 8N FAF o B T] DL Al SUAC S i,
AT LS KMS s 825,

KmsArn FLEE

NI KMS (T IN% 1 AWS KMS %47)
i) ARN.

R AE I Berh R 5 {E, W Threat Defense Virtual 52
B ) B 3R B T DA J s S R

AN R “awskmsencrypt --key-id <KMS
ARN> --plaintext <password>"

BRI A AT R 4R 1Y ARN 24T .

FMC BsitELE

fmcDeviceGrpName | Z24% 5

PR B L i N AR TR O ME— 24 R

fmcPublishMetrics PR

£ true DLAIEE Lambda s $ LS B A0y, JF
B % A bs K AT ] AWS CloudWatch.

SV IE :
* true

* false

ERIAHOL T, A {EHBLE N true.

fmcMetricsUsername | 5245 52

B AN T B RO W A AR AR (K Py R
Hio
J P b5 EAT P 48 3R 534 £ F P AR B v A
B2

fmcMetricsPassword | Z24%

N o

WEARAESER] T KMS T # 5] ARN 240, i (R{2(
ik AR

P DRI\ IEAARAC 5T, DR i A R B T 2
EESEUE FRUS

fmcServer P

IP bk m] DLE AN 1P Hbhik, tha] BUELE VPC
Threat Defense Virtual & ¥ T ® + a] 1 [ (1) IP Huhik .

[l %2 ZHEBE Threat Defense Virtual BI5¢ &
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{823 CloudFormation 124572 AWS 34 ]

28 SVFRYE/EE

ks

SSUN N T
AR 15

fmcOperationsUsername | =24% 52

4 CloudWatch [1] Management Center Virtual $ 0k
—HNE S 4.
P 2T E R B .

fincOperationsPassword | 244 51

BN

WEARAEFEE] T KMS 138 ARN 24, i RIE 0
I

REE

CpuThresholds CommaDelimitedList

CAlik) FRe A R AL (6 B 22 b ) 5
W&o W IEFE (0,0), MIASAIH CPUY i 24 ol 5
W o DA TR s R F R sl U

FRNTE DL, SRR S 1Y B shdamt. 28 5 T LL
S A B4

MemoryThresholds CommaDelimitedList

PR AR T BROAT L BRI {ECRS BT e sk . IRk
#(0,0), WIASEIEA Y REEIRGRIE . Pl
ANECHE 5 2R BRI B T

e) MiEiT—%.
) s PAfATE AWS CloudFormation 3
g) MR (Submit) LAKEE R,

h) R T—% (Next), X5 fidi I E#H (Create stack).
Lambda B8 £ 57 B ct R L4, I H. threat defense virtual ¥ H 273 M 2] 5 8 Hu0 .,

4 CREMER

FEA = P EDE Threat Defense Virtual B98HE ]
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{#£ /i CloudFormation 1=4R 7£ AWS FRERE L

KA M CREATE_IN_PROGRESS ¥ () CREATE COMPLETE , FR/R#lE ).

PRSI EFBUEFT— A SIFHE show cluster info fir & KRG IESE T .
5T
EC2 > Auto Scaling groups > mAZ-cls-ngfwv-24
mAZ-cls-ngfwv-24

Details  Activity = Automatic scaling Instance management Monitoring Instance refresh

nstancs )

Q Filter instances 9 &
0 Instance ID a | Lifecycle v | Instancetype Vv | Weightedcap... v | Launchtempl... v | AvailabilityZ.. v | Healthstatus v | Protectedfrom v
m] i-0227a411b1b017cc0 [ InService c5.xlarge = mAZ-cls-ngfwv-24-NG  us-east-1b @© Healthy
O i-09b9d186494562f6a [4 InService c5.xlarge - mAZ-cls-ngfwv-24-NG  us-east-1a © Healthy
O i-0de2b028dfdef5bbs [4 InService c5.xlarge - mAZ-cls-ngfwv-24-NG  us-east-1c @© Healthy

[l %2 ZHEBE Threat Defense Virtual BI5¢ &
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6: show cluster info

> show cluster info
Cluster mAZ-ngfw-cl: On

Interface mode: individual
Cluster Member Limit : 16

This is "74-a" in state DATA_NODE

ID
Version
Serial No.:
CCL IP
CCL MAC
Module
Resource
Last join :
Last leave:

ID
Version

Serial No.:

CCL IP
CCL MAC
Module
Resource
Last join :
Last leave:

Unit "183-c" 1in

ID
Version
Serial No.:
CCL IP
CCL MAC
Module
Resource
Last join :
Last leave:

¥ L
« g 220131

9AUVQ3DSF66

: 1.1.1.74

: 02e2.778f.d3ed

. NGFWv

: 4 cores / 7680 MB RAM

07:28:26 UTC Sep 25 2024
@7:28:11 UTC Sep 25 2024

Other members in the cluster:

Unit "135-b" in state CONTROL_NODE
;0
y G 2201

9ABWOAS1KGK

¢ 1.1.2:135

: 1294 ,34qae.4ce9

. NGFWv

: 4 cores / 7680 MB RAM

09:45:52 UTC Sep 24 2024
N/A
state DATA_NODE

A |
¢ 9. 22C1)1

9A1S400HL 8F

» 1.1.3.183

: Qaff.e889.f193

: NGFWv

: 4 cores / 7680 MB RAM

07:29:29 UTC Sep 25 2024
07:28:11 UTC Sep 25 2024

FE2A 3t Z EBE Threat Defense Virtual B985 I}
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BHHERSHEE

J1/2 %= d Y Threat Defense Virtual |

B SERE, 2T % Threat Defense Virtual Autoscale 4118 /)y (Minimum). X (Maximum) #l

HAA (Desired) A 5. 1

UAZNTSIE E Bl 46 TR L) fE -

FIE1 7E AWS #5IE 0, RIS BRS (Services) > EC2> B aiH R4 (Auto Scaling groups) > B 81l
Cluster Autoscale 2H (Created Cluster Autoscale group).

ECZ » Auto Scaling groups

Auto Scaling groups (1/15) mke [ | Launch configurations Launch templates [4 | Actions ¥ Create Auto Scaling group

| Q, Seavch yawr Auts Scaiing groups | 12 > @
a Name v Launch templatefconfiguration [+ Instances ¥ Status v Diesired capadity Min ¥ Max Awailability Zones ¥
mAZ-cls-ngfwy-26 mAZ-cls-ngfwy-26-NGFW-launch-templ 5 3 us-gast-1a, us-east-...

Auto Scaling group: mAZ-cls-ngfwv-26

< Details Activity Automatic scaling
Group details
Aute Scaling group name

mAZ-cle-nghwy-26

Date created

Tue fpr 30 2024 12:27:26 GMT+0530 (India

Instance managemant Maonitaring

Desired capacity
H

Minimum capacity

3

Instance refresh

Desired capacty type
Umnits {number of instances)

Status

& X

N

Edit

Amazan Resource Name (ARK]

a Aarmawsautoscaling:us-east-1:1E3 11769607 5:a0
toScalingGroup:a1 2607 76-5e99-dbff-8c9c- 1abaTcl
446 TFautaScalingGraupMamea, mAZ-cls-ngfav-25

Standard Time]
Maximum capacity
3

SIE2 P A A IERE .

$E3 SRE (Actions) LUt H BT R4 AR

$IE4 LEEARE (Desired capacity), #RJ5 % &3 RRE (Scaling limits) & & .

HIE5 /& AWS Cloudwatch Z3 075 CPU M A7 FE bR B 2 75 vl 1, 4O S He AT

i85 58 $#E & 7F Threat Defense Virtual 25 EL BT EHY IMDSv2 123X
AT LS AWS _F L EB2 1 Threat Defense Virtual 4 [ 2h 45 15040 S5 L B IMDSv2 A 54,

Before you begin

{V Threat Defense Virtual fiiAs 7.6 2 5 i A SZEE IMDSV2 i, 76 0 #0B L B IMDSv2 #i 2
B, AR AT S2 A 5 IMDSv2 B FEA (THERFIRA 7.6) .

[l %2 ZHEBE Threat Defense Virtual BI5¢ &
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waws mxamess [

Procedure

HIE1 {E AWS 527514 E, #3] CloudFormation , #RJ5 i HEf .
W2 EPEAIURTS B IS0 AL o

FEI SHER.

FIRA E BIFMER 0 b, i BIRIEER.

WIS (E IBERMR H F, il ERERsH.

PR 6 LEFEIT AL SR IMDSV2 HIASAR .

PIT B AN SE A

WIS FPHEAR.

£ AWS I F B E LR
BFHIEGN, WA day 0 FUE, HEAENIA, SRR RIS L.

£1)3Z AWS # Day0 BC &
s n] UL P [ 5 Bl RCE . Fo 1l [ e i .

£ AWS B9 [E EEC & €13 Day0 BL E
It E ERF B Bl A RS | S R P

BATAMXE - F0XEES AWS HEERE

"AdminPassword": "password",

"Hostname": "hostname",

"FirewallMode": "Routed",

"ManageLocally": "No",

"Cluster": {
"CclSubnetRange": "ip address start ip address end",
"ClusterGroupName": "cluster name",
[For Gateway Load Balancer] "Geneve": "{Yes | No}",
[For Gateway Load Balancer] "HealthProbePort": "port"

}
it

"AdminPassword": "Sup3rnatural",
"Hostname": "ciscoftdv",
"FirewallMode": "Routed",
"ManageLocally": "No",
"Cluster": {
"CclSubnetRange": "10.5.90.4 10.5.90.30",
"ClusterGroupName": "ftdv-cluster",

FE2A 3t Z EBE Threat Defense Virtual B985 I}




&£ AWS B EEECE 63 Day0 BLE

"Geneve": "Yes",
"HealthProbePort":
}
}

wy777m

ZAFTAMXE - £ 0XEES AWS EEEE

"AdminPassword": "password",
"Hostname": "hostname",
"FirewallMode": "Routed",
"ManageLocally": "No",

"Cluster": {

"CclSubnetRange": [

"ip address start AZl ip address end AZ1",

"ip address start AZ2 ip address end Az2",

"ip address start AZ3 ip address end AZ3"
] 4

"ClusterGroupName": "cluster name",
[For Gateway Load Balancer] "Geneve": "{Yes |
[For Gateway Load Balancer] "HealthProbePort":

}
flhn. AR A X

"AdminPassword": "Sup4rnatural",
"Hostname": "ftdvcluster",
"FirewallMode": "Routed",
"ManageLocally": "No",
"Cluster": {
"CclSubnetRange": [
"10.5.90.4 10.5.90.30",
"10.5.91.4 10.5.91.30"
]l
"ClusterGroupName": "ftdv-cluster",
"Geneve": "Yes",
"HealthProbePort": "8080"
}
}
. =ARAERE
{
"AdminPassword": "Sup4rnatural",
"Hostname": "ftdvcluster",
"FirewallMode": "Routed",
"ManageLocally": "No",
"Cluster": {
"CclSubnetRange": [
"10.5.90.4 10.5.90.30",
"10.5.91.4 10.5.91.30",
"10.5.92.4 10.5.92.30"
]l
"ClusterGroupName": "ftdv-cluster",
"Geneve": "Yes",
"HealthProbePort": "8080"

}
}

[l %2 ZHEBE Threat Defense Virtual BI5¢ &

No}™,

"port"
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mexss

X1 CelSubnetRange 22, 147 E M xxx4 TG IP HhEEH . ORI 2 16 Sl HI TR AR
IP Hotik. FHHIZH T H 4R (ip_address start) FIZ5H (ip address end) IP Hihik (1) —2E7R= 4]

R 2: FFIRFNER IP sk

CIDR 25a IP it Z53R IP ik
10.1.1.0/27 10.1.1.4 10.1.1.30
10.1.1.32/27 10.1.1.36 10.1.1.62
10.1.1.64/27 10.1.1.68 10.1.1.94
10.1.1.96/27 10.1.1.100 10.1.1.126
10.1.1.128/27 10.1.1.132 10.1.1.158
10.1.1.160/27 10.1.1.164 10.1.1.190
10.1.1.192/27 10.1.1.196 10.1.1.222
10.1.1.224/27 10.1.1.228 10.1.1.254
10.1.1.0/24 10.1.1.4 10.1.1.254

PSEAERE T AL, LMEEN R R .

LB A TR 0RO I ERE Day 0 i & #4038 Threat Defense Virtual SZ41 - 4n 548 H W 5 41 234 1
#% (GWLB), W PUANEELTs an AT AEASH 83 i o, WA AAMZE D . 7 BRERHHFRES >
BRIFMEE T, KGR day0 BlE .

ERE
B DR g2 LA e 4 2 1 3 F 38 S 49
o AWS WISemg b iras - D00 - S HL, 2Wr. PSR hBER

o JEARH A BIGMTRS - LD - EL 1BW . AR AMTIRI AR B

fKAE AWS L858 Threat Defense Virtual 5 215 &, 15 £ AWS L8 @i E & .

P2 w1 LIRE T AR Il S
£ 12 3 {#i[f] Threat Defense Virtual #5754 _F ) show cluster info fiy 25U 12 & BT A 15 S S S in NS #E
FEA FLE AWS WL I AT 2% .

a) B H R4l GWLB.

b) ¥ HER4LIER:E] GWLB.

FEA = P EDE Threat Defense Virtual B98HE ]



https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/threat-defense-virtual-73-gsg/m_ftdv_aws_gsg.html

J1/2 %= d Y Threat Defense Virtual |
. 7£ AWS 1 { ] GWLB 2 & Cisco Secure Firewall Threat Defense Virtual ££ 2 4 B iR i fE 45

it
WK GWLB BCE NG IER R 2242, U0 L IC B AT IS AT IR DU T B
¢) AEH] 1P ik i) HARZLE N Bl 10 (D .
ARVEAE R, WS QI RO B i 25 .
SRS KM A AN BV E B AL SRR RSB B L (P . 2B 57 I

7£ AWS & F GWLB fit & Cisco Secure Firewall Threat Defense Virtual ££ 2144 B fr#

g

AWS 1] Threat Defense Virtual 2R R FH W 5C 71 831 8% (GWLB) 3415 0 2% B4k A0 -4 L8 e 2|
8 %€ ) Threat Defense Virtual 15 55 . GWLB HT-7E H Ar 10 ik A8 Wb D) 4 s Oy s ol - 4%

AWS ) H ARk DI BT B GWLB REWS 7L v e ST BRI v s H AR5 n ok A e ) 156 0 R
i 9 2% Bl B R () B 1B R AT I H AR e A SRR AR Wb D)k

7 AWS B, fEaT Ll AWS gibE 73 1T (ELB) APT 5 AWS 5 & K & H br b 4 .

\}

ER W H AR AR GWLB A 3L (141 SSH. SCP. CURL 25 & i IN A A8 s, MUKt
T 0] BEH H AR Al Be s tINAEIR o M ZE T S py T 37 0 P A A0 R S % e i )

£ AWS F, #TLLEE AWS ELB API 8% AWS #5551 & Sk it B B AR i 4 %

* AWS API - 7 AWS #1414 )47 (ELB) API - modify-target-group-attributes /1, #n] LUE 15 2
PR AN BT S HCk e SUR AR AT

* target_failover.on_deregistration - & 3 4 H bR HUH M GWLB W] Zb 2 19 45 i &

LA i & 8o 1758 SOX AN S HL) APL S50 B i

aws elbv2 modify-target-group-attributes \
--target-group-arn arn:aws:elasticloadbalancing:**/my-targets/73e2d6bc24d8a067 \

--attributes \
Key=target failover.on unhealthy, Value=rebalance[no_ rebalance] \
Key=target failover.on deregistration, Value=rebalance[no rebalance]

AREMFE, S0 AWS X1 TargetGroupAttribute.

© AWS #56 - fE EC2 2 G rh, T DUk e AR 2B Tk R Y F bR 4 ot E i H AR i e
LI
* i H brdl s ik
* JA I H bRl e i

[l %2 ZHEBE Threat Defense Virtual BI5¢ &


https://docs.aws.amazon.com/elasticloadbalancing/latest/gateway/create-load-balancer.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/APIReference/API_TargetGroupAttribute.html

| 2 # = Threat Defense Virtual

7 AWS 1 /5 Cisco Secure Firewall Threat Defense Virtual $£ 5 i) B AR &0 E45 7 .

o YO UE P AT

o] J5 B bR RS B, 152 4 AWS H 5 Cisco Secure Firewall Threat
Defense Virtual fE#F 1) HARMRERERS , 56 29 T,

7£ AWS 1 /5 Cisco Secure Firewall Threat Defense Virtual 5224 B #r ¥ fE3E 75

threat defense virtual IR E: O CrEM 3 AWS 1) GWLB H#r4 . £ threat defense virtual ZE 8L,
RSB S — N HAR G, GWLB BT 3P, IR 8 RS BINZIE TR DG E & (152490, 1
S A B M A H RRAL R H AR R

FFaZ B
i 238 1 T30 75 18048 ] CloudFormation #EAR AE AWS T #f B4 .

WA H CloudFormation BT EHEHE, 834 ] LU ik 7 Bo S FE 28 Sk
deploy ftdv clustering.yaml [f] GWLB BLE 5 T HEHLH rebalance J& >k 5 H Target
Failover 240, 7EfH, BROAEEOLR, WESHAIMEE E A rebalance. (H7E AWS #3546 L, S
B ERIAE 13 E ) no_rebalance.
;H‘\AI:P ’

* no_rebalance - GWLB 4k 4217 () 48 it 1 A 326 21 2 A= e w0 s v ik A6y H s

o TIFE- I HAr kA SEE BN NN, GWLB K M & i KL ) B — AN IER BT H

FRo

fKAE AWS HHEREHERRTIE R, ES:

* 75 AWS HFBh iR E M

* {§ F§ CloudFormation AR /E AWS s 28 HE A

LB £ AWS il & L, #3 BR%s > EC2
$122 5 BiR4R (Target Groups) LA F H FR4H v .

SIE 3 Yk m M threat defense virtual 04 0 IP [ Hindl. RS0 Sos BdndlvEgh{s B, &arbl
EFLH A H B bR e A% e

HIE 4 HHE M (Attributes) S HL,
5 5ili4miE (Edit) LLgwtsE 1.

FIR6 K B TEIRE WUUHUIRBA N, LUER T H RSB, IFs GWLB Fo & b ek AE b

RS SO IS EORT- PO LA W Bt L, PR R BIIE WS84T I F AR K

FEA = P EDE Threat Defense Virtual B98HE ]
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B =nwepmees

1£ Azure R EREERE

AT LUBHAERE Y Azure O 4347 28 (GWLB) BAEASH 71 25 44 5 S8 &4 o 224F Azure 5
FERE, AT ] Azure BT P 2% (ARM) WA B 32 KRS M LR ARAE

ETF GWLB By EEEERZ BIFA TR A

7: GWLB g N 2 E A R HF0FRH

Internet
/«1\ Inbound flow uses public IP of
| Gateway Load 1 .
! public load balancer.
Balancer

Flow is forwarded transparently
from the public load balancer to
the gateway load balancer.

Public Load ®<
Balancer >
l @
|© |

Internal Servers Threat Defense Virtual
(VMs or VMSS) Firewalls

Flow is inspected by a firewall
and returned to the gateway
load balancer.

Flow is returned to the public
load balancer.

® ® ©

Flow is forwarded to an internal
server.

S
&
©)
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& 8: GWLB t9 it E1E A= F1F0FR M

Internet

Azure P g mEsite

Gateway Load Outbound flow leaves the
Balancer U internal server.

Flow is forwarded transparently
from the public load balancer to

)
L& !
Public Load
Balancer
(A

Internal Servers
(VMs or VMSS)

Azure 5% £ £ 14 1% 28 FNBC XT X I8

>

the gateway load balancer.

{"%\ Flow is inspected by a firewall
\“,) and returned to the gateway

load balancer.

( 3 LD Flow is returned to the public
N load balancer.

A ﬂ Flow is forwarded to the
- internet by the public load

balancer.
Threat Defense Virtual

Firewalls

1t Azure JIR45%55, Threat Defense Virtual 78 % 1] DA ELIC N 1 2% P IR 45 2 1) (1 4508 £ 140325 B 1Y)
o Threat Defense Virtual 8 1 1) A il A G F ) VXLAN W BCAE SN NIC 58 AR LUFN Py 5B

Ho

TEERT WIME VXLAN BB 7

W4 5K B B S i e e B Azure [] ) SRBBIIBT AR IR . Y

KA Wi $3 23 /2 A Threat Defense Virtual il 5 [A]EAT M , XL AL 2 50U R Boi ORI
(P15 A VXLAN B0 (6 199 5 S 33 BBl o 2 B SEEAT A . R05, Azure W SC A B i ds S e i i

FIEIRI 23 W S B A H (3t
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& 9: Azure W % £ 3 Y0 & ES FRBC XK 32

Source e
—(M,
—
— .
Destination Public GWLB

4/t %= BB Threat Defense Virtual |

:' — Threat Defense
- r-=ta Virtual 1
i ]
T R U 1
vni1: ext. segmer - H
AE
—_— i !
R AL
: Threat Defense
—--—-( )._Cz‘ia@ ___________ - Lk Virtual 2
= il
Layer3 wni1: int. segment : 1
Azure GWLB Metwork 1 :
1
: L Threat Defense
1 Virtual 3

Traffic flow between GWLBe to GWLB (Geneve Single-Arm Proxy) in Azure

{£F GWLB 7t Azure H 32 Threat Defense Virtual & B fim

ETHRRAEE

iz

PLUR Vi FE B 6 A ) GWLB 7E Azure H 36 45056 5 Threat Defense Virtual 225 1) TAE L

1 2 | Modify azure_fidv_gwib
Download _clusterjson and azure Upload
Local Host templates and ———_fidv_gwib_cluster_parameters Clustcr._F.unc:tlon
files from GitHub Jjson with zip file
. required parameters to Function app
| [
v
3)  Create 4 5 ) ) 8
Azure Cloud Rgsnure Group, Eues?:;]; ?:;1?\:: UsemFl:;;I;:;rapp Create
Vmualﬁgtmm — Template - details cluster with Cr::;;:ials
add fSubncts management center
6
Cluster Node Vg:ﬂ:t:‘f
Deployment
TE=I8 TR

(1) AL M GitHub " 2R AN AT
Ne s
() A M ML 1§ T 5 1 2 8ok 5 24 azure ftdv_gwlb_cluster.json Fl
NS K

. azure_ftdv_gwlb_cluster_parameters.json,

3 Azure Cloud UYL, LR T,

P Azure Cloud T 5 SUBLR.
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1R

i

TE=S[8) TR
5 Azure Cloud P A S TR A R
7 Azure Cloud A o 5 Y o A R POy AR
8 Azure Cloud B4 FTPS $Eilk.
9 AHs L #4 Cluster_Function.zip 3Cff %31 Function N H .
FahEE

DU A B i W] 748 GWLB #£ Azure ' T3]3 Threat Defense Virtual £ 1) LA i .

. Azure Cloud

Create a VMSS
from the
Market place
image

—— Aftach interfaces 5 configuration in  ———

2 3 4

Add day 0 Update scaling

instance count
customData field

Mar:j:;em
TiE=IE HIE

ﬁj AL MW BZ A1 VMSS.
2) A AL MR
3‘; A AL 1t customData ‘7B 151 Day 0 FC# .
(@) At EHL HOPE R SR
;3) A H L it % GWLB.
6 CE R

LUR S I BUR AT 75 GitHub H3RI. SEAEE AT AW, SEAFAEERH 4
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AR S

4/t %= BB Threat Defense Virtual |

M Cisco Secure Firewall A< 7.4.1 J¥4f, %80T LAZEBRATIZ IR SO R 8B SEmE . E0UE “ b
7o SR L R M “CCL” D EREAME, AT IS TSR -
azure_withoutDiagnostic_ftdv_gwlb_cluster parameters.json £/l
azure_withoutDiagnostic_ftdv_gwlb_cluster,json 3

15 FRIS T 113 2 O AA

* azure_ftdv_gwlb cluster parameters.json - T4 54 GWLB {1 Threat Defense Virtual £E#F4i A 5
AR

* azure ftdv_gwlb_clusterjson - {{i /1] GWLB 78 Threat Defense Virtual £EHF AR o

ke 24 AR HIE il T8

* azure_withoutDiagnostic_ftdv_gwlb cluster parameters.json - i T 43 E4H GWLB H G2 Wi 1
(] Threat Defense Virtual HEHEHI A Z 0 TIHAR o

* azure_withoutDiagnostic_ftdv_gwlb_cluster.json - T35 H4 GWLB H G2 Wi#z 111 Threat
Defense Virtual SE4H IR o

o TEARVIER AN MBI b, TR B O A AT 28 B R ZE S AR I
AT IX LR BR [ FH 7w LS A REST APIL. 1524 Cisco Secure Firewall Management Center 5 2!
HH o
o LR PR RO CoVN I R LR AT S 4 ST 15 2 1) SR s 42 PR UC T 1) V7 T SRS
o F DR R A B O CRARIE VT .
o BB B R AL B0 S, ST BT PR
1 A B O RIS ATIR GRS &b S OB 6 B . AT R E DI RE RIS R, 1HZ
FHEWRE
2. AEAR ROV E A . A OO EER AR O TEAIE B, TS USRS
P 6 HH S0 A

Network: any-ipv4

Interface: vxlan tunnel

Leaked from Virtual Router: Global
Gateway: vxlan tunnel gw

Tunneled: false

Metric: 2

N

ER vxlan_tunnel_gw & T 1 G TP k.
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https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure_withoutDiagnostic_ftdv_gwlb_cluster_parameters.json
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure__withoutDiagnostic_ftdv_gwlb_cluster.json
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure_ftdv_gwlb_cluster_parameters.json
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure_ftdv_gwlb_cluster.json
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure_withoutDiagnostic_ftdv_gwlb_cluster_parameters.json
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure__withoutDiagnostic_ftdv_gwlb_cluster.json
http://www.cisco.com/go/firepower-config
http://www.cisco.com/go/firepower-config
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/interfaces-settings-platform.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/routing-static.html#task_F73707B182494ECFBA02DC873F3FF8A3

| 2 # = Threat Defense Virtual

{8 GWLB 7£ Azure F&BE Threat Defense Virtual $5 5% 893 2 i 7 12 .

{$ F§ GWLB 7£ Azure H =82 Threat Defense Virtual £ B iy 2l i 5 12

S Sk

Qe

Qe

g g

w N

B & LI Azure FIHETEEES (ARM) Bl Azure GWLB B8 BEFUN LA LE .

HEA AR
a) 1% github f76if 25 70 5 B AR SO I2 . 1 2 [ https://github.com/CiscoDevNet/cisco-ftdv/tree/master/
cluster/azure.

b) FH T IS ECk 1504 azure ftdv_gwib_cluster.json Fll azure ftdv_gwlb_cluster_parameters.json .
ik
S F R AN 2 Wi D ARRE DT T (S8, B SUC 2 Wsib

azure withoutDiagnostic_ftdv_gwib_cluster_parameters.json F/l
azure_withoutDiagnostic_ftdv_gwib_cluster.json.

Bk E| Azure [])7: https://portal.azure.com.

A — B

a) {EEZA (Basics) ik, Mg ik#EiT A (Subscription) F1%%iR4E (Resource Group).
b) e X8 (Region).

B RAT VYA T I IR RERA N 4. BB 20T, NIRRT IR (CCL).

M Cisco Secure Firewall JiAS 7.4.1 JF4f, %0 LAYESRATIZ I RE SO0 T SEE e . SEOUE “ b
AL R L R ONT “CCL” I AR, T SIS TR -
azure_withoutDiagnostic_ftdv_gwlb_cluster parameters.json A/

azure withoutDiagnostic_ftdv_gwlb_cluster.json 314,

a) BRI,
1. {EEAR (Basics) IRk, M FHdrizsiT A (Subscription) F18%iR4H (ResourceGroup).
2. EFHITXE (Region). iy T—4>: |P ik,

e 1Pk JET R, i RInF R, ARGV IILLR 0 - B 2. Hos AR R
T SR B AT 2 W2 11 (1) Threat Defense Virtual 7.4.1 SERE,  MAZR Bk 2 W19 i ¢k

b) IR

HIEASIEE Y

a) miili G132 > RREBE (FHBEXERES) .

b) rith FE4RIEE A KB C BRI .

¢) Adim#sxf (Load File), #RJi 4% azure ftdv_gwlb_cluster.json &
azure withoutDiagnostic_ftdv_gwlb_cluster.json (1 FEEFAEZLWHED

d) sk (Save).

BB SRR £
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https://github.com/CiscoDevNet/cisco-ftdv/tree/master/cluster/azure
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/cluster/azure
https://portal.azure.com
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure_withoutDiagnostic_ftdv_gwlb_cluster_parameters.json
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure_withoutDiagnostic_ftdv_gwlb_cluster.json

. {£ 3 GWLB 7t Azure H1 32 Threat Defense Virtual £ 5 B9 2l i m 2

J1/2 %= d Y Threat Defense Virtual |

a) HIAPTFE, AR5 AEHEE + 612 (Review + create).
b) fERIEEE S, At (Create).

FESLGITIRIEAT )5, SR BRI R show cluster info fir & KR EHIEAERE HI5 -

10: show cluster info

> show cluster info
Cluster gwlb-cluster-template-with-AN: On
Interface mode: individual
Cluster Member Limit : 16
This is "12" in state CONTROL_NODE
ID H)
Version : 99.19(1)180

Serial No.: JAKGFV8VH4G

CCL IP : 10.1.1.12

CCL MAC : @@0d.3a55.5470

Module 1 NGFWv

Resource : 8 cores / 28160 ME RAM
Last join : 11:13:24 UTC Sep 5 2022
Last leave: N/A

£ Azure |17, il R BUN T OB SEIEE T 21 A7 B AR
WER AR I ROV L, AT DUER] 380 > & (MAZ RN > SR8 FHR iy a2 4
Bl o FCRAEREY 0K A B

i i BB AL > FTPS ik > A PSEE > B E A P & FA%HE k004 FTPS 4EiE, A5 s &
ey
Tt EAH 2 AT LUF curl #3545 #f Cluster Function.zip {4 F4% %] Function N H .

curl -X POST -u username --data-binary @" Cluster _Function.zip" https://
Function_App_Name.scm.azur ewebsites.net/api/zipdeploy

pE

curl fir 4 AT RERR 2L BN (Z92 )3 080D A Rese i AT .

PRECR B EAR IR BN T o DHRERE R B, TR n] AFEAF IR P R i BAB R B B H S REUKR 1
B AR M

11: T ke

1) gwlban-function-app | Functions
Function App
A7 Search (Cmd+/) “ - Create () Refresh
g Ak Your apo bs cumently In read onky made because vou are uarng from & pedage file, To make ary changes update the content n your 2 file and WEBSITE_RUN_FROM_PACKAGE apg setting
B Adivity log

A Access contrel (1AM)

> Filter by name.

@ Tags
¥ Diagnose and soive problems ] Name © Trigger T4 Status Ty
Q0 Microsoft Defender for Cloud [ cluster-function Quaue Enatiad

Events [preview)

Functions

fi| Functions

[l %2 ZHEBE Threat Defense Virtual BI5¢ &
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£ GWLB

Azure $1E5Z Threat Defense Virtual £ 2% 89t 2 ifs 5 12 .

[ 12: BA 51

m gwlbanbdx5mqdvkpces | Queues 2

Storage account

£ Search (Cmd+/) | « ~+ Queue () Refresh [§ Delete

= Overview

JO Search queues by prefix

B Activity log

@ Tags

Queue urd

[ outqueve
£ Diagnose and solve problems

] resourceactionsuccessqueue http: d
Ao Access Control (IAM)

@ Data migration
Events

S Storage browser

Data storage
= Containers
i File shares

0 Queues

13: 3k BAF

m outqueue X

Queue

O Search (Cmd+/) \ « () Refresh -+ Add message [i] Dequeue message X Clear queue

7 Overview Authentication method: Access key (Switch to Azure AD User Account)

Diagnose and solve problems
& vag P 2 search to filter items.

Aa Access Control (IAM)

1d Message text Insertion time Expiration time Dequeue count
Settings Event thread: f605983a-97ad-444-9222-b6eebTc09ab0
Action: i
Access policy €d054bf2-239b-4aSe... Operation: Microsoft 8/2/2022, 95456 AM 8/9/2022, 9:54:56 AM 0
Event time: 2022-07-27T04:4821 28947772
© Metadata Started function execution

Event thread: f6b5383a-97ad-44f4-9aaa-b6eeb7c09ab0
Data: Instances Description

Instance ID in scale set: 0
Name: sumisnib-vmss 0
Status: VM running
Public management IP:
Private management IP: 10.55.1.4
Instance 1D in scale set: 2
Name: sumisnib-vmss 2
Status: VM running
¢54339e-1318-4ac2..  Public management IP: & . 8/2/2022, 95508 AM 8/9/2022, 9:55:08 AM 0
Private management IP: 10.55.1.6
Instance ID in scale set: 3
Name: sumisnlb-vmss 3
Status: VM running
Public management IP
Private management IP: 10.55.1.7
Instance ID in scale set: 4
Name: sumisnlb-vmss 4
Status: VM running
Public management IP: 4 4
Private management IP: 10.55.1.8
Event thread: 1605983a-97ad-4414-9a2a- bbeeb7c09ab0
B2I66aT1-daTe47.. L indet 0 8/2/2022, 955:16 AM 8/9/2022, 9:55:16 AM 0
Event thread: f6b5983a-97ad-4414-9a2a-beebTc09ab0
Data: Cluster Info
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15l

ET NLB &R E RNl

Internet

T

Elastic Load
Balancer (ELB)

Management Center
Virtual

Threat Defense
Virtual 2

J1/2 %= d Y Threat Defense Virtual |

Cluster Control
Link (CCL)

User
Applications

Internet Load
Balancer (ILB)

DA P R NS R H i 5 . Threat Defense Virtual 27527 RSN 1 2415 2% 2 7] . Management
Center Virtual SE4 T4 FRAE R .
>k B HECM PN s B S AN I gy, R AR S T B A 2 Threat Defense
Virtual £E8f. £EF£1¥) Threat Defense Virtual SEGIFIBR B G, 20K FL8 R 2N H BRI,

K F N RN ol i s AR a2 9 S i g5« ARG, TR S 94 & 3 Threat Defense Virtual
ETE, ARG T RILF TR

{& A3 NLB 7£ Azure F =32 Threat Defense Virtual £5 Bf iYi% Bl i 7 12

ETRIRAEZ

PUR AR T 4 H NLB 7E Azure H 035 FE T MR ¥) Threat Defense Virtual 28EH) TAEFE

Local Host

Azure Cloud

Cluster Node

1

3

2 Madify azure_ftdv
Download _nib_clusterjson and azure
templates and ———»

files from GitHub

_ftdv_nib_cluster
_paramelers.json with
required parameters

Create 4 i
Caonf
Resoure Group, ?ues?:;j; I:Sntcll?lzrec
Vmual_lr:twu* —  Template — details
add Subnets
6
Verify the
Cluster
Deployment

[l %2 ZHEBE Threat Defense Virtual BI5¢ &

Upload
Cluster_Function
zip file
to Function app

I

8
Use Function app Create
1o register —_— FTPS
cluster with Credentials

management center
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{8 NLB 7£ Azure %38 Threat Defense Virtual 2t tsszlisniz [

TiE=18) PR
(1) AR FEHL M GitHub T 2RI S Ao
( 2) A ML {5 T 75 1 B 80k 18 24 azure ftdv_nlb_cluster.json #l
azure ftdv_nlb_cluster_parameters.json .
3 Azure Cloud QTR . HEHL 45 R M
4 Azure Cloud TR E B AR .
5 Azure Cloud Bt S PEAN A S
(6)  |Hemriig Yol AR 5
- Azure Cloud A58 FH R BN P i) 5 B oy MR B
3 Azure Cloud 67 FTPS EifF.
o5 A AL # Cluster_Function.zip S _1-4% %] Function N H] .
FHEE

DU AR B i W] 1 481 NLB 7E Azure H T3 #i%% Threat Defense Virtual Z2# (1) TAERE -

. Azure Cloud

2
Create a VMSS3

from the
Market place
image

——— Attach interfaces configuration in - ———

3 4

Add day 0 Update scaling

instance count
customData field

Management
Center
TiE=(E TR
(1) ESTREH T4 0 VMSS.
(3) | AEm He
{’5}. AN # customData 7Bt FF 3 Il Day 0 fic & .
(2) AL SR RS AT v

FEA = P EDE Threat Defense Virtual B98HE ]
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B ==

TiE=Id) T
(5) A HE L il 7 NLB.
6 LD TR 1

PAUR SR AL B T 75 GitHub " 3RE . Z U A S BN, SEA TR AR 45 .
M Cisco Secure Firewall [itA 7.4.1 JFih, REnT LLAERAT S MR DRI 00T SEARIE. SEOUEH] “4h
AL R L AR NI “CCL” IR AR, TGS AR -
azure_withoutDiagnostic_ftdv_nlb_cluster parameters.json # azure_withoutDiagnostic_ftdv_nlb_clusterjson
A
15 PG W 2 L8 R

* azure ftdv nlb_cluster parameters.json - F J- 4 245 NLB [{J Threat Defense Virtual £E £ N S5

IR o
* azure_ftdv_nlb_cluster.json - H T-#%% B4 NLB [J Threat Defense Virtual £ Hf IR o

TR IB U £ 11 R AT 2 AR

* azure withoutDiagnostic_ftdv nlb cluster parameters.json - Jl T #EH NLB HIGi2 Wiz O #)
Threat Defense Virtual 214 A 25 I BLAR -

* azure_withoutDiagnostic_ftdv_nlb_cluster.json - {{f F JC12 Wi#% 1 ) NLB % Threat Defense Virtual
EETE IR o

AR R4

o TARVFERE B S EM 20, AR B RO B AT W2 B RN GRS BRI
HA XA R A A S o] LU REST APL. %24 Cisco Secure Firewall Management Center £ B
fRF .

o TR H ORI 5 R ARSI (R 45 2 1) SRS 44 R DT C 1R 1) SR

o TR REFUVE B rp O CRAIE M VF T

o BRI B R B PO S
1. AFHE B O RS RO B L S ECE S R . A OSHCE DI RETEAE R, TE S

THERE.

2. oK B ANEAT A FR R LU O A . A OSSR R B, TS S
it i

AR B 1 R R AR G B s 181 -
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https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure_withoutDiagnostic_ftdv_nlb_cluster_parameters.json
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure__withoutDiagnostic_ftdv_nlb_cluster.json
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure_ftdv_nlb_cluster_parameters.json
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure_ftdv_nlb_cluster.json
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure_withoutDiagnostic_ftdv_nlb_cluster_parameters.json
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure__withoutDiagnostic_ftdv_nlb_cluster.json
http://www.cisco.com/go/firepower-config
http://www.cisco.com/go/firepower-config
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/interfaces-settings-platform.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/routing-static.html#task_F73707B182494ECFBA02DC873F3FF8A3
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/routing-static.html#task_F73707B182494ECFBA02DC873F3FF8A3
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{$£ A Azure =i

JRY TR ]

NN
8
w N

68 Azure R SR B ASIRIET NLB 7 Azwre L3 B ]

Network: any-ipvé4

Interface: outside

Leaked from Virtual Router: Global
Gateway: ftdv-cluster-outside
Tunneled: false

Metric: 10

A

IR ftdv-cluster-outside &40 51 B ) M 5% TP ik .

PR (R A A i E B

Network: any-ipv4

Interface: inside

Leaked from Virtual Router: Global
Gateway: ftdv-cluster-inside-gw
Tunneled: false

Metric: 11

N

AR fdv-cluster-inside-gwie: N 581 W9 1 9 5 TP Mtk o

3. WEERENCE NAT M. 5 CH0E NAT MU RELNE B, 1555 Wbk a4,

B82S HEARE S NLB 7€ Azure FERE &R
1 F B & X1 Azure BRIHEBLEE (ARM) #ARCA Azure NLB #5255 1E,

THEAS AR
a) K github £7f 4 7o B BIAH SO . 152 [ https://github.com/CiscoDevNet/cisco-ftdv/tree/master/
cluster/azure

b) AT IS k15 2 azure_ftdv_nib_clusterjson 1 azure ftdv_nlb_cluster_parameters,json.
AR TS W D RSO0 R B R IT R S, BSOS KR

azure withoutDiagnostic_ftdv_nlb_cluster parameters.json F/l
azure_withoutDiagnostic_ftdv_nlb_cluster.json.

k| Azure [])7: https://portal.azure.com.

QU — A PR

a) {EEZK (Basics) LIk, M THaIZik$E3T A (Subscription) F13%i54E (Resource Group).
b) EFEPTH ) X3 (Region).

QU HATIUASF R AU R 25 BB, 2T, R, SNSRI e
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/interfaces-settings-nat.html
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/cluster/azure
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/cluster/azure
https://portal.azure.com

J1/2 %= d Y Threat Defense Virtual |

B 5 Awre miEEmEEIRET NLB 7 Azure F 318 53¢

M Cisco Secure Firewall A< 7.4.1 F¥4fi, % n] LAAESRATIZ W LIS B0 T BB Al . S008I
CHMIBT L NI L CREEL M AR TIERS B ISR, NS IS S WA -
azure_withoutDiagnostic_ftdv_nlb_cluster parameters.json Fl azure_withoutDiagnostic_ftdv_nlb_cluster.json
At
a) BRI
1. 7EEZK (Basics) Uik, M FHuglrhiEkseiT A (Subscription) 135 iR4H (Resource Group).

2. b) EFEITH ) XK. il T—AN: 1P k.

b) TR
76 \P #tik TR, gl ASnF R R INCLR M - BB 2 W R AT FNAR IR i B
.
W R B E VA 12 W2 1 ) Threat Defense Virtual 7.4.1 225, WA 2Bk i2 W1 W A1 gt

2 1 SRR

a) M Bl > RINERE (FHEEXIEREE) .

b) riili E4RIEE P LR B S HIER.

c) AiimnEsc (Load File), %X 4% azure ftdv_nlb_cluster.json ok
azure_withoutDiagnostic_ftdv_nlb_cluster.json (1 R EEFATLE LWL .

d) HEHRTE (Save).

P B S R AN S

a) WAPTHRIE, REATHEE + €& (Review + create).
b b
X T AR IR B R an R 5 A, AR I R SR L (R 16 ) o BUKHIVEH

FIRES TR

b) fESUEML S, st (Create).
TESEHIFIRIZAT IS, I & sk BT — N5 fUIFE A show cluster info i & K46 UF 2

& 14: show cluster info

> show cluster info
Cluster gwlb-cluster-template-with-AN: On
Interface mode: individual
Cluster Member Limit : 16
This is "12" in state CONTROL_NODE
ID H)
Version : 99.19(1)180

Serial No.: JAKGFV8VH4G

CCL IP : 10.1.1.12

CCL MAC : @@0d.3a55.5470

Module 1 NGFWv

Resource : 8 cores / 28160 ME RAM
Last join : 11:13:24 UTC Sep 5 2022
Last leave: N/A

5 Azure |17, il R BSOS T ORI T 21 B B AR

a4
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https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure_withoutDiagnostic_ftdv_nlb_cluster_parameters.json
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure_withoutDiagnostic_ftdv_nlb_cluster.json

| 2 # = Threat Defense Virtual
e Awre wE 5Bk

WEREARE T R BN, T U] 350 > & (A N0 > SREED  ELHR 2 1y v M 21
BRIy JEARGERE SR BB

Wi iy #BBEHL > FTPS ik > A PSEE > Bd B A P ZFNERS RGO FTPS ik, AR5 it &
=
S0 WL AEAM L AT LT curl #74, 4 Cluster Function.zip 34 4% %] Function W [ .

curl -X POST -u username --data-binary @" Cluster_Function.zip" https://
Function_App_Name.scm.azur ewebsites.net/api/zipdeploy

TR
curl iy & AT BETTEL LA Bl (292 2 3 2040 A BE5E i 24T -

PRAICRE B B AR B BN o ZHEERE IR B, M n] LAFEAF Kk R i BAB R B H S R EURE 1
B AR BT M

1£ Azure P F B ERE
BFIIEERE, HUEL day0 BLE, FERTT AL AREREE S E E AL,

£/ Azure 89 Day0 BC &
an] DA R[] e e Bl A e SOIC .

£ Azure BB E L & €2 Day0 B &
[ 52 FL B 1 B AR AR R S | SR P L

{
"AdminPassword": "password",
"FirewallMode": "Routed",
"ManageLocally": "No",
"Diagnostic": "OFF", //For deployment of version 7.4.1 and later without Diagnostics
template, set this parameter to OFF.
. "FmcIp": "<FMC_IP>",
"FmcRegKey": "<REGISTRATION_ KEY>",
"FmcNatId": "<NAT_ ID>",
"Cluster": {
"CclSubnetRange": "ip address start ip address_end",
"ClusterGroupName": "cluster name",
"HealthProbePort": "port number",
"GatewayLoadBalancerIP": "ip address",
"EncapsulationType": "vxlan",
"InternalPort": "internal port number",
"ExternalPort": "external port number",
"InternalSegId": "internal segment id",
"ExternalSegId": "external segment id"

T
Mg A 0 RAYECE A
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{

"AdminPassword": "password",

"FirewallMode": "routed",

"ManageLocally": "No",

"Diagnostic": "OFF", //For deployment of version 7.4.1

template, set this parameter to OFF.
"FmcIp":"<FMC_IP>",
"FmcRegKey" : "<REGISTRATION KEY>",
"FmcNatId":"<NAT_ID>",

"Cluster": {

"CclSubnetRange": "10.45.3.4 10.45.3.30",
"ClusterGroupName": "ngfwv-cluster",
"HealthProbePort": "7777",
"GatewayLoadBalanceIP": "10.45.2.4",
"EncapsulationType": "vxlan",
"InternalPort": "2000",

"ExternalPort": "2001",

"InternalSegId": "800",

"ExternalSegId": "801"

}
}

)

//mandatory
//mandatory
//mandatory
//mandatory

J1/2 %= d Y Threat Defense Virtual |

and later without Diagnostics

user input
user input
user input
user input

AR WURE PR b gy O ECE, WO DR E D I ER //mandatory user input
XFT Azure IBAPRDURT AL E, 15 550 T € AR L AL 15 B ¥ HealthProbePort.

X1 CelSubnetRange 22, 14 E M xxx4 TR IP HhEEH . fORE 2= 16 4> ) HI T 4R BRI
IP Hhik. FIHIZTH T ITARANETR TP bk — 2874

& 3 FHIAFALE R IP it R A5

CIDR LA IP it 255 IP Hbilk
10.1.1.0/27 10.1.1.4 10.1.1.30
10.1.1.32/27 10.1.1.36 10.1.1.62
10.1.1.64/27 10.1.1.68 10.1.1.94
10.1.1.96/27 10.1.1.100 10.1.1.126
10.1.1.128/27 10.1.1.132 10.1.1.158
10.1.1.160/27 10.1.1.164 10.1.1.190
10.1.1.192/27 10.1.1.196 10.1.1.222
10.1.1.224/27 10.1.1.228 10.1.1.254

{EFH Azure B9 B E X B & £13E Day0 L &
fa 0] U Ay 2 KA N BEANERES | SR PR E .

{

"AdminPassword": "password",
"FirewallMode": "Routed",
"ManageLocally": "No",

[l %2 ZHEBE Threat Defense Virtual BI5¢ &
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"Diagnostic": "OFF",
template, set this parameter to OFF.

"FmcIp": "<FMC_IP>",

"FmcRegKey": "<REGISTRATION_ KEY>",

"FmcNatId": "<NAT_ID>",

"Cluster": {

//For deployment of version 7.4.1 and later without

& Aure E X EEZ Day0 BE [

Diagnostics

"CclsubnetRange": "ip address_start ip_ address_end",

"ClusterGroupName": "cluster name",
"HealthProbePort": "port number",
"GatewayLoadBalancerIP": "ip address",
"EncapsulationType": "vxlan",
"InternalPort": "internal port number",
"ExternalPort": "external port number",
"InternalSegId": "internal segment_ id",
"ExternalSegId": "external segment id"
}

}

Gt
NS T A 0 ORI AR 7.4 FAEFARAS Mo E s

"AdminPassword": "Sup3rnatural",
"Hostname": "clusterftdv",
"FirewallMode": "routed",
"ManageLocally": "No",
"Diagnostic": "OFF",
template, set this parameter to OFF.
"FmcIp": "<FMC_IP>",
"FmcRegKey": "<REGISTRATION KEY>",
"FmcNatId": "<NAT ID>",
"run config": [
"cluster interface-mode individual force",
"policy-map global policy",
"class inspection default",
"no inspect h323 h225",
inspect h323 ras",
inspect rtsp",
"no inspect skinny",
"interface Management0/0",
"management-only",
"nameif management",
"security-level 0",
"ip address dhcp",
"interface GigabitEthernetO/0",
"no shutdown",
"nameif vxlan_tunnel",
"security-level 0",
"ip address dhcp",
"interface GigabitEthernetO/1",
"no shutdown",
"nve-only cluster",
"nameif ccl_link",
"security-level 0",
"ip address dhcp",
"interface vnil",
"description Clustering Interface",
"segment-id 1",
"vtep-nve 1",
"interface vni2",
"proxy paired",
"nameif GWLB-backend-pool",

/\

ji

//For deployment of version 7.4.1 and later

without Diagnostics

+H
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"internal-segment-id 800",
"external-segment-id 801",
"internal-port 2000",
"external-port 2001",
"security-level 0",
"vtep-nve 2",
"object network ccl#link",
"range 10.45.3.4 10.45.3.30", //mandatory user input
"object-group network cluster#group",
"network-object object ccl#link",
"nve 1 ",
"encapsulation vxlan",
"source-interface ccl link",
"peer-group cluster#group",
"nve 2 ",
"encapsulation vxlan",
"source-interface vxlan_ tunnel",
"peer ip <GatewayLoadbalancerIP>",
"cluster group ftdv-cluster", //mandatory user input
"local-unit 1",
"cluster-interface vnil ip 1.1.1.1 255.255.255.0",
"priority 1",
"enable",
"mtu vxlan tunnel 1454",
"mtu ccl link 1454"
]
}

ST T 0 R MUA 7.3 FNE R RRA BCE R

"AdminPassword": "Sup3rnatural",
"Hostname": "clusterftdv",
"FirewallMode": "routed",
"ManageLocally": "No",

"FmcIp": "<FMC_IP>",
"FmcRegKey": "<REGISTRATION KEY>",
"FmcNatId": "<NAT_ID>",

"run config": [

"cluster interface-mode individual force",
"policy-map global policy",
"class inspection default",

"no inspect h323 h225",

"no inspect h323 ras",

"no inspect rtsp",

"no inspect skinny",

"interface Management0/0",
"management-only",

"nameif management",
"security-level 0",

"ip address dhcp",

"interface GigabitEthernet0/0",
"no shutdown",

"nameif vxlan_ tunnel",
"security-level 0",

"ip address dhcp",

"interface GigabitEthernet0/1",
"no shutdown",

"nve-only cluster",

"nameif ccl link",
"security-level 0",

"ip address dhcp",

"interface vnil",

"description Clustering Interface",

[l %2 ZHEBE Threat Defense Virtual BI5¢ &
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Fomeknss- 2T eows nns

"segment-id 1",

"vtep-nve 1",

"interface vni2",

"proxy paired",

"nameif GWLB-backend-pool",

"internal-segment-id 800",

"external-segment-id 801",

"internal-port 2000",

"external-port 2001",

"security-level 0",

"vtep-nve 2",

"object network ccl#link",

"range 10.45.3.4 10.45.3.30", //mandatory user input
"object-group network cluster#group",
"network-object object ccl#link",

"nve 1 ",

"encapsulation vxlan",

"source-interface ccl link",

"peer-group cluster#group",

"nve 2 ",

"encapsulation vxlan",

"source-interface vxlan_ tunnel",

"peer ip <GatewayLoadbalancerIP>",

"cluster group ftdv-cluster", //mandatory user input
"local-unit 1",

"cluster-interface vnil ip 1.1.1.1 255.255.255.0",
"priority 1",

"enable",

"mtu vxlan tunnel 1454",

"mtu ccl link 1554"

}

\}

ER W RSP F gy R ECE, W ORECE MBS //mandatory user input.

FRRELRT A - £ T GWLB pERE

PE AR , DMEEATE EE -

{1 az vmss create CLI MSEBIHECH 0 1T 7ML G 2 B IR 4

az vmss create--r esour ce-group <ResourceGroupName> --name < VMSSName> --vm-sku < InstanceSze>
--image <FTDvlmage> --instance-count 0 --admin-user name <AdminUserName> --admin-passwor d
<AdminPassword> --plan-name < ftdv-azure-byol/ftdv-azure-payg> --plan-publisher cisco --plan-product
cisco-ftdv --plan-promotion-code < ftdv-azure-byol/ftdv-azure-payg> --vnet-name < Virtual Networ kName>
--subnet <MgmtSubnetName>

B EAEO - SW. B AR R
e 2 CBUEE (K HE SN LB IF AT LU R P 3R

a) fEIRERGEH T, 4 customData 7Bt RS N day 0 it & .
b) AHRTE (Save).
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| ETEITE S ST

c) TEAR AN, AHHFT R R A S B G RT DU S o B R B E B ME 1A
KA 16,

SIE 4 E Azure WIS H2S . HEAME S, 1ES 5 Auto Scale 5 Azure W I 13 i 2548 FH 2491

PR KRB EAINE] E R AL ISR ER B RO CTRaiE) . 5 57 I

FHHEERT S - T NLB p93RE

AEEERE DU EA T R .

L1 ] azvmsscreate CLI )\ SEFITTHE0R 0 (T Z UG G 2 B P L TAR4E .

az vmss create--r esour ce-group <ResourceGroupName> --name < VMSSName> --vm-sku < InstanceSze>
--image <FTDvlimage> --instance-count 0 --admin-user name <AdminUserName> --admin-password
<AdminPassword> --plan-name < ftdv-azure-byol/ftdv-azure-payg> --plan-publisher cisco --plan-product
cisco-ftdv --plan-promotion-code < ftdv-azure-byol/ftdv-azure-payg> --vnet-name < Virtual Networ kName>
--subnet <MgmtSubnetName>

HE2 EB AN - LW BB, SNSRI B .
WIR 3 R A I AN UL I AT DL 3
a) f£IRERS 50 K, 4 customData 7B RN day0 it & .
b) M IHRTE (Save).
o) TEHR AT, AT AR AU RS T ST IOk ST T B R S /IME 1R
R NAH 16,
PR A K R INEE B WS PR AR B B (FEE 5 57 i

Azure R RYEEEFENE MUIEHEMR

o A ol
R AR R -

« KAl H GWLB 525 1) Threat Defense Virtual SZ 4 (11 1 TR GLER IR S & 5 IEH

* 414 Threat Defense Virtual S5 (B AT ARGLAR MR A A TEH -
* K7 J& 77 (£ Management Center Virtual "G E T i &M .
o B UEBRIN I SCIE AT A B 1 W 0 5K TP
* k37 Threat Defense Virtual S 15 IEAEEGE AT IR BLER IR & .
* ¥ &5 #F Management Center Virtual F1C & U5 7 51 3R 2 15 L F I TR LR IR &= .
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https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/threat-defense-virtual-73-gsg/m-ftdv-azure-gsg.html#azure-gwlb-auto-scale
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rocp mmzks

o I SRR g

B FE R «
* KA nve-only SERERE LA TP Huhik. AfORES AT LA ping FoAth 5 55 AA NVE 2868 11,
« Kr AN NVE 2882 1110 1P Mtk 26 41— 40
o BRI I R ALK E NVE.,
o GEREAL AR R DU BRI VNT 820, itk VNI 3 LA R %4116 NVE.
-%%EﬁZ@ﬂﬁEm@ﬁﬁ&%ﬁ¢%ﬁ%ﬁﬁa%%ﬁﬁmm,w&mﬁﬂumﬁ
ping 1,

o WU AR 5B W )4 K ) CCL 19 () JT A b bk A 2 ok bk 2 75 T o S UG ik 25 L1~
PSS — Al I TP Huhb k. Blan, W7 M2 192.168.1.0/24. R4S aa it Ky
192.168.1.4 (R =/ IP Hihik (1 Azure £5)

* KXt Management Center Virtual #& 75 FL AT 2 VF 0] HE

o Bl AR ] B AL PR BRI AT b A (R SR R R
W AERR AR A LR a4 IR T TS R A
LERPRENSH

"error": {

"code": "RoleAssignmentUpdateNotPermitted",
"message": "Tenant ID, application ID, principal ID, and scope are not allowed to be

updated.” }

* az role assignment delete --resour ce-group <%t 41 % <> --role " Stor age Queue Data
Contributor"

* az role assignment delete --resour ce-group <%t J§ 41 4 <> --role" Contributor"

£ GCP R B &R

ZE GCP B, T ULT B, sl (i SE AR OR S 2 s 4 s mT LURE A S A
GCP A AR A M A B A i o (i R = IR g5 ik i ds ) Bo & ] .

\}

AR SRR TR D NAT IR BRI 64K M4k
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sz

0

Management Center Virtual

Application Subnet

10.10.13.28 10.10.14.27
Y

10.10.13.4 v 11111111
N

10.10.13.30 10.10.14.29
. D —D
ILB N ELB
Internet

Application VM W

10.10.13.29 N 10.10.14.28

L
~—

-
T

application-to-ilb

_—
Inbound

0.0.0.0/0 > 10.10.13.4

R —
Outbound

BEH MR N BRI i . Threat Defense Virtual £ JEAE P EB RIS 1 3401 85 2 W] . Management
Center Virtual S F] T8 BAE T

KB B NG S NN S gy, ARG 1% 50 B i 45 2K U S AL #ir 21) Threat Defense
Virtual 228 . S 1) Threat Defense Virtual SEFIRIN R 85, 2% H3E & 2N I

>k BN RN H s s A R N R 2 8% . SRS, TS & B Threat Defense Virtual
ERE, RIEHRIZER T,
7£ GCP HhERE B i BH 1 B2 1 EE BE AV i Bl i i A2
ETFEHREE
PLURVRFE B R T 7 GCP b3k F A0 350 8 Jgl W 977 i 2 00 S0 1) L AR Vi fE .

1 2 4
Download Edit reate Google
templates and templat o ction
Lecal Host oo s formidte
from GitHub frdv_cluster_function.zip
Y e 5 spens e ONN 7 g (8 et padees 9 ouey .
CoogiCl roate Google Cloud eploy ddresses are cluster function
Platform GCP —— infrastructure ————* sed, infra
bucket function source 1 used, toTrue in infrastructure
EKES archive file yaml create VPG f inf | template
connector cluster_function_infra.yami
=3 1B
)

- N . e
4 E=
(1) A THL M GitHub N RS
N

— . gt e
() AHLEHL ETHEE YT S

~rE (EAIf:S e
3 Google =15 [ GCP A7 o

[l %2 ZHEBE Threat Defense Virtual BI5¢ &

Deploy
cluster
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wiz I}

£ GCP HARE BURN B R ISR BE Ay B ity

TiE=18) TR
(1) A FEHL 1% Google Cloud BRI A7 #4344 ftdv_cluster_function.zip.
j P
5 Google =1 & A% Google MRELIFAFFS LT
6 Google = I'& #B% infrastructure.yaml,
2 Google = V& WA A 1P Huhik, A1 VPC &R .
8 Google = V-4 T RAS AR TP Huhik, 35 4E cluster_function_infra.yaml
¥ deployWithExternal IP % & A True.
9 Google =1 & 0B R T ) e A At B AR
10 Google =& HIE = SN
FHEE
PLUF AR BB T 75 GCP T 53858 i 7 48 R 0L AR B 1) AR R
1 Create
day 0
Local Host configuration
script
reate 3 4)  Create reate Networ reate
Golgilgo‘;:’”d Inslan%zi;cgmplatc C?::;g;:g eléve g;:';:zn::d > Iogd bél:;:gérs al:w —_— rirexﬁl{ ;Ljis for
Cun:gaﬁlrrgmn Instanz:ﬁz;platc to instance group load balancers
I |
7 Creale 8 Add
Manceleg;:rent Accesfzrﬂu\es Pt
Health check Node
traffic
TAE=[8] TR
N ¥ A ! ay B
1) AR A GCP ) Day0 At
N
5 Google = V& i ] Day 0 e & 61 g SR -
3 Google =& Bl B,
4 Google =1 & O 3t A5 20 I B S AR
5 Google V& B NLB FEBin #1541 21

TE/ 3 = B ERE Threat Defense Virtual 895 &
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B =
Tz sm
6 Google =¥ & B NLB (1195 K BE R0
(7) L BIREAT IR LR 2537 577 e
(8) AL RIS
FEHR

DL AL AT 7E GitHub " 3RE . SEUERAT BN, S AMRFEAEBHP S H .
o ARG AR RESS B AR - deploy_ngfw_cluster_yaml

* B E NIEERE B AR - deploy _ngfw _cluster.yaml

1% FASK R4 7E GCP H#RE SLflLH
S BIERAE GCP s Bt 4L

FreaZ Hi
* {f{l] Google Cloud Shell FEAT# % . o#, &0 IAEL{ macOS/Linux/Windows v 5#HL 1l H
Google SDK ..

« BEARVFERRF H BN B OvE N, SRR H O AN A ERR A, ]
LA A REST API. 12 (Cisco Secure Firewall Management Center & ELfRFE ) -

o ZER RO RN S 1 AE cluster_function_infra.yaml FHE 2 [ 55 & 4% Bk DS (17 1] S

g2
P KB GitHub N RN A ST
$2 P resourceNamePrefix 24 (Bl ngfwvels) ANHA BT 5 19 i A K i

infrastructureyaml. cluster_function_infra.yaml ! deploy_ngfw_cluster.yaml.

M Cisco Secure Firewall litAS 7.4.1 J14f, #80] IR EA IS Wi OO0 T Z AR . 258 MAA
HNERL AEB. EELN CCL 5 I (WAERE, 157E Infrastructure.yaml A1 deploy_ngfw_cluster.yaml SC{F:
okt withDiagnostic 4% & % & 4 False o

W, GitHub [ east-west I north-south S #f4H —> deploy_ngfw_cluster.yaml 3. i
£ Tl N W 1 ) VA A

I3 i Google Cloud Shell G AFfitifl, LA FAL Google = B A7 14 3L ftav_cluster_function.zip.
gsutil mb --pap enforced gs://resourceNamePrefix-ftdv-cluster-bucket/

[l %2 ZHEBE Threat Defense Virtual BI5¢ &


https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/gcp/east-west/deploy_ngfw_cluster.yaml
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/gcp/north-south/deploy_ngfw_cluster.yaml
http://www.cisco.com/go/firepower-config
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/cluster/gcp

| 2 # = Threat Defense Virtual

zece mxmnEss [

TR AL 1 resourceNamePrefix 45 2 5 #45£F cluster_function_infra.yaml = $5 7 ) resourceNamePrefix
AR R UL .
h BRIt ) A — AR AT

il
zip -j ftdv cluster function.zip ./cluster-function/*

AR HT B Google Y5 AFAY o
gsutil cp ftdv_cluster_function.zip gs:.//resourceNamePrefix-ftdv-cluster-bucket/
P AT 1) AL VR
gcloud deployment-manager deployments create cluster_name --config infrastructure.yaml
WIS P B H TP Mk, 5T LR PR
a) 3T P A R U B VPC B B IR B
b) B% VPC %4, LUK Google Cloud Zhfig 5 Threat Defense Virtual % P VPC ##5 .
gcloud compute networ ks vpc-access connector s cr eate vpc-connector-name --region us-central 1l

--subnet resourceNamePrefix-ftdv-mgmt-subnet28

A B RO AH X T Threat Defense Virtual s&328F2, FF H. Threat Defense Virtual 75 24 1P Huhil,
THHIRLE cluster_function_infra.yaml ## deployWithExternal|P % '& 4 True .

BB AR D e LAl B o

gcloud deployment-manager deployments create cluster_name --config cluster_function_infra.yaml
HIEC

1 xS FAb-r R

gcloud deployment-manager deployments create cluster_name --config
north-south/deploy_ngfw_cluster.yaml

2. RFA-IUH A R

gcloud deployment-manager deployments create cluster_name --config
east-west/deploy_ngfw_cluster.yaml

7 GCP RF AP B LR

TR B LR, TR day0 BOE, SE AR, SRR s 2] RO,

71 GCP €13 Day0 Fc &

T T A P ] 5 TG S S

FE2A 3t Z EBE Threat Defense Virtual B985 I}
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I 5 O B 7R AR AR 5 SRR P L

"AdminPassword": "password",

"Hostname": "hostname",

"FirewallMode": "Routed",

"ManageLocally": "No",
"Diagnostic":

"Cluster": {

"CclSubnetRange": "ip address start ip address end",
"ClusterGroupName": "cluster name"
}
}
it
{
"AdminPassword": "DeanWlnche$Ster",
"Hostname": "ciscoftdv",
"FirewallMode": "Routed",
"ManageLocally": "No",
"Cluster": {
"CclSubnetRange": "10.10.55.2 10.10.55.253",

"ClusterGroupName": "ftdv-cluster"

}

)

A\ OFF" ,
to deploy cluster without Diagnostic interface

J1/2 %= d Y Threat Defense Virtual |

//Optional user input from version 7.4.1 - use

//mandatory user input
//mandatory user input

AR R IERG S R E, TR EC & A ER //mandatory user input .

VERE, T ColSubnetRange 48k, AT B AT A5 AN 1P SRS P/ TP M. 47 0 E 4
{58, WZH Pv4 TR IR P AL . SRS E AT 16 AT TAE P bk, Rl T

THIGFN S5 TP ik F)— 285451

R 4 FFIRTNEER IP kR

CIDR #2494 IP Mk L5 IP it
10.1.1.0/27 10.1.1.2 10.1.1.29
10.1.1.32/27 10.1.1.34 10.1.1.61
10.1.1.64/27 10.1.1.66 10.1.1.93
10.1.1.96/27 10.1.1.98 10.1.1.125
10.1.1.128/27 10.1.1.130 10.1.1.157
10.1.1.160/27 10.1.1.162 10.1.1.189
10.1.1.192/27 10.1.1.194 10.1.1.221
10.1.1.224/27 10.1.1.226 10.1.1.253
10.1.1.0/24 10.1.1.2 10.1.1.253

[l %2 ZHEBE Threat Defense Virtual BI5¢ &


https://cloud.google.com/vpc/docs/subnets#reserved_ip_addresses_in_every_subnet
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£ GCP BB EXECE R I Dayd L &
TS AT LS H] fir & R Am A BN ERE S | SR E .

"AdminPassword": "password",

"Hostname": "hostname",

"FirewallMode": "Routed",

"ManageLocally": "No",

"run_config": [comma separated threat defense configuration]

}

DUR 2 SRR R BRI B A0 S5 A B 1L R ORI LGB o TR, B
i SR EME (KRR

"AdminPassword": "Wlnch3sterBrOs",
"Hostname": "ftdvl",
"FirewallMode": "Routed",
"ManageLocally": "No",

"run config": [

"cluster interface-mode individual force",
"interface Management0/0",
"management-only",

"nameif management",

"ip address dhcp",

"interface GigabitEthernet0/0",

"no shutdown",

"nameif outside",

"ip address dhcp",

"interface GigabitEthernet0/1",

"no shutdown",

"nameif inside",

"ip address dhcp",

"interface GigabitEthernet0/2",
"nve-only cluster",

"nameif ccl link",

"ip address dhcp",

"no shutdown",

"interface vnil",

"description Clustering Interface",
"segment-id 1",

"vtep-nve 1",

"object network ccl#link",

"range 10.1.90.2 10.1.90.17",
"object-group network cluster#group",
"network-object object ccl#link",
"nve 1",

"encapsulation vxlan",
"source-interface ccl link",
"peer-group cluster#group",
"cluster group ftdv-cluster",
"local-unit 1",

"cluster-interface vnil ip 10.1.1.1 255.255.255.0",
"priority 1",

"enable",

"mtu outside 1400",

"mtu inside 1400"
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B =onssnss

\)

AR TR IR AN S, R TR L (R 16D o BOKHIVEHE AT AR g .

FHEBERT A

EEE B N, DMECATE SR, X T GCP _LIR4ER:, AR 4 vCPU HL#$35%8 . 4 vCPU ML
PRI 4 N, HFTFE S MO, SR A ORI, Fll c2-standard-8.

T i day OBCE (FETTEURE > BARIA H0 ) QU EA S MR SEIRi: AhaE. AEE. 4B
WA B

12 Cisco Secure Firewall Threat Defense Virtual A [ 355 o

SIE2 QIEESIBILL, AR5 BN S BIAAR o

FIE3 O GCP M I8 as (WEBFIANED ARG BN sE 4

FA KT GCP WM& as, FOVFAEEEE AL L 2 A i rp I T IZ A IR 2 . 1210 e VX GCP
W 24 G BT AR EAT IS AT IR DU 7, 56 56 L.

LIRS KA AU B E L WS ERRS IR L CRERED 5 57 L.

SLIFXT GCP [ 4% G A BRI TIEITIRR R E

Google Cloud R $&HLE TR GUKT AT, AR 2 Ji i A 75 0 A0 5 A i 1

i Z i https://cloud.google.com/load-balancing/docs/health-checks, LA{§ Ay 4% 61 28 34 1 % 61 2 By <k Bk
. X5, AR BErRCy b QDT [ N B e vFis ARG Bt i . A Rl iM% ya L, 121
https://cloud.google.com/load-balancing/docs/health-check-concepts.

IETFENC B BT NAT N, DMENR IS A7 RGOS 2 i 5 5 1) 207 T 169.254.169.254 [1) Google
TCEHE RSS2 o

k-7 NAT LRI ECE

nat (inside,outside) source dynamic GCP-HC ILB-SOUTH destination static ILB-SOUTH METADATA
nat (outside,outside) source dynamic GCP-HC ELB-NORTH destination static ELB-NORTH METADATA

nat (outside,inside) source static any interface destination static ELB-NORTH Ubuntu-App-VM
nat (inside,outside) source dynamic any interface destination static obj-any obj-any

object network Metadata
host 169.254.169.254

object network ILB-SOUTH
host <ILB IP>
object network ELB-NORTH
host <ELB IP>

[l %2 ZHEBE Threat Defense Virtual BI5¢ &
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object-group network GCP-HC
network-object 35.191.0.0 255.255.0.0
network-object 130.211.0.0 255.255.252.0
network-object 209.85.204.0 255.255.252.0
network-object 209.85.152.0 255.255.252.0

Do (o B

Rules

e Y Fiter Rules

~ NAT Rules Before
outside. £ GCPHC T ILB-SOUTH

o
z X o ouside ouside © 6op-Ho  £L5-NORTH
s
oy

Z<-78 NAT 0= I &

nat (inside,outside) source dynamic GCP-HC ILB-East destination static ILB-East Metadata
nat (outside,outside) source dynamic GCP-HC ILB-West destination static ILB-West Metadata

object network Metadata
host 169.254.169.254

object network ILB-East
host <ILB East IP>
object network ILB-West
host <ILB West IP>

object-group network GCP-HC

network-object 35.191.0.0 255.255.0.0
network-object 130.211.0.0 255.255.252.0
network-object 209.85.204.0 255.255.252.0
network-object 209.85.152.0 255.255.252.0

nat- ftdv cluster 1

Entr Descrip

e Y Fiter Rules

O nside ouside © GoP-Ho  LB-Eost By IL5-ast
LB Health Check NAT ruls

oyn ousice outside £ GOP-HG B IL5-West By IL5-West By Metadata Dns:faise

: Iote
BERAMBIEER D (FhERE)
WIREFEE TR, HEALREPEERNNE B O . W RS TR, WS B 3hiE
Mt E] A F L,
BEERER A Ve A R 2] & F by, A FdL 2 3SR T AT HAb SR RE R B

FFi6 Z A

o T ARG & LI T I LIRS, A BB SRR N2 B BE L o 3 NS B 4 1
HoG, il BUPrBi#E show cluster info fiy4
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HIB1 fE BB, %P %% (Devices) > & BT (Device Management), SR+ iin (Add) > ik
%% (Add Device) LI FE HE TP SRS I il 13 %

15: R &
Add Device 7]

CDO Managed Device

Host:t

10.89.5.40

Display Name:
10.89.5.40

Registration Key:*

Group:

None v

Access Control Policy:™

in-out v

Smart Licensing

Note: All virtual Firewall Threat Defense devices require a performance tier license.

Make sure your Smart Licensing account contains the available licenses you need.

It's important to choose the tier that matches the license you have in your account.

Click here for information about the Firewall Threat Defense performance-tiered licensing.
Until you choose a tier, your Firewall Threat Defense virtual defaults to the FTDv50 selection.

Performance Tier (only for Firewall Threat Defense virtual 7.0 and above):

Select a recommended Tier v
Malware

Threat

URL Filtering

Advanced
Unigque NAT ID:t

test

Transfer Packets

Cancel

a) fE EH TE, ARSI P ks LA .
BRI LIS IR AT SR A TC,  (H A TR BGAS D2 1 T 46 AR A SR EE L RE
U SRAE V2 BB IS 7 NAT ID, U] AN 2 A7 B
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b)

©)

d)
e)

2

h)

weranngeas Fass N

12 BRAR T BRI B R BRI T A AR

VLS R HARANE ] TARAE s e DOEH T2 F i . oe . 6T LURY J5 SSRGS AR A8 B 1 44 B
DLE S TANE Y

TEEME A (Registration Key) 7B, S ALEBL & BEE NPT 10 R0 9. Mk g12
AR E

CRIE) KBRS INEI B 4B

P UR 7 18] 45 SRS LAAEVE W I P28 B e e, B — S SRemes

W SRR R, A R AR SRS o S TT DURH i AR 5 22 1 SO

‘ New Policy

Name:

basic

Description:

Select Base Policy:

None v
Default Action:
® Block all traffic

Intrusion Prevention

MNetwork Discovery

Snort3:

TEREEE N FH 2024 P Tk

WERTE Ve e B B P T NAT 1D, R IFa R, FEEME— NAT ID F-Berh i A A7 [F 1
NAT ID,

e AR iR B S AE DL S VB AR AR AL B A EE O

BTG OUT, SRR o a0 A 3 SR il & T 1PS 8 Snort S5, B S FH4E T
s DAEE 8 s ek B A EE O3 TR . WURAE R I, SR S S B R
Hly, ANROEEE AR

i Register .

RO SRR IT, BEAE MR I DR TR s, WA
IS INAERE . WA AT A A e HUADE 2 ), W 2 R FEIX MG OL T, BT R
HOFAN AR E B 45

R AFR I RTE & > R REEB N b JRITEM TSGR E.
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16: EEB¥ 518

., fdcluster (2)
Cluster

172.16.0.50(Control)} Snort 3

FTDv for VMware 7.20 Manage Base, Threat (2 more...) Default AG Policy
172.16.0.50 - Route

A 172.16.0.51 Snort3

FTDv for VMware 7.20 N/A Base, Threat (2 more...} Default AC Policy
172.16.0.51 - Route

R IEAEE M BE 2 Bos Ik B b o

& 17: 5 S5

M ftdcluster (2)
== Cluster

172.16.0.50(Control) Snort 3
172.16.0.50 - Routed

a?Z.‘IS.D,S‘I Snort 3
72.16.0.51 louted

T LUE R Rl B AR T A S R MR B A (I Ol A B D AR RN AT
I SOHT “ARBEENM” ATS5 . WA SR TCVEEN, WS BRI AL, 3 69 .

Deploy Q ﬁe #+ @ adminv

Deployments Upgrades @ Health Tasks (D Show Notifications
3 total 0 running 3 success 0 warnings 0 failures | Filter

© 10.10.1.02 Deployment to device successful.

© 10.10.1.13 Deployment to device successful.

@ TD_Cluster Deployment to device successful.

SRR 2 AR 45 (0) » MUE B EBE .
K2 HONC BT DN TN, 1 ANE AR 170 e BT, P DASE e AN 1Y R s 24 K,
{H U RERC B B NMERE 4 1

PRI L IRE > IRFEE > K8 s L, TLEE B, IFANE. RN BITIOR BE.

TD Native Cluster

Cisco Firepower Threat Defense for VMware

Cluster Device Routing Interfaces Inline Sets DHCP VTEP

| 10.10.1.13 - ‘
‘ General s27 | ‘ System oG ‘

TE S LN SRR e T
« B# (General) > Z#x (Name) - il fiddi 4RiE (O) 8 SUERE R4 K.

[l =23 ZHEE Threat Defense Virtual B35 &
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Cluster Device Routing Interfaces Inline Sets DHCP VTEP

I
General
Name: @ TD_Cluster
Transfer s
Packets:
Status:
Control: 10.10.1.13
Cluster Live T
Status:

RIGWE AR 7B

General (7

Name: TD Native Cluster |

Transfer Packets: [ ]

Compliance Mode:

Performance
Profile:

TLS Crypto
Acceleration:

Force Deploy: -

Cancel | m

s EH (General) > BEERHIRTS (View cluster status) - S BF (View) SR I EBERS
(Cluster Status) X} ifHE .

FE2M £ % P EDE Threat Defense Virtual #9255 [
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Cluster Device Routing Interfaces Inline Sets DHCP VTEP

General *
Name: @ TD Mative Cluster
Transfer Yes
Packets:
Status:
Control: 10.10.1.13

Cluster Live
Status:

AT {EERBHRTS (Cluster Status) X i HE i i #18 (Reconcile) LA HUHHE M A .oc. Sk nT e
M R ping AR HIRER . W55 DY AL SRR I EE RS LT Ping 2 77 L.

Cluster Status (]

Overall Status: Cluster has all nodes in sync

Nodes details (1) Refresh Recc Q, Enter node name

Status Device Name Unit Name Chassis URL

> In Sync. 10.10.1.13 Control 10.10.1.13 N/A

Dated: 11:22:40 | 30 Aug 2022

© B> WS HERR- T LU BN B A, B VARG CLL. 15 B SR db AT s
HEER . 58 77 T
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18: M FEHERR

General s
Name: © clusterVFTD
Transter Packets: Yes
Status:

Control: 10.10.43.21

Cluster Live Status:

Troubleshoot:

 YFATIE - Aiili $REE (&) W BB VR IERAL

FIBA £ RE > REEE > &E L, qf WA LTI PR e SRR R A R E L N E .
o E#M (General) > ZF#R (Name) - il fili 4R%8 (&) R IR 2K .

General @T

Name: 10.89.5.21
Transfer Packets: Yes
Mode: routed
Compliance Mode: MNone
TLS Crypto Acceleration: Enabled

WG BLE AR 7B

General Q

Name: f 10.10.1.13

Transfer Packets:

Mode: routed

Compliance Mode: None

Performance Default
Profile:

TLS Crypto Disabled
Acceleration:

Force Deploy: -+

o B > EHL-WURAE VAT E T ST B P Hohk, WA R s A UE G ) bk DA A
BLIP HuhES ) 4 BB e BIR XK AL ks
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Management @

Host: 10.89.5.20

Status: Vv

BESEFEITRRESEIEIRE
€8¢ (Cluster) T A1/

Fi /o

19: SR ITIOR BEIRR E

BTN Y548 B (Cluster Health Monitor Settings) #5734 b N & Tik

Cluster Health Monitor Settings e
Timeouts
Hold Time 3s
Interface Debounce Time 9000 ms

Monitored Interfaces
Service Application Enabled

Unmonitored Interfaces None

Auto-Rejoin Settings

Attempts Interval BEetween Attempts Interval Variation

Cluster Interface “1 3 !
Data Interface = 5 2
3 5 2

System

FEERBTRREIRRER S RIEFH

FH 13t AR
B AT
DRAE I 1] 0.3 3 45 Fb 2 [a); BOAME N 3 0o N T HAE W MRS TR, ST

RESAEAR A I E R RS heartbeat S AR B AN Y o W 2R SRR
FRYI AR FLCRIR B XS5 1 AT heartbeat 71 Gl WS84T sl 0
ToMi N BTG A

B OB AR [ B ) AT 300 F1 9000 =02 0], BRINE A 500 ZF0 . 42 1B B[R] A JR] & 5
PR VR R A A IR S AR M Bk 2 i R Y s ]
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FE 15t AR

FesEN B2 LB TIR S EW W P Bl ik e o n S s 38 2 1 1R T A A B s 1
ERF T A bR AR, (EAE LAY 55 R — B 1 AT T s
1, 2 MAERE A B RZT e Y S 2K ) Ja DA BE 55 1 B3 R
YTz 2R A DL RZ T AR B T AR R IEAE IR e o

45 v SRR Snort AL O gk R b AT I 4%

AN R TRAZ IR,

BHEHMNIEE

FERERE I SR AR T T B I i 1) 1 Sh T I B

SR AT 1165535 2 0. BRIMERN 1 CRZIRED o WE SR FH AW
WHL

SR [8) ) 1] [ AT 2160 Z00]o BRINE N S 434, 2 U IR B I 2238 2 8] ) 7]
BAFFSEIT R CLLZ ok BT o

5] B A1k AT 1 H3 2200 BRI B EF S T 1 . SO S Ak
PR 10 B R 2 1)

iz SRR B M I S EET IR .

2RI T 1 F1065535 208 ERNE N 3. BB 2R w8 .

SR 2 T8 P 1] AT 2 F160 Z 18 BRINAEN 5 208k & U IR I N 223 2 18] 1) 1)
BAFFSEIT TR CLLAM 8ok BT o

[H] b ARk AT 1R 3 2200 BRI I BB Rr SR TR 16 2 fi% o 5 SO A 3G InARg ik 5
A ) B R 2 )

E30 SR N ERER A B SEH N E . NS N R R
B AN R IR &S

2RI AT 1 F1065535 200 ERNE N 3. BB AR EH I8 .

E=srwa N ] AT 2 F160 218 BRINAE N 5 208k & U RIS I N 2238 2 18] [ 1)
BAFFSEIT R (LA oh BT o

] &A1k AT 1A 3 2200 BRI B RF S ) 1 2 5. 5 SO 5 B Ak
) 0 B R 2 1)

\)

AR RN ARGISATROU L, WAEZE T RGP IROUS & I ASTE T 7 B A2 BoR

KRN N A =l SR o
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] DU F AT A o A TE 1D B M0 1D, LA % Snort FESRE CHERE . 124K AN
VLAN 7RO a0 (Fldn, VNI BVD FHAT. BAGE SR B il B s, B
TR R

P g RE>REEE.
W2 EEEMINER L, Sl HEE (9).
PIEI  AUTEEEE (Cluster).
$B4  HERECITIRORMIESRIEE (Cluster Health Monitor Settings) &7, i 4R (£).
HIES S AHEITIRORIEE (Health Check) 1 H 25 T RGBT RILK
20: 2R R FIBITRREE

Edit Cluster Health Monitor Settings X

Health Check @ )
v Timeouts
Hold Time 3 Range: 0.3 to 45 seconds
Interface Debounce Time 9000 Range: 300 to 9000 milliseconds
> Auto-Rejoin Settings

> Monitored Interfaces

Reset to Defaults Cancel m

PR AR N (B RS s R B 1 . R R EREE Y R Bl iR L B
ISR AN VSS B vPC) |, I NAE ] RGUEA TR A DR, S EAEHIN CAR H 4 1 (12

P 4R A S e s HLBC B S e QU RP BIPT A1 ma 8] DUHOR 8 H R gt R DUk &
B I P Az 1

PUR6 O E ORFF N R AL 1 B)7 S Bk I 1] o

o {R¥ATIE] (Hold Time) - B384 s TR) LA 5 P 0T A OBk A9 B 2 1) (R i T Trl B, FAE AT
0.3 )45 FF; BRINEN 3 Fb.

* $OBA BR8] (I nterface Debounce Time) - K457 S kN 5] B2 24 300 5] 9000 Z=Ab 2 [4), BRIA
B4 500 2280 o B/INE AT LIOINPRAS T2 MR TS o VTR, A R BT BBk N TR ALK,
SR LA . FER AR VRS TR, RS ML REA N bl o Kk
Atha, R SO ER . 6 T NERRRCIR A 4 O 1E 3 I8 AT IRAS Y EtherChannel (41141,
AZHH LT B N ZL A LS F EtherChannel) 175, SE-Kf¥ 5 S BRI 1] v AR 11 SR BE1Y B 11
P XA DR g — N SR AE 1Y /R0 5 it 1) AT 17 T 3 S PRASE b7 Ay R R A
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mEEmzrnkzeE

TR A AR IR DU B A bt i 1 ) SR I AN S e
2:RBEEHEHMANRE

v Auto-Rejoin Settings

Cluster Interface

Atternpts -1 Range: 0-65535 (-1 for unlimited number of attempts)
Interval Between Attempts 5 Range: 2-60 minutes between rejoin attempts
Interval Variation 1 Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous

duration), or 3 {3 x the previous duration).

Data Interface

Attempts 3 Range: 0-65535 (-1 for unlimited number of attempts)
Interval Between Attempts 5 Range: 2-60 minutes between rejoin attempts
Interval Variation 2 Range: 1-3. Defines if the interval duration increases. 1 {no change); 2 (2 x the previous

duration), or 3 (3 x the previous duration).

System
Attempts | 3 Range: 0-65535 (-1 for unlimited number of attempts)
Interval Between Attempts 5 Range: 2-60 minutes between rejoin attempts
Interval Variation | 2 Range: 1-3. Defines if the interval duration increases. 1 {no change); 2 (2 x the previous

duration), or 3 (3 x the previous duration).

JEB#HED (Cluster Interface). ##E#£ 0 (Data Interface) M1 &%k (System) ¥ & LN E (A 8wk
55 N FEEEN . NAPRES A —8E) .

o SRR EL (Attempts) - BEE EHT NN ZIREL, T -1 F165535 2 0] O 245 F B T N .
&85O (Cluster Interface) BN -1 CEFRED o &i¥EHREO (Datalnterface) fl &4t (System)
FTERIAE N 3.

iR Z (B RI[E)BR (Interval Between Attempts) - & S I H BN 223X 18] R TA] B g B2 ) 18] (A
IR RAL) , AT 260 Z 08 . ERINE R 5 208 e 1 A S I N S (1) g KR I T) PR £
A BRI Z IR 14400 2340 (10 KD

B FREE 4L (Interval Variation) - & &5 88 N lH B RFLI (. BT 1 F1 3 ZMpE: 1 Ok
B 5 2 QAT E—IRFFEERTED 803 (35T E—IRFREER ) o Bldn, Rk mbm FE

SRR BCE A S Bl TR BEE R 2, WIHE S B ERITE 1 Ik £ 10 08 2x5) A
HEATEE 2 ISR 76 20 708 (2 x 10) JEHEAT 56 3 k2R &EEF3E DO (Cluster Interface) [ ERIAE
1, #EIEO (Datalnterface) F1 RS (System) HIERINE A 2.

.

3

B8 EiIBFEEED (Monitored Interfaces) i A 5 M543 0 (Unmonitored | nterfaces) % I H (14 1
KRHC A2 i 1. gk ny DA b s G ik v B R AR 5% Rz A M35 (Enable Service Application
Monitoring), LAJE FEEEHIX] Snort A L E 2 1 i 4
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LIE10
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BRE&EH
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2 EEZEEMED

v Monitored Interfaces

Monitored Interfaces Unmonitored Interfaces

Add

Enable Service Application Monitoring

BE BTN A KU AERE IR BERE 0. 0 SR 1 A7 P00 AR 45 0 LR,
ESLA S 20 R0 BT R OIATEEINE L, U2 ST R 1 5 4 207 5 K T S
T R B 02 AL B 1 AR 5 A R IEZE I AHERE IO e . BRI T, b
BT 110K Snort A LR TEAFRBLR 5.

S REACAR FTST 2 0B 1 IS PARBE R 4.

PN S BRI R B RIS A SRACHL LB, SR
IVSN A BB VSS 5 vPC) o HSBIAE IR SOE PR A Ao, AT A AR IR 11035
PP, A S e o PLIRC B S B8 U A5 BT AT 45 AR 5 B0 LR ST PR 2
DR AR MR B 1.

SR

HEREE Y.

=)

ZARNY

T RERT ELS I AR, DA MRS o, BRI REAT 27 SERR P 15 AR S AT R 1 Rl
INE B BEAUL B SR N A ARE SIS I, T AT B R R DG

3t 7 &R E Threat Defense Virtual A9E¥ 6
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sxmakz

\)

AR FEAEHARREZHT, TEZRMITY A

S W TEAAH RS, LR E (Devices) > IR ZEIE (Device Management), s B% (), RJ5ik
PEE T 5 5 8% (Disable Node Clustering).

PR 2 HHINEAE Y R EAR AR

T KR IR % (Devices) > 1% & &8 (Device Management) #1771 EoR (B
([Disabled]).

SRR 3 FOHE R, WS FORIAERE, 5 69 Ut.

Y
/I;-'-

R

EXVIIPN =X
R EERERINER 1A R (Bl T M BLRR R D, B RS T a2 AR, AT 3)
RPN R . WO E R, Pl . A7 P ERAE TR 3 R S AT 4 5
ZRE, WSRIDHIMALR . 2 86 Ui,
iz

WEER
UK

$ T EEPWOE RS, L8 % (Devices) > I8 & &1 (Device Management), fiifi E% (),
JE ik B 5 S &8¢ (Enable Node Clustering).
W2 N S B AR .

-+
TR
DRI R MR, U)K SR ke % B A AL P U 2 R B e 0, Sl YT A A A B L
ety FH AL 190 246 i B U R IR LT

S EFRENN RE > REEE>FL (), LNk ERHRRRA RITIT SRR THTHE.
FI;2 pidithiA£ER (Reconcile All),
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& 23: thiA £ &R
Cluster Status (2]

Overall Status: [&l Cluster has all nodes in sync

Nodes details (2) Refresh ‘ G .0\ Enter node name

Status Device Name Unit Name Chassis URL
> In Sync. 172.16.0.50 Control 172.16.0.50 MN/A
> In Sync. 172.16.0.51 172.16.0.51 N/A

Dated: 11:52:26 | 20 Dec 2021

ARERCRSTEAE R, WS PR ER . 5 71 0.

BUHEME RS T R EMEIFHEE SO
BT LU B L GRS, AT ORI AR . W R DR AR AR I BB ) 7 B ALy,
W AT E 75 EEOH TR %A -
ROETT UM A B ARy HOGFE M, AN T WA R I e BLUARAZY AN R AE R A
L HEPREERE — 0, I HEagksubidiin, HRERERON Y . BOCEBUHEN
TR R WERTCVE PR BE AL W1 i, AT RE Ay R SLGIE N (EAE SRR BE
HERRHBRIN AT SR SR SRR H 0

TR AR AE
o SSUIWT AL RIZ AR Z IR (4 T8
© IR EZEE TUHMBRARE
o WUREERET 6 VB HESTC A A8 ) NTP B B b BSOS ), DDA B 30 (A b I ) 9 B
s IRFFECEAZ, DUEERFIRLL bR &
NAT #1 VPN, ACL %5 5 LA 45 G E AR FF AR o
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wren i

R ST M A ) AN [ P A R AP 2 S SN B AR, SRR R AE 12 s B AL B s 4R
ERC B ORFF AR, DA TT DURF SRR O — N ARSI o 885 P LUAE R M I 30 6 07 1) 28 TR SR, L
AT WY I B I LA SRS, SR R A P A B O B2 v B

FHia Z |l

PRI RE T 2 CLUG AN 1Y AT U5 [ AR

%% (Devices) > & & EIB (Device Management), SRR AN BE (), RGEBREGEE
it (Unregister).

ST L g o SR RS N A B A AR SR E M R K) (BRI R RO SR
RHUAPR e — ANEREY R IO B, SRR (8 R LR AR A 2

a) ERF|AMERE M CLI, JEEH] configure manager add i AR5 A FE L.
b) %% % (Devices) > IR & &I (Device Management), X5 s5iili 0% & (Add Device).

BHCHS IO MBREIY 5, TS PR AR 5, 5 69 1.

T LAAE B B L AT BPRB A CLL MR8t

« SEBHIRTS (Cluster Status) XfiEHE, Tl &% (Devices) > ¥ &E 12 (Device Management) > &
g (E) @*ﬁ‘ﬂk}‘Aiﬁ‘% (De/lCES) > iﬁ%%fi (De\nce Managefnent) = %gi (Cluﬁer) ﬁ[ﬁ] > '_,‘%"%lj_lh
(General) X1 > £B#SLRTIRZS (Cluster Live Status) #EH:4T 7T
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Cluster Status

Overall Status: =l Cluster has all nodes in sync

MNodes details (2)

Status Device Name
> InSync. 172.16.0.50 Control
> InSync. 172.16.0.51

Dated: 11:52:26 | 20 Dec 2021

FEHIT 1A — R R i B TR R s

SRR D IRZS BAE LIRS

J1/2 %= d Y Threat Defense Virtual |

Refresh
Unit Name Chassis URL
172.16.0.50 N/A
172.16.0.51 N/A

* IEFE[AZY (In Sync.) - 15 sl & ) & B0 V.

* fFAIEVE I (Pending Registration) - 15 fUE AR FE —B 45, (HMGA 0] B E b0 vl Wi
W VEM R, AT SR E (Reconcile All) BLEE IR

« B O 25 H (Clustering is disabled) - 17 AT ) A EE L0 JEME, (H BRI ARE SISO -
WIS J5 RS AR S, SRR B IR REAAL, Bl 1T DL IR 15 e

o “UEFEIAEERE..” (Joining cluster...) - 17 MIELENIANUAR LGERE, HMRTEMRIMAN . #

FAGLEIMAEERE A ) A B AO JET

FFRANT A, B LU AEHBE (Summary) Sk 2185 (History).

[l %2 ZHEBE Threat Defense Virtual BI5¢ &

Q,_ Enter node name

Close
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wgz i

25 TR HE

Status Device Name Unit Name Chassis URL

l Summary H History ]

ID: 4] CCLIP: 10.10.10.1

Site ID: NYA CCL MAC: 6c13.d509.4d9%
Serial No:  FJZ2512139M Module: NYA

Last join: 05:41:26 UTC Dec 17 2021 Resource: N\A

Last leave: N/A

B 26: T5 = i £ 1B F

Status Device Name Unit Name Chassis URL
l Summary ] l History ]
Timestamp From State To State Event
05:56:31 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment hold for app 1 is relea...
05:56:31 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment hold for app 1 is relea...
05:56:29 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment is on hold for app 1 fo...
05:56:29 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment is on hold for app 1 fo...

« B (3> £ Wi,
£55 (Tasks) TS AEEEATT SN T “4EEA M7 (Cluster Registration) 1145 .
* %% (Devices) > & & &2 (Device Management) > cluster_name.

JETT L5 AR I SRR, SmT LAE BB A R 19 00, B0 TP ik 55 g s HeAf (R
Ko XEFATAEE M L AT BN b

* show cluster {access-list [acl_name] | conn [count] | cpu [usage] | history | interface-mode | memory
| resour ce usage | service-policy | traffic | xlate count}

TEEBNEMN RSB AR, WA show cluster fir4 .

* show cluster info [auto-join | clients| conn-distribution | flow-mobility counters| goid [options] |
health | incompatible-config | loadbalance | old-members | packet-distribution | trace [options] |
transport { asp | cpj}]

LEAERME L, WM show cluster info iy

N = P ERE Threat Defense Virtual FIBF & .



J1/2 %= d Y Threat Defense Virtual |
| e T

EREI TN B 2R I AR
HERHEITIROR TR
9 O SRR N, BB L 2 WM B A SR b SR B O S A b SRS
AT IRBLUE 28 B LA F LR LR
» WEAERITI - Gt SRR Ih . SRR SRR hR I 225

PN ORI SRS PR U AE A TR BB AR G A
SR D LB RES . A MR LU A CHBLR BTN « BiF
m GEAILAZERT, ANET g EP O IHb 2D SRR CF SR IR .

« EREGHE B BoREERE A ar dehs, RS CPUMERI . WAMER R, MR, i
HEE, EEIERA NAT #i,

N

AR CPU AN AFAR bR s B 1~ AT snort A TR DK LS 3

* fibRlEIER (B CPUMEMITEOL . WAFE G OL. At B AER) LB J5 30 R 7s i i 1) B
WIEEREGE TS B
o SO ATHE TR - 75 PSR SR SR AT i (1 S B A -

o AT KPR EEAS SRR Y AR B IS TRV Y S B N R A DL . R
R R oy e AR, SR DURRA BN B 3 A P R AR 52 FRE T4 I .

o CWREATHE R WELLRRS R R R GONIRRR . R AATIR CPUMEHIR . AL H]
RN R IS U SRR R NAT FA 3R bR Sl . SLRALE AL
B RENS SRR I AR PR AT 2257

o BCBATEREFE BT - Whon AR Sl A AT abr . 50T LA PR £ ek DY ROF B4 10
MIVER(E R . Fabndia i CPUAE A . AR AL FANER . gt a0 T BERINAT
et o

* CCL I HIAR - LA 7 A s S I B Kot B Aan ARt
o HRBREHERR AR - ROt T R U P A (S SR
o I IRIYE ) - T PR A8 A BE 4R b i ) mP s PR A SR 0 P 8 e TR i
o B SEHIAR - Bon 7 AR TR AR AN Y G abr e . (H2, 1 s FA0E T s
AR RR, ANTEH T ST IR B AN SRR
EEERHZITRR
LS B 01 B e sl AT A4 REPAT BERE P o

&S BE RNV AR GRS b S S B BN e R NS T RE BAHE VNS I o S H S R /NUWC AR o s P
TR SR AL EE R I A IR DA H o

[l %2 ZHEBE Threat Defense Virtual BI5¢ &
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FHia Z |l
IR CNE B PO TP A s A i G SR A .

FE1 EHFERG G > BTHRR > ki,
A5 W 42 SO0 K 17 1) A S RS AT R M s 2
HI2 FRASIFRT, S RF (2) MME (V) LEIFASZEEERTIR.

P I EAGESITRNGHE R, A EERATK. BN T, SRS A2 A0 U
THIAR PR 5 X LI A TARBURIPE e o FR bR F4 T AR .95 -

o MR — S BRI E R AR P DGR AR, AR AL CPUL AR BRI H
ROEBGHME R U NAT H#fs B

SO — B AR A R A

© BATERE - 77k CPU IR . AR A ki i th Ak i ISl HONT NAT #440
(5 G HE B

* CCL - #Z RS R I m ZevhH 5 S .

ST LI I s T AR 2 i VA PR AR A R . A RS2 SCRFAEREFRPRIM 5C 88513, 1S4 Cisco Secure
Firewall Threat Defense ia {7 RIIEFr

PB4 W UL EAR R S b BC E I TG o 88T DUSE SO TV R DL S AR T — /NN (BRI
KR SRR R A R . NP dn s ik R B 2 X (Custom) LIACE [ 5 SOTRANES A H H]
s BLHT AR ATRE B SIRUET BB 5 73 Bl ok B S -

WS plili “HEE” EIbR, foadh AR ik i e R i A

PSE R i 7 B 228 IR T YL BBl N AR B it . T FLAR i R B B T AR AN A RN ). X T2 AN, 5
BIRZAIBAT . sl LTSI I br ] 2 A8 PR A5 .

FIR6  OW T E W ISP IROL IR %) FEBEA% A4 FA O 10 DT T2 P 4R e v 257519 i B AT
1R .

B BARTREE B AR BTN E R L nf &G KIS IR DU B #0002 1 Bl /NS AT IROUE )
(RIS IROUE AR A 2 PR AL

FRT O TR mIsiPRECES) BOAMEILT, Bo I a A2 10E AP I i i X 2
IBATARDUAIPERE o iAo 7 Tl T AR B 455 -

* BEE — S R HABTIUE SRR oG FE AR, AR CPUL AL RO EEGIHE R
LUK A A A P A R S B A A R

* CPU - CPU A%, AfEIZHEREANY) BLAZ ORI 73 1K) CPU AE AT 2L

FEA = P EDE Threat Defense Virtual B98HE ]
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| T

© WAE - A WAE A%, GREEUE-F IR Snort W AAAEHIR .

s PO - BEURES AR E LG R .

© AR ERGOHER (PIIRBIR . WESIERE . WA R NAT $effe it 4.

* Snort - 15 Snort BEFRAHKGETHE R .

* ASP L3F — LRI R R DRI 25 53 i 80 AR DG I Ge vk A R
AT LA b AR 0 S S AR R TR . A7 2 SRR & TR AR K 58 #8413, 129 Cisco Secure
Firewall Threat Defense i&1 TR ULIFFx o

P8 sl PRI S A BN (+), AT AR bR A AR RSk QI B e P
B

X AR B PRI, SRR bR, SRR IEFEIR bR

RRHIEIR

%ﬁ%g%%%%&%ﬁ%%ﬁ&ﬂ%ﬁm%%%ﬁ%ﬁ,u&ﬁﬁﬁﬁ\ﬁ%ﬂalﬁ%%ﬁ%

JSNinp/IPS

% b ERHEIT

fEHR 1% BB ®R

CPU R R BT CPUTRFR- T M (433t Hidfs F- | percentage
[ A1 snort) o

Memory ERENT A LI A AR RS (50 T4 1 1T | percentage
Fl snort) .

Bl ot & SERE A NI B A e v R bytes

CCL i BRI AR CCL 405 bytes

B SERE P R ST HL e

NAT 4 SEBER NAT F4it4. Hey

I3 A G R R (R R S AT H e

Hidf 8 SR rh SRR 10 B B 50 T ey

[l %2 ZHEBE Threat Defense Virtual BI5¢ &
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Xt SR BF LT B BE HERR

T LML CCL Ping T HEAf CRAEREEHIBERS IEF 24T, BOLRTBUMEHI L G T B A1) L
H.

>N

o WBEHERRSCAE- IR AT RORREMMAERRE, RG0RK A sl AR RSO BRI IR &> 1] &
IR > R > B XA ORI SRR SO

BT LI AT B S () IR STEFEREHERR L M IR B R IR A AL

* CLIfnih- A\ i & > IR & B > 8 > BAXE, BLEE HHUe X CLL i, B
HERRAERE R fRE . R G BB N RBHSIT AR i

* show running-config cluster

* show cluster info

* show cluster info health

* show cluster info transport cp
* show version

* show asp drop

* show counters

* show arp

* show int ip brief

* show blocks

* show cpu detailed

* show interface ccl_interface

* ping ccl_ip size ccl_mtu repeat 2
* show nve

* show route

* show tech-support

134 W] AR Ay & 7 BUH A AME AT show iy

TEEEBHIT I 85 % E 1T Ping
$EAT LUE S BT ping SRAS A0 15 BT AT AR A A e L AR R B AT B e . VT VR I NS
(R — A 32 B S DR AR T h B B I AN IR, B, SERRE B MTU W& 0] e s TIE AT bl
'l MTU.,

FE2A 3t Z EBE Threat Defense Virtual B985 I}
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B =ssmnses E 9T ping

HI1 % 8% (Devices) > i@ & &8 (Device Management), AR B ¢) KIFR, RGk#: > &£8
SERHIRZS (Cluster Live Status).

27: RRTS

Cluster Status (7]

Overall Status: = Cluster has all nodes in sync

Nodes details (2) Refresh Q. Enter node name
Status Device Name Unit Name Chassis URL

> In Sync. 172.16.0.50 Control 172.16.0.50 N/A E

> In Sync. 172.16.0.51 172.16.0.51 N/A E

Dated: 11:52:26 | 20 Dec 2021

W2 JRIF I —AN R, AR5 Al CCL Ping.

[l %2 ZHEBE Threat Defense Virtual BI5¢ &
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stz [

[& 28: CCL Ping

Cluster Status

Overall Status: @ Clustering is disabled for 1 node(s)

Nodes details (3) | Refresh l l Reconcile All l Q_ Enter node name

Status Device Name Unit Name Chassis URL

[ Summary H History i CCL Ping I

ping 10.10.3.2 size 1654
Sending 5, 1654-byte ICMP Echos to 10.10.3.2, timeout is 2 seconds:

Success rate is 0 percent (0/5)

wlem 1A AA N A alee APT

> Clustering is disabled 10.10.43.22 10.10.43.22 N/A

Dated: 18:38:41 | 01 Mar 2023

TR 5K MTU DG G R 8508 G RN E SR AR TR B e 17 g LAY )80 ping A4

TLT} 2 threat defense virtual ZE8E, iEFHATUL NP8,

SN 5 FRIIRIR L5 2R 174
YR 2 5 10 F R R I AK S B 0 25 5 BB
a) Y F bR MR IR S AR 0 A

by 6 A AR I I B 9 4
HIB3 A5 EERRRLA T L 5] 45 e,
IR 4 X BTG REAT R TR 25
SIS RITRA RS, TR,
HIB6 ATIIPL £ AT MERE
ST RITHRIEREG, AL & BRI,

TR, SHIH0FFSIE A UUID R4 25k

FE2M £ % P EDE Threat Defense Virtual #9255 [



J1/2 %= d Y Threat Defense Virtual |

paib 4

o WU O R BRI, SRR AE T T A B #E oA Threat Defense Virtual £
AN B BB A . R BRI AUR A, TR AWS i, il BatRE
(Auto scaling group) -> SR ECE (Advanced configurations), SR J5EH5E 1T IRIUK 25 A1 4 A
ER R . THRseUn, FIRE S SRECE (Advanced configurations) J I B 4 %85 152 11 32k
P, DU AT AR GEAEE K 5241
WK AWS EHE GBI TR TR BAN T RAS, RG] By RAERE,  PHY mik it
FERRATA AN T A . SR, N E B O T B R TR BB P hUA

o, s al DO E N B AME Y HLA Day 0 it & {37 Threat Defense Virtual S5 Rk
Bl Amazon REWE (AMI). 7EARBERE BN I AMI. 47 J SRR I H I IR ) 7 550
A BATHN T hRAS .

SRS E
AHR A LT SR T AR B AN .

BURN B EDTh REFREE BE

P83 U BIAE D REANSEEERE SCHE, AT DI REDUAESE T e 26 52 S RF o AT RE R BEX U ] 1EAff
PV RE =

A ZFFRITHREFASERE
LAN DO REAE o ISR BERO TG DL TG E, AN Ar & S pidh &t

)

AR SEHERA SRR FlexConfig Thfg (flful WCCP Al , 5Z0 (ASAH MHER/ERC EIE/) «
FlexConfig foVFSHCE & 8.0y GUI FPARTFAEIF S ASA Thifi.

* LV VPN (SSL VPN Al IPsec VPN)

* DHCP % "4 g5 a3 AL, S0FF DHCP 14k,
MEFUPETEFZ 1 (VTISs)

o e

o SR L h R

* FMC UCAPL/CC X

3
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RSP LTRE

gaghing [

LUR DhBE A ARSI m B A 50k, HI N R i

N

1R

\)

b DI RE A 0 A8 O3 7 T o SR A o B B P A A I R

U ARAE T PRI DO RE, 2 S0 R R D RE (A PR B AR P A
NEEFIRE: WRAAEIEE DL, AR R A& [ R s
KRR DIRENT 5, WA Y RO AW, W DT AT SRR T T, T s Z0AE T PR e ST
HEATIERE

IBEe, ARG PR %R S

IR

E %l TrustSec F&EEE

WA IR ER T E T 1A FlexConfig Thfg (F140 RADIUS #:31) , 121 (ASA ¥ IH1E
BL'EFREE) o FlexConfig FLVFEHLE B HIH.O GUI RAFEINVTZ ASA Difig.

o LUR N G A
* DCERPC
* ESMTP
* NetBIOS
* PPTP
* RSH
* SQLNET
* SUNRPC
* TFTP

* XDMCP

o A b A

WA 22 2] 2 2 bnid (SGT) 5 8. ARG, #HIY fA0f SGT S 78 2805 15 5, £y fin] LA
RG22 A5 6T SGT At i DU RC ¥ 5

R PR SR B B St o R T AT R R S A VT ISRV I (R B T2k
e, AESERE PO FE R PR AT BEAN S AR PRI BRSO . RS AR AR T4 € I 8] S R] BE v
AT AR A SRRV A RV S EL . AN, ARSI IR A T, 2 JEORE B IS 18] 7 B

FEA = P EDE Threat Defense Virtual B98HE ]
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B ossmmes

ENASER AN Y

FTP FN& &%

NAT Ffn&af

F{ER VA RE Sl AP g O R (VA CVA o] 5 35 S 3 e 5 RN v/ MO ER g AR R L VIR SR S £
8] 29: yh 3 R R T MBS B B

Router A

All units are using OSPF
with neighboring routers

ECMP Load Balancing

7 L, Bl e A RANE 4 LS AR R g B, AR ELL —A . ECMP H T
TEIX 4 5845 2 AR R PAT 338 T o BEAS Y S S AN s th 2 A5 I, A BRIE AN [A] F i vh 2
ID.

TRANZIUA s 1 1D BOE — MR, (RS9 RO PR % 45 1D

© W FTP S0l TR 7 3 T A2t ey AN (R (KOS R B2 AT DA L P A7 4 225 PR I B
W R I B A P O OB s R I . (HU, G RERT NSz i A OF B
TR, WA HORERA/ TR IR R IR 2 R N A 2 BT

XFT NAT g, 352 b LU B

[l =23 ZHEE Threat Defense Virtual B35 &
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nat fngezt ]

NAT A RES SN ARAE I AR B o NSRS 3 NAT S5l A0l 4 it AR BE b AN IR (0 sl B A,
NI BRI T TP A 1, NAT 23 3 SO b 8otk 0 B A AN G TP ik A/ i g
Fo SEE A RA IR NAT Brs # i g b, il s h sem i K 2 A ¥, SEUER
PR EAAAE KRR W, B A GUER R FTAT H I R R, TR NAT By 4 fx
2] RE AN S MR A 22 AR SRONS A # 45 R N ot A I e 1 42

WA AR E SR A ] NAT, 3355 18 LA HEN:

R ARP - H THHE T, G120 W M A R ARP [HIS2. 0T LA LAV B i
BT RECL R AESERER 1) ASA (REFREIR. A TR 1 T 1P ALAL WAL, 108
138 5 92 45 11 874 U0 PR

* PAT R HVERIMAC - 152 B i BER LT HEN

o B EHUR TR BRBIF AN AN ERE, TS A ] TR e BRIk, e EHLR K
PRI E A 1 RS 3 A R, W RAES 3 N7 mi B ok B BN S
AT, AT RAAMIC 3 Ao R, AN A L AN

o FESRATRE LWL R PR BRI, 7520t A48 01 i B A g VAR AN SEAE I

© WRBEATRIIN PAT MUUE S O PAT 150 48 i) 1P HUIESEED 2 S EHERT b B AL
IS AT A i ) B A T8 A7 345 SR (R oA QS R AT 4 i TSR M RE D BE IR AT
BN E PAT it i, HUR BT RS AT R 1) 73 et R AT 5 35 1 (1 A i
A

 FERRER IR, AREERE SRR R R P RPN &, Btk
AR R R I B, TR BN R T AT B BE U -3 Bk S X e
WAHSG R e e AR, S mT LASE ESCHR O/ IR 08 G el D 2y e R o

* X Bh#A PAT fif Fil NAT jh i hb4r e - FC & PAT i, SRRt b A4S TP Huhk) o Jyoi DB,
BRI OUR, BEANERERE 512 AN, (E 0 SRR E s D B B, B S . X S
BB RN B (3 5100 T, DAY S AT — AN s AN PO R PAT it (1) 454N TP Hh
Bko DU, E—AMERER PAT iHp ol U DA — A 1P Mk, B DS RERSHIUN Y PAT
AR A] o S R 26 R0 G R 1024-65535, BRARSETE PAT W NAT HI o e & %36 15
DAL 7 O B )3 1 1-1023.

TEZ AN R A A PAT vitb - B4 22 2 U A A ] — PAT Jth,  AZ00yE U] A g 2 11 3k
oo WAAERTA MO R e 0, s T P AT B ASBELE RN R
SRR E R O “ATR” B0, BN ARG A A iR R B S A R i IR ST ICRC .
F A H 0] 4ek P e — ) PAT th & d ] 5 A0 7 %

ANE RS - SEBEASSCRR PAT Jth48 1),

TP i PAT - EREASZFEY 2 PAT.

PRI S B B A NAT S48 - P07 2 Of B S 3 S S R B0 Bk 0 e s sl 381 75 22
A NAT HER I HEALE LIy, BBl sk N AU e . B s iz R .

o M xlate - EFFTA A LI xlate RIS IS T Kk, 25 IS TR) 4R AT BE 238 0 2 N R I
. RN 2 TR E B E (refent b 0) , ML s xlate i 7.

3

FEA = P EDE Threat Defense Virtual B98HE ]



B sreiomms

SIP 4 M FOEE B¥

SNMP A& 5%

R HEEEE

VPN fR&8f

J1/2 %= d Y Threat Defense Virtual |

RPN AS A A S PAT:
* FTP
* RSH
* SQLNET
* TFTP
* XDMCP
. SIP

o QUSRS R NAT B GBI — 5450, WA 46 CLI H11#) asp rule-engine
transactional-commit nat ir4 Ji FH 4 HRAHRL . B, 55 T BETCIE I N EERE

PRI AT EAEAT ATy BRI Gl P83, (A RdRm L AU+ AT b

A5 N U A8 F A Hb il 7 E 32 AR TP HulikiE4T SNMP 484, 4 5 SNMP AR FE 46 ) - A2 84F 1P i,
W) 2436 2 B AT ST, RS o A P T R U o

AL SNMPV3 BATARAEIS,  WRIEAEWTIR SRR TE MU S OB O ARAE 1T 0, W SNMPV3 I A R
IRPHT Y e BRI Y I FOBr AN, AR5 BB A OB, LASR A ™ A BH Y

« SRR IR R R E SRS H S R . T DU E S, RN R RS H
AT SRR R BT A8 FAH ) AN [ AR50 4% ID o 9T, SR (R BT A 0 R4 S RN L 52 31
PBCE . WA H AL E A ENLA AR B D, WUBTA T s A R 4 HAE T B A=
AR B AR IR H AR SR BC BN A AR 5 | SR P G B P i 2 A MY KA PR A
B ID, ARG H &M B A Bk B ANA Y AL

vl A VPN 2B fg; AT I RSCRF VPN &

)

AR EREASIRRZEREYI T VPN,

VPN I e BRAE Y A, EASRERI AT ERAE (s al PR RE . WORFE I m A B, AT BlAT
(¥ VPN JERHREWTIT, VPN HI R E IR 55 Pk B FH Pl mls, AU diar VPN i
o

XFF-4# F] PBR 5 ECMP I 50y 432 3% RE, A as 4% e 3 FAEBE TP Muhlk iy JR A o dik o
5 VPN FH2e 10 38 P RIRIE P K0k 2 3 BT 1 e
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HEEIRE RH
¥ 2 GRS — AN ERERT, T T UL BBl 80% s K414 Ak = I AR S Ak R .
B, i A f RS AR BGE AT AT LA FE K2 10 Gbps FOU S, WIXET 8 & B MIAERE, Hokdl
G2 80 Gbps (8 5% %% x 10 Gbps) 1] 80%: 64 Gbps.
AL TR =R 2
SETETT RO S R B IS, R 2 T A
1 YW RURHARRE (BUCY RUE AT 2 AR I, W& 3 B fF— Mk asit k.

2. HABGSIRSC R FAl Ve 46 AR Wi M 28T 5K RSB R BB A 1 A 100 2 08), Ferb 1 4 e
k.

3. URIEAT RIAE 45 MY ARMCEN Sy — MR B RAL SN RO, A 2 A AR Y R

A\

AR WERZAN RO R AL EY, WA G sl A4 FR AP )5 B 45 1Y R

A WERA SRR AN BATSE R e SR, B A BB R BT R &R N
FERIN R BRARE A MR, I S PR A4 1 s

5. fE “RN” pstrh, A ARSI RN, BRI s S R A G, I
R Bl Y A

N

AR AT LAT Bl RSO P R TR IRETT A R S S R T AT R b
TFs RS A ZNAE T AT B R R

SRTRIS A A
S I 2705 AR 13 T IREIFE 5 21 2 02 I B A R LA 5 T T

T RIBITIRR ERIE
BRSO I A U BE S 52 AR FR R I P DB 0 o S SRAZSHR Y A T L PR ST PR
AR A 1Y 5 B BUAT: T keepalive Co Bk Bl (0 sHAU R A0, WU A4 o oo SRR P DN B3k 122 28l 1
o TURBCHE T R MNP B a L, WA AT R ISR I P A

SRR i DAL o 26 s T AN AL DA 1Y i S B oA S e S R B AT FL U ), ISR T e
HEN RN Syt TR R B B T RO B R e I, W SRS S AR AN R AL
w1y 4 o & ST VAS VA RTID )Y Rt RIS BN S S| A A Wk €/ E D W G PR VA wA D R
Rk #% A RGN )OPERE CRER . TER, ARXFHLT, IR FiE R R, hE
SRR TIRERR J5 DU e B I T R DR B Y A
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B =0

WL
B S ML A P I T O i 44 IO REPH 2 D BERCIR S, O ) P st IR S
LR AU S 7B b RPN A U R AT Bt 0F AW I Y Brik 2 2 i R U S DUR S S PR U R AR A
USRS R IR LR A, UK AR R IR % e %o 19 ROREAE 500 2208 e IS o
REMBERRT
DR U A, I Se Ry (B /) 1S3 NIRRT I RE A P A
S AR I Sh S BB IR, AR R T

\)

AR 20 U B AR AN SRS HIGTE B SR ISR, PrA s i DR i, AU B LT
FIEFHNCHE -

BEMIMNERE
AR NGB IR 25 WA A" G FBT I AN S AR IR LA Bk 1) i [«
o SETE I R B AE SR TN N IS R DA - A e B R B I AP AR 1 U, S 0 i T
NEE S S RIERYIN i
o DONERBE)S I R 1) SRS VB 2% - FTD JCBR ML A S 2080 B 8l RN

o Btk 1 A e - U B A S MRIRAE SR 5 0 Bl s 58 10 0BRSS 20 20 Bl A Bh 2 il E B InA
UIARAE 20 Sp PG ARIEIIIIAN W Y A 2 AR Gt . e B D i i s, 4
CEREIEE i

o TR AERR - W AR R AT RIS A PRGOS A BT SR R 0 G S I A\ B R
TR S Do i, 1 R P e R 1Y sl A HLRT R Bl Ja BRI, AR
BEERTT IR RV AT o B B AN P S BB 5 D Sl BT I A B4

© WHBESIR - WM TS N RPN WAPIRESA 205, HEMRIti8s, wauE
OB A SRR T3 B A GRT

o JRICHTHCE B -l RN FMC BB TG, JF HAERCSR AR i oy AR R, (HAE A B A A
GRS, AR R SR 5 e S 200 i T R AR R T 3 T INN B
DR PR R BRI R, WIS PR, JF HASMIBRAEAT R . R AE BT Bt 1 i b
AR, M2 MR, JF HA SR B -

WRREERRTES

REMERACRAE T HAT DI E MBS DFHIT o ST E AR RN A SR %
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