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Inbound flow uses public IP of
public load balancer.

Flow is forwarded transparently
from the public load balancer to
the gateway load balancer.

Flow is inspected by a firewall
and returned to the gateway
load balancer.

Flow is returned to the public
load balancer.

Flow is forwarded to an internal
server.

Outbound flow leaves the
internal server.

Flow is forwarded transparently
from the public load balancer to
the gateway load balancer.

Flow is inspected by a firewall
and returned to the gateway
load balancer.

Flow is returned to the public
load balancer.

Flow is forwarded to the
internet by the public load
balancer.
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Network: any-ipv4
Interface: vxlan tunnel
Leaked from Virtual Router:
Gateway: vxlan tunnel gw
Tunneled: false

Metric: 2
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HER IR
a) % github 77t 5o B BIASH SO 3¢ . 1% 2 W https://github.com/CiscoDevNet/cisco-ftdv/tree/master/cluster/azure .
b) TR ECRIE M azure_ftdv_gwlb_cluster.json 1 azure_ftdv_gwlb_cluster_parameters.json.
BokE| Azure [])7: https://portal.azure.com.
A — AN PR .
a) {EEZA (Basice) EII-RH1, Mg IELITH (Subscription) F1#5iE4H (Resource Group).
b) EFFTHE X (Region).
SIEEA PUAF IR IIN G B H. 2W. SMRAEERERE HIEER (CCL).
a) AL
1. {EEAK (Basics) ik, MR s EFITH (Subscription) F1#5iE4E (Resource Group)s

2. EPPTH X (Region). siidi T—4: IP ik (Next: | P addresses).

71 1P ik (1P Addresses) 1 H, iR ANF M (Add subnet) JFAINLL T M - B HLL 2 W7, KR FISERE
P2 T 1

b) WINFR.

B SR

a) s G > HIREE (EHBEXIRIREBE) .

b) il FESRIERR P B SRR .

¢) miifnE 3 (Load File), #AJ5 A% azure ftdv_gwlb_cluster.json.

d) SiHRTE (Save).

P B S PR A R

a) HIANFTFEME, AR5 ATHES + 6132 (Review + create).

b) fERIEEE S, At (Create).

TESN I IRIBAT e, I 8 sk BT — N1 SOF4 A show cluster info iy 2 K EGIESEHE RS .

4: show cluster info

> show cluster info
Cluster gwlb-cluster-template-with-AN: On
Interface mode: individual
Cluster Member Limit : 16
This is "12" in state CONTROL_NODE
ID H)
Version : 99.19(1)180

Serial No.: JAKGFV8VH4G

CCL IP : 10.1.1.12

CCL MAC : @@0d.3a55.5470

Module 1 NGFWv

Resource : 8 cores / 28160 ME RAM
Last join : 11:13:24 UTC Sep 5 2022
Last leave: N/A

£ Azure 177, oy pROEON T LIORESRAFVE M 2 7 B AR

i RIS R B0V ], e MR R0 > g & (IAZ IR > 885 HRCR MY RE N 21 4
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TR AEA L 2t P AT BUR curl fiy4, ¥ Cluster Function.zip SCfF 4% %] Function N FH

curl -X POST -u username --data-binary @" Cluster_Function.zip" https://
Function_App_Name.scm.azur ewebsites.net/api/zipdeploy

pht s curl Ar & I RERE 2L 8 (£ 2 3 3 208D A Rese i AT

PRECK B EAL BB o THRERF IR B, i T AAEAE sk - i s BAF R B BT H & . R0 17 Management
Center K AC ¥ & 1EM .
& 5: ThE

1) gwlban-function-app | Functions

Furctien App
7 Saarch [Cmd+/) & ~+ Create ) Refresh [ Delate
Snervisn Ak ¥our apa is currently In read anly made because you are nnring from a package file, To make ary changes update the content in your 2@ file and WEBSITE_RUN_FROM_FACKAGE apa seting
E Actwity log

A Access control (LAM) oo
£ Filter by name.

@ Tags
& Diagnose and solve problems [ Name * Triggw T4 Status T4
Microseft Defender for Cloud
@ Micr Biieie [T cluster-function Cueue Enabled
Events [preview
Functions
11 Functions
& 6: BAF
rm gwlbanb4x5maqdvkpees | Queues = -
Storage account
2 Search (Cmd+/) « + Queve () Refresh
= Overview
O Search queues by prefix
Activity lo
e iea Queue url
@ Tags
[ outqueve hitps://gwibanbaxSmadvkpees.queue.core windows.netjoutqueue
/2 Diagnose and solve problems
[ resourceactionsuccessqueue tp: queue.core.windos

“ Access Contral (IAM)
@ Data migration
Events

S Storage browser
Data storage

= Containers

# File shares

™ Queues




[ 7: HuhBAF

[ outqueue - X
Queue

£ Search (Cmd+/) | « () Refresh =+ Add message [i] Dequeuemessage < Clear queue

I Overview Authentication method: Access key (Switch to Azure AD User Account)

Diagnose and solve problems 3
& oag P O Search to fifter tems.

By Access Control (IAM)

1d Message text Insertion time Expiration time Dequeue count
Settings Event thread: f6bS983a-97ad-44f4-9aaa-bbeeb7c09ab0
Action: Mi
Access policy cd054bf2-a39b-4aSe... Operation: Microsoft. i 8/2/2022, 3:54:56 AM 8/9/2022, 9:54:56 AM 0
Event time: 2022-07-27T04:48:21.28947772
@ Metadata Started function execution

Event thread: f6b5983a-97ad-44f4-Oaaa-béeeb7c09ab0
Data: Instances Deseription

Instance ID in scale set 0
Name: sumisnlb-vmss_0
Status: VM running
Public management IP:
Private management IP: 10.55.1.4
Instance ID in scale set: 2
Name: sumisnlp-vmss_2
Status: VM running
ac54339-13184ac2..  Public management IP: 8/2/2022, 955:08 AM 8/9/2022, 9:55:08 AM 0
Private management IP: 10.55.1.6
Instance ID i scale set: 3
Name: sumisnlb-vmss_3
Status: VM running
Public management IP:
Private management IP: 10.55.1.7
Instance ID in scale set: 4
Name: sumisnlb-vmss 4
Status: VM running
Public management IP:
Private management IP: 10.55.1.8
Event thread: f6b59833-97ad-4414-9aaa-bbeeb7c09ab0
B2166a71-087e-4TT... e FTDindex 0 8/2/2022, 955:16 AM 8/9/2022, 9:55:16 AM 0
Event thread: f6b5983a-97ad-4414-9a3a-bbeeb7c09ab0
Data: Cluster Info

ET NLB RS AR E AT

Management Center
Virtual

Threat Defense

]
1
1
1 Virtual 1
1
1
: Cluster Control
H Link (CCL)
Internet 1
1 Threat Defense
1 Virtual 2
T, "
1 >
: : -
Elastic Load H Threat Defense : Internet Load User
Balancer (ELB) 1 Virtual 3 1 Balancer (ILB) Applications
- 1
1
1
1
1
1
1
1

UEAA b [ ISR T N AT iR i . Threat Defense Virtual £ 77T A #5AI A 7 8035 7 4% 2 7] . Management Center Virtual
SEAG) T BRAR T

K B B NG S NN S gy, ARG 1% 0 B i 9% 2K U AL #1 21) Threat Defense Virtual £58F . 4E8EH 1)
Threat Defense Virtual S E) 3 &5, XL m a7 22N VM.
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PLR i FE B 156 B A F NLB #E Azure 9308 3E T8 ¥) Threat Defense Virtual 8281 TR FE .

1 2 Madify azure_fidv
Download _nib_cluster.json and azure Upload .
Local Host templates and —— _ftav_nib_cluster (‘.Iusler__F.unc:rlon
files from GitHub _parameters.json with . _ﬂ le
. required parameters ta Function app
| I
v
8
Azure Gloud - Rescﬂ:ragroup 4 Deploy = Configure Use Function app Create
) ; custom Instance to register
V'ﬂ“aﬁ:t Work ———  femplatle €— >  details cluster with Cr;;:ials
add Subnets management canter
6
Cluster Node Vgﬂj:t:'re
Deployment
TE=(H) T8

(1) AH N I GitHub “F BRI
N
() AHLEHL 18 F BT 75 (1 B 80k A8 2 azure_ftdv_nib_cluster.json £l
— azure_ftdv_nlb_cluster_parameters.json.

3 Azure Cloud BURBTURA . FESA 45 A1~ A

4 Azure Cloud A SRR .

5 Azure Cloud RLE SIS
(6) SERENT A WA R
N

7 Azure Cloud {i Ff] Function I Jf] [i] Management Center J3- it 427 .

8 Azure Cloud B2 FTPS $EiF.
(9) At ML ¥ Cluster_Function.zip ({4} 1:4% %] Function N .
N
FEhEE
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PUR AR T ] NLB 7E Azure 383558 Threat Defense Virtual £E#H TAE AR .

. 1 2 3 4
CrEﬁt:r: t:::l = Add day 0 Update scaling Configure
. Azure Gloud Ma:ﬁ:e;;iace —— Attach interfaces — CZGSTLI?HIJ[:ZE:;E;TU —*  instance count NLEB
Add
Management Control
Center Node
TAE=ig) B
(1) AN TS 5 VMSS.
N
() AHL AL RN,
WA
(3) AH T L 7t customData 7B s Il Day 0 Bt & .
\\‘_/
(1) AH L BB R SE A v
Ly
(5) AL 7t % NLB.
N
6 R AT IR T

SR
PAF &5 tH AR n {E GitHub "3RI ZHUE SR D 25 1 I S A RFEA 5 B,
* azure ftdv nlb_cluster parameters.json - - T- 4 .45 NLB [{] Threat Defense Virtual 214 A\ 2 B IBR .

* azure_ftdv_nlb_cluster.json - {fff§ NLB ¥ Threat Defense Virtual ZEHF KI5 -

AT S

« LAVHER AZNEM R EH O, TEEE OO HAT 284 B GO YRS P RR I e AT IX SRR K F AT
LA REST API. 1% (Cisco Secure Firewall Management Center 5 2EFRFE ) -

o FEAE B ORI 55 BN TR RSORS00 IR0 415 7 1) SR A4 PR UG IC ¥ 77 ) SRS
* ffi{#* Management Center Virtual £\ 3R75:& 2414 1] .
o LR AERE N E] Management Center Virtual Ji5 :
1 fE A B O A RIS ARG B SR E S A WCE . AR RS E, WS A RE.

15


https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure_ftdv_nlb_cluster_parameters.json
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure_ftdv_nlb_cluster.json
http://www.cisco.com/go/firepower-config
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/interfaces-settings-platform.html

2. DR ELANERAN PN R L KU R B A o AT ORI th VAR B, S AN
A E 11 e AR S R s 181 -

Network: any-ipvé4

Interface: outside

Leaked from Virtual Router: Global
Gateway: ftdv-cluster-outside
Tunneled: false

Metric: 10

\}

IR ftdv-cluster-outside &AM TR S5 TP Mk,

VA IS 1 PR A R I £

Network: any-ipv4

Interface: inside

Leaked from Virtual Router: Global
Gateway: ftdv-cluster-inside-gw
Tunneled: false

Metric: 11

N

ER ftdv-cluster-inside-gw & P31 (1) 9 ¢ TP Hiuhik o

3. CAEURVETCE NAT #U0), A CR0E NAT MU E R, S0 M2 bk 3% .

{$£ F NLB 7£ Azure H1 32 Threat Defense Virtual £ £% 1Yk 2 il 7 12
1 F B & X Azure BRI FLEE (ARM) #ARCA Azure NLB #B25 41T,

FHEE1L YA
a) ¥ github 76 e o B RIA H SO . 1152 [ https://github.com/CiscoDevNet/cisco-ftdv/tree/master/cluster/azure .
b) T IS ECk 1524 azure ftdv_nib_cluster.json Fll azure ftdv_nlb_cluster_parameters,json.
P$E2 G 3F| Azure 17 https:/portal.azure.com.
FEI AR
a) TEEZA (Basics) EIi-Rr, M 4R IE£ITH (Subscription) F1#5iE4H (Resource Group).
b) EF X (Region).
T4 QAT RN EE, 2W. N, SMTREETE 2 T B
a) QIE LN %
1. {EEZ (Basics) ik, M FHa &k £ITH (Subscription) H1#5iE4E (Resource Group).
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/routing-static.html#task_F73707B182494ECFBA02DC873F3FF8A3
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/interfaces-settings-nat.html
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/cluster/azure
https://portal.azure.com

2. b) T XE (Region). it ™—4: |P #tik (Next: IP addresses).

b) WA
76 1P ik (1P Addresses) S50 K+, iR nF M (Add subnet) FF7RINLL T 7 - B FE. 2W. . 4B
BB I RE %

il A e SR

a) Ml 832 > RIRERE (EFRBEEXIRRBE) .

b) riidi E4RIER T E N B IR .

¢) midifnE 3 (Load File), #RJ5 1A% azure ftdv_nlb_cluster.json.

d) ridiftR7E (Save).

T SRR A R

a) FIANFTHRHIME, KR5S EHEER + €12 (Review + create).
iR X TR IR 1 AR R S b, AN E D R SR bl (B 16 ) o BUKIRTE

A RE L RE .
b) fERIEE S, Aiditl# (Create).
TESEBITFIRISAT 5, Wk 8 sk BUEAT— 15 fOFEH show cluster info iy & R 4G UESEREAIZ

8: show cluster info

> show cluster info
Cluster gwlb-cluster-template-with-AN: On

Interface mode: individual
Cluster Member Limit : 16

This is "12" in state CONTROL_NODE
ID H)
Version : 99.19(1)180
Serial No.: JAKGFV8VH4G
CCL IP : 10.1.1.12
CCL MAC : @@0d.3a55.5470
Module 1 NGFWv
Resource : 8 cores / 28160 ME RAM
Last join : 11:13:24 UTC Sep 5 2022
Last leave: N/A

5 Azure [177 1, oy pROEN T LIORE SR AE M 2 7 B AR

iR RS ARAE H pR E F, tnT LA TR0 (Add) > 1& & (Device) (AN A0 (Add) > & 8% (Cluster))
R S E M R . AR A B B .

Wl pidds AREH L > FTPSEIE > A PSEE > BB P A FER REIE FTPS ik, A5 it &R&F.
JH I AEAR & i HAT LT curl 474, #5 Cluster Function.zip 34 £ 3] Function M .

curl -X POST -u username --data-binary @" Cluster_Function.zip" https:.//
Function_App_Name.scm.azur ewebsites.net/api/zipdeploy

i curl T4 AT RETRZE LBl (292 3 3 4381 A feseidr 2 AT .

PRECK W EALR R e BN H . DhRER A 3, i T AAEAE gk i ek BAAI R R BT H & . RS0 17 Management
Center & &iEM .

17



1£ Azure P F SR EBERE
BFRIEEERE, EMELK day0 BLE, FERNTA, ARER T S mE E L.

€132 Azure B9 Day0 FL &
T mT LA ] e B e G

£ Azure B9 E E L & €)% Day0 B &
€L R A SR AR | SRR E

"AdminPassword": "password",
"FirewallMode": "Routed",
"ManageLocally": "No",

"FmcIp": "<FMC_IP>",

"FmcRegKey": "<REGISTRATION KEY>",
"FmcNatId": "<NAT_ID>",

"Cluster": {
"CclsubnetRange": "ip address start ip address_end",
"ClusterGroupName": "cluster name",
"HealthProbePort": "port number",
"GatewayLoadBalancerIP": "ip address",
"EncapsulationType": "vxlan",
"InternalPort": "internal port number",
"ExternalPort": "external port number",
"InternalSegId": "internal segment id",
"ExternalSegId": "external segment id"
}

}

5l

N T AR 0 RAIBCE R .

"AdminPassword": "password",
"FirewallMode": "routed",
"ManageLocally": "No",

"FmcIp":"<FMC_IP>",
"FmcRegKey" : "<REGISTRATION_ KEY>",
"FmcNatId":"<NAT_ ID>",

"Cluster": {

"CclSubnetRange": "10.45.3.4 10.45.3.30", //mandatory user input
"ClusterGroupName": "ngfwv-cluster", //mandatory user input
"HealthProbePort": "7777", //mandatory user input
"GatewayLoadBalanceIP": "10.45.2.4", //mandatory user input
"EncapsulationType": "vxlan",

"InternalPort": "2000",

"ExternalPort": "2001",

"InternalSegId": "800",

"ExternalSegId": "801"

18



\)

ER R A RO ERGIG LT RO E, O AC B R /imandatory user input
X T Azure I TIRBUR A BCE, 15 55 R € AR AL B & 1Y) HealthProbePort

XFT ColSubnetRange 42, 15475 M xxx4 TG IP MG . #fRIEEA 16 DATHITRBER 1P fihik. TFifngath 1
THEEANEE A IP bl — L8R 4]

R 2: FFIRTNEER IP kR

CIDR #2HA P Hbdk L5 1P it
10.1.1.0/27 10.1.1.4 10.1.1.30
10.1.1.32/27 10.1.1.36 10.1.1.62
10.1.1.64/27 10.1.1.68 10.1.1.94
10.1.1.96/27 10.1.1.100 10.1.1.126
10.1.1.128/27 10.1.1.132 10.1.1.158
10.1.1.160/27 10.1.1.164 10.1.1.190
10.1.1.192/27 10.1.1.196 10.1.1.222
10.1.1.224/27 10.1.1.228 10.1.1.254

{£F Azure B9 B E X Bt & £/ Day0 BL &
S 0T LI ] Ay 2 SR i NIEANERE S | SR P IC A .

"AdminPassword": "password",
"FirewallMode": "Routed",
"ManageLocally": "No",

"FmcIp": "<FMC_IP>",

"FmcRegKey": "<REGISTRATION KEY>",
"FmcNatId": "<NAT ID>",

"Cluster": {
"CclSubnetRange": "ip address start ip address end",
"ClusterGroupName": "cluster name",
"HealthProbePort": "port number",
"GatewayLoadBalancerIP": "ip address",
"EncapsulationType": "vxlan",
"InternalPort": "internal port number",
"ExternalPort": "external port number",
"InternalSegId": "internal segment id",
"ExternalSegId": "external segment id"
}

}

i

Mg A 0 RIKCE A

19



"AdminPassword": "Sup3rnatural",
"Hostname": "clusterftdv",
"FirewallMode": "routed",
"ManageLocally": "No",

"FmcIp": "<FMC_IP>",

"FmcRegKey": "<REGISTRATION_ KEY>",
"FmcNatId": "<NAT_ID>",

"run config": [

"cluster interface-mode individual force",
"policy-map global policy",
"class inspection_default",

"no inspect h323 h225",

no inspect h323 ras",

no inspect rtsp",

no inspect skinny",

"interface Management0/0",
"management-only",

"nameif management",
"security-level 0",

"ip address dhcp",

"interface GigabitEthernet0/0",
"no shutdown",

"nameif vxlan_ tunnel",
"security-level 0",

"ip address dhcp",

"interface GigabitEthernet0/1",
"no shutdown",

"nve-only cluster",

"nameif ccl link",
"security-level 0",

"ip address dhcp",

"interface vnil",

"description Clustering Interface",
"segment-id 1",

"vtep-nve 1",

"interface vni2",

"proxy paired",

"nameif GWLB-backend-pool",
"internal-segment-id 800",
"external-segment-id 801",
"internal-port 2000",
"external-port 2001",
"security-level 0",

"vtep-nve 2",

"object network ccl link",

"range 10.45.3.4 10.45.3.30",
"object-group network cluster group",
"network-object object ccl link",
"nve 1 ",

"encapsulation vxlan",
"source-interface ccl link",
"peer-group cluster group",

"nve 2 ",

"encapsulation vxlan",
"source-interface vxlan tunnel",
"peer ip <GatewayLoadbalancerIP>",
"cluster group ftdv-cluster",
"local-unit 1",

"cluster-interface vnil ip 1.1.1.1 255.255.255.0",

"priority 1",

"enable",

"mtu vxlan_tunnel 1454",
"mtu ccl link 1554"

20

//mandatory

//mandatory

user input

user input



\)

AR R HIRRIG L R E, SR E P INES //mandatory user input.

FEhERE LT S - T GWLB BEE
PRETRRE AL, DMEEN e SRR

UK

1 ] azvmsscreate CLI \SEFITH400 0 BT BUE G B RINLY 4L

az vmss create --resour ce-group <ResourceGroupName> --name <VMSSName> --vm-sku <lInstanceSze> --image
<FTDvimage> --instance-count 0 --admin-user name <AdminUserName> --admin-passwor d <AdminPassword>
--plan-name < ftdv-azure-byol /ftdv-azure-payg> --plan-publisher cisco --plan-product cisco-ftdv --plan-promation-code
<ftdv-azure-byol/ftdv-azure-payg> --vnet-name <VirtualNetworkName> --subnet < MgmtSubnetName>

IR 2 AN - 2. B IR R
B3 R O AR BN LI HAT LA PR
a) (EIR{ERL (Operating system) #1453 ~, fE customData 7Bt -5 N day 0 AL’
b) midifR7F (Save).
c) TEH R (Scaling) #i4r T, A B 77 BIAAE 1Y SO BB SL g h 2. 8 mT LUK SE4 v i Rl A dee/IMEL 1 R
KAH 16.
LA NE Azure WS BINHTA . ARTEAE S, 1EZ 0 Auto Scale 5 Azure W 2C H 2 i 2 4 FH 2491 o
WIS G SN E R IS RGBS GRS, 5 23 It

S
X
w

FHMBERFET = - T NLB BI5E
BB, DMEEA R ERE

UK

F1 i 1] az vmss create CLI A SEGITTHECN 0 1T I WUAR G REAUNLY etk .

az vmss create --resour ce-group < ResourceGroupName> --name <VMSSName> --vm-sku <InstanceSze> --image
<FTDvlimage> --instance-count 0 --admin-user name <AdminUserName> --admin-passwor d <AdminPassword>
--plan-name < ftdv-azure-byol /ftdv-azure-payg> --plan-publisher cisco --plan-product cisco-ftdv --plan-promation-code
<ftdv-azure-byol/ftdv-azure-payg> --vnet-name < VirtualNetworkName> --subnet < MgmtSubnetName>

P2 HANED -2, BRSNS R
PR3 FeRI ORI R RN FEERIFAT LU

21


https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/threat-defense-virtual-73-gsg/m-ftdv-azure-gsg.html#azure-gwlb-auto-scale

a) TEIR{ERS (Operating system) #73 F, 7t customData 7Bt ¥ il day0 At &

b) riiifR7E (Save).

c) TE¥ R (Scaling) 4>, A4 T BIAAE T RUOR BB S v . 4 mT LUK S8 T 500 R e ek s /M 1 F i
KAH 16.

SR 4 I SN 2] Management Centero 5 Z B A N B By (CFBhEED , 35 23 1,

Azure HHYEEBFER B M PEHERR
) JCUE
TR R -

* K25 {# ] GWLB #5 [1) Threat Defense Virtual 5241 (132 4 TR ICER IR A2 15 1E 3

* Wik Threat Defense Virtual S I AT IRGERMPARE A A IEH -
o #2775 /F Management Center Virtual "'RCE T # A
o I UEBR A P00 DG 15 A B W IR ) 5K TP
* K% Threat Defense Virtual SE & 17 1EAE RGBT IR BB IR & -

* ¥ A1 7E Management Center Virtual HACE ¥ 17 ] 7112 & 5 AVFIS TR GLER M S &

o . BERERAE
BRI «
* R nve-only SAERE L1 TP Hhik. AR T LA ping LAY 25 K10 NVE SERFHE 1.
« Kr AN NVE S35 10 1P ik 2ot S 4L i) — 4
* ORI RN R4 KACE NVE.
o SERFAL R SRR R: 1 AT IEARIY VNI 421010 itk VNT 2 1 5 MR 5 410K NVE.
* RN R IR T AR B ping 8. TR ST H CIARREE D IP, UL % AT AH . ping 8.

o B RSTRR 3 B R S ) CCL 7 W B T e Mk N 25 b ik J& 75 1E Ao A d bk 25 L1 X ep £ 265 — AN o] B G TP
Mok FFSko B, S -FRE 192.168.1.0/24. A2 ddiihhbNv ol 192.168.1.4 (R =A> 1P kil i Azure PR )

* f A Management Center Virtual #& 15 2 A 2 VF ol E

o T AR BEIREL PR 2 BRI LA A CAR SR B R
bR fE S0 B AT BN dr MR R gy A .

BT R
"error": {
"code": "RoleAssignmentUpdateNotPermitted",

22



"message": "Tenant ID, application ID, principal ID, and scope are not allowed to be
updated.” }

* az role assignment delete --resour ce-group <%t 54 4 F5> --role " Storage Queue Data Contributor"

* az role assignment delete --resour ce-group <% J5 41 % #<> --role" Contributor"

\ E ¥ Varlay \ e
BERERMEIEIE GO (FHEE)

MR E TS T ERE, SRR SERRR IS EF 0 o R B AR, WERS BshiEM s EF 4.0,
GERR & BN & NS &gy, Sy 2 [ SR T H AR SR T R .

FFi6 Z A

o AT B R LI T BRI AR, A BER AR N B B G o RAS E AR G, AT B

show cluster info iy 4.
TizE

P L, %8 %% (Devices) > IREZFEIE (Device Management), R J5iL+E ZRAn (Add) > RN & (Add
Device) LAl HE TP SR8 iz il i3 %

23
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& 9: Fmig &

b)

Add Device (7]

CDO Managed Device

Host:t

10.89.5.40

Display Name:
10.89.5.40

Registration Key:*

Group:

None v

Access Control Policy:*

in-out v

Smart Licensing

Note: All virtual Firewall Threat Defense devices require a performance tier license.

Make sure your Smart Licensing account contains the available licenses you need.

It's important to choose the tier that matches the license you have in your account.

Click here for information about the Firewall Threat Defense performance-tiered licensing.
Until you choose a tier, your Firewall Threat Defense virtual defaults to the FTDv50 selection.

Performance Tier (only for Firewall Threat Defense virtual 7.0 and above):
Select a recommended Tier v

Malware

Threat

URL Filtering
Advanced

Unigue NAT ID:1

test

Transfer Packets

72 EM PR, ARG 1P kR LA

BARGE AT LIS IR .0, (HBATRE BSOS I i 3 o 4 AR A e H: R R

U RAE B VR AL 7 NAT ID, W] B AN TR B A L7 B
£ BIRBIR FEBOP, M EAE B O BRI ] I AR

Ve B R A FRANGE T4 B O0E M T EA I M 0. R80T AR i B8 e AR SR AR 1 5 1) A4 R AT SR A (27

ERie

1EEME A (Registration Key) 7B, S AAEBE B E N FT A8 T A R s B s B —A>— P

.



d)

e)

g)
h)

),

FEZHAE T, JoR TR A, HR % 7 o g .

(R SE= VTR e B a S & by s = TR 1B SE= VTR ity e U1 ) D S VAT R Il L o L W
Fro

CAIE) K BERIAINE B % 4B
e PEYI U7 (8145 6l SR B LAAE VIR 3 28 ) e e, s s — S SR
DR QBT SR, B R A NS . S mT DURE Jo R 5 2 8 LSRN

New Policy

Name:

basic

Description:

Select Base Policy:

None v
Default Action:
® Block all traffic

Intrusion Prevention

MNetwork Discovery

Snort3:

JEPE BN F 0% £ BV AT E

WRAE R & 235 R 7 NAT ID, 1ERIFERA Y, JFAEME— NAT ID B4 A IF Y NAT ID.
& TR AR B R AE L A VR SR B AR 2 A B

BRTEOLT, S e a o W RAE 8 IR T i & TIPS BY Snort 254, BSR4 e B S SR
Bl A Rk 2 BB TR . W AR F IR, UK S S BB A B P, AR IEBE AL
Y.

M EM (Register).

R SN FEEM R T, BT B Rt W R TR E M R, WA ST INERE. W
AR ARBA T oA AR R ) B, MR . AR RSO0, B T I R F B AR I S 3 45
RN &% > RFEIB N b IR T EEEREN %,

10: ERFE IR

., fidcluster (2) s

172:16.0.80(Control). (SR FTDv for VMware 7.20 Manage Base, Threat (2 more...) Default AC Policy
172.16.0.50

A 17216051 Snort 3
172.16.0.51

FTDv for VMware 7.20 N/A Base, Threat (2 more...} Default AC Policy

AT IEAEE MR BE 2 B In gk s b .

25



11: 55 E A

m o ftdcluster (2)
== Cluster

172.16.0.50(Control) Snort 3
172.16.0.50 - Routed

a?:&.‘l 6.0.51 Snort 3
72.16.0.51 - Routed

T LI ni iy A BARIFLE R SR IR AR B R R RS Dl o A B L AR TR BRI S “ 4
REEM” ALS5 . WAATFT B TVETN, TS P REE R A0, 58 34 1T,

Deploy Q € £ @ adminv

Deployments Upgrades @ Health Tasks (D Show Notifications
m 0 running 3 success 0 warnings 0 failures | 1. Filter
@ 10.10.1.12 Deployment to device successful.
© 10.10.1.13 Deployment to device successful.
©@ TD_Cluster Deployment to device successful.

SR 2 AR RE () RERERTRE.
K2 B T LN T RANERE, ANE A TR 1S i iltn,  mT USSR Y R s 48K, (HARERCE
BRI L

PE3 £ E > REEE > K8 iw b, TUEE EHR. FAHE. RN SITRR BE

TD Native Cluster

Cisco Firepower Threat Defense for VMware

Cluster Device Routing Interfaces Inline Sets DHCP VTEP

[ 1010113 - |
| General T ‘ ‘ System e |

THZ b LU SR AR 52

* EM (General) > &FR (Name) - W il 4R4E (4 SESUERF R A K.

26



Cluster Device Routing Interfaces Inline Sets DHCP VTEP

I
General
Name: @ TD_CIust-er |
Transfer Yog
Packets:
Status:
Control: 10.10.1.13
Cluster Live View
Status:

RIGWE AR 7B

General Q

Name: TD Native Cluster |

Transfer Packets: [ ]

Compliance Mode:

Performance
Profile:

TLS Crypto
Acceleration:

Force Deploy: -

« EH# (General) > EFEEHIRTS (View cluster status) - sl EEERHIRTS (View cluster status) dE Kk 1 T &8
JR7S (Cluster Status) #fifHE .

27



Cluster Device Routing Interfaces Inline Sets DHCP VTEP

General Va
Name: @ TD Mative Cluster
Transfer Yes
Packets:

Status:

Control: 10.10.1.13

Cluster Live
Status:

W {EEEBHIRZS (Cluster Status) A A HE H s 518 (Reconcile) LA EHd M is 5.t .

Cluster Status

Overall Status: Cluster has all nodes in sync

Nodes details (1) :. Rec A Q, Enter node name

Status Device Name Unit Name Chassis URL

> In Sync. 10.10.1.13 Control 10.10.1.13 N/A

Dated: 11:22:40 | 30 Aug 2022
< WANE - Al gRiEE () nTEEEVERIERRL

TR /1 E > REEE > RE L, WA LTI R RS b b R P I R PR E L R B
* E# (General) > &#R (Name) - il fiili wiE (4 HHSEERERUA B RR.

28
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General o_T

Name: 10.89.5.21

Transfer Packets: Yes

Mode: routed

Compliance Mode: MNone

TLS Crypto Acceleration: Enabled
R WE B TB.

General o

Name: [ 10.10.1.13 |

Transfer Packets:
Mode:  routed
Compliance Mode:  Ngne

Performance Default
Profile:

TLS Crypto Disabled
Acceleration:

Force Deploy: -

« B > FEM-WORAEBCABCE ST B TP bk, WA B Ly o DL ECHr (K bk DA FE TP Sk Uy )

W2 LB ik BER DD AL k.

Management 02}.

Host: 10.89.5.20

Status: v

RRESRRFTITRAEEIRE

7 (Cluster) T ERIEITIROR MESIEE (Cluster Health Monitor Settings) #7704 o N R FTR(E &
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12: LRHBITIROR IR E

Cluster Health Monitor Settings

Timeouts

Hold Time

Interface Debounce Time

Monitored Interfaces

Service Application

Unmonitored Interfaces

Auto-Rejoin Settings

Cluster Interface
Data Interface

System

R IEHETRRERIREBSTIEFTR

9000 ms

Enabled

None

Interval BEetween Attempts Interval Variation

5 1
5 2

5 2

FE 5LAA

LN

DRA I 1] N T HEN ARGHSAPIROL, BREAY Rl AESR R I BE S LK heartbeat 1 5 A1 21 3L
AT Ao RN AR OREE 0 A RIS RIOK R 254 ) BT heartbeat 1 6L, UG53
SN A i N BTG A

F2 1B 3R B i 1) 2 1 BJ5 AR [PIF [A) 9 ORg432 RR A Wi g 1 i B P I B 2 i 28 2o Py I T

/.

TEsisEO

ARG 0K WA R AP 0 SRR A S B D (K A3 W s L A 52 9 B
AR, EAEFA Y R R A IR O RS L, 0o AR AE IR R
T RAEZ AN 1] 5 AERAE IR Al B3 BRI AR DAYy s B 1 s I 2 TEAE
IOASERER B o

JIR 55 8 BRSNS Snort A AL Cil B REHEAT HEFES o

AN BRSO,

BEEHRMANLE

EHE AN SRR B s MBSl FOBT I AN B

Kot TR B IR ) B S ERT I B

EX BN W HERERR K B S EORT IS B . A RS NIRRT AN E N

FEFFIRASE

30




\)

AR MR ARG ATROU R, WIEAS T R GUB AT IR DU 2 N ANSE A7 B A

RET LUAE L B 7 G R IX L U

A DL AT L33 ID. BN BERE L ID, LA A Snort AIRZAL C bR . 181 IRIL IS ANTE VLAN 14 L BB U4
H (i, VNIEEBVD E3AT. EAGE AR BB IC & A IR & TH IR

S

IEI:

HHRE > REEE.

fEEE AR S50, Ak SRiE () .

FELZBRE T, MREAERE T, ARG SRR G

mili 88 (Cluster).

Eﬁﬁiiﬁ&ﬁ”"# S22i% & (Cluster Health Monitor Settings) 7y, riidi i (#£) .

i HTE TR E (Health Check) M 22 RS iz AR DU 7T .
B 13 2 f RGETRR RS

G\
5

]
N

%\
5
(2, - w

3“‘-@ S

Edit Cluster Health Monitor Settings X

Health Check @ )
v Timeouts
Hold Time 3 Range: 0.3 to 45 seconds
Interface Debounce Time 9000 Range: 300 to 9000 milliseconds
> Auto-Rejoin Settings

> Monitored Interfaces

Reset to Defaults Cancel m

AP AR AATAT SN OB s s R Bt 4 L R T R AT R s AL R L s AR AR R A
UM VSS B vPC) , WA R Guia RS AT, IE AT CAA L D L. Man b S5 B o
SERMCHBCE S CFP BB e, 0T LEDR R AR SEIa TR OUR 25 2 BE AN I 4% 0 4% 11

PR NCEORFFIN (A AT2 LBy S 1a] .

* fR¥FERTIE) (Hold Time) - BEE Drf I ) LA & P T m OB RS TH B 2 TRl I TRl Tl ke, AT 0.3 21 45
Py BRIMEY 3 7.
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w

32

* ¥EOBA R BkATE (Interface Debounce Time) - K7 s Bk I [E] 152 & 4 300 31 9000 2702 8] . ERIME A 500 2

o B/INIEL AT AR A DU R R R TR o TR, A SRC B R Bk (ARG, SRR LA . TRk
AR TDIRES RS, 17 S SRR E N2, ARG A bR A AR R, FRRE T ORI BR . X
TN EDIR A e 3 4 1E 52 7R ZS (1) EtherChannel (5114, A2 # AL FB gk ek A2 # AL B EtherChannel) iy
T ST Sk 1) AT DA (AR A b B USSR A ) — AN BB e A 20 e i 1 ] 140 B S R {7
H IR o

v Auto-Rejoin Settings

Cluster Interface

Atternpts

Interval Between Attempts

BT B AEISA IR DU B R AR WO 1 B B FORT ISR B
1 EEAHNEFMARE

Range: 0-65535 (-1 for uniimited number of attempts)

Range: 2-60 minutes between rejoin attempts

Interval Variation 1 Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous
duration), or 3 {3 x the previous duration).

Data Interface

Attempts 3 Range: 0-65535 (-1 for unlimited number of attempts)
Interval Between Attempts 5 Range: 2-60 minutes between rejoin attempts
Interval Variation 2 Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous

duration), or 3 (3 x the previous duration).

System
Attempts | 3 Range: 0-65535 (-1 for unlimited number of attempts)
Interval Between Attempts 5 Range: 2-60 minutes between rejoin attempts
Interval Variation | 2 Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous

duration), or 3 (3 x the previous duration).

JEB$HED (Cluster Interface). ##E#£ 0 (Datalnterface) fll &%k (System) & LA Rl (P EF i fadE: N H A
R N HAPIREA ) -

SR E (Attempts) - WE T INAZZRIKEL, AT -1 A 65535 2 i) O K25 ABhEBinA . SO
(Cluster Interface) FIBRIAME N -1 CEFRTSD . ##E#HE O (Data Interface) f1 &4 (System) HIERINEN 3.
X Z B AYE1BR (Interval Between Attempts) - & S IR BN 22382 18] ¥ TR] B R TR) - LAy H

1), AT 2860 200 BRINE N S 4348k . 5 55 Sl B I N SR TE A S5 R IR 1] R 51 A R R e 2 s
14400 73%8f (10 XD &

* [BfBEE 1L (Interval Variation) - & SC 144 Infa] B RREEIN TR BN T 1 A1 3 Z I ffE: 1 CEE0 5 2 (2

¥ b IkEFEm ) B3 (35T b IRERLE R o i, AR e R R SN TR B 5 e, Tk
AV E 2, WIAE S A BUREHTER 1 IREARKs 76 10 2% (2 x 5) JEREATER 2 K 76 20 708 2x 10) )5
HEATHS 3 k22K, SEB¥HED (Cluster Interface) (WEKIMEH 1, #¥E#EO (Data I nterface) I &% (System) [
BRINE A 2,



IS BT EIEEDO (Monitored Interfaces) Bl A5 #5354 0 (Unmonitored Interfaces) % 1M 4% 1R B 52 1
Pz, S8 AT DA PR BRI % B P BR 55 I A M44% (Enable Service Application Monitoring), LA B2% F %t
Snort LA O IERE 1) IR 45
& 15: BL & % TRy O
v Monitored Interfaces
Monitored Interfaces Unmonitored Interfaces
Add
Enable Service Application Monitoring
B FUBATIR A ke M 12 B e o 0 LR e S 40 10 () A P iy 1 AR o 9 o R AR R, (R A R B
(W I) 2584 O S TE S, e INEERE T MR %S i 39 R 2 AN T i ANERARE rh B il 57 B ke T4 1 1)
FI P AT RURREE T UL IEE AN R % . BRIANG DL R, T 1 BL A Snort FIRESE T ERE J3
EATIRDLAL AT o
ARSI A TSR O (Bl ms e D s PRI .
AN R AATAT S Al aniAs N sl SRR e 1 L S I ERAA Y i BRATHR L BB L B TR IS M ) AT
BUER VSS 8 vPC) , TEMNAEH RGISATIRASR A LIfe, ICEAEHIN CASH B R DR 3R a5 h 5
SER H A E B C FEE BT kU5, BT RUEHA T R ISR OUR 7 Dh REFI A 42 4 1
P iR E (Save).
PRI FHEE LG WS N .
Varlax z Y
EEEHT R
PRKE

AT Re s S T AL DAMER BRI SEAT 4R o SRR P B AR IS FI T i Y RO R T A B D W% A
Rrfo I AR ARG BRI, P Bl 1 HOR O A
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\)

AR RSB, T2 SR R

S TR %, LR E (Devices) > R &I (Device Management), fiidi B () , RIGUHFZERTA
£ 8¢ (Disable Node Clustering).

P2 G LR
1 R EIR & (Devices) > & FEIE (Device Management) 4113 1 (75 i 4Rk 55 10 B (BE2M) ([Disabled]).

PR3 B A MG, S0 BEIMAERE , 56 34 10,

BEIIMNER

TSR AT IR T AT i (B anR TH BLREIR3E 1D) , siE W RIS T AN A AR, T3 LR I SRR . A
DRlRs ek, PRI ISR A7 PSRRI ER Y S R S 25 8, I S B F0F I AR, 26 48 UL,

HI W TEE PSS, L8 (Devices) > &1 (DeviceManagement), A B% () , RELREHA
5 = % 8% (Enable Node Clustering).

P2 MBS R AR

o EL £ gi

l\\

DSRERAEY ROE M ORI, U TR SRR 1k 03 5 4 Ao 46 P U 2 A B Rt T, BB Y A A B R o P A AE R 2% ]
RN MR TS DL T o

UK

HI EFRENN RE > REEE>EL (O, RELH ERTRURE KT IT SRR MTHE.
P2 AUl £ER (Reconcile All).
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& 16: thiE £ 58
Cluster Status 7]

Overall Status: =l Cluster has all nodes in sync

Nodes details (2) Refresh | S | Q, Enter node name

Status Device Name Unit Name Chassis URL
> In Sync. 172.16.0.50 Control 172.16.0.50 N/A
> In Syne. 172.16.0.51 172.16.0.51 N/A

Dated: 11:52:26 | 20 Dec 2021

AREFCRESIIEAGEE, WS PEER . 2 36 L.

kR GEH) BT R EMEIFER EEF D

ST B B P PO PR, TR GRS RO S DN ST 10 BB, U R S i
Y

S5 LA DN BT T SRS A, A P AR TR A R AR B ey o, B R SR
Uy, IR LT R AR, SR TR PR A SR AT R R R 0 R R B L
BT, SETTRE LA AN, (R R R B B, (75 LA SR — P

HVQIEREIR i
o SrUII B ROORNZBERE 2 8] (K T AT A
© N REEIR UM MIRERE .
o WRARTEINY 6 VOB SRS TC B A NTP N A B ALy BSOS 18], DR G2 AR [ A I 1) 6 1L
© REFACE A, LMEEERELRLL AL FI i
NAT F1 VPN, ACL %53 US4 R E R FF AL .
B BT FE O M B R BN () P B0 2 BB BB, B RESE U LA B i ARG B AR A,

VR TT ORI 0 — N BRI . SnT AAETE IR PR W4 0 Sems (LA M 0T N LA SR, AR5 78 K
YUSEER N =i IRHIE TN
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FiaZ |l
Bt R R CLI A — AN s A U7 ) SRR o

UK
HI 1 PR E (Devices) > B & &1 (Device Management), AU EREEL T A BE (5 , RS EEMIEE (Delete).

PR3 AT LU DR I AR AR I A BT B AR SR BB (BUAHIRD L R
a) JERER|ANERET SN CLL, JE{# ] configure manager add iy 4 U180 A BLH L
b) k%% & (Devices) > % & E R (Device Management), 4R )i iiili iR/Ni% & (Add Device).

T PR e — MR RO IO B, SRR (T AL AR AR A

P4 LAEPIRMOMERY S, SRR R, 56 34 1T

mizERRE

T LAAE A B RL A BPR A CLL b M8

« SEBHIRZS (Cluster Status) XJiHHE, A& % (Devices) > & & &8 (DeviceManagement) > B% () KirsiNig&
(Devices) > & & &2 (Device Management) > &8¢ (Cluster) Tl > F# (General) [X 15, > EEBFLATIRZS (Cluster Live
Status) HEHFTIT -
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17: £ BT

Cluster Status

Overall Status: =l Cluster has all nodes in sync

MNodes details (2)

Status Device Name
> InSync. 172.16.0.50 Control

> InSync. 172.16.0.51

Dated: 11:52:26 | 20 Dec 2021

FEHHT 1A — R R i B TR R %

LS00 AAR) SO ] YN

Refresh

Unit Name

172.16.0.50

172.16.0.51

* IEFE[AZY (In Sync.) - 15 s & ) & B0 V.

* FPAEEAM (Pending Registration) - 15 s A — 47
ridithiBERE (Reconcile All) LA M.

Chassis URL

N/A

N/A

Q,_ Enter node name

Close

R A [a] B0 R A SR SR, ]

« SEFECU 2R H (Clustering is disabled) - 15 L 2L 1) B EEACy J M, (HE SRR ARG B0 0« an BT 5/ )5 8 H
AL, SERFIC BB R PP AR, B 1T AR A b R o

« “IEFEMMAZERE...” (Joining cluster...) - JT s IEFEIMANIA FISERE, (HMARTEBMA . WA MALER )G 1

B T

XA A, BT AERHZE (Summary) 807 £i83% (History).
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18: T

Status Device Name Unit Name Chassis URL

l Summary H History ]

ID: 4] CCLIP: 10.10.10.1

Site ID: NYA CCL MAC: 6c13.d509.4d9%
Serial No:  FJZ2512139M Module: NYA

Last join: 05:41:26 UTC Dec 17 2021 Resource: N\A

Last leave: N/A

19: %3 5. 1 SR8 3%

Status Device Name Unit Name Chassis URL
l Summary ] l History ]
Timestamp From State To State Event
05:56:31 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment hold for app 1 is relea...
05:56:31 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment hold for app 1 is relea...
05:56:29 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment is on hold for app 1 fo...
05:56:29 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment is on hold for app 1 fo...

Rk (3B > 2% Wi,
£55 (Tasks) TS AEEEATT SN ST “4EMEA M7 (Cluster Registration) 1145 .
* %% (Devices) > & & &2 (Device Management) > cluster_name.

JETT vt BRI B (BRI, AT LUR BIPT AT O, A TP bk 55 Won A G M Y e 754 M 1Y)
T, WnE 2N b .

* show cluster {access-list [acl_name] | conn [count] | cpu [usage] | history | interface-mode | memory | resource usage |
service-policy | traffic | xlate count}

TEEBNEMN RSB R, WA show cluster fir4 .

* show cluster info [auto-join | clients| conn-distribution | flow-mobility counters| goid [options] | health | incompatible-config
| loadbalance | old-members | packet-distribution | trace [options] | transport { asp | cp}]

BAESERE A, 14 1] show cluster info fir4>.

SR TN i SR AR
ERIBITINR BEERR

2 g 75 0 S SRR (A YT AR, R AR 23 A B SR AR B S A B A R bR . SRR ARG RS i LU 4
GEEDE
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o MERESHIH AR - WG ERER AN, EREG TS BARR R RS B
o AN R R SERPIRAS . SR U B IS TR BB AR A2 (R A e 5D LR RS
HPRAS . BEAIPIRSRT LIS O CYR&EIFERED) « Ol (EALEER Y, ANET EEdom it
fBA D B IEH CWARFARAS)
o SEFA MG B DR BRI U ariess, S CPUMHIR. WA AR, R, mahEsm
NAT ¥,

N

AR CPU MNAFEAR s B~ AN snort AT DL A2

* fiebRlEIER (B CPU IS UL WAFAE IS DL, At AERE) LARDIE J5 3R s 5 % I A) Be N ISR E G5 L

o SO AT TR - 75 PSR R SR AT R 1 B3 A -

o COMT RIPE AR EEAN SRR AR AN I T A P R B S ADE R AT DL o BRI s ] 23 S 4
Bo MTAIBLRIPE, SR LURRA VUM S0 o0 A (KA ] S5 0 T AT A IE

© T HFLLRAR A S R R . S R CPU R, AT . G i
HOR AN LB YT A0 NAT S8 bRB0R . HOA B 1 R S S R A LR 0T % 5.
o LR A BTV - S 00 AT T LA P R s 1 A AR 1 A PN 0 R
(L CPU I, PRI BN SIS . RRE A NAT .
- CCL BB - DL TY 4 K G B F MR B, B A .
o W RIE: - R0 T B AR (0 b
I - PTG 05 L T R )
1 XA - S AR R A SRR R (L2, 15 AU PR O T IR sk, IR 5
R R UHEAERE
EEERHETRR
S ARATIL R GBS 2 T 4 BT SR
SRS PRV BT BERTI S (I AP RAS O PEAIPUE . JESERHE PRULI B R A LB 1012
FRRUL RS
T2l
RS T B L S A QUL R

UK

SE1ERRFE 3D >ETRRL > KiE.
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AP M A7 S L T R U5 T 1Y R S (B A AR DL 2 4% o

TE2 ER&ASIER D, Ll BF (2D MHIE (V) LUEITRIT SRR REIE.

PRI EAFEMSIPRUATHE L, W RERER AR BOAREOUT, RIS 2 78 2 A TI0E SO AR R 753X
LR A PIRBUANVERE . Firbsda bl T AR B4 «

o IR — S H BN AL TE SRR BN S FE bR, BRSNS CPUL AR B AR R . E RS
=R LUK NAT 45 B,

o GO — PRI IR A R A
© BCATERE - A7k CPU MR, AR 2, AN AFE i, Sl A imtie . VB HF NAT $e 4 (75 i e vt 15

I

s CCL - BTSN B ES IS B

ST DU R s T AR 20 WS AR AR R TR o A3 A2 S RF I EEREFR PR 52 #8513, 1S 7 Cisco Secure Firewall
Threat Defense 11T IRILIEFR

PR A EATLINAT BT 3783 C BN TRV R o AT LU e [ i Rl DA Se BRREZR T/ CGBRIAD B A R4
(Romf TR B R . AN hng 2R bk £ B 22 X (Custom) DAL E 32 SOT AR5 9 H 3.

s e RDET B AR E SIR0Er BB 5 70 Bl ok A Sl

PERS mlalr “HET Kb, AEEY I BRI TR ] s A

$IE6

P17

40

LA A 16 B A 0 B B . TR LA AR TR A AN T, 4 TS, 4 B MR
f7.

ek ok KR 6 TP P Pl o T 2 8 PR A R

ORFTRERE T B IR DU PR ) A5 B2 44 A I TR DL T8 1 8 e o p 5 1 i ) BT AR

B BARTREE B A=A BTN ER LI &5 sl s RO 2. S 67 1 s By TL NS AT IR DU E SR (KR il 222
s B AT AT TS AT AR DU A TR

Lu
He o

O TR E T RIS PIRGL IR BRIAE UL T, B P 3 2 A 2 A T0E SR T AR i i X L8384 PR DA

b T T AR 4 -

o MR — S R HARTIOE SCE IR T M SCHSR bR, B46 CPUL WAF. 510, ERG0ME R DU

T UL B ERE A S o

* CPU - CPU A%, WA ZIEREAIY) PLAZ X 73 1K) CPU A IS L -
© WAF - A AT A, S EUI-T AN Snort AAE AT 4
© FL - PR R g THE

TR - EEGHE R (BRI WEEhERE . W EERES) I NAT #4815,
Snort - 55 Snort HFEFHK KIS .
ASP 37 — S5 R &Fh N 2 57 1 B AR S G5 S .


https://cisco.com/go/threat-defense-health-metrics
https://cisco.com/go/threat-defense-health-metrics

AT DI e s e 2 0 W A AP PR AR T R AR o« AT SR SRR S FRAR I 5E 38 51 3R, 125 Cisco Secure Firewall Threat

Defense 121K FE xR o

PR s RIS AT EAMRNS (+), AT SRR AR B AR AR A B E ST .
XA B A AR, PRSI R AR AL, SRR B RER R

ERHER

SERHEA IR DU s BRER SR AL G E B, DU i, PERERT CCL gt 5 BT & .

R 4 ERHER

L=t L8R %3
CPU ERENT /B CPU Fabm-FIME (ot it 1 i A percentage
snort)
Memory ERE A BB AR fEds (o3 T80 [ M snort) . | percentage
Kl et & ERE L NG I B R g . bytes
CCL #i i GEREMAE AT H CCL g5 B . bytes
U SR (S B R BT
NAT %4 LR NAT #3350 Hey
G At SERE T RERD I EE B A A VT B BT
Hl SERErh AP0 IO B 00 T Her

TR & RE

FLT} 4 threat defense virtual 227, i5HATUL T8,

UK

TR R H AR AR AL B S R A7 i -

SR 2 AT FOH R (1 3 R ARCAK S SRAE K 2 SEARRAR -
a) AT FARIAR RRAS R G S IR R A
b) 5 IS AR PR I BSE A S 4

PR3 R HARMBR AT B A% 2] A # Gy

SRR A XTET IR AT VA A
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https://cisco.com/go/threat-defense-health-metrics
https://cisco.com/go/threat-defense-health-metrics

PRSI BATEENA A, T 2T .

PER6 FHAL KT MR R

PR RITHREER S, R S BRI
THeJa, SBIIFP8)S5 A UUID AN 424k

AR o WERMNEE O B SRR, T ORAE S J8 B 3k B h % AT Threat Defense Virtual 134 5
AN A Bh YT RS . EPEIXRE SR E, TR AWS Bl E, S BT EL (Auto
scaling group) -> 52k BLE (Advanced configurations), #R i B {5381 IR BUR BRI B I 5 11 1k
o THein, MRS %R ELE (Advanced configurations) MM 4 BT A3 2745 I HERE, LIRS IS
ITRBAEE 5241

© WA AWS _EE I SRAE N SRR T 20N T RRCAS,  SRJA T B3 REARAE, DB Y OB SR (I 32 22
FATRASTAEEANE P IRA . SRJE 2N B PO T Bl BT R TH R BB AR RRCA

o3, s nT DO E N B AME P B Day 0 it & 13157 Threat Defense Virtual S5 (1) Pt k41
A Amazon RLME (AMI). EARETEBC AL AMI. 3 RASHEIS H IR AT T8 19 AR
HABAMETF A .

EHS%E

AR A SR TSI B

BN BT REFN R BE

05 BRI SO RE AR BE S S S M IR DUAER I i 23R . JCABTDRERT X T A A FFL B T3 B0,

A FFRNThREFASRRE
LUR hBEAE R TR TS O P JCVARC R, AOC A & S End

\}

AR EAFERA RN FlexConfig Thig (11 WCCP KD , 1S (ASAH MHR/ERLEYEH) - FlexConfig L1/
TN O GUI ANMEAEIIYFZ ASA Tifg.

* FEVi ] VPN (SSL VPN Fll IPsec VPN)

* DHCP % )i g5 as AL, SCFF DHCP gk,
MEFUPEIE R T (VTISs)

o e A

o SRR R

* FMC UCAPL/CC i,

42


https://www.cisco.com/go/asa-config

AR P LThaE
LUR DhBE A ARSI m B A 50k, HIGON R it
N
AR GErP I BE AT A B 1Y U T SR TR B B e i B Y

U SRAT I R BT R, WS SR 4R P DD REI U P T R AR Y mi i B, XA PPREZIRUR IO SRR b g
RRABEIEDL, A% 5 R A& [ ) A

KRR DIRENT 5, AR Y U A b, W DT AT S AR T T, 1 0 20U T PR e SR a3

N

AR A A WIE R4 T L) FlexConfig ThAE (141 RADIUS £5D , iS5 (ASA B MERAERCE IR S
FlexConfig fVFA LS & ¥ 0 GUI " ARIEAEIYES ASA TfE.

o LUR N A A
* DCERPC
* ESMTP
* NetBIOS
* PPTP
* RSH
* SQLNET
* SUNRPC
* TFTP

* XDMCP

o WA el A

E#| TrustSec fn& 2t

HAE PG 2= 2 bfid (SGT) 5B ARG, W17 A0 SGT A RIBHE T &, Bl vl URE &4 R % SGT
A HH DG HE R 3

EEEENERE

R R E AR R R DR R St . AN S A AR T 3 BT ARG B T B s . T ReR e, (R E

HERE R T REAN 2 AR AL BRI St o AT AAEAT T 58 I TRV ) 8 v il BRARA SRV R A RV B . AN, e 1R
BIIBIROARAE T, A5 EORE B I 1R T S
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https://www.cisco.com/go/asa-config

B FIEET
TS HE PSR S 1T AP ST B ey AT e B3, HLAEAS T ST 3R A0 K e
FEl 20: % ST SR T BB 25

Router A

All units are using OSPF
with neighboring routers

ECMP Load Balancing

FE LR, s A SRAIA 4 AR 2 B, RRRHRA B MY . ECMP I T7EIX 4 4842 2 1%
VR PAT B o AT A AN T AT AE I, A0S PR ANTR] 2% 2% 1D

TRANZIUA 6 14 1D FCE — MR, (RS9 RO B s 1D

FTP Fn& 8%

© W FTP S0l T A2 3 38 A AN ] (SRR 1 53 AT B30 B P A7 = 2of 2 PR I BT 52 0 326 347 3
WA RN . E, WERE N BEE IR E I F OB AR, WA PR/ TR
Ay PR S RN A .

NAT FnEEt
3T NAT fli&, S LT R

NAT A BE2 WA K AR NS L 3t NAT B 6 n] A8 2SR AR (0 S B A, DS R 38 4 SRR Bk
T IP HUBER G 1, NAT 23 S 2N S il A 60 5 AT AN R 6 TP b/ sl 1. 24 e A 2108 R AR NAT JrA & (1 B



B, TR SRR RIRE R e R BT, SRR R AR R W, O RS QI I T
(K R, DO NAT JIr Ay B 28l BEAN S A 2 A AN S oG 25 45 SR 0 Bt Qs i %

IR RBAE R T NAT, 355 8 LA R e
© AEAIACER ARP - X TALA2 1T, U120 Wi i i A 2 ACEE ARP [R152 . 3] DARS 4R et S ] e D ANESR

HEPI ASA REFITEEIR AR o KT ) TAERE TP Mo hk (MR ik, E 307 6 oy 25 15 A i oy iy X R BRER (Y] PBR.

* PAT SR i VBRI BC - 152 B RE X LT HEN

o BEEHURKSRBRBI A B R, 2 AN TR e DI, AR R LR R R BIEC EN 11
B3N TSR, URAE A 3 AN AR B BN SRR SEAT S, T LA 3 A B, RS
AN

o FEPATRF N LR R PRI, AR 8 O it 2 6377 R BB AR LV ERANTE S N

o WURBEATED R PAT MUUE G (X PAT el FH A7 10 TP HuhES R, 2 5 8000 B 107t A 25 AT £ A i P 6 45 100
TR N FE A I 25 3 QU R BeAT 20 0 AR VRN BC D REPTRA AT, eI PR PAT i) idl, FUREL T
FESRARNY 5 2 1) 73 et A T I S B T (R R A A

o SRR RS, ABEEREE SRR/ AR R BRI B 5, BN A A% i i

BOMBEEN VLR, AT BB BR A B 20 IO 7 B 5 I S R AT DG B BT AT e e . AR, S m] S SCH R/
I P a R B .

* XJBIZ PAT i NAT btk 70 ic - BCE PAT iy, RFEE I GRS TP bk Xl o3 i D e, BROARE UL, REANB

.

3

HBE 512N 1, AL R s R e, U e XS BRAE AR R TP AN S R A e, DR REAS
WA AN B AN EST B PAT b (44 TP Huhik . [RE, 7E—NEEE PAT b o] LA/ D3I —A 1P Huhik, 1
PLIXJE LSRRI T PAT B2 E0 B0 nT o ity VB8 55 1R T A 1024-65535,  BRIAEKSAE PAT ith NAT R Hp fic &
IZIE I LAAS 75 OR B i ) 1-10236

FEZ AR B A48T PAT it - A 22 4N b A3 10 ) — PAT i, A 00V SR U v AR LIk % A Z0UAE T AT R U v
AR, S Era N A “AEE” 0. AR PRGN e 0 B %0, SRS
RETCIZRE IR [T B AR A TP A TR 5 A EAT IUIRC o 53 AR UG P I — %) PATT it B T SE R 7 56

AAE A - SEBEAS SRR PAT Jth48 1),
o e PAT - SRR SLFEP R PAT.

PR S PRI BN A NAT Fef - a0 s OR B B 40 3R O 0 2 T B 1 0o 2 8500 1 m i 81 75 2 835 NAT W&t H.
HAATER I, BRI SR NS s e . B S A 1% d

LI xlate - EREFTE A LK) xlate S NI RIS T H. ML, 25 RIS A)(E 1 G2 iBid 25 NGB I . 40 5 25 N+ InF 284
mTECE FERE (refent 2 0) , WZE7R xlate T B .

o XFLL N R A AN H FRES PAT:

* FTP
* RSH

* SQLNET
* TFTP
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* XDMCP
* SIP
o WIRGEFT K NAT ) GEE— 540, INAE 4% CLI ") asp rule-engine transactional-commit nat 4> 3
HEPETHAL, A, AR I N
SIP ¥ Fn & B
P T AEARAT 9 5 B O0EE (T aidsf) , (B HeRm b Zisr T A—15 s b

SNMP Fn&af

SNMP fCEEF% A2 Wi DA HY 1P k58 W — AN g Bl . 8 TCiE e A RER A I 5

A4 N BR8P A Hb M 7 S 32 AR E TP HuhikE4T SNMP 484, 40 5 SNMP QRS A2 8E 1P Huhik, ) 24382 H 5 g )
R, BT T B RS RS RN

R HEMESR

s SR RORE Y R B RS H AR BT E HSEs, AR RE RS H A SRRk 7 Boh Al
FARIR A R 1 e 4 1D i, Geffrh (BT 1 sl il RIS A BCE . WK H &Rl B A = H LA
YEI 8L 1D, WP RUE B AR S HS I B A BOR A1 Rl WK H SR le B A S I 5 | 3 R P i
B R E AT ATRIE A A ID, R H GBS E BOR B A F Y R

VPN FOEEE*
Wi E] VPN 25 ThRe; RG 8y A0 VPN &4,
A\

AR EEASCRRT RV ) VPN,

VPN DhRECRFEHIT i, HABER SRR il I PR DD E o 0 R I YY R AR b, FrAr BRI VPN IR BT
ﬁ,wwﬁﬁ%ﬁﬂm%¢%oﬁF%%§%%5F,Mﬁﬁ%ﬁiww¢%

XFT#H] PBR B ECMP I 58S 4% R RE, B0 ZiUR 26 1 31 R AR TP ki A bt
L5 VPN HH SRR B AR e e 21 2 B A5 oo

E I
A5 YA AL/ T T ARSI L 80% BORAL AR REAGHERE B IR R

fian, WA R RS A MU AT I T DL EE K2 10 Gbps (3, WX T 8 G AR, BoR4lG7rnk #4158 80 Gbps
(8 514 x 10 Gbps) [ 80%: 64 Gbps.

el S
AERET A R B BE R B, W RIS
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1 2ONW R AR (B B UURShIN C R IARRE) I, B fE 3 B0 H XS K
2. RATEGRL G G A A JEAt e 2 A2 Wi AR AR s R R BEEAE 1 A1 100 2 18], L 1 i dei il gt .
3. URIEN RIAE 45 MY AR Sy DN A B RAL ST RO, A 2 AR Y R

N

AR WERZAW OISR L EY, WA SR s AR AP 9 S B A Y R

A WERAY KRR A RAT S S e I ERAE, e AN S AT Rl BUATHEHIY RAR E OREF I HIT AL B e s
BN, I 2 AR PR A A

5. fE “RN” puEth, HRNAAEZ AN RN, BT R nOR S OB AR O, AR R D K
R

\}

AR T LLF i RSO I A AR I RETT A R S SR AL T AR T, T s e
BRI R B EDRT R

SRTRIS A A
Y<REL IS W15 R 11 I8 AT DRI 15 82 I S AR A RS v D

i R TAOR M
FEANTT A I R AR B B R R R R B OB A o L SR S A T 1 SO PR A R B T AT
filkeepalive/CoEEHh (0 s A B AL, T2 AT i AARTE TP I B A2 80 e S SR 1 R S e il L
YDA R R 428 1T A

SR 1 2 T AR R 0 0 ST T B MR AT T 071, UARERT AR SN 20”3
e AR O AR ORI B, 0 S o PSR 2 R, WL O L S T
Rl I BEEPBIR G BOMCR 15 0 I, 20 O3 1 CIOES R FOET A B R, R, (BRI
T AERVRI R AT R BRSBTS R R AU (R B R A A .

0 g

R AR I T P T L 44 BB OBEBIORAS T AR R S

VBT . PRI i BT, T UM A A B L

SR A R B DR B, DU SR TP R 2 4 15 SO 500 S I IR

REMERBRES
USRI RO AN, AR Py U7 /) 1R 9 — NSRRI o K F A 422 5 a5
S BITAERS B B 2 EF ISR, FARER e T b g4t

47



\)

AR 2 g AR AR AR SRS HIGVE A ShEFIMASERES DT B DA G, AU BRI AT DU N

Wi a .

EFMNERF

AR BRI ER 2 5, WA RE BTN AN SRR g FLAS R (14 S LA«
o SERERS TR BERE AL S W N IR HE I B - FE AR DA TP B A A 1) o U, b 200 3 T AR TR T3 BB A
T
o DNNAEBES H IR 1) SR e I BE B - FTD JCRR WML AT 5 2380 A sl 3 R

o Bt 1 R AR - BB S ARIRAESS 5 0 Bh. B 10 0BRSS 20 23BN BBl EORT I . WERAE 20 B e R
JRTIIA D) S B A N ] 2 AR AR A o AEMR BRI N DB e, 2T Bl A TG

o TR AE R - AR R DR S A AR DA, A R ANEEAE P I U)o TR o A SR BRI R s A . 5,
i P L A B R R 1Y sl AR BT R B BB NN SR AR, SRR R B T A B AT o MBI 00 N2 Y 2 B B 5 D 2t
— REF AR

© WIEBEEDR - WERHERE COdE . NI RDBEIN . WAPIRASA 205, [kt 8ls, A0 50 R SRR T30
HOP ISR o

o KW IC L B2 - W AR FMC 0BT B, FLAESC SRR A 03 138 8 RN, (RAE LA AR A B3 e ohis &, T AR
AEFIBR R o R 500 FOBT IR SRR T ERTIAGRRE . QRPN sl EHRE RN WS PR B
I BANSMIERAEAT I 53 o A RAE T A7 2 1 i B8 R, 2 PR AR, JF HA SR B -

WRREERRTSES

FEANERACERE DA — DT EMED DK E . ST E AR BRI AN I8 R, /247 ik TCP/UDP
WEFEE, MBERAE A EBEIN o] UGS 2 M P o & AT #3023 4

A LR T 2 TCP 5 UDP JZ UL ERPIRESE B IS0 TR TR SO A SCRF SRR SR -

&= ERRPEFIRThEE

e NS E &t

BT I 1) P PRER RGEISATIN ]
ARP & i DB

MAC Hiht-3 P BB
EJAEIA & —

IPv6 A% Jim ks 14 T —

BN E H & —

48



Py
AL

IO R #iE

SNMP 5% ID &

e

SHEEEENAR

HERE T DA BT BRI 22 e EERRA (O RIE T AR IR R AT R e T A DU A B R 1K) U5 2K
EEAR

S [ O RS IERE UK R A1 A

© A - WO RARPOER AT A TR E T4 TCP ARSI AL B (. — MER A A # . R
UEPTAT A, U Y i AR R B LI, 1) e IS iR BRI AT

« # P - A ITA ) TCP/UDP AR RS i, DMEAE LA I T LLUICSE R R A8 2B K P
Fo ERENRN, SHTHEASEERL. WA E LT ATAPRE, WIZERREER AR — 1 R
Pa BT E ) WRAR A TP B SRR R IPIRAS A5 L BUME R Bk 1

HREF Ay W30 BT EARR Y, SRl USSP # . WERPTHIH LR A o8 T Rds, Wik
F AR T AT

o TR - AEHR AR RAS IO ITAT B B ARER I e P B WCEDEE RN, SRR/ H (1 TP 3l A O
(7 RICMP JHAITEARAS B, TS R3O By, AR5 [T 8 A08 M BORIENHZ B . Rt 21k b
AT DAMAAEAT ALY i, 20 R 7 B A s Al — MY 2, MR AR . — MERRAT AT
aro WERT RS A A, P Sl i S .

REG S E AT EARR Y, SRasEr LU SIS (L3O o WERPHTHE G A O FRds, Wik
AP ST .

ICMP/ICMPv6 EUHTEL (5 &«
* X Echo #¥atd, Wl ICMP brR5F, HIumII A 0.
* X Reply £dhits, g1k 0, H 124 ICMP AR IHELT.

o AR AL, W R RS 1 0.

-

o FLOR A - W T B R BRI . W R I B IR SLIT A I B B L, M s AT, RS
i FLRC R R B AT A oAb B L R AT A B . S res T LUR R . ETE, R R A R
SYN-ACK ##fa 0, &l LML SYN Cookie HESRAFT A, KULILTE M SR ail. (WHREEH TCP J74)
BEHLAL, TIASAEH] SYN Cookie; WAZH[A] F A A ). ) XFT DNS Hl ICMP 54 4L M A (&, BREASE
W, MRS BRI R T M, RGBT AE . —MERE T LA 2R A R R 88
TR MR A R, b — AN ERE 0 BT A G0 AR b B A 2 20, I SE IR g e 80 A

N
AR ANEBUEAE RN 5 TCP P SIBEHLL . d1 T SYN/ACK Hfi il el Z 5, I DB o0 B Al g
oL AL TCP &

49



* BT - T B, o B AR A 2 B TP k. K TP MRS 1D (KR E 7
BT . )5, BT i BO I SR B B e e e i BT AT o BERTRESS T 70 S AR AR I Y 1, D R
B B S A LA B R R AL K 5 Jed e At A BOANVE S AT H 3 1, ] BES I i oy e FoAh gk
BT BT E I AL, CUEAR IR H AR 1P bR SRR T e . R, B
PP FRGEMBER AT . WGBTS, W BT AR AT i B R SR il e e B4R AR e P 1 ¥
RJE, JERPT AR T B

T AR

M I B B A B E T B AR R, SRR AP S RS e R WRAZIE AT AR T Sl L B A IAR Y A
TX R B Ao T B AR B T R B T A N R A SR I e AL AR Y R, e b 1 [ SR Y A

TCP By ¥z = 11

LU B s TOBre e i oz

1. SYN 1. SYN

SYN/AC

Inside Outside
Client

After step 4, all 2. SYN/ACK
remaining packets
are forwarded
directly to the owner. Forwarder 2

¢ J 3

Cluster

1. SYNHdR K Pk th, LR —6 BpiE CGET R8I , SRS HBCh A . Iraaeig—1

i, KTEFAE RIS SYN Cookie, 4R Jm Wt (.4 #5545 o
SYN-ACK #iffiatd M55 &t BARIR 21— S AR 0 BBl T8k« b BBt e 5

T4 R A AN T A 2, BRI S SYN Cookie T E #1518, RIGAIE R & NS RGE, I
4 SYN-ACK £iflit % R B A4

JITAT B FRIRS HOBr SOL B T 188, A K SYN-ACK Hodfa (o A 2% )™ i o

S ROR B BT PRS0, BIEERAEPT A & R, IFC R TCPRASFE BT A # . T &R 78 1% %%
K12 P

A3 B e B A IAEAT 5 S Bl B e e R B T AT

w N

a &

IS



7.

8.

U R AL IR BT FA T 2, EORE ) 3 R A A TAT B AT AN
PR KA bR 25 B e o S BT AT 3 1) 3 [ s SRS SR

ICMP #0 UDP B4 #1477t 7~ 151
DN R N Tpe 2 I RV

1

w N

4.
5.

IS

© o N

21: ICMP %0 UDP $13& 7%

1. 1st UDP Packet 4. 1st UDP Packet

Inside Outside

A/

5. 2nd UDP Packet

After step 5, all remaining packets
are forwarded directly to the
owner.

Forwarder
Cluster

_4

%> UDP Hdls b N i A th s BARIE 2N pie Gk T8tz .

AT 55— AN B AL 1 0 R TR T H 1 TP bk R g 1 (R FCE R PRI 5 1) 25 10 R

T IA A BB, SIS AT FRER R A PR e BRI as OO BRI S T T
P B QI L, 3 A s SORPES T, R IR B G R B IR 55 25 o

55/ UDP Hdl W MR S5 ds A it IF e fidk B hedls -

B i 1) 3 1) 4 AW T A ARUE e 0T DNS SEHFSEN M IR, Fekd Ay, e m AR Eu ik 2 &

e, ARJa AR R PTAT#
S I 45 ) e B I B2 B A UL 6L
Fe R A QIR R LIC ST AT B 5 B JFR B B RS T
JITA s Bl R e R 217 7 i o

51



Azure _ Threat Defense Virtual B2 &£ 85/F £ 125

ek R A HHER
EREEA TR DU P 5 7.3 TEIAE v DU gm B RIS A TR DU IR A W
PSS B 4E: 1] (Devices) > i & &2 (Device
Management) > £ 8% (Cluster) > £85I TR IEIEIR B (Cluster
Health Monitor Settings)
pabicd an R4 2 B H FlexConfig fit & T X 28 &, 4510
BAEHRE 2 B R FlexConfig it & . 750,
FlexConfig At & 47 o 45 F O il
AERFIZ AT R D s 2 2 il THI A 7.3 TEIAE ] AAEAR B IS A TR i A il T AR b & B SR Fs A TR
WAE S B B (3D > IETHRR > MR
Azure "] Threat Defense Virtual £& | 7.3 WAE, AT LIAE Azure 2 Azure W ¢ 51 38 A 4l 28 Bl AP 61 3814

HE

S B B % 16 /N1 &1 threat defense virtual fJEERE,
BTG G U
cigE > IREEE > RNEH
cRE>REEE>ED KR

* &% (Devices) > % F &I (Device Management) > &8
(Cluster)

52



©2023 Cisco Systems, Inc. {41 i3 AUF



atfren]n
CISCO.

EMEF TRXZHE BRI 2

Cisco Systems, Inc. CiscoSystems(USA)Pte.Ltd. CiscoSystemsinternationalBV
San Jose, CA 95134-1706 Singapore Amsterdam,TheNetherlands
USA

Cisco 7ERTRINAT 200 ZANIpfidl . AHoCHuhE ., ik AL E 56 A] LT

Cisco 7T www.cisco.com/go/offices I [ /¥ 3 o



HithiE S EIRRA A
BRAIRSAREMTRETABTHISMESEIFRE. FI8, BFREANHSS, NFEALR
—HZ, UFHBHIRSERAE N,



