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XTJL}LTA E"J*ﬁ*ﬁ w\iﬂi’/ff CLI JEHF‘ % Tﬁ\%ﬁ ° WU ﬂﬂ ’ %&@ﬂ@?ﬁ?” CLI U‘i l"ﬂﬁ/lﬁj‘j sAMAccountName
) OpenLDAP Jl 5545 KA} Security 4123 TAEM B4 H P AT Sy B8k, W fESNE R P &4
R (Shell User Name Template) 7Bt rH i 25 .

< BE () -BARSI B RER AT A S (1-1024 7 o BRIMES 30,

A K S e B RO KR I VSN, DRI, R 5, WS ORANESRIL (BVE IN E
Hl (1-30 7)o WiACREE N BE N R e, W) LDAP FCE ARG AHEAEH] -

$E14 NE B RS (Attribute Mapping) LT @R R T /.

s A UL e B e IR EUE 1, DU R SR ZI3 . #il4n, £F Microsoft Active Directory
Server b, FIREZEAIH “UL Ui JETE” (UL Access Attribute) K& H ), I TE Active Directory
Server H] 70 & LI RERAT via J@ k. M, ATRAEEAE Ul iR E M (Ul Access Attribute) 7
&EPEHAU.)\ userPrincipalName 5{%2@2? userPrincipalName )Eﬁo

CAC SRl o A b 7 BL.

o G RG] T o pER AL A A e s il JE i, 1 BCE CLIL R ETE o AN, 7E Microsoft
{Eijj E iﬂ&%%ﬁi, ﬁ)‘i%ﬁ)\ SAMACCOLHKNameﬂ’TT}ﬂ sAMAccountName 9[‘% CLI Uj IEJ }%‘l‘iﬂ%@%\?
Ahseviial .

FE5 (L) ACEBIEHIREEAE.
L SRANAE AL S A 7 ) € P P P AR, U LA 8 5 473 B I SRS BRI T (R B FR

a)

b)

CRIE)  AE5 P A R MR 5 B, S A5 B[] 23 O3 28 5 (5 R H P ) LDAP 2R K 7] 73
IR

51 AT 4L E# L AEAE T LDAP JIigs 2 Lo LA FERA LDAP 4150574 LDAP 41. A&
LDAP 412 % 03 S0y e $8 R e P 0 S g PEaf e 194, 2h4S LDAP 412 18 ik G @ AR 5 F -
K% B PR R AL 7 1) LDAP $8 Z0K A 52 1 2 S 2 . A E i 2007 i) BUBRANRE i 5 A &4 B2
I P o

WA ENAL, W5E 1% LDAP &ifi7E LDAP JIlR45#% L IRC & kAT H LDAP & iff. Rt
WAEARHHE R AE RGO 4, DB R IR R T BOCRIEH .

5l
FERRTBPHALL A2, LMIX Example 23w {5 QARG (1 2 FREEAT 5 43 BiiE «

cn=itgroup, ou=groups, dc=example,dc=com

AR A e dmmr, ERERIARFRfat.
WARAE AL, M ABRKR B M (Group Member Attribute).

-
WAL member JEVEFGZRBRIN “ 2000”5 AR S AL S 5 B0y, 5 membero

Br



B 50 moosEma & LDAP SRS M BIER R

d) WAL, WEMAARR URL B4 (Group Member URL Attribute).
il
IR membervrn JEPEELE I TRIZOUEIA “E 37 U7 I BRTE € 1) 3h a4 R 71 1) LDAP %,

LEI Z'LFHIJ)\ memberURLo

WER T P, DR AR T U AN S S0AEXS %, I R bR s B bz . %A
FUR YOS SN 2 B s R N .

(ATik) WE CLI igEldiEss (Shell Access Attribute) PL st 14 CLI F .
iﬂmtﬁ CLI Vi i 4T LDAP S35k, iEHILFB 2. Biee CLLH P, HERELLTF ke

o BAE I NCE SR IO UE BB N AR E R L ug gy, Tk SRR DIERE R SEHE.

o SRR EMEERA R I A H, WA ZAEDIESREEA . RIE EAT MR E T
SRR o BN, AR M B G AT BN shell () manager JEVE, WIATLAKE
ﬁz'-i /fg'%ﬁ (manager=shell) o

F 7 4 52505 Linux 472

© WE D2 ATFRET S, SN () ETRF () FIFRIZ O

* NG

* RRELVETFT () Tk RRERFZET: NEEET at 755 (@) 2Rt ()
TR

FLATE )2 25 IR BLBR (TP m A ] CLI expert i35 ) Linux #hFEFE/¥ o Linux Ah7E ]l BL3R
73 root AU, ARz KBS, TR PR R AT CLI 8¢ Linux Sh52 95 17 1 51135

WA S AdEAE CLI i8] iE RS (CLI Access Filter) Tk FH 7 FoAT A 8] 7 44 I ART N 38 7 o
ME— S B kBB By F P YO ETR R, 1 Z)4E CLI a3 88 (CLI AccessFilter) HL & &
B

(Tak) MR BLS 5 LDAP ik 55 4% (R IE BRI -

TR A AR P 4. BROH P 22—, FHTUEE L O, 75 () &
TR (<) PR R, 32 UL Ui RN RS, iR 2A 1000 A LLE P IR 2525 11
ERANEIRM] 1000 AN W FIER R M, 1S HLDAP SO0y uFE iy , 58 71 7.

(Al deAk, ] DU A E At it S 2ok il s ] DAAAT S0 50k i P R P e Fr AN P
2 uid FIEERD, AR JE AR

4 J &% H: B Microsoft Active Directory Server F42 £ UT Ui 0] J& P RAIE wia, WA & MEE R
NP 4o JERT LA L R E e 4 IRE AT 23 HE A4 PR




T B AE B # LDAP Shs S iiEn g I}

AT R 2 AR B R B AN IE R, AR S5 S TE B AR, DKt 2 R0 LR UE R 25 AR G
FETTIER, AR, MUEH BRI S T Bor A S R R, iR gt EhE
LR RE TP AT U P A A

Tl

TIN5 7T LATE Example 2 WA %R 3 osmien FFAEUE, THHIN asmien FUEM R
RAHRTF

JE e 25 4% o TS B B KA B R T R HIA B 5 3 JRAIE 55 25 BT,

L]l
EARRA

N Ui Microsoft Active Directory Server ] LDAP &35 S K UEXS B I FEA T & o o]
) LDAP RS 25160 TP $hik 2l 10.11.3.4, BE3ESEAE T30 11 389 HEAT V5 i) o

External Authentication Object

Authentication Method [ LDAP @ ]

CAC D Use for CAC authentication and authorization

Name * [ Basic Configuration Example ]
Description [ ]
Server Type [ MS Active Directory v ] [ Set Defaults ]
Primary Server
Host Name/IP Address * [ ] ex. IP or hostname
Port * [ 389 ]

Backup Server (Optional)

Host Name/IP Address [ ] ex. IP or hostname

Port [ 389 ]

LDAP-Specific Parameters

Base DN * [ ou=security, DC=it, DE=exampl... ] [ Fetch DNs ] ex. de=sourcefire,dc=com
Base Filter [ ] ex. (cn=jsmith), (lcn=jsmith), (&(cn=jsmith)(|(cn=bsmith)(cn=csmith*)))
User Name * [ CN=admin, DC=example, DC=c... ] ex. ch=jsmith,dc=sourcefire,dc=com
Password = [ ........ ]
Confirm Password * [ ........ ]

> Show Advanced Options

N IRAZ T RN (AT S s N e s Sl R e ER AN P U R B N P R

OU=security, DC=it, DC=example, DC=com E(Jlifj%o




B 5nmosEma 0 LDAP SN S HRER &

Attribute Mapping
Ul Access Attribute * [ sAMAccountName ] [ Fetch Attrs

CLI Access Attribute * [ sAMAccountName ]

> Group Controlled Access Roles (Optional)

CLI Access Filter

CLI Access Filter @ D Same as Base Filter
ex. (cn=jsmith), (‘en=jsmith), (&(cn=jsmith)(|(cn=bsmith)(cn=csmith*)))

(Mandatory for Firewall Threat
Defense devices)

Additional Test Parameters

User Name [ ]

Password [ ]

*Required Field

(o) (=)

B2, BT IERS 52 Microsoft Active Directory f45%%, RILHAFA samaccountname J& 1
g P 2 AN wia JE . £ MS Active Directory 45 #2580 3 i i EERIAE (Set
Defaults) 2 “UI Vil J&PE” (Ul Access Attribute) % & 4 saMaccountName. [BlI, 4H F
LG K RGN, :%é L/ﬁ\ﬁﬁ%ﬁ%% sAMAccountName J& I LAETFRIUCECI A 7 44 .

JH:&F, %%F%i?”&%iﬁg CLI I)_Uﬁ)j ':F‘Eﬂ‘y sAMAccountName E"] CLI iﬁfﬂﬁ'l?%%ﬁ@g
H % H T 5 4416 savaccountname J& P LA $E UL AL

VR, HTARIRS AN A JER, B RGE SR B h AR A R e
T X B 0 JE T . 2k BRI TR BE (2 LDAP R4S 2% LB MBI 5, SRS 2
HERAIE I o

SE &GN

7R 145 B Microsoft Active Directory Server [ LDAP & sk S 3 B UE X G i) i B e . R
{57 () LDAP 45 #8140 1P ki 10.11.3.4. BLIEREAE G 11 636 JEAT V7]«

External Authentication Object

Authentication Method [ LDAP v ]

CAC D Use for CAC authentication and authorization

Name * [ Advanced Configuration Example ]

Description [ ]

Server Type [ MS Active Directory v ] [ Set Defaults ]

Primary Server

Host Name/IP Address * [ 1011.3.4 ] ex. IP or hostname

Port * [ 836 ]




T B AE B # LDAP Shs S iiEn g I}

BEIR B S o 6o B 2 ] A B AR Al b 11 22 4 A 238 FE A AT 3 44 BR
OU=security, DC=it, DC=example, DC=com HJZERE. HiHTFE, WRSBAEGREA JER
(cn=*smith) . @ﬁﬂﬁ%ﬁ’i@%ﬂﬁ%%ﬁﬁ%ﬁ El"]ﬁﬁ)i' ngﬁ?Uﬁ"J Z\ﬁﬁzﬁi Pl smith %}%E@)ﬂ)ﬂ °

LDAP-Specific Parameters

Base DN * [ OU=security, DC=it, DC=examp

[ Fetch DNs ]

Base Filter [ (en=*smith)

User Name * [ CN=Admin, DC=example, DC=c

Password * [ .....

Confirm Password * [ .....

sz ]
)
)
)
)

v Show Advanced Options

Encryption (@) ssL () TLs () None
SSL Certificate Upload Path No file chosen

User Name Template * [ %s

Shell User Name Template [ %S

Timeout (Seconds) [ 60

Attribute Mapping

Ul Access Attribute * [ sAMAccountName

] [ Fetch Attrs ]

CLI Access Attribute * [ sAMAccountName

)

ex. dc=sourcefire,dc=com
ex. (cn=jsmith), (len=jsmith), (&{cn:}smth)(\\cm:bswm)(cn:csvmth‘,\]:

ex. cn=jsmith,dc=sourcefire,dc=com

ex. PEM Format (base64 encoded version of DER)

ex. cn=%s,dc=sourcefire,dc=com

ex. %s

EE&%%E@ET%’TE% SSL lﬁ’/ﬂ—*ﬂﬂj‘u‘:’ ﬁﬂ%%l?ﬁé*%’fﬁﬁg #/I\ﬁgﬁj certificate.pem E/‘JIIE
oo dbAkh, T R (B WE, SIRSAMIEEL 60 P2 K

T R 45 2% )& Microsoft Active Directory 45 2%, R IHAEH savaccountname J&TEA7 A%
FAMAE via @M. 1HFRE, BESH savaccountname ] Ul IFEIE M. BIL, AP %
lﬁﬁig\éjzﬁﬁ_ﬁ ?\? L%ﬁﬁ%xﬁ%{ﬂ/ﬂ sAMAccountName E‘TEE L)LE&IEEEE‘JH%F 55 o

JH:&[" %%F%i?ﬂﬁ%iﬂ‘] CLI m&FEF'Eﬂ‘y sAMAccountName E'(J CLI 'lﬁ“ﬂE'l‘SE/ﬁ\%&ﬁﬁﬁ
H % BT 5 41 savaccountName J& 1 LA A $EULHC I .

PoRGIEHA NI BEE.  “Hed 7 MR A shamiss BT wn stk HIEAE 4

j’\] CN=SFmaintenance,DC=it, DC=example, DC=com E@éﬂ E‘JFEﬁﬁZJ’% o




B 5 soosesn R RADIUS SRS HIIER &

+~Group Controlled Access Roles (Optional)

Access Admin [

Administrator

Discovery Admin

External Database User

Intrusion Admin

Network Admin

Security Analyst

Security Analyst (Read Only)

Security Approver

Threat Intelligence Director

Maintenance User [ CN=SFmaintenance,DC=it,DC=...
(TID) User [

JL_ JL L _JL _JL L JL JL JuL JuL JL JU J

Access Admin

Administrator
Default User Role To specify the default user role if user is not found in any group
Discovery Admin

External Database User v

Group Member Attribute [ member ]

Group Member URL Attribute [ ]

CLI i3 le)id i8R B & N 9 FEA L PR AR ], PRISARTR T v LU CLI Vs ) Bee, il
i Web FHIEAT VS ) Ff

CLI Access Filter

CLI Access Filter @ Same as Base Filter

ex. (cn=jsmith), (lcn=jsmith), (&(cn=jsmith)(|(cn=bsmith)(cn=csmith*)))
(Mandatory for Firewall Threat
Defense devices)

Additional Test Parameters

User Name [ ]

Password [ ]

*Required Field

(o) (=)

A B AIEEIE SO A0 RADIUS 5MER 4 56 IEXT &
V5N RADIUS i 254 LLSZREANE - PAT & B
TEL IR B T, AR S A B E X S AAE B g% % ek T ]

B sr



B kIS0 7 RADILS shans i iEx s ]

ERRGE @) > AR

M SNER B4 36 3E (External Authentication).

sl AT ERR (F) iRIANER SR I IERT &R .

K SR IIEF A BB Y RADIUS,

R BRI IR .

¥ B A RADIUS BR 55 22 Byl 2 B 18 1E 28 (RADIUS Server-Enabled M essage Authenticator) & ik

HE,  BERAEPTH RADIUS Wi b A I BRI 48w 1, A Pk RADIUS R 5585 FRIBEAmi W AR 20 (1
LR,

Hr RADIUS JIR 25 #5808 b DhRe . @ A BAA IR S5 28 I8 e . 25 R 50 E 25 v] R s> {6 By
KBS F R TR BT . HfR RADIUS IR 45 %% A 1 B IE A3 c & .

R

Joe i i /28 H 1% 2fE, Message-Authenticator J& PEARRFFAAR o 1% )8 P IR 4402 IS5 #3 i (RADIUS)
MR YL P a N SERERS, Sk Bl KR B Oy 1 — DK

YT ERRSEE, MAENANP .

CAT3E) S s 4 FH 1R BROAE

I\ RADIUS BR&S 82 % 4A

(iE) MANERIRZF/SHL.

(AJE) A\ RADIUSHFESH,

a) 7F 8RR ANEIR RS2 AT AV (AT 1R 1024 200D« BRIAER 30,
pEb
H 7 KA B RO PEBIVE FIANE], UE, WR L EE 5, ARSI (RN Y
(1-300 F5) o i ok B S 0 38 = (194, W) RADIUS e B ANEAEH o

b) HANRBN R GRS s LAV EIROREL. BOAEN 3.

¢) FELH AT N T B, H AN R A4 BRSO R Y 73 Be 41X 4 A i) e M- (4
K P A4 R g vk - LUIZ 5 73 B o
i

ﬁﬂ%@fﬂlﬁ%ﬁﬁwjj “i‘féﬁj\*ﬁwﬁ ” E/‘Jﬁﬁ): E/‘J User-Category E‘fﬁ“ﬁﬁ Analyst, DIIW U\E?C
%ﬁ*ﬁ”ﬂﬁ?&*iﬁ)\ User-Category=Analyst, uﬂ%%z%@ﬁﬁc’lzﬂ::hﬁﬁ): °

-

PO IR MO T jenith Ml jdoe, WAEBERR VBTN jsmith, jdoeo

15

E/{% “?ltfff'ﬁﬁ)j ” ﬁﬁ@i@?’ User-Category TEU'] Maintenance H@Fﬁﬁﬁﬁ)ﬂ ’ lﬁ?féﬁ*}“ﬁﬁ):'?fﬁﬂp

ﬁﬁ)\ User-Category=Maintenances

Br



B voosEma s i RADIUS SRS BRI

d)y XTANE TR edmH P, HEERIABRAG.

WIS TE O P AR, DA IIERAT AR S AT S AR S, B R BRI . 1ZH
FUR OSSR 2 B sk R N .

(%) EXBEX RADIUS B 4.

5 RADIUS Al 55 #5830 Jetc/radiusclient/ W dictionary U NANELE B AL, I HE&THRIME
X e g ek & LA X m M P r s, e X g, v CAssk & A RADIUS k%%
Ay B P RO E SR A A R [ ) JE

Pk 2
i & [ 7€ X RADIUS &1k 1, i N RADIUS JIR 45285 3 571 Ab3RE [ & s P J& vk 1D ik
B WERAULES, 78 RADIUS £ tudfizirt, By k8seE s thic & 1 B 2 X RADIUS J& P 2o A
AOEE -
a) WABMEZR.
E BN, TR AEERARR, P AS R R, BRI A B DT
A A
by BLESHOR LA AR 1D
JE M ID oIS H AN 5 etce/radiusclient/dictionary SCAFFH T ILE BT ID W5,
c) M TRFIE PR,
WIEYRE BRI ARF R TP Mk, BEE .
d) sdidsn LS n A E SUmE Y.

’(Zt@J% RADIUS Eﬁj\%ﬁﬁ%&ﬂi %éﬁ%&&%i% /var/sf/userauth H i*@ﬂ@ﬁﬁ%‘iﬁﬁ%ﬁ Hx
SR U AT A g SR PRS2 s N B ot

T

AR S R h 2 r M 2% F A3 H RADIUS R4 %%, WA REZLAH H Ascend-assign-1P-Pool JBTE
[0 WNIRF7E TP Ml B R pr s P ## T E fafh. Ascend-Assign-IP-Pool AN ENY, 1T
& XAV P B s b ab, AP TR s 2 BC R TP Hh ikt A gn 5 .

SEU A ESUENE, WA A SUENE, EHEMEA RN Ascend-1P-Pool-Definition, J&PEID
H 218, FEHJEMEISE N integero

g}ﬁ}ﬁy ﬂuﬁ;%ﬁm’ (/D\lj::) (SecurityAnaIyst [Read Only]) ?Eﬁﬁpiﬁ)\Ascend—Assign—IP—PoolzZy
R B2 A WA EZ T ascend-1P-Pool-Definition RN 2 FTA I

(ATIE) 71 CLI 7183 E 8 (CLI AccessFilter) X I([¥ & 5 CLI f7ia] F P %1% (Administrator
CLI AccessUser List) F-Berh, Hi AN EA CLI Vi AL BRI - 44 31 LLE 5 53K

TR ORXLE ] 4 VLBC RADIUS R 554% LRI 440 AR 252 Linux A0 44 -
© W2 R2ATFREUE R, AN (O ETAT () MTFRIZ O
« NG

* RBELLETFRF (1) ITks AREERET: ARRED at 715 (@) BRI ()

=

B sr



N
B

- =
(X2 B ]

B kIS0 7 RADILS shans i iEx s ]

B iEX) CLI Vi iRl 54T RADIUS S35 E, 1 e 7 BU 4.

iR

HATHCE Z 905 ) AR 1 P vl B ] CLI expert fir4-Vj ) Linux #b5e 7. Linux #h5eH - o) BA3R
3 root BUFR, AR A AR . A DR R B HAT CLI 8 Linux Sh52 55 i i 7 8113

P i
Tt C0 A AE A e s ) i g o (R D BAT AR R A4 (AR AT A B ™o T B KA B o,
— NS CLL I BB A, IiE2) e E38 5 AL

(Ara) ity LAY RADIUS iR 25 #9450y 4% .

CAIEE)  BtAh, S mT LU AN Bt S8R DG /T LAPRAT 5 G S8 T ) - B P AR S AR P
ZAERY, N5 midilid.

=R

AT (2 AR B R B AN IE R, B AR S5 S lE B AR, DKt 2 R0 LR UE R 25 AR G
FETTIER, R, e ARSI T b A T R R, PRI RN
REERE TP AT U L 4 A

4
B JE 15 7] LAZE Example A T MR F] ssmith S SETE, 3N gsmitn AIERR K250
MR

JE IR o TS B A By K B0 B R AN S A Bk . 5 25 T

ANl

EREMNARARIEE

R 1812 | TP #idil 2 10.10.10.98 13247 Cisco Identity Services Engine (ISE) ff/li
55275 RADIUS 55k S I UEXT B o A E LA g5 25«

External Authentication Object

Authentication Method [ RADIUS v ]
Name * [ ISE_RADIUS ]
Description [ ]

Primary Server

Host Name/IP Address * [ 10.10.10.98 ] ex. IP or hostname

Port * [ 1812 ]

RADIUS Secret Key * [ -------- ]




B 5 soosesn R RADIUS SRS HIIER &

PUR7R~# 27~ RADIUS $5 528 28, AFE@ER (30 #) Fl Cisco Secure Firewall R 522k &
H s as (CUnE) Z AT ME R IR .

P73 ] RADIUS JH P A £ 75 5 FR s 22 1 -
T H /7 ewharton Fl gsand Web FTH & FEAL PR .
2T coronte Web JHHT “4E 1/ AR
FZTHIF jausten Web FHHT “ 2244007 BURR .
FI P ewnarton A] LA CLI P 25 S 8 4% 7
N EP RN Op RN W

RADIUS-Specific Parameters

Timeout (Seconds) [ 30

Retries [ 3

Access Admin ’

ewharton gsand

Administrator [

Discovery Admin [

External Database User

Intrusion Admin

chronte

Maintenance User

Network Admin

Security Analyst (Read Only)

Security Approver

Threat Intelligence Director

|
|
|
|
Security Analyst [ fausien
|
|
|

(TID) User
Discovery Admin &
External Database User '
Default User Role To specify the default user role if user is not found in any group
Intrusion Admin
Maintenance User v

CLI Access Filter

(For Firewall Management Center (all versions) and Firewall Threat Defense (6.2.3 and 6.3), define users for CLI access. For Firewall Threat Defense 6.4 and later, we recommend defining
users on the RADIUS server. Click here for more information)

ex. user1, user2, user3 (lowercase letters only)

Administrator CLI Access User [ ewharton ]
List

TERM-EXRARfAE

A LA P i - AR DU S SR s L A E B ™ o WERAE T B S R A e SO, 23
5 % HE R

B sr



AmasggEe s tmmraRsnanmt ]

T S R TP AR R R ISE fRZ5-28 K7~ RADIUS 235 5 4 86 UE 6 % A 7 ff A i &
A i U@ e Lo

{E3E, 7ESbRBI, BT IELEMH Microsoft ZCRE U M RS #%, R A —AN B /N H IR [A]
T MS-RAS-Version Q%Xﬁ‘ﬁo Ijﬁg/f_, s MS-RAS-Version Q%XE ﬁjj%k’f$ flﬂSTWJ
th, 3l Microsoft v. 5.00 JZEFE VS ) [k 5% %% 55 RADIUS [T HI ) #8 AT R 224253 17 i
(Hi3) 7 (Security Analyst[Read Only]) ffi s, KIHiE/ERES IR (Ri%) (Security Analyst
[Read Only] Bt A & (%) Ms-RAS-Version=MSRASVS5.00,

Security Analyst (Read Only) MS-RAS-Version=MSRASV5.00

Threat Intelligence Director
(TID) User

)
)
)

Security Approver [

DTSCUVETy AU
External Database User
Default User Role Intrusion Admin ' To specify the default user rale if user is not found in any group

Maintenance User

Je Aol

CLI Access Filter

(For Firewall Management Center (all versions) and Firewall Threat Defense (6.2.3 and 6.3), define users for CLI access. For Firewall Threat Defense 6.4 and later, we recommend defining

users on the RADIUS server. Click here for more information)
Administrator CLI Access User [ ewharton ]
g ex. userl, user2, user3 (low e letters only
List
" Define Custom RADIUS Attributes
Attribute Name Attribute ID Attribute Type
[ MS-RAS-Version ] [ 5 ] [ string v ] [ Add ]

ARG AIEE RO R PR RIS UE
LEREE PR AN G Y BRI, B S HE b 248 F ANMES 5 00 360X % 45 52 1) LDAP 5%
RADIUS Hi %5 #56UFE H P G IE
FriaZ /i

R 7% 0 B3 K B A5 B0 ¥ LDAP AN S B iF X 5, 58 13 TURI A B KRS 21 G 75 I RADIUS
AN BARIUERT SR, 5 20 GURPTIR, EIN—A B AN S RAIE N B .

UK

TR EHERE @) > AR
FIE2 SRS IEIE (External Authentication).
I3 JHNE Web S BB .

BAT O TCEAATAE TR o SRS B0 E XS G2 b SCRAEAT JT 7 K 7 7 R BRI £
.

Br



B = waemsamsEtaHRiT

a) MAii BIABRPAE M R EREE) .
a) EEANBPRBEEEXGHET, Eh B A,
b) miiifR%EF.

B4 A RN MG R I % 5B E AR (@), MEFHEZANS, RGatds e
P2 RSS2 LA o 15 S 1) Jim B0 T IR 45 2% FUB HE
R AN S B IE, A28 AR CLI 77 18] 53 88 (CL1 AccessFilter) (K140 £ 3 B E 4 %2
FAk, CLI Yy i) 7 HL e 2 I8 5 3 S0 UE X 5 76 41 36 Fh HELE 58— 10 IR 25 2 8EA T 5 43 40A1E o

WIS (AR HrfuiR S5 4 ) o 5 B A B i SR I U ) B 473 BIE TR o
W6 WHEARVFIMEH 7 PAT CLL Vi, LRI H B IEIE (Shell Authentication) > B /8 (Enabled)

pE
CLI A2 W Thfg. ik, SMESHIIE WAL R T, fE 7 arh AT .

AN INER B IR R SRR o AE B B (Enabled) 35514, $RERG RA S % T CLL.
ST NHREHEA

{s F LDAP B &8 F i (8] = B2 30E

R AR B ViR (CAC), AT LAAL'E LDAP 5 ) 56 F SR 50 IE 2 5% Web 2 1111 B K K%
EHO P, T CAC GAUE, H P AT DR R EHE 5, AN AW &S AL sl F - 44 R0
.

CAC S 56 UF i ik e v - 2 s A # AFRIRTF (EDIPT) 563 23E4 T35

EAEVESIPIRARRSE 24 /T2 )5, WS MERB PETR 1 CAC GHIIERH o BRRGS8 %G
RASTHNIN T, AE 0250 5B e ek H A 7 A AT A T 3 5

A\
AR A LDAPACE CAC S SRRy, A ORAE [ )™ 23 FOBR A VS 1) A G I RS B SRR S o 24 1] )

H AL CAC RIS SR R GE, A5 Lk ™ 73 BCBEBRA DT i ffy €6

LR RAE S EEBRIA T 17 A1 (I AN 5 NSCRR SN, WU Jim 28 SR IR nT e D0 1 3 BE T A M R SRR
o X AT AES T EUT ) I LB U ) At iR .

U AR P BRI ) A €8S (R TP it 2 IR T ICRCRR, - JULEAT A BRSO RR A9 T LI 2 373 e
LAY BB A A R I DAy LB T i (1 5 e B0 B U7 TRl PR o ESCRRCKE £ 24 /NI AN 301 ) i
B, I H R IR [P ELER A U5 1) £

W P75 B A AV ) A T T 0 L 0 B A R ) (B R G D, 1S 4IRS 8] A
& PR PR B U AR . SRV T SRR AR (0 U e S RS R 24 AN, IR ELF PR
AR 453 P AT IEAR R BR G0 . A7 DG B A o U i) A (0 PR A 2, TS oA A B L 75
LDAP Z}5 43 SiiE 5 % i 53




mEsamLzssz [
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LHERE @) > AP > MR IEIIE.
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LDAP B0 ERT 5o D Z0HC LA T Y4

* CAC HILHE,
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X F SAML B 553K
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Note 453l v VA5 8 SAML S B6 UF il sk . PRIk, 1R TP 325K IR 452 A 7 o 5 43 B8 i Sk R4 T
24, Nt E SSO KM,

B A B0 Web FHIHI A LA SSO $RALFR e S A1 i 5 1 11 -
* Okta
* OneLogin
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* 1725 7 ST %11 PinglD [¥) PingOne
* oA
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Note  Cisco Secure Sign On SSO ™ b A 25Kt B KA B pLy PRI A FISE 4 B 1A IR 45 B2 1L 7

BA A S E TR HL HY SSO $5 7
A5 B IR FLAR L LT SSO A I BUN, T LA R LA

o Pk B — IR HBESCRF—N SSO AR, i, BOARRRF B KB B b0 BiE R [F)
I ] Okta Al OneLogin ¥£47 SSO.

o 7 AR BT O e ) A IC A A B KA B R T RASERE SSO, AR AL LR R
ot AT FPEOS PR DR 2 TR R0 SSO L s S8 Z0AE SSO R A Bl 51 b S AL . SSO.
o FR AT PR R P B I R AR Lo ZASE AT ] (1) 1dP EAT SSO. fEUAZIAE 1dP 14 F
AN By KA L FCE K SSO He & RSt g ] o
* FERJHCE N SCFF SSO 1Y B KBS B Ll FIEXT o, AR B AT SSO Vs Il 4l s
KEFE B ZHT, AU ST SSO A IR B KA B L
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o e Al HIPES R By KRR BE OV C L SSO I
o WERAE T B KA B R E SSO, AN EEAE A B By KRR B 0 ERCE SSO.
o WRAERG ) By KBS LG ERCE SSO, WA T AR T B KK B G _ERCE SSO.
CIRRIED Ny SSO I J i 5 X5 5 i Bly Bl KA B APy 2 i 2/ sk — I B K
HAL,. )

« S A B EGE Y LDAP 5% RADIUS #E4T 5 43 5k 0 B A7 4 21 03 A (R 1 4 REC & SSO.
o By KBEE B O SRR AP KA1 SSO.

o B KA B O AN SCHRFEH] SSO K 1) CAC FEUE% 5% .

* WHIMEH] CC BEAERSE TP E SSO.

* SSO VEFNILRAE P K B b0 # % H &, e T R BUh 8 B ok ByE .

Related Topics
e i P
Ik
ffi ] CAC G UEE 5% Cisco Secure Firewall Management Center
LAANUES
HAZ LK

S PR ALRE T DL B SR P AL, AR el DUONSAR ] P A BN (910 Active Directory
RADIUS 8¢ LDAP) SAH R4 A SCRYF S AU AL E By kB 80y 5 1dP LA H, B
YHF SSO (B L 1dP H A4 HECE 1dP LA RER B HAl ] S N G R AL, i
Z [ 1dP HENY R SRS

SSO HI P IR Z B PR AE. CRUFE R P 2 A3 TE) R 1dP B ALIN . AR BRI P 1 OGS 2T
XL AN oA B K B AL Web 452 1] BT E
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Note  Z=4:3iisk SSO Mk /(K 2 44 LA IdP 78 SAML & i B rf R e 45 95 K B4 B b0y 1#) NamelD J& P
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FER A, 1dP YEd By JC e B b0 M SR AR N T M R e, OF BRI s 41
BB B L A O R PR AT R BCRIA . REAS TP () PR R AT .

76 By kB, “4AR{RBM” (Group Member Attribute) 7Bt P8 & (1) 41 (0 )8 1t 44 7K
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Before you begin
« 7£ SAML SSO EHIN FHr, 2 B KBS Aty BB RSP AL i N, IR H P sl o Bl gh ik
P THINAEE
* %104 Okta B 'E By KA B0 ISR IR N, T2 0004 Okta it E B K8 3 b0 IRk 5%
LRI H, on page 32,
%L OneLogin Mo & B K3 B O RS HRAEFT N A, 382 0 OneLogin it & [y K B #

':P Oy RS FRAE RS N, on page 41,
* B0 Azure BUE P KBS H PO RSN, S8 Azare BUE B KO85 R 0 ik
LR Y, on page 49.

* Z PingID (1) PingOne % )7 il vl J7 L E B KSR BE o0y RS ERAE RN, 12 N
% L PingID PingOne 1515 K 558 B RO i 45 L 7 ., on page 560
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« FONATATFF A SAML 2.0 1] SSO $EALFE -t ' B K45 B bl IR SR RE P T, T 210
SAEAT SAML 2.0 #2511 SSO $2AEFEFPAC & FMC IR 253 (L FE 7 W H], on page 61,

Procedure

T EFRE @ > AP > 28ER.

P2 Al BEER (SSO) B & HkLlA H SSO.

$£123 5 Bt E SSO (Configure SSO) #4244 .

P A FEFEFAEER SO SAML BEREF WUEHET, £ ATE SSO IdP Wik, AR5 Nd T—

=)
o

What to do next
ARELATIE G L FE) SSO FEAERT 1 3L :
* A Okta SSO Pt ¥ By J A B Ly; 75200 Okta SSO BLEL B K BG4 BL L , on page 34.

* {# ] PingID [¥J PingOne % /' = it ¥ 5 2824 SSO B & by kB #L b0y 55 0 o 2 ) 1 PingID
PingOne 4 SSO Mt & Py K B&E £ 0 | on page 58,

* J Azure SSO it & Bl KBS BE s s 1284 Azure SSO it & B K i &7 # 0y |, on page 51,

* ’& OneLogin SSO Mt & By K3 FEH L 152 0 OneLogin SSO FL'E Py K BE Ly |, on page
43,

o A4S SAML 2.0 [ LR 724 SSO FL & By K B bty 152 3 b A AT /] SAML 2.0
e SSO FEHLFEIF I SSO BL & Py kB # Ly , on page 63,

iH1d Okta Bt B BB S & F
WS LL NS LT Okta Bt & SSO:

Okta Ul 1 JReview the ‘3\2/}Configure an 1;;\6/}‘
Admin " existing Okta ~ management ~ Configure
Console org —» center service user role
proyider app, mapping
assign
users/groups
Management 3 Enable single .4 Configure the (\§/’
Center sign-on management Configure
—> center for SSO, — user role
test mapping
configuration
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(7| Okta UL#3E£5i#1 | #675 Okta 411, on page 32

(2| Okta ULEEAZ I & | J Okta Mo B K5y B H 0 R 55 SE L B LT, on page 32

3| Pk TERIT KA B0 3 85K, on page 30

A | PRI 4 Okta SSO Bt & B K B # .0y | on page 34

5 | B kB L 7E Bk E 0y sy Okta fiC & FH 7 ff (LB, on page 35
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FAR?
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© AT ZHZY Okta RN A FIAL, LSRR IT 5 1O £ b sps 2
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N

DRSS P ALy oy B KB B ARGy N, AN ORI LR A (A D S NEAT 70 I

Note

B KB LAy ANRE SR 24> SSO R PR IR A (bl s RS AZBTE 6 P 7 A1) (ST B £y € 53
JFHCE A& 1 LUK T P A8 €445 U OneLogin A&3X 3 B KA B L

Before you begin

o BAZK SSO B R ILH F FIdL; 1S & Okta 4121, on page 32,
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WAL, 5 Okta 2N AU K ™ R/ el
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R HK SSO MK S I S 44 LA K TP £F SAML & sl B o R L4 B kit
EEEHL 1) NamelD J& P #0200 A7 240 fe - I - ook . V92 1dP 2 A1 3)
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T BIX PRI 75 TP ARHC IR 55 S AL 1 I FH DL S G R 4t 452 1 0k 877 Kk 4
EHAULME SSO Vi R BLFR 1K) IdP FH 7 K5 B, i id A IR .
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Note

Procedure

R ATEME I 24 URL (., 5g4sPRog A% Al TP ikt ) il By kBG4
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3

Hh EBIEFE web .
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fefit B %R URL.

XL W AAREE 1P ) HLRAEAS L) By K 8 3t URL.
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JAH B R FUef#E A URL” 1 “HER URL” .
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c EIN ZAX URI (SPE{KID) &
X RSB AL 7 0 A SR ME— 4K (B kR E L), Ol R R URL %X

AR /saml /metadata BEINE] B KBS EF L AROLy B 5% URL. 51 40:
https://ExampleFMC/saml/metadatas

o XT BFRID A&, LR Rgw.

FE2 R E N R, WA, ) FA Okta FI SNBSS B KBS B . (i SR s t-&il
WAL Tees b7 KA HE o N, 1206 8 T IX 4L B 3 i P AR A AT 23 Bd . D

HE3  CWREG A P IS N, WAk, D 4 Okta 2150 Besy B KBS HE 0 N A .

FEA (k) h TR B KBS By 0 SSO R, ST LR Bk B BE Ly IR S5 HR A R R
SAML XML Ju#f S0 M Okta R BIA M5 AL

What to do next
Ja B RS IE S (R KR L0 R B UG SR, on page 30

77 Okta SSO AL & Bh AIEEIEH
15 B KBS H ALy web 422 1114 X 2645 1
e LAE
* { Okta £t UL & 8425 & rh Al By kBas Bl rhL IRS IR 15250 Okta Bt & i K
o B IR 5 SR R T, on page 32

© AR WS AERT R B0 R USSR, on page 30,

Procedure

T DR ERM R K B0 R T RS, on page 300145, ) & BLE Okta JTEHE X G AE
L AL

« LT SSO MLE M E, WEHATLL FH#AE:
a il FHEE Pk .
b. I\ Okta SSO &5 H& AR H i N LA R {E. (A Okta 28 it UL BEFE ] & B ZIX LefH . )
- B REREFESER (SSO) URL
- BRI FM AN
* X.509 iEH
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* IR EK Okta AR XML Toodls S ORAF BIAHITHSHL Oy Okta S B A4 BE A0 iR 55
FEOERINI, on page 322D ER 4) AT LR SCA EAR R B KGR B AL

a.  wiii BRSO LA
b, %5 AU S ATRIA BTSN 0 XML el SO £ 30

FE2 il =%,
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What to do next

T LA RE A SSO H P BLE FH 7 M WL s 152 0 76 B KR B v kg Oketa it B 7 A Lo,
on page 35, WIHGEIEPEARCE MO, WIERE DL 2 o 85k B KB E B L BT A SSO H
SIECIEAE AE 5 KB B0 H o4 Okta fic & H ' A (B, on page 350038 4 FR L& I 7 €

£ AR E IR FD 1k Okta BLE - /A ARG

TR IERERT SSO $RAERT, 75 By KBS L0 Web 32 11k 7 £ G St 15 35 1) 7 BT S AH 1)
o AEIE, SETCE RE 207 FE A HT ) SAML SSO $i A e St Y /= A (o Wi 1) 77 =X

Before you begin
* &% Okta H P HMLNE B 12 M A& 7E Okta ZHZ, on page 32.
o K5 BB P AL BUE Y SSO MRS UERI N ] 1214 Ol Okta MC BBy KA B O I 55 S it
15 % H, on page 32.

o LERT KB E 0 bR AL E 5 A08 S, WS PR B KA B0 i FH PR S8 S, on page 30
FI24 Okta SSO ML & B7 K 1 E FE Ly, on page 34

Procedure

T EFERE @) > BF > 858 R,

PIR2 BITeRRE.

FIE3 EBIAA P A (Default User Role) ~ 7413 i FEER AN B KB 0 H P s LA o P

PB4 1f AR BB (Group Member Attribute) ‘7B, HirATE Okta o4 I P BRAL I B K85 L0 1
PO ECE R EYE . GEZY 4 Okta IdP g & £f (o i 5 14 FH 7 )8 1, on page 36 2538 1 5%,
£ Okta IdP |- it & 1 (0 WL 1141 )8 1, on page 37120 EE 1. D
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a) X THHRRBME, il i (Edit) A mA S 1dP e R BT JE A CPAF
SOENRIEAD o AT Z AN LIRS 2 BRI .
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What to do next
FEAR S5 PR i N R BCE P A Bt s W2 7E Okta IdP _ERCE H P A (LS, on page 36,

7£ Okta IdP EECE F - f & RR 5
5 TTLLAE Okta 23t UL B2 A ARAEAS AT/ SR SRR T2 SSO T/ 3 G
o LT P BUATWY, WS 7E Okta 1P _LRCTE S (AWK 7 JBHE, on page 36
o B TAURREATWUN , 1250 25 Okta 1dP 1AL A5 (5L 9241 PE, on page 37.

1 SSO HI 7 s B Py KB H 0y B, Okta 23 1) Blj K85 #E 0 $2AEAE Okta 1dP L H (1 41/ 54l
B . B KRS B0 K% 8 Ml 5 Group Member Attribute Value 7B i 1F I e ik ik
ATERAE, AR 1) P 45 77 T 6 1 €0 LA RS L E 3 U ) A PR <m%&ﬁ&ﬁ@mm,w%k
WAL S TZA P AN ATRCE N BOAR S A, &R U IR T R .
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AR R 26 =5 P s B R B A e SURYE. ARPEIE R, 131 Okta U
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* {F Okta IdP FFCE B KB H b0y MRSHRAUERT N, Wik Okta e & B JCh e B Lo il 25 $2 1t
T W 11, on page 329 fiTid .
* FiL'E SSO HI -~ A bl sff By KA Bty 40 71 B KBS BE O ok Okta 0 P A UL,
on page 359 fiTid
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PR mERIA Okta I & SO s & 1k -
o T BERRR , UTIESE .
* 2t Okta IdP ¥4 &I 2 7 KA B ) TR AFR , A& BEUCHLH A e ik =
IRAR B A R0 S5 S B KR B0y SSO LB N (AR RIB MM AN AP L.  (FS
B 7 7 KB E 0 oA Okta B & H - A AU, on page 3525 5. )

IR 2 0T L RC B SO o4 B3 KRR B O e S5 3R AR I R RS s T D SR B 1R ) #
JE e —ME.
I FRIE AR P K E B L K B P A sl th. Pk g s D Bty ar s S
A AE B KB B0 0 Okta BCE T A1 AU, on page 352D 8K 6 /X FognREAS B K i 2
ol M ERRIEXBT L. O T P kKRB0 B M (IR T BUEL, B KA
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Before you begin
* 1t Okta IdP LT E By KA BErhO IRSTERBERT N s 1204 Okta FC & By KOG B0 IS5
ARG N, on page 32

o FE B KBS B ORCE T A R s A B R PR R Okta IC B 7 A1 (AR, on page
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Procedure

IR {E Okta BHH GG M AN B #s b, k+E K2 (Applications).
FI1E2 i SAML N
$IE3 L EM (General)it i .
$IB4 i “SAMLIRE” WM 4RiE -
LIS A HEMER T
o XETRER, VE R AR B KR B0 SSO AL E L E N R Y B B I AR R E R GBS R4
By B By vl Oketa BE & 7 A B BRI, on page 35 IFIP IR 4)
o KT EIERR, W N RIA SRR B KR B L R FRAS AR AN A
Okta Y4 A 5 HH P & LI A RR AT LRI, ARG RGEVEEC M AL 48K 28 B KBS B rfly e KT
IXUEA, B KR L AR I P A R

7 N7, OktaRole ;2K SAML A& ML A4 FR, WIESZ “Startswith FMC” .

GROUP ATTRIBUTE STATEMENTS

Name Name Format Filter

OktaRole Unspecified Starts with: FMC

TR Wi T—%, AnEdisEm.

AR Okta £ B BRES <151
R

B sr



Ak okta gt =il

£ Okta "PALA A CLBR , Rn] DL A4 FRab ity B KA PR AR Lo () 2B RE SRR A4 FRULC I A
EXQEE l‘/i'_ Ell-\?fﬂ EF' EA@'JLH% :‘F% @.EH{ETE/]QE% é)@ l‘/i'_ OktaRole *ﬂﬁ/}e%ﬁ ?El E;C/]Qj OktaRole
JEVEF T 2R B KA B O IF Sk T AT 4. Okta 706 sk 7 5 IR ] By KRS Bl Rk 418
Pk oktarole o A IRAE Okta FHCEABIEM MG R, HS @EOW&EL%E%@%%%@ET
on page 37,

TERE/RT Okta H1 ABIMHIER] »

GROUP ATTRIBUTE STATEMENTS

Name Name Format Filter

OktaRole Unspecified Starts with: FMC

Okta IdP HH N :
* FMCExternalDB: & - T-K-7E Bl KBS 87 # rp ot rh 0 BC A SRS 12 P fa e i .
* FMCAdmins: & H 7 B ks A s 2 A - .

= — o
NERR TIX AN
O| FMCExternalDB | O FMCAdmins
Created: 12/20/2024 Last modified: 12/20/2024 View logs Created: 12/20/2024 Last modified: 12/20/2024 View logs
People Applications Profile Directories Admin roles People Applications Profile Directories Admin roles
Profile Profile
Attributes Attributes
Name FMCExternalDB Name FMCAdmins
name name
Description Description
description description
Roles FMCExternalDB Roles FMCAdmins
OktaRole OktaRole

4 SSO I sk ) B KBS ELrpLy I, Okta < 1) B KBS by S 4L (0B E oktarole. Bl
)(P”’“EEEPM et m bty B KBS B O P RCEDY AR SR TE (oktarole) AT ERIEAT HEER. R
fii Okta 41Jm PEIL JEAS, AARLL FMC Ik I AT A 30 4B BB 1AM (. Okta IdP 41
FMCAdmins A FMCExternalps S5 TP AT R s 21 B A CUlC B s AR CRCE A 0. IR
AHREBIVLRCI, W 5 K A B O 2 Tz — AN TR E AR P A, e A R T
SRR .

FEEIR TASTR G B B ARG SRR A g




. i#@1d Onelogin BL B B m &

Role Mapping
O Default User Role * ©® Group Member Attribute *
[Security Analyst v } [ OktaRole J
User Role Mapping (2 rows) <+ Add user role mapping
©® Group Member Attribute Value Domains Roles
FMCAdmins 174 Global X ® v ” Administrator |x ® v ] o
FMCExternalDB 174 [ Global X ® v ] [| External Database User |X ® v ] ]

i@ Onelogin Bt & 8 5% F

W2 L E45 LA# A OneLogin Ait'& SSO:

VPR 7N\ 2N
Onelogin ‘\1‘ /Review the ‘3\\2/3Configure an ‘\9 ) (Optional)
Admin Portal | ~ Onelogin ~ management Configure
subdomain —» center service user role
pl’OYidGl’ app, mapping
assign users
Management \3 Enable single \f}/;Configure the @ J(Optional)
Center sign-on management Configure
—> center for SSO, — userrole
test mapping
configuration

ERILES i LY 1A OneLogin §1, on page 41

(o | B KR 24 OneLogin Pt & By K45 57 B Ay IR S5 $AIE 75 3 H , on page 41

3| OneLogin FHE G [T | ££ B SR L rhul i HI L RUEESK, on page 30
)il

4 | OneLogin FHELGY ] | 4 OneLogin SSO AL EE B K S EL Ly, on page 43
J

5 )| OneLogin & #5117 | £ By k&84 B0 holy OneLogin FCE I F* /1 (AWUH, on page 44
I

(6 )| B kA HL AL 7t OneLogin IdP & ) ff (LT, on page 45




% & Onelogin T3 .

&% Onelogin Fi3

£ OneLogin ', A5 1wl LU [R]— SSO WK ™ 15 il i) T A 1k e 2 MNP R S A4 O 138 7
¥ Wi KA L0 W8N 2] OneLogin T8 /Y, W AGRILACE; A LUT &

* FZ /DR PRI LAV ) By KGR B 2
* OneLogin 381 - ] 7 & 77 o2 20 1) Jl 03 ?
« $5 =7 H3% (U1 Active Directory. Google Apps 5 LDAP) H [ H ' Fl4l /&5 5 OneLogin T
B8 2
o e T B B 2 T BN N R OneLogin 138k DASZHE B K545 #0111 SSO?
o BRELSPMOWIE R SR I[Py KA B A2 (CRERBIE A I 7 A, B kO B
tl 2 HEA T SSO 4 Bl rT iC & BRI P A e D
* U428 OneLogin 3 (I HT AL, DASCRE a5 (10 7 1 (e 2
IO, AT LR B KBS B Oy A 000 O BT BN P R T A AT U, RS B kR
BHrpCy B AN B RIS SCREZELRI A F P 1 A (e

ARSI B D 2 20 7% OneLogin B EE 61117, FF HARAT HATEB R BRIk . ZERCE - A
Wb, SR T BT R A€ T S 7 BUR OneLogin Unlimited 1%, R ETHFEEZHR, 53
52 7F 26 $E L) OneLogin SCFY .

77 Onelogin BL ERF AR E R O ARF IR AR F

i FH OneLogin & #1[ ] J' /P [F11X 2 336 B 7E OneLogin 1 g B7 K 58 20 IS St v, K H
FUEA S Bog iz N ] o 8NV 1% SAML SSO M2 A1 OneLogin 4 FI 51 11 /7 o A SCRY HF AR A 4 AL
Ifes5 411 SSO UL F I T H OneLogin ThRg: i, TG A4, BN P A BN H
SAHP A E X, 1520 OneLogin 3CFY.

\)

Note i JLERIRILKE I AL ol By KA By R H, DA I e 2] e iy H A S NHEAT 3

)

Note (5 5 2 B fva ANBESREAS I 21> SSO I P ¥ M (e s S8 b B PR 7 1 LML BI04 A1y ALt
JFHCE FA & 1 UK P #8 €445 B OneLogin A&3X 3 B KA B L

Before you begin
* #4& OneLogin FHUILH P FIAL: 15214 &% OneLogin 14, on page 41,
s Wi WE, {F OneLogin TPz K F




B 5 oneLogin B U R LR SRR A

A

Note = giuisk SSO WK/ (1 ) 44 LA K IdP £E SAML & 5% idd Bt b R34 5 K B
EEEHL 1) NamelD J& P #0200 A7 240 f - I - Hokik . V92 1dP 2 A1 3)
A8 2R G S B B P 44 4 NamelD J@ 2k, (H G NS IdP &
B IX PRI . 75 TP ARTC IR 55 B2 AL 1 I FH DL S G R 4t 52 1 0k 877 K 4
BRI SSO Vi R BLPR 1K) IdP FH /7 K5 B, i id AT IX— .

* ﬁﬁy\ H *Zl‘ @jj{iﬁﬁﬂliplb 1) 3% URL (https: //ipaddress_or_hostname/)o
S

Note 4 SRy LUAEF £ /4~ URL Vsl #5140 Bl KBS BP0 Web 6 F1 . (B, 58
S PREA AP HhED , SSO b ZiAE I A A2 AT 55 HH HE B A 65 3 URL
— Y ) B KB B .

Procedure

TR A SAML MRS (B MFARLRAIE B K B IR S5 3Rk ma v ]
P2 LT B RCE N -

KT ZAX (EIKID) , BFFFH /saml/metadata BINE] B KBS B0y B 58 URL. f5l40:
https://ExampleFMC/saml/metadatao

© X HRWTT, KA E fsaml/acs BYANEY B KhEE EL AL Bk URL. il

https://ExampleFMC/saml/acso

« X1 ACS(GE %) URL I8iEA, %A OneLogin T8 A HAL FH () 2 IE A Bk h% 4 B bty URL
ek AT LB A ACS URL FE4%an 77 sUE ok A 28 17 5 i S0 R 7 -

« ¥4 ~ B In# ACS URL 73k
« /£ ACS URL KN s -
o JEERFAS 7 A 2 WUHIAEA \ , 7E ACS URL .

W'Jﬁ”, XﬂLﬂ: ACS URL https://ExampleFMC/saml/acs, @%E‘] URL %ﬁﬁ;}?j’q
“https:\/\/ExampleFMC\/saml\/acs$o

o T ACS (ERE) URL, iEW 744 HE /sanl/acs MEINE] B k%4 H by B 5% URL. f6l1u1:

https://ExampleFMC/saml/acso

* Xﬂ‘? yéi URL, 1%4%‘??%{'% /saml/acs MﬂJD@J B)?Jd%%ﬂW/D %’Ei URL, WJZIH
https://ExampleFMC/saml/acso

* XF SAML %7, IHIER msiRti.




% OneLogin 880 & prsgems L [

FIE 3 K OneLogin F J' 0L 7 KBS HE O AR BRI RT N
FEA  (A[iE) A T RAL B KBS By LI SSO BEE, BT LK B KRS B0y AR S5 B R N 1
SAML XML JC##i M OneLogin | % £ A v+ 541 .

What to do next
FUBALAE S W2 00 2ER KRR o H 8, on page 30,

77 OnelLogin SSO AL & B A IEEIRH L

1 B KA B0 web £2 H AT HTXLE 3]

Before you begin

* {f OneLogin & H1[ ] LA B kB B0 MRS HAERT R s 152 04 OneLogin [t & By K
L5 B RS, on page 41

© RS WS AERT R B0 E TR SR, on page 30,

Procedure

B WD IRE N AER KA B0 R ] F 565K, on page 307T4R. ) & BCE Onel ogin JTEE X 1k
M, A AR

* LT SSO MLEMEE, AT LL T H#AE:
a s FHEE SRk .
b. M OneLogin iz 25245 N H # A LL R SSO Pie B AH -
s BIMEMIEFBESEF URL: M OneLogin i\ SAML 2.0 i (HTTP) .
- SIMEHIEFMAE: A OneLogin T M%kEH URL .
* X.509 iEH: %\ OneLogin '] X.509 iEH -

* WS ¥ OneLogin 2B B XML Jo$ls SCAFRA7 BIA M UL 24 OneLogin B & s Kk B4 B
MRS R N JH, on page 41 25 4) , AT DAKRiZ SR EAL B B KBS B b Ly

a.  miili EARSCHE RIELHL
b. %l SR L AU SATEIA T SN0 XML el SOrF R #2300t

T2 miliT—%.
PR3 AL WIETTEUR XA HET, EEIESH, Rh Al REF.




B = wroosesh t onelogin BB A £ sy

FEA G MNREE. WRRG RN, WAE P kR B O (1 SSO L E AL OneLogin 55 ¢
SR AR, EIEFTA R, RAEi.
FES ARG R NI, fid A

What to do next

T LR R SSO I LB FH /- A i sl s 121 78 Bl KB BE A0 o kg OneLogin B & H F A 4
WL, on page 44, WIRBEIEFEAELE A (s, JBRIAEOL N &0 8 3% P K # O T SSO
P o3 B AR 78 B KR # 0 k) OneLogin B & M A LB, on page 44110 5 4 Hhlic & 1
Pt

7 B AN IEEIE G B Onelogin EC & F - A RS

TR RSP A SSO FRALRY, EBT KESE by Web 45 11 o4 Y™ A (0 S 1E 5 1) 7 B 2 AR [
(o AHIE, REWCE IOH 2 207% FE R A HT 1) SAML SSO £ LR 3 sijti F /£ Wi 1) 7 =X

Before you begin
* #F OneLogin /" f14l, £ #F OneLogin 13k, on page 41,
« B KEEE PO E SSO MRS IRULEI N A ; 5S4 b OneLogin Ft B 7 Kk 55 B HL 0o i 45 42
AL W, on page 41,

o FEBT K S B G 1R TG B 8 TS I AER K HL R0y A B RS SK, on page 30
H12% OneLogin B & B K5 FL P L IR 95 5 1 T, on page 415

Procedure

T EFRE @) > AR > BE5%%.
TIR2 RITeREE.
PR3 EIAA P € (Default User Role) 741 ik £EERA I By K B5 5 B by L M e A BCFH 7 o
PR A (kA REM (Group Member Attribute) “FBeHr, 4 A1 OneLogin "1 o4 I sl 20 1) By kB B
O F P OB E ) J8 . 152 % #F OneLogin IdP L & 5N 7 (K 7 (L), on page 45
HIEE 1 2P EL 7E OneLogin 1dP L C #4114 7 A (S, on page 46 IS 120,
PIRS BCE DA A OB TR S S — A 2 AN
a) XT ENRBME, il wiE (Edit) AR S 1dP g X B PEEILRC B E (47
BOENZRIERD o LA Z AN LU 5 2 BRI .
b) M 13 (Domains) FHiglEd, EHE— iz,
c) 1t Al MhyIEd, EHE AP M.
B K B B L K SR PR S 1dP RIE S By KR B b0 (R A e Uit s PR AT SSO L P15 B
HEATICR . FRBNCHCTI S,  B7 KO B Ly 25 1) Y 4321 AH R AR €2 LA RO T C B S P 17 il A
B




% Onelogin 1P tEEA P fens [

d) Ak sidds A P A ERRET DL INTE 2 H - fi gy

FE6 il MINEE. WIR ARG NSRRI E, THAH Pk EEE L 1 SSO B & AL 4y Ik 554 i vy
I ARCE, SRR, RIRE
T ARG E NI, il A

What to do next
TEMRSS B R N H T C P A i s 1522 71 OneLogin IdP PG # H P A (UK, on page 45.

7£ OnelLogin IdP B E F P A &R Gt
&P LAZE Onelogin B2 03 1] 7 _EAR AN AR BRI PR AL 'S SSO H 7 A1 (o Wi

o BELT RN P RUBRBEA TG, 1 23 71 OneLogin IdP _F T & 53> FH IR HT P £ (R, on page
45,

o BILT AR BE TS, 5204 7E OneLogin IdP L ¢ & 41 14 FH 7 /1 (. L), on page 46.

1 SSO 1 /185 B KRG HL L, OneLogin 2317 B kA8 #E 0 #2445 A OneLogin IdP it & 1)
& XH P BRI G P el Mg M. B kB B Ry 5 iZ 8 M(ES Group Member
Attribute Value 7Bt o I 1E W2k AT LR, AR ) F P 4% 7710 8 140 A €6 DA RO G S Bk P 1 1)
PR CHRARIRBIVCECI, 7 KB #4352 7 F P aT e & B P e, A B B AT Ui )
A SRR . D

)

Note oA [ JCRE S HE vy ANRE [ I SCREZELRILSAN P 10 Ff I Si s a2 )5 CRA B s JlR 55 B it
1 N R #E R D53k, JFBubAE e . B khE A B Ly A BEEH] OneLogin FHACE > H
€SO P BORSCRA M S o T8, X RAVFZ I Bk B oLy, B 2L s 3
AR WENI% AT OneLogin 110 £ 37 1% FH P A2 2

7£ Onelogin IdP EECE SN PRI F f &St
{1/ OneLogin B L] 4y Bj KB EL 0 BRSSO B e LS00 A e XH P 7B X
463 OneLogin $& it T 7E SSO skt #Erfels - M (5 B AL s 2 By KBSt 15

Before you begin
* 717 OneLogin FI I M4 ; iEZ 4 #F OneLogin 15, on page 41,

* 7t OneLogin " O HITC & B7 K B5 7 BE b0 IS5 HR UL N H s 78 244 OneLogin MU & By K
ARG P HE R MY, on page 41.

 BCE SSO H P Ml , n 78 P kI EE 0y Hoh OneLogin Bt EH F A (ALY, on page 44
TR .




B %= oneLoginiap R E A A EmEt

Procedure

SRRy P KB B O IR S M B F e XS HL

« KT FEREFR, IHMHELE B KR R0 SSO Bl B H T AR R E M H’J*Hﬁ%%o (&%
e 7E B ks #E 0 ol OneLogin B & HH 7 fi (LB, on page 449 (12038 4.

< WTE, WERAEBICAF IR, B Fucuserrole. XN BORAE ILRR P IR 2 T CE K
SR BU A BRILHC o

LB 2 QA XHP B, DS BAA U B K5 B ORI R OneLogin F P I A P A B B -
Xj‘a: g* ?E/Xy 1ﬁﬁ{ﬁﬂlea'ﬁtﬁZ$d\, W'Jﬁﬂ FMCUserRoleo ﬁ%‘?ﬁ‘%jﬂlﬁt%¥’?&g§§ 1 FPF)?J@?@E‘?
H A XS HEEAE I E VLR

T RERER, HRMNZ T B E S AR, (GXHT OneLogin ek M. )

PR3 TR ) By kB B0 RS AL R N AN L, SRR R IR 2 TR A ) B e CH
FF B e — M
M H AT SSO sk By kB B rbuy I, %A P B4 e BORMEL: B K B EE O HIRAE
SSO AC & rh oy Begs By KB B0y )ﬂFﬁ%@E’J?@ﬁiﬁlﬁﬁHﬂﬁﬁ’]ﬁ GEZ W 75 B Kb i
> 124 OneLogin A& H ' M (LB, on page 44112038 50 )

What to do next

o TRLAEI SSO MK /7 65 Bl KBRS PG JEET P AT i Bk B B L
fth, IR U %

7£ Onelogin IdP EECE A A9 F P f B BRLET

18 J1] OneLogin & B 1) Jy B KA B ApCy iR S5 B4 15 BT B3t B i CSHO B SO 7B H
OneLogin [ 73 BEEIAL. AR5, A8 BE U 7 BoRH] P AL I — A s AW, UE OneLogin
AR5 4L 53 503 D A€ P 7 BUM B — M. X287 OneLogin $¢fit T 75 SSO Xk id i

Rk TAL A A Cs BARIE 2 B ks BE Gy (535

OneLogin R4 FEAEFE T N AT DAEH LU R fhdlz —:
* OneLogin [JAHLA .
 MEE=J7 N (Bl Active Directory. Google Apps B LDAP) [Al2D 4 .
T LIS AT — 2824 1) B7 K B B bl AHFAT A AR UL o AR SCR 4448 H OneLogin ZHBEAT 1 (1

Wedphs A 56 =07 N A 7 RIS A A A s =7 - P A BN . A1 G EAE R, TS
OneLogin Y.

B sr



iila

% Onelogin 1dP FEEAmAAmens [

Before you begin
* &% OneLogin T FI4L: #5204 &% OneLogin 14, on page 41

* 7F OneLogin " O AL & By K85 BE b0 BRSSHRIERT N H s 78 244 OneLogin FC & By K3
O IR S AL R, on page 41.

* BCE SSO HI™ Al , i A8 Bl KB P L Wiy OneLogin FE '8 7 A1 (LR, on page 44
T iAo

Procedure

SR 4 BB B L RS fe i N G B E XS

« KT FEREFR, HMHEE B KR R0 SSO BLE T H T AR BB MHFE AT (5S
) 76 B K 0y ok OneLogin BC'E H P A ALY, on page 44 2K 4, D

W T E, WERAEBICAF IR, B Frcuserrole. XN BORAE LR R DB 2 TP LE I
JR B A FRILAC o
T2 G A SN P B DV BAT U7 IR B K B OB BR (RS OneLogin HY ™ (T A1 G445 R

T BIRFEL, RO SRR, B Fucuserrole. XA A LR PR 1 b A (1 B
HY B XS HER BRI HIL A .

© XFT RERER, WHRILZ T B E S M4 R, (XA T OneLogin i . )
PR3 QAN TR, DUREE T AL 2 Boss AR IR PP i D B 2 PRI B U 7
B QUETEECEEMWUR, CUE N R OneLogin I/ 2143 BC IE A1) By KB B0 I A £
© MBI A F M, R B B H A FREET T
s WERGBEZ A FM, WES T AR AL (267 5 pits 25 IEA REREAT AT .

» WG SRR DU A I LR S IR 2 b BRI B SUT P TR SRR
7R, LUK OneLogin Jyili iR 72 S4F MIFTA 4} L4 bt B SUH P 7B 7R R

77 K B AR R AT R S A AE A5 B K B H O OneLogin BC 8 1™ 1 (AR A, on
page 44120 B8 5 o BCas REAS B KR B LGy P AR T I RIA ST LR AR

s ERCESUR, T EREAERT .

What to do next

o TRLAEH] SSO MAFIIK /™ 465 35 B KA I ApLy FERfIAHT T AL T 70 IE 15 K B bt I
fth, IR A U %

Br



. i85 Azure AD FL B 8 S E R

iHid Azure AD BCE BB 5B F

Management
Center

=& Azure A

WEZ 0 LL MMTES LMEH Azure B E SSO:

Azure AD 1 Review the \2 Configure an 6
Portal Azure tenant management Configure
—» center service user role
proyider app, mappmg
assign
users/groups

l ]

3 Enable single 4 Configure the =y
sign-on management Configure
—> center for SSO, — userrole
test mapping
configuration
(1| Azure AD [1/7 7 Azure fiL)7, on page 48

(9| Azure AD [/ A Azure FUE B JChE B rROL iR S5 B BRIV, on page 49

3 7 K B A 7EB7 KB BE A0 B 8 5%, on page 30

A | BRI EE M Azure SSO [ E Bi K B&E BEHHL |, on page 51

5| BT | B KSR B T Azare BCE T A BN, on page 52

(6| Azure AD 1] £ Azure IdP IS E ]/ A (WL, on page 53

Azure AD & Microsoft &1 ZHL ' = I8 G FIU; M FELIRSS « #F Azure 1, LS H P w] U] [A)-—
SSO Ik 5 o] I BT B W 4 P SEARFR R FL o 7E4 Bl KBS BP0y N N2 Azure P 2 /T, 1K
GBI LR, W LUR )

« A2 AT ELYT ) B K S e B 0 2

* HP AT AL Azure B 801 2

« R ARG R oK F A F ok dh ?

© AT E R Azure AL ESINTE 2 AT BRAT LLSCRR Bk A B LG 1 SSO?

o REEOPRCIARRSRIL I B KR B AL TP M ? CHERBGEFEA I . B ke B
il 2 BB BTAT SSO M e vl & BRI . D

o WIRUNT ALY Azare R R HTANAL,  BLSCREBIT (00 10 )7 S (s 2

| Wils



o Azre RER AoEEEs RS REEER |

o WG, BEATLLRE B KRR B (B TR T R T AL AT IR, EARAS Bk
B 7 B R0 AN BE [ I SCRF LRI AN HEP 1R A s

ASCRE e 18 LUK Azure Active Directory [, FF HAAT BAT Azure AD FH W FH 7 2 3RCPR A K
Fro e, B KRR O A SCREA AR R S 0 R 5 SRR B SR 2 (1) Azure SSO. S
i HAT Azure AD Premium P15 5 5 JRAR A VF T UE R4S Joy A B AR s A7 G PRAIME B, 1S 14 Azure
FY.

77 Azure BC & BF A EIE 0BRSS IR A E . FH

{1 Azure Active Directory | ])7 {E Azure Active Directory FH /™ H Q1 By KA # ity ARSI 7 1Y
EPiRE NV VN A ns A

)

Note i LA THRNKE F - 140 Fi el B SRR B0y I, ARG I S8 2 b g P A AN NHEAT 431

\}

Note [5j 3 57  v ANBESCRFAS I 21> SSO B PE ¥ M (it S b B PR 7 S LIRS B2 Ay (s miLsfe
I BC B AN 1 LORE F ™ A 165 A OneLogin /%3 21 By S BE AL

Before you begin
o A Azure L LA AR S0 &R Azure HL7, on page 48,
© WA LS, AE Azure R QU] K SR/ B .

N

Note  ZRZ:%isk SSO k)™ (] /" 44 LA K 1dP 71 SAML %3 id e rh R 1% 45 By bk
LK) NamelD J& P AR AURAT R0 7 IStk . VR 1dP 22 H3)
i S M P R 2 2450 NamelD &, HE NN 1dP 2
TG DL 75 TdP AbBC AR 55 B 08 i I DL S B RE A3 F0) 17 dik
FRL UL SSO Uy AR ¥ 1dP FH P K5 i, 3 e X — R

o ffIA H bR B KR E# 0 (135 5% URL (https://ipaddress or hostname)
S

Note i Lul LUEHI 24 URL (B, 5e4BRaEidiAq A 1P hhl) i) By ki
B rpuLy Web FHIET, U SSO I i 54 HI S5 45 BE AT 55 Hh G L (1 5% URL —
ST B KGR L




B o e RE AEE RS U R SRR

Procedure

S ] Azure AD SAML T HAL/E A FEali Gl b7 KBs e BE b0y RS20 v .
$1E2 LN A SAML BB IgENE N -

W TARREE (ERIRID) , HTFHFH /saml /metadata M INE] B KB B0 258 URL. 9140
https://ExampleFMC/saml/metadatao

* XT EE URL (BiEERAEMRS URL) , FFRFH /sanl/acs FEINE] B KEEE BE O ok
URL. #lll: https://ExampleFMC/saml/acso

* KT BRURL , BFRFH /sami/acs MEINE] By kI EE L0 B URL. .
https://ExampleFMC/saml/acso
PTIE3 G N ME—BAPFRRFTEFR (BFRID) , LURR S By kB # b0 i H P 4 am o 5 H P ik
JR ORI (1 MR A bk«
© TR, ESE mb.
o XFT RBME: % user.mail,

HI 4 A RGE LR B KBS FE R0 B 1K) SSO. X UFEP Al F LA R 1«
o N IEINIE R4 SAML Wi BRI 5 .
o N FSIE P SHA-256,

FYRS LT Base-64 JA T EEIAMT FHL; 78 B KA B AL Web FHIIECE Azure SSO I i 2] £

=
PE6 (ENTHEET SAML G sfE B, E R UM -
* B3% URL

* Azure AD FRiIRFF

LE By KBS HL R0 Web FHHIAC B Azure SSO i 75 B M1,

ST (3R b T AL B KBS FL PO () SSO R, B T] LUK 7 B E FE et IR S5 AL 1R B A 1Y) SAML
XML JoHHE 3 (£ Azure |17 RN BRETTEERE XML ) FEEIARL L.
HIB 8 WINAT Azure /W A4 B2 By K a7 B Ay IRSS NFH .

Note
WA TR T 50l 2hy BT KRR BP0 N, TS 20K I B A R i P A A AT 43T
Note

QSR RAC B A R, U R] DU A A - A B B2 B PR C R (4 A s, (LA B oK
R ARy WY AN RE R I SRS A 0 £ e i

B sr



% Aaure sS0 BB JsEmbs [

What to do next
JA B RS IES R AR KR O B S8 5%, on page 305
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o A B UGS TSR AERT KB O S ] S8 3%, on page 30.
Procedure

T DR ERM AR KA B LR T R 5K, on page 300T46. ) £ BCE SAML JTEURE X iHE
L B IESE:

* BTSN SSO BB R, AT LU N ERAE:
a. sili FHEE Pk .
b. HIAZHTA SSO JRF5H2 AR B HIRHR ¥ LA A«
* B RMEFRESER URL
« BRI FMANM
* X.509 iEH

o GREIRAE T IdP A=) XML JoBHE SO C ATA SAML 2.0 7% SSO HALFE P it & FMC

MRS HBERE Y ], on page 61T HIZEER 5) , WA LLRFZSCAF EAR S B KBS PG
a. i BRSO RIELH.
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B = vooseman donme SAML20 476 0 SSO R EF2 FFEL B A A fa ERR Y

W2
$IE3

PIR4

FIE5

b. %l SR LU SATEIA BTSN XML el SOrF R #6300t

Rl T—%.

75 BHETTER XHGET, AERESH, Rn Al &5F.

st MAEE. WARRGER AR, WS P KA E 0 ) SSO BLE P 1dP IR
MR N HIACE, SEIEPrA R, A5 E,

MAGHR B BN, sl A

What to do next

AT LLESES SSO F L& FH - fa et s W52 76 M7 KB E o0y oA TFA SAML 2.0 SRR

SSO FEMLFEFIL & H ;A W, on page 640 WIS IEERARCE A A, WEGARED R S8 5 %
By K BEE E L BT SSO 7 43 BLiETE 7 By KBS # bt O£ S SAML 2.0 FR#ER) SSO it
FRFPIC & H P A (i, on page 64125 38 4 Hh & BRI At

£ B ASEERE D RATTS SAML 2.0 #7/ER) SSO 22 FECE A - A B iRST

Procedure

T

Lt SAML SSO I i (s, S Z5iAE 1dP A 7 KA B et b 3 57 P

* fE1dP L, NI AL E R DA IA T G5 RO L BEAE s 1dP A4S SSO I ik AT B 47
RAENEZAUG, 2R S8 BUARE] By KRG B D

o FE B KERE R B, KRS S ECAE HT IREAS B KR B AL B A A ORI

1P S SV AR P B4R PRI, B B B AL B R B 20K SR P S B
AN Bk S B G BT R RS AT LU, DRI BT ISR e, JF R Ui 2
B 3o B K B RO SRAT B ERAL, K5 MBI 45 5 Golang A1 Perl SZHF (152 FRARAS 1) Google
RE2 IEZGA IR IE 5

TR TS PEIFD SSO FRALR, 1B KA HL bl Web 45 11 F 24 F P A C U 10 1 7 B A A [
(o fHE, SEWLE P 20 eSS FH ) SAML SSO $2 (IR 3 St 7 A e (1 5 38 #8517 1dP
FRE SR B P S TR R s RS, DMLA A A £ X R SR 1) £ A0 R AT IE I3 5K
B AT T 5%

Before you begin

o g Bl kRS HLOEC E SSO RSSO N W21 AATAT SAML 2.0 37511 SSO $#4tFE
Bl FMC JIr 5 $2 1 FE P BV H, on page 61.

o 7E By KBS B A0y s PRI B 508 5%, TSI AR KRS HE Rt s B 8 Sk, on page 30
A AT SAML 2.0 # %% SSO $EILFE ) SSO Mt & B K K # b0y | on page 63

WAL @) > AP > BABR.

B sr



£ IdP _E247F& SAML 2.0 #R8RY SSO 122 FECE P AURERE SO AP A GRS .

$®2 BT SREE (AEMRED) .
$E3 NBRIAFA P AT (Default User Role) 413 i £ 220l F P 16 7 KA 3 bty P 1 (6 D B
NI
B4 N EREEME. IR RS 1dP B KR O ARSI R Y F Hh A A B A
WAL E R B P A FRILES . (GEZ M 7E IdP L b 454 SAML 2.0 brifEff) SSO HEAERE FFHc B b7 K 4%
R F P A LU, on page 651138 140, )
P BE —ADEEA A O IR AT R — AN B M
a) M1 EMRBME, sl 458 (Edit) A MAS IdP e W EYEEVLER R JE P (55
BUEMIRIER) o o LU ZAN LS5 2 B 1 4H
b) M i3 (Domains) FHiglE T, EHFE—ADkZ M.
o) 1F e NRgESp, ER-AREZAH A,
I3 K S R R Ly B SR AR TP 2% 2 B KR B A0y (K P A e e (R SSO F A S
W7, $RBNCECIS, B KRS B0y 2 ) B P 52 1 FH R 14D A €0 LA BT 0 T 355 P 7 1) A
B

d) ik siddi NN P A EBREY LIRS 2 A1 f (it

FER6 sl MINECE. WRARG L RHHRN L, HEE Bk B G (19 SSO BLE AL 5y ik 55 P2 1L 7
PHRCE, EIETA R, RAER.
ARG A E NI, i A

N
5
~l

What to do next
FE ARSI R N H ThBCE H P A B TE SR E 1dP FOATF S SAML 2.0 FRAER) SSO H L RE AL
BB KB BP0 F P A AR, on page 65

7 IdP L AFF& SAML 2.0 #=/EH) SSO IRt 2 FECE B ASEE R L AR BB

5 LAP T GO DA B4 A . 0 0052 0 5 B 05 1 FT B 4 52 SO
PURALIHE, FEAE 1P 5 P SRALA R RERT, LA I P sRAVSUR A2, B KRR i
HERCLA 10

o ARG 1P EE =7 F P EN ] (201 Active Directory. LDAP 5Y Radius) 5 A /7840
WCE SO, X ] B2 S S i {8 MR AT A E R AR

o R IEAS SSO BEA I H P RIZE A (e o

o Bl Kkt B AR ANRESCRFAL T 24> SSO SR PRI A WU s S 507 T iy o 5 B4 A Ea b
Gb, JFRCE AN R YE LUK A AR BN TP A3% 21 B K B

o XS EATVEZ R B K B0y, 2R £ WU AT L
o SRR AL BEG B KB B AL R, AN SRR RS AL R R A A AT R

* TR B KB RO P A ERIULES, B KRR B A0 BN TP BB P R A £
JEMEAE A F7 & Golang Fl Perl SZFFHY Google RE2 1E MR A NARER Z FRIA . %5 H) 1dP A fE

| "



B ez we EAAAE

SO I B R S Lk R SR, DA 2B A 3 T 28 SR ) £ € 40 FRORITIE IR
A BV A TG T 5

Before you begin
* WHINGE 1P K HAT AT AT 55 P 7 BB

o {2 1dP FECE B KERE E L IRGSRUERT N GEZ AT SAML 2.0 #7811 SSO $2{1ERE 7
B & FMC Ik 5532 R P BV H, on page 61)

Procedure

FE AE1dP b, QIR ERE BORIA R By KRR B s L, DL SR S A W5 . X
AIREE B E . AUEPEEONIE (G 1dP B =05 P R BN e i P A E SO SRIGHE

LA R 1
P2 RCEJEMERDOEN T2 KT RERIE S B s B0 SSO L P IR A 8 QIR I ELREA T Bl
o

BEX Web REBIHF A&

WA EEA P K 5 SCH T f e AT A S A s BT 7 Ay €, DARZ A C 6 T 164 T Web St
Vi FOE ST . i FBOARD T it WS M, 552 0.

tIEEEXHFRAE

€ ST ] DA AR 41U T3 BRI R SRR, e ATy Lo 4 i - A i, w R
MTE AR T fy SRR, o m] LU IEAL B KB B AL N

\ )

AR BRI IEATHIO™ i K DR R DR AR SR ], (AT R R I ik BeAA
FEM e WEUR UL, WEREAE BE I it R ) PR @A R ERIN A ARE#H. S0,
BT RETCVE T3 AT 9t

UK

TE1 EERZE @) >BPF.
$£1®2 il User Roles.

PR3 LR ik —ds g -

o !



$IR4
IS

$IE6

agazxArae [

« sk Create User Role.
o AUTEESLBII P f 55 (O,
o AHA 7 K BEAE FL L 3N B T A
1 fEHAl ik s b0 B, S S (DD AR RIEK PC.
2. e Bk ESE O E, EEE R @) > TR > SANSH.
3. piii EEEURE, ARSI ORAA R A B R AN R0H B KR B L.

BT P AN RR. P AR KNS
CRIE) AINERR . KB B BRI 128 4745
B PR TR BRI ANER .

TEFERURI, IS 74, HZERRAEI S M. WREH BRE R R AR, Wt 2 R
AT 79 RIS BUIRERATIEF I 79, WBR BURMASCA B

S A e SO CUERR K70 SCH ™ A R PRI #5512 10E A T ORI IR

AR A SO At N 32 BRAEZ o IR LR ZOR BRI mTAE “ 087 S~ w] J 0 b g v
P SIEdE . ATLARCE 52 IR, AR GBI T I O ORAAIE R, R A EIE 2 (1515 . (1 R
BN ZIRIEER bk iz R

(Arae)  wkrh SMERERIR R 18] (30D SUHE A T A (0 0 B A P Uy T B RRL

B AT SZ FF IDBC SSL 3 32 119 W FH & A 50 2 1 ey i BCRR o Qi SR 38 =05 N FH 2 1) B K By
AT BN IOAE, A IE RS R B R U5 R AR .

CAIe)  EOETHI M R ETHRBUR, W2 )a P T4, 45 69 1.

9 mdiRTF-

FE SO ORA . WERARS E e R M T, Makzmissich © (D 7 o RN R
AEEE P B F R SO AR R, AR ¢ CRED 7 isaff AR M e seE
Hifke ARIFRSERBINTEAGER, HS0 R E.

T

T LUK 55 0 4 ARSI D REBIEE FE SO At DR E T R 4 m] A RVE e ]
PRI SCIBR AN o

IR R T WA S B RE G E VT R RIS A T T (ONRECE RSN SE DL, DL
JNANBERC 5 N A I DI REINAR L 5 . (& T BB & AR SR Ve R Ok AR
Himg s AR AR RIS AR, WO A AT R NAR SRS R Ry 2O T, T 2 A e S U ) 45
SN, LLACRIE ERAEAE T IR AR . BRI & ez KBS ECE (M odify Remaining
Access Control Policy Configuration) A3 B2 i o 55 i FRE I (1) Bt A Ho A 5 T, /60 46 G0 2 R i)
BRSEms AL . FEL R, SRS AT AR ((EEEE SO U 4RI NAR 5K . b
T3 W] DA TC B B 2 B 4

Br
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B =arrse

R LiFEEHBEX AERA

ETRBRIUR ThRae
i5 a3 &l e 22 Intrusion & Network Analysis | $5B& BTt A
Editor

i) i B 2
Dy [e) 5 T SR s & 3 &
e IS (Modify | 17 P i
Access Control Policy)

18 SUBUY I e 3 e
BSSLR ITT PERIHS i R | 2 i ?
UNES LS & v it
(CRONESHS 7 P i
HEREMEIIRE i i &

FHHEFRfA®

= NE A A GRS A ER A G PTG SRR . ARERERTUE SO f 66,
{2 R LUK LA
FEZHHE T, RS WonE Sk QU R FUE SO M, T DO LT . RGeS
ANAERLSG IR B A B SOt AN AT ORI BEA T G i o 2 A A AN G A ATl £ 1 5 S

Fat,

UK

YR

PE1 EERE @) > AP,

£ 2 i User Roles.

PHIB 3 i B s FH O AR 55 T e e
WSR2 RO R, WIRIECE S e, ol 1B 15 Oid & AR
WRAERATEAAE A C 8l i BE . REEF A IZA6, S mixA s
[ S 2 E I M A Uk ] P B P Al e, IIRZHH 2 205 5 7 65 53 B Web ST T A 8 35 B S Bt
IPMItool iy 4> 7 1) o




LI T |

ERRARAEHE

AU R # O HE SCH A AR OEBUR, DLERFEAAM G BR LASL, B R ECHAl H AR A 2
(FIBCRR . TELIeThfe, ] DR M ARSI AR T ), s S DI ER R w0 ) BRI
. BN A SR T
Blhn, FEA SO RBRAR R A BRI AT TH 8058 B A (R AT A PR . T LARC B e T Rg, LA
P T LML B S i, ol DAL i s (K FCAd D (K0 hid o i o8 ANk Ist, W] LU
P BLFTATIE ™ 0 — AT

WRCEH A OTHE, WS LT TR,
UK
B WETH ARG, 569 1. — X HBEH M MO T H bR
9

T2 NTHHICE B E Tt 569 UL,
T3 I FERD THEJH e, 570 i,

b= yn

>

WERBIrEE

AL FCARAT P At (P Sl e 30 Skge 4 R gea BN TH 2 A b . 302 F e A Bl It
LRMMAE ARELIXANEETD o« AR AT AR AT, BRI
KGR IRFEEN ], Rl RAER T H &

UK

PR EHRE @) > AP,
$I;2 pith User Roles,

#1923 57 Configure Permission Escalation.
PB4 NARBIR F AR ERE A
HIES flili OK, 7T

ST H bR LRI AR TG il B B BATETH % A AR B .

AAEEEREXHFPA®
ZOR LR I TH G L A R T ELR TR 15 SUR P S (e LU RSB Sn (158 SR P
i T

A A E SR TRCETHJCER I, % B HA TR WERERVE BTN, W fie 2k
o MMEAE M AT PCERS IR RS SO s R s FZ P U B R (K B
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B rzmrse
HHRYH Pz g . i b at, vl DU I s 2t i S P o a9, JeIOR ek n LR
BB AN St ek P S LR .
FriaZ Al
MM E T H bRt , 55 69 TUseE HAsH At
gz

T IJHRECE HE SR, el 52 Xt . 58 66 TP BTk,
T2 £ REWRT, L REMABUARE.: %ipHP SUEHE.

HHTTT A AR A O]+ RIEHE 4
SR I EFILM O T IR E . LI R PRI+
© MR EAAIA O ETHIN AT I A RS, LR ER S ER A R EREITS G

.

o G R B R B A A ] AR T SR P R RS, IR SHE 1R E A P B BRI T SR I,
IR TIVNEY AR

P

FEAE I FCA L P (R AT S A B UE ey, TRV ARSI P 44, S 202 s B EAE T
I e R T T R P 2 A BAT s ERz s i i i P EE T . WA Ib 2,
H DA P St o i PR B T 2 e

TR LR EF.

HEHFRAE
4 P AT TR OB LA 5 SCHR P S G, P T BB T FL B (R
i THEON L BB S
UEE:

P11 MNHP A N N, IEFEFARR (Escalate Permissions).
IR G BRI, IR B 0 B o SR )8 T

TIR2 AT O I UE R .

P 3 iR (Escalate). BT LA, IR RAT TR H A5 A (1K T AT AU .
THRFFE R G ST AR . EACR P B HEA A (OB, DTERY, S5 TFIR BT il .

| Wils



woap i [

LDAP B {438 iF iE = = HER

IR A LDAP SR IAEX 5, JF HILTCTE D 4 Bk £ IR 55 4 sCVE R R T s (L S 8103k
VUEIEYSY ESeatE Ll ot

WERAEDMAIE B ZOE T I, 1 22 DL SO0 e i A T W B e
o fifi FE Web ST 5 5 T0 R At mb 308 7S 160 T SR S 6o 552 1K W ey T 5 3850 ) R
o R A FH XG0 P A4 R A A K

o Rr A H S A BGE AT H 25 =7 LDAP W25 H2 21 LDAP RS 2K 0 W 2 LA ] 43 ¥
P IR VN IS

o KA 40T LDAP JIRg54s i H S5 B JE A —.
o WURAED RS T h 278 LDAP 85 f 1% 49, WM B9 90 KM 2 il ik 2 =
7 NS 55 4% BEAT S I0AIE, LA T AR e i e AT (PR S 1 B R
* KA IR IR 55 45 -
o KA S5 s 1P kel EHLA S A7 I
o KR A ANA LB 25 B ELE R 1 5 3 B0 UE 55 4% (K] TCP/IP 15 [ ALFR o
o For AN R 55 A AU )2 A AR BT KR REL LR, BURAE XS B P S B A T2 15 24T T

 WAROR A IR IE R TLS 80 SSL BEATHEHE,  WRIE S rp (1 L A4 0 005 1 g5 a1 A LA
NI

o GUIRJENXS CLI V5 BT S 3600E, 15K & e 15 R0 IR 45 28 & B2 IPve Hitik.
« WA 7RSS 2RI, TER AR A B MRS s 28 , JEH oS g B EIA
{& (Set Defaults) LA & ERIAE .
o W T REA TR HR, i 5 3R E DN (Fetch DNS) BUKS & IR 45 #5% E i T A v) S AS v 4%
HEZFR, ARG BRIk B
o WA FH AT R IE RS . Vi B e s e s, IR B S e 5 A A H AR
o WERATH IR AT RO ERS . Ui @ gk B, 1SR A bR W B IS A LE BB X 4 o

o WG] B R IEA R YRR B CLI V5 M Rk g2, 1O OR 0 Sl g ik ok, JF AT 26
MM ASE AT (WS EN, BR450DN7FF) .

© TMRARZ PR 2 (KA SRS, 1 SR L BB AR A RR, U U R
o BIURAE R N I
o KA1 LDAP RS & 104 BRoe 15 19 Fl T3 i A LA4 UL
o B AT AN N R 55 AL IPve Hbdil.




B =zrrenm

© AR, TR R E RS A R
o QURATFH ORI P R ER A AR E IO S
* WRIER R LDAP H 55 a8 I A0 H LU R A DG 0E Y 1 Aty «

ldapsearch -x -b 'base distinguished name'
-h LDAPserver ip address -p port -v -D
'user distinguished name' -W 'base filter'

WUﬁﬂy ﬁﬂﬁ%ﬁ%%?tﬁfffﬂ domainadmin@myrtle.example.cmnfﬁfa$n§§2§fiﬂ§%§(cnz*)i%f%im
myrtle.example.com J:E‘]ﬁ%f@/ﬁ, J”JJW UJEH% uTlﬁ@{mﬂbﬂ@}ﬁ

ldapsearch -x -b 'CN=security,DC=myrtle, DC=example,DC=com'
-h myrtle.example.com -p 389 -v -D
'domainadmin@myrtle.example.com' -W ' (cn=*)"

ARAT OSChaEs:,  HAE B 5 BEE SRS 5 S AR, R AE N BB (0 &
BEE MG PR 2R AL 1) S AR AR 52

R SR, BEEREOERA R B 83, AT DA 0 s 5 SR A 1L 8 4 5 CLI) ) i B s
B A R 22 B (R HEAS DN

TEXT 5 Active Directory (AD) e 45 o5 MR AT S IR RS, {55 AD RS ae ke plis, (HiEH:
Fit H IR DIR7RZ B0 LDAP Vit i . Y AD RS54 RIA G M T EH A any, & I A ER %
FEH K B KEE U 97 18 2R 56 AN T E B A R B A B S SR 5, R “RHIE”
I SRIEH

fcE A P &I

LR T

MR R e, SBmT DO RE R DK 5 45 8 RE L8 1 e It

FEZ A T, T E R IUE T Rk A BT W AT AT e 2448 2 ORI TR 7 B I
TG AT 2 TN T AROR -2 S S PR ) o

FIrA P ik P S5 R B i LR o ) LABH I S8 50 i, AR T P ik B2, T RE A 2 IS e

JE BB AN, BT AT B KA B b ] bk P R F R L 2 8 sl ik i
R ER

5 JE LDAP 5 RADIUS H)7, NIARREE T Web FU 5 544

ST WA TR RsR Y, EER P E IR

B sr



mxamzn ]

PIE2 i ERER.
I3 (iR ik BIRERD R AE TR A B O R I A A
T4 HNEK HEIE.
HIRG MNEAT PRhE£F
o NSRS RS A BN,
s MU EREBR L, LRGBS ITAIA S R R0 %S Wk
IEPRILEDL, E4e R, D
L6 fUN A (Apply).
B E| 8T
. FEMK S ORIV, B BEE S BN B, R s Dk

R ik B, AT e O .
W1, FR%:i4 WoR Password Expiration Warning U [H] -

1E MRS (Password Expiration Warning) UUIHI b, #&A5 PREFE:
© R EERD, SRV HCE . W AR AR B KRB, b S AU R
1’
JE BB AR AN, B AT By KBE A B O T R T RO SR B AR, 2 8 mih prid
R A K
N SUR I U AR E TR

B4 Web #0150
| ETTLAHEA Web ST 5 A




B o=cxm
s fRGEHER
BEER
AT LUK R0 % S TH ) T R RS I B . BRIA TN “ BRI (BEA > %] > T
W), AR TCA 7 in) 45 I AR I P Ak, SRNAMEEIRER . GEZS 3 fa e B Sl , 58
79 U LLECE BROAFE SIS D
1E 2B, PR 3 U0 TR B R Pk P B U AR (R BT ek, oA 485 U7 i) Z2 AN ik
JURERE T DURT, VIR S T i R A A SR
gz

P11 MNP & N N siRT, AP EIET.
$122 i Home Page.
PR3 N A R BB AR 3 ) v
SR AIFR IR O U AR . AT R, WES A, B2 .

TR R E.

AcEEHUERE

I A RLIEICE” GURC & B KR E D E A RO IE . TR, — SR IR T B A
TR SE (K it n] o A A B Bl 126 P A1 € K P P T DA <40 el R P i 1 2 2 9
9y, AHIE B OR SR B A S AT RO S R

UK

B MHP A TR T hgiZed, 8P EIEm.

$IE 2 Hidi Event View Settings.

PW3 A/ BHERT A, REFAERIEARIE: ES 0 S R, 5 75 0l
WA SCHFEIERT S, BCE SO FEE RN WS SO R IR, 5 76 L.
PE®S F BAREEO HBr, ALEBIANRE L 1530 BIAR S L, 5 76 1.
P61 BIALIERIE &, MEBONTAERRE: ESH B0 TERE , 25 78 i,

B SHRTE

| Wils



sunmatn [

SHULEEIED

] “ A& E” (Event View Settings) VLA “ S {4F E LI ” (Event Preferences) #5743 1] &
Firepower 40 L & FHAEAL B 3L AR AR . R B IX o6 vk & S S AN 22, (HRT A
A .

PUR FBURRTE “ZFAE 7 (Event Preferences) Hi4):
s FRIN “ETE 7 RAE T BB A L A a i DA 2 e S I o T S R R

fldn, G cs ik deE st e E L DeleteAll,  AZ0UAf A SR 0 T A3 A2 4wt
RIBR AT CRLAEAE 2T DU AR s T3 R e A4 AR s e rh R o

o FRART | P b B AVF R T R BN CGEATRED MR IP Mk,
R, WORFHEFRAES KR IP b, JFH O )8 D, W E T REg R R, 5)iEE
B, AAEIRBCE AR, LA B R AR R GERCE T A7, DNS RS
* Expand Packet View 7Bt il St il B A2 S Edls AL i sy e BOATE LT, Bk LA
B 07 R B A
* None - #7854 G 0L 1) Packet Information i 43 1 FT A 1343
* Packet Text - {J&J Packet Text 4>
* Packet Bytes - f{ it JT- Packet Bytes §-#B7)
* All - JEFF P AT #8853

TR BRINBEE T, SEIRZnT LAT3h T Eds AL B (18 23 2 0% SR B e i R a5 6
* BT11TE (Rows Per Page) 7 Bd il EE4E i) N BT M AL & g s iR i BT A FAT 4

ﬁﬁﬁﬁ‘ﬂﬂlﬂjf‘n (Refresh Interval) v B @ S fF 2 A RDBT N TRl B CLLR BN BA7) o BN o
SERIRHr LT VSR, S Ta] [a) B AN IS T2 A T A

* GiHE SURIFRAT B (8] R (Statistics Refresh Interval) #= ISt ZE 00 (Bldn,  “ NZF15e0T
{5 JE.” [Intrusion Event Statistics] Fl “ ZIZEiH{5 E” [Discovery Statistics] G DRI IR [A] 7]
B AN o WIAEFIRHEI . W VER, I R] [A) R AN I8 T4 AR

* Deactivate Rules “y* Buf2 il W L 52 B AE B tHE SCAS U Al (g A AR A1 (0 Bt 0 ML L
* All Policies- HI 3~ HUH s B A7 At g SR E e SCNR RN P KT AR HE SCAS R (8 — Nz

* HRTREE (Cur rent Policy) - HI 300158 T 224 i 8 A9 N AR R m RO AR v SCAS U F) — ANz
THERD,  SANRES HEER SRS 1 R o

© Ask - B IX LRI BERL

SEA WAL I A5 SRR, R R L 0 AT R B D N AR B DB




B coraennm

PRIARS B & 0

XHTHEIZD

{EH “SHEAK & E” (Event View Settings) VLI K] “ A 1EI0” (File Preferences) #5470t & A< b 3L
R IR FEARRFE . I GEH T HA B . 2 iriliei e a0 drim QL) H P A
Fo

TR, AR B AN SCRE T Bl 1 S0, WX ik I o e A H
PUF 7B RTE “SCPE T (File Preferences) 1147 :

« BRI\ “TE0fE” $#24E (Confirm ‘Download File’  Actions) & EHES ] “ S0/ T #” (File
Download) #LH & 2 I RS s FECCH, R s 5 IR 4 om 4k S a0

A

.FH'
it

SRIRFRE OB, g ST A RE B FBAET 3
PRI RN, B T RE A R o RIS F T R
A5 BETR S AR T4 H e 4

THER, AE TR, nTBEI 25T et I

o RSO, RAA IR MO LSO B R 1 zip RO, Zip XHEE
73 (Zip File Password) 5Bt B TRl zip SCPEAI BB TR o0 S L 5 B 2,
T B R T B TR S

* BB7R Zip X ¥AS (Show Zip FilePasswor d) 52 EHE S D)4 7R Zip STF#58S (Zip File Passwor d)
FBR A SR SR T . ISR BN, Zip XEERES (Zip File Password) RO T
o

INRLCTI= P = W7/ T P B 1 e e = RS By A 13T P E R SR S S -
TR BRIAIF TR B D sl i I 1) BE AR AT A

S DI R P € 07 TR BB S 2
o EREGUNIZES N G AT LAV ) SE AR R X 3
DA R CHEE) w] ) i) B e 4% B 758 8] B 2 AR T A7 100
s Ui R OL . RIVE LG SMERECE A . NG, A B 03 R e A wE N L BB VT )
SR B 8] BRI T

TERL BB R BB B W, AR i), w] UGG 28 T2 3 SO A R A (0 I ) B
TIVERG N R BB OO M AT T A R ARV BT RN, I ) Bea E BN AR I I P R
INENIN &

AR BATR = RS S B BRI 1] BL:
* SRR ) B T Oy 2T 1] PR 10 22 B e A BRIA N TR B
* B % H R ) B Ol A H S B BRI TR B

B sr



gitaan [
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