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Let's get started!

1 2

Sign Up/Sign In with Cisco SSO Register FMC with a SCC Tenant

Continue to Cisco SSO
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CONNECTING TO SECURITY CLOUD CONTROL
Security Cloud Sign On
Email
Don’t have an account? Sign up now
Or
Other login options
System status Policy statement
AR TG Lm0 K22 Gk, ERZEGE MKk, HRhRERIEMR
(Security Cloud Sign On) it [fi 7 ) S BNE AR (Sign up now). 52 4811 Cisco Security Cloud
Sign On Ik /~
PIRE  EPEE TR e 2 7. B KBS HE PO FIFEA B R N B A B AR R 1) 224

mPEH AL
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Welcome to Security Cloud Control
OTo proceed with the registration of your FMC, please select a SCC
tenant to register with the FMC and verify the code displayed below

matches the user code from your FMC.

@ Select Tenant () Create Tenant

Search Tenants

ace2-test
CDO_cisco-eventing
cisco-amallio
Hoysala_CJ
TechPubs-Cloud

TechPubs-OnPrem

Grant Application Access

Compare the code below to the authorization code shown in the FMC tab. If the
codes match, authorize the FMC to complete the registration.
If the codes do not match, cancel registration.

2106C2B8

FMC would like access to your SCC tenant.
« Users: All internal users in FMC will have read-only access to this SCC
tenant.
+ Data: FMC will be able to collect data using SCC APIs.

WREBA LAERTEHIA, SO BB RSAE AL, QAL . AR R, ES
IR NSO o VA

PRT Wik Lzl Bor ulnh s AR 5 By K B L SRR AR UL .
B 4 B A SE IR R s o IR

Grant Application Access

Verify this code in the new window when prompted.

2106C2B8

If the new window doesn't open automatically, click here to continue @

$1E8 LR FMC (Authorize FMC).
BB AE P K E A TP RCE
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* 443 (HTTPS) HI-7- Web 2 L5 [

* 22 (SSH) H T+ CLI Vil

WA ARG 161 _EEsIN%E#H SNMP 5 BT AR . BT EOAE N F2Z22H SNMP, [F b Wiist
JA H SNMP, #RJ5 4 GEUS I SNMP U5 [a) BRI . A OCTELNME B, 1S MBS SNMP 5811, 25 68 Ui,

A\
AR BOAEOLY, ViR AR eI AR, 55 RSO E TP A I AR, RS
TERERIAIK any I .
BLE e 513
s ) S AN PR AN B R ) o 335 2 B o DR Bt PER A D 10 5 585 30 0L,
A

AR 0T A A RIERR] By Kk EREE 0y (9 TP skl W RS T e U AR, 1S “1p=any
port=443” IXQ/JR\ E ’ ﬁ‘\){%%i\tlﬁ Iﬂ*X'KEo

FHia Z |l

BAANE LT, Vil #)RAHE HTTPS A1 SSH M. Z0K: SNMP MU a5 ) 512, st )a A
SNMP. 5 RVEANE R, ESECE SNMP 481 , 2 68 i,

UK

TE1 EHFR% @) >BE.

L2 a3k W EE SNMP MUZS N2 B 413, 1550 SNMP AL & SNMP. ERiAIEHL T, SNMP
WFAERPIRAS: 1S L& SNMP #8i , 5 68 1,

PR3 liiiAEFlFk (Access List).
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W4 BRI AN AN TP HhE U7 R B, 3 s RN A (Add Rules).
FIRS 1& |P ik (1P Address) “FB, A IP Hidik sl B ol any .

WIR6 1%+E SSH. HTTPS, SNMP sl HALG, DU 203X L8 1P ik o HI W2 1
PIT sidiiRm (Add).

$IE8 SR E.

HXER
Firepower 54t IP Hihik£5¢

LR SINEN .- LY 2N
5 1832l H & In
F &% @) > B & > i eisH] ki bR S Uy in) 536 g ik .

EE RN E R INER

T DOl fe v CERESRD TP AE DR A7 IS A I R R BR BT U7 170 7 TR RE U F) BE e 3 A8 mT LR
P A AB BT HE P OGRS . BRAKEOL T, sbohfigdb TAE RS .

MR

R RN SRS 5 7 K BB A I, AT DAC B B KA B L BRI EALAE Bt b B SRR R 4 55t
G AERIN P T 2%/ E R USRS X B o A B I FAI SRR T F IR TL AR S 5 H o X sxidibiz
AT I U7 1) B2 AR AN R, 30 BE28 P A7 32 BR A Bl K s e 46 A M o

)

AR N ZAADUE T B KR B L QU RIR S XN GURAE S ELRRE TP Bk In 2 1 ) 2 00
G, moARE A B SRR S e SRR R AN B

B, 2% A LUR 4% H AR il B A A P F R 8/ L 52 -

192.168.1.0/24
192.168.1.23
10.1.1.0
10.1.1.1
10.1.1.2/31

JAARAL ), AEEE SRS, S 2B R R SR A I

object-group network test

description (Optimized by management center)
network-object 10.1.1.0 255.255.255.252
network-object 192.168.1.0 255.255.255.0

A, ZHECE W R

object-group network test
network-object 192.168.1.0 255.255.255.0
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network-object 192.168.1.23 255.255.255.255
network-object 10.1.1.0 255.255.255.255
network-object 10.1.1.1 255.255.255.255
network-object 10.1.1.2 255.255.255.254
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o {3 Web Filf: HEMARLGHE.
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K ZHEHEBERRRGHE: iz HERERBIRGHE , 4 14 1.
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KEEAME R, ESH F % HE IDIET , 216 1.
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T d 2 n] LR A i H B2 EA R H B RS 4. (B0, Wi e adi H &R A T TLS,
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KR AEREWMBREAE

WA BT RE, A% HAE s L L MR s /e R e H G

Date Time Host [Tag] Sender: User Name@RUser IP, Subsystem, Action

Forp, A HY I TRDAT AR AL FRAL 155 NI TR FRIC 21, AX B 44 FRAE A% H BT B
i

Biltm, Wik PO Z H &N S5 22 ruc-auprT-Loc FRid, WK B B KB E H L [ E
B H ST BRI AT R T B

Mar 01 14:45:24 localhost: [FMC-AUDIT-LOG] Dev-MC7000: admin@10.1.1.2, #fE > W%, WEME

WERARSRE T BV B, IXEE A MBE RS H G R T, M, eflad iR g HiE
THE ARG EATREAT K

FHia Z |l

R 7 KR B b i DA RS HE RS 2845 o (RAFICE T, R H ICMP/ ARP #1 TCP SYN
el a0 R4 H S RS2 2 vinl. R85, BRATEOL T, RGufd M 514 / UDP {44 i H
o MERPIEE (W, ESM EAZHE IDIER , 16 1) , WA TCP F-3hld & b 1
1470,

T EFERE @) > BE.

P2 filiE#ZAE (Audit Log).

$IE3 NIEEZAZTAER RS HE (Send Audit Log to Syslog) Tz ik £ 2 /2 A (Enabled).
PB4 DN FBRAUEM T REZRGHEMHIZHE

£ 15t R

RIEREHEY | BEEFZEHERTEEIEFSREHE, 1M NhoIE kAR G .
* JSON - R 40 H G A HHAC & 50 b IR 7R 4 2 5

* API- R4 HEGHH T RACE L Sh 40 2 71 APL

* 6 - BATBRIECE BSOS B LM A A E A H &

Host B b H B RN R S H SRS 2L P ka8 52 2 B e 47k 2l LU
MNERGHEEN, LLES M.
ERE

N IR ST A BASUTLS I, A g 2 R HETAL.
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A ARG BRI KB B, R
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P ARG H & EVE GO IR R
Frid LA H B R G H SN B el ibrid.

ARG AR BT RIAEL, DU D 7§74 H S B A SR B R G H A
HE, BIansfPROUER .

B, AR EAERIR PR G H S P % H S L BTbs A rrome,  HAET-B

H#j N\ FMC-AUDIT-L0G o

(AR MR R G0 H G MRS A PR A%, 1 miil MR ARG B RBR S 28
FREGERIE A B B ARAIE R 48 H B M 28 38 5 ml Vg ) «
1. ICMP [H]Rig sk
2. 443 A1 80 uij 1 Ff¥] TCP SYN
3. ICMP Inf [ A if
4. BEMLIG L LI TCP SYN

iR
AR B kB B L AR GE SRS AL T H 7 R, USR] ARP A2 ICMP.

ARG WA R S5 A AR

FEE nilRTF

_:l:_s

Sk Eﬁiu HTTP AR 5535

WRJE I Ih g, B S LIS 30K % H AL SRR 21 HTTP IR 55 45

Date Time Host [Tag] Sender: User Name@RUser IP, Subsystem, Action
%$,$ﬂ5%‘N@ﬁﬁ@IM%%ﬁ?%%W%ﬂﬁﬁﬁZ%,ﬁ%&%%%ﬁﬁ&ﬁ%%%
i

B, WRARERR LA rrovve,  JUHT L H ST B R AT BE R0 R

Mar 01 14:45:24 localhost: [FROMMC] Dev-MC7000: admin@l10.1.1.2, Operations > Monitoring,

Page View
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24RE |
B =ses0is

FHia Z |l
PR B RENS 5 HTTP IRSSavilifs . B, RYMEIE: WS HIZHE IDIE , 26 16 Ui,

R

TEB1 EFERESE @) >EE.

P2 fiE#ZAE (Audit Log).

P®I WH, ERRIE (Tag) FET, MAZS R —RE/RIbric AR, i, W EE7E A ik H &l
SKEZHTVN N FrOMMC,  TH AE T B HT N FrROMMC

HIE4 NIEERBEERIZEE HTTP RSS2 (Send Audit LogtoHTTP Server) #2413 % #% /3 A (Enabled).

YIRS (EAIXFEIZEI URL (URL to Post Audit) “#Bth, $i55E M T RIEH (5 B URL. A SRl
Wi %1 HTTP POST % #t [ i Wr F 7 AH G Y. (1) URL:

® subsystem

® actor

event type

® message

® action_source_ ip
® action destination ip

® result
® time

* tag (HIRCESN; HSHH 3 )

==
TR

FAVFINEIIE R, WEH HTTPS URL. R i i 5 B AL BISMEE URL Wl 2 52 M R4 fe

FE6 rlRTF.

== L= . >

Hiz & IDEE
] LUE LS E 224 (TLS) UEBRY" B K BE .0 AR AT o % H B RS2 2 R B
ZRimEH (F8)
AR B2 441K (CSR) , B HARRZ AU B AN (CA) HHTEL, REBBELIET S AR B

KESEFEAL B AEIAHARGICE :  FRINT Sy B rpoL 1 DA 0 S 2 P e s, 56
18 T A1 i A% H &3 sl 5 S A B ks Bt 58 19 1,

B 7am=E
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waitcmaEnas ]

BRE2FIEH (A
N T P A, AT B B KR B O AN H S R S5 s Z AT A B S i . A,

TN A MES MPIER (CRL) o BIVER I H Syt 4 217X L8 CRL 41 H R 2 4
UEAS IR SS #5

Cisco Secure Firewall 37 57 LA AT X 5] 4 i B U] (DER) #% 215 ) CRL . &7, XS R H T 8AF
Bjj K B 45 B A0y Web SUHT) HTTPS %% )7 it 15 (41 5] CRL.

ARSI E: T 2A BN s % H SRS EET . 5 19 1.

ZEMEHMEZEE

an s A% H S AR 2 AT {5 i) HTTP H&R%ﬁﬁ%éﬁunﬁiﬂﬁ%%%, 1m] LA AR50 )2 4¢ 4> (TLS) k15
AP 57 K R B by IR S #% 2 [) (R T o A5 200 o B ol A% R AN 45 2 B ME— PR 2% S iE 15
FiaZ |

WSRHEZHEIDIER , 3616 T, TEITFHIIE iR S el 15 E .

ST 75 B I E R0 3RO 24 R4 % S
a) SREUDI P B AL 0 B B L 7 P L 58 18 T2
HRAR R A1 RS AEAO R S E F B AP B L0 2 EE 15544 153K (CSR).
45 CSR A Z N T (T (5 E BTN (CA) LU REE 4 1% ) i 15

R Bl KBS AE B by R R H SR S5 de Z M AN B S 0k, AEA44 % s tE 15 1 CA 4420
5T IR S5 SUE TS 2544 CA HH IR

b) WEREBMANMIZELAET G, LSS G kB E RO . 153 B H R e
PR KBy, 519 T,

FIR2 WE LRSS A L MR EIE,  DME L4 2 224 (TLS) Ph3UF R AR L5 3 B0
HZ T BB A H SRS SET . 5 19 1.

PR3 WA H G, R AR AT R A
WS SRR RS H G . 28 14 TR 9% H AL S HTTP gy as . 26 15 1.

zgRE I
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B o csemt o nESENERASEABIES

FREAAIEEIER O EEENFEZHEZ PIRIES

| o

ERSEN A% B SIS 0O ] IR A T B kA B L rp R T TEVE A B K R AT

o
i

PRY T I TR Y )
S| S S| S

AE AR aE o
N N N N

PSS SFSESESR S SR
S N N N N N N N OO

o=
W 00 N O 1 A WNN -

AT

ZY:E il Base-64 Zifit [t PEM #5820 (03E i sk 2541 .

FiaZ |l
CAERUR LA
« Jfitrgc e, TEAEH AR A HAE LB LA (CA) 25 1S .

o DR SECRE T EAE LA AN A FS IR S5 a8 Z AL BEA T AN L S O SR U, U [ — RS A A AT LA 20 [ P
BB S e A AR 55 2SS o

ERARS @) > BRE.

M E#% BEIES (Audit Log Certificate).

M AET CSR (Generate New CSR).

HFERMX A (BmFEKE) (Country Name [two-letter code]) T B i A\ B 5 A X ACHD
EEIBRX/EET (Stateor Province) 7Bt I AN/ H A X/ EE T MR 4a S -
XU (Locality or City).

7E£B 48 (Organization) i AL 44K .

N BAL (BRIT]) BFK.

1E22 2 (Common Name) 7B i N 22 A LA sRAIE 5 IR IR 55 25 1 56 4 PR e 3k 42
pEb

WA 4 F0 DNS LA ATLAL, a7 % H G50 R

MR (Generate).

A5 F ST G B 25 4T TET I 2 1 S A o

SHREPIER AN AR (U5 BEGIN CERTIFICATE REQUEST il END CERTIFICATE REQUEST A1) ,
SR e R FLRE G 21— AN B AR

W% YIAE N clientname.csr, L, clientname A&VHRIME FHAE B & A AR .

riii%Hl (Close).
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wamasspmrasamusgEss ]

T—2Hit4
o BGUE P B REEAT BB AE UL FE i) “MES TTAE” 35 00 v AV U B O E P iR LA o
« BRI CAEAEP)G, EBILSAREA: HS % H B R SN kB B
L, 19T,

BEZAEEPHIESSABGISEER O
e RS R PR, A5 IR AR

FHia Z |l
o SR KGR B L 1 SRR I R S % P amiE s, o 18 1L,
* TR IEAE T AR IER B KE B O DA A

* WA GBS A B SR IGEAT RN T (] CA, T HER LR AL EE I EE (AR .
BB P ETS ) CA 5 2 BE B E AR TP RIIE S ) CA U 25UAH A .

UK

TR RSO L, ERRE @) > BE.

PE2 suliFEizBEIES (Audit Log Certificate).

$1E3 L ENERE FIRIES (Import Audit Client Certificate).

LB ARG RIS IR A uiE s, BRSO, fUFE BEGIN CERTIFICATE Ml END CERTIFICATE
170 I SCAR NG 2 % FimiE$ (Client Certificate) 7-Bt.

WIS B ERAH, TR IR A AR, U4 BEGIN RSA PRIVATE KEY FHl END RSA PRIVATE
keY 170 FUESCAKNL 2 FASA (Private Key) B

W6 FITHATAT I b aEty, SHEEA SO, R EH I I 2E 4% (Certificate Chain) “FB .

TR R E.

FEAVHIHZAERS HF|IED
RGP TIX BRI (DER) H3R110 5 A CRL ASE S B EL 0 25 341 15

)

IR WRERH CRL BARIEY, R ARFIY CRL SRIGAE & % H B RS 3 UE AU T 2RIk &
F1 Web W 528 2 (8] HTTP &8 A0E .
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B ==suwempsmesics

|

E: 2 ST OF et ISR v e e A DI PE = B R W RE AR g o 5

FHia Z |l

o TR B H G450 AE B O FHAE T A 82 (CRL) )G 9, B RAE ARG 2. 155 0 %
H& IDUET , 2 16 .

s e L R, 317 ORI BRULLGZ AR P S T I R RO AN e

UK

SR AP KBEE L b, ERRE @) > BE.
P®2 suliFEiz BEIES (Audit Log Certificate).
SIR 3 FAI A2 e A d A% H & e At s B A R 25 2%, I B TLS.

JE T TLS I, &G H A% ) by (5 KA BR AP0 B0 R MUIR S5 2 O RIE TS o A2 IR 55 A 5 B0 E 1
TS, 2% i IR 55 4 Z AN A 22 il o 0 T LB UERE R, DA 200006 A2 BA T 4544

* FCE ARS8 H GRS as LURAIE S A8 2% )7 b o
* RPN CEAD CA UES AR IER 45 45 E15 -
o R IHE N P e A 2N CAET.

s WIRMUR CA ZMNE CA, NG INA CA, REFMMNE CA (R CA) HmmEH
CA, RILZSHE.

TR A WEREAA B v IR 5 e A S 3T Sy, (AR R — CA AUA N 32 I 55 AR kA5

R -
a) HUMHERE A E S A RIE.
EEEM

PR IR 55 a5 BB AR 7 S, 10 NS AR AT A 5 )7 g 45

b) sidHRFEFIFHE R R AR AR )

SRS (L) EUE R H RSS20 & amiE B, ks B REE SR,
EEEM
BCHE A TLS I, BARHEE SR IIE L4 & .

A A E SRR IS, ARG HER ) i (7 KBS B0 28520 7 il P AR B R Gt H A5 ik 55 v itk
ITIRUE. &) an ] RS H S S5 3 IR S5 S IE 152844 (1 CA AR CAE . D% it
WA RIS, A o T I IRAEIE R,  AH AL LA A6 A

o BCE ARG H GRS A% LAGAIE 75 ) i L RIS o

B 7am=E



| 7gEE

“E

(=]

PE1

TIE

Z3

samosEEs L rnEgasErmiEs ]

© ININEERIEBIR G H B IRSS AR il e % UET 20 28 R 40 H B IR S5 2% 0IR 45 28 UE 15

] CA 2522,

IEE*:F
TG R A I S 500 % H R B R 40 H GRS 8%, T AT PRCS#8 #20, MiAN 2
PKCS#1 &R LU R dr 247K PKCS#1 B840 4 PKCS#8 kg 2

openssl pkcs8 -topk8 -inform PEM -outform PEM
-nocrypt -in PKCS1 key file name -out PKCS8 key filename

CATE) E AV A RIS S, AT U D3R

a)

b)

<)

LR A CRL 2B,

EEEM
4k BRBESHIEIE SRMER, A2 SRk, HiE, %5 TLS s, B
CRL FKEY YT A6 . CRL I FIRSF2IEHIUE, AT H T 55 F % s s 5 56 E 10 AH B 5
A3 BGALL

JA FIARE CRL 2 4 % P i B — N RIME S, DMEE ) (R4 CRLECCRL. CRL AT
G e RAE, Horb, WERK A CA B CRL R E ZRAE RS 2HIE T 4 CA A, WEIES
KL

i NBIA CRL SCAEA %% URL Jf s in CRL (Add CRL).
EE LB RLIAN N 25 4~ CRL.

fidiRI# CRL (Refresh CRL) LA TR E ) URL INZ% 47 CRL.

WA B2 A b QU 2 Sk A5 18 ) AEAS AR W UL A KT RO 55 IS o
MR

T—%Hft4
(AIiE) W CRL BRI . 15 b RC EE B AT 5158 F k.

BEEHANIEEEDL FWFEZBERPIRIER

HREAA SRR % H 2 b A5 A2 B s B bl m el PR eh s, U REAE G Bl 0t 45
W EAEFIES.

PE1 EHRARE @) > EE.
P2 JUlLE#ZBEIES (Audit Log Certificate).
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BT

TP T AT S SO R DR E AT BRI ZU E 1EhRE,  w] DUKE 3R Sl B 3 e WA A8 A7 5%
1224/ IEAT (O SE S PEARIR T o BT ORAF RS R ST G B S SO, b AR AR i . B
CACR AR T RS I S PR A5 R, DASR et 28 40 S S Il 2

LA 7 9 el 2 s B SO R st s B P 803, JF HLA W RS G B S AT A ORI e
R 2 R R] PO B, SR S AL TR 210t RN ) BE R 2, el 1R S s B 0

ATULE S I % 24 /A TSR SE X

FcB B AT

FiaZ |l

© BCEBSPEIRSS &, DAEGE 2 24 /NN AR GEHEAT (0 S SO S WE A AR EANE R, WS
P S 4% S LRGBS b, 56 29 T .

UK

T EFERE @) > BE.

P2 JLEEMIAT.

PIE3 EhBRASIEE.

FIE 4 NIEFTRTE (Timeto Run) 7413 o PRI B8 R Gt R R H B SO 1 4 25 1 L AR B )
FIBS EEREUT A (Email to) 7B A A sl

R
N INIRAE eSS E R &% £ —3R & (Resend Last Report) LA A A ik o) — A S B e
A HIEIA

FIR6 W REALSHEIRE N, Wik EE%EMKEE (Include Policy Configuration) 5 i%HE .

WD MRS E 24 /N AT A N, IEE D R TEEE MR £18 % (Show Full ChangeHistory)
SEHE

$E8 IR

AR ER
il A% H SR A S
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| 7gEE
sptiem ]

5B LI Tk IR

BIERBEECE (IncludePolicy Configur ation) 32 i FH 44 il 2 8¢ 1 15 76 58 S0 1 4 2 o A0 45 SR B 14
ke IXAUHERT U R . ANAR RIS . RGEEME IS AT IR0 SR W AN 10X 45 o T SR mes (1) B 5 T 2
RIEFZIEIN, 5B A TR0 AT ] S B FE O IR TS FH T 7 KOs Bt

RRFTEEX A FICHE (Show Full Change History) 330 2] 52 48 428 75 78 3 S0 1555 s i
2224 /N R AR BT TEURIE S o IR AR IEFZIE T, R ARG AR 200 1) T e A A L

)

AR ORISR 2 UM o TR B

Kt

Y ey
FEHE
I R A A A 235 B2 S0 E PR L S SO, A A S8 B e AR A T A R A 1 S At
WRT AR AT “ S B

JAH “AFREATEL” (Change Management) I, R4 T (B) Pft r R N2 A, K TES
18 TYE7R#E (Change Management Wor kflow) ¥ N 2] R4 @) . F 7 nr DAl A X L 7 ok 2

[
HRVEIME B, 1SR (Cisco Secure Firewall Management Center 3450 B 775 ) FHIY) “ AR FE A5 #RL”
—2,

7E B @) > & i L, SeTIEE LR E . s RTE R
* BAEMXEIE (Enable Change Management) - 1 - Hi i (R o B9 B AR . SR H e, i
AR BT BT A R B A i DG P B O B
BUERIZIGE, TEDUN G EORIE I, SR A, AR A A R . oV AR
AT, AT R AR T AT L CETIMRE . TR B R ORE.
« FEEMEE-ZHAERRE R, A0 2D HE R O BOIAMEDY 1, (R RN R
Hulg 2 aT DAY S ANEHEN . B AT DULE G e B i 2 26 T

A

AR ATESCEEA IR, JOVE S N, WIR DA AR
LT “REATHRT L CRINHEEY . O B R RS
oSO e N B, 2B R ST T A R

* BBE BB PRI 8- OR B CALHE (R L R B, JERE 1-100 Ko BRIMEN 5 Ko

 BRFIEBAN (WJE) -H N BRI E TSR B & Heht AL MECE b A4 D6 S0 I N SR AR
B, WA REIE N A,

YT BACATHI B KB B Ly, ANy BRI 5T . AH S, AR MEPE AN FR G R G
1218118
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#ix

HILNRG ARSI S /A OGS B . i SR IEAE AT DU AT AR, WRE 2SR e e s
AR MO R S /E; SAN/SH: WEE); AY; Flexconfigit#; w&EM; &l Y
ij{ﬂﬂ—\ @IJ@\ '_I_'[j‘ﬁﬁitﬂﬁz %ﬁﬁu@\ iﬂéﬂﬂ\ FI'I%ﬁ\ é}ﬁéf‘f’ﬁ\ fﬁﬁﬂﬁﬂﬂ”%‘t%)ﬁ: EPM 'T'ﬂfﬁﬁjzﬂﬂ)\o

SECCX LB, JCIRE Ur ] 4 e . WSRO CBUE, WA BIUE ORI, AR5 4 BE R
EVQREN: ]

AT LLRE RGeS N 7E SRR DU L A ST 1P Mk o 38T LY 1 % UAT 1) DNS 2470 B S AN
PE. WL DNS A7 ] DL 2 Uk (6 1P Mk, i EFHHATHIA Ak . IXRE, 5 H TP ik
R, T LA P 2% L AT R O bR A I ) SR

fii'E DNS ZEE M

UK

DNS M HrZe A7 2 X A RGN B R, ESCVEXT LRI HTIL (1) DNS 243472247 .

PR EHRAE @) > EE.
$®2 i DNSZE7F (DNS Cache).
$1 3 )\ DNSRHTETF (DNS Resolution Caching) Nz &, kU Rk —.

* 22 M (Enabled) - Jii HZE 7.
- B2 M (Disabled) - 28] 2245 .

I 4 /¢ DNSE7F#BE (Lo kh 84 (DNS Cache Timeout [in minutes]) 7B, %A DNS 4k H7ER

T ST R A AE A A DA 1R 3 B
BRABLE N 300 708 (5 /M .

TS LR

125 1l T AR

AXEM
e B A F AL B

P AROE I AL A PSR 2 BT AR GOIRES L ZERL I s P2 — S8 K N, TR R R 4
AFTTHEEE . RERCE T HAFUE Sz A1

BT LIRCE. B KB B ALy, DRI m AR Jm D B e ™ Kt
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| 7gEE
sRenEmnassnng ]

AXER
KT FEHImAR

BREFERE B EX 7 i
] “ B E X517 (Custom Analysis) ¥R LE, #RYE R 35 10 H P ] B E & Bl S0k 1 E
FIRo

UK

PE1 EHRE @) > EE.

B2 L HER (Dashboard).

$IE3 BB EX 214 (Enable Custom Analysis Widgets) & 3 HE LL o8 FH Foks « E e X
Hr” (Custom Analysis) F4 45 I 242 5 AR .

PB4 LHRE.

X EHR
RTFEHI AR

*

HIEE
NE AR, BRSSO IR WA B P R . R, RO R . YA
R H L URL D388 . X TFAEM AR, mTRIfEE B kRS # Oy 18 8T 5 AR BF it e = 2
NN R, AT AT 2R A0 S B o i 2R B R B PR R 2R R B . vt Re, NORER
A2 B 1) A AR T A R R G e . ST DL B ARG BN RNl 4 o T 3 e i A
KA, W] LUAERAE B ThEE .
TFMMBRRAE, WA AR OEER, ERA 6.6.0+ 1, ARELLIXF 7 T3 kR
R ) BT LTFE A 1E S B B A A

fic & 2R B S PR

FHia Z |l
o WRAY BEAE N B R B O R 1 R I BRI ORI S, U U R A A5 A, 1S
2 B B0 BN rp 4k T HURGE stk 26 29 BT,
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ZuRE |
B soresers

UK

P ERERGE @) > BRE.
PR 2 EPEEIRE (Database).
W3 XTI, T Bl R R .
AR HAR R T P e O, S R SRR, 5 26 L.

$IE 4 o, (EEEIEE@E ML (Data Pruning Notification Address) F-Borb, iy N 20016 81738 40 1) fS
Feuht.

TS LR TF.

BB EEHIR A
R BT T AR 0 SR T R i KB

R 2 BRESHIRE

EHER R TBR
N2 FAF: 1000 J3 (B KBS BE AL B HL) 10,000

3000 7 (B KBS FR ALY 1000 B KBS
AR 1600, [ KBS B A0 1700)

6000 J7 (B KBS BEA0y 25004 B KBS
PRALN 2600, B KBRS BEHL 2700, FMCy
300)

34 (Bl KBS AL 4500, B KB5S #1
.0 4600)

442, (B7 KB B L 4700)

RIF AT 1000 J3 (B K E% 5 BEAO FEBFN) 0 (ZERIAf)

200 J7 (95 K E%E H# A0 2500, B KA
BErRL 2600, B KBS BERAL 4500, BT
KEEEHL 4600, B KBS B AL
4700. FMCv 300)
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wormsers [

EHER LR TBR
R 5000 J5 (B kB E L ERD 0 (ZERIAAf#)
YA R [ 142 (B KBS B0 1000, Bk EEE B | ok i K iEIEEH (Maximum

(Security-Related
Connection Events)

HL 1600+ 7 K AR HE L 1700)

344 (5 KBS B A0y 2500, B KBS #H
HL 2600 [ KRG UL 2700, FMCy |
300)

1012 (B KEEE BEAL 4500, 7 K BEE 3
FULy 4600+ 55 KBS B L 4700)

BRAUHS AL T AN 22 AR G IE %%#Z
IS, Mo MR REEE B A A R It
Bl o

Connection Events) {5 X & %, NI

iﬁﬁéﬁiﬁﬁ\A@\i#ﬂ
MR BA A R IE A A

LEREAE B Kaw s By b

FE

HERKEESH (Maximum

Connection Events) B '& A &40

RV B3R ok 2 AR S A LAY

MAEFE A

A RICBCE X i KPR, 1
Z T 3

R B AN MR 2

EEHAN . (LRE
s )

5000 J (5 KBS BE ALy BRI

112 (B kKBS R0y 1000, 95 KRS H
HHUL 1600+ 5 KBS B 1700)

344 (5 KBS FR A0y 25004 B K R HE
FULy 2600, B K EEE B AL 27000 FMCy
300)

m@(%km”ﬂmu%w\%kﬁM
HUL 4600, B K EEE E AL 4700)

0 CZEHIL7)

RIRFAF RN AL
allow %R F1F

100 J5 (B-kBSE B Oy ERD

200 J7 (Bl KBS Ly 2500 B k4%
@¢u%m\%kiﬁ@¢u%m\%k
B B0 4600 By KB E B0 4700
FMCyv 300)

W

R

1000 )7 (Bl ks pachey il By khses
Fiep0y 1600 b5 KBS FE A0 1700)

200 J5 (i kEgEE A0 2500, B KRE
@*m%m\&k M L 27004 B K
B0 4500, B KEEE EE L 4600
7 K B4 B Aty 4700, FMCyv 300)

10,000
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B =rusEm

X Sl LR TBR
XA FAF 1000 /5 (B KBS B BRI B KRR |0 CZEHAFAED
ROy 1600 5 KB5S FE AL 1700)
200 J7 (Bl KBS B0 2500 Bk REA
PRERLY 2600+ B KREEAS PR 2700 Bk
AP H U0 4500, 5 KSR H0 4600,
Bjj k1% 4% #E 0y 47000 FMCv 300)
BRI A 100 Jj 0 CZEHIL7)
B AZ 0% 100,000 N
FNROIR A 1000 J5 —
SOVEFI R 5 |30 KA B0 sk (N VRS
oK
HPaEsh (P EE{ 1000 7 —
(G)
H P& (HF 1000 J5 A
P
NAZ B BT 5 N | 100 7 —~
Al
Wk HERR H &£ | 1000 17 0 CZEHIAL76)
JE
B KR

B K B B A0y B S 1) KR E (Maximum flowrate) (BEFPIR &) {EAE https://www.cisco.com/
c/en/us/products/collateral/security/firesight-management-center/datasheet-c78-736775.html?cachemode=refresh

[ By KBS PR Ry B R 1 S & #4% (Platform Specifications) #4) H & 5E

W BT & BB I B KIEEE M (Maximum Connection Events) [ XS A%, WA S 2 441K
EREA . NMZ S SUPFRUS AT AT RBR P E B A A S v N B K5 e B B KT R

U7 B BT AR AR o S EOR AT R AT A KU
VR BTTT b R Al A SR AN T N e KR

FE B8 {E 18

AR EPAT LU N A, S ICE R AL
o TR B AR T FAR KR
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o I BB AE A IEAT IRTE AT 55 AR T
o LM ACIR B AR T R
o T IS 32 Kl I o T
o REHEPEA TR S ks ORIRFHF SR, ARG ERAE IR DUF .

e B BSPERANT, AT RO R G MR 4k AL R IR BRI A i, I TR T A AR 5%
PG SN IIEEIE . OB S, AT LAIR g R

P 25 MR8 A 4k = 41 F038 F0 b hk

R

LB
HIE

$IE3

RS @) > BE.

2 A1 Email Notification.

TERBHHR &k 4L (Mail Relay Host) 7Bt i N A8 R MR IR 4545 1 EALA4 B IP ik N (1 I
PE WS AVF N A AT VT 1] o
7Eim 05 (Port Number) B, 184 ARSI 5% # A8 H iR 5o
BT gty 1AL R
* 25, MR
* 465, i/ SSLv3 I}

* 587, M TLS iy

EINEE 75 3% (Encryption Method) Ak £—Fnss Jj k.
* TLS- Al AR40 22 4 I i A5
* SSLv3 - i FH 22 A4 T 2 I A
* & (None) - VAN s .

IELF
A RIS A e 95 st 2 8] B8 I3 3 A5 AN SR EAT UE IR IE -

fEiRME (From Address) 7B, i A ZOREH A B8 i vr R Y 3~ IS A sl (0 258 F - IStk
fik.

W, A IERL R MR IR S5 2 I AL P Gy, iR FRE R B9 58 E (Use Authentication). 7E
F P4 (Username) FE AN P 4. (E258Y (Password) B N 26,

LA COPC L R B AE R 55 2% AL DB A, 1 o s B 44 Bl 55 2% 1 & (Test Maail Server Settings).
ARG AALA 5510 Bon— 20 R DRI 75 D)«
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B sosezese

T miRTF

SN ERELHRE FE 177 9]
TAT LI B R B Lo Fo V3 =5 P e O PR EA T Rty i) o SXRE, SRS LUE I B
R A AR SQL K £ i Eodh 7 -
« AP bR UER S T H (B4, Actuate BIRT. JasperSoft iReport 5% Crystal Reports)
o HAMAT A SCRF IDBC SSL 2 AR5 M (RO 4E 1 E DD
o JURMZALH AT 417 Java N, 40 RunQuery, 1 ARS H 5 SIS 78 A T 3RECE — A iy [f LLIE 5
Gy BRI 4 R
A8 B KRR B L ) R GERC S B RV ), R R0 VR E ENLEEIR T R S . 1
VERG, 1%V B RAH TR & T ) .
AT LA R A LU LR MR
* RunQuery X2 RURHRAE (15 e A ify D
* InstallCert T H, AT MEE;r) (1) By s B ApoLy R A% SSLAIET
o T B HCH IR 6254 FH ) TDBC BKh AR

A RAE T 2 P A T RSRIC B B P V5 ) A5 R, 1555 ( Cisco Secure Firewall 4 B Ao Hicffs 42
Vi) .

J& 3 &z e SR 7 18]
UK

TEB1 EFERESE @) >EE.
HIE2 L ANERENE EE i i8] (External Database Access).
$I 3 kb R IFSNERERIE BT 18] (Allow External Database Access) 5 1L HE .

LI 4 ERRS B ENA (Server Hostname) 7Bt A AN IRME o ARHE 55 = J7 W K, IBAE AT BAE Bk
ML 5E A IR B 44 (FQDN). IPv4 Hithik ok TPve Hiuhil,

R
FE BT It e B by my ] PR BCE R, DURMATE S SR TR B e BA AN B A2 FIR AR IR
HfE .

$HIE5 fHil; Client JDBC Driver 55321¢) Download Jf-4 M3 W 284278 T client.zip B4,

B 7am=E



| 7gEE
wrres i I

W6 LY — A A TP HAEA g A U AR, 1 AR EML. MR, FRdR B S R IP
Htik B

W T {6 IP ik (1P Address) FBcH, Hi A 1P ik sl fF 58 any o

PIE8 LUl (Add).

FE®I IR

=R

U AR D B IRORAF IR R B, 3 iR (Refresh)

HXER
Firepower 54t IP Hili-£5¢

HTTPS iE$

B 2 AL 72 (SSLY UEFS, By KA 0 W] LAAE R GEAT Web X b g 2 [ N2 N @ iE . pr
A7 B K bt BEAEER B PR ERIAE S, (HIHAE AT AT BRI 4% IIE B AUA LR (CA) B 5 A1) CA ZE R
DI, 37 R HA 0 th A BN A0 B RS ALK CA 2844 11 1 2 SIS

EE P BEE EE A0S 4096 47 HTTPS iE4 . Wi By %2 FE Apo OVl FH A 45 4230 3k T 4096 47 11
INFCHRSS 28 B AR ), WAEKE TE T 6 53 B K RS A B0 Web FATHT . an S IR BB S 0, TSR BB}
TAC.

R 3Ly REST API ASZHE HTTPS iEP.

2tI\ HTTPS FR& 25 H
T RAE B e — R A BR AR SS 2RE T, iEA B R AL E b 75 25 24 HTTPS %5 7 wig ik 43 LA
Ui la] Web LM, RN ERANRSS 25UF P IR A2 2 P i B ) CA 4552,

BRI S5 25 UE A5 1) A= iy A e TUE B I AR e inf (8] B FEOARSS SE-B 2R H N, i5Es R4
@) > B & >HTTPSIEH.

WHTE A, H4 Cisco Secure Firewall # A TH ] UL BBV EETIE . HREAE S, 555 EFR Cisco
Secure Firewall 47U H o

76 B kB b, BT LI B (@) > B8 > HTTPSIES i LT ERIE .
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E
B s=xnmes ms s

B & X HTTPS BR %5 25iE$
AT LU BI7 R B R0 Web SRR I R S0 SRS AR UU A5 B A IR 55 S E A5 3 3R . 2R
LAY SN VAR AR I A B AUA B UL (CA), AT AR i RO B AT 2 . b m] LUK R
JS R SR RE BE R MU B LA K IR ST 2 IEF . SRAFIEB UL (CA) A5, Ll
NZUEF

HTTPS AR 55 28 IE+ 2K

18 HTTPS iF {53 Web 3| % 28 A1 Cisco Secure Firewall %4 Web FiTH 2 [0 [{3EREN, W2 &
A HHEM X.509 2 BHFERE B R IE TS ATIE PR 7138 (CRL) BLE SCfF (RFC 52800 [HIET. 4%
RS AT SR, WAAZIE BARF S Zn e A 3 (X509 v3) , W ARG SILZAET .

FE ¢ N HTTPS IS5 EEH 2T, iR a5 U 7B

B FEL 15 AR

A G IRUE T RRA . fEFRA 3. 1EZ [ RFC
5280, H4.1.2.175,

755 iR CA 3 ECAIET ) IE 3 5. ik & F P41
TME—FRIETS . 1ES 0 RFC 5280, 55 4.1.2.2
e

554 CA HI A B BIEERFR R, Wil

signatureAlgorithm B UL . 1% 2[5 RFC 5280,
4412370,

28R SEAR FROAZE B RN RAUE T SEAR . 152 RFC 5280,
41247,

R CA {RIFHS 444 FCE IR S A S 1 18] B -
5% RFC 5280, %5 4.1.2.5 75,

(iR PRV S ARG LEAE ] 2 A8 7 BEP I A B OB 52

s IHEX.S000] 2 FK (DND o i55H
RFC 5280, #4.1.2.6 .

i 35 Tk A4 K HEB AR I 4 0 TP Mk A FH 3 w] 3k 44 FRAE
RFC 5280, % 4.2.1.6 TithgE X,

WHAE T 2 A a1 ki, AT AL

B

G N HE R WA R HEENAMRST. &2 RFC 5280, 55
4.1.2.7 7,

BERUE IR RAT AR5 A 250 RS N A S 1

. 152 % RFC 5280, &5 4.2.1.1 7,
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| 7gEE

3

HTTPS & P

Hrrps =R s |

EFRFE 15t AR
TR PIFRIRTF RO MU SR E A PIIEB 5. S

[%] RFC 5280, %5 4.2.1.2 7Y,

HYIH] SESCIEF A & RS PIIAIE . 1#5S 1 REC
5280, £ 4.2.1.3 75,

FEA PR A e B EMET A CA, YIRS ILIE 1 A&
KIGUFINIE AR RS . 15217 RFC 5280, 2
4.2.1.9%, X7F Cisco Secure Firewall ¥ £ H i 1]
PR SS ZHUESS, TETH S ca: raLses

YA Y R Ronbr “BHMLEH” P FRRIEAR &2 4b
A H R 1 S VAE A Ak 2 AR
1524 REC 5280, &5 4.2.1.12 71, iHHES AT

FHAE IR S5 28 E-PHEH
signatureAlgorithm CA AT HHE P Z M FEIERIFRRST. DA%
K FEBIUHEE . 52 REC 5280, %5 4.1.1.2 15,
signatureValue 4, 550 RFC 5280, 45 4.1.1.3 7.,
EVTTIR ~
i e P

ST U 2% 7 i 0 YL UE P RS 7 D) e Sk B0 Firepower 54t Web 45 #5115 il o JE FH A FHIESS
I, P2 IR S5 s 2ok TP RO B8 2 i b 4 1A R P T O UE S 6 0 i AR B
S 2RUE R IR ] — AN P UE UM A e W 38 OVELE U N AT 5L B Nz Web St :

o FIPHAE S s T P RUE B K

o RIPAES S FP R IE AN Hh A8 R 55 R A5 (P A LR A il o

o AR A T B B RO UE AN s B RIE S B P e TS U WU A B
SR i VA IS, TR AR ST BN A T AR AR VM (OCSP) BN 28— AN 2 MIE 34
#1413 (CRL). f#i1] OCSP, *4 Web IR55 2 LN R RN, B HUEBMUANMBETIERE, M
FESENT I Z WA ) Sl AT 2 e W SRR R 55 A5 P B 2k — sl 4> CRL, U Web fIi 5%

sz & iy CRL H F 8K 2 il REAT B . SR AT IEHEAE CRL 414 E 4 IE
FEHEAS, WX AR JC i N2 Web FH .

\}

iR

EF5.

WRIEFEAE ] CRL B UEIEAS, W ZR G2 (8 AT A A9 CRL 9610 550 7 S0 Y s U 5 A0 i A% 7 R 55 2%
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B zzuanmes s miEs

EE A7 HTTPS AR5 25E+
7z

TE1 ERRE @) >BE.
$£1®2 il HTTPS Certificate.

4 i HTTPS IRE RIEEER1E

7oA |

R BRI L BN 2 E R CA B4 RAUET, W) 24fb 4124804 3 Web JLIRIN, MY

SR s

U441 SR (CSR) M T A2 B iZ il 5 1 Be 46 A2 ME— 1) .

IR B A Z A BEF A CSR. B

IR 7 BUAGE AT Y, (HIRATE B A LU E: CNL 8L APV, /XL 25/ 86X

1] /3t DA 8 AT A A4 R

S UEE SR AL ) 2 51K T Base-64 4wtis (] PEM A% 2K,

o
i

Qe

WERESE @) > BEE.
K HTTPS Certificate.

Qe

S Sk Sk
S N M
W N =

NIRRT AR
Generate Certificate Signing Request

Subject

M4 B #T CSR (Generate New CSR).

Country Name (two-letter

code) us

Locality or City Austin

State or Province [ TX

Organization | Cisco

Organizational Unit

(Department) [ Engineering

Common Name [ www.example.com

)
)
)
)
)
]

Subject Alternative Name

Domain Names [ www.example.com.www.exchan... ]

IP Addresses [ 192.0.21,192.0.2.5, 192.0.2.10

]

B 7am=E




| 7gEE

santes iz s |

HERMX B (FFEMREL) (Country Name [two-letter code]) 7B A [ 5 /1 X ACHS
EEIBEX/EET (Stateor Province) 7Bt A H I X/ B EE T B9 46 5

N\ XU T (Locality or City).

7E4B4 (Organization) ALK .

i N BT (BRIT) 44K

7E2 % (Common Name) 7B i N2 A 2L SR E 1 iR 45 4 1) 78 4 B e 1844

R

E22 % (Common Name) 7Bt i N STEE 154 i o 58 A R IR &S e e s e 1 4s . i
AHI4 5 DNS FHIAAARICED,  DFEIEFE 2 1 o i s el 3055

SR TR 240 5 TP MU (RIS, TAE “ A& rTk Ak #r h A L B

a) A A ] P A AR OR 1 58 4 PR E SO T (ISR .

b) P Hbhb: N B4 AT IR AR ORI TP Mk

riHE R (Generate).

FIFF— ARG -

EHRERIER A AN A (R BEGIN CERTIFICATE REQUEST A END CERTIFICATE REQUEST 1T)
AR A RGN 380 AN 1 SO ST

KL TIAF N servername.csr, A, servername & v RIS HIE 15 MR 55 28 1 4 F

it ki (Close).

T—% it a
o BRIEP T RITAS BE B AR LI o
s WEIBAUERG, WA PR B L S0 3 HTTPS 5k 1, 28 35 Ui,

E X\ HTTPS AR5 &5iE 8

TR A AE TS (8 AU BRI AT R CA, B A I A —ANIE o (RE PR ©

WERARSR T %0 P e AS s W 2 IR G5 AR ANE & LU MR 2RI, G Web Fi U5 1) B4R 25 %
W

o UEH IR S i E PR [ — CA 244
o AR AR HE A EIEAS 1 CA 244 .

zgRE I



E
B = wresmasics

A

EE BB SR 4096 47 HTTPS E15. Wi B ks 7 8 Ao AT M UE1 42 KT 4096 A7 2
LIRSS A A ), WK TG 8 5% Cisco Secure Firewall Management Center Web Fitifii. 5 <K
HTTPS ilF P 2IRUA 6.0.0 FITELH(E S, 152 [ Firepower REEKATULHH, hAS 6.07 1) “RpiE B
H HTTPS UEF BB BIIRA 6.07 o QR sl sl 3 N HTTPS GiE-45 HJG i 5% B KA B b Web
FrI, IR SRR .

i
el

FiaZ |l
o EMAE A AZAEK s IS4 HTTPS IR S4E B2 4Gk , 45 34 11,

* 45 CSR 3CAF b A% 2 B AREE 1) FAR SRAUE S AOUE PR LAY, B ] CSR KA H AR S
* EB TS HTTPS IRSS#HIEHESK , 5 32 TUh Ak i 2k .

32

T %K E% @) >BE.
$£1B 2 il HTTPS Certificate.
$E3 LB ANHTTPSIER.

oS NN 1 HTTPS iEP.

WA TE ARG A AT IRSA R, FHHEASCA (B4 BEGIn cerTIFICATE FHl END CERTIFICATE
1) o K SUACKE NG 21 BR 55 88 iE+ (Server Certificate) 7Bt .
WIS 2y LR RS I T A O B A A4 K 1 77 5
WA Cisco Secure Firewall Management Center Web J [ 2E AIE 525 44115k (WiZEp HTTPS
RS ARIE AR, 55 34 TUPETIR) , WRGCHREEH, BILHRAETA.
o W LI oA D7 A OB ESK, WA R A B . FT TP RAA B A SO I 52
ANCABR, AHG BEGIN RSA PRIVATE KEY Fll END RSA PRIVATE KEY 1T. BRI SCAKENE FIFASA (Private

Key) 7B
W6 FT TG I RIUETS, EHEEA SO, SR 5K LR I 21)5E $ 4% (CertificateChain) ‘B .
RIEARIETS, AR b . o SR e, (ER RIS RARIE S N 7. EWFEE T,
HHIEA AR, 4% BEGIN CERTIFICATE fll END CERTIFICATE T

T HiRE

W ss5EE
I
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zzaymures 2piEs [

TEEHEY HTTPS X P isiFH
A5 FH M e ] BRI 2 7 KBS R A0y Web SO FHRALH P UE T . R SCRRE A OCSP kL
Re RAE i HL T~ FISA (PEM) A% 205 NI CRL %:4F HTTPS %) ik 5

R EFAE ] CRL, ZEMRMEIE AR 2B, &l LT RIMT 4 kR T8 CRL. R4 R
CRL )50 il 8T o

)

ER BB MR P aIET G U Web S, NS LS P A BUE —AME R S e (ISR s P AN
] CAC) .

Fi&Z mi
o PNHBE R T ERE il B E I AR MU E IR S UE 1 1521 S A HTTPS
R4 #8iE . 26 35 1.
o WIERF P NS A UETEE 5 WS N HTTPS IR&SAHET15 , 2 35 Ui,

UK

P11 ERERGE @) > BRE.
$I® 2 fidi HTTPS Certificate.
$IE3 B AR PiRIER (Enable Client Certificates). WIFH LR, i N5 & ik £ N E15 .
PB4 BSFE B =AEDI:

o LHAEEAY CRLIIER 7 ik S, 1 E#E B A CRL 3REX (Enable Fetching of CRL) Jf-4k 4k

PATLHE 5.

« ZAFH OCSP Kk /vl 45, 15 1EFE /B OCSP JHkik 2 0% 7.

o TAEAR ARSI DL N ez 2 ik s, TRk R P 8.
FIB5 A CRL X4 %% URL Jf i diiAn CRL (Add CRL). HE LA FARLI N 25 4 CRL.
$IE6 il M CRL (Refresh CRL) LAMIEE R URL IN#E 2417 CRL.

a4
JAH CRL BRI e 7T 6132 2 W1 508 CRL AT RIMEST . GHAT 55 LB OB (A%

FERT WU il S B S B BB AR, DL RS AR A A2 At B 5 Ak
BAAEX T IUEBBURNAGEE . GXEEBRUEB AR

DRAF O %7 e 5 OB N 2 SRAE 5 P30 S AAE P A ik Db e A 0% 7 e A5, WS 250
BER T Web g5 @815 o U5 7EORAF B0 Z BT DR O 20387 208 7 it 1o

I zgRE I



74RE |
B so=inTes s s

T8 miRTF

X ER
P B AR AR 73R T 3K

ST ERIA HTTPS R 55 25EH
Bt A P

UK

TE1 %K ESG @) > BE.
$£1®2 il HTTPS Certificate.

ARG E N AE BN HTTPS IR 95 db 15, A4 2 okl .

PR3 Rl EAHTTPSIER . (Y RGEEE 0 BN HTTPS Ik S5 23 UEH I, ik 25 WoR e+
HR R R Eo )

PB4 () EEAT HTTPSIERXEHES,  KEPEHE BT $A LU AR GIF 15 18 25 8

FBS EET HTTPSIEBXHEMES, SR TE.

T— Mt 4

AT LR A & HTTPSIE T i b Won FE BRI ET B8, KL 2T e 8217,
2
A

Web Frififf) Ret > BE WS FRTIIHAEE. BRAESA U, A NP 7 Bl o k.

AR IEZE BE > KT s, AP S RUER AT AR E S

FE 15 AR
YK o B KBS B B E IR E AL RR . RV AT U] LA A

AV AR, AR T Boh i A AL A FRA S S BN LA -

SEAAFR RO . B, FESERR Bl e B A R XDR I
ERRAE ARG A iR & (Devices) I H .

WER AR, AT O B AR b ic A I ], JF HLfs 2288 A4
RERE BT 2 PR HEIL BB o

B 7am=E
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AZR

regrarn ]

FEB tAA

PR AL RS TR,

P55 PEAINIE IR

BAFRA B LT 2B I AT RRAS .

BAE RS METAE B LISAT IR RS

Bk RGRA YT A LISATIHRE RGEIRRA .

IPv4 Hitik BRIN (etno) B EEEZ 1) IPv4 itk W 1Pv4 B BRAL TAERDIRAS, BB B
2T LR

IPv6 Hudik BRIA (etno) EEEHZ 11 IPv6 Hutil. Wi 1Pve & ELAL TAEHPIRES, b B
ST LR

Nl UHTEE R GRS R DR TR, S ) 4
FREVRHA R .

UEREE TR AR E I A A7 3R B 3 B B T o b S R T R A

o,

B B 1k I

Pl N AR SRS 1 B 0, A S 47 R R B 38 OB S 14 5 2

IRBENRREEE XN

LW WNES Uy =pra

T ERRGE @) > BE.
FIE2 A NEREEIEIT (Intrusion Policy Preferences).
PR3 AL

o HXEME AT (Commentson policy change): 4 PSSR SEIG I, 36 i 2 A m
DATC B 3 458 LA B DO e BRER S5 SRS AH DGR B8 e, 76 i3 FH SRS BE e BB 0 T, P B D]
DAPRIE VT AN 2 500 25 1 DR e SR ek 114 L P

U AN SN SR TR REDIRE, T DRSS BB AT e b B 5 CORAT X SRS i 12 1)
BT, B KBRS B L AR T P AN ERE

zgRE I



. EE

R EUN
HEW]

- RER
Hik
ST

7oA |

2RI P E S NE# H & (Writechangesin Intrusion Policy to audit log): 1% It &2 %k
BNE TG P e R B H Rz H &, BRUESLR, ki s .

S MIBRAY Snort 3 BB A 7B 2 (Retain user overridesfor deleted Snort 3rules): & It
HERTAE LSP B B th SRATATAT 45 56 R e SO SE o . iR a HH, REGes(E LSP
T FR FR AR 0P R U AR R 55 . A B KRR L SRRt B, pdiE

(Notifications) > {£5% (Tasks) LAEr Fid s, BRIAESL T, Mg =M.
* Talos BB EREN (Talos Threat Hunting Telemetry): % Il &2 6 HE W] 7814 Cisco Talos $44T

JB
g

24
B

i

BEIFRERE AR BE, RS AR IR EMHE AN 2] 42 )R AR5
o HAR BB EF AN ) AL FTT 30 H R IPS FENUSEAL,  {H Talos JabirE BRI A AR e AF A
INAE B K B KR MR SRR DGR I KX 2 Talos AT 70 AT, BRIATE
s ISVELER

24 )5 H Cisco Success Network SN,  JaBriB e N S5 4F 4 &4 & 3] Talos. 5% Cisco
Success Network [N TEIME B, ESHEECE B KBS0 PUS RS I s br Al 42
EE, 9T,

o WSR2 A i) W R Bl s e B O VB 2 AL RORE Bl K S

A LML H]

EE], MR 24 ) K 2R Security Analytics and Logging VFHJHIE, A4 gk a
JoIpE SRR ) A A % 3] Talos.

Language i1 Jy [ S 746 s AR 03 2

& Web #OBES

U
. YEE
i
B s
iBs
« Hif

. Hhil

B 7am=E
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| rgmE
sximn [

UK

TR dHERE @) >&E.
$I;2 pitdi Language.
PRI EPFEHNES.
FEA SHRE

y_é i*/ \'lvl:l
" LMER B AEIE” (Login Banner) U1 [T 4 22 4 ik £ B IL IR TR e & 18 Bok el H 28 S B
& o
AT Ll ASCIHL AR MBI -0t B 8 S g . R LR FIER A RIEE . S8 sl i K Ek
SRR, MRS R E /RGN Telnet B SSH 215 7] fg £ 2,

B E X & RiElE
e

T EHRE @) > BE.

WIB 2 EFEFHENR (Login Banner).,

$IE3 {FHENXEF#ENE (Custom Login Banner) FB, S\ BLAE A 8 SR e
TE®A4 THRTE

LA JE, AT DA O B A, BLEERAE B KRR O BN INE 2B . BN R
Ik, DNS flR4#3F1 HTTP fCEE,

kY . D rArlay \  Ieh -
EFRFAEEE G OEIEZED
BRSO, Bk Ol NS OB HTE % . BIETT IS B O PATHIME W &
FULEH B S0 E i OB X RPG KRS Aty EHEEHE T 5T IRSGSBEE. N
T DA S AT HoAh 4 PRI RE .

| zgRE I



ZuRE |
| Rt

KT BT I ORISR, 12 (Cisco Secure Firewall Management Center % 751t & f7Fg )
PG Rw & E 0 .

XTIREEHE
FEB KGR PP LV B A I, B AE B SR A Z BB A SSL N Rl 5 fE . By KhG e

BRSPS 20 1) BB AT U] 3 A MV BRI i) BE 25 (1 P AT PR S o A PR VR RN
SR [R5 TR FAE 2B KA B A

RLAE By K B OV PRV, S8 TT AT DA #45
o WA B A JIr A Ve 26 O SR, AT S0 AR A0 e B SO
o PR b2 R R TR R AR A BT
o [ FEE A HER IS AT IROU A I F BT K S B rpo P s A IR
\)
AR RS e R ERE R, T HACK A 2 5 KRR F O T, LA i 2B B A

AR AN SRR RIS B BT R AT T B B A AN SRR A D AT R 7 AR P AN I
TR N LA n i k.

B K B ORI ORIANR FE . WS RIS SR B s PERE s, AT e th 2 BE 3% 3R 1 iU AR
HRRAER, ORI &% L L A AT 50

] LA B KBS B ALK A B A AT N K L RN TS T
A\

PR B K R B A0 ] LLE I http://www.cisco.com/c/en/us/support/security/defense-center/
products device-support-tables-list.html W& AL R sl 2P RE B b i i 1) SRR A8 BRI AT 2 11T ) S LU RRCAR 1)
WA, AR TT L HT A A B D e ANIE H T IX LE DART A AT £ o HEL87 KA B h L D) RE VT g
i T RO .

A P K A B 5 S P e 8 DR e S AN I 8 B R B L I, BE 6 ST A B R T B
ST PR MR IR B

© et B KR B AR T LR B
< AT LR S
o HAG B REE B L aT LUK
JR IR LA T BT KBS B0 B ethO B0Be 8 g 5 e (RIS B 1. SROREATIE:, 2221

FOARE R 0o KA B R b PR 22 A B 1 T L A B 1 o 4 R A B R R
(I, O TT A2 iR B 3 e dee e 1

B 7am=E |
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procgmss treeEn

FORE BERRE, WAL ZMEM, AritsE 20N 5Mbps. BRAEILT, 4 BUIERAL ] TCP b5 H
8305 (b HWIRCED o WUREAE R A AT KERE B O Z RBCE 55— A, 4 T B BB AR B
Wr, T 55 et ek Dk N T TR D 2% SRS R o A B R AR TR R

\}

iR

SN REE (Bt a5 0R) VPND SsAT e B, dniR VPN R A, R R LA g,
DRI RAT TS 5L P £ 1 10 PR A2

RO EIE B B S 2 81 TLS-1.3 i i 2l EiE. W eaeln, SR

frAEEE O ERYEERED

B KBS BT eth0 4 AT HIAG U A R BEGY 10 HTTP 5] B e B, DAS LAt B D)
B CAVFRr AR o

fae v DABC S HA A B4 110 24 By KBE T B0 FE AN R 2 45 BEOR S a5 I, W8 0 B 2248 B A2 1
A DASR i A VR o 36 AT DU X Se4: LV T A A BT k. S8 AT ey B AN B O H
THEEIhRE; B, ETREa MO THTTPE BE U i), 1B o — AN D Tl &
YT BE, B B L RT DR AN O i s T B PR R A T R (AR
THE R MR ERE) , SR ERREAZIAFH R E (0 Web 1) o w] LUESAE B K
EErO ERCERCL AR, TSR, T DAL E AN . IR AR
AT T B sl T ) B . SR IX R RS SE, DR i e D B

ek T DAy B KR O e RE . i, ST BA RS —N 10 TR DUK M $2 D b S
HOCaT D, FIRPRE 2 A 1 TIRBUR M T 2. filtn, T Red BN ew et
FAW 2% FRCE —AMCHAEE N, RIS AN HE FLIBC R U 1) R 9 2 A FH R IS B 11 . VAT
DLAE [R]— W9 2 b [R) I AFH A8 B ORISR 10, AR JRAT T USCHE BN LB SR ) i 2 |, DA #f
TEAE I b ) L, A5 MHAA % 4% 3] Cisco Secure Firewall Management Center [ 1 o) i, 525 % 4%
Sf A L R A B B KA B RO A R O, N S i A% B By K B B O A A
Ho a2 W&ok v A 1, e DR B S Rk B R . (B2, vk AL
AR A HE

IHZ SN ethO Sl B KBS B AP OB BIEE, AR5 H2 iy ol Ab e s B ZRAVH T
i e e A

\}

iR

)

P B SRR R “UF ISR WEE (BB U3 . 28 11 SO HTTP A B 351 . A
S, BEANRERE A DR AL HTTP Py el A5 I AR A SHF IR i B PRI . iR el
PIED

P

¥ ethO #1137 FF DHCP 1P S-hb. HoARA B4 AN SZReif A 1P sk,

SN IEEER O SHEREOXRE
T GLE, SRR SRR 2R

zgRE I
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AT RAFNP KBS DS GRS R,

R 3 HAEER PO ERMERIEOSRE

A2 EEENO

MC1000 eth0 (BRI
ethl

MC2500. MC4500 eth0 (BRI
ethl
eth2
eth3

MC1600. MC2600. MC4600 eth0 (EKIAD
ethl
eth2
eth3

CIMC (UCFRFENMES B D

FMC1700. FMC2700. FMC4700 eth0 (BRI
ethl
eth2
eth3

CIMC (BGZRFENETE B, D

Firewall Management Center Virtual eth0 C(BRIAD

Fr M OEEE PO EIRE O F AWK IR

EEEL (RSSO i A th BRI RE R 46 . AEBCE B KB B L, 3
FLHERERE ) 8 E 1R 5C TP bk G — BB e ANREMBRILER th; R AEE M bt
RSG5 1, ATLARCE 2 M B O, BOAR i A EAs D 0, R £ D G 183 €
(199 S i1k A K P D% J WS T R 2% o WARERIN R 28 EAT 2R 0, iR 4 5 AR AR %
BE(EVSRAINE:Jups

R YT IR M &%, O REANE B A 28 > — AN s i o JRATTIE DORE B3N VA e
(KyPd e, DURE S B AR IR B e, B3 M HEA B 26 1 19 K A7 B ) B el )

\)

AR T BERR IR DA R UE . 6B eth0 20U, Ry alm g, |
PIRNAFEE B
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NAT Ifi5E

MNETH

W 2 Ik A4 (NAT) S Rl i i 8 AL A e M it ik, LAl S B 2 e U H 4 TP
Huhit o NAT 5% WA TGS RVFE TS S TR TIEAE  #AS NAT ST 11 Befle, IZARHIK
73 K A P AR by 2 HOTELA e A, R ) i e e (PAT) S0 W o PAT SevFfEAE I i — A 3
1P s BE ARy g 1 A5 ) A 3R 4% 53X 280 LR AR 5 Bl BC A, I ICVR R 3t PAT %
e B R

MR TR F R S RO, TP DML CGER— I « B L
SIS, JE B TP ML, A IE DL TP L. (LR, SR AT
A~ 1P Bl RSB I H OISR ) | S M5 e P3R4 52— () NAT D, b
SRR I 5 F, JFBERIER VLI 80T, B KM Lo B 46 8PV A5 911 NAT ID
CHIASRE 1P k) AR Y17 2 ) Yo VE L

B, BRI INE] B KB L, (HARIE R & TP bk (B, B4 TE PAT BSHi#8)5)
DR TG A B KRS BP0y LR NAT ID FIyE M8 8 1P Hhhib . AEest b, 4852 Bk
B EE 0 TP btk . AH A NAT 1D FIAH R R TEME EH o 1 8o A 380 7 K B85 3 0o 1) TP Ml
BRI, B kB 0k Al ] NAT ID I AN TP Ml hk o) 3 4 3347 5 43 B iE

JUE NAT 1D ¢ H T NAT R85, (E48 0] DLE S H NAT ID KRk B KB B O in 2 A~
LR AE B KBS O b, AEK TP Mk B A3 1 RIS N A AR A i e ME 1) NAT
ID, RJGEEFRANE FIgE B kB s 1P Hulib Rl NAT ID. J3E: &1 NAT ID %02
ME—F) .

PLUR 781 8 PAT TP HubikJ5 ) =N fs . AEXPIEOL T, 76 B KR b Fx e & Foh AN
HIRE—AME— NAT ID, FFAEXEL & BIR e B KEREF HErpots TP Mk .

5: PAT [5 94T %518 & NATID

Device 1 IP address: behind PAT
Register with

Management Center: 192.168.45.44
NAT ID: griffontaxes1

Management Center
192.168.45.44

Device 2 IP address: behind PAT
Register with

Management Center: 192.168.45.44
NAT ID: griffontaxes2

Add Device 1:
IP address: blank
NAT ID: griffontaxes1

Add Device 2:
IP address: blank
NAT ID: griffontaxes2

Device 3 IP address: behind PAT
Register with

Management Center: 192.168.45.44
NAT ID: griffontaxes3

Add Device 3:

IP address: blank

NAT ID: griffontaxes3
LU 745124 PAT 1P HuhilJ5 19 B K BR 7 # 0 . RGO, Ep KB O AIX i 4 Foh
RN TR E —ME—1) NAT ID, FHAER KB E B b0 BFe e wees 1P Hudik o
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[E 6: PAT f5 & FMC NAT ID

Device 1: 10.10.10.1 @—
Register with [ 4
Management Center: blank
NAT ID: griffontaxes1

Management Center
IP Address: Behind PAT

Device 2: 10.10.10.2
Register with
Management Center: blank
NAT ID: griffontaxes2

Add Device 1:
IP address: 10.10.10.1
NAT ID: griffontaxes

) ) Add Device 2:
De‘”ceﬂe’- 1_0-10-19;” IP address: 10.10.10.2
egister wit NAT ID: griffontaxes2
Management Center: blank ===
NAT ID: griffontaxes3 Add Device 3:
IP address: 10.10.10.3
NAT ID: griffontaxes3
EERMNEREBEETS
S

AR URAE A RO R AT B, SRS 2 v R B L AT

PR 73 18] Sk 7 ASASE P ROV B 1 ) 7 K 8 B o o B A 1 A

[& 7: Cisco Secure Firewall Management Center t B 54 & 183 1

Management
_ -_:. .. Events  mgmt Managed
1, mgmt1 Device
Management | E
S | : Management
Lo ST I I I T I T T mgmto
Events = Managed
mgmt1 Device

LA 7091 58 75 Dy e A0 P SRR, B 1 () B KR A B Ly R S AR B AR 1 A B

B 7am=E
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[& 8: Cisco Secure Firewall Management Center t % A & 1831

Management
—————————— mgm
Events gmto Managed
mgmt1 Device
Management
Center
Management
T T  mamto
Events ] Managed

mgmt1 Device

DL R 78] S 7 A o R4 1 i By K e B b 0 FNFE A R 45
[&] 9: Cisco Secure Firewall Management CenterfN{E &% & L R BB EM4E O

Management
-------------------- g3 Managed
Events mgmt1 Device
Management ©th’
Center
Management
_____________ ngrots Managed
Events mgmt1  Device

PR 7R B s 9 K S A B s b 2 AN P 1 5 S R RV, USR] o s 1 A
PSS B LB B IR

RARE
|
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B 10 REEBMEHZEORE

Management
_Rgmid Managed
Events e Device
Management eth1
Center
Management
mgmt Managed
——_  Ewents  mgmtt Device

1o Bp A E TR Al B IR
R AP SEo FORESET BE ET DL R AP 1 B (R 1
A\

AR N IR L 1 AT S SO SRR ﬁD%Hﬂ?@EE%ﬁeﬁﬁ?ﬁ&E%‘?L% D5 g ) 5k
e 7 PO P 5 S 1 LAEROBT G . Linux She i R BEE . U IR TAC BRAR, DL ¢
PAT ILTIERAT 95 3

41l

Ln G O B ok B A TP Hihik, 152 (Cisco Secure Firewall Management Center 152 7% e & $i7
Y ) G g L B KB O 1P HBEER LA o W R RO B K B LG TP Mk EY
WLA, IBNAER % CLI e, DMERCE VSR BARTERZ AT, Jois o &% L1 B kBl
B P TP M kR B R LAG R AT HORT L A BOE R, (AR R /DR OL T, AT IS5 A e E 8
AN RIS IR B K B PO HE R E AU NAT ID. BAEFE LA 60T, FRAT I 2 iU PR KR
By K h i B0 TP Mk sl AL A BoHTIRAS,  DUSEIUAR AR 1 9 2% 1k 52 i

P AT PR RC B A, SRR e CLT B B K B P OB 5 LR T e 26 (16 B TP Mtk iy, RIVEAE
HA [F20 )5, Al B K Bt th A o S WS i EEAfh ORART I (9 X e B O thSEDRT, TAEPIAS
B K B RO 2 I, RSBl BT KBS By O B . AR TGN B JCha e B
HHC (R B BRI A o A A 1 B TP

TE ] HPERCE SRS oA SR B KA B (A B TP Mk, BPEALE ST F R P
Jeis TEREXT AR ANSS SRS o A Rz R S AR B K B B O L ST, A SIS R B
KR B KRR PRy, TS E R (Integration) > HAth & BY (Other Integrations) > & /] A4 (High
Availability) > 3 S & 1285 (Peer Manager), A5 T2 H0H HW S 7 S A8 110 1P Hhuhik o A7 OCTELH U,
52 B A g o] 0] Th s e B KO A B s 1) TP ik

FHIa Z Bl

s HREANEHZLIMEGE R, 1520 (Cisco Secure Firewall Management Center 1% 7% it B i
Y I TR AN .

L
I


http://www.cisco.com/go/firepower-config
http://www.cisco.com/go/firepower-config
management-center-admin-77_chapter8.pdf#nameddest=unique_155
http://www.cisco.com/go/firepower-config
http://www.cisco.com/go/firepower-config
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UK

B ERRG @) > BRE > 2412 #0.
P2 RO, SRR R D S R
ARTHIH T P el B . ASREFAR gz .
A DLAERRANE B 11 _E e B DA 3R I
c BRA - AHEEED . EARELEHEOAN eth0 & HE . LR 2 eth0 21,

c RIE-LAURK R/ H —AN A BEIRE 108 T E — MR . REAE Bl K
R ERCE AN . ST R, TEBOH R h EIR IR B AN, IR R EIRE
SAEMEAE TR AORES . W TR B L, WLOERAA N BMRE. LRMAE I, B lie
FARKE A RGE BN BRFFRL 1 W RAZAR 1 OC K, MIEAY B 1 B AR, B AR AT R
PRIBEIE . JCiklR] I A 11 F S 3 S A B 3

AR - FE BT TR, X BENP R R T SR T IR LUK IR 1 2
* MDI/MDIX - %% B8 MDIX & &.
* MTU-BE AL 47 (MTU), 1280-1500. ERIAE A 1500
* IPvABLE - W' IPv4 IP Hhbl, 1B+
< B87 - TN |Pv4 BT IP HhER | Pvd R4EHERD.
* DHCP - 4% M3 E 4] DHCP (Y eth0)

WRAEH DHCP, WZiiff | DHCP #i8, Rk /rfl bbb AT ok, W DHCP Huhik 5
B WATENE R, R B KRS B RO L E ANESD . N DHCP ik 5 sk
2, VEEER B KR RS (R BN E0E P b IR0 B @) > BE, AR5
ML EIRE O E M

« BZH - 221 IPv4. HIAINZEH] IPv4 FI IPv6.

* |Pv6 BLE - & IPvo IP Hhbik. 16+
< BB - TohiN 1Pve B | P bl AT 1PV BIZRICEE .
* DHCP - $44% OB A 4 H DHCPv6 (AR eth0)
- ESEEARE - AHLREAZIE.
« BEM - 24 IPv6. WA AR IPv4 R IPV6.,

* |Pv6 DAD - f&)A H IPv6 i), o H Ek2E H 52 k£l (DAD). & 7] g5 45 H] DAD,
KA DAD W] 2 S8R 4IRS Bk o Wi 2R LS, W FE BT ahi A b 1 R ok
A5 I E 23 BC R b o

zgRE I
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B cuomaosgmss gmiEn

S e A KT, N AR (O) R A, BOE I AGE TR (VRIS .
sLTLE () Bbs T A # R
FENAMEEE V) T AR B, A BT IR P26 o A7 AT Iy 75 S8 6 E I VR AR L, T S0 By
KGR POV B T RS, 5 44 T

RTINS, AT IP Mokt o A R G ICRE S RE LIV, RGLS A SRt 14
o

T AT LA A B FR L DU
« BR - BOE LA (R R 25 1) H bRk
© PEGIERDEL TSR E - W 45 1) I 6 4D (IPv4) BURTSR S (IPv6).
O - WEDDEREN,
o WK - WE MG IP Hidik,

T4 EHZIREXET, WEITAEDLERMNSSE

AR

WS eth0 H2 LR T DHCP, WA F8hTs 2 M DHCP HR 45 25 UR A i) R e JL 2 50

CINDN AR i S
o FHE - WE B KBEEHPO TN, B A RZEE 64N FR, I B2 DL REEE I 3k
mgs e, FHRBEMRE TR BFBETRR. Bl ENaE, WREREAERGHENEF R
WeBr B NS, EEH B KBRS RO, EER ARG, REH G EAS it ENL
%o
< 35 - 4 B KEREE O E AR E N R, HE SR, R RA G A TR e e e R e
w4, Bl ping system, MK SRS INE] EHLA o XA TR 0, ol i P
HIf 4.
* I DNSAR% 5. B DNSBRSE. =% DNSARS 85 - it B 24 o LI H (¥ DNS iR 55
.
IR ETRIR O - BE TR B O H T SR ST . B KR A ORI B
Iy SSL hn#s fral i CBRIATE & R e 1 8305 1) AT IHAF .
ERE
SERISR B G S B 2 P T i 1 P RO BE (T SR B 11 5 I 8% v (1) FL A aE 15 b 5, Tl LA
6 LA o SR R S B ), DU ZULE 2 v T A LA R B A A AR 1%

SIS £ ICMPv6 X184, K& ICMPv6 &' .
o RVF AKX BN R B EIE A - o EAE ] N N S B . 8] BE A B AR I S B A DL By 19
PERIFE AR 55 ki o 27 FH R Y 1 25 000 A ROWR A6 G Y TPV6 ping 21 [ K B 5 B rp 00 A5 B 42
1, PLIEATIER
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* RFRIE B MR RNAKEE QL - 0 ST H AN A B . T ey RAE T IR L Bt
LABFs LE9 A FRHE 460 R 55 it

IER6 BN, EE HTTP AR E.
57 Kk B A s B 38 R 1 TCP/443 (HTTPS) Al TCP/80 (HTTP) BB B HIEM o #m LUAE
FIARFERSS 4%, LAEIS HTTP #§ 2O6AQH IR S5 2 AT B 50 11F

i F§ NT LAN Manager (NTLM) & 4356 3iF (S BE AR 32 37 55

a) & EBRMA (Enabled) FiEAE.,
b) fEHTTPXIZ (HTTP Proxy) FBH, FIAAREEARSS 451K 1P Huhik55¢ 4 PR e bk 44

« X RV, A FQDN Afg 64 NFFFo
« XFF IPv6, HAENACEEYE 2 FQDN, ANREFEE IP Hulik.

<) Yﬂﬁ"ﬁlil(Port) TR, BN .
d) N IERE AR ESH RIS I IETEUE, RS RGLR P A RIZ.

XTRBEVFAT, ABEMEAN AT ERE TR (). MRIZ O M) () ZAMORFIR 74T

L1 ndRE.
SIS WM Gy kB E B A0 TP Huhik, 5S4 (Cisco Secure Firewall Management Center ¥ £ it & 45
) T iR RS B B KRR E B O 1P kB LA

R T B K B L TP Ml sl LA, I NAE B CLI P, DUERCE LA, BARAER
LRGN, Tl e BB KR ITEPAUIPﬂﬁthjia‘SFI‘IL%EﬂTE?ﬁLi’éﬂi@%, BfERD
—REOLT, AT AT S5 A RE DR ST R BRI R BT AR B R0 JFR E (U NATID.
MM AETLAR IS O R, JRATT L 2 BUORAF By RS B O TP bk s LA N BBk s, DASEBUAS 9

KA E

B EIR O RN BB BG4 IP ik
WUR T B XS B0 1 TP HHEAS 45 I 4%, T A 5 5 (7] AN B A e M

UK

TR B BOER
X A HIPER B, AEPT e LT IX D IR
a) EHIRE > REEE.
b) MBI SFILN R (2).
c) miiii%& (Devices), - EAEE (Management) X1k,
d) AP AR, HAA TAARES ().

I zgRE I
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11: 2RAEE

Management &@

Remote Host Address: 10.10.0.12

Secondary Address:

Status: ]
Manager Access Interface: Data Interface
Manager Access Details: Configuration

RO Bk B, il B

Disable Management

Managing this device will not be
possible if it's Management IP is
disabled. Do you want to proceed?
You can enable it later.

PR 2 K P KB B L B TP ik SO B (1 B % TP i hik .
R Aok BE et B TP M
XTI SRR, AR s BT IR B

a) i s dRiE (0) KHHEIE M HEUE 1P HohE A A RSBt E CRERTC R B DD B 3AL
o

B 12: i EE it

Management ()

Remote Host Address: 10.89.5.29

Secondary Address:

Status: [ ]
Manager Access Interface: Data Interface
Manager Access Details: Configuration

b) FEEIBXS UL, (EITFR EHL I 7 B AT LE MBI e Ak 7 B P B O AR el TP Mk, SRR i
*®TF.

B 7am=E
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& 13: &2 IP Huht

Management ®
Remote Host Address: [ 10.89.5.29 ]
Secondary Address: [ 10.99.11.6| ]

WIE 3 U B R L TP ik

X T EERR IR 97 b B PR 2 VAT S SO AR ARG, R el TG A R T VA O R, W
T In) B K B B b P ) 6 3 1 DUEHTNC . Linux SM5EH IR 2% 0 . 862 5 IR TACHR R,
PABREAT R AT LI ER AT RO 3

a) EFRERLZ @) > BRE > K8 #E0.
b) FEREEODEH, ARG E R 1 55 A ) YRR -
c) MM IP Hubik, RS ATARTE.

PR A WSS LAE EEs TP Hudik.
T Rl IR B, AR B BT IX SV B
a) fE CLIY, & B ka0 bRiRT.

show managers

il

> show managers

Type : Manager

Host : 10.10.1.4

Display name : 10.10.1.4

Identifier : f7ffad78-bflé-1llec-a737-baa2f76ef602
Registration : Completed

Management type : Configuration

b) G B KR 0 TP HhbkE R .
configure manager edit #5145 {hosthame {ip_address | hostname} | displayname display_name}

S By kA B0 B 9] DONTRESOLVE FI NAT ID ARiR, JUA] LU R itk iy 24 1% (8 5 o
KN ENAEIP Hihlk. ANFEK TP Hihk s = H144 3 5y DONTRESOLVE.

T

> configure manager edit f7ffad78-bflé6-1llec-a737-baa2f76ef602 hostname 10.10.5.1

zgRE I



7oA |

B =xcemsommmeem e st

PIRS AEFE G I 1 S S BRES U (R 12 1) TP Mk

Nil

B8

T Al PR BAR A, EPTA e BT IR D IR

I RS AE A A B

configure network ipv4

configure network ipv6

B SRAEAE ]  FAE B R 1

configure networ k management-data-inter face disable

configure networ k management-data-inter face

TR A, AT S HRES (@D).
)T ol XS B, FE TR & BT IR S D IR
14: EREEEE

Management e )
Remote Host Address: 10.10.0.12
Secondary Address:

Status: (]

Manager Access Interface: Management Interface

Can A FH B B D AT BRER VT DD WoFT B7 KO 7 B Lo rp R B e L i

XF T ol FHEERE, AR G B BT IR

a) PR (Devices) > R EZFEIE (Device Management) > 1% & (Device) > EIE (Management) > &
7 [B) Y PR - B2 & %4015 2 (Manager Access- Configuration Details), #X )5 i Rl#T (Refresh).

b) EFIEE (Devices) > & & EIE (Device Management) > $£ (Interfaces), X5 & IP Huklk LIfg
L3 Hu ki VR

c) RMEIREEFI - BL B I¥M{5 2 (Manager Access- Configuration Details) #HiGHHE, SR 5 w5 di#iA
(Acknowledge) LAMIBR S & e .

TR BLE R DR,

LE By KBS FIRL Hh, 7F &% (Devices) > & ETE (Device Management) > 1% % (Device) > &8
(Management) > EIB 881719 - BL &Hi¥4M{E 2 (Manager Access - Configuration Details) > ZEIZIR 7S
(Connection Status) Ui b i BE RS o

1 CLI, i sftunne-status-brief #ir 4 LA & & FHERDR A
PLURRZS B iz O i #e, B WEs “ tap nlp” 1.

B 7am=E
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Manager access - Configuration Details ®

Manager access configuration on device is different from Manager. Review the differences and deploy the changes.

Configuration CLI Output Connection Status

sftunnel-status-brief command output from Firewall Threat Defense [ Refresh ]

> sftunnel-status-brief

PEER:16.10.0.11
SFTunnel Status:-
Channel A: Connected
Channel B: Connected
Peer channel Channel-A is valid type (CONTROL), using 'eth®', connected to '10.10.6.11"' via '10.10.8.12
Peer channel Channel-B is valid type (EVENT), using 'ethe@', connected to '16.16.0.11' via '16.10.0.12"
Registration: Completed.
IPv4 Connection to peer '10.10.6.11' Start Time: Fri Oct 11 ©6:51:20 2024 UTC
Heartbeat Send Time: Fri Oct 11 ©6:53:58 2024 UTC
Heartbeat Received Time: Fri Oct 11 ©6:54:86 2024 UTC
Last disconnect time : Fri Oct 11 ©6:22:84 2024 UTC

Last disconnect reason : Both control and event channel connections with peer went down

Close

BYRO O Ty P Bl R B 0D AR B K AR B RO 1 S T
a) SO B K B L TP k.
b) FEP & B AR BT A e
) Ref e # v B 1 B
d) FEMBAE A,
e) SO B KBS E L R A TP Mk,
f)  FBr A e

RS AWA AL TP Huhik sk FQDN, 8835 1840 H 8o B A B2 11, 15 4 b7 K B v i
B TP Htil/FQDN,  DUE % & 7] LLR 30 & BLIE R .

B, G S bt gs ek B KBS P OC R B 1 TP kAT NAT, 576 b A4t A JE NAT
otk EE FQDN, K24 e ] AR 1k TP Huhik 56 24

WAL B (AR Ty e, W7 BOk B ah T4 BEES 1P bt/ L4 VT GE I
Bo WRAEHTsh i, WAEPAT R IWIEARCE N, 1T LAS % b3 b IR U] A 3t B kRS 4E
HepoOy TP Mo/ FHL4

zgRE I
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16: EHEFITAZ 1)

Provide Management Center FQDN or Public IP
Address

[ fmc1-tech-pubs.cisco.com ]

@ If managed devices do not have public IP addresses, then enter the
management center's FQDN or public IP address that the device will
use to establish the management connection. For example, if the
management center's management interface IP address is being
NATted by an upstream router, provide the public NAT address here. An
FQDN is preferred because it guards against IP address changes.

\

P 4% 53 1 R B B IR I
BB SN SIS I, AT DUSC AR 26 LLAE IR R Th REFR R 55 SRS AT OC (0 S 5 6 A P SRS B 5
RERITEOL T, B BT DUBRIEE DI 8 5CRR 2 (10 S BRE SHEms (14 i LA
DO AR S SR TR REDIRE, T DR BN AT s I A YR AT SRS e 1 1R 5
BN, RGP RN R
B, AT LR 2% 23 BT SRS TR S 505 N B H

811 Web F Az By KA B RO B RIIERE A S AN ERT R 3o 50T LARAT BLR 5
© KM BB IEH R

&b Bl

FE A WETH < ] Cisco Secure Firewall %45 50 A] it S BHdE =
Je. AR Web Htifi (B CLD , mik RGeS, 154 FE RN E B
YIS OL R W A R Bl .

i

s WHGIT: KRHPFIERER.
s EHRSESIG: EHUHSIRGE . BRI HTTP g5t fe o I 76 M HERR L AR A

Je

By W EMRE, ESHENERCE SISO . FElEXtT VMware, @ CHEPFEDE VMware T
HH)—#57 .

B 7am=E |
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KAREMB 3N B AEEEP L
R

TR UHFRE @) >hRE.

IR 2 EF#IZ (Process).

PIE3 PATLL FHEAEZ —:

K M RABEEPOFUN ETHS .

HHA D) sl EFSISERAOFILN BITRS

Ii%*

FOB A S b BOR Y, RGESIAT AT RETR B /M A R 58 UK Bt PRk
7T,

ERDEEETS mil EFESERPOHUN BITHS .

iR
FH A 2T g 2R 1 AT R B /e R 5

REST APl &£ In

EHH.L REST APL It 2z 10, DAGEEE =07 N A REST % 7' i Ak #E HTTP J7 vk & Fil
EHW AT E . A% FHE .0 REST API I 215 KL, 12 Cisco Secure Firewall Management
Center REST API HRIEN [ TH7 7 o

\}

ER D REST AP ASSCE: HTTPS iiF 4.

BOATFOLT, Bk PO ] REST APL SEVESK B TR . m LUKE B O B O e B
FH LF 05 1)

J& F3 Rest API if5 ]
A

BB (BT A RSO T FELRE RO BB, S AL/ LT 5 A e o

RARE
|


https://www.cisco.com/c/en/us/support/security/defense-center/products-programming-reference-guides-list.html
https://www.cisco.com/c/en/us/support/security/defense-center/products-programming-reference-guides-list.html

B zesnanags

UK

P kR RE @) >RE
PR 2 rith REST APl HiEI (REST API Preferences).

7oA |

HIB 3 H e A RN By kS B0y (K] REST APL V0], ik b el Bk B A REST APl S i%HE.

PR 4 SHRTF.
U85 Vjjin] REST API Explorer, Mk A:

https://<management center IP or name>:<https port>/api/api-explorer

IR B E) &

AT LR Y B4 L) VGA B 1 (BRI 1) s 4Tui O H Linux REEHIEEX X RE L
TRV Ao AT “FHIGHCE” DU, ERRESEIZU1 Cisco Secure Firewall 3105 114 2

A1 Je R T o

FESZ SRS TR R Gerh, AT LUl LAN [ H AT (SOL) MR #1411 LA FH JE A~ 11
(LOM) Kz FE i ok i % R 40, 1M Sk B RN HEE . A ANE B B AR ay 24T
G LAPAT A BR TS5, 00 AR P 910 s 42 XU A LTS 2 SRR S0 LOM

(R A D] Iy KB B 0y 5 5

o XTI KBS FE A0 MC1600. MC2600 F1 MC4600 15, {fi F CIMC 3 113482 LS 3 LOM.
HXRELER, S0 (1600, 2600 F1 4600 %! Cisco Firepower &5 #dUL A 16ET)

o T BAT FoAh 9 KA B RO RS, A EATERIA (ethO) 5 B 1 RE R SCRF LOML.

RS, iES R (Y% Cisco Secure Firewall Threat Defense XRS5 Fd )

TR RGNS IR G P BRI LOM. EJ3 FIRGENH] a3 =T B e 1 6 8 Bl

[T (IPMI) 5 2715 10 FAE BE R 4
BEERFE LHEZESSRE
TS E B A P A BEHAT LR

FHiaZ |l
o SRS A A B O RR I P A 5 =5 AS e 2 2R B P (STP).

s WARIHRR B NETE R, IS BRI, T R R

(IPMI) 5L R P15 B

B 7am=E

24

He

ST L


https://www.cisco.com/c/en/us/td/docs/security/firepower/hw/getting-started/fmc-1600-2600-4600/fmc-1600-2600-4600.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html#id_47288
https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html#id_47288

| 7gEE
s arerfpsaEs [

UK

TE1 EFRE (@) > EE.
$IB2 fiiliisH| A B E (Console Configuration).
PIR 3 LR AR & V) el LI
* L5 VGA R 251K VGA i .
o MePE YIERER TR O USRS 1 R AT S
© P T NMESTE TR LAE i KRR o0 B AR SOL 1EHz . X n] figfili FH BRIA 5 #1158 CIMC
B, EARIR T B KBS RS VRN R, TS B RES M N TR .
PB4 ZE SOL Fil'E LOM, 1T LT #i4f:
s EFERGHMIE BECE (DHCP 5 F3)
s WMALEPETANE, TN L E IPv4 B
« BN T LOM [ |P #bik (IP Address).
LOM IP il AZ0AN[A] T+ By kB4 B eb0y &7 BEEZ O TP Huhl, JFZAER—ASF M,
* BN RGN ML HERD (Netmask).
s FINRGERIAM 3K (Default Gateway).

TS LR
FIR6 ROWRLLFEN . CEUAER RS RO AR E SRR 7 Rl BN SLRTEDE R S e
i BUH R R 8.

T—F Mt 4

o WURBCE T HATUI ], WA DR JE IR R AT 3 T E S BUA I S 2% 0 i 5% 2 Bl A ] 508
T DOK RUEA T A A AT U7 1) (K00 %, A 485 10 Bl Al e B po L RS (K N T 19 g

o TIREE T EAESFE R, SR AR P SR MU E T AU il s, &8
59 T,

EANETFEEARACEE
IS T AR R RURLTHHE T SRS . LOM LS5 W
AR IR B i

I zgRE I


https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html#id_47288
https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html#id_47288

ZaEE |
B erxravermsma

* P& Al 16 D P RECT P . ASCRPREIE T AP I 7 4 I LOM I 44

* HIJ7 () LOM B A2 AR GEE AR . BT & J P s i b ik i 2Kk . SR
WA BES MBS R K . AR T PR, I B =D A8 - oEM.

 WIPL By KGR PG 2 T LIAT 13 4> LOM L.

A PR ANE T LOM 1, B ENTASAE Rl I E B s B bt B B ie i
&) By KBS PG B RIS T LOM AN [ BE 53 T 7

FE A HPERCE F, 4883 H T LOM SR IIA LA 7 Qg A B P ol 3 A A, B e I

T UCS B3 H B ke B rbrC )25 31 3= R H By KOs 7 310 BL Ractive By KO85 30 CIMC.
B A CIMC Bk &M B kB B [F20 . B4 B JOm s B s, I EE
2% 1 57 KBS P e _EACH T i CIMC B s .

BERENETEERRTE
S A B 5P A BT IR

A AT 45 AT FH 7 3527 LOM 5 i) BUFR o )38 H P 3% 7 LOM U BRI, 15 2 ) V8 i 55 2 48 Y
T

UK

S EF 2K @ >BAF>BF.

PR 2 B IA T LOM H Ui AR, 3 i AR R 2 551010 dREE (2) -
$123 {FHPEE (User Configuration) ~, BB M.

$B4 kb i T AMESFEIRFE (Allow Lights-Out Management Access) 5 EHE .
FES R

LAN t&iTEEACE

{ER VL E I =07 IPMI SRS LAN F AT 53 @ g . S i spu s 2k
L Linux [AFAEEEL Mac 735, 540 IPMItool; X1 Windows ¥R3%, %48 H IPMlutil 8¢ IPMItool,
HY T 75 1] Windows AR .

)

ER R UUE ] IPMItool V1.8.12 BY T E A .

B 7am=E |
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| 7gEE

N tzrzans ]

Linux

IPMItool & VF 2 KAT IR IIFRAERC &, AT SZRIMEEH] o

Mac

DAABAE Mac I 2¢%% TPMItool. 155G, 15N Mac [ 22385 T Apple [f) XCode JF &4 T, ik
THTFMAAAT R IAEAL (FEROHIRRA Yy UNIX R RS T H, SERIARA T 21T
TFE) o BRI LLZ % macports Al IPMItool. i H &4 I R 51 SR E 258, LUF Mk
o] BE N1 75 B -

https://developer.apple.com/technologies/tools/
http://www.macports.org/
http://github.com/ipmitool/ipmitool/

Windows Y ISE &2 &1L {CIE

ST T 3&E T Linux 1) Windows 1~ 2245 (WSL) 1] Windows ilRAs 10 f 5 mfRAs, DL fhsbdg B
JEAS ) Windows Server, 5 0] LI{# ] IPMTItool. 75, #E0AZ04E Windows R4 %% ¥k IPMIutil; &

A L IPMIutil A< 5 BEF T2 0F . i 0 #80 FHIE R o138 R 25 5, DR Wkt n] GEx # 4
By

http://ipmiutil.sourceforge.net/man.html#ipmiutil

THEIPMI ZREFHS
T IPMI SRR i & i B, bl Mac B IPMItool 7<% :
ipmitool -I lanplus -H IP address -U user name command
Hor:
® ipmitool Uﬁ% iﬂ%ﬁ}?o

* -1 lanplus FRER S UH T MIE K IPMI v2.0 RMCP+ LAN #1,

-H 1Ptk RN CRCE I 2EV) 0] 1 £ 1Y) Lights-Out 5 BE 1P Hbdik.
U PR R RBOERE ST AR
o dird AT H R a2 A R

N

ER EREUEH IPMItool V1.8.12 BEH F A .

%7F Windows i) IPMIutil, L Efy AW R

ipmiutil command -V 4 -J 3 -N IP address -Uuser name

R LA & ARER BB A N i AT, MR EARNAE R T HF . RSN,

zgRE I



74RE |
B =7 PMitool BB LAN 215

{£ F IPMItool EC & LAN E 1T
AR 51 ) B AT LOM 15 AR A Re AT IR AR % .

A TPMItool, HIALL R an4, IFAEHE NI Hir N

ipmitool -I lanplus -H IP address -U user name sol activate

{%£ A IPMlutil EC & LAN Lt &1T
S A B B G AT LOM 7 DB A RESAT IR

1 IPMIutil, HALLR a4, R B s W A\ 3 1

ipmiutil -J 3 -N IP address -U username sol -a

T NMESFEIEHTIL
S AP RESE (LOM), 45T BLEBRIA (e tno) B 5811 EAIF SOL MEBAMTHIR A0 RAUBAE, 10
AR A, DL o4 04k SOL ke, MIFHEFTIEH A LOM fo%. i Toemm, 1
el

AR EROEAEOUT, GURER TS RGN B DAL TR I, TR GERC E N AEH] DHCP,
2 V5[] LOM ZJREnT BERIMG.  WRAAERX RGO, AT LIS AR 5 72 AR 48 LB A LOM, - Bl
WS ARG T 7] —F RV SEA LK ping B IS B 1 o SRR 2080 ] LU ] LOM.

EE AR TR T G EEE D (IPMI) ARHE (CVE-2013-4786) [E4 I . £E RS0 bt G AE ~p 2 B
(LOM) 23 %5 %I o b T BRI AR, 17K 58 10 R GG 78 A 2 AR AR A A T LAV In) 1) 22 4
ERLLE L, JF HAT SRRSO . ANEIE T A I A3 0 0 A = A Bk . b

\F R E MR, %275 LOM.

IR VT 1) RG2S R ey DUEH] LOM 2 FEF B A 8 R S8, W, WAL SOL iEH
WETIESPRER ERHZ RS, LOM 2316 ] RE L3 W JF 45 Bl it

B 7am=E |
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A

7 IPMitool R BT AEFEE ]

AR WEAEBANARL, BRARE A NAT AT AL FOR R A ISR ER A ) RGN RE IR B A SR

el

g, 1 Howl e ZREE .

REXTANETEERSS

IPMItool IPMIutil 12 AR
(ARIERD v 4 Jet I TPMIT 23 136 PR 38 AR P
-I lanplus -7 3 JA ] IPMI 45 i N

-H EHL4 /1P Hikk

-N W4 /1P Hidik

FoR B KGR FL L) LOM TP Hihik sl EHL4

-u -U TR USRI LOM 1k IR 7 44
sol activate sol -a JT4f SOL £ i

sol deactivate sol -d 45 SOL 2> i

chassis power cycle power -c EX Ve

chassis power on power -u FIIT 2% HLYR

chassis power off power -d IS A £ HL s

sdr sensor IRVAAT I, 1 X T R

B, Woni s BRI IPMItool iy 4 72

ipmitool -I lanplus -H IP address -U user name sdr

N

ER EREUUE ] IPMItool V1.8.12 BE B m AR .

XFF IPMIutil SEFRE, DA bdr &

ipmiutil sensor -V 4 -J 3 -N IP address -U user name

£ F IPMltool it & Jt AMEFEIR

AU E T AT LOM Vs R AR A B AT BERR

A TPMItool i A LA I iy 4 LA RS (UERIZ7R)

zgRE I
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. £/ IPMlutil B & Tt A B &R

ipmitool -I lanplus -H IP address -U user name command

£ IPMlutil B & T AMEFEIE
AR R EL 5T AT LOM U DR A RESAT IR

4 TPMIutil Fi A LA fir 4 BLACERS CWERIETR)

ipmiutil -J 3 -N IP address -U username command

IR R &
TN LATEA AR i 7 KB B0 R IR, B ke LU R — AN R &
* W4 RS (NFS)
o JIRS5 e B (SMB)/id FH HLI M S R 48 (CIES)

» LRI R YE (SSHFS)

ABERG A BB ANIERERGMPRIRE BOR R A, (B2, WLUERIX —F 2 RIRPIfE R
Gt IR AR BT KB B

Je

Rn (e E IR IR )5, FAERR ISR E R O0 T, AT PO el A A it 335
SAKERE , 525 0.

i B A 7E 14
i

TR EERS @) > EkE.
$I® 2 EPHRIZFEIR%E (Remote Storage Device).
FIR3 NFFE2EL (Storage Type) My kA (FLiLi2FF#%) (Local [No Remote Storage]).

B 7am=E I
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nneeing s

TEA R EF.

HIEFETFHEBCE NFS
B KR TS LK G AL 51 5 NFS A

UK

T kFERE @) > EBE.
#1122 it Remote Storage Device.
$IB 3 MTFHEAE (Storage Type) T #7412 ik £ NFS.
L4 BINERLE R
* 7EEAM (Host) F-B i NAFl R IPv4 Hikik B 14

* /£ B 3% (Directory) 7Bt H R ANAE il X 3T % AT

TS (L) L ERMBRETURILNE, JFAE S TTIRIH 4y A AL AT T it 14 0L 1t o
AT LU LUR M 3098 E NFS AEAR AR 5«

VEr ssversion
Wi, FEkEE NFSv4, A
vers=4.0

$IE6 (LRGFER (System Usage) :
< AT &EH (Usefor Backups) LUK &0 A7 ik fE4E i ML o
* PR TS (Usefor Reports) DR A7t fE 45 2 FAL Lo
* SRJ5, 11 Disk Space Threshold T4 A\ SL 4 {73 RS AEfift G AL TR B A . BRIAE A 90%.

P sk e .
T8 LR TF.

BBE HERR

55 B KA A5 B NFS JERL P AFAEBENUEIR I, T HAT UR S, RIS IR R TAC REAT b H
Bk

o FEVA I ) R H B e AR R HERR SO . S5 TT LA Web S sl ) CLI i 4 A= pltde i
BRSCAT o A R ter A BB SO 45 L, TSI Firepower SUIF AR SR Fy i s R o

 WERAL AFIIR L E PCAP sk AT RFEFIE R, 2 B A i i .

I zgRE I


https://www.cisco.com/c/en/us/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html
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7oA |
B ==svemrmes

s fERA TP LA A4 (CLISH B30 7E NFS W RO AR 22 8 ST ER R4 -

> system support trace

o ZEHEIYIM], ] show snort counters fir 2 W4E Snort THELEEPIIR, LAEYFE Snort THALFE #3534 5
MEHE R . AR5 S, 1120 show snort counters.

fcE SMB A Tixi2 7F1i#
B AP Cs T BL G R4 £ SMB HEB
it

PR IMIIZ REAF il R GU AT IR AR ELRENS AN 7 K S B o BEAT U7 1] «

C RER, RGNS SMB L, AREUUN BRI F AR, BT ] Windows SKIL T

SALI AT H %
o TRORTECRE T Bl A B s 5 ) SMB JE 72 1) Windows H P HAT I 07 15 10 A UM HY
SRR

IR 4s, N2k SMB 2.0 B AR .
iz

TR EFERE @) > BE.
$1® 2 il Remote Storage Device.
$IE3 NIFELEE (Storage Type) gk SMB.
TR A RINERAE
* fEEM (Host) FB P AL R IPv4 Mtk s 4144
* fEFLE (Share) B A7 i X L
5%, fE3E (Domain) B AN Rl RS A
* /e P& (Username) 7 BUH I NAF RGN - 4, TEZEES (Password) 7B i ANz 11
EITR
PSS (L) EPMERSRETUE G, TR SATEI 4 A AT P i (K H: Bk I
R LU LU R 3048 E SMB A7 I IRAS 5«
ver s=version

WA SO RS 45 T SMB N2, WA AL VF SMB 3.0 i ) ity s ) S ds # . (EIX R HL T,
LN

vers=3.0

B 7am=E


https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense/s_8.html#wp7571291640

| 7gEE
m& ssh Fziersit |

$IE6 (ERFKEMH (System Usage) T:
s AT &4 (Usefor Backups) LUK AR AR TR € L L.
* WHA T & (Usefor Reports) LURHR & A7l FE 4R E AL L.
FBT EPRRE, 15T (Test),
$IE8 iR

B & SSH I Tim#2 7%

77 K i P ARy T UK 26 0 AR T A7 fif 7 SSHFS $£28 F
R

PR EHRE @) >RE.
#1122 i Remote Storage Device.
$IE3 NIFEZEER (Storage Type) FHudl2 ik SSH.
PB4 NIERAE R
* fEEM (Host) 7B h i ANAE-6if REEH TP Huhksl FHL4 .
* /£ B3% (Directory) 7Bt rh i A7l X I3 % 41
* #£ Username 7Bt I AT R AR 7 44, 4% Password B P i N2 H 7 3800 . B0 W 4%
SR IR A g, R P AT DN _F U BRIERMT (/).
« ZfH SSH % 4H, 1i5# SSH Public Key FBtH 1) 4 28 2 il 1| authorized keys SC1FHT

PIES (k) EPERSIIETEIENE, HAEar SATIRBUH i A AT I 75 1L T
W6 & “RGAEH]” (System Usage) F:
« EFA T &M (Usefor Backups) LK & A7 A48 € EHL L.
 EHEA TR E (Usefor Reports) LR S A fEFi7 € EHL L.
WD AR DA E
PIE8 MiliRTF.

SNMP

S mT LU 187 50 00 26 457 BRI S (SNMP) #6111 . SE D e SCREE A SNMP HsCE 1 AR 28 2 AR EE 3 hi
HEThAE RVFUT R PRUERE BLE B E (MIB), BFEECR AN ERL. A E. RSGEE. 1P FHERES hiE R
PLE ARSI FH St 5 B RIS B

I zgRE I



B ==swezn

\)

7oA |

iR

5 SNMP sk $E SNMP A, 3571 75 SNMPv2 A 32 3 H iS4k X, SNMPv3 A 2R HastH 7. itk
A, SNMPv3 &2 Fi# ] AES128 N .

JA T SNMP #ifi s FEUR G 0% SNMP BB SXAEMHU 2 MIB HR R 5T 1 i 24 B AR i

i

B E SNMP 4214

FHIEZ Al
R T HR R G RE A THENLR I SNMP U7 AR . 1S BRCE VT 03, 5 11 Tl

\}

iR

SNMP MIB & a] ] F Bl 558 045 B BATTEEBUESKE SNMP 17 i) AR 117 ) 1) 326 FR 31 A 1 4
HF#21 MIB (P45 8 ML AT E S A %o 9 2% 55 L5 1) B PR A8 FH SNMPv3 R 25 i

B LERRE @ >EE.

®2 i SNMP,
B3 M SNMPRRA FhslEd, EHEAEH] ) SNMP A

RS 188 RS 2: 7F #H XFERE FEh A3 SNMP #HX 48K, RGBEER AR .
R
NGRS (<>/ % # & 2" 55) 7 SNMP #LX FHRFH L,

BRAS 3: iE A A PR BonH P E U . SNMPy3 A2 HE H 32 H SR8 H AES128 inss .

TRA4  WARP# (Username).
$£IES NS MHISIETY (Authentication Protocol) T 741 2 ik 552 1] T 5 4 56 3iF A B i .
PIR6 (BB IIEERD (Authentication Password) B i A Al H SNMP il 5% #5 BEAT £ 47 S0 E IR 75 (1025

5

S| (EWIEERS (Verify Password) B HUHT A S 4 46 k2 ) o
FIR8  MERFAHYL (Privacy Protocol) 5113 ik # LA K B AA M, B L FE T (None) LAAME B b

o

P$IB9  (EBRFAERD (Privacy Password) Bt i A\ SNMP 45 % 5 22 (1) SNMP Bafa %54 .
$£IE10 7FI8IEEAD (Verify Password) 7B S A\ B FA %565 .
LN SEHRM (Add).
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SE12 ARG

AN v

zzlﬁ-ktgﬁ-‘j'
T NS 518 R 1h T BEAAAE 24 A6 o v DABCE S P B 8 s 25 15 R e vl sl T I 2 Ay AR FEEid 1)
A3 PR ISHE]
R, MR 2 ey s B RE R 5, ol LASRRBRER € Web FHITH 7 IR . BF “8&
FL 51”7 (Administrator) £ (01 F P 4G 0 S B T SE 38U [ AL RR , 3% 877 i) AR 52 453 2 ) B A
K, REARATIAS RE SR & TE B I HE 4

A B = AT
i

T ERRGE @) > BE.
PHIB2 Ll CLI #8ET,
SIE3 Al E S ihiER
o Web A1 PR T-B7 kB 80y ) - BlE NSRSiERB (98D o BRIMER e0; A
N 1440 (24 /NEF) o

{EH P 52 2t I S A B, 1S 5 U ineldm s A P .
* CLI: fiC® CLI 8B (94 FB. BRMEN o HRMEN 1440 (24 /NI &

T4 R E

B+ |g]
IS ) 18 B AE R 2 B i B A “ P kI 1y i X” T B B A (BRIAEE “3E
E/AHZ)” ) VAR A Eo~, (B3 UTC WRIEMEE XS .

| o

BRI IFXIhEE (FE T EGEI D RBL BOARGIN B E N UTCIN ], 1520 20X R eI 1) .
THERG AP ANUTC SR GEM ], P T L8 s s 24 ST R 15 s 48 LAMAS SCHRFIRPR S Hh
o

I zgRE I
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TEB1 EFRFE @ >EE.

HIE2 il Time.

FEFHAE “F P B BT v O S PR K P 45 5 1R IR DX s S i I T
WA M BEE AT NTP 255 4%: AT RERFHNGER, WSHNTP 55 2R3E . 28 70 1L,

NTP AR £ B4R 7S

UIREEN NTP 25 &% DI a), AT AZE B () i A R > BE) EafAERRE.

% 5 NTP RS

3

152 AR

NTP 5% 5%

ECE B NTP IR45 25 1P Huht si 44 %5 .

IRA
N

NTP JIR 55 A F ) [ 25 BRR S
« B7EFE M (Being Used) Rn ik % 05 NTP k525 [F20
* AT A (Available) %7 NTP JIR 55 s I AL, AHINFA] R[] 20

* AT (Not Available) 7~ NTP RS ELE ', (A NTP J5 & 5¢ 9"
PR oA IR 5 4%

* 57 (Pending) 7~ NTP JIR 25482 BB NTP J5 &~ 4 27 il #3873 31
Iho BEAE IR EHERS , I BN S Ok E ZE{E R (Being Used). AT FH
(Available) B¢ AT (Not Available).

* &% (Unknown) 78 NTP R4 25 FIR AR .

Gk

Bl KA BE ALy B NTP 55 ds 2 [ 3EA5 R B A3 B0 IR«
© Jo RINARBCE S IAE.
* AR FRCRCES HIRIE, (HRIK.
* BN R B R UEK ) .

WRCEE SO IIE, RESIORSEG /s 3 g 5 %KM (SHA-1.
MDS5 =, AES-128 CMAC) . #il1: bad. key 2. MD5.

¥ (Offset)

WA I TR 5 CURC A 1 NTP IR 2525 0 T BT AR 22 IR 2 P 0. SR 3R v 4% i TR]
T NTP IR452%, 1E(H &R B AR 5T NFP RS 25

B 7am=E




| 7gEE
wiams [l

5l okl

LI (Last | 1 LS NTP RS S R R LDR 200 NTP R &< PR 2R 27

Updato) TR EAEERB M. i, 8RR E R Bl 300 ) |
SO BRRE SR, NTP R 4 B4 2 075 92 0 A 5
Hiit.

R El S
P RGBT, WA ZIAECisco Secure Firewall Management Center (7 K 3555 B ol S H 245 3 2%
FRRE RGN R FRATEESUEAE By KO P L WIAATC E W RIFE & NTP RS54, (R0 LA7ERI4h
G 75 7 3 S A FH 8 4 o 455 S A S B LSO ) ) 2P
TR FH W9 2% I B] 180 (NTP) IR 452545 B KB # s R A7 e e BIRIE RGN Ta) . By K i B
O SCRFAE] MDS . SHA-1 5% AES-128 CMAC X AR YTINIELS NTP JiR 55 4y AT 2 40l f s 4 7 R4
w2, TATE VUL H T fg.
By K B A L 38 W] DA C B SOE 20 B 30 UE I NTP RS54 A A bk i n] 44 w5 & 4 56
UEIAEE T Ok RGO BIAN R NTP IR S5 35 (122 Pk A6 T Al Vs il (1) NTP k55 23 12547 5 42 56
UEREREE AT Y BB 2 2RI

N

AR WUORAEAIAGTC E WA B KR B0 5 T NTP RS- 4%, W5 1% NTP IRSS 23 R H A 2 2 S {1

o BRI NCE , LUIEE MD5. SHA-1 B AES-128 CMAC #%4H.

A

AR R BT B DA B 2 I AN D, S R EURAN R R

el

LERD By K B L MR BT, S
o MEFE: RSB KB O BRIRTRS NTP RS54 H2 , 28 71 1T
AR R AAAT O By K B0 B 5 — BB & NTP RS AR UM, 8%
W2 AT E N 5 — G 82 & NTP IR gs 25 A 20 1 Ui I 1 s 4 o
e [mE I REAN YT ) P 2% NTP JIRjRSS 4%, 55 73 1L

A TR AT R UE By A P BRI AL RO By A POy DU NTP RS54 i
W1, DLRAT KBRS B LY B KRR B0 NTP IR 5 43[R0 (K 0 B R % .

GRE A IEEIE G _EBYRT RIS NTP BREZ £ RS

ARG P AT AL TR I 1) [ 20 2 OC
TR Bl KA B AR LR T A R AE BE6 2 W) LA ) 20 I T PR de (07 SO A P 1 4% 1) NTP IR 55435

I zgRE I



E |
B svoosgmsn Lorias NP RS SRS

5 K B B A S NTPv4.
A8 O TUELAT B P D3 R0 28 45 BE DAL PR A BEPA T IL R

Fi&Z B
TR R LU S
o YL B KOS FE b0y FIFE SRR TR R 2% NTP RS 4, AN IR e . S0 [ 26 it
[EH ANV 0] 4% NTP RS 2% . 55 73 T,
« W EANZAGATH NTP JR4528 .
s RS RIS NTP RS- ge i vr e (R T RE L4 , 1lREGZ NTP JIR454s Lt E
'] SHA-1. MD5 8% AES-128 CMAC ZF4H % = FI1{H .
o 5 NTP IR 458 2 [0 0 ER A A COlc & AT e

* Firepower 4100 F 4111 % Al Firepower 9300 ¥ # oy HIMAR P B8 RIS IA]. AHAC, TRPREX L8
T I B0 A A8 A R P L (AR R) NTP R4S 3% A RULH], 15 S B liAF A5 6 W 1) 5C
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