SR HERR

PLUR F A W2 Wi 4 T BB AE Firepower 248 H 18 31 1) [n] L«
o WREHERR R A, BB 1 T
s RGHE, H2
s BEMARGEL, B4
c HHARGHE , H5 0L
o IBATIRI IR B N AAAT T B, 25 8 L
o Wb, A 10 T
o WAELAE S DU AR RENRS DLIs IR IR P, 55 10 1T
s WEHEEA AR, 2B 14 5L
o JHT SRR s AT RO R 24 i 28 14 0T
* 7 Cisco Secure Firewall Management Center £ & #faHER KRG H A& , 5 16 1L
* {lill] Cisco RADKit 4l i g bR HE B 4456, 255 18 1T
o BCHBEAERR . 3 22 B
o FET IR AR 58 22 1T
* Cisco Secure Firewall Threat Defense ¥ £ 1 = 2 s HERR , 26 23 7T
* DJRERTE Wb FERR . 5 34 L

SR HERR AU

AT E LB B IR A, A R HE R SO DU SR I R 1) e 45 2 I JH T b
BRIGIZAPIROL IR a5 5 14 BRI 7Y

Ui AR T EIR SURE TAC DISRIG SCHE, AT RE TG 2L M bReflf B SCF
s TLUEE AR W EFL” PIERAE SRR A. WS KRR, B2 0

o R LAFE RS IR i K7 i SORS DT B B FRRR A E AR bR, A 4R3E M I BOR B WA A
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SR, ARG AT T rp “HE 7 SORS5AN “ REURE” Blbr. RIERGURAE, 1t
SEIPS YN 5w

* IR (@) - R ARG EAAAE DI E MR S HOR 1 E
cEE () - IRRRG AT A AN TR AT HER
* ﬁiljj ( ° ) - Tﬁ%/\éﬁim’@ﬁ{fﬁl%iﬁ‘z%ﬁo

IR BEZ B bR BT, WA R R Bl 15 v B 2 B S A
FECHIW R, 5 A Web FLiHT N SN AT A

Bavig ELrRCa BAAE, Web ST 2 W7 6t 8 (R 36 SR H 5 22 80 i% sl 4 37 BRI )3 rp g 56 i . R e
W AN R IE A B, T HABGE AN R, RS AT BoR B i s ERE (00
IR L B o k. I ﬂﬂ%ﬁﬁ%é%@mmﬁ%%%*&@%%ﬁﬁ 5.

Je

I‘ ':%\gégg
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TR O BRI R RGN AR, 202 =S ANRE TR -
#E

VBRI R 7 B R e P R B (O 0B BB A ORI AP, 1k 4. RGU/E ik Tik =
R U AR ERASE . W R BRI SRR, AT DIRASAT A A 0 F Al PEAR 5 R

21T (BERE) - ZECEAL BT
© BTN - ZECE R
s EE () -EEHEREAN EERGURESERR N HT R0 SRR R
© KM ZACEORBERE TSI W EAE N E T R (R R GRS ERR
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* IEE#1T (In progress) - R8T AT IEAESEAT .
« B5EA (Completed) - FRHAETH AT S5 E BRI 5E o
« K (Failed) - RN THIAT 5 R GETE K-
EITIRR

HIETR BoR RGP RN AT YATISTROUE S, 38 0d. 1BTROL IS RGOSR A%,

WA TIBIPROUE PR . RGAE MR R LR IZPIRDUIR S E :
e gL () - R TR TP RIS R BRI S, TR S R, O HAZ% 000 R R AR
Yo CIEBIPRBEEE” HHAHBEE=AR (A SRIERXERL., AR AT 5 R
GURZSEIRR N BT BRI B SR AL B .

cFEE (0) - R FRAPISIPROBEIN S, OB A, JFH 2R A
Yo “BATIRVGLIEYE” (Health Monitor) SUHAIH P& (@) EbrRIERXROL. MFR
AFH IR RGORSERR A T o 9 B At B .

R () - RORBAP ISR U AR L, O FL O R A A i D
AT IEATIRBLI R T SR ERROR TR IX AR . A UCIRSH ] IR R GRS
AR A i Sk (K B B 3 B .

A PLsds “IZATIRGL” (Health) 1R I BEHER B FH A ¢ “I21TIRGLIEEE” (Health Monitor) 5T
HTPELIME B WA MR RO, “BATIRL” (Health) ZET-RAS Wi B
%

FACAT 55 (PIARNNC & 25 B R 2258 i B —SEI AR S8 e IR IR BoR X S K )i AT
FPIRAS, JF AT DL s s R b AR T 7 CI REEATE 15 (0 MBI AR KA 55
v Sy NS TS S E DS NS & T T T P A NI EE DR R T e D S e o B NS E PSS O RS PN )
RATSS IO PEAAE R B . RGAEILIETIR B4R LU MRS IR

© B0 - BRI N IEAEREAT TS SE UG FHEAT IAESS o B B 2R s B i 1
%o

© BT - RORIEAEBHAT IR S5 o RS R A R TR B 5%

* Bl - B ASEIRNES . WEE, JFARTAT RS AT LIE . B S o T
eI

* BTN - R C R SE U SS .
© R - RN AR SERINAESS o« KRR I S8R R GURZS AR 0 T o (13 5 o g

3P
s FIESEE - ROR T RGBT PRI 5 IERUES AR AL . IS IE T AR,
PR A EESS

o Sk - IEAERHT IR LE TAES RS B LR SESS .
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| EEGE
YRS TG, kIR BoREE R . BEEES e CIRESEE) . RIMEE ), ki
RYLUFR R LIRS B S, ERMBR e, SR SUEMIERTY S LAk “454” (Tasks)
BTG T S E IR L

N 4 Varlan

1 IIL\EEE

ML (Message Center) 1] AT LA R #:4E :
o JEFELLL S A A .
© BoRRGHA I E AT PR E (WAL R BRI R .
o NEPTA RS E B AR
s BERPMESIRSHE . GES ] IEE OB ERE ST . D
* HEBBRESIREHE . GREEma ] AR SRS . D

Je

Ron ARG IE “AE557 (Task) SEIR A AE BRAR R AR S5 IRATH R, A8 7 o R K0 8 i v
AL i e (T B 100,000 4606, R gEer ASIMBRE DR ERIESIREH E .

EEEARRGER

“CRTT U SR ARG R, RS RIS ARG AR B MR A R
RIS R

UK

P S U TG T A ) #3Eh @) .
PR 2 IEHXT (About).

EERERER
7
RS @ > RE.
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EHARFGEE
=i

HIE 1 L@ (Notifications) LA <3 & e
W2 A LU R IR Ak

o gk ERE LAE SECE M EMH OGN E. ESHERHENE , 55 . K402 Admin

M P s HE A B R ETEENE AR A A G X

o M AR (Upgrades) I E S5 WS/ THRAT S A RMHEE . 1ESH “BETIEE” « ES0A
BTN BRI HE 5 P e P B A e & A X L R .
RGN Wi R BT A . AT LR A 1R BT B AR R IR S I R
HEER,
s BATARR LA S B KR A0 RIE LR M s ARG B IS M AR IE
ITIRGLH R 5 58 7 Tl AU R B 5 B S BT AR A Be & B X Le .
fErT Lol p B TR MR R BEEE S AR) I T IRGUIR AR T
Mili % ARG S KNS ESHCHEE . I§SMAEGMSHE , 87 e T
S, B8 L. AN UUEF A AT . EAEAELAH TS, BUAUE Admin
P s EEEMAPMESHER . &rTLOE 5 ik S 52 B R E 55 fE 4 ad Jn iR
SEIATSS
* Sidi T EIR & (Download Report) EIbR ] A2 T 45 4 BRAS th DA @ AN KA oy o IEHE T3 CSV
(Download CSV) 5 & PDF (Download PDF) Ll R4 15
* pih B 7RIBE (Show notifications) ¥ bk LA F 50474 FH 3 HH 30 40 s

3

EFHAEHE

b ZiE Admin HI P BCE I B ECE R E B & MBURA REE A XL
UK

HIB1 L@ % (Notifications) LL /< A 0.
$IE2 filiERE (Deployments).
S 3 A7 UL NI
* R RIT (total) DL B T AR
o REPRASME N AR LA ZHERENHE .
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BEALEE

o B hR R AR B T A ks B (B0, Im5s) wI A ML), LUK B R ITAh R i
] o
$E 4 i RREZRE (show deployment history) £ & 17 < BRI B 2 4145
Deployment History #& 41/ 51 LA )45 72 41 2R b
a) EPEEE AR,
AIFH R SRz Rk P S &R, DL B IR .
b) BT VA 0 8 DL 2 Y1) Ak BB K S, 3 R B B (Transcript) 41T i R 2%

SE
AL B LR 51
* Snort Apply - 415 Snort A5G A SEME FHA AR SRl Y, PR 2> e BRI . T, 1
B> N

* CLI Apply - X383 56 15 & 3% 21 Lina HERR 16 T & 0 D RE .
* Infrastructure Messages - I8 W AN [R5 B AR R R R 25

7 CLI Apply #8531, 55 2B A A0 45 38 31 25 1R i 2 LA Z B A 3 [ FRIAT AR i . o X 4
NERT AR B B R B o X T RIS, T B kR s ar SRR B . R BIEAEAE
F FlexConfig SRS HC & B € XM DI6E, TS A X Seii e il . XS vl 35 B 4 1 24000
B IX Ay A1) FlexConfig X4 HH [F BHIA

pEt

HFCE Th e K I K T4 5 M FlexConfig Smg 2L iy & 2 01 H B3 2 57+ .

B, CURNFPHER B kB E A0 KIE T a4 KA GigabitEthernet0/0 BB /MHBIZ 44 . W&
(KR A2 [ B0 22 A O BEE N 00 ANl FATAR 22 45 20

FMC >> interface GigabitEthernet0/0
FMC >> nameif outside
FTDv 192.168.0.152 >> [info] : INFO: Security level for "outside" set to 0 by default.

EFEALRHEER

T b i B O3 7 B AT BB A fE AR X L8 S
iz

11 L@ % (Notifications) LU <4 & .
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PR 2 st (Upgrades).
PE3 ATLAT R R A
* MR ULAE A A TS
s HEPRSH A ER BARRESKIEE .
« g FETE (Device Management), T il T RATSSHE 2 PEAN1E R

EBEEHEITIKRER

T B L P BE AT IBATIR AR A BE AR IX L R .
UK

HIE1 LA @ E (Notifications) DL~ B L.
P2 Uil BITIRR.
PI3 AL PRI iR
o il Bt DAEFE A U TR . BB E g gy, B A R
o mdPIRSEUREE BAZIRES R .
o FECFR AT AR S AR I 4R RS b (B, 3 KRBT WA 19 S 58T T IR
© WHERRE RWIEMZIPRESE R, WAtz e,
« ARG BT PES” (Health Monitor) JUI E M 5EROEATIRA, 1 mldli BITIROR B8

AXER
K IBAPIRDLI

EEEFIHE

AN DGR A RS . EaEHA T ES, 002 Admin ) S EEEMA R
RE SRR

UE
HI1 i@ (Notifications) LL /<3 o,

WIE2 LiHES (Tasks).
P33 AL PRI iR

B RS .n
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o SR (total) LA B T M AT 4IRS . ERMIR A (RI25EFE. IEEEAT. IEEE. kI
FRWO BFEALS, EsSdel.

o SaPRSME U R AR B ZARE TS .
pask 4
V5 1 EAT 45 19 BN R AT 5 R A BB B R b . vkl 98 O 1B AT 55

o KRB AL B A I e bR b (B, 3 KRBT AT A LI B OB R ]

o SRR AT, AREE REEL NG R

s WERTT WoRBE AT SRS HE, W1 B YRS IRENE % jH 2 (Fetch more messages) LA
W H TR -

EEILSER
HNANETTUER B CRES. BEOHEEMHITES, KO0 Admin H Sl aEEHMA P
BI1ESBUR .

UK

L1 Al “ARGUIRE” (System Status) LR RTHE L
W2 iy “4E%5” (Tasks).
PIE3 A LA PRI e
* AR BOR B AR SPIRESTH R, T A B AR ER3RENE % iH 2 (Fetch more messages) LA

XHHATR R -
© BB A OSRIES IR CRE N EEIE. EhECRIO |, 3 Rz B 5514 10 #ilkR
(=)

« ERBR OSBRSS AR CIRES T L BIBURIED |, 58 H B S (total) 1 3E
MR, ARG R BRETE 2 K BIES (Remove all completed tasks).

o TERBR ORI S8 U A A5 B A S, T BT (success) 1BV B, ARG M FBRRER A
RINRY1ESS (Remove all successful tasks).

© ERBR RO I AT 1A B, Tl KM (failure) I uEW S, AR5 R BERETE KK
BY1E % (Remove all failed tasks).

BTN IS ER A A TFE A EE

A A7 A P 5 DU RO B 26 (0 P9 A7 A P 23 5 D MR A ) PRAELEAT X B, AR AT AL i 00
FVEAR . BEHIE PR R BN By SRR BE O A B R
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AT R AN AT AL E B QWAL B WA B . XL mEn, R
Gk A AT FR i T R A S A ROV . (B, IBATIRIUEAR RGOS IR 5 R
LE (.

S W AF B I, SRS HERE v S A AR A7 S s B RIR RS NAF E . W H
F e R A RE 2 M AE BN A7, RIS R Sl B R RE B /D ol F A7

Lk e s, —GH32GB W1E, —&H 4GB WAiE. fEHA 32GB NER®E T, 5% WiE
(1.6GB) AL HAT 4 GB WAFI1 % (4GB 1 5% =200MB) #1454 Bhdb fe 58 K18 A7 -

N T USR] RSN B e b s, BRI B S TEEL R P AE DLELES S Y A7 R
MASHRNAT . BRI, R B (BN (S P A7 B T R RBUS AT RS, bR
CAE” B M B e R R T N TR {E AN R RC

MIRA 7.4.1 F-46, PAA RS OIS AT IR DU IE 2% e ] F A ) A 8 A A7 28 o X 2B A7 KT
FENAEAT O Ay sk B IR PO A7 A R DL, 8 ISCAN 2 0 i) e e 4 R 7 o 4 o) (L 88% A
90%.

RS N BE AR B AR ], FAARRGR T R I R G AT

\}

pak e

LUK AR Cisco TAC HEAT SRS B (B T4

PR TP B s Bl o ] DUGE TS B AMEE L A B 7R () 22238 RAM ARSI e FO B e, T

FLETERE RAMMAEFEAERE

AR ERE BMREMATF (RAM) BYLE R E

4GB 6 GB 32GB 43 GB
10% 10% 34% 72% 81%
20% 20% 41% 75% 83%
30% 30% 48% 78% 85%
40% 40% 56% 81% 88%
50% 50% 63% 84% 90%
60% 60% 70% 88% 92%
70% 70% 78% 91% 94%
80% 80% 85% 94% 96%
90% 90% 93% 97% 98%
100% 100% 100% 100% 100%

B RS .-



BT |
| TR

A

AR WU KGR L IR B AR R RN AR A, WARG A Re R Kb R AR, B RN
AT RAR i, BT Bl Bl K A B G

el

R

AR B o NS R A (R A P, IR M A 2B R e % HT,  mT U] FlexConfig iy 45K
Bo B M %, DU SRS R IR R e e% o 22 T R T 72 1 25 B ORI H FlexConfig Sl
1521 (Cisco Secure Firewall Management Center % £ it & f8 /) ) “FlexConfig Hilg” —F,
TEHA T, 7R B BIEIE RN, EHRASBAMERE, IRk — & RS
W A AT A ATLINT TRDR 0 o R AR B PR S5 A 25 Ak H A, I8 show tech SRIZ T AT FE
SRR

FA M BB M, WA BU R fir 2 K 84 FlexConfig X1%::

fault-monitor block-depletion recovery-action {none | reload}
fault-monitor block-depletion monitor-interval <monitor-interval>

BAEBLR ERCE R LI, T E X FlexConfig Xt G R HPINE . BOAKEHAFE HOH N 70,
B AL I B Dt FE I, B OB N B K K ME T ik I AU P TG 1B IR S B 75 FHT
a, JF HEAE AL TAC BRI RGO R, WER LR PG, 5 TAC HBA#
LRV A S BTN 2 B, A

R b s I, R A R E RS, B W AE R 402 SO LS TR RE 30 7381 A D40 22
W45 € b A o CAER IR I AL A . TAC W] AT J0K 52 AT AT 241 [¥) monitor-interval
FREERT ] o

il

fault-monitor block-depletion monitor-interval 30

SEHRTCE, 5O DL fir4 5 S FlexConfig X1%::

clear configure fault-monitor block-depeletion

MEFERERMEBEHEREFREITRREEER
W ARS4TR8 RO R b 51 OB 55 0 e

BRAEEAT XL, AR AR B B 1K) 7 73 LU A VB . S TR, RG22
(PR A SO SO, B X 2SR LAA A A5 P 15 DU 20 i B0l i, iz et 5

EA
A B AEAT AL IS DU AT ROUBEIRAE BT “ FER AR AL BE A7 38 AT IROUE AR AR R i b
HEN

PGS P e R A P A A AL AT TR 0L o WA A P M S R R SRR P — I o R
e ARG Bl G s 1), REAVE BRSNS Tk A2 (HWMD RIMOKAZER (LWMD .
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LRRRGEAE (BRI RKCLLM RO R TS SLPE 45 5L, T show

disk-manager fiv4% .

T
PATF AL A A s )

> show disk-manager

Silo

Temporary Files

Action Queue Results

User Identity Events

UI Caches

Backups

Updates

Other Detection Engine
Performance Statistics

Other Events

IP Reputation & URL Filtering
Archives & Cores & File Logs
Unified Low Priority Events
RNA Events

File Capture

Unified High Priority Events
IPS Events

BITRRERERK

2 By K B L _ERIs IR

&
AR AR EARNRXRO
UwwwwwwQ

NN R
w w w

.32
KB
KB
KB
KB

O O OO OO0 WO ook~ OOoOo
w
=
w

Minimum Maximum
499.197 MB 1.950 GB
499.197 MB 1.950 GB
499.197 MB 1.950 GB
1.462 GB 2.925 GB
3.900 GB 9.750 GB
5.850 GB 14.625 GB
2.925 GB 5.850 GB
998.395 MB 11.700 GB
1.950 GB 3.900 GB
2.437 GB 4.875 GB
3.900 GB 19.500 GB
9 MB 4.875 GB 24.375 GB
3.900 GB 15.600 GB
9.750 GB 19.500 GB
14.625 GB 34.125 GB
11.700 GB 29.250 GB

UL 2 Ay F diskmanager.log 3CPF, - WS 2 IE A 19 454
BATAR IR ) 4544 4 - Drain of unprocessed events from <S LO NAME>,
B, K BAROLAC LT R A AL BE A )V B

| B

R REEATING (R 5 20 Bh— ke T-3hiads) I, BEALAE
W) il BB AT IR DU EAR o

EEEM

BN mE .

SAFMUS A R H <SILO NAME> [FR AL B SEAF (KT FE I8 1 IR DUE R .

AR ™ TR 2

2l

BRERAN, HAbREIRIL R A5

o B ChEE B RO T Sk TR

« FIERK

W HERR A=

7E K H <SLO NAME> [ AR AL BE - 4T 12

.

X LR LA R B AR ATAE = DN
SR SUE I E ZER (S2 ViR ST i TN TN E:

#,4

1Z1]

SROUEAR, XA

BE AL AL B AR TR AR 3 25

ey
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* Sftunnel JRI-FAF4 1AL E BOBEITHT -
* SFDataCorrelator JHEH - B K3 B rbCy MR B 2 0] 1) B A 4imadl TE T 11

B% AFIER

BEIRIB AR DR ) d5e 3 DL IR 2 — R AL 2 . M show disk-manager iy & H IS 8 IR KA 2k
(LWM) FI@E KAk (HWMD 2RI ZE R SR, ZEeh A2/ 02 e HFALWM (HIFERD 3
HWM{H. RAREE S, EHEEHECRIE.

o KA S H - RS A A B KO B O ERIATOG 25 perfstats, WU m] DA H 5 H ARl sk
Yyse:

admin@FMC:~$ sudo perfstats -Cq < /var/sf/rna/correlator-stats/now

o Kot ACP [ H GO E A A U7 M F 550 5% (ACP) MHGICRWE . RHEIIRKES
FRERLM) “TFaR” 8507, IEE s E DML SR G R, DA b Fi 4 .

i DR 2 EE R H i S B S P T 19 e S B

B {E#RZ-Sttunnel

Stftunnel 5157 By kA5 B A0y R W & 2 (RN 205 o« SRR Im Bl K 3% 2 B KBS HE s,
FEE VA 7 KR B0y 2 [R) IS5 (sftunnel) FP A4 o) FURD /B AN &g AT BE ST il T

* Sftunnel KA E (F%)
AR 7 S B A0y FIFEAS R #5763 TCP %5 1 8305 -4 B 11 22 1) LA w7 1l 1 .

sftunnel BEFE NV A e HARN AR . Wik A fvar/log/message SO 48 204 sftunneld 4%
FR 1) SR SRR LI

* Sftunnel AT H .

ﬁ%ﬂ%ﬁfhfﬁ"*f%ﬁﬁﬁ%ﬂ%[ﬁ, FEAT R B KR O R LT S, X ] R
PRI O SRR S T H

14 eventing [FAH B BB DA . B A bz O, S80207E CLI _LA# A configure network
management-interface iy K HC & 3 1P #iil A AL Z 4.

1B{S#A3N - SFDataCorrelator

SFDataCorrelator % B s K5 Ly AT B0 5 2 1] E’J%ﬁl%‘éﬂﬁm 75 B KB B AL b, Eas
Br R GEBIRE (K —BERISCOE LUE A, BRI W . 25— 2Pk & diskmanager.log SCfF,
TREER AR, Bl

* THABIIIER
© FERARALBE S (R S0 5
o RARACBESAFF L

| G
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pemaneieexawmaEnEmr ]

FR WAL B AR RS AT, #RAEIL A A H B (2T [Ingfw]/var/log/diskmanager.log )
KRN ANFEIES A — AN H o« M diskmanager.log (CSV #38) W8 K45 Bl H T3 B4 /ME R
FENGER

BN D 3R

* 1% stats_unified.pl iy 4w 75 B R FT B2 A i S AT SO RUIR A AURE 1) BT K h T B
Do B BRI KA B O B B ) BN, TRES R AEIRXMME L. FEAE AR H G EL
Al BT AL IR B 2 L

admin@FMC:~$ sudo stats unified.pl

* manage_proc.pl 4 1] ELFE By KO B ooy i ST B A OGS

root@FMC:~# manage procs.pl

BX%& BRI TAC Z Al
SREVA R R SR TAC Z TR LU R IH -
* B BIHEATIROUER A
o XN Bl KA B PR A RS SO REA T W R R
o X B R I FEAE Ve 26 2l R SCA T JEA T e R
* BRI B IR ] o
o AT AR HWE A AT AT S SRR CIRSEHD -

* stats_unified.pl iy 2 (W%, 4@ 520 - SFDataCorrelator , £ 12 TUH Tk .

WFAECEN ISR EERER

T A Ad TR A A TR AR IR 5 48 B K RS B B ey b B8 A T B 7 Sl S SO RS, I RN
FOHFRI PR BIR R EIBATAIRDUVEAR o F A0 B2 B0 B D7 S e % SO H B KRR R /N 20 GB. 7E Bl
KRRy Sl PR, A0S HA RPN, S TR OUVESR A 2 BoR7E £ H Bl K B
M

BEASTCE JT7 Sl s SO /N I SR I BR B ] e SR B KRB B Ot g8 1 R M. AE Bl Ak
A R Rl R, R B A T DT S SR SO RN R I AT RE 2 FRAIE HA R

BEAR PV S B DT RSN BATIR IR, KRG B > R E A RIEFE > SEIKE > B
BERARE, b EREOIMARE. D RAECE S MR A E A, DAUCRC S I B i A
Koo AETTECE ARA K/ AR P58 IE P OR B IO RRASELER At 5 KBS BE A0 b IR e 1 S s SCE 1)
KBRS o AT AL VIHEL S OANE, DR IC B RRAS 1 /N BRI 21 ST I BRI AR

HKVEANE B, 1557 Cisco Secure Firewall Management Center Snort 3 it & F5 7 HH ) B4 Fic B iR A
T

B RS .-_
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B s=na=n

== A o o
=g gl
T 3855 25 [E) A J 4 PTG A B P OO FTE 2 1) S W B TR £ IR e . B iR £ PR A T2, F R o2l ke
23 8] I 18 0 2 AN g BB S B0 RS o s mT DU ok DA B9 oo B 9 BRI 8 T B LA I s S A
SRR R A A () -
o Fin3E: XUEE COAREM A ML E . BORTEME R, ES A S PO E R .
s NAEFT: X1FE SRU. VDB Fl GeoDB ¥ 3. HRVEAMER, 1E5SM T RE L
o WIFEHERS ST XU s HERR A B H A S . BRTEAE R, S T s HERR
BATIRIL IR R R 5

T BRI RN, AR GT e PR B SRt (R SO IF MR DT AT B K S

AR BRI AR K AR T S

UK

$B1 RHEE @) > BF > hinssE.

W2 LM FHUE AT, S EUE BRI R A o WU B H RO RS S ), 1 AN B A
&3 > (Firewall Management Center).

PR3 /e WEER i karth, Sl BREEATE .

WA LI EHE, EREEMN R G I SO A

WIES Uil EIRREAZS 8] (Clear disk space).

LI 6 1idiERR (Clear) LAgk4t,
R AW O DL T R RERTE AR5 (R . R4S 58 UG, MR EFE (Disk Usage ) 1 7= BT
(A7t Bl

AT SBEHEFR B TR B E S R

FEERELLT, WS AT G, SCRF N BT ORISR P RBE HE BRSO A B is Wiz i . &R
ZE] LU DR € DhREX S H AR K5 B AL b BRSO, DRSS AT 550/ N SRR R 1
R HERR S o T LB TR A AR IR I, ARy 52 T BE E I FERR SCAF AR N 25 o

TR, PR REER T, SRR S, (HR TRk AR, SRR S A

BIURE -
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R 2: AIIR I R BBE HERR AT

e Ll |

ZIEIN...

=P

Snort P fEFIC'E (Snort Performance and
Configuration)

5B 110 Snort A5G 1 Bt ANC & e B

il - PEBEFN H & (Hardware Performance and Logs)

5B A REAR 5C (1 K A H s

RYMCE . SR H &

LRI T R SRS EAR KM B BE . Ha A H &

KrIECE . SRS H &

L0 Vg R AR SC (e B e L B A H s

B AN W 28 A0 < B0 (Interface and Network
Related Data)

5 I N IRER AN I 45 L B A SR B B WA B M H

UL, %, VDB HdEAHE

LR T R A AR GG EAT R G BB . A H A&

TH 8 H & (Upgrade Data and Logs)

L5 e A TR TR G (Bl AN H &

BT 0l 50 dE (All Database Data)

AL AE B R AR TS v (0 B AT R AT S

Frr H &£ s (All Log Data)

B H PRI BT AT H &

9 25 i 5455 JS. (Network Map Information)

ENIEE e

A E RGP Th ReE BB HERR S

A DU R BT AR 4 SCRE N B 10 58 SO BR ST

FF6 Z A

AT E L e N AR NITECZ A Bl CLED P A RERAT IR S5

UK

T PUT EHERSBAPRIREE THI P IR
P2 ARG @) > BER > iR, A AN B, R ER R G EHRREMRE

BN B P HERR ST

a4

* H1 B KSR B L Web S 10 2B RSO RSO A2 B R B G o R R B 10
BT IR S A

« I CLT A e B HE R SCIRAF A E A, HAN S i
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B raszsusnnes

SR 3 LT B DA ST AT R BE IR SR Bt Bk h BN S ME, ARSI . B T U
PR M.

SRS AHATOEREFSHL: WSHERESFHE , 67 0

IR 6 R XTI A K bR S A5

TR AEB BRSO AR S IRES A 2 5, il R 3 A AR 324

PR 8 FLMNE RN FESCIE. CRHEBR SR R8RS Ltar gz UM D

B RS S R MO R b e A S eeS P U

TH SR PEHRR
P DL PR HPHERR S
T2 B
TEUSURAPER . YA SR BT A B (L) JH A TS %

UK

T A RSNSIPREIES: WESH ORGSR

P2 IRGERE B @) > BSITHOR > iR, G e b e, AR5 AL BEE ARG REHRRIEA
S8, WJE sl SREPEHER.

PI EXHTH, SNSRI IHAE S 4 .

$IE4 ridi T# (Download).

PR R A SR N B,
pEib
TP &4, REUH I % 2R E T SO 44 TR T Ay 44 S0

SR 6 LSRR IR R S E BRI ik 45 JB R .

7£ Cisco Secure Firewall Management Center & % [ HFfR
RpHE

AT LR ] el s R R 2R 48 H SR FEAE 2 B K B rp Ly S S B T LA 485

KL B B P 28 BB B . R H &SR A, SR ARG H S AR S By JCha s Bt it
AT WA o
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srumanzans 1

Tl DOl I g H PR B4 10 T & B SRIE H 1) B A& R Cisco Secure Firewall Management Center
(Enable Logging to Secure Firewall Management Center) BT BAC SR AME B B AR H

BRI FUE syslog IR &5 I AE RS HERHAEE, 1§20 (Cisco Secure Firewall Management
Center W AT EFRFE ) H 0k BB T A5 L B R 4 H Bt %

FTAEMIEHIRR A S

BCE % LMEG T 2 W R4 H AR DB B R AR, IR eI A S PE HERR B S S — B
(Unified Events) & (4347 (Analysis) > —=&4F (Unified Events)) H [ AbSH L EH. HH%
— ARSI B MR H A, IR LS AT R A e 0 (1) 1A 46 T S SR DG IBG . 8T LAk
PR AT IR— R A P I AR HE, DR TIRIE DU B8

HR A MEHR BN R, SRS

s AR FRR A T ET L R B “BANBNT ITE SR R A H B R IE R b
KBRS UL,

VPN #fEHEfR B &

RUEL e, LI BT RIS A% VPN HURHHER R SE H A LT, LI VPN R4t H
A AATIRAPE T G B SRR (RAFCERD . RO VBN FLG I L
 “HEUR . ff VPN FUSSON R 4 ORGP R (BT L AT L “fRR 8 <

W) TS B K A

\}

AR U EERCE T HA B s RS ) VPN BB, et BN A sl A K VPN RS H SRR R B
KGR B

EREMEHIRARSEHE

BRI RFAE S, LA B A ERAT Q0 44 G EL ) AL VPN ) AR YR SE 2 A5 E . BTG OL T
AT 1R ) 1 HE) Y o
FHiaZ |l

< WIEAE A WE T E 12 F 2 Cisco Secure Firewall Management Center i 154 i3 11 H & uﬂ%
HRFEER, iEZM (Cisco Secure Firewall Management Center W £ it B f5 /) YA H &
R A E FE AR E .

o TR U A R R B 3T P A BE AT IR 5
iz

IR EFRIRE (Devices) > BFEHERR (Troubleshoot) > #B&HERR H 7K (Troubleshooting Logs).
PR 2 AL TR

B RS .-_
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B = cisco RADKit 3R RS HERR 130

 WE - LOEIELHNH EE R, A REEE.

« B - WA SUE P ITEN EOEK VPN TR, T BF.

s A - REEUWE T ENEARAER, Had EEEE.

o MR - ZENHHE 128 PR e AV R 3 A BHRR By S ERIRR AR PT AT R .

T—% it 4

T AR E FER P AT WO PR R G H S AOX B H L, 1 R 24 (Analysis) > ZE—Z 44 (Unified
Events) DASE I 257 ic % 1 B BE HEFR 44 DL S A Cisco Secure Firewall FiF2841

{& A Cisco RADKit &= fi 12 58 5 P& HEFR RIS

RRHZERE A S TT R TR (RADKIt) s —Fi 4 G PR a5, 15 A2 0 BB SCRE RIS AR k0 45
BER AR, AR R AT [ BEA Ti2 WA B Fk R o 40T LA R ik 55 45 _E 2 RADKGt, IRt
Hofss 5 B ks B RILFTE 1 e Sem, AT B R34 Wil 3T o 1) Kcdfe

¥ RADKIit 55 B KA H 0 SRS e -
o TRy IR) B KA B L B A
WO B KR EL O R YA A S s U AR I LRI, DAL WG 2 S A )
* R A )6 REMCEE 12 W 53 A il 7
© SR ANSTE, AT BRAE H SIS I T BRSO

2 RADKit fR %
Al LA SSO 1EM RADK t IS, 1X5 RADKIt )7 uii B L% 4% .
FFiaZ wi
RS EATH HTTP AR, W72 rpo L Ee EACH, AR5 15 ] RADKt IS, DAME s iz
A% o

UK

HIE1 R E > WEHRR > mIRiS W .
$I® 2 H7E RADKIt = HiE RS, i A B RADKIt BRSS VI, SRJ5 fiddi (£ SSO sE Mt (Enroll

with SSO).
T3 WA T G RS Rl 232 (Submit).
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&1 RADKit AR 55 124% .

TEANREAE RN 18] PN A AR ] 0 L IS 1D 22 KMo RV, #8x yiz BL -l 1D ™ ARk
BrEAs . RE—H P Gld 2 /MIEB R A . Rk, RADKIt Cloud 45 /NAN H A REANH P ik
FOIEAS B BRI 12 A BTk S5 1D

B4 56/ SSO idfE.

5 & “Cisco RADKIt i7[a]” (Cisco RADKIit Access) LI H, siili %5 (Accept).
T, 2 B B B2 1D .

PI6 (k) ZAEHRS, i st Z2H RADKIt BRS Uledis .

==
==X

WEREEHZ RS BTAT ORI B AN BLAT S BUACRE 25 2K

238 RADKit R 513 4X

fon] DL A T TAC TR R ) e 46 LA MEAT WO B A BRI BRAR A o 48538 P LA T3 R 1) 7 Vg )
JITAT Yt AN S 5 B I T P9 75 ) BT 1 6 AR B FR

\}

AR R AR RS IR & E AL

FriaZ /i
M 2] RADKIt B%s . A REMFR PG, 1S S RADKIt k%%, 25 18 T,

PR LR E > WIEHRR > TR0k

“ITFZILHT” (Remote Diagnostics) F 51 Y T 4 AT #AL. #ifa15 CE I RADKt iR %5 .

2 BOIEHIERAL, i s G FTIRA (Create New Authorization).

PRI A IRERRN, WA LRRA Rl fEtal . feft b A 40 N FRF

TR
o SCRFTRENT A IRAR b T3 BGC e ME— . P, 7EEIEHRAUR ik Bt .

o TEANBE N 7] — HL 7 IS i B B AU )

B4 ST —% (Next).

5 {RIREIEE (Device Selection) T, $8 SCHE TREIT AT LA ] (1) % 25 A1 [7 KB BE A0 o SEFRAHICIE
Tiji

B RS .-_
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B == raokic s iE

* BT XA REBEMR: sl ki, AR5kt KEBREN G IR &R &
TEHE,  LATR) ST 00 A e 2 M 97 B e B e AR el B PR

* BT IEEREHIFEOR: AR, AR5 N iR # (Select Devices) &K kL
FEBLA TP MRS RE TRENG AT LADT ) B KBS B L o A fRiE T FRE R X Frik iR & By
iie) BLPR AL IEHE
ph s
ELRHBAT 7.7 O R R B, JF T i,

$IB6 i T— (Next).
BT AR RNFEN, $8E SCRE TR AT LAV 1) 8 4 1B ) 2 <

* A sl RIS, RS AR CFRERTE)” TEC MR ER T U MBI R AL R EERE Y
SEN AT, 1S sl BB TR BERL, R LN 6 /NI 12 /ML 1R T

- 125 E) PR E ZEH 5 (Grant access until revoke): ik b Bk 3 AT 2 T 01 4% (R 7K AV )
PR .
ERE
PR VTR, T CHATRR WIS ST CIRIET SR R B A

PIRS  EHET, WUSRONRBUK ™ it £, SO, 1 oo g 45 B bR T AT AN B0 5
e

SCHF TREITFR MRAG bk T B A ME— 1o DAL, e o 7 sk

9 it (Create).

FERE G IR 0, RGUK SR BB RIAE S, A RADKIt & i HP A8 16 FH 7 7 iR A
HuikF RADK t JiI 4% ID.

10 (k) B HARAL, I Sl S E R4 (Create Another Authorization).
BN LR, AU K.

T—% it 4

LA WA W RS o AT PAT B A
* GAHBIE .
* HAHPAL
o VAN B KA B oL H sudo Vi)
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migam sudo i ]

A% & B A Sudo 177 19]

P sudo VLAV MIBBRIN , I a] AT B (0 B . Jeie L g, = 0h i
#Ja ) sudo Vs IR, e (KB A P 8 m] A= 52 IEAFR

FHI6Z Al
BAOREES AR By e B O FR S I BT s FR 1 6

LB EFIRE > BEHRR > w22 H.
YR 2 TR A1 sudo V), i iy &% sudo i iE) &I .

A HAE By K EE A0 A B KR EL L HR R AR
L3 N A H sudo Vi), I A Sudo ARZS T RIAE R It .
T4 (iR XFiRtEEE, R RSSFIAMEERE, A5 Ad BA (Enable).
SIS (nik) FZEH sudo Uiin], iF Ay Sudo ARZS N AR Y .

THSIERE

Previous Sessions 101~ i 78 RADKGt % 7 g 2 £ A1 By K s 87 3 HR O A AT I 44 1 B A8 S0 R27)
o XL H G LIRS F 4. RADKIt 2 HASK AR N E] By kb5 B0 HER AL, I
H5 A B kB 0 HE SRR T B0 H B L.

FIB EFEIRE > MEHRG > mI212WT . AR5 Al RRTMSIE IR,
1B 2 Wil i3 EBS1E B E (Past Session Logs) # 242 R N8R 7157 H ok R e &1k H &
$£123 (] TEFE BE (Download All Logs) ¥ H & R4 774

TR
AL “ HAMRAR” T MRS
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B —eamnn

— AR A BE HERR

P LSRR R B LR S5 B B PR (AR ) 1T BE T BCR EAN IR OC M BB JR 303X
LD e EOR BUR .

E T & Zn s b= HE bR

B M R R SOR B AT A B g — T, USSR IE AN S . B SC R iR b
FEETZONMIR, 54 lina 1 Snort H & 5 G — (1 HARBCRNLE . 2 TR IR SR L R I

AE:
o AR OLROFE TR ARG, TR v R T A T R
o PRI R B S8 A% 5K
* HOBT A B KRS R
o SLTBUA R 1S AR B 21 1 1K
o WEIEAEREAT ISR

AR T S 15 0, W R | 022
RS PR HERR
2

SR A KR -5 A SR E LIRS DLV
2R

Debug packet-condition match tcp 192.168.100.177 255.255.255.255 192.168.102.177
255.255.255.255

PR 2 N EOGR I BLHONAH NGO A . A BIREIREE e
i
Debug packet acl 5

PR3 EHILLT & IR I A H s 0.
debug packet-start

R4 EHILLT iy B PR RO B B A2 A 1K L

show packet-debugs

SRS A LU 45 1L
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debug packet-stop

Cisco Secure Firewall Threat Defense % % 15 R BB HERS .

Cisco Secure Firewall Threat Defense 1% %% 8 & 2% & = HE &

A DA E e R i 2 R 0 A0 i SR D B 7E Cisco Secure Firewall Threat Defense i #5441 i b
HEBR M7 o B AR R A SO VFBI OB B D0 1) 2 A b N £, BRERMON TR H R
B EERESERET, MR EMSE AR, ACL. thill . NAT AR . s PR A
2 RO e B I A B SR s 5 B8 8 U H s kb SR AL s brimt i 1 Th g . BREFIE I AT il 3R
HPEAL, AT T e 2 1 I BR B A .

A RMEEHER AR TEAE R, WS PR bR SCrF . 28 16 1.

Wz e R

YA BRER I A0 B G At AR D RE S VRl I R SEERERAE N L BRI s Bt . BRER AR R A
LS BUE s XEHR A SAE M N0 g B3, POVEN R TIER B AR RiE . dx sk

(1 K E A R S A B REA T B HE R AT 04T o

HCHRT, Snort KR ZEER (L 1 RUBRER KRS . Snort 25 ABRERBCH, BB @I
HERFHTT o H1 TR OB T S 500 Snort I 25 W UL F: 2 —.

% 3:Snort ¥ E

HBE i34 AR

it FCVF AT I B AL

BHL 1 s AT K

ikl d iE B

AllowFlow MEEEN, ANgdRTE.

BlockFlow VA BE L

i TRPH L DO s 10 EZ B A Sk
4,

ik WA, IEFESSRF enamelware BY URL 8 51)/15 2%
B RIS, AABYkSEE T, HEFR
A WA, W ARVFZ SO #E URL 2K
AEZERET, AC BEI A b 4k 2L Af F K 4y
KRR FNHIE 2

B RS .“



BT |
B zzesmm

M5 Snort FI5E, EFSAVFEEW. B, WK Snort A5 K BlockFlow, HltfpiZsr, JFH.
ST R BB AR BIL Snort Z B 5. 2 Snort F5E 4 BRLE 5 BlockFlowltf, EFIRE
AU LT Herp — T3

REEFERA

PR LS PR UL .. eS|

Snort Snort TLiEACFRECH AL, Fltn, TEdE A CRER
ﬁ%ﬁ%&ﬁ, snort %?icﬁ@ﬁ%o

TRALBE I N 1D N H 1D BEEe/FiAb A G A2 B Fdie s (HiX
AT RER NN H 1D Al S S LA R (i, B
K5 VCECBH -

SSL Fiikb# SSL SRmS A7 AE 5 v m DG AR BEL L/ & R

b7 K 435 57 I Bk e AT — AN BEL b/ 2 U SR DT 37

EL FHUAL B ) i ) 9 8% 7] P AEAEAE FH 5 43 S s UG 8 e 149 BEL LB/ 7 R

AR AL A FH B KBS TS A 1 22 438 R D RE SR VL i o &
P BHL 1/ 3 )

SI T4 BE AC RIER) “z g7 wm-Rhf—BHik/E
BN, AR, #4 DNS 5 URL SI 3t
.,

T e 28 AL B AC TR I P8 AR IE I A A7 — AN BEL b/ 25 A D)
R UCHL I o

ELTRALHE B BRI AENAZ U BE /&R, Bltn, 24 TCP
FR AL FE R IR BH 0| o

SUETAL L a5 2 /T O RS SLARBIE B, PR 1
ASEEAE BH L R — 2 1 1 o 2 e .

g3 A AL 3 FHLZE, R4 o) B B .

THRALFLR) Snort i N B —A react snort LN, N, KiEHRKEE
HTTP i & [ 0 3. 5L

THAL B Snort M H—Asnort U, 7 £ VU HC 4 I iz
H e XY,

{52 AL Bl AL VL ECE 2R, B WP 125 52 1P bk,

AL J5 1) x-Link2State FHFE SMTP A kS I 21 2% v DX v e ] i 42 FEL
1k
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wamnrs [

R BE LE SR AR PELAE .. eS|

Jr AL PR F T 1] backorifice %4 ifif B3 .

SMB ikt A% snort T FH 1l SMB ¥

CL AL B () ST 1R A LSRR SRS, i, BHIERE R
IPS Fiikb 3 A AMEFH IPS [F snort MU, fild, AL 8.

Al WA AR DD RE SRR P BT E RGN AT T R . (U2, T AT, Zerh DO/ R
124 32 MB. REW b BIOK R K Gl 3 10 AR G2 DRt 1 B Kb X R/, AT A 4 S v B £
AR A B A R BSOS A RIS kB H K. SCRFI ORI R/ 10
GB.

fic'E T file-size I, 3R MBS AL 2% 01, RGNS EET-Risk 4 PR recapture 20 U444 55K
A RN R IR L 32 MB s B, 5l file-size 3BT,

HrELZ{5H, 12 Cisco Secure Firewall Threat Defense fii %5 % .

1 F 1 3R BR BR

K WAL PSR, TARE 22 SCI0 A% 1 (I I 8 o8 AR i 52 22 11 F) D0 4 37 e 1 S IR
S B S B B AP ARFERS, Rl gk Sl PR 1

ot BARAS S AAE R B Snort FITIAL BLES K 5¢ T8 E LI 2R GEAE AL RS B0 I P SRR 35 A PR 4
Ko AT AT 2t i gk nlRE RGRCE B MIBR . W ERA IR 3R

\)

AR A SO R R R SRR AT T e T B B ORI BRI, AT AT RERRC A
Ak a o BA TR Bt il s Rl SR R 1 At A

FraZ /il
TELE Cisco Secure Firewall Threat Defense i £ _F A8 H Zeds i T2, U202 & kg H P .

UK

SRR AR KB B L B, R & > WIEHERR > HIRE ek,
P2 UL
FERI mlrinEIR
SR A AR A B R,
SRS iR e RO .
PIR6 5 CE KM G R
a) EFEHIL.
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B srenssms

Nil

8

BT |

b) KIREREHHA IP Hidk.

o) KERREHHN IP Hik.

d) (Wik) iz SGT %S ke, RGN 2Abrid (SGT).

i e B X TR B -

a) () AEKEIBE K.

b) (AR FANENE PR KN,

o) ARA AR AR T, A RGESRIR: W R A R IR B R G X RN I
WU 1P AE B il BT LE

P
WERAHT T SREEHEER , W70 BO A A O I A rP s T4l 0 R e A R ol s
i o

d) U RA R B B R TEA R S, LT BRERALIEAE .
e) fE RERHEL 7BoPRAE. BUAMEY 128, WTEURAA T 1-1000 Y H A FI{E .

RRTE

Kot BB D s B e SRR AR R A FOIRAS . EEA SR s el SR, it BRI B
R SRIEHE, SRS ASIRBTRIEE (LU L) .

T LIS Hl AT LR B
« HRIE (O) IBEEHIELAE.
o MRS () LA S0 A i SR A (e i

« ERR () i BRI AR R I T i . EE NI I Hdl gk PR B SR R
Rl BRI RIS

< EfF (U0 s PR .

* REF (=) EAM SN L ASCI 8 PCAP KX ARAAHI SR KB (LRI AS . DT il R ik
T, ARJA s RTF. RAFIIEE R SOR T B AL AL

o AR IEAERREGE O, 3 R T I ERT

247 CLIR ER 2R 1L v

M A R ER TR, BT LS R AL . FARHUIE AT SR 0 i b AT e, Ao k5
WEHCE . PRERSSARGEHCE VT A . NAT B U i) SRS A 5E 3 BRSO AT SR A it DL
RO (0 SEVFUT I DT ). Bl QR T . Wbt Fobstihl, i A0 P TAL
M LR E G B 7%, T USRS (AT 2k, IF IR A H SR AP T A B e VP eldE
SRR .

B TIRUERCE 2 Ab, R T LA R R ER 28 M T, i Bdls A N Sevr s AH AR 45 )
ML, A nte, ol tiReias e Eun it - e R, w1as, A

| G



| susin
ergmarizs ]

HEOARIGFEAN UGN E AT . 2P KB 218 s B S A FE R A, S iRE: T A
A IR 5 BRI Th e 42 B0 0 i sk R B 0

PCAP X4

$AT DI BAT 52 BB TR ) PCAP SCHR A sh 8Pt R ERSs « HAT, SCZEFHAHRZ 100 MM
PEALI FAANIE T TCP/UDP )3 PCAP.  BUHE (MR 2 T L2 B PCAP SCAF, HIUAAL 2 7 i Al AR 5%

SR NPRES . X T RIT A UURRE T A B, T2 /e PCAP AR R it R Mot
RIERER Y, DAEREAT JR SEAR BN 7

PCAP &/
AR FE L PCAP A ORI R P AT, STERGESI T3 (U0f) #S &I E L 3145

WEWN . REERIEEN DDA 0800 1 PCAP T S0 28 e ER B e, AT E AL
PP 1) 5E 3 5

10U R s A5 O AL i — 28 Th e (1 IPsec. VPN. . HTTPS f#%. 45) A ¥ PCAP &
T

SFTHE T NAT () % 4%, PCAP Bt 7e iU 4 [ W i (sl , - A Ab BEIX SE i b i A 25

WeEF. B, PCAP A LH: IPv4 3] IPv6 5 IPv6 3 IPv4 ] NAT 2821,

FF R B PR ER AR R 5 5 00 RN TLS i AH G BRER (S S, 20U PR AE ¥ 2% B Snort 3 4 4600
-3

AT SEBITE BLSE (A A T OB, b T AT DA R B () S BRI . B iR PCAP SCAFHd
SR I TR B R TR £ o B IS (I BRIE 0T, 3 /E packet-tracer x4 1] honor-timestamp JC4#:
o

)

AR YRR YA AR BRI A T s f L (R IR I, 7E PCAP Rt sy I TR KT AE B 1 2 32 21 R
[

0] LT show packet tracer 411 (1) export-pcapng Jei 7ok ¥ 8 A2 i i B o 3R i B 47 i
) PCAP SUAF ) —3 4y o 48 mT DM FHILAR AN A (. A B 25 T H (5141 Wireshark) KA A2 B
pcapng A4

& F 2R B IRER AR

HYE Cisco Secure Firewall Threat Defense W 45 L A# A W ER ER RS, F8 002002 2 3 O3 el 49 H P

P AEP BRI O E, PR > EEHER > iR EIBERSE.

P2 NIERFIRE MusIERT, BRI T IRER B %

PRI LFERDILCL TEhUATRCE, Sk R SidmiE PCAP X LU EALEUlE WAtk (PCAP) SC1F.
PB4 WRESE AL PCAP SCF, AT LA T HRAE:
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B srsremss

a)

b)

<)

BT |

sl EAEE4REE PCAP XX My 513 Jf ik #% £ 18 PCAP SCHFILET . i REAE A S5l AR A9 SCAF,
M iz

P 3
« {32 HF peap Al pcapng CAFHE o

* ZSU R AT K H E - LUK MIE R EOK H [ — A VLAN E23E1) TCP 5t UDP i1
100 N AL

o RZFFZ W PCAP M. WA AL AN PCAP S0

L FE 4L PCAP AT, 1E¥ PCAP SCAFHE R L& PCAP XiEHEH, o W LA R
PCAP XCft. EH G, AR A3 46,

ph s
o FARBCES, thil. IRBEEMNBHRER TEREKO R, Lik%iiE.

© B SOXLE B, W20 FALHIY PCAP S

o AT LAGmBE YRR H bR 1P Hodk . JEAHFREE . VLAN ID. H#bs MAC H#ik Cof T iR T~
IR k%) Fil PCAP SCf4 .

R,

PRS WAL THME, AT LN BRI

a)

b)

d)
e)

MR Rz, R OIREA DN
THIERE VL. B R AN SR VITE AN D
TE SCERERZ B, 1 NSO T R A rpa PRER BRI B 082, R4 e VSRR AE -
* ICMP - #ii X\ ICMP 287, ICMP {14 (0-255), I H i LUEFEEN ICMP ARl
* TCP/UDP/SCTP - #iy NY5FI H b 115
* GRE/IPIP-fii APl g 5 0-255.
* ESP - M AJEM SR 5] (SPD) fH, 0 - 4294967295,

* RAWIP-fi A\%iii 15 0-255.

PR A ERER Y IRZERY , AR5 R AU TP bk

YA H bREAALEE TPv4 . TPv6 FI5E A IR eI 4 (FQDN). a4 A RLRE TrustSec, WIm] LAFE &
IPv4 5% IPv6 HuhlFil FQDN,

PR R ER KR

AR A W ERER K BARRA, RS H b 1P 3 hik.
H bR YL T A S8 e 6 (R P SR 1 i 5
PR (R ER 1 B Rim 1
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erurarss |

g)  WURA HEIE AR AR AR T (R BE W B D, WA VLAN ID.
SRR ORI 74 RT3k, PR AT U 42 11 G B A 4 1 2R 2
hy B ERERR E BFR MAC Hedit.

4% Cisco Secure Firewall Threat Defense B 44 (3% B KB5S N i24T, JF BN D04 VTEP,
M2 RLEAE VLAN IDHEIANAE, 7525 BAR MAC Hifib. an 8 DOEMredi iy, A
VLAN ID fEf, B#r MAC #itibrf ik, A% VLAN ID R E %,
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