BITARM

PR 38/ 28 Wil /5 Firepower 48 i FHE ARG a4

s BATRGUIR P R AT 4, 56 1 0L
« RFBfrReEE, F1 )

o BATIRDUSREHE , 55 15 0L

s BTG R HERR BB 25 Tt

s BATIRDUR IS A EAR , 2527 L

o KTisfriRinisds . 2830 1L
BATIROLHE L, 26 41 1L

B TRBUIEEE R Sl , 5 44 1L

BTN S KA AT R 55 14

X

e

oy
ey o

SRS
&

BrRrfat
T

R

X TFEITROR Mt

B KB B AL B S IR DU VRS R ER 2 RIS A RO bR,  LARA DR R GE P (K BE A E A L T
Yo 80T LU IS AT RO M A28 2 4G 2 A R GEHR 8 T SCBE DD RE IR A

| bxber ol |



B srerwnme

ETRR |

T DURC B IS AT IR OUREHR A VBRI o By I ey BE AP 3 SCRRIN ) e S B e B . AT LU
B LI IRDUBEER FISCER I TR e 21 St (% . BROATE DL T, RO IS ds S E 2 T0E i
AR A2 A4 U TR P R T I i br . R TR AR B DAL 0BT, R AT 55 2 IR 4

5 %0 vieakh Mortor Alert, severy rd - = =0l x|
B B8 Vew hewt Foma Lok Ao b
Oupacty | GeRephind] WOFomwd & viXT e

Appliance Status Summary

Device

Froe Mdmrstistor cadmeetidon Sert: Tus ZIPAR006 237 PM
P Admrtsstor

@
Subiect | 5F Hoakt Moritir Alert, yeverky e
Beatch

Alert on

Publish '\,
Status

Management
Center

.../ Health

A DA A ARG AR G MR S (RONIZATROUEN ) IFRZIS AR DL N 51—
AEZ B o WK B BATIRBUBEE) 2 AR R 2 1 4 PF AR . fn] DIGE I A T 2
IR 4 o B S B B R AB OB AT AR DL SR, T DU R AN P75 EE R AT IR DL S o 3]
PLKESK B P ade B2 (7 I 44 B, AT HRBRIZ A3 L

IBATAR DL 2 R GeA% 0 B I I 8] 18] B e AT I AR BL g h it S04 T BAA% i AT AT A g
SEMe 1A IRDLM % B33 T B N A R IZ A IR DL AT

\}

iR

FITAT Bt AR “ AR B PIROUB DR B dah LR RARE o Bl ki e B i A T BRAIZ AT
ARDU SR HC L (AR A SR IR . BELRISA RO (Bl “ B A5 BB 78 BT KB
B s AT IR B K B0 RS2 B BRES . BTSRRI B IR, 4

VUK B A IS A T AR DL SR s P8 2 2 e %o

R LUE RS IR DU PR DT 1) A R GRS € e NS AR DUIR S (5 R o AEZ AR E T, BT LA
-4l R FLAQ e A B4 I IS A TR DUIR S T 2L

WA, EATRBDRZS UL NI PRI SRR AU 24 BT B CRUAmIPT O B0
ARSI TR 2. BB I A IR OL BRI A A AT DA Bl R 1y 52 B s A TR DL PR A4 5

SEATH] FE S SRR B S mT DAPRGE b st 73 e A IR G0 I 42 o SR IR A IR DL i o 3K 48
PR A T U R R e, T 07 1) vl e IE R S I AT R A S B i, R 2
P CPU I A B RIS E 11 20 LI P AIRDL, 50T LIS R CPU A A BRI AN 71 23 LU AL

R34 AT LARC B e NS ATRGE RO ME L . SNMP 80 R 40 H B . ISATIRIUE R L SR bR e E A
IBATIRGLGN Z 1B SR it i RAR DR Ve 2 AN DRI A A e B e, 48T DABE B S 4
WA, EATLAEIRIS A IROUER, B2 CPU. BAST B A A7 o5 H R IE BB AE 1% v P b s A TR L
SRR E Y B GO, e AL R T DA E R, DA M R i
BRI H

B =z R



| s

arwnge ]

\)

ER AR T BE R 2 5-6 M B A e AR IS A TR DUE R

USRSCHF N G SR Be& AE s ReHE BRSO, 5t mT DLBIAT e 44
A EAE B A BRI AR AS ) R Geis AR oL «

= Al 1

FEIEAT 6.7 B RARAS (1) 7 K A B b ey PR E R, sl B KB B L B ANIEfT
RBLHE P T, A% 0TI ] REST APL sk THRFRIOTEANME o &M B KB B L B ATIR
OUIANL A DT, % U e AR AE S, IR O EIAIRASFAR B 25 E T B R I T ALl 22
0 B KGR B Ly AN R IE TR B

BTN IR R

R 1REBTRNER

IBATRGUEE e 32 A IR DI S MR AL B AR DL SRS 45 2 1 511

IBATRGUBLIAT IR . BRI bR EARBEE IRy THRRCREER ) 47 28 S8 RE At ROt O AR
TISAPIRDUIRZS o 1KLL 4% 2R GEi AL B A TARDU NS TP RIUE I AP, SRSt A iz 1Tk
DUESR . FabriE CHINFRCN Telegraf #B0) WERGTHME . TINAR A I 10 P A0 8>, fnT LAAE
IBAPIRBL A T AR _E B A XL ek R . T LU A S8 X IIs T IROL R R B3 B e 3%
e Tk TR N TR k2 R e T e A S X RNV LI i

IR b il LA

AMP HEHARA ks U B AU B4 5 TC V2% H3) AMP 7= 8 Cisco AMP FAfT =, B Wi
MH B LIERAR AT AMP =, WHZAEHUZ HVER . BOARE DL F B4%

AMP Threat Grid 3% #% LN TERNIRERL RN T, IR FMC JCiEHE] AMP Bl S 2=, NIREHE R .

ASP 57 ks A B~ TN T 22 4 R AR BT IR R %
AT DAOHZ AR BEA T IO, DA AN 8 5E I FE AR E BB R . IR P A I
AR ASP ZFFiI B a2 ZE I 45 B, AUt 2s I LR bR A I
i

H 3 5% % AN Rl R R e s OOl alll JVARE 8

kS A WEIE R | MR AT RCE MBI (BRI BAALT) AR R il R i ] sl 22 i 3T
R R RT A B S U BICRs BT AOAE S, IR A IR S5 e iy FLdE AT
.

bxber ol |



B zawnen

ETRR |

R

152 AR

DI EEZRRINAS

JRG 38 7

AT S . B R SE MRS ), JF So v e L 3 0 o5 B LA
I 57 B A o %%M%Ef(TEF)ﬁME%%O%iM%EF(%EE)
ERINEN 750

BRUEOLT, Firepower 1010 () CPU i EBIME N 100, 4 firepower 1010 ¥ 45
CPU i fEIEE] 100 $EICSEN, 2242 CPU il 1 e 4 o

EREHA MR A

=
=
=
il

XTI, SRV AN L BT AR D A N A H AR

e 2 B YR R

=
5
=
oF

D R R ) I 0 R/ B8 6 TR P A AR RS, Ul R il

B BABNIETEZ DN, UULOBH AT WA 8. R A E IS
DLy IR PG RS AOBCE . ST LD U T 47 1R U A A2 SRS (1 A0 e s A1
HA

ERGOHMER

ks

I IER G BN NAT Feat 4.

CPU Ko %

EEEAY

1 CPU A% /Lo I Ak e ml e A 1 B (LN et AR T LUA sk

SO AT IRDUEAR, A2 P TR bR

jugli e

KBRS HE B

EfzE 2y

IO RE APIRAS . BRI FEAT BT R Bl 4

Aot e

&
of

A

o MPERGH5 A B E B AR EOD AH IR A i 56 4 v i
U AR R B e e A i AL R, TR B TAC. ﬁﬁﬁ”ﬁf
I ] g 2 BELAE T2

o WP H BSOS, FEAE /NI b {8 PR RIS 4 . s H &
TSR ER G T IR SE AR AS s ARV S 4
o MRS H G SO NS 800 MB {H/N T 1 GB IR, 434 il 15 AR
o YRS H BSOS 1 GBIV, 23 i T,

T AR, TEIR R TAC.

AP 1R CPU i HH %

EfzE 2y

SR T CPU AL 2 B 3w TG E 1 B RN A . S s, SmT AR

IS OB IR DUEAR, A2 TR bR licdk

Bl - 1 A AR R

EEEAY

KR Y A A P S5 TR TG R I A LA

FI S OB TR DUEAR, 1A TR AR icgE

Jugliq

WAHIE I R SN

ks

AR EMEREMNSIME B, #1a1 ACE £, 1PS B4,

AR

A3 7

FEREAE N RATD 5% H B DI e AR . SR IE BB SR, IR SR
TAC. IXKiFHLIETHZ

B =z R



| s

arwnge ]

R

152 AR

Fh A AL A 0

EfzE 2

IR B (R RS IX ) 4 Hh R R A A FH 26 55 DR a2 e 1 BB A TR L
FFAEAT T R 1 D B A B A N A B A . BE TR, B RGEMBR I
Z I IS PR AT FH M A SO, Bl 240X Se 20 LA M R R A5 A FH 55 008 30k v
GO, AP R B . AT SRR S B R R s R R, 1
Z2) WAL AL HI R DU AW AN DL AT RO 4R .

RS C B Sl s SO RN I SR VR R, R A FH AR b o ik
BAPIRBUVEAR o A7 FCREAEAL F G DU EAR I e FE SR I e AR B, S & e
B 7 A SO S TR O IR P E AR I W A A 5 L o Cisco Secure Firewall
Management Center fiRAS 7.2.0-7.2.5. 7.3.x fl 7.4.0 NSZEFIEITIRITEAR

A AL A S DU AT IR DU SR A2 e 46 180/ A /vo1ume 73 X (R AEASE P 175 DL
IFERERFESRIAR . AT HEEL A DUBEBUHE /poot 23 XA MR P IX, (HZ 73X
MR EERS K, DIIZBIRAES | S0 DR AN B R

A P SRR A2 =S BIUE IO, T AN 7 AR 26 m I 1 I SO RORE T A 25 ] o
ARG, S 0B =S A

ARG R A

W RS T CC BixlE UCAPL #i:0, & iR RS2 17 4] DEV %%
AW, AR ER S AT SO R G e RE MRS A

35 K ik 7 ) HA

R 3

e TIPS EA I k1

15 < K58 S 7 A1 15 i

AP 3

Wi 4% Cisco Secure Firewall 1000/3100/4200 & b, 3 by e 2 g 4 7R
o

— AN SRR S — AN RO B T R B . AR ) AR A
ST, PG A A — AN ARZS B E M B O 5 — MRS B — A
Mo REANREAL BA OC R AR W ) 52 2 A G RS AT RS A5 B SR gt 2
G ISR (I A B, IR B i BNEF I21TIRES . ARHAELR, S
% Cisco Firepower 1000/2100 FXOS i Fl4 15 4 E 5 7 -

it 1 g RS Efzf 2y WA it o

FXOS iz47 R WESE S | M EARAEIZAT FXOS https 45 1 VAR . K BIE T

G, MBS | 1A E Y BT B LR REP O i 2 PR T IR R B . 8
AR AR O R RS

PR e AN DL i 7 MBS | G R A IR £ P R AR KO8R, U HE AR

bxber ol |


management-center-admin-77_chapter14.pdf#nameddest=unique_453
management-center-admin-77_chapter14.pdf#nameddest=unique_454
management-center-admin-77_chapter14.pdf#nameddest=unique_454
management-center-admin-77_chapter14.pdf#nameddest=unique_455

B zawnen

ETRR |

R i it AR

g HE B PRSI | A T I A ORI T AR A B R SR L RS R R
XFFYIERRE I, A5 BRI D AR, BEMCIRSRE e . AR, 5 RS
B2k 3G SR i ) BCR R SR B
bt 4
IERE IR W o] P2 e i . AR N4 T S AN S BT AT i
H B KRS0 SR R, FR B DR . Y L IEIE b St
G- AR I, S P A [ (224 Js )
PEAERAR P Lina ((H B Rt R, (A2, Wi H show interface CLI iy 4
TRV I VST 5 B, CLI 445 3L b 14 AN R0 4 Hh 4026 mT e 4 O £
R AN ] o Lina F1B7 O FE A0 2 LVGETHE BRAE IR AN
o FHTRAEMIBRI ZE R, B KR 0 GUI T R AT BB S5 4 CLI
gt g R A AR
TR, BORSEREMM BHR > 25 > AR 000D s ol geA
A, AR B R/ 2K H Snort (14 AR H 3K

MNAZ RIS A S5 MBI | WA AR F I AR B, R R
A B N I NZ AR 1.5 5%, I ABIE N 2.5 ff. Bldn, dn s
BCRPP RIS R A 2 B 20 N, BCK B (EBOh 30, #il YA BR
500 I FHPRAELZUE T 1000 i 142645 BRAE
AE B @) > BiE > SiHER FEEENRANIHIR, mdEEn %,
) Snort HEFE AT RESCHA, B % ] BBV AT Ak Gk

HEHCIR AL AR E S| 0T ISA 3000, 2 P I 452 11 R AR kR N O HH AR

P A48 2 ARSI S | 22 A7 SR m i R B AR A R R
YT WNAEEEE 4GB Ik &, 2R T —NAFCRIRZHBIE, %A
A RE SEURSE W EAT F AE R BT I B BN ERERE 4 GB 4 L, ALK
CHRCIE N T R A (R TR R R R AR R, BT DA IO S B
% (Warning Threshold % ){H T3 & 4 500 XKk DAl ORI AL I3 ¥ 25 1)
AR R AR 8. A Ol v S ) HA A B, 1S TR s 4
10 P A7 A A
S A= 1R U7 vl 47 1) S TR T T 47 o) B B % 905 R 1 e AR AN 5

RNy AR | 2R E R e RS B A R

NTP it/ B febn W9 NTP RS BROARS UL C2E A

AN A KEGSE | W HRAE T configure networ k management-data-inter face i 47 [ K 5% &5 34
Hly FHEAT I E S O I B K R O TS T ) e AN R
A PRSE, DA s e 4

iR E{ELN WSRO FJa A TR, R O EE B AR FR b

B =z R


management-center-admin-77_chapter14.pdf#nameddest=unique_456
management-center-admin-77_chapter14.pdf#nameddest=unique_456

| s

arwnge ]

R

152 AR

g B HEREAE R AE PR 1 EO AR Y 2 E N A A

WU FEAE R B AN MOROR Y, ARHUR AT “#45” (Warning),
H AR EFa " — AN R Y, BNZAR R s AT %R
FEF RN . SRR AR R B A AN S & R R i, BEHOIR AR T
g “PEEE” (Critical), Jf HAZATROCHAFWE AR~ 2 b B RERE, B 2B
WIBAT ZIREER A3 M1k,

H s &

EizEan

LR IT s ER IV E IR INA

SD-WAN ¥z

EEE 2

4% SD-WAN % [ NI PE BE i A o

Snort 3 &iHE B

EizEan

WeAR . FNIEEE B R Snort 3 ZETHE KL

Snort CPU {# f %

EEE 2

AU BB BT Snort FERRKSFEY CPU A A i, Jf /£ CPU 1]
FHRL A RO IR 7T oy LU A VB AR . EE % BRI s0. IR E{E
% BRI R o0. TERLAETE, 0T LR AT S A e Os IR OUE R, A2
UEEp AN N E S

Snort & 3 Y A7AAE 1 DL

RIS T 7

B e £ 9 A7 (8 T 2 R D B C 5 R ) IS Smort B 4 Ak BEMIES % i
HHIfE. ImSREE % BN so0.

P ARG R L T TERER Snort 7 H T H1 7 S5 BB A W) & s 4T A7
ERING DLVEAN G R, I S0 TP 052 (R LS ) S PRA (S ) . Snort £E3C
PRI TRANE B . WUER AT IS DU SCIEAN AT I, AR R AR I8 A TR L
TR s AR . X REAEAE T s R e R DR, A Snort 2 YJH R
Snort 3 BHLHT A 25l EESR S R 11 3 B Snort HES I . RIS ATIRDLN
JAMILA R 2SR I, B 2 O, e AR DU % 25 25 Whos BUREBR (1 PR AN 15
B HAREA 4Rt

Snort N A7 H %

Eizgan

BEREHAG A Snort BEREAL ] 19 LB A AF PN L, JFAE LA A8 3B I D 1A Bk
LB 7T 20 LU R B . B EME % BRIMEDY so. IRSREDME % BRIMEY
90, JHILIARER, AT LUR I EEE SO IRDUER, AN IR bRk

Snort T E AL

EEEY

L% FOBTIC BRI A R . MOBEHURL I 21 Snort 2 A1 Snort 3 S 4 FET T
BRI

Snort £ 5 &

ks

IFEFE . GATER Y Snort ZETHE E

SSE EBLRA

EEEAN

FERVIRERL I, W B & JCVEIEFLF SSE 25, MIBLH A B iR . BRIATE L
=R

R4 CPU fi %

ks

AP BB BT RGUHERE P CPU A A 78, JFAE CPUAE &
R D IR B o BN R VR . R EE % ERAMEDN so. IEFRE{E
% ERMEN o0. JHRLBERIER, R LUR s ROt IR BUE R, AN
UE =R A VS

bxber ol |



B zawnen

ETRR |

R

x

152 AR

Talos HEHIRAS

P

Bl

Wb 5 Talos 72 R4 (R, 50252 VBT URL £33 26140 2500 URL VO e
L.

B U K S

A

Bl

75 B KB Oy, B H T A B 1) S 6 155 i 5 ah AN 45 30 40 Bhgs AN
BT UCE R
AR P o HR W A A BV PE i 2 B[R] B P & A5 R AR e % LR
A 1) BT LA -
* NHb URL 2RI 2 5

o A URL ) FRAE, BF54RIBHIEFIZRFN ANBH 1L 5138 LA K H B
e AR URL

© CARPREMGHIAYE APHht) , EFF AR IESE A AL 513 B K
oK BB RE- 0] 45 1 TP ikt

+ %A DNS B, (0d6 A RLIEFIZE R ALk U LUk H B
RS 5 1] B 0080

o RSB R4 R E ClamAV)

c WMR > WREE > REEEE > MEETRFAR I L5 H KK B0 g
FI &) SHA #1134

* 75 R > HAS B IEEERR TN ERCE B MR E

o 52247 URL 2N B 8, 55 Sl > EfthEm > RS T
I FAY2E4F URL 33 E . (URL 27 F A2 s s, D

* T RIZEFIEH Cisco = HITBAS M . WS BN > HER > RS 1T
Tfi k1% Ciscco & i,

iR
M EAERSE ERCE TID HANA IR T A 2 W0 B BE 3 17 4 R -
BRI OLR, BB AE 1 NS AR, 75 24 /MR K% ™ AR .

DR R IEREH 7S Bl K S P AP AT o B R, SRR Bl KA B R
L A ] AT ) IX 2 4

VPN Ziilfi 5

ks

A B Z IRl AT A RA VPN F#IE .

XTLS %28

LN

4% XTLS/SSL it WAFIZEAAA 2. BOATE LT 2451

B =z R



| s

& 2B LBITIR R

arwnge ]

TR %A 1t AR
Cisco Secure EndpointRZ | MUESl S | 4n S B KA B Oy TERTGA &2 5 oV 428 AMP =8¢ Cisco AMP FAfT
o BEHEMBRE LR AT AMP =, WZAHE B, an S48 H
Cisco Secure Endpoint & BE4% il & UM AMP 2%, 2B Het A 24K
[fll 7] Firepower ] AMP AR | KB 2 | 78 LA NS OLIN & HE R
& o Pk EEEE L AR AMP & (A EFA) 81 Secure Secure Malware
Analytics =B, B0 AMP FAH 2 LIEKRAH AMP =,
o HTIER R s 2 H e
* 4% JoVEER R Secure Secure Malware Analytics 7= 8¢ Secure Secure Malware
Analytics £ AR AT AT BN A 3B (1 3 A
o AR OISR R, 7 99 2 Ut s PRSI 21K B SO
WU B KB O RS BRI IR, W RSt 2 v RETT 2 30 73 B2 ik
— N PROUE R
WALk BT | AR T B A e 1 IE I T B ORI I T R D BRIR A A R
EPS A MBS | ARSI E B CBLR A EHE’(%QAW»EIE%EH/HLHE&E% R ilya
R . A IR SS Th Wr, ISR R AT TS
CPU #ZLMEFH 2% fRbr RS A AT W AZ I CPU S F 22 Tl 28, I/ CPU Y 28 1 A AR i
EBEN R ER .. EEBE % BRNEA s0. IEFREE % BIAMEN 0. B
WL T, iR n F o B8nT LS sl - SOZ B RIS AT IR DU R,
A TR .
KRGS R fabR I R BEHERR ARPIRAS L SRSV FEAN F8T e sl vk 4.
CSDAC g5 Ja Ph 44 ds
Bt MBE S | A RN E B R, A R . i o AR R G I e 1A s o e B
CHINFRA EQ) SEHEMEIRE . dn R MRIHVESR, THIER AR TAC, IXHFHIE
T4
R FEHLBE MBS | AR e b7 KR B b ] DU AR I AL RORA B R, IR T

AR IRV 5 0 A B . ATORVEANE R, TS I EHLER G

bxber ol |



B zawnen

ETRR |

R

15t AR

B RINAS

SRR B e & B AAE iR (IR B 2e%e) iITERE.
DERK R LU AE— 1500, WAADIR B AROUBE R & A ™ AR (2010 -
o AR AMERE T BE O A A M B LR
o JCVEAGTIN B B 2R A7 fif B B B VR B o

Ty St BE A IR DU Dl AR e T . (Bt o AORE S UL 2P
W, IR ARSI R L.

WA AL A O

EEEAY

PO B AT U B & MU Rl R ] 5 5 DN i e 22
(I FRABEAT R EE, AR A B R DA B e 5 1) B (LI et B A o i T e

{H, HRGMIERIL 2 MR AL AR RSO, s X S8 DLAM R A

MG DU B O, A H A VAR o A7 SR AL 15 DU Rt s

FrIn s S, TS BT DU A FERS DLs A TR O IR .

W RV C B S Al SR SO R/ I SR R R, DR A P R i e oy ik
BATIRDUEAR . A7 OCHERE AT FH G DUEAR IR WO BRI S A5, T2 B
B Al SR OSSR DI PR AR I A A 15 L o Cisco Secure Firewall
Management Center iRAS 7.2.0-7.2.5+ 7.3.x Fll 7.4.0 A SCFRATIRGUEAR .

A5 P A A AT PG Dl AT RO D A B8 B 7 N /voLume 23 DX R A AT AR5 20
IR AR o SR AL T DUBHORE /oot 23 X F 0 IR 43IX, HJZ 43 X
RN RS, U ERAE S 2 0 X AN R R
B R AR TS Bk Iot, 3 Ik A7 8 S e oh IR BRI I SO AR TR A
o ARVEMMEE, WS 0GR )

eStream JRZ&

SRR

PR B 19 K e B rh b AR e (0 B e i I FH R
<t

D SR A B A AR A E Bl KBRS B RO S B AR 0 K
B, U HH R

AR, VP A 8T RS R I AT

30 75

JF

E{EE 2

ML P AR S N B K B

ARG A A

RIS T

WRAG)EM T CC #xtak UCAPL #iX, sl iR ASIZ17# ] DEV Z4H%
LG, W S PAT S R G e R B . BOATE DL, 2B Sl
.

B K S B rPOL HACIRES

A3 7

W B R B O T . R HA WA, B 5 3 e A 45
B Z MBS B B A — 3 B R

35 K ik 7 ) HA

R 3

BB 977 A8 e P P PR R 2R I 5 AR

g1 &

EEEAN

A B KR B A KU BRI YR o 2 v L ) A
R EAR

B =z R


management-center-admin-77_chapter14.pdf#nameddest=unique_453
management-center-admin-77_chapter14.pdf#nameddest=unique_454
management-center-admin-77_chapter14.pdf#nameddest=unique_454
management-center-admin-77_chapter14.pdf#nameddest=unique_455

| s

arwnge ]

R

)

152 AR

AR MR A

JRG 38 7

WA PIRGEREA G, I —@ i) CaIRCED R A PIRGLF A
e VB .

ISE &E# I

RSP Cisco RS 51 (ISE) 97 A5 4 3 b0 2 18] 1R IR 45 %3 Bk
. ISE $AtHAL A - Bl . W 2R B . W L B HUE. SGT (‘Z4a41bx
i) Al SXP (L4 AZEANB Mo

A A B

SRS ASHG R A T i) ClamAV BERT

L

=
=
=
of

TRBECRE B2 1 AR T 20 5 D BRI B 1 BRAB AT S b, JFAE A ] 3 A
GRG0 N A R

FEVH SN ARG DU, B KA B O A T DL AT AR DU e 2 T 42 F
BAE RAM. AZH N A7 FZEAE W A7 KA T O o

X WAEEEL 4 GB MRl s, ST — M AACRMmB BB, %A
Al A P ECRGE W B T WS BT L. fENAEERE 4GB R L, R
CHCRE T RN T (E A TR R T R AR R, BT DA IO S B
% (Warning Threshold % ){H T3 & 4 500 XKk DAl ORI AL I 3 ¥ 25 1)
A EARORAR PR ). A DG H S BB R AR L, 1S B Ia A PIR D e
R0 P9 AL I E

MIRAS 6.6.0 JF4f, Firewall Management Center Virtual JH2% 2 iR AS 6.6.0+ T 75 1)
%1% RAM 4 28 GB, Firewall Management Center Virtual % 11 RAM &
32 GB. FATEBUIE A RRERIABE : I KZ 2 Firewall Management Center
Virtual 32414} fic 32 GB RAM, 4 Firewall Management Center Virtual 300 )it 64
GB (Y[R VMware) .

TE
1’4 Firewall Management Center Virtual 55 73 AL RAM A RN, 1247k O0H
A B AR

WER B SR B L A B SR GE A A, MIRGEA] BE e A A Y
MRERE, o A R N AR DR R, ISR 3 B KBS B L

BRI T 42 1) SRS MR DU ] 42 o E S e o P B ZE AN

MariaDB 41115 &

ks

i MariaDB $dfs 22 (FPRAS, QFB Bl /N i sl SO A A S D

MonetDB i it-15 &

LN

MonetDB & 57 K5 A AR B s CAmERAH 2 M e . st IR A R
4% MonetDB [FPRZ, AAHI AN iHSIEREM N AA IS oL, 1Ak, el
RERENS ML AR A B B SR B, TR UUIMETIs AT 2R I R . AT LA
X e bR QI A e SCHEHIIRASOR K MonetDB [11IZ1T 4RV -

bxber ol |


management-center-admin-77_chapter14.pdf#nameddest=unique_456
management-center-admin-77_chapter14.pdf#nameddest=unique_456

B zawnen

ETRR |

TR #E it AR
B 5 & AR I 4% M@ | s B KB E B O 5w T ENL R I AR
BB G AREE 2 S ) B R B O AR T . R By kR B O i E )k
H s SO ET R, BOE B KR E 0 A T el RN TR AR 1 B
BrEkma N, W2 B AT R U E R .
SORIUE M R R, TR B sl S AR Bk, JRAE )Ly S ERORS
IS TIRIVE R .
W W BURAAAE, TR SR > &R > SR IR E .
HFRES PN R e b S A B P v e =L ¥ B S E R S I N a1
WUR R R BN MORGR Y, ARHURESAR T« 457 (Warning),
I HIZAT RO FA I SRR~ AN RGR Y, L BNZAI R S AT kR
FOF RN 1o W R AR R AR AT 2 i, BIHORASAR
Jy “JPHE” (Critical), I HAZATROCFAHN BIE s 2 HERE, B 32
WisAT SR ER RSk,
RadiusMQ R7& EizEan AR RabbitMQ e il {5
AR KBE S | SOV U AN v B A B,
* PGS RGEA T EIEAH P24 5 45 Cisco Secure Firewall
Management Center
TS PSR CTE 5 2 B i H P& T AT R & Cisco Secure Firewall
Management Centero i [Pl {Cisco Secure Firewall Management Center 15 7%
BLETRR) PAANER.
o GUEHANUTES: FANH P SBT3 N Bl K EE O AR )
HEAN
HRVEYNEE,  (Cisco Secure Firewall Management Center B 45L& 455 ) «
RSN AU H P BB S BN USRI SO R B N, UL 2y
IRIBATIRDUE R . BT 8O P R B R H B TR B i
HREQMEE, WEZ2H (Cisco Secure Firewall Management Center % 7% it & 45
Y R R
RRD JIg 55 #2534 KB | @ B I e £ i e s (RRD) A4S #% B LB G D Ba 80, WA H
R T LIk B S HT S B A e R A
LA RE KM@ | R e Re A v HL b7 kRS D ToE R, B R DA A
TR TP Hukb, A R .
TIE S s b ) P S SRR R
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* A URL ZE5RME 25040 .

* ZARRE URL JIRMYR, G654 R BLEA A AR LE 13 LAk A B
BIHE T M43 IK URL,

o LARIREM R HFZ IR (TP HshE) , AFE4RPH 143 ANBH 1E 41 % DL &
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RS 5 1] B 0080
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K BB IR BRI SHA FIE, W1 MR > WREHE > REEHE > WK
FRANER O L.

« 75 K > BB MERERS WUl ERCE MBI TR .
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JRG 38 7

R ERER TR S AEAE A I 7 Bt (A SRR ARV 80 1 H sk P IAFAE
500, JF HAESCAFFRIC ) A A BRI A 4R

I ) e 55 e IR 24

PEAR R 2 IS 95 NTP RS #5 IBC'E , JELE NTP B &525 AN mT B NTP R 45 25 fic &
TCRAI K HA i)

W SRR BT K AR, T R (@) > BLE > HEE Y I AR
52 [ NTP iR 554 1 BC & .

I ] [ 25 R3S

SR ERERRE NTP L5 NTP IR 55-85% L IR Biic 74 LSRR 8] 1 35 2% 15 1 ]
AARAS, I HAEPIAS Il 0y I 0] 228 5P b A H i

AR AL 7%

AN 2 4 Ak (FSP),  BISEmS PRI AL, 24 F4K2 Active Directory X
G MZRL SRR AL, AR )4 SR ek TN 2 A

XS TAFAEAERAE SN A T IR R AL, Ao A B T A 0 T SR
AR IR AR R 2, B s AR ™ AR

URL i & I A%

W R 2 IERE, IXZ T8 URL A JEH s A1 AT URL I JE A 4R pr e 5 1

Web JIk 55 a5 4L G R

A TP HiuhEEE 28 BP0y Web R4S 28 101 & HTTP 8¢ HTTPS &E#H:1) I i
BRI, A R . 2 KB (K Y BRI TR AT T MRS TP Mk %%
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PP B M e A R A L I A AR . iy s S v T
SCRE FHEAMATC (1 Bl KSR B A AHSC I R

B BB 1 TN B
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HE1 Wi ER

PRSI IRGUE L, ms TRt , 28 3 T ATk,

0T LLh Firepower F 40 H HAF P10 £ 10 o a8 KM ASXOA I B2 A BT 38 24 1Rt

B

S IS AT IR I AN E SCIR AT 2, AT BN 6 H S SRR S

TR 2 K PR HS N BIZ R ECSA IR IR 6 Yo, WIS TROUNS , 28 16 TUh ik .

PR3 (k.

) FLEBPRGUE AR, meIs RO 4Rk, 5 28 TP i

180T LA B AR IS AT RO S AR B R 2 s AT IR OB e e 7™ S A I fd & s . R H &
SNMP “4 .
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N

pE

HG, AU R HAAB AT ARG s 5 TG . B AU L 28 /0 — M IB AT AR GL S

TENF BT, B KA B R 2 B3 M EEBN IS AT IR DU o ZEOHIBAT RIS 5 e 6 (KR

R R G

B KCER T B L BB RE S QU NI WIS IR OL N, o R 28 (EAGE 4D wT I fisdT
NS IRYE LR

UE AR IR T BN AP ROL s, A REE R WA RESi s, (HrTLIAEQIE A e 302
CNRINVWZ 3 pei K S

AT LLBIRE F € SO AT RIS, FoR S B BRIME AR o Bl g 7 B rh O AR 32 8 B 4 N
B B7 KB B, ORI B Y I BOARE A PRGNS . TER, BTN C W E B
FHEA PRGNS . A R B EERNBPIROURIE I PEAN BT, 15 20 W E BB PIRGLHENS . 25 18
e

FHRFFABITIR S R AE

T4 B KEa 7 B L N, ATATE RS AT IR DU R AR A8 I B P e AR DL, AR I Aris A iR o
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e

N
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SREMS SR 2 ORI AW L B 65T LA 00 DI PR, 00 2 S s o BB
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UK

FB1 %k 2% @) > TITRR > 5.
$1E2 L EI3EKEE (Create Policy).
I3 AR AR
TR, DUN AR BN SEE G A 1Y, SN BEAT FH I 28 44 FR ok Q) A A7 bR 0 S s«
o BRIAR 4% S
* BRINBATIRBL A WS
WX A I EARTEEE T 5y 518 Pk B AR B A At 0 AT SRS
WIS AU .
FIE6 LR,

T—F Mt 4
W N HIEAPIROLMS o 2 16 U0 IR, X B AT A AR B SA .
o YR HENE LLIR E BRI BE, A nis AR SRNE 58 17 U iR

s— /= s &x
[ FIZ1TAR I R B

KIS AT ARG NS N B B A ), AR SR S H ) T B s ARG B B s i kA B
HREREAE PSR AR5, IBAT IR OCIAR Ak 2 DUAE TR S o e & O I () (R iz A7, e ek
IEATIROCEE TR H O e A 2 B KB Bl
RSB AT IRDUSRE NG T A FH— AR, AR5 KSR N BN TF %@ A IR ) w26, lis
ATIROL IR P2 28R IS AT RO RS W 2R
T SRR J5 P R ) S N B, BRI BRI OV S TR OGNS, DA
N AT IS AT ARG S o AHE, 0200 B 4% 73 i 2 /b — M AT IR DL SR

AR AN [ B0 A L P 81 0 P SRS ) B A6 I, T 5 I P A U e o s I A SRR
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TR L RE @) > BT > K

PR 2 gk BN KSR 5510 1) BB BT IR () -

PR3 JEFE N A AT IR DL B 75 o
PR
U/ DR & Ve R N P R TNV LU P S I D B R ANV P TR g P S B2 B
(KSR DTS IR LN B B o B ISAPIROUSHEN 5 B4 ORI, AU E R AR A PRG35
I 55 HEOGIER

FIRA fH LA (Apply) BUREZ SRS N 2Tk e b

T—5#tta
C O, WSS SRR
LRI A B M TP 4.

IREEIEITIN LR G

AT DAGi 4 EAE I A T AR DL SRS
UK

FIE1 ¥ B @) > sITIRR > KBS
IR 2 N EE I RNE SH I YRR (2) S
SIR 3 TR TR AR S L, 1 AL SR A FR IR SRAE (©) bR
PB4 BITRRAERR EDR BoR T B b S L g . A DU R B R B B IS AT R DU B
o TR BB R VAR L I D) BT - T (WD) BOCH] () LAl iE F s s AT R G
Ko
o TAEBATIRGOBER FHATHE SR B aZE R, 3 5 2k (Select All) D)4edie4l
s JFHBTRGUESS, AT, Al IS AT RS A JE P 5% 1 1 R R HE SR S FH AR
ZEMEIZATIRGUVEHR . TR, A B S PR OVER R I A S5 IE IR Z Jm P d R b .
a5 0] DAk S MBI TR 4542 (Health Monitor) 2 T AR i #4536 Jg vk

o BB PEAE I SCRr Bt (O B s B ARy B0 AT RRIL
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© NREEFAL S BHERR CPU Al AP ER ) 85 AN S 1k

ARBRE R, ESHEIROUE , 5 3 3L,
PIRE BIHRE mE MBS .
PR6 (L IRE WP, ETBPRAMIE:
© BATIRRARSIZ T 8] [B B8 - Je 1 s A PAROUBEER (AR . S/ NRIRE A 5 20t

* FEHRUSCER 8] BR- 1 Ve A S S AT IR DU L BRI T P 5 Bt (i e o BROAE DL T, B i 2
SAEZ A TIUE SRS AT IR DU S RIS 4 X L bR . AT AR AR PR L, 155
B SCTHR AR . WO FE AR s LAt A, DRLERAT 55 2 ORI K 4

* OpenConfig i M-Ac & B BISMT AR RGBT RGLFR PR IR IR, % R H AL
R ALY OpenConfig B8, A7 CHEA(E R, 12 Bl & OpenConfig WAL M .

PR EEFEMER O RIS, WEHRAT BN 84k
a) mitisREE S ECFAERE (Policy Assignments & Deploy).
b) MEA#& (Available Devices) #I|3, i 24 AP BCIZATIROL SN (1) B £ 55 11 + [&IAxR
¢) miliFZA (Apply).

o, RO SR VPR DU Y ] B e, I IS4 IROLIRES » 28 16 JUp ik

RIS A PRDL S N ] B LR ERIE A PIR DU BE & B o S RCRESA PIRDUSRMS N ] BB I, BAESR
M TR R B A BB s A TR GL I i A e 6 L RO ERE AR (RIS AR, JFRE Bdla e A 22 Bl K
AL

T8 iR F.

% B EOAIE TR R A

T LU P G RIS A TR DU SRS B B BRI AR DU o Bl JCER T B O AERE ST B In 21
Bl KA AR, K D 12 e 8 N HTER A R IZ AT IR DL SR

\}

AR BRI BRI B AR OUSRIS AN 2 FE 0 20 o4y DT i 4 FIs AT IR DL o

UK

$E1 % 2% @) > BITIROR > KR

P2 Rl R EABOMERE RIS LB S RIE () Klbs, R)n g EABOAE (Set as
Default) .
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PR3 RlhREL.

T B 3z 1T AR 258 SR B

FET UM B AP 7 RIS PR DL o (HUE,  AZ00N B 70 Bl 28 /b —ANIE A IR DL SRS o R A B
PRI e 26 (KSR, LRV P AN TR (RO SRt M B BT ARAT R Bk, W SR AE AN ] 21

B BTN 750 S FIEREAISCRERIN 2 BT, 6 U AT TS A PR s
AT R4 TG B IR
Je

Rn EHEI R IS PROUI S, U DT AR I (K2 A IR DU 0 2L 0 21 e 4

oL

WO

TR EFE RE @) > BITIR > K.
S 2 MRS S MR (D), ARJ5 e MBRIE f TR R 5B (Delete health policy) 3L

TR, AN REMIER BB BRI SIS (RS A AR DL SRS o 7522 1N B3 24 A (R BRIA SRS 2, TR 55—
ANMBATIRDL NS B B BOASENS . A OCTEA R, S B EEAE RGNS . 55 18 1T,

{&£ A OpenConfig A 3% {3t [z /& A 37 B9IE M B3R 7T

OpenConﬁg ST NN TR B AREE I, BB T Pl 1o 2 2 I S A A A 3 22 AR R DL B
I M 4511 )5 3. Cisco Secure Firewall 7] OpenConfig It £ 4% il % 0 Ffl gNMI (gRPC M 4%
}EED) L, I RVFIEIE IR A BN T 2% BRI U R G RE NI

537 435 B Jolp 975 6032 4 T DR 150 SR e 40, 25 2 5 R )3 FH OpenConfig AL S il Bh e T A L &« AERFISATIR

TSR T 2 % %5 I, OpenConfig Yt A& i M C B 2 W0E gNMI IR 25 28 T 4 ok B s i sE 44

iz A (RPC) W .

OpenConfig & HIE N #YIT AREY

OpenConfig i 1T 1T HIHAEAY,  Srp Bl iictieds > A if) e s, U\@gfsﬁliiﬂ'ﬁ&ﬁiﬁémﬁf@ﬂﬂ
Bl B S . BRI A BN B EMCEBRIRARIN, ) gNMI g5 ds Aoix
subscribeRequest RPC ¥4 & 11 FH1E SR A0 FEECH A 4 2T H i — Aj?/l\%éﬁmiéﬁﬂm o %M
EEFERGA VT IR AT IR, RSG5 a8 SCRF LA AT A

* —iTH (Once subscription) - 1 £ H 43 ] gNMI B 42 k1% — Vs =K 1 £ .

* JiiITH (Sream subscription) - £3AR# subscriverequest RPC W R HHE 72 il & #8435 A% 4 I
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* SRFEAIITH (Sampled subscription) - Ak 55 #2312 HE LTI L HH 48 5 1A 18] B8 A% i K (10 5
Yo BV A SRF ) doe N TR g — 23

* UNT H (On-change subscription) - H &K IME R AL, oy Rk Edh .
H&é%%%é%*EyEEEﬁUfgEGinggﬁﬂﬁEL§&35WYEE%§ﬁ%ﬁ€H@iﬁ%géEﬁi SubscribeResponse RP(:?Hﬁao

OpenConfig & #Z N BIFBER
AT LU DA 0 2B 5 C2E AT OpenConfig Uit A% i & I C

* A (DIAL-IN) - FEIERBIECT, ogNMI RSS2 F B D RS ek B AR 28 11
Subscriberequest RPC 5o EWRISIPIRDLINE S, ] LLFE 2 gNMI IS5 45 208 (¥t 115
DL AT 55 gNMI R 55 3&E B (KPS IS AE 23 10 TP Mudik . TR, ) gNMI R4S 854k F o 1155
500516 $8 AL FH T 1T FH 28 Il 908 1) 2 ity 52 A7 AT 1R 52 A5 AT I 4% o

* ¥4 (DIAL-OUT) - gNMI 245 it WAE MRS 2l TAE, 7R, a2k gNMI
EPRCAR AR 1T G SRS pERE M A o W A gNMI Eii e B2 48 6 ) gNMI Mos4%, W 2
i FHBEIE 25 7 i 55 AN IR 45 2 07, gRPC P I %P5 IE SR VFAE gNMI IR S5 3R 25 ) 3ty 2 () 28
# RPC ¥ 8 o MBI EERRIEE e = LSS A AN, A5 & Al FH 3R H B

TESRANFNR AR, gNMI RSS2 A1 gNMI & Sy 1] (1) BT A7 30845 A 48 FH TLS I, X 7 24
— A AP RUE 5 LAEAT TLS & . $R MBI TT R s i % 8 . AT EgiE R, 7
Z ) el A FH AL AH AR BRGUE TS .

A pETEYIE P FFAEH
£ )% OpenConfig Ji AL H B MIBCE BT 7510 CAL RSS2 AN P g Uk 15 LA R R 4R

\}
AR EO R CA ZERGES, TR AR —ZmiadT BLU R i WERE RS, W2 i
EERiS
FHia Z |l

PR AEEHSAT L P A& 0 b QI SRk, Bl s

Tl
mkdir keys

IR 2 AHAHNFRAME A% 4 CAIET.
il

LUR 7Rl i 2 FE OB RSA AR, IR AT B BT SO SRS 5 A 2544 X 509 1E+5:
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openssl req -x509 -newkey rsa:4096 -days 365 -nodes -keyout keys/ca-key.pem -out
keys/ca-cert.pem -subj "/C=XX
/ST=YY/L=277/0=Example/OU=EN/CN=gnmi-ca/emailAddress=abc@example.com"

FEE REFERMWEZRAMX (C). A/ARKX (ST). HilX (L), 4121 (0). 4IZLH47 (OU). EHI 4
FR (CN) FIHR Ak

ﬂx%ﬂ{%ﬁﬁ ca-key.pem Iﬁ:, lﬂ_%{%ﬁﬁ keys Iﬁ:y‘éqjﬁ/] ca-cert.pem Iﬁ:o
R 2 138 H A4 7% (CN) A 5 £ HT A4 0K (SAN) Al 1 28 44 IR 25 A UE 15«
-

PLUR 7 i &2 A 8 1) RSA FARH, R4 & G B #4000 =85 B B 254 X509 iE 5. fEA
B, 192.168.0.200 & B4 IP Hudik, 192.168.0.202 &% /i () IP Mok,

R
U R AR AR I B A P15, AN 22 b TP

CN="192.168.0.200"

SAN="IP:192.168.0.200,IP:192.168.0.202"

openssl req -newkey rsa:4096 -nodes -keyout keys/server-key.pem -out keys/server-req.pem

-subj "/C=XX/ST=YY/L=27ZZ/0O=Example/OU=EN/CN=${CN}/emailAddress=abclexample.com}"

openssl x509 -req -extfile <(printf "subjectAltName=${SAN}") -in keys/server-req.pem -days
60 -CA keys/ca-cert.pem -CAkey keys/ca-key.pem -CAcreateserial -out keys/server-cert.pem

cat keys/server-key.pem keys/server-cert.pem keys/ca-cert.pem > keys/server-combined.pem

openssl req i &4 T RSA FAFAFINE P45 K (CSR), FAPRAT N server-key.pem XA,
CSR ﬁ'(ﬁ?{j keys Iﬁ:%qj El'(J server-reqg.pem Iﬁ:o

openssl x509 fﬁ/&\ﬂ‘fﬁ CSR ﬁiﬁiﬂﬁ%%ﬁﬂ%o HE’(%%%EJFEE keys iﬁ@%ﬂfﬂ%ﬁ% server-cert.pem
At

cat T MG IRSS A B IRSAIET A CA IE A H B A4 h server-combined.pem HISCAFHY, FF
P % SCFRATAE keys U,

M Igjj( %%}ELP‘D‘EBE OpenConflg Streamlng &, ‘JZ‘ZﬁJ:’ﬁz: server-combined.pem o E Flfz
ER S A R  RIZATI gNMI R S5 348 L UE S HEAT TLS JiAE . WA AL 2 i n s A9,
T PR ACEREUE TS A% 21 B K e 3 I i R 350

I F8 72 I8 H 25k (CN) Al 3 2% FH A2 FR (SAN) B it & 7 ity il 45

w5l

DL /- iy & 45 2R OB RSA AAGH, 1 F e )t LA 42405 1 5 L5 B 28 44 XUS09 4IE 5. 7EA
B, 192.168.0.202 4% v (K] 1P Mok o

CN="192.168.0.202"

SAN="IP:192.168.0.202"

openssl req -newkey rsa:4096 -nodes -keyout keys/client-key.pem -out keys/client-req.pem

-subj "/C=XX/ST=YY/L=2ZZ/O=example/OU=EN/CN=${CN}/emailAddress=abclexample.com"

openssl x509 -req -extfile <(printf "subjectAltName=${SAN}") -in keys/client-req.pem -days
60 -CA keys/ca-cert.pem -CAkey keys/ca-key.pem -CAcreateserial -out keys/client-cert.pem

gNMI & 7 i {2 P 3 UE 15 client-cert . pem FFAEAUEAT TLS H15 .

PERS (AL TRV, AT R E BT A PR (CN) R 2 25 44 Pk (SAN) 6138 i ik 55 4 Ik

15

bxber ol |



ETRR |
B == openconti wissmiEN

w15l
PLR /sl 22 LR OB RSA AAEH, I F e Bt LA $e 1 =85 B 10 A 284 X509 iE 5. 7EA
B, 192.168.0.202 J& %/ i iy 1P Hbdik.

CN="192.168.0.202"

SAN="IP:192.168.0.202"

openssl req -newkey rsa:4096 -nodes -keyout keys/tunnel-server-key.pem -out
keys/tunnel-server-req.pem -subj "
/C=XX/ST=YY/L=272%/0=Example/OU=EN/CN=${CN}/emailAddress=abc@example.com}"

openssl x509 -req -extfile < (printf "subjectAltName=${SAN}") -in keys/tunnel-server-req.pem
-days 60 -CA keys/ca-cert.pem -CAkey keys/ca-key.pem -CAcreateserial -out
keys/tunnel-server-cert.pem

it & OpenConfig 37 541 M

FrIGZ /il
* BPRESR B AT IR DU RS L B 1Y) o8 Ve é SSLuE T ARTFASH o
* BHORAC & 52 FF OpenConfig J3E M SZjiti ) gNMI %/ 5, #EATPAM A ) L gNMI R4S 28 4 H
gRPC 1K,
o B PR BT AL E OpenConfig WIEN, TH 6 IRAEE B RS LICE gRPC BEE A4 a5 Fl&
Ut PEREIERCE A H gNMI % i Al 1384 2 8] FRIE A
o WHATLL TS, BOIUeEHE ).

UK

TE1 G 2E @) > BITIRR > K.
HIR 2l EAS O U B AR A IR SRS 55 U Y SRR 1T IR SRR B AR o
$IB3 3 GE LI,
SIE 4 %5 OpenConfig FZEM JEHLLUR FBCE . BIAEH FICESWEEH .
$IB5 4L SSL EH . gNMI HRSS 854 AiE 1508 TLS 3E88 8 I ARSS % 5 4 36AiF, - hn 25 il i 1 e 3
HAE.
OpenConfig i ML B AV % 35 PEM A& N HIEF o B KBRS BE A0 $UAT A FIEBIAE, PATRIR &
1 gNMI A 2% 2 1) (A s, T AN 2 H 0 32 4 W s«
« BGUF ASCIL SUA &5 A RE S Se kS
o KA AR FRE ) 23T H 3.

* AR EAL R PEM SCAF R I PUINE B ARASH IO B . SO A NIES, IF HAEF P A
PR LRI ZE 0 1.
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openConfig i ts i mirssis [

o IOIIF 457 25 4H 2K A PRIVATE KEY. RSA PRIVATE KEY. ENCRYPTED PRIVATE KEY B¢
RSA ENCRYPTED PRIVATE KEY.

o XFFNEE ) PEM X1, B83IF Proc-Type: 4, ENCRYPTED? {745 Kt o
o BOUF BRGNS N () PEM SCHF A5 30
PI6 (A WARRPISFC I, 1ERE .
SIRT ERH TS gNMI PRSGEEAT I A4 G il ) 35 8 A5
ST BN B
1. ok gNMI RS 5rBc i 15 .
gNMI g5 1 T 11 I FA5E A5k H RS gRPC 1K .
2. FREERE] WA gNMI ALK TPv4/IPv6 Hutlk.
3. b RN EE SR LIS INE £ oNMI SRR . A 2 il LAV I AN CEE 28
X
1. 4R gNMIWCERS A R4 R 5, RS nT LA 33T D A int i il .
2. b RN RS LI IN T 2 oNMI CAE RS . St 22 T AR I AN s 3

IR 8 J5 0 T T I0AE gNMI WCEE 3% (1) ] 7 44 F1 5

LI&@J SubscribeRequest RPC ?ﬁ‘%'\ﬂ"]‘, E&%’%’%ﬁﬂ?lﬂ:ﬂ%ﬁﬁ gNMI q&%%%ﬁﬁj*g'ﬁj\gﬁlﬂzo ’IZL%%J%UE'U
WA AT P 2SS EAT S B0 UE . ZR GEAT S A 2 ik B 3 5630 10 00 %3 Jn A% A 1 14 e
HIUMENSW

TR LR EF.

T—% Mt 4
RS T IRDUSRS 5 2 o, DAAC B 5 B2

OpenConfig i & 5611% & FE HEBR

R AL 2 B BIEH
o ORI CORF IERA KL _E AR 21 B K i B rp ot
© BAREBAVEPIESOE R W IRIERRE T 1P HIF % 445K (SAN).

IEB TR
TR 7 KR B D SRR K (IP), (HUETSXS (IP) JoRL” SRR RS A Uk T M B 2 i
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OpenConfig 5 % 40Z M S FEHERR

o BDRAEIRSS 2L A IEAfiFR 2 TP SAN. WA EEH T2 %, WAAZIAE IP SAN FE F 45
SE T BEA

 WERAT R PR A, TR DRAE IR 55 Al 5 P i 52 50 7 i TP

7K BEHE R M 7 36 5

AR SRCE] “ARBEE AN B, RCEME T EE 7 B, RN gNMERI A IEAE S AR bR S
DA 2 AR T Bl Sk s (R 2 ] i

root@cronserver:/home/secanup/openconfig-test# gnmic -a $ADDRESS:$PORT --tls-cert $CLIENTCERT
-—-tls-ca $CACERT --tls-key S$CLIENTKEY -u SUSER -p $PASS sub --mode once --path
"openconfig-system/system/memory"

rpc error: code = Aborted desc = Error in gnmi_server: failed to generate response object.did
not receive any data

Error: one or more requests failed

A NMI AR, 28005 R

ERRR
M AREAT NN, fE CLI FEHI 65 AT LA iy & 32007 sh ki

pmtool restartbyid hmdaemon

FREX gNMI AR 55 25 B = AR 7S
J& /1l OpenConfig JXEM J5, T i gNMI RS A HPIRAS, WEEH] CLI &2 G 8T LR dr:

curl localhost:9275/0OpenConfig/status

AN 20t 2 iy 4 (1 i . 715491«

root@firepower:/home/admin# curl localhost:9275/openconfig/status
Mode (Dialin/Dialout): Dialln
Subscription Details:
Active Subscription Details:
Stream Mode Subscription Details:
Total Stream Subscription Request Count: 1
'Ip of Collector- Subscribe paths:’
172.16.0.101:45826:
- /openconfig-system/system/state/hostname
Sample Subscription Count: 1
On Change Subscription Count: 0
Once Mode Subscription Details:
Total Subscription Request Count: 0
Total Subscription Count: 0
'Ip of Collector- Subscribe paths:’ : {}
Total Subscription Details:
Stream Mode Subscription Details:
Total Stream Subscription Request Count: 1
'"Ip of Collector- Subscribe paths:’ :
172.16.0.101:45826:
- /openconfig-system/system/state/hostname
Sample Subscription Count: 1
On Change Subscription Count: 0
Once Mode Subscription Details:
Total Subscription Request Count: O
Total Subscription Count: 0
'Ip of Collector- Subscribe paths:': {}
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E—NMBCR AT, DA 2% 0 B B2 B R R, I LA AT DU I 47 F G B 46 138 AT
ROCIFE,  DAAE 1B KR B O B IS TR0 8 e e 3 5O FRES

G BT RO IR EOIRS I, A EBOE T TIRGCF, (R AR TAEHPIRES, AR iz TR
BUIRALAS RIS AT RO o W A AHERR 424 PR R v o sl T, HEBR G o A B A 4k 28 /R AR T )
KA.

BB BRI AR IS AT ROL A, 15 BIHERR L E DU R v & s I 2 BB A4 . AEBeE R
MG, RGEAEVHHRARZAT RO, AN EBIIAFGR A R &, B PRGOS R
L7 (Health Monitor Appliance Status Summary) 51 H A4k T2 FIAR S 1K 4

WﬁTH*“ﬁH%’l\iﬁﬂhﬂ‘%ﬁ% B, e B K B AR B LRI, wT LUK SN
R R FEIE WL RIB AT I B AN SCRFHERR SN 1 s AR DA B o

W, A8 IR " B, W R AGE N R ZRESAT EREOR T LU R BAT R E IR
ASMBEEIIR, BT LA BRI B4

.&

AR FER KB R b, SSRGS R BB A E B . R, R B R, R

e FMIBR, SRJE LR B s B O B M, SRR B E R AL Sl FOB R M ) B 4 AT TH A
B

MIBITIRNR IS P HEFR IR &

T ARSI ERA% 2] . 5 ORI A T AR DL SRR e 2 HEER

R EOR A B (SRS RO B BN AR, SmT LUK e iR . AEFRER BB ERA, %
BERAE “IBATROU B R B 2 b oy CAEH], JF HaZ & s AT RO ROIR A 48

ST P RG @) > BTRR > HER.

H1m2 RIS,

B3 (1 REHR MEER TS F. ik i (&) TS PR e R B A
S Sl . PR & R R T T

HIBS BRI PR B, 38 A Mg ().

bxber ol |



ETRR |
B inemnnsmes

$IB6 N A.

T—% it a
TEHERR B LB NS AT IR DU B, TS 0 HEERIS AT IR DRI B, 55 26 1T,

HEBRIZ I TR SR ER AR R

T LUK B B ANIE ARSI B ER o IXAF s T AT b B (K2 A AR DL SR e IR 2
SO B

)

AR LOEWIBLEAT B AN SR N SN L HEBR IS AT IR DU B

BRI B AR, Bt o R B T IS ARG A% A EBR IR A

Je

R RISHER BRI B, DL LA S TG . R RAMAT B, TR
R 25 5 0 T

UK

T G R @) > SfTR0R > HiRg.

FIR2 IR WA iR (2).

TR 3 AL HRRIEITRR BHHEHE S, BOATSOL T, B KT BEER A WIS AR OL A2 hHERR . BELupiis
DO THFE B AR R, TES I RO , 5 3 1,

PR A LHEFENISAPIROUIREE T HERR B, U i B RARIRER A HERR HE L. HERREITIRRARLR X1k
HE SR e (KPR BOAREOL T, ZEIANE ] T ORIBO A IR DU G R . EEHRRRBEHL, 5 3h
ATLAR #A
1 Rl P Bss i iER (@) 1.

2. BRE IR R R AL [E], TN HERREVER RS PSR S ]

PSS () FE IR O WIS PR TERT, o O s RAs, T A O
(AT RGBT, RIS gk 2 W P A 178 D I A IR DU R
a) WRMAFA, #ATHEOSIHER (Interface statistics) b 5% 1 1 el .
b) MHEBRERIE (Exclude Period) FHiAIaRH, EFA T B BLE: 1S AT IRGLIG RESER 1]
¢) AdiHER4EEIED (Exclude specific interfaces) Hik 41 .
d) 3 A SRR (B 11 5530 1) A
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e) EPMIBREE W E AR B D R R . BRI, B G O S A B 1 S5 M FE D
(Subinterfaces) & EHE, LAARSEBAN T8 1 B 1 IR G E R .

W6 WA GHEPR UL E RS BEBRBER AL kAR, AT DO FEAE AL 2R B 2k SO . 225 itk
W, Wikt BRI EEE SIEAE.

$IE71 SHHE.

&8 LN (Apply)s

T RYIE TR L B4 BE HERR IR
5B R DR R RS, 65T LA A o S T HE 51

UK

T R @) > BT > HifRo
Wi Lo Bn B (B bR, FR N R HERR B 45 BB RS TR 2030

T2 BIUH R AR, 15 Ui S SN 4RAE (2) o A HERRIBITARSAR SR XHEHE P, it 42 B
o MM Ry FEHERR Y o

I3 INHMR IR A, AR AL MR (D), s AHERTR R MR IR &, SRS Sk KA

SR A ERH o BRI, T R B R S SRR (F) o AE HERRIBITIRRARR XHE T, mid /B
PSRRI HERR BE4, SRS B REb iy 8249 olSERR BERL. My ST, Bibk ERHERR IR
Al e K

ST 4T S LA 47t 58 B

BITIRIR IS 38 &4
fn] DL B AR LLAEIZ A IR LSRG Hp A HOR S AR I, J@ B, SNMP 26 R4 H @i, &
] DU I R WY S8 A RO e A SR TG, DLEAT & ) R3S A IR 00 2R I A IRp it g R HY

R
T, TSR ot 6 T Al PR SEAE, T LAB0 A  A2 5 5 2 I 1 50 o 26 5 B 5
b B R R AR, S L TR A T P RN AR 8 — B
BITRAEERERER
SEATARIL I WA R R 5 LA s
PR, R
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< Ui, RARARA E IR RIS IR SR 45

R TR E Y

R ERTEY
mEE RS
e IAPROLA SR Al “TPE” (Critical) BARRE A

s IBATIRGGIA L5 AT A il “ 48457 (Warning) BHOR A 151

IEHCPRZS [BATIRGUIRR S R Sk “1F % 7 (Normal) BHORAS ) 414 .

R BATRBLIAARIZST

ckE BAPIRBCIR S AT A4 “P™H” (Critical) 8%, “#45” (Warning) IR &2 5 1R 0] 5]

IEFEHCIRS A1

BTN EIEER
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RS

WIE6

AR B B P A BEAT LERR o
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AT DU FH B0 A 2 e ) T R AR P R TIB A TR o 2430k s FAE R A A ™ B i,
Hfh A
G S Aas LU A B AR A0 sl TR R, B S W RISl A . MR R AR, BTk
DS A3 B FH 2B i dse /D2 1 A T 2 S B . 2 B R I L 20T 5 1 4,294,967,295 43
Eh 2z T8

FHia Z |l

o FOE M T Pk E B0 5 SNMP. R4E H AR RS 4 (H T RIZIZITIRGVEHRD
{5 P& N s 525 7 Cisco Secure Firewall Management Center 253 1 3 ,

EHERSE @) > BETRR > BITssER.

SadiRan (Add).

E RIS ITIRRER MUGHE, 76 BITIKREIR AR FEH NS TR OVEH I 2 FK

M PEEME R, ERE T R ) E O

MEESR MR AR, PR B e )™ T S I B A e R R Y o G S R TR e S
el R DAV B R DO IR T IR

M B FTARIRAR SR 213 s R HLY R RIS A TR DL SR WS R B

B =z R


management-center-admin-77_chapter20.pdf#nameddest=unique_476
management-center-admin-77_chapter20.pdf#nameddest=unique_476

| sFwn
mazmrnkrser [

SR B, EEEBE T BR, S A AEREA BRI 1) 45 RO R (e VR N 2R 10 PR

RIS SR IS AT I T [B) B L/ T~ BELEB IHEL, 45 s BB b R 2 (R I SIS A IR DL T4 2 ) PR T B 4 44 5
Ko Bihn, Gn FAs B (5 I 5 8 8 44, a—?ﬂmm%ﬁj I TRITANRE A 5 404, RS i A 2 1Al 1)
A TR] )B4 10 (5 x 2) 2%t

TR 8 f T RFRAFEITIRIUEAR .

PREEI TR MR B EAR
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B AR N

T ERRFE @) > BT > BiIEEER.
Jﬂ% 2 SRS IS EAE U BT RIS TR DUEAR R OL T 4REE (©) BhR.

R 3 A RIBEITIRRER WITHE, N ER NSRRI B R A H B B R BERL DU E
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SR G U SR P38
£ 2 (ERRPURTSTEE (Module Status Summary) BB, AUH 2 A (RIS 4 PR DL BRSO T

PR3 (AR AR ER O ERIEMER (Alert Detail) 17, 1 5 T71E1T (Run).
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