IR R £ KRR EZSH

PR F @ SR W A R A 2 e iR
« KPEEIE, 10
© AN ZAANIOER F TR, B3
o fEFERA ZeMOGER FFR . 5 28 I
© AR ST , 3 32 W
© A ZAEHREFIFNI P LCK , 533 W

=

B G A LU AR WA i D B R (K H S s X H SRR E RS . B EAR 2AGE
BRI (B TE B I 2R R R LR IERE. D

R A T LS R DL IR I B 1 g 4%

* Vg I 25 1 SR

o fifp e G

o PR BB AR S Cpy PO DS R Tl 3D

* DNS BH k513

* URL BHIE1I3

o Mg (P Hihl) BRI
TR SR v ) B ] SR RORS AR P SR IR R G SRR I 1) LR A A B (1 7
ARVEAME R, WS R H ARl

AXEHR
KT L2RhE

gz eEEmnEzsEy ]


management-center-admin-77_chapter31.pdf#nameddest=unique_628

g eEEmEEsy |
B zeszemxspss

RS R ERRERESH
e AR JE— 42 TR SR T G5 250 A 3 A

H2, TR REMICERFE, HATRRNERFIE. 0] DU AF i 2 e OGERR
o RGOS PASAFREANER 2 A ISR FAT .

TR, AEHEAT 2 BRI R VP BT, RGBS 2 e . I R e RLIEI,
LRI A S RGEMR SV, (BT S0 ERIE

)

AR AEARTERT, BRARSAT U], AN SRR AR R R

NetFlow E3=
SN e R S B, TT LU NetFlow 5t 381 4 HO10 3 Sk AL e i P . 3
NotFlow 5 HH 48 W2 1 DA 28 AN ] -8 5 1 26 W 2 140 I 20 st o 4«

ZYi25¥ NetFlow 3% 1C 3% 4 Cisco Secure Firewall Management Center 3 4 FH 1) B i) 7 % 45 R
o X LR FAE B U7 e 42 1 S S B R B AT AN TS Y NetFlow FIHTAT % & i
A2 .
HxEH

NetFlow #%

HEENE (B CRERE

RGERAE T B A B R B BT OV A 2, ER G T2 O 2 P B AL B AR I 2
B, T DO R A A8 AR, IF LS 3 AN BRI AR A [F 1)
T3 AORAE LR TAR AL .

TR, RV AN A I S SR AT LU B BN S b, H A S A IO s 3 1Y

RN 2
AN IER BT AL LA A5 A RET I B R 2L
o« R ERSS

o B8 1P Huaik A H AR 1P dhdik, JE7Em Ny CHARD ENLEALEFHARTE 30 -
o IR 0 (TCP B¢ UDP)

o A FE AR TR] 1 I P

o HIA—52% W & ot [F]— NetFlow Tt #A6

RO R EA AR B R A TS B, BURR P IER AU . T NetFlow 3 H #4212,
PR T 55T NetFlow e (O REAMERTT 5, i 2RI HH B4 2 13

B EEfe Ak EEEY



| EgfneiExmEEsy
kmizree ]

TR, R AR S S L B IEEAR SR PTAT R B B, FEIC SR LU ok
PRl A AR 2 L R AR A R

DR S I F) R A AR BB AN B A 5 0B IN TEAL R, IR A T A K e AT 3 #
UV FOERAN E P EREON, RECR IR S KIS AT IR 5 20 Ph1a] BE Py R A

BRSNS KIS AT M (R RS T R R S A i R A RO, RGOSR 5
73 ) RE h S R AR f R B R A 8. MR, RGEABUE —ANEE L AR, IR TR i s
BRI BB TR N R 5 70 Bl e B P A A R 0 T S U T
IR SNERIR R 77 BY4E S R R

LR DAl TR P 5 S () R IARIERL IR, REURAE T AIE O R & i 2

o BT IR — B EHURAE R R 25

o BRAME LN TP bk LAAE, 5 2 (3 R i a2 0 VSR A
HAE AT > CHERT TR N AR ERM EOMIADER KN, RIS IR external, MARK
A AL 1P Mk

HI T AT R G I R K I S AN [ 5 PR A 40 S e R P IR T M 4 0l PO e L
BOCRI, Pil ANER R SRR A S EE .

EEM R 2 HXER BHFR
\}

AR ORI L AR RE R R U RS R A

EEHI R (R4 HE: ACPolicy)
PR IR U 0 42 161 SRS
iEEFI N (RgHE: AccessControlRuleName)
A B 1) U5 ) 25 R BN, DR % 8 SRR I FEDLIC A A2 R o

W R VTR — AN A, U Cisco Secure Firewall Management Center4 {7~ b % 52 (1) HL U]
IAFR, Ja R IR A AR a0 SR FR VT E 2 A W o), T2 S s DO ) M 4 R K, 41
an, BROAEE + 2 AN,

BRI RS SERITHAIET 8 MNMRES U FIFI R 3 5 O, 1 fidh N AN MEdE s,
B1E (R4 HE: AccessControlRuleAction)
5 E s IE R RO B e I A

| gz eEEmnEzsEy ]



g eEEmEEsy |
BT T

XT3 AR RE AR KIERE, IZIURAR R ddEfefih A (K 58— AR ML FA S )42 A (451
SR BN AR, i T A R UL C R R 4 2% e SR g e BRI SR A AT AL B,
DR b 7 DAT SR 42 LUV S (R 4 A ORI (R A AN 2 “ % (Monitor)e ANE, BE758R AT LA
A7 M A R U DG P PR 34 fid A IR SR i K

1BR1E L RA
fovr A U7 1] 475 A W ik eV K B T S A L SRR VR IR

B BHIEIFECE | SZRHIES:, [S:
o U TR Y16 4 S BEL 1 (¥ ik 1 B FLA
o W A REBHLIL (R Bz o
* ¥4 SSL HEW& B 1k FR In i 4
o Il AR WS BEL L (¥
o SOPF COFRBRIAE) $2 SO0 SR B L ) %42
St F B GEH R AR BRSO3 8E, BIAEAE F U7 4% ) “ SV (Allow) KU
WHRER T, R SR Blocks
Pk ik 1 2 VT 918 5 SR S0 ) Dt A0 1 A o 8 i B At e

AR AH | ERGEVER “AZHAPRIL” (Interactive Block) U ER 1 7 /) HTTP
AP I E TSR I IE SRR . WA P s N RS B 5 v, A 231l
KM HADE B SPATEAE “ RVF”7 (Allow).

fHfE Vi AEIE . RGMRE B S AR5 Al % 52 {5 AR (K TCP i
.
FRINHRAT: ) P T M B ER AR AT AL R AL

CFEAD FEA 3 A R HC B LLUS ORI 2 T, SRR E R .

FAAEYT PRI LA AL bt (PIIARBED FEOCRERZN, 44
KA DL

MAHIY (R4 HE: ApplicationProtocol)
1E Cisco Secure Firewall Management Center Web J- [+, {8 R 4% A1 TE .
T PR I 1 ) s L TRV £ B FH B AL

[ A i ZE 3 FA%RIE (Application Protocol Category and Tag)
JEoR T N R A5, LS B T Al N ] D e -

ISz FA XU RE:

BRI R N R RIR S “ARR R« 7 L R L R BCCRRARY .
HERE AR ARSI A AR AR s 12 B s e et XU o

B EEfe Ak EEEY



| EgfneiExmEEsy
et e L |

SAIIETR
AR BT AT O O B0 R A, A DL R A
- WH SRR BB DR
o BCE N SRHIMES T Azure AD (SAML) 41 SAML 33| M 4& (7]

HREQEE, S ( (Cisco Secure Firewall Management Center W& HLEFRFE) ) ©
V2P kS
SR AR N R B ORI A G “IEF R L “mT . o L R B <
AR o R PRI 1) A% 28 AT AR DL S5 AR OGHE s 1 B s U s AR (Rl 45 AH G Pk
EFiRfIZPImkA (R4 HE: Client. ClientVersion)
TR PRI 280 1 % i . FH B SRAS
SRR G eV RO A R e i, WA B S BRI 281 18 FH W i3 44 Rk 1) AR v
“client” , DAl A FK, #l4n, FTP client.
X ik 2 R FIFRIT (Client Category and Tag)
JEIR T IR R4, AT B 1 A D e
EEITHE (NREZAD
XAy —NERS S — AN RIRBER M T . I P BRAGRA R X
PUR FBOLRIME—Fr SO B F: DeviceUUID, #5— MR R], RS04 ID A& BT
At o
EELAID (WRRZLAD
Wb FRIEFE A () Snort B2, I P BEA G EA R X
LUR A BRI ME— AR YOS S DeviceUUID, 55— MR T], RS 1D FEH 4L
Ao
ConnectionDuration ({XPRFZRZGHE)

WA BAUAE N 28 H EFBATAE; A2 HILAE Cisco Secure Firewall Management Center Web 5t
. (Web FHEMER “28 MR ZIA “Bfa— MR JIRIGIAIER. D
POAFEIER A S R A H sk, WFBoA HAT (. X T start-of-connection £ 4t H &0 &
BT b B IR, PRI AS 2 4t .

XJ ¥ end-of-connection H4E H AR, T BUREREE MU0 255 — MdE .z gt i1
WAL, FOERPEN N Z . B, R ARG H SR TREC, 12:34:56, ConnectionDuration 4
5, EE A ER LT 12:34:51,

EE
R P ERAL TR T, RIS R R R (i, TS AN iR
T E b g . ZAEE R (Connections) & MF A E A B UM RER, 1HAH AATERAG &
U E AR SR .

| gz eEEmnEzsEy ]


http://www.cisco.com/go/firepower-config

g eEEmEEsy |
BT T

T

ERAT WoR G BAHUL R R IE S, TR T3] (Count) 7 BAAERN T T QP Z M A0
AT ARG A s WEREIEE T B SCEARGRE, (HRAE R O 450 21 (Count)
H, WERRANERAR ARs ), HEEE M I

R X AR
N RIRERA S A1) VPN X EE A TP Huhk Cof 884K 1K) IKE bk

&2 3 FH U In) 4 ) SR M RN P 1 il s B, MBI IR N4 RN @471 5%, ISR
VPN XPEFR TP Hihik . W5 5 P Geidt U % i 51X U7 Il 425 7 SRS (sysopt connection permit-vpn) i
T, MITGA A AR E N TE S &

REREE (R HAE: SSLPolicy)
Aab BT (10 i 2 SRS

AR SRAE Y TR P SRS e 20 e L S Y T TLS IR g5 & S 8L, I HLBCA 5 U e P24 SR S IR )
fifp s s, L5 BN 200 B A e A DR B AR AT A A

REHMN (R HE: SSLRuleName)

Ak B PR A R BN R A, DA S R UL L R 2 — s R o SRR DL e A
RN, iz 7 By W AR BEER U A4 B, 5 BRI A4 K

MR (R HE: DetectionType)
b B S R P i L FH A ISR YR . i mT LA Appl D B AnEE a4 .

Birim A/ICMP Rf3 (RGEHE: BMFE - DstPort. ICMPCode)
£ Cisco Secure Firewall Management Center Web [ 7, 1 41 B il ZE A K T
SVl W N7 AT 3 e ICMP AR

DestinationSecurityGroup ({XPREAEZKHE)

WS B 5 DestinationSecurityGroupTagi (U A GBI SCARME CansiolHD o Wikl 4
ANATHAVESCARME, Wk B8 7 5 DestinationSecurityGroupTag 7 Bt AH [R] I 4(H .

DestinationSecurityGroupType ({XFREZKHZ)
BB s PRI 22 A 2 B Al R U

1 15t AR

P Ik H AR SGT ik H ¥t

ESTIERS H AR SGT fHitlid 231 H 5% 180K H ISE
SXP H#x SGT ik [ ISE @it SXP /8

B#r SGT (R HE: DestinationSecurityGroupTag)
B ) B R REUE 2 4Rl (SGT) @t

B EEfe Ak EEEY



| EgfneiExmEEsy
et e L |

H#x SGT 1 M DestinationSecurityGroupType 7 Bt 145 5& (V5 3R HL o
i A

U7 B s 2 7 i PR RS, DA AU
W&

#£ Cisco Secure Firewall Management Center Web FL 1 7, 17 B #47% A1 &

RO BB R e, 5 6T A NetFlow B2k i £z, 2 fr b 3 A 14 3 %
DeviceUUID (XPREZHBFD

PRI B kRS R HME—BRIRAT

DU B AL [mME— AR iRiE R DeviceUUID, 25— MR ALIst ], sz 1D FEREH 3L
75 o

DNSZEif] (R4 HE: DNSQuery)
185 RIS 4 IR 328 (1 T A 4k 4844 1¥) DNS Arifi

243 H] DNS ol yg iy, 5 Bodn] LLRAF URL WL yEVLRC 44 . FEIXAIMELLT, URL FBUf N
7%, URL J&J A1 URL 152 7 Bot & 5 ORI A1 -

A% DNS i IEMTEA(E R, 15200 DNS idJE: 78 DNS AR U5 URL 52812800 .
DNSiZRZEE (A% HE: DNSRecordType)
FH TR rP3RAZ (1) DNS £t 1) DNS %0 S (1287,
DNS Rz (FR% HE: DNSResponseType)
IR 5 2R IR S5 2 K R [ 1) DNS i
DNSSinkhole Z#7 (HZ%H#&: DNS_Sinkhole)
RGO R E 14 1) Sinkhole AR S5 #5104 8K .
DNSTTL (R%H&: DNSTTL)
DNS [l 45 #2217 DNS % JEic sk R 5.
i3

AT 28] B2 R LA e A 13, s 0 T A NetFlow $ii 2 sl ffyide sz, i A FRASHE 4038 e 46
ke DS SRR B KB B O DLSEILZ LT I, B AEAE

N 3T &R
) RIPE R N B A0 10 VPN SR TP Mudil OG54 IKE Huhb)

S0 A U TRl 4 I S ms RO ) H e sk e, DMETEIE T g iR it 470 5%, UAE
VPN X564 TP btk

gz eEEmnEzsEy ]



g eEEmEEsy |
BT T

EVE #6& (R4 HE: EncryptedVisibilityFingerprint)

IR T RMES 28 (EVE) &t i 21 TLS F820. BATAE AR FlB bk i B - 24/ ek vs
] Cisco Secure Firewall N F A1l 2% (Secure Firewall Application Detectors) U [fii [ 2 & HoAth 741
15 BB

EVE #1282 (RZEHE: EncryptedVisibilityProcessName)
E I TS 58 (BVED) 20 AT 1 TLS 467 i WP I H5gh 40w (10 R i 7 i o
EVE E5EB4% (Z%HE: EncryptedVisbilityConfidenceScore)

T AR 5 B G I 2 L E AR A EAR AV I 0-100% . Bt Wi R iEREA FRN Firefox,
I H B HO 80%, WA 515 80% 1B A5 B FURS I 2 (M 2 Firefox.

EVE BB EEE (A% HE: EncryptedVisbilityThreatConfidence)

I P ALPES % (EVE) A 2 K2 A &5 B 0 BER G0 e BRI W 245 15 20 20 11
EHRRIB AEF W, W s ARBERRD .

EVE B BEEITS (RS HE: EncryptedVisbilityThreatConfidenceScore)

TR w R 5 8 G 281 0y S A 5 S F) A LAV B A 0-100% o 01 R B 475 P52 00 AR
s Bl 90% , W hnEE i AL MERERE A BR T B s BRI AR .

BinliE

A1) ISE St 7 HEAT 5 43 36 00E 1) 4 4% ¥ 46 1) TP Mk, 4 ISE BTG
ZinBEXH (R4 AE: Endpoint Profile)

J R 2t e #2888, 4 ISE Frikil.
SEHMAER ((NREZKAD

ARG A IR E . USRI EAR KR SO EOR AR
WRERFIE . Py AR SR & et

X (R4HE: FileCount)
TE 5 — N ECEA SO A SR I 2 A I B Bl BHLE ) SO (RS R A S $oe.

1t Cisco Secure Firewall Management Center Web St H, EHICHERR f&mCfF51%. Eis b
(R 2R R AR I B B BH L ) SR (R A S .

FE—MEEHERE—TMEIEE (R%HBXE: ConnectionDuration FE)
BT U IS B 5 N B L AR )
F—MEIERERE ((NRAZKEE
RGLIE B G — N HHE AR I A o

PUR o Bt [ M —hr ISR . DeviceUUID, 55— ML R], RSB ID FE R
o

B EEfe Ak EEEY


https://appid.cisco.com/home

| EgfneiExmEEsy
et e L |

HTTP 5| fhs (RGEHZE: HTTPReferer)

HTTP sf¥ihl, FoRAEZEZEPHEIZE A HTTP 72 03K URL Skl (gl ats) sy —4
URL [P s NI N ) .

HTTP MR X3 (R HE: HTTPResponse)
RALH) HTTP IR 0 .25 7 i e 3E #2 (1 HTTP 33K .
AN/ OO (REGHE: Ingressinterface. Egressinterface)

SEBANSCIN B T . W RS 5P B e s, WA RN DB O T RE e T —
WAL .

AO/EOREXE (ARG HXE: IngressZone. EgressZone)
EIEBA OGN D ECH 242X,

YT HF o X B RE Y, “NE” (Ingress) F-B W RN BL BRI X I, A2 5 aa A 122
Xk, “HH” (Engress) BN A

ANOEPIFEBE/EHOEVERBSE (RF%EHEE: IngressVRF. EgressVRF)
FEASE T RE UL R AR 0 2 v, P00 6 9 0% 0 R AL P 8 PR 44 K
EERAMNAFFTHE (R HE: InitiatorBytes. Responder Bytes)
SR RS T AR R S B v e B T R IR R A
I nitiator/Responder Continent
URTIN B AT B IP I, 5 2l Ake T s Y T (K TP Mk SCIBE K M
I nitiator/Responder Country

ORI B AT e bl TP B, il AR U B N ) TP Ml SR B R AIX . RS R M IX
Y TAE ML P AR A ] 52 /4L X ) TSO 3166-1 alpha-3 [ 5 /M ACHY o Bt BUbRTE SR d5 70 O P bk b ]
DL E 1% /MK 4244

KEF/MFTT IP (RGEHE: SrclP, DstIP)
7E Cisco Secure Firewall Management Center Web S [ H, 1 L6 B2 il 1 2 F0 K TE
ST T R N 7 1) TP ik (i e ) DNS fi##fr, WS 04 .
RS BAT KR TT MR TT U5 B ARFIRAT NARWCOTT Bt 38 20 UL,

7E Cisco Secure Firewall Management Center Web S9!, ML bRAR T 204 B 1) TP 3
HEo

XF TR T A S BHL L B A PRI AR I I SC . ARIEREIE, R B A AT N2 1P bk A RIREE
2 (BEIEAR— i A P 2% B2 A A D

EERAMEAFHFEEE (RFEBXE: InitiatorPackets. Responder Packets)
SRR T3 i ) S e L B v i 7 WA S 0

ZERAAR (REBE: User)
£ Cisco Secure Firewall Management Center Web Ji- [ 7, - JH {7 PR i 8 22 A1 P T o

| gz eEEmnEzsEy ]



g eEEmEEsy |
BT T

R B AORTT T o RG] T S 3 EH e b B W
© VERCBEAT I B 0 SR (7 fia 42 1 SR
o L5 B3 S KA R DU AN DL

WERIEH, AT i <X\ .
TS A AT MR 7, P8 H AR R AR N AT BB, 2 20 L.
S MFFEERTE) (R HE: InspectionMicroseconds)

1 5 R ORI (K B B P i R I ) CUAGIORD A7) o RSN 1) SR S i . 21 e
G P I R RN 18] o AR Bl A3 P 3 A 2 s € 1 4 P AR BN 1)

WEHEEH (RgHXE: InspectedPacketCount)

R T R AT (R B L S
ANREH (REHE: IPSCount)

BB RS anf)

£ Cisco Secure Firewall Management Center Web 7L 1, EENEBBHEEFR 15HFHIE5E.
10C

A RBERER W K0 TH UK T e FH 2RI (100).
MITRE ATT&CK

P TAE A5 BT AT 25 52 I 1) 225 ATT&CKAEZE A 1 Brakiadh B2 R HEFE 18T o SR T s T
A4S 24 MITRE Sl . BRI 9 FEALIE

o ik AE BN B E HAE K MITRE ATT&CK #4115 B . MITRE ATT&CK & H o8 5lg . $7
ARy THARLLEIGR R MITRE T 554% .

C FEERHEAME BE T, STERE R (Details) LA A IZE AN — Mt .

NAT iJB/B#r IP (RZHZE: NAT InitiatorIP, NAT_Responder|P)
SN R AL TT BN N T () NAT 48 1P Hihik
NAT ;B/B#rim 0 (R HR: NAT InitiatorPort, NAT_ResponderPort)
SR AT BN N 7 1) NAT 4y o
NetBIOSHg, (RZHE: NetBIOSDomain)
S E I ) NetBIOS 3.
NetFlow SNM P i X\ /4
X1 T M NetFlow Hdi A= el #z, i 0k N BB H NetFlow S 22 3 TR 5 .
NetFlow iR/ BHr B8 R 4%
X1 A NetFlow Bdf AE IR, & Fade 5 b (1 5 Y5 B H AR I3 7 9 B A R G 5

B EEfe Ak EEEY



| EgfneiExmEEsy
et e L |

NetFlow i/ B #RET4%
XF T M NetFlow HdiE e, f2da 5 Ual B brir 4Eid H AND 421005k H bx 1P bl
NetFlow j&/B#xr TOS
X1\ NetFlow Hdfs A= BRI IERE, 4R UE AN BGR H NetFlow T 2816 /Il 95282 (TOS)
FABCE
ML iTREE (R HE: NAPPolicy)
AR A I I 45 20 T SR (NAP) (i) .
R % Pk E R/ X

J a2 ;- v TP HuhE BT I 1R R KX o R SRHGZAE,  Z 48 M X-Forwarded-For (XFF). True-Client-IP
8 2 X HTTP Sk B U5 4R % v 1P bk, 4R J5 A7 FH M EA7 5 250808 172 (GeoDB) 4 1L Wt %)
R MIX . BRI B, W 2UR F AR Js ih 2 7 i Ak B A B A2 PR o0 2 S

FRiEERE IP (RERE: originalClientSrclP)

>k B X-Forwarded-For (XFF). True-Client-IP 5 H & X [1) HTTP 3k [F1 J 4525 )~ oiig 1P ik, BLIH
FRUCTBL, AU FIAR R B 425 7 vty Ak BRA QS0 2 P D7 Il 42 A )

Hity 7
5305 RITILE I 3E kK AR MITRE {5 5 .
Tt iERRRAg (RFEAE: Prefilter Policy)
Qb B (1) TR Vi s SR
i (R HE: Protocol)
£ Cisco Secure Firewall Management Center Web [ 7
o PBAE PR E AR .
o BB R 7 B
R AR . B RREE PRI, 15 hitp:/www.iana.org/assignments/protocol-numbers
T H IR 44 PR B TR o
QoSEM#ENO
XTI AR RIS, AR T R BRI B ) A4 K
QoS EF & F7/Ma M 77 F ¥ %4 (QoS-Dropped Initiator/Responder Bytes)
328 2 R I 7 DA 2 1 S T e U M T 2 R T A
QoS EF Y42 /5 /0m N 75 #4E E #1 (QoS-Dropped I nitiator/Responder Packets)
38 25 SR 1 7 DA 435 T3 R o T M I8 7 25 3 P A A B
QoS REEHY LR
XFERIEAT TR QoS SR .

| gz eEEmnEzsEy ]


http://www.iana.org/assignments/protocol-numbers

g eEEmEEsy |
BT T

QoS 1|

XFERAEAT T A BB QoS M.
QUIC £i% ID

64 A7 A1 AR AT, T THERT KBS P ME— bR iR QUIC iE$Z .
QUIC 1D

62 PLEHR AR RAT, I TAE QUIC i ME— AR U i .
BEE (E%HE: AccessControlRuleReason)
T2 FICIER AN EZ N R E . FR5EEHK, ESH ERFRE, 520 1,

JREE A “IP BHIE” (IP Block).  “DNS FHiE” (DNS Block) #il “URL BHil-” (URL Block) FfJiZE$%
TEAREAN ME— A 77 - N 5 6 T B B 15 70 RGAEBH I b — A& 5, o B
BT, FEHET ORI 15 BN ERAS 2 R IX AN F WL 18] 1R T 52 BH I F A O e Ak

SIABEN (REHE: ReferencedHost)

W SSER P P BUE HTTP 58 HTTPS, Wk 5 B SR S WUl 1 EWL A
SecIntMatchinglP ({XFRZEZE HE)

WRLE TP My kDL o

A[fitff){f: None. Destination i Source.
Z2FR (REAF: Context)

XFTAEZ ST B ASA FirePOWER A BEIESE, 2 Hi b U0n) i sl i fE 0B K Bs 41 i) oo
Ko -

LEEEERF (RHE: URLSICategory. DNSSICategory . |PReputationSl Category)

AR S P Z B URL 344 BIP M HE IR B PR e 22 A RE S ) Ml LAt i) 4 5 42
oA PHLEFIER . A X e ResIR eI SNSRI TID SR sl & REdlih — NI
EAy i

1t Cisco Secure Firewall Management Center Web St (i1, DNS. %% (IP #ili-) F1 URL %45
e S G I AN P B ARG H &R T, XS AR )R AL

5L EARKPER RO R R A AE T, Bl A MR sl e (13
ittt REGEHE TAERMEEIONNTHE S R ITE 28R g . B 2RI F
REF PRI E TR

AR RE VR T IR TR B, WS R aeR .
RIR &
#£ Cisco Secure Firewall Management Center Web FL 1 1, 1 {7 B f47% A1 &
J R T b A K B 1 NetFlow S H 3810 TP Hbhil . WURATE W AR B0E Rz, Wtk B

BIR Firepower.

B EEfe Ak EEEY



| EgfneiExmEEsy
et e L |

BimA/NCMP £E! (R HXK: SrcPort. ICMPType)
1E Cisco Secure Firewall Management Center Web S H, 1% L84 PR I3 Z A E TE
SU RS T3 AL K3 1 5 ICMP 27

SourceSecurityGroup ({XPREZHZE)

MBS 5 Sour ceSecurityGroupTag H IR SRR SCARME (CWHRTTHD o A4 An]
FAVESCAAY, B AL 5 5 SourceSecurityGroupTag 7B 7] (4885l . W LAM N BER % R
Fe 2 SGT 4 #%) HiM ISE (F5E ) FREUbRZS

SourceSecurityGroupType (IXPREAEZLHE)
I B s R SR 22 4 2H B IR

& WERA

S Ui SGT ik HAE

FRTERS U5 SGT it 251 H sk 80K 1 ISE
SXP Y SGT fEk (1 ISE it SXP ¥/l

B SGT (R4HE: SourceSecurityGroupTag)
BRI B 2 A bR (SGT) MEUE LI EYE . SGT $i5E 5245 1T W 4% o 1 it 1 U
AR . 22425 CBF TrustSec FUERL ISE MThEE) 7EH0H ELHEN 2% I Y F 28 1«

TLS KFRRE (RHAE: SSLActualAction)

1E Cisco Secure Firewall Management Center Web [+, 7 BA IR 7B

ARG W R TAERPE IO B TLS KRS B 7 BE .

FRGNHIT SSL S Hh I it 4R o

B1E 15 AR

BHLLE/BHLE I | s BHLE AN 1%
L

il CHOFT | sl ] OB 8 44 1 I 55 s e 1 il s 1R A% H R
g

R BRI | R AT PR A IR 178 44 TR T3 5 O L
D)

W (O | i CATRA IR e A3
#4)

AL | RAERR AR AL

AN BN RGN (VI o

gz eEEmnEzsEy ]



g eEEmEEsy |
BT T

TLSIEBIEE (RFEHZE: SSLCertificate)

£ Cisco Secure Firewall Management Center Web [ 71, 17 BAUH R FEL.
MR s ASIED FAA#REER, .

o AT R A T AA R
o fd I A AR
o fs I /A A
* TCRIN 1]
 JPHS
* AR RE
* APHRLL

TLSHEEIER (R HXK: SSLServerCertStatus)

AERC & TIEPRS N SAER, B G R it 5 SSLOAMIVLES, Wik 7 Bt
INEAR A B AN IR S5 S PR :

U R ICVE AR (R

5 SSLOHUUAHICHES, Ul 7 B R A A
TLSEBEH (R&EAE

(Not Checked) o
: SSSL Cipher Suite)

TR T INE S B R B AW EMRTRE, 152 bihttps://www.iana.org/
assignments/tls-parameters/tls-parameters.xhtml.

NATEZEN TLS I

M FBEALE Cisco Secure Firewall 2 B H.0y Web FHi U HEH R 7B .

{F SSL #WRFE PN yes 8¢ no PLEFE TLS/SSL inas s Al in s &4

TLS FiffiR{E (R4 HZE: SSLExpectedAction)

fE Cisco Secure Firewall Management Center Web [ H', 7 BA IR 7B,

B EEfe Ak EEEY


https://www.iana.org/assignments/tls-parameters/tls-parameters.xhtml
https://www.iana.org/assignments/tls-parameters/tls-parameters.xhtml

| EgfneiExmEEsy
et e L |

{E SSL FUM AR B I T, RETUIHS N T N2 fi i i A
1NN TLS SZFRIRIES L AT AR E o
TLSEKMERERE (R4 HXE: SSLFlowStatus)

TR GG O e 11 SR«
« RAN
« AULHC
* 5T

« REAFIN SR
« RAHELEELE
ANSCHF B EAT
« ANSCHFI SSL A
* ffiJH T SSL 45
© SRR R
TR
o fRERTIR

Hold IR 55 4 44 PR ) 7 4%
s HlR A AR
* WERASR (Internal Error)
- RoshdET
© MZEZEATH]
o M55 AR AL B R
JIR 55 SR aUA AT
* LA ] DN
* TIRGAFIURE DN
 RANM) SSL A
* SMERUEF SR A
* SMERUE R RS A
* WHEBIEF AT
« WEBIEBFIFRA AT H]
« WHBIEH AT H]

| gz eEEmnEzsEy ]



g eEEmEEsy |
BT T

* WHBIEBFREUA T H]
* MeS5 SHEB RAEA T ]
o MR S5 AL PRI R I
© TRERAE
FBUE W R AE R AR U _EK TLSHRZS T BU .
TLS &R

*7E TLS/SSL £ W IR A AR RN, W B R AL BRAN N BB RS, SRR A AR R, WY

Successo,
TLS fifr&

OO EB T+ KRR AR C . 76 TAEMABL DU b, EEFFARRC, EAHEAES (.
)e

WU FEE AT 2, B R34 B OVER_SUBSCRIBED. 7 14015 &, &% TLS/SSL
BT FH AT MObsHE R -

TLSHHEE

TR DR - R s N i i 5 7E TLS/SSL 8 T3 1R) 2 = i A1 55 4% <2 [R) A2 46 1) 91 v v )L 2R 2R AR
K. HRVEANEE, 1S Hhttp://tools.ietf.org/html/rfc5246.

* HELLO REQUEST

* CLIENT_ALERT

« SERVER_ALERT

« CLIENT_HELLO

« SERVER_HELLO

* SERVER_CERTIFICATE

« SERVER KEY EXCHANGE
* CERTIFICATE_REQUEST

« SERVER_HELLO_DONE

* CLIENT_CERTIFICATE

« CLIENT KEY_EXCHANGE
* CERTIFICATE_VERIFY

* CLIENT _CHANGE_CIPHER SPEC
« CLIENT FINISHED

« SERVER_CHANGE_CIPHER_SPEC

B EEfe Ak EEEY


http://tools.ietf.org/html/rfc5246

| EgfneiExmEEsy
et e L |

* SERVER_FINISHED
* NEW_SESSION_TICKET
* HANDSHAKE OTHER
* APP_ DATA FROM_CLIENT
* APP_ DATA FROM_SERVER
MRS5S _AFR_ALHEL
FE2 18 O B 1 IR S5 28 UE 5 ELAT A6 N F-Fi 52 304 1 A H 44 50 SAN {1 .
* UE5_Z%A4F_HIT
TEGEAF R B 5 H bR 44 DL RC I UE o
* UEH_Z84F_MISS
TEGAF P AR 5 H A VR eSS .
LR HIAEH] TLS/SSL Ly g, WL Wi L HEARTBEAT . A7 KPEAIME R, ST
TLS Lo
TLSZIEID (R4 HZE: SSLSessionlD)
E. TLS/SSL #& F-Jll, 7E% ) % 55 e 5% 2 Z [ B s 1T N gk il £33 1D
TLSRKE

5 = ER ) TLS EBRIRIE (SSL AR BROAEAE sl Cyh i 25 i s B ) IR 1k o
PEBKR $51) SSLEPHEgN{E B WRUEPATT A (Fln, X+ TLS/SSL 42 F4t 1M 52
HEE) , B ERs B K.

WER RS TCIEMR S N EEH:, WIS SRR TLSKRREIE ik i /E) L
MTLSKWEREE . #ilan, Wi Rger ) ARk &m0 s i & ¢ R — 2 A |
RV T R E, T EBE/R Do Not Decrypt (Unknown Cipher Suite).

ISR E ) SSL ¥R FAVERE, I H ARG E iR, W TLS KA BB /RARM (A5gH
BT .

M RALTEN, A —NEZ A TLS KFRRIEF SSL KR E (SSL Failure Reason) {1 LA
P G0 AL B B TGV 1R 0 235

TLSERE/MAEFREERMX

W7 BANAE Cisco Secure Firewall Management Center Web 1 o] ],  HAUAE W R 7B

B 0B E A SCIR (R4 Y 28 B e 3 T A 1R R/ b DX (R R4 1SO 3166-1 alpha-2 5 52 /1 X AR5
TLSFIEID (R4 HZE: SSLTicketID)

71 TLS/SSL 2 T ) R 34 ¥ 25 1 A5 B 1K — AT 7S BEH O -
SSLURL Category ({XPRZEZEH )

T @ gz 52 Ui URL ) URL 2851,

gz eEEmnEzsEy ]



g eEEmEEsy |
BT T

T BAXAE N R4 H G T BUFAE; 1E Cisco Secure Firewall Management Center Web [+, 1t
TR E S “URL 297 4.

Jiii 2 URL
TLSHIA (R%KHE: SSLVersion)
FHSR N2 34 210 TLS/SSL WSt A o
© R
* SSLv2.0
* SSLv3.0
* TLSv1.0
* TLSv1.1
* TLSv1.2

* TLSv1.3

TCPi#r& (RHHK: TCPFlags)

$HF M NetFlow i A et fz, 3R/ 2 TCP brik.

M RILTB, HNE S BRI TCP bR UAE 2/ B h— A& s E .
At i)

RGP KA R B P I RO B S 43wt 1] IR B (R G5 SR TR b BEAS AT R
TLSE i SNI (R HE: SSLServerName)

b B 27 TLS ClientHello i1 5 Ik 55 2% & FR 7~ (SNI) . TLS ClientHello ¥ & 1) SNI
R P 2 R E R N4

HIEE R
P BA R R B
PR B AL i ) B A 1 B
& (KB)
I BA I R B
TEIERE BRI B (LTS5 0 047 .
B E/FILESE N (R HE: Tunne or Prefilter Rule)
Qb B R T A RO I 08 D) e 2 SR R A B A
URL. URL £53IF1 URL 5% (A% HZE: URL. URL Z3 #1 SSLURL Category, URL ZE3I)
S 52 4% LB SR A9 URL BA 2 1% URL FOZEBIAEZ (e

PR R URL 2K Uﬁma,ﬁﬁﬁﬁﬂﬁﬂﬁ%¢@§ﬁ%mwumm FHAE URL 15
KT R iZ AL E URL 2551 URL 52,

B EEfe Ak EEEY



| EgfneiExmEEsy
et e L |

I SRIERAE Y URL UL HC 2 B3 240 BE, ) URL ZRAAEZE AL BoRE it .

W5 URL %1242 H DNS 38 U5 A, U DNS & B Bk, JFH URL 28551 URL {5244
& Tz

R ARG R E TLS/SSL WA, Tigski URL i Fin&mEs, RgiaET SSLiFHIR
iR E. Bk, X+ TLS/SSL N, B & EuE 154 il FH 2 FK .

Y312 % _id SSLURL Category.
ARKE (REAEK: UserAgent)

MIEFE PRI B HTTP S U AR 745 B A R
VLANID (R#HE: VLAN_ID)

5 i 5 S R V) BB B ORI 14 B A 1K) VLAN 1D
VPN #21E

B RER ) VPN #8845 .

BN EROR AR

« BNZ: VPN A Ol sSZE M E AT N . 20 B 5], 7N ERR VPN
AR ) TP $huhl

« BRE: VPN i CACRKIER R . HS 0 MEXEE 51, TR K VPN XS5
(1) 1P Hbhl:

me%m I VPN BEIE 4, VPN (EEE IR AT AR, 7o g ] A7 I
B S B I ER A R X ERT, TN R R LT VPNH%%E@IM@&J}:O
Web I (REH: WebApplication)
RONEF R B HTTP Jit 2 N A K 11 URL 1) Web N H .

a5 Web N H AVLECSHAF I URL, %9 S KL S HER RS, Bl SiiE. a8 R g0l 24
s, WSAAAEZIEEN I Crf) , IREZN YA Web N .

WRRGEAREAE HTTP D YUK E RIS NI, 27 BU s Z8 0 (Web Browsing) o
Web 7 FJ 25 #1FRiE (Web Application Category and Tag)
J&os T SRR A0, DA DA T 1 ] T
ZeroTrust i
B A SR IR) 0 T 44 B
ZeroTrust N FA4H
D SRR D) UG P 0 I P 2 I LB — 84, WA B FH 2R 44 PR
Zero Trust [ %A%
FRIUUCHEL [y Zero Trust W FH S ¥ 44 FK o

| gz eEEmnEzsEy ]



g eEEmEEsy |
Rt LT

RTEEN REEXERSEH FR

1t Cisco Secure Firewall Management Center Web St 1fiH, ] LMEH 247 > F3E 7205 N RS
BB LAEGRE A A IR 22 Al SR .

N

AR O TRA RAMOSERFE, WA ML ERE S T 2 eAGER S W A
MRS BREFIREH 7B

FEAT FO A 0 T AR S R Gl SIS RL R Ty 5 T ERDRITR TR] T 57 o

2R PRH

R AR RS () 7 B IREERL TR ME R 2. i TR IR T 2, Mk, AR
AN E AR R A A L A AGER I o WERAE AR R IR BIORAL ZOE RN 2, e A ST AR GRS
AR R SO AR 42, WJC R AR e A ANE ] (N/A), AR IR 2k

RGEREFE
REZHT-B 2R B /RYE Cisco Secure Firewall Management Center Web FLH A1 248 HEW E . %

AT R G H S RN 7 BAE RS S B A T Wirprd, — &7 BAER g H S R
6, IF LA — 28 P BAE R H S B A I 7B AE Web FHi G IF 7B ZIRR.

BR&EERFMIN T, RIBRF0&EENAEW T 7 AT

R LAREBELER

FH EHEE A
AL T7 /8 N T HEE HEFE I B TT /W T o
TR R R AR T AN N R YR B B A SO AR T AH TR

Y5/ H b NS ki (U5 H s o
NAZ A AT DA JE R 1R At Ty i . o
-ZEINLICEIN A, | SO ECE AT R AT NN

CGEtER, 1 | B e o R S B, [ DAL T
B

EREHIR

FELURROLR, ERRAF R R (Reason) B W s 1L sk A% 1 J5t A«

B EEfe Ak EEEY



| EgfneiExmEEsy

wasnEE

=& 15t AF

A 25 B A N6 B B LSt 5 2 A TR D REAH DI N 2 R

DNS BH 1 RGARGR R A A A R SR ih 4k . “DNS BHIE” 5 “FH
17 o “HRAFE” BY Sinkhole #AEILAL, FHARE KT DNS BUIUHE:AE

DNS Wi RGP A4 FN 2 R Re SR ik e, (RIS RANCE N IR A 2R 4
.

KB EFEGEZ R BN UM N KRG, IXFR AN L LU AR KRG ERE. 2R
IEH T, KREMLEELKTH 107 1GB . B LMiTH REXHFRRR
) Ay R AT A I R e, DAE CLIHiRA K% F. ARiF4AER, 1§52
[ Cisco Secure Firewall Threat Defense #iy 22 .
e
AN Y R ) RAE R, IR AR KSR
@ﬂu@@E%Xﬁﬁﬁﬁ%%ﬁ%%ﬂﬁ@ﬁﬁ%ﬁ%%ﬁ,Wm&m %
SR EERZ O CPU TR AR . ARG R, 1S MR sk =

WAL NS TR B KB, HAZm S5 o A T4 R e L H L4 ACL B P hL .

I RLEE bR | B T A B ki B L )

I ATAEE ToC | s a0 5 | ARG W 281 P S e SR A T A e RO s R E B2 R I AR 8 % (ToC)
o fFRGRE Y A&EEiRéEEEﬂﬁﬂﬂi?/\ﬁﬁl*ﬁﬁiiIoCI3§4+ B A AT
ENLH TP ﬂﬁﬁt MAC HihERIEAE R GG B E R, DL AT BEIE 3l (1 I TRl

I PR S | SRV I Ay A | B BHL R A

SCAFBH AR EH S ARG AR S BRI SO, “ SO SRR “BH
1”7 #pEITRC,

A A E SR IR A H o SR B 2 R G A AR I SO

A A FA G AE T B R I 21 e AR ) SCA

FOVFAREEAEA SO

SO BRI BSOS R A SO RE Lk R ST
SO RFTUG R ISR 2 ), R B AkE: HTTP 2xil. sl DA EAE A B
B

REL1 gk A4 S A

“RMISCHE” o
SRR L LS 2 I
i

CEEBM BRSO SRV AR . AERS 4R
2 AZhF IR HTTP 2 if . e PR BLAE G2

gz eEEmnEzsEy ]


https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html

g eEEmEEsy |
B srzesuranex

eS| 15 BR
BHeN %6 FHe N 61T (1AB) A3t
Intell A
;3;;;%“ PP WRAIER AR (o). 0IAD AFHATHR. LRAAREL, %
—RI A
o« WREAER “ R (Allow), W TAB 4b T-MRFE . PURCH & ] fiidt—20
RS
MNAZBHIE Snort35 1 8- L Rk B AR, SRR PN 4l
127 X “OERT H4E EHRE %%#ﬁlﬁﬁ%%uﬁ“ﬁﬁ”
NG R FRGAI B A B 2 A B T . Al PR RS BN “A:
B B, RIS R AR FE DL .
IP PH 11 RERLK LRSS 1P bbb f e A ge R 4ok gz, “IPFHAL” JRIRGRE S
“BHIE” BRAEVCTRE.
1P % ZRGN AR TP HhE A 22 A R B i, (R R E ) IR P A & 4h
“fikz.
SSL FHL1l ZRGEET TLS/SSL A A e & B 1 5 & #:.  “SSL PHAE” (SSL Block) J5 A 44
5 “FHIE” (Block) #AEVLHL.
URL FLiE REARLK A AR URL e 8 e i 4eidsz. “URLFHIL” JRIFGGES
“BHIE” HEAEUTRC.
URL Wi RGNS URL A2 A R B 41, (R0 R E N IR A 24 4
BUZE 7
P geqT ARG AIBH L P 1) HTTP ik, (P sl e W U LA A Ml . “
J1G84T” (User Bypass) JRIRUGRZ Y “ foVF” (Allow) #:AE TR
FRACEERUNUCHD AR VA s AT &5 o, HOE R R DU ECATAT I . R e 2 i S i 42
CAS R AR FE RN, DAEAT VAL OF « Aair” 484k

IH7&E EIREHFENEX

TR LML T BOE B EL N BB T Z R
WEEBSIIFALE

VP2 DIREEOR A AR e LIk 2 VP Zhae, JF HVF 2 DhREIAE R0 B 5 LT AT
AEFFE

RGN EEM SRR e GERERRD P15 . B, nTReRE S5 A N ENAHREMH -,
BRELE VM2 DNS. HTTP 58 HTTPS FrZE g o A 20 5 | R i =ML

B EEfe Ak EEEY



| EgfneiExmEEsy

mrsasrranex ]

BN A% ETFRERENS NetFlow

k4l NetFlow “FB LA, NetFlow %/ o] B 1945 5 b B 2E 9 S R AR e (5 B A TR 165
[ NetFlow FNFGE ¥ £ B0t 2 [0 /1) 22 5+ .

VEAG Y B

PRSI TR P 0 A A AR s il S AR Ak e R R T A PR e 1y AT

B, FEREAT R 2 WY ERI VAL 2 /T, RGNS AR e, B R e IR, R
A S RAEARZM RSV PR ERE R (B AP S0 .

IBRFAZE: EEMFFRIER

ARG BREN, 0] ARG R4S (B Wl sz E IR T Wb RSl E h
R IR0 A i B

FFOE & F AN B D A0 e A 2 T RE S 8] P AU B R e R B (i, IERE A AR 1Y
SRR AR ED o UARUETFRIEE FHA TSR N H B URLm R G R, H
ZEFHM AN IR CAE PR B o TR H 250 538 3 2 52 P 12 1) M — 3R 0

EERHEE. MAISHE

HERAM AR S IO IRE AN S TG 5 B B, eI I DUR s e 2 G i %
FrnfE B, PR E R A S = s S

THICAE, EREAE TR R, X O E AR H R WER ARSI E N PO E 2T
GRS, UV P A B A L P A A Ao Sl

N

R

S MO IE S A O 2 R RS R HAL E e AE, Bl e AR SO R A A e
. REEEEHE (Security Intelligence Summary ) TAEGFEE AT 2048 Be 28 ) 1) 2 4 AH S i 3
UM, FFBREE R2EaeE 5 (Security Intelligence Category) {i 114k

HitEc &
RO H A0 % A A e B A5 (HAS FR A

* fCHAEH TS Active Directory 342 il #5 2E4T S B0AE 09 FH /- OCIC BB P L e ISE B, A 3H 7
ISE AHC 7B . R FAL S T LDAP. RADIUS 85 RSA 3542 5 #8354 T 543 BAIE (K B 7 (1)
ISE ## .

* XK ISE BE & 0 B I s in B 2 X SGT MU ZAFIY, A exize “2adibrid” (SGT) 7

o IAE P e AR SRS AL BEACERE o, A BT DE A R 7 B (Rl 224 DXl 7 BUh (R i
DA D -

o AXAE HY P SRS AL BRI SR D, 4 SR TLS/SSLAH SR 7 Bre WIARANTT BB it s, U mT
CAAEHT “ ANfigsr” U8R A R X 28 B e

gz eEEmnEzsEy ]



5 g eEEmEEsy |
EERHTRBHAAES

o AAE H 5 SOPF SRS SCIB I U el P B S i e, A e SOHHE T B

o ANAE B9 N AR SR SCIBE S A FH BR AR TR Uy 1) 2 RN SR IR e b, A SR NS BB
 ANTERAZ IR IER T, AR QoS AHF-BL.

s EREESE UL (i, Mo A AR E D , A3 “JRIN” (Reason) F B .
« U8 LW E Cisco Secure Firewall Management Center LASZELZ AL I, AFEAE “dk” 7B

o Y [l SR IS b ) — Ui R B S R G0 HTTP 23k v 1832 I 35 E ML K (K164 URL 12 7E
PR HE PR A T W E R AE ] URL HGId %, W AR EAT) v] A 5 28 i R 2%
B CIRAFE) , HRGEASEERHEP ERHA URL.

BT IE R AT /R URL ARG ES, A Z0E TS Inl Fa il SRemes A AL 30 3@& FH I URL BUU,  JF7E URL
VEDR R AL E B AT URL 285080 URL {5 25 R0 o an %4 5 URL U UCIC 2 173 2 Ab B,
M) URL &I AUE AL WoR e Fibrp .

AXERM
NetFlow FH1HEE B Hodl 2 W] ) 22 572

EEREHFEPHATRER
AT RIR IR RG] DUR 7S He R 2 A Be B RPN F IR LR 8.
o Y B - AUR B R G RO AT A B R AT
* Jii: NetFlow - 83 H1 NetFlow ‘7 Hi #% 3 tH I 2 1 Fi 4k
sl THE - ARERTEFF IR R MR F AT
sl G - AORTESE I SR ML F AT

R R HFABWE RGLAHREZ I B, MR e HTE . RGOER AL M 4%
s OF LRI (45 S Bt A7 i fil s S AR BRI B M0 5%, 4 28178 TLS/SSL

R B

EEEGTR iR BHiZ iB: NetFlow |ig3%: FFi4 IEX: &R
Y T 42 o S et i et Kt

Vi 4 A P & P P

23 (8 et i et Kt

VAR RTINAS P P kA P

ISP B AR il e i R AT Kt

92 FH AU P e kA P

&2 PS¢ e i W RAT Kt

B EEfe Ak EEEY



| EgfneiExmEEsy
T TEREICL I |

EEEHTE iR B iB: NetFlow |iZ%: F#A BR: #R
% ) i i 1 WA P
% P MR i s i WA e
C9RE /&N i 1 WA P
pUEEE7 s Iz i e
R P i i P
H #x3 1/ICMP 26! s Iz i v
H#x SGT i 1 i P
B s Iz s e
1 = P 2 &
DNS #rifj i i T T
DNS it s 2 1 2 2
DNS M Y. & 1 T T
DNS Sinkhole 44§ 2 1 2 2
DNS TTL i & i &
N = 1 i i
HH 1 2 4 Xk s i s e
23 A LY 2 & = =
2y i L S A s i s e
P i 1 1 =
AN E £ s Iz s e
HTTP 5| H ki i1 & i i &
HTTP i AR s i i i
NEE;3E = 1 i i
N 22 A X35, s i s e
KA TT A i P ANSEH i
KA T P AE 2K X s i s e

| gz eEEmnEzsEy ]



B sesurprnumpce

g eEEmEEsy |

EEEGTHR . HiE iB: NetFlow |i2F: FFi& BR: &R
KT 1P o 2 2 PG
eyl 2 2 2 2
N2 o i i I
NS 2 i 2 2
10C (JEFHEID o i o v
I Je s 2 2 7 2
NetBIOS 1 i 1 & &
NetFlow J§/ H b H ¥ &4t i P i P
NetFlow ¥/ H ARHT4% = = = &
NetFlow J5/H Fx TOS i 2 7 PG
NetFlow SNMP #ir A /4 H i v i v
Network Analysis Policy 2 N S e
JE AR T S ] 2/ X i i o I
J5i 46 %% 7 vy 1P 2 1 2 &
TOUIE B SR o i o I
QoS Jd HI4 1 2 1 7 2
QoS EFE R AT 714 o i i I
QoS ZFE A T5 Hiths f 5 2 i i 2
QoS Z FEIr 3 77 7 15 4 o i i I
QoS Z: Fr i . 5 Hiths f. 5 2 i i 2
QoS HHE ¥ LL L o i i I
QoS K] 2 i i 2
J5 K] o i o I
S ML P i i 2
Wi [ 7 715 4 o & A5 I

B EEfe Ak EEEY



| EgfneiExmEEsy

T TEREICL I |

EEEHTE iR B iB: NetFlow |iZ%: F#A BR: #R
Wi N2 77 T A 1 5/ X 2 1 i P
Wi . 77 1P e & T T
TINIEAE RO i i ANSEH P
AR (L ASA) e 1 s i
e tlilzeadill P 1 i P
TR s Iz s e
JE i 11/ICMP 2874 i i 2 2
J5 SGT i 5 T T
SSL uFFARZS & i i 2
SSL # & i 1 1 e
SSL i iz & i i &
SSL #iibrids s i 1 i
SSL ity & & i i 2
i SR s s i i e
i 5 KLU i 1 1 =
SSL 31 ID e 5 i T
SSL R & i i &
SSL fiR A s i i e
TCP #3 & i = 1 P
i 1) 2 2 # iz
B/ T e A ) i 1 i i
URL s i WA e
URL 25 i 1 WA 2
URL 5% s i WA e
P ARCEE 2 1 1 i
VLAN ID e i e e

gz eEEmnEzsEy ]



g eEEmEEsy |

B srzeneemsss sex

(EHEEMN TEHEXEER

EEENYFER R HiE iE: NetFlow |i2%: FFi§ BRE: &%
Web )W 2 = A 5
Web M 25 Fkrid = & A &

=R

Al LUM#EH Cisco Secure Firewall Management Center £ 5 & #28 22 A GER SR . KRG, AR ¥E
TEARRME B FAE .

EZ BT, AT DA A M ORI S AR B« AN e M e 5 ) ) ) 2 ek A A e
Ui 1n) 32 iz Vs 2 ) 4 T R BT ) AR R T BT AN IR Rl DU R e SO TR RS, e
HAR R . A0 B e X TAEREE, DCERUEECEE & 75 R 045 S

R 22 2 e TARMRE R, AT DABAT IR 2 0 WA

TEVER, MIEAE RN IR O _ 2 CERE SRR, SR AR R B R Bk B AR,
TR A B X TAERRE, B (Count) 20V N2 1) A4S, )25 B 1) i,
B AR AT A2 B,

TR, WIR RGN R EGE RL 25, WIZEIEEH (Connection Events) KM E & BB E
gy 14 (1 of Many), AN ] RS0 v i 4

FHIGZ Al
TSN B DA 2 A oy ML P A BT IRAE 55

HEPELUR e — AL

© O > EE > BE GEHTIEEFEM

o O > ERE > REMHEXEH
R
WR ARG W EBRE A RLR, % AR b8 A% TAERIE (switch workflow), #RJ51E+F
e EIEEH (Connection Events) TAEV RS, B H @ X LA . R, B e SGER R
TAEGRE CEFRERZED &I EIER R .

FR2 A7 LN BT ] Lk $%

© “IFEYER]” (Time Range) - ELHEI VEH (UK B fift, WAEFAHRD , 1555 L
)

B EEfe Ak EEEY


management-center-admin-77_chapter27.pdf#nameddest=unique_885
management-center-admin-77_chapter27.pdf#nameddest=unique_885

| EgfneiExmEEsy
EREEn eemxzz st

o BAEIE - Ui B3 ] Security Analytics and Logging (AMGEEE) mFRAAiGEdE, It HIEH 5K
P PR O OB, T IR YR . A OCUE T EEMF B, 1E S UTE Cisco Secure Firewall
Management Center F{# {7 fif £t Cisco Secure Network Analytics 1% 7% I F&ER ;L TAE,

o “TRUAARR” (Field Names) - 2 T il A7 KRR P B SIN R IOVEAE B, S PR 22 AMO0E
B, 3
N
FAFRME B 2 A FBAEBOANE O N AT EOBCIRAS . I SCRm 7B, i R AR5 44 75
T 2R X LU R 7 BUE R A -

HAfE S - ZAH RGN NI b A, AR . B BRI g A e
M, AR AI ACRIEH R TERCER I AREE, WS T Web 585 9
i

AR - ZIMCERAT SR IONEIR,  TA BE R R IS, SRS MRS = AR
BEATHEFE . Biltn, 0T LU SR} Talos SRHUA ST BE TP Huhik AOPEAR{E Gl 875 B IR B TR HC ok
THAR ML R RS ERCE M. AXREMEE, WS 0 5T Web I BHEI FAHH 2

THURC E S - EAE 1P sl LU E SO, 1§ EHECE X (Host Profile) , sl 1
HAW 6 E LRI JOC) bRl M N, iz IP Huhl 5510 BoR 1) 52457 E 41 (Compromised Host)

P RCE S - EEFER T S 0ER, 5l SonE BREG 55T ERR, s 115 10C A
KK, i Rid AB&RP.

SRR AT - A DA B B S (RERER RS, W RTEEEX
(View Files) , AR5 WA A S ARl 21 (1 SCPERDG AT 28 30 TUrh ik gk s ot .

N AT - B R 5 HEAER SN S, R ILe g msgm, i s MRZEH (Intrusion
Events) 414 1) NMREH (Intrusion Events) 41, R J5WIaE S&EHE AN RFAE . 5531 10
rp TR gk A

E7Ran

BPOEA RS — A NMEE IR . CHFBCEE R4S, iR P Rk i
¥, ARG MBkEE R THAIRPIERSIEET . EEE, BT eI M EPPL 2 52
BEBHIE, DA RERAT S AN e S8 RERH L 44 B R ORI SO s o U S BV 2 A
ekl ss GmapBILIE) , W R DUE 2228 e X — 15 .

.

UED - EAF A K TREERT v FHIEB TR (E B, 1575 SSL K7 (SSL Status) 41+ sl
2R A/HIE (Enabled Lock).

PRI - LR R 51, VAR B I bR s KB (O0) AR WoR IR B H v, R R A
(Apply)-

'

BERGEE Wos HARA Y, VL T B BRAH N SEAE, SRS SRR A (Apply). E0R CAERI AN
[HIRLE RIS RIS, AR5 R “ 24EHI%1” (Disabled Columns) K )41 44 F5

| gz eEEmnEzsEy ]


management-center-admin-77_chapter27.pdf#nameddest=unique_634
management-center-admin-77_chapter27.pdf#nameddest=unique_634
management-center-admin-77_chapter26.pdf#nameddest=unique_58
management-center-admin-77_chapter26.pdf#nameddest=unique_58
management-center-admin-77_chapter26.pdf#nameddest=unique_58

g eEEmEEsy |
B =ssrenamcunzany

© MIEREFAE - (R EAMIGERFAIE 2D SR 2 A7 PRI P IR 3B 2 B A I H - 3k 22
MR IR I H 553 (1 SR IEHE, AR5 it MR Bnidy S ERMIRR .

o [n) NI - WES AT 10 A ECIT T
=R
BT HIVLAC Cad s E B 2 N RN —1a) T I, 3 sl N BIERNAE . 78 I
HES I, R S T B e A ) e A

o “SiItulii” (Navigate This Page) - 2[4 T /EURE i fi ) 1T =,

© “YETUMZ IR AT (Navigate Between Pages) - 71 > {if AR o ) BT I 2 W) 390, DR B 0
BRI, 3 el A SRR DT AL AR I 0 T B2 o

o “LEHPEMIE 218 $HL” (Navigate Between Event Views) - 25 i 43 HoAth F1 4440 B DA A G I
P, R BEEE ZE (Jump to) IF ARSI IEFE R AR

© “HEFF” (Sort)- X TARRAEH BT, R IR PR SRR R LS R HEB Y o

X ER
Wik AR
P B LI BE

EFEEPRNE X HINEERY

WG — AN SRS 5 — AN B AN R RN AR DCHG,  FR 48 n] DAAE VC L i o = Rl S fF - CBudd
R o A ot > IR SERIED ] AR S X Se ) S (R B OISR Cn
H) . Cisco Secure Firewall Management Center /N i7s SCAEF3, T2 7ESXHF (Files) 1 Bon AL

SRR (T BB LIS AR B T R B LSOO AR )
FARPTA SRS B R F A S E AT G AR

o I 1) 2835 1 AMP RSO B R R AR FAE e T2 R R R D BB, XL
A2 M IHI [ 2855 K] AMP 3.

* VFZ A IMAP BJHBAE2% 7 i Al H A IMAP 251, A0S a3 I A4, RV Kl
ITRERE AR GEAT IR, (ERAERIRA AT, 21 RSO A S S RO

FEZSEE T, AT DL R e AU B . AN RE AN B i) PR sk 7] ek 7 i

FFi6 Z A
LIRS PR DA B2 A ) AT T 7 A BERAT BEAE 55

B EEfe Ak EEEY


management-center-admin-77_chapter27.pdf#nameddest=unique_509
management-center-admin-77_chapter27.pdf#nameddest=unique_865
management-center-admin-77_chapter27.pdf#nameddest=unique_843
management-center-admin-77_chapter4.pdf#nameddest=unique_122

| EgfneiExmEEsy
sasepxporess ]

UK

P LIS > ER IR A IR
PR 2 fFHERRIERN, BB (View Files).
ARG WA R, Horp BRI PRI B SO 51 SRR FG A AL B DL (W& D
PR3 A LA PRI ik FE
s BF - WAGACRARNE, i ER (MalwareFile” sView).
OO - EERE BRI RAE NG R, A EERERNESR (MawareFile’ sView).
o SRR - EEIRERIE I S P AL R R SO, 1 R ST BRI (File” s Trajectory).

o B - S T AT AR B B ST BT 7] 99 26 £ AMP RS 8 R R A A C BT RS
SRR D, WA EEXHEHUERTERGEL.

AXER
Wik TARsiRE
Mo B LI B

EESEERKANREHN
S (5 5 L A K UGS, 26T LU ML R e . 0 53
B > B ST A 5 DB G A (W S IURSER RN,
LSRR, T DL SR T PSR AR . B B\ 5 0 B A A

FiaZ |l
TSN B DA B A oy AT A BERAT BRAE 55

UK

TR FEBIDHT > EHRI PR SN SCIE T
T2 MBERFRN, G NREH (Intrusion Events) 51 AR (Intrusion Events) .
SRR3R MG O, G DUR k.

« fiili FRSIEHFRYALE (Listed Event’ s View) LA A (40 B 1 7R 40 45 2

* MU ERANREM (View Intrusion Events), &F HIERZKIKI I AR FAERHEANFE L.

AXER
MEk: ARG

| gz eEEmnEzsEy ]


management-center-admin-77_chapter27.pdf#nameddest=unique_843
management-center-admin-77_chapter4.pdf#nameddest=unique_122
management-center-admin-77_chapter27.pdf#nameddest=unique_843

5 g eEEmEEsy |
BRI S I AE S

Mo B LI B

EMMEEZEMIERIFAER

FTLMERS “opir” > “HERR” Sef IR IOR W T R G B IER I APTIES (i) - %
B AE LR EE.

R 2 EMEERNIERIFAER

B 5% RA

GO RN & /N EA UEASAL P 2 BAUE TS WUA () WA R4
(Subject/Issuer Common Name)

A5 F 2 ke A2 RS FH 5 ik i A & I 22

(Subject/Issuer Organization)

AP /AR L A EAS A 2 BAIE P AU & L2 AL

(Subject/Issuer Organization

Unit)
ek 1] WERAERHMN.
2 dlks; HRAT CA ST A .
UE RS T EUEUE 511 SHA HUHIME
INHIREL FHFXHE N BT & A HIHT G403 5 UE ) SHA 5 458
FXEm
W . TAERAL
JC B = ] i

EREZBETR

CERAHEL” (Connection Summary) GT AU Tl 2 LR AR P A T B 288 R R
HIR B XA, O T “IERR S (Connection Summary) T T )3 T35 B b 2 1) SRR
IR LA R AP AR 2 I N 4 IS EDE . iln,  “BERHRER %" (Connections
over Time) & I 2 /s 75 L 46 1 1] B P 52 M 428 4 8% IR0 ade 1 4

WNARERZ IS, LT AT DIEE R B AT e 4 R SR, i “IEA %7 (Connection
Summary) GO F A BB IS A, D, Booikr & BB OB S AER S )bl 4
TCih I 22 P T 2 A R AL o

FEZ IR, AT S TR AT e ACR A HdE o AN BE B e 28 ) P 3k el 1) 2 8 2 e

B EEfe Ak EEEY


management-center-admin-77_chapter4.pdf#nameddest=unique_122
management-center-admin-77_chapter27.pdf#nameddest=unique_843
management-center-admin-77_chapter4.pdf#nameddest=unique_122

| EgfneiExmEEsy
spnzeausrnneiiz I

UK

- R EBEE
TR 2 NEFIRE (Sdlect Device) SR, IEFEAF LML, BHEFRRE (All) IAR A 3%

IRETE-
PR3 LERYNIDITERL I, 5 WA ADER R T iR gk s AT .
R

SRER B, DM L AT HE 2P i ASSE BRI AV, 5 R E R (View).

=P SE ]
A FH P ATt
\ v e O &b E ’
FEEMZEEeEHNHEIEE
Ih&E BAMEE | RIRARA |FAER
eSS
KRR A
B AR - 5|71 Ev=y WS ERFMREA , 520 1.
NAT %45 i 1P Huhik | 7.1 T3 R 2 2 Re AR NI T DUAS B 7 B
Fily 1 * NAT 74 IP
* NAT H 5 IP
* NAT s O
* NAT H by
AEMEAE M FR I R A4 1K) | 7.0 1T S TAERFER ) s id 5t
SR PR R
DNS il & 7.0 (A3 J& ] DNS 3L
6.7 Gk * DNS & 7Bl e 5 DNS 3o 918 DG I 30 5 556 1) 4
IR fE
! « W% URL FBON%S, {H DNS #rifj. URL 25181 URL {524 11,
M FAF i DNS I8 ThREAE i, B AE 2 IEH T DNS &l ie e
fapo
* 731 Z i (Cisco Secure Firewall Management Center 13 #5 it &' 45 5 )
fF ) DNS L g =k,

| gz eEEmnEzsEy ]


management-center-admin-77_chapter27.pdf#nameddest=unique_884
management-center-admin-77_chapter4.pdf#nameddest=unique_258
management-center-admin-77_chapter27.pdf#nameddest=unique_900
http://www.cisco.com/go/firepower-config

B cernzemespnnrias

g eEEmEEsy |

By A
8 o
IS

B KRR

FRER

TR ERLFAER) B €
REJNFESE

6.6

G

il

WIVET S aIE B e . WARTHR,  WBERRAF AT AT L

AFAER F15E SRR, (HAAZ MBI
SR 1 AT

B 0 B
e Bk

TR A A e P A S e
P e

6.6

£

el

IR R e S I 2 L 2 A 2 A T v e
TG BRI A RS, S0 HEE R
WA bR o4 > R > B

B K S B Ly

1Y AVAN
=

VRF F1 SGT [#)3r #B

6.6

£

i

* AR HE (REEH &
o PR E (REEH &

* DestinationSecurityGroupType ({XFR &4 H &)

IngressVRF)

EgressVRF)

* SourceSecurityGroupType ({X PR &4 H &

IR S ) 22 A b
B

6.5

£

i

B17 KB B 0y Web FTHTH 1) <7 B B 4L
s TR b e 2 SGT
< BB HAR SGT
X R GEH S 7B
o ST B
SecurityGroup 1L & SourceSecurityGroupTag
BB
* SourceSecurityGroup
* DestinationSecurityGroup

* DestinationSecurityGroupTag

SCRFRF G Bk R L SRR

MARGHETE: FHF
o2k

6.5

(=S

MELFF AR SO BRI R R AN OGN, 1% B

Y R AN AVS TS w8

B EEfe Ak EEEY

2 > SR B EXFTE LRRM L


management-center-admin-77_chapter18.pdf#nameddest=unique_127

| EgfneiExmEEsy
spnzeausrnneiiz I

LigE BiEE | RIKMRA FAER

Bl By

(R7F:S
ARG NG bR SR [ 6.4.04 e LU ARG H &S 7 BOLAME - Fr PR DeviceUUID, 2N tu
ME—FRIRTT I T),  JERESA) ID AR R

| gz eEEmnEzsEy ]



g eEEmEEsy |
B zenzssespuneins

B EEfe Ak EEEY



HithiE S EIRRA A
BRAIRSAREMTRETABTHISMESEIFRE. FI8, BFREANHSS, NFEALR
—HZ, UFHBHIRSERAE N,



