-TI-E E IL.\-LE%

PUR A B & Firepower £ 4t LA sk 152 W #5845 1 1) = ALBEAT )0 4% .

%TLEE SdsK, 1

R R B, 55 8 I
 EEH &SRR, 9T
o B H &SRR SR A AT A, 5 11 0L
s MUEEEHECRE, B11H

9& -TI-R E T 16%

RGN LA B B VA I 3 R R ) H G o 38 H SRR O R . RN S v ) v B n] it
TR MBI SR MIE R S IERL I I 1] L S AT A B . R R e SRRl 22 M R IR I 52
A, REWIETEEW SR AL R IER .
R G AR 2 TR R AT A ER FAE T S B e T2 R 25, (Hl
(O

o SEAEREEYE: IR VAT E AR P Bk N CURH KR, A I B I 5 4 A

o ARG RN EHEWT ) SLAIE R m Y. N L WESRIY URL 805 7 e B i P 45

o AIRERACSR R B WAL B AR B, ER S ARVFIE SRR, AR KB

Ul 2 R IR RN £ B 5
FR 4 188 A AL 2R IR 2 A R E T SR E s #e . W B H e ki), 8 4E: RETRES RN 2 A
JRIRE SR IERE, B A ) H G E sk A BRSNSl R VL%

RSP IE BT 2R R, B ER AL, R A HER B E S

)

AR O LU NetFlow ic 2R i RE BB A 78 5 1K) 32 e MR MR 7 . IRAER B &
TR R 1 2% 2B SCHF NetFlow (1% i & sl AR B & I A

| A



EEAEiEz |
B sziesweEs

IR 220 REVETR
BRAFARFISESE IR A0, 750030 6 215 DL S A O 1B A7 50 5 K AP L SR, A%
FRAT AT F 5 R

SNRRERRYERR
B AR R Uy [ P R A (K BRI FR AR AR B3, SRS S A BC RS MR ORIRIIE S .

5 V7 FE R BOARAE IR I AR G RN R S, RS ASC R GE R R H . A
B sz R T BRARAEE 1 H ek e 4 T AN AR A I XN AR B A28, X+

/\ﬁ‘)}ﬁ

AT, WERGECH BAARAE R E TR H R0k, B Dl EETHRHT, RAESAERIKMIANIR K
WS fid 2 B SR R A A

SXHMEERG B RIKAERE
ARGt Bd S SRS AT S IR 4%

\)

ERB A NetBIOS-SSN (SMB) ¥t & I A4 S (1 SCAF A AN S SE RIAE BB 304, R R 0 7 i AR 45 s g 7
—MNREAER: . RAAER ) IR 2 R 8 2 G AR BOE R A

58 REN AT RERRY TR
RYier Al 35 1AB KKK CoeT MR ST IIE S

Z IR

ARGURLALIKAZ IR R A A, R S A AN DS LA B0A A T B ERAE B
BILR. AXRFAER, WS HRZNEIERNHELR , 24 00

&R LS SR EAth % 52

BGOSR, LU AR R R S0 s . W R A RSN A E R 1 EIE sk, W RS
S0 SR 1% ) Ah HE P BT A T

L R LIRSS BRI FRAE AL PN 4 . ORI sCER A SRS 3R AT LU i 2 5 F) R A
BUED B H SIS eAT BT ANIA] o

T AR SR A M FIEOIARIE
AT LA s 0 i Tt 2% S A ) D i AR AT B IR (ORI, ARisREIED

Ty A P AMBIRCL A AR AL B R o X T ROC R IBEIE, AR A ER AR5 Ok A AN R K
A

B EEAScR |



| EEFEz

muigrsgEnmenisics ]

X T R L e MR, AR S P i H RS E R Dh RE A8, (HILRCERE v] RTS8 Bl L
ARCE LR T oK. RS WHICLHAT It — 28, el dl, REHMEBIFLR T
VFREIE W I RENIES

PR R MNFNECNIRIE
T LLIC SR UL IC A 2 R0 sfie s SR BRINERAT 1%

SRR, RGNV R TR AR o T 52 WAt e LA S A oRe T AT 330 280 U v 2 1) DU
WIS, RERAES RGN AT

TEEH RS REBRIRK
HERTAEE M 2R e e, Rl aT IOOZE AT H R E K.

B, SR DGRBS B R, ﬁ%ﬁ”f&ﬁﬁﬁﬁéa% Sk XA RG AL
Do WA N 2 A BE L AR, IFUPRAC R VERCI . 204 e 1700 SR VF A ] e A e A R
O I A

MAGH T LR LI M E R SR, il RIS 2 e Re g, Xt PhEmT LR
MEF AT IR RS A E R A mﬂTuﬁﬂﬁ%ﬁ%ﬁ PRI, s mT A s JE 42 DL P 1) TP
dohik, FUNSZFHEANSZ 4% (1 TP ik 5530 (0 B LB bRAE 534 > &3 S0 NI it ERAs A b
LA AR,

TSRS A FNEGASRAE

ST DAL SR WG FiC T ] 2 R0 B4 7 T 47 7 SR ms BR A B AR R 12

X EH
FIUFR M A anfrr sz H &l sk, B3 0

N FOR B 3R AE QT 200 H R iE R

HERA S AT R SRR D e, BRI AL PR . C B R H ARk, U
VERNSENE ERNFRAE AL AT LA E RGN T A A FH AL BEUCRC IR &, 10 HL AT LUR s S8 AT I A i 3 s DG
B AR SG PR £

HERED
EFER e M e A B

ll‘;& ‘E ‘ :J:EEEI']H:._,\'LE%

S AT DUAC S PR B AR e AR I B, HE 45 5 T 98 2 SR Hh f DL UL i 1 DT FC ) A
o BEE RN - REHIR (Fastpath) #:4F G2
o PRL A ML) - HRIRFEIZ (Fastpath) $5:4F

PRI AR I SERL TRV M FEHINT QoS PRI DR Bt AR 4R R R A B 55 5 2 A PR

A


management-center-admin-77_chapter32.pdf#nameddest=unique_784

EEASIERE |
B susEgnases

T HITEEN EEIER

RGURZALRS LU BB VL RS AR ROE R AR, BIAE SRS AR U A UL e B8y R
BRIABRA H Rk

o ARG - BLIEAIERBON R (WA Rz S8 e
* SSL ¥ - 854 (Monitor) #21F
o ViR - 4545 (Monitor) #4F
RBEANSTERFIRRAERIUHL “WF” (Monitor) BU IR e — AN AR . I EmTRE

2% “MifE” (Monitor) HUMAHILAC, REANMER AR T RER S AN /s 0% TIZE R UL i\ 4 A%
Vil RN, AR B — 2 IL LR SSL R M5 R

FIRE, 1SR EOK RS R IE BAME ARG H B SNMP [EBFIRS- %, 44 o — 3 B 15 R 42 U A
VLRI, RGNS IROR P ER . A, RGAEEL L LI RIE VBRSO RE LT 1)
ey WIS
TEEEREMAERIDER
TR DL s 2 G AT IE B A AR M G5 O, B4R DL IC AT R URIER AR )
o Vil R - (F1E (Trust) 45
o Vi HIEOA AR - F1EFRB R E (Trust All Traffic)

N

AR BRI LOCSRZAGERER, (HREBUNEEIR, B ERERA S ZENRAK A BRI,
D2 AR AT B I A 5 1A R AT IR

AT RLE 25— E 6 _ BRI 2 (¥ TCP A A U R 4 Wi fh . RGUM AL R & i Bl A %
P S WA (e o
ZHEEZEMBAFIER
BT DIC SR SZ PRI, IS 5 LA R AT A1 LG P A 97 -
* B&3E M - PELE (Block)
* POLIESS N - PR LE (Block)
o Pk pEARERNERAE - BRLEER B RRE R E (Block all tunnel traffic)
AR - LIEFIR IO 4 (WA R R T
o f RN —PELE A PRI EE
* SSL ERiA#EAE - BALE (Block) FIBALEFFEE (Block with reset)
o Yilal i) - BEAE (Block). FHIEFEE (Block with reset) M3 BERFHIE (Interactive Block)

B EEAScR |



| EEFEz

gmepnasice W

o Uil 4E B ERAE - FEIEER B E (Block All Traffic)

SIS E B (B Sl CACHBGENIE s B %) W] AR SR . DA B
RS AR E O RMEBILIL, PTELARGEA] RERE R B L (R R 5 2 MERT TR A

A

b

it

F1SYN-RST/ACK 5t (3 TLS G4 Berah) o ikixee H &, LT flAS s dnl n] 5E (K4 4%

e (HZ, (EAELIRSS (DoS) Budi 1Imid sk A B [¥) TCP Mz v B 23 sem RGTPERE, T HicH e
RERBFPE ARG Xt “ Pk MR H AL AT, 555 R8I 2 5 42 1 17 T

W3 L B AR 5 2 DoS Buadi i 1 B .

WAL = MR T R5EH TCPIER FIE# S W HAF, BHUSYN. SYN-SYN/ACK (J5 ACK)

ZIEE R ER AR RS R BEICR

LR PLEREIN, ARG UTIEAT IR I B g T IS BSR4 1 R e S IR )
I, AUCAEIE — R
o 0P TRHAE I A ) SSLOAIIAT SSL Sems BRIAERAE, REUICRIER SERFHF. RN AR
GO E R AL 2 Ul B2 — A
o XPTHABEHLESAE, RO CRIERTF RS LR SR, EHRE DR,

KITXERBEIEMAERIEE
P s AR R i, A8 L CBH B U ) 4
e R H . IXJER A, B P i
H A vFvs ) (i .
Ak, FY5 “AAHFFAIE” o “AAH R IEFEE” MURROEECm S, 2% AR T
ERFAE

o FH P R SR Sl BELLE L 73 248 U T B AR T U g4 2 i R SR IR A Ry Bk B 1

FN IR

o Y P A T T N A B AR SR A T I AR B AN E R T I O e A R A, X e

Mo BEERAE b e, JRIRUN gty

N BB A P 1 AR SR VAR (R R 5

Connection Events (swich workfiow)

Connections with Application Details *» Table View of Connection Events

FE 3 BOCRGE Bs U,  ZSER AT A E E
B LI, IZERR S A R ] DU ARSI

Mo Search Constraints (Edit Search)

Jump to... ¥

« First Packet Last Packet Action Reason Initiator IP
| . 2018-09-17 09:57:45 2013-09-17 09:58:21 Allow
! . 2018-09-17 09:57:43 2018-09-17 09:57:43 [Interactive Block

A



B isswasies

EEAEiEz |

RIFEZEAFIER

T LGSR VRIS, XAHE 5 LR IR B A DT I i

* SSL ¥ - % (Decrypt) e/

* SSL #I] - 2% (Do not Decrypt) 1

* SSL BRIAHEAE - AR % (Do not Decrypt)

o ViR - S23F (Allow) #1f:

o Uy i) 7 I ER AR - {NBR P48 % 3R (Network Discovery Only) BL AR A\ A3 55 4 3 15
XL E R H A d sk T AR Tl sk, RN ARV (BERE) T~ BB AR AL B
SSL H i sk AR AR E RS W EAT s ol 2 1hIIC 8 B R VPRI H TR R I 1EA T H S ok

AR B RN T JE A KU 14 52 31 (Analyze) B /E 0 e VF i Fe gk adb AT v i 35, AR A5 3R T LA
AR H &S id o DCECIERZATAR AT SLAAC B 3T e 5% o AR H BB I8 1T BE 25 6) da 25 2 1 B4 T
PG AIC S

15 LLWMh%ﬂwxﬁmﬁﬁﬁﬁmaﬁ AT U FHAH SR Semg it — DA A v s A B R
XoF 0 e ), A8 AR T DA FH SO SR M ARSI AT BRI 2 1 Sk, R AR BRAESE R IE
%%#ﬁ%,EM%%%E%E%i%ﬁ%A@\1#%%%%#%#%ﬁ%ﬁwﬁ§oﬁ%ﬁ%
FR, WS LA0RMER:, 52 0.

HAMNE PR ERE AT R IR, I E B R A 5 A5 A R

RITEENXHMEERGEHETILR

SRS U R D NS i PENEES KAV O L A R 2B DS K= 2 SV €
o P, ARSI B R SO, AR R A S
o MEIATRAE, DU B s P Lk RS SR SO
o AEWIRE AR, AR BRI B R SO SRR AL B AR TN A

FT AL 2 R R0 A FERE AR HT b H ARl sk R T DASE 428 T SO R A A A

N

AR UK SIS AT S H S AR R R

EER IR FNER L R H R R

RET AFEIE R TT IR 8RS RN sz 4%, 0F T B, R OIS DLERSb-

PR - i T L BIE L 2 By A — DA, DI 8 R Rgic s 52 BT T T
ﬁ“%# BEAT EAC KA ME—EFR S5 A

B EEAScR



| EER&ER

© SEBHINEPR - 275 A SR PR R H S
ﬁ KRRy, RGOk IER RS

24k,
AL RE,

Cisco Secure Firewall Management Center 5438 H 7512 # .

TPAT IR A R H Al e 0 T BN AR Bk 42,

S|

AN

DU B A 2 1T AL AR 2 A A5 S o

NRVEAN A T IR R L S A E R

R 1 LLRERFRFE A RS

SN, REs
T RS — AN A N =,

L SRIE R G AL E TR 3
DRI TG 3 BB 24

THICSR AT I N T 4R B 1L, WTEHHEAW% H T A A Ji DR M A T A 2 it

HERA P S ERTT R FE P IS

(AT = e S Sl I E IR

EEFLEY EEERER
R | MRS (T | Rk
BRI, MRS | o
YT R HI s URL 51 R BB
o 5B LR A BB B4
TR, T R A
R | G L DA | A B
e
wh (L8 AR L] A2 1015 | S BTG P I By DA SOm i
B LR, O | R B R s B, f A
T T URL B o | i s et i M G I L
iR
BB 8 2 5 R ] smort #5, %
AT T VOB R, W
PR 2 B B
T | s g
B W AR AR & B
COCEREOTTS, OWERLET | o (I 2 O£ T K
R )
B X TR R (B
N
b O AL R

Cisco Secure Firewall Management Center 5528 HR1E R

WERAEAE B K B b L EARRERE AN 2 R H A&, WA LMEH] Firepower RZTIR T

Al R IK T g

o Bt

7

A



EERSEE |
B czesezmms

o PR THTRRCAT % S5 BE A 0 3R ALt R ST SR I B (M KR AL B SRR I

s A CRZHOETUE “H7 S FID B X RGO I B AN B, T LA
VLT i A s BRI L, LT BAZER A% T S

o VER AT AL B K B A I P % U P SO, AR JRT LUK A D AT BR 5 47
A RHEAE .

o TP ORIRTREMS , S8R LUAE s I Ak A e S SIS PR 1) 38 it e e A o e B P e B (g
WESMTANRD

73 K A B AR L ] Ui 0 A B e T

\)

AR BN LERE, SAUCRER (M HAERZEFI T, DAUCSERSAN AT S F) o Xt
TN A R AANC R ORBEIERE, WS ICRIANR . AT UG A SRR IS Lo %

R ] DM AR TR Sl s B A R 48 H R B0 SNMP B I i 25 #8 BRH f /058 T -«
o X AR A LSS H &g %
TG B A IERAR O AR o
o X B BTSN H SR

1HZ W T M E 24 HERMAE (Cisco Secure Firewall Management Center W & it & fa md ) HACE
SNMP BB AR DA S

* A RS AR H G SRAR R A HABLE T -
THS A AME LR WS4,

HXERR
Cisco Secure Firewall Management Center &4 1 i

¥ H B 1E R BIPR &

PRSI
o JLRPRE R Uy MR A WIS, AR BREE A2 1.

© RIEE=IRIRT[K) TCP 3, LU G bt X B I I ek 55 it o 2 % O R IR 2,
A LUM#EH] show asp drops CLI 4 s At gk DI g (Kudhs il iiid) .

IR ER AR T BN IO EHER, HS RIEER R 7 B SOR S S 7 B
AT A S

B EEAScR |


http://www.cisco.com/go/firepower-config
management-center-admin-77_chapter26.pdf#nameddest=unique_42
management-center-admin-77_chapter20.pdf#nameddest=unique_476
management-center-admin-77_chapter14.pdf#nameddest=unique_176
management-center-admin-77_chapter32.pdf#nameddest=unique_965
management-center-admin-77_chapter32.pdf#nameddest=unique_966
management-center-admin-77_chapter32.pdf#nameddest=unique_966

| EER&ER

suuaressaEsed [

HEAETAESRHEERERTH

PAR L F T AT R R K A
© WEARAEIEAE A “ oM SRR I OUI, W Z5UREr ST B B At .

o HAFE R AR RS LR BN R RTEE . (H2, ELCMEOUT AT RES MBUEESEIR: FMC
IEAER BT TE 2% L ROVF 2 806 slAE i SR B A (s 6D J00TA]

o MR E S RUUAC SR (K P AT E R s AE A A o Tl yE AR IR IUANE 1 3
BHMIS— H &%

FIEHFICERESLK

AP LT S A S B DR D 3% B SR M 2
DIt DOCSORBEIER, AEREAT I P2 IR A JEfli_E S ATERE H Sl

YRLRIDRBNIEE
AR HBhd kUL N IERE:
o BB ERGIN R ) SO BRI . NZ R BERN ST (IAB) JCIR )4 B2 .

ARVEME R, WS IRZILRIERE , 52 I,

. ,m,ll/‘j:'*’ ﬁ%

ARHEAE R, WS EERN H Sk, 54 30

KA SIE KA
2R AR &5 H e %
o Vi PGS SRR

ZAAERERA R Z PR E S, IR R S R R R

 WEIHERENERE R T B B H Sl e SRR WIS Bk N R GOR B i,

AT “Hg” R AN B R

SCNIREE B (B S, CACHBUE NI s A B ) W] BRI B . DR
1 RS EAEREN B8 T ORI, B DURGE AT REST X AR HLLE ARG R 7 22 AN 144%
AR N

© ANBSCBRIUR . RBInT

* RS M SR VFSLER, 16 FTF DNS EHL DNS 3K,
o 555 7 i o R LA U

CUTHTATIE, R AR AT LA e I 2 5 A7 A S o

A



EERSEE |
B szeziezsesn

WAL MIER: , 25 2 R BTIHE N, B2 7 B S0 H & DSk, RSl R F A
SRR IAB.

BRICRKEEREMMUEICRMAR

AR SR I A e 26 BRI 55 AR AL S Y BB, AR B KRR B b A5 T I BB i H S
Ko AP

o WK HI 2R B K B P LA R P B Al s e, IR Sl B KRR B B
MR, BRARRS G SR A A T LA A 3, 5 G SCIBR SRS sl it i S fF

HRKPRME I PEAE R, 15 S SRBER R A AR E A E R, ES
[5e) I8 R A A 2 TR A o

* A AEH Cisco Secure Network Analytics EA FAZ #HUFT 6 H 254 7 1) NetFlow id sk Ul A1
AT A Sl AT BE Ao, U] DA F M 4 6 o B PR A 3% 4 H A5 e 5%, K5E Cisco Secure
Network Analytics X % 2% [¥]3X 28358 73 34747 K 0 7 o

HRFYE R, 1EZS [ Cisco Secure Network Analytics A% .

IEREEM ARG R GHERE)

AR AT DA ERTT A0 o4 R H Al sk Z M BEATIE R, 308 A R H e 5. X2 DU E K
ISR A FF AR B LR A2 1 R 45 S

A B A LB AR OB B A A B B JE R BB, Al ST TR
ARVEMER, WS ERTT I RERZ AR H 0%, 5 6 I,

ZBH.IIILEE'] E| 'LE%
KA Z BRI s s g r B4, JoRg it —20Aa ey, DI AT DO s T o A
ARVEAE R, HS 2 RN H &, 54 00

BEHICRBINBE

URAE R A = (R 22 A s SUVF, S mT DU T U IR — T00Ks S AR A RSN, AT 4 Bl KA
B Ry 22 )

e eStreamer, AJ LLiERE H G M By KBS H O A 2 B 2 T KR P um N . ARG
K, 2 (Cisco Secure Firewall Management Center S HiifEdsEidmm ) ) .

* R H A SNMP FalF, FROVEARWIN . HRIEGIE S, 7S [ Cisco Secure Firewall Management
Center ZHZ M [V

BEEHCRMEAYE

2 FE ] LAAEAEAEEOE e v (0 B MR KA s e . Biltun, BROAKE UL R, R4 7 KBS 5 3ot o] LASE
fiti 1000 T AN, (HE K FHECEN 5000 T4 3 B (@) > BLE > 8RE IR0 2 755K
RN

B EEAScR


management-center-admin-77_chapter39.pdf#nameddest=unique_880
management-center-admin-77_chapter40.pdf#nameddest=unique_968
https://www.cisco.com/c/en/us/support/security/stealthwatch/products-installation-and-configuration-guides-list.html
management-center-admin-77_chapter20.pdf#nameddest=unique_476
management-center-admin-77_chapter20.pdf#nameddest=unique_476

| EER&ER

CATSERE ATE PP T |

AT R Bl A B At 255 R SR R K NI A3, 305 2 B Bl e < B

EHEEEHPETHAR

SHRE R AP WoR BT 0 R KR RO A AR A, AR R R PR TR (User

Preferences) > B EI& & (Event View Settings). 1] LABEE [ i KAH &

REERESHHRE

51 1000 N,

NTRRA L AT, ATLLRCE osv ARSI BB, I ATLE 32 HE LA 1R I 18] T B 2 i

To ARVEAGR, WS-

o AR uﬁ‘%ﬁ (5>#r (Analysis) > %3 (Connection) > =44 (Events) > R &% 1128 (Report

Designer)) : X Tiildi.
MRS (BR% @) > TR > itxl): SRS %

EEE HRIE KRB EK AR &4

X

=

o
¢ djn

SCEFRYIE
fE&

AFRfat
o PR
* Uy ) BB
o L8

iﬂﬂ]%i iﬁ:EﬂlelEigﬁ:

PR BB 23S 43 o] v 3 2 ) e 53 DA VG e 48 Al R A 2% A7F

i RS S AN IR 28 AU 2

Pk e #8 S M& 1 F T Cisco Secure Firewall Threat Defense % %% .

A


management-center-admin-77_chapter3.pdf#nameddest=unique_128
management-center-admin-77_chapter19.pdf#nameddest=unique_643
management-center-admin-77_chapter16.pdf#nameddest=unique_588

EEAEiEz |
B crnsssummmnic s R Es

FHia Z |l

o BN BRAE Y B N FELLE (Block) BRRIEERIE  (Fastpath) . X144 (Analyze) #:4F, ik
AN, X AT DL IE Ak S sz vy ) P B A, ph A A R e FLA BRI %

o RN EAT, AR AR BT .
T2

W RIS SR e, A B R S S R 5 1 ) SRAE (2) S
W BRI (), MR PIRCE B T e, B s A G i B IR .
B2 L HEICHE (Logging).
$IB 3 §5E B AHEEER Log at Beginning of Connection i /&1 #% Log at End of Connection.

TRACPERE, T IO IR IR B L, A R E P . DRA BHLLE 9 B 2t o7 B4R 4
MIER#E—2R A, FrLl R geicst “BEIR” (Block) MU HIIZERE 45 R Fi4t:,

TR A SRR IER R RIL BT

FIRS mdARF RN
FIR6 sl RIF LR AT T JE SR

T—o Mt 4
o FREME K, WS (Cisco Secure Firewall Management Center ¥ 75t & 574 ) ©

{5 FHTLS/SSLAR % #i 10 3R Al 7 %5 15 4%
e

PR AL MRS g as s RGP E AR 5L SRR () .
WA R ARE (D), RN E JE TAHAE, B R I O B AR .

P2 sl BEIER.

WIE3 P EEELE RET#HITHARIZE (Log at End of Connection) 5 JEHE.
TR I, TR R H &R

TR SRR IER R RIE R,

RO R SGE A FATIE T B K B T, USRS AOR I AR A . X T2 I
Wik, T EAT IR A

B EEAScR


http://www.cisco.com/go/firepower-config

| EEFEz
ERzesticzzE [

TS mdRF RN
TR6 sl RTF LAORA7 AR 3 R0

T—w#ita
s MEENIE T 165 (Cisco Secure Firewall Management Center 44 L EF5F ) o

ERZEEREICRER

2 A RE SR o P R REVE R IE

PUK i
S BV EHIRS g ES T, SR £ ' EE (Security Intelligence).
$182 fiih BEIERE (D) EERUMEH L F &R 2 A i H A0 7%

o % IP Huhik - i 4g (Networks) 5532 (1) H 40 5 B #x
&Um45$URLﬁﬂmH Hid sk E .
o Ft 4 - il DNS %R (DNS Policy) T 814 553 1 H &0 s B Fx

IR FS sk BRI AR, IR W BEE AL SR kK, sliE BB B Ui BB . R E &
A, TRIDUR E Hh B 2K SRR 3 LLUJA JH i -

$1B3 i8R %R (Log Connections) & EAE.
PB4 F7E B IEBR A N IE B A R B Ak

UREEPAT B T B KA B R IR 0 A, B W RO SN B EAL O DU, TR iR Rk 2 g
(EREeE T

B5 T (OK) LLEE H &0 Ik,
w%sﬁ%ﬁrﬁﬁm%c

T—¥#ita
o FREME N, S (Cisco Secure Firewall Management Center ¥ 7510 & 574 ) «

{8 7 4= S R iC R

AR S5 B PE O RE U R A E AR FE R A I, A8 ) H D s T B ANl s 15 25 R DD S s 4547
s F Sk, 53 .

| A


http://www.cisco.com/go/firepower-config
http://www.cisco.com/go/firepower-config

EEAEiEz |
| G ON

UK

W (LU M HIE N g as b, A SR H A SR R 5 1 1) SRaE (2) S
W BRI (©), TR BHECE 4k 3 AH 2 SR BUR A S, B R BT 18 e B AR
P2 gl BRERIEE (Logging).
$IB 3 15 B AL R Log at Beginning of Connection i /2% +¢ Log at End of Connection.
A PERE, LS TR TR AL, A I Id Sk P
PB4 (iR EPIERIH (Log Files) FIEHE DLic sk 5 4 Ik (1) SCAFRUE B A S
A IR T
WIES e s OB R AL
s BHERS: HIERI P KBS0 AT SRR, R SR A% B S AT B KRR B
rply FIARHE B KR B (R R B AN AT AT o T DR —
A s A At .
* R EEMRS RS KER P AR BN Uy MBI 1)« HAR DS B IR L E R R g H Gk
S, BRARE R
SIRBE: W I o U 1) 5 1 SR O T AL IR A T

« BEEM: WHILEIOR A NGRS VRN, SRR R R BAT BTk )
P, TS AR R PSRN Y H AR s IR T R R A R

c BERARGEHEBEIR: K0 N 1032 2 F A ) R 48 H S A% B SR 45 e (1 H
Fre

* SNMP BaBft: SERZFAEAOETIFTIER SNMP FBE.

HIE6 fidi Confirm,
PHIRT 5l R URAT R

T—¥#ita
o WREME K, WS (Cisco Secure Firewall Management Center ¥ 751t & 157 ) -

& A REEEVAIRIEIC R ERE

SRS BRI R AR A7 52 AR G o A B 5 S mp B AT LU SA AN VL IRC PRt 7 I 2 AR g SRt v 114
T RS, XAERN DL RO S, AE AN B A IR D

firp s SEmg ERIUIRAE 0 7 BB IE I R G IL SR VAR 25 (21

B EEAScR


http://www.cisco.com/go/firepower-config

| EEFEz
maiurL o BEiEe [

FHia Z |l

o NPT T PE AR BRERAE H &l sk, BRI E R E N B FR B BRIE R = (Block all tunnel
traffic). % T RIFFTERKIERE (Allow all tunnd traffic) #:1E, &t CHEEH], XArblit
AR U M IR A, AR R A e LA BRI S

RS

S (ESEGE 2T, T EGAIRME (Default Action) FHigIR 301 BIABRIZRIRE ©
PR 2 $i5 € TR VL FCIERR K N 1] -

o C“YEBEFLITURICR” (Log at Beginning of Connection) - SSL ERIAFRAEA L FE.

o “UEERESERINIE K (Log at End of Connection) - 4141k 5 i ¥ HIPHLE BT B R E (Block All
Traffic) TRI\EAF o 7t y& BB I FR B B%iE 7T 2 (Block all tunnel traffic) BRIAFEAE, WIARSZ FEE.

LAVERE, T ICSR T A ERR TR e L, A RN HE SR

R R RO R, IR E i TAH e, o B B O B OB . R i 2 SR o
) AAEL G SRS 4R 7K G

TR 3 TR B SRR B A,
WER EERNXLGE R FA AT I T B K B AL i, USRS AOR B F A A A

P4 fUHENA (Apply)s
YIRS R ARTFORAT KIS .

Tt 4
s HIEMIE T 165 (Cisco Secure Firewall Management Center 344 TLE 5F ) o

PR%I4< URL 89 H51E R
FTTP SRt B2 ko 2 S M BT R 10 URL . PSR 68 1) URL 565 T4

AGitkfic. Z8H URL Hadsk (%745 A im URL 138, RUERAASILRRE, (He
MR K ¥ URL i i i

iz
FIE fEYy MR g s, AEES (More) > 5IRE (Advanced Settings), ARG A E IR E

(General Settings) 551411 #wig (£).

R RALE (), WIZWINC B4R K B LGRS B TG, s B B i B B . 2R
B AL, 15 H b h AER AR SRR o3 LU T 20

A


http://www.cisco.com/go/firepower-config

EEAEiEz |
B =okcmesez

events).
PR3 nliE.

FERA mRFRAE O

$IE2 MABEEIEEHPEEHREA URL F5E (Maximum URL charactersto storein connection

T—% Mt 4
EEE LG WS

{Cisco Secure Firewall Management Center 44l B F5FE ) o

B EEAScR


http://www.cisco.com/go/firepower-config

HithiE S EIRRA A
BRAIRSAREMTRETABTHISMESEIFRE. FI8, BFREANHSS, NFEALR
—HZ, UFHBHIRSERAE N,



