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71 CAC F R 28R 7B, S B UL CAC FAEAZ B2 U 2 44885« i, A\ (\d(10))$
DAFRIEL CAC FRIAR & 45 R (1 8 10 73807

A FRFI W] LI AR .

MR hrd Rk IR S 2R KB .
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WU R B BIAME (Set Defaults), B H4 4l I IRk 55 4528 R RO ER A 1 78 A P B AE4R (User Name
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BEAN, IS ERA S 1Pv6 itk .

CRrae) B oo EAE T BRI
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i\ LDAP £ ESH.

a) 7EEALH DN F 5 E i i) LDAP H ¢4 A FEAl DN. 11, ZEXF Example 23] ) Security 2021
B@%%ﬁ ’/ff%%\g@ﬂz; ﬁ%iﬁﬁ)\ ou=security, dc=example, dc=como ﬁ%, )ﬁﬂjﬁﬂy DN (Fetch
DNs), #RJm Az 513 H s FEAR W (AR 20 44 5K o
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d) {EBERRHEINERD T BTN D

e) (Wik) Ml BRSHRIEACE LT LI

* % (Encryption) - sii 7 (None). TLSEL SSL.

WIERAEF ity 1 S0 o 2 vk, e R 1 5 O % R ER M . KT JeEk TLS, i
FURK 25 S BRAE 389, AN R IEFR SSL N, i K5 E A 636.
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(Choose File) Jf- i F£564E CA BEUF 1.
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NW E‘J*ﬁ*ﬁ U\Jﬁ’/ﬁ* CLI ﬂﬂF‘ %ﬁj\%lﬁ ° Wjﬁﬂ ’ %@ﬁﬁ*ﬁ?” CLI Uj IEJ E‘I‘iﬂﬂ sAMAccountName
) OpenLDAP fift 5% #5 K% Security 4123 “LAE I Jr A FH P AT S IE, WI{ESMNE R P&
R (Shell User Name Template) Bt PN 25 .

« EBET (BD) -G NIRS) BN BANIER AR AL (1-1024 ) o BRIMEN 30.
TR
JEE AR R A EE L PR FEAN L, DR, GRS G, R ORAS B I P 1
BUNENYEE (1-30 7)o SRR N BB ) S A, ) PB4 LDAP Bk AN AR
e

$£IE14 il B HERRST (Attribute Mapping) LA TR R

o BN Ul e BrEe o REUB T, DU R AT R SR . i, 7E Microsoft i& 3l H sk k55
a4 b, rRREAE A UL Vi Bk P, A TE Active H sk IRSSHEH M % ERTBEEA wid B
Yo M, ATLLGEIAE Ul i BT (Ul Access Attribute) 7Bt #ii N userprincipalName A4
2 userPrincipalName J&TE,

CAC G 5 Uk 77 EE A% FH B o

o AN REAT I Rl o R A AR A e Vs el JE@ I, 1EBCE CLIL R TE o #Blhn, 7E Microsoft
{E?ijj E %ﬂ&%%ﬁiy Jﬁil‘i%ﬁ)\ sAMAccountNameﬂ’Tﬁﬂg sAMAccountName 5[‘% CLI Ui IH]E‘H;EEKTZ%
HFEVT IR I
LIS (k) MERAEHMAERE.
U AL 2R 2 S U7 ) A G T AR, DU P SR AT A0 47 B i SR R A5 7 F AR
a)  (Alik) fESH A BB, S5 I ) 2L 73 B £ £ € 1K) F 7 1) LDAP 21 1) n] 4y
S AT ] 4L B A A7AE T LDAP 45 #% o ATLAG I LDAP 4Luk5) A LDAP 41. #i&
LDAP 252 1 51 5 63t i e 8 I AN B Al 2 O 4H, - 37 LDAP 20 2 i 1 G AR 4 H




i el 1 LDAP S e i ]

G B MR RAUT 7 1) LDAP #8252 B A B 0y 92 A E RO L0 Tr) AR SE 00 5 by 21 B B
(KIF

AT FEh AL, W5E42FH LDAP 2 7E LDAP RS 2% I (Fl0 & ki H LDAP & if]. Ktk
BB R A BUR B A 4, DABG 8 RE R S SRR

-
EEBRTFBPMA LT NE, LMIEXT Example 2 w5 BRI Tob (1) 4 BRUEAT 5 4y Bk -

cn=itgroup, ou=groups, dc=example,dc=com

b) X TAE TR A, SRR AR,
o) WIRAFHERESY, WimAEAKREM (Group Member Attribute).

il

WRAEH] nember BYEFR/REVIA “ 2220007 U7 AR ERS AL PR B4y, TN nember.
d) WAL, WEMAERR URL B4 (Group Member URL Attribute).

il

WK membervrn J& AL TR BRI B BLOL” Ui M BBRTE E I Sh A4 8 A (1) LDAP %,

Lﬁ Z'LFHIJ)\ memberURLo

RSN s, I ERAF 2 U B S i B e B, JF MR R B P B Bz e ]
JUR UG SKIN 2 H BN .

(HIik) WE CLI iyEldiEss (Shell Access Attribute) DL st 14 CLI .
ijllﬁ (EXF CLI 95 ) 34T LDAP G470 56E, iEHILFBE =, BEfgE CLLH P, WHEEU T e

o BAP T NCE SR IR BEE AR E R A) L vg gy, ik SRR TIEREE SEHE.

© BRI R EEA R B A H, WA ARSI E A . e AT s M E S
j?j%jﬁ‘ﬁ_ﬂ%) @Uﬁﬂ ﬁﬂ%}iﬁﬁﬂ%%ﬁﬁ%ﬁﬂﬁﬁﬁ@% shell manager }.%‘H{, m”ﬂuﬁﬁ
ﬁz'-i /fg'%ﬁ (manager=shell) o

H 22 205t Linux 7 34
o 2 2 ANTFREUTETRE, AN (O ETR () FTRRIZ O
o NG
o NRELLEZLT () TFks DREATZHT; DREES at £75 (@) BRZE (/)
R
FARCE 205 BRI H Pl A CLI expert #iy4- 1 i) Linux ZR5ER27 . Linux #8576 H 7 A B3k
3 root BUFR, ok zz WK . IEHHERBEHELA CLI B¢ Linux Zh5¢ v i) 10 H P 31

a4

Br



B ]

W0 5 AdEAE CLI i i8)i3E 28 (CLI Access Filter) H it i/ B AH R ™ 44 BOARART N 8 1 7 o
ME— R N B B T N IR R 1 207E CLI i 1853 B8 (CLI AccessFilter) & &1 R ]
Jo

(k) AR LLNER 5 LDAP AR SS 28 BRI .

TARE A AR P 4. BROT P4 21, FHTUEE L O 75 () 2
PR () AR5 VR 32 UL IR/ RR ], R 2 A 1000 /N ELEH P IR ER S #5 11)
ERAN IR A 1000 AN P GBI IM, 152 HLDAP S I AEE S HERR . 25 81 1L,

(ATIE) kA, 3w DU N LA 3 S S N ] CASRAT B 03 B0k X P I P AR E: S N P
# uid MRS, MRJ5 Al .

G L 453 Microsoft Active Directory Server JE4& 4 UL U I J& KAV wia, HME B PE(EAE
4. BT LI L R E SE A BRE (] J R A PR

E72an

WM P ) A4 PR B R B NAN IE A, BT RSS2 C B A, MRt s 2R IR AR 45 A5 L &
SR, WL, MW E RN S E B A SR W), iR ELE
TR FH P AT IR 6 P 4 R o

il

TR SE AT 7] LLLE Example 23 T KR 3 gsmitn HPFEUE, 15 gsmitn AEAA 205 .

M RTE (Save).

e RS 2% o 1SS RO B0 B P S FAME S 50 0E , 2 25 L.

A5l
AR

"I~ Bt B Microsoft Active Directory Server () LDAP % 5% S B0 UE X G AR E . R
i) LDAP IR 454310 IP Mtk 4y 10.11.3.4. BLIERAL v 1 389 HEAT Ul




| B

i &m0 AP s sz ]

External Authentication Object

Authentication Method LOwaP v
CAC [ Use 1of CAC AUTNEnDCAton Hnd Suthorization
MName * Basic Configuration Example
Description
MS Active Directary -
Server Type - = —
| Set Defaults |
Primary Server
Haost Mame/IP Address * o4 WP oF Boatnaen
Port* 389

Backup Server (Optional)
Host Name/IP Address ax 1P or hoatname

Port | 389

LDAP-Specific Parameters
| oussecurity, DC=it, DE=example, C |

Base DN * #X. G Tehing doroom
| Fetch DNs

Base Filter | ] fl;“:“rrmw {&lcn=smani]
Usar Name * | CM=admin, DC=example, DC=com J o, cn=jsminth.de-sourcedre do-oom
Password * [ e I
Confirm Password * | ------- |

* Show Advanced Options

IR 7068 T 781 2 ) (R A R AR AT () 22 A L A P A RT3 44

OU=security,DC=it, DC=example, DC=com El‘]iéE?%o




B ]

Attribute Mapping
LW Aceags Atrbune * eAMAC coname Felch Ales

CL Accass Amibute * | sAMActounmie
v Group Contralled Access Roles [Optional)

CLI Access Filwer
CLI Agazzs Filtar Same s Basa Fiked

(Mandatery for FTD devices)

Additional Test Parameters
Lhar Mama

Faseword

* i ] F b

« —
-

I Canca b m

- —|

{HIE, BT RS /& Microsoft Active Directory JIk45%%, KU savaccountName JETE
G A4 TANE vid JBTE. 4% MS Active Directory AR45 #8258 ) i B ELINE (Set
Defaults) 24 “UI YillJ&PE” (Ul Access Attribute) % & 4 saMaccountName. [BlIL, 4 P
FERREN, RASK A SR savaccountName JBYEUEHILEL I H 4 .

AN, AP BRI LR CLIIK S R, saMaccountName ) CLI W78 B &4 S 850G &
H 3 T 5 4410 savaccountname J& P LA A $R VL EC I .

R, HT RIS A JER, B RGESiA H s h AR A R e
T X B JE T . 2l BRI TR BE (2k LDAP R4S 2% LB D 5, SRS
R .

SE &N

7135 B Microsoft Active Directory Server [t LDAP &5k G 43 B UE X S () i R Bc B . R
1 [¥) LDAP 45 2% (1) TP Hbtik 2 10.11.3.4. MIEEAEF 3 11 636 HEAT U5 )«

External Authentication Object

Authenticaton hMethod LDAP T
oAl Uise for CAC authentication and authonzation
Mame * fufvanced Configuration Example
Description
Server Type MS Active Directory - Set L"EI‘..""!-'E. .

Primary Server
Host Mame/IP Address * 11154

Port * 636




i el 1 LDAP S e i ]

IR 8 7R T2 8 2 ) (R4 SR B SR o 1) 22 4 20 2R FH B A R 73 W 44
OU=security, DC=it, DC=example, DC=com F[(]l%}‘%o 151%5/35%%, ﬁtﬂ&%%&;ﬁ-ﬁ%/j&ﬂ/fﬁ%ﬁ
(cn=*smith) o XL JERVRF MRS AATZ BB H 7 BREI A FHAFREL smich 45 P -

LDAP-Specific Parameters
Base DN * | OU=security,DC=it,DC=example,D(

Base Filter | (cn=*smith)
User Name * ‘CN=Admin,DC=example,DC=com
Password * | s

Confirm Password * | ==

v Show Advanced Options
Encryption @) ssL s None
SSL Certificate Upload Path [ Choose File | certificate pem

User Name Template s
Shell User Name Template %S

Timeout (Seconds) | 60

Attribute Mapping
Ul Access Attribute * | sAMAccountName ‘ Fetch Attrs

CLI Access Attribute * [ sAMAccountName| I

54208 SSL BTN, I HA N ZIEBAH — %N certificate.pem [FIIE
oo UbAh, BT R (B RE, SREAMIERLE 60 PPk B .

1Ttk 25 4% 2 Microsoft Active Directory k4545, KIIHAFH samaccountyame J& At H
AT via JBYE. 1EFE, BE SR saMaccountNamell] Ul e E s (Ul Access
Attribute). Plth, HH P 2RXER RGN, KRGS E LB savaccountName JEVELLA
FRUCHCIH 1 44 .

AN, B BSR4 FE CLIIK P i, saMaccountname B CLI iFElE 1< S8 K &
H sk T A XS savaccountName J& 1 DA 2T $RICHLIN o

WoREIE BAMN AR E. “4 P Mk B shames BA mndl etk HIEA 4

j’{l CN=SFmaintenance, DC=it, DC=example, DC=com %éﬂ%ﬁ?ﬁﬁkﬁ °




B 5 == 5 RaDus S S BRI

» Group Controlled Access Roles (Optional)
Aipess Admin

Administratar

Macoweny Admin

External Dalabase s

Intnasion Admin
Maintanance Lisar CM=SFmaintenance, D=t [H-ax5

Hetwork Adimin

Secunty Analyst

Secunty Analyst (Resd Only)

Securily Appraver

Thraal Inlelligence Directar
i TICY) Lisar

Arcess Admin

Administratar
DAt Usar Fiode

Discowery Admin

Exterrial Darabsass Uger

Group Memiber Atbriburte member

Group Membsar UHL Attnbute

CLI il 3 g g e a o R A JEAAR R, DRHAR A P nl BUd ek CLI V5 1) ¥ 2%, Wnfm)is
it Web FHiEAT Vi [ —#F.
CLI Access Filter

CLI Access Filter
o Same as Base Filter

(Mandatory for Firewall Threat
Defense devices)

Additional Test Parameters

User Name | |

Password | |

“Required Field

| Cancel Test m

J3 1B huls 750 RADIUS SMNER B4 I8 iE T &
5N RADIUS JIR 55 % LLSZ RRAMES FH 7 BT & 45 B
IR Brh, AR A B0 E R AR B % G (e b ]




% &3l 5m RADIUS s e i g [

RG> AR (Users).
HiiliSNER B4 36 3E (External Authentication).
M AT BER () RSN S IEX & .
WS IIE AR B E ) RADIUS,

N AL RA

T ERSEE, MANENZ/NP HE,

CAT3E) o s 4 FH PR BROA A

i\ RADIUS BR$5 88 %4

(TIE) MAERIREESH.

(A[3E) %\ RADIUS#ESH.

a)

b)
<)

d)

7E FBET i N AR RS A 2 BT SR VFRIAD R (AT 1 AT 1024 200D o BRIAE N 30,

R

BB A R A O R VO RN TR], R, WL RS, TE AR ORANEEE L B B A
RIS (1-300 #2) o n SOREE R BCE 0 T e, U g B RADIUS g B A e .

f NIR B 2263 R 55 o 2 0T SE VRV BT BROME N 3.

FES HLP F ot B R 7B, BN 10 44 B B0 5 27 O 403 T 28 A (0 1) e - (LR
K F P A A k-0 LUOZ 5 70 B

i

ﬁﬂ%@%ﬂﬁﬁﬁﬁj—(&ﬁ “ﬁ%ﬁﬂ‘ﬁufﬁ ” E@fﬂFE"] User-Category E‘f@fﬁﬁ Analyst, U'\'Jﬂ U\E?c
ERWIHFBPHIN user-category=analyst, LRIZM AR TXLEH .,

w15
Bl R MO TR Ssnith fl jdoe, THAEBBRFBTHIA jsnith, jdoe.
w5

E/{QJ “QETF'ﬁﬁ)A 7 %@ﬁ? User-Category fﬂjj Maintenance El’]ﬁﬁﬁﬁﬁﬂ» 1%3?‘TZE*FFHF$E§EP

{Fﬁﬁ)\ User-Category=Maintenanceo

TR AR E A, EFEARRAE.

WSSO P RS, DIRORAE 08 S U AN B I UE R %, FEMR P B B Bz o i H]
JUR UG SR 2 F BB AN

(A1ik) EXHEX RADIUSEME.
U5 RADIUS Al%5#53& 0] Jetc/radiusclient/ W dictionary U NANELE B AR, I HA&THRIME

FiZ e e R B E R A XSmO, R 2 SO 2w k. W OB A% RADIUS Hk%%
i AR P RO SO R A 4RO AL AR IR e

Br



B 5 =m0 50 RADIUS SM RS IR IER R

NN
3

)
=

—
w

a) MABMERR.

€ SUBVENS, TR TE AR, A OE P REEC AT TEER, R AR 53 N LU
AR AR AT 7B o

b) DIEHUEAMARME 1D,

JEYE ID RN E AR5 ete/radiusclient/dictionary SCIEH LA HIA & 2E 1D w5,
o) M FRFIER IR EIERE.

R B AR TP bk, A H .
d) RN A g

E@J@ RADIUS %'fﬁ%lEX‘T%Eﬂ‘, /\éf/ﬁ\?fﬁg’iﬁ(" /var/sf/userauth E{i"l"ﬁd@l&Xﬂ’%E@%ﬁ Hx
SCAF . IR B € @ PEER S I I B -

P

ARAE S BRNE h 281 M 2% B3] RADIUS IR4s2%, WA REZLAE ] Ascend-assign-1p-Pool J&TE
) SR 2 TP bkt & S T - 32 TR A e ascend-assign-1p-Pool & PHEEUEME, T
JE SCARVFR P B b, S BRI O B TP M bk ) 2 5

B A E S ENE, WEEIE e e, B PR ascend-1P-Pool-Definition, JEIEID
Hy 218, FHHEMIAA integers

WG, AILMERENR (F\i;h:) (Securlty Analyst [Read Only]) ?Eﬁqjiﬁaﬂ)\ Ascend-Assign-IP-Pool=2,
/I%Rli’ﬁﬁfﬁj\*ﬁmﬁiﬁﬁﬁ% Ascend-TP-Pool-Definition JBE{HA 2 Eﬁﬁﬁﬁﬁﬁ)ﬂ o

(W3E) #F CLI iFla] s (CLI Access Filter) X1k [{)& 2 5 CLI i 1a] A A %3 (Administrator
CLI Access User List) ‘B, HANHA CLI Ui IR 44 9F LLUE 540 &

WE RIS T] P2 4 DURE RADIUS M55 8 110/ % . 4 BRI Linux 42001 4
CBE R AFEECEA, IS (O, EFH O BFRE O
R N

CREEBUETH () TPk REEATRRT: RS at 755 (@) AL ()

=

N

SB7 k% CLI 7 10347 RADIUS S 564E, b BB 25,
FARCE 205 i BRI H Pl AT CLI expert iy4- 1 i) Linux ZM5ERE)7 . Linux 576 H 7 A L3k
53 root AR, KA K. T IRBRHIEFT CLI 8% Linux #h7 15 1) 1 H 7 51126

pEa s
MR 55 RS AE A e U i) I DE A B R P AR AL 2 BAEAT AT o R B i, ME— (A
8 CLI 7t EHR A, NI 20 A Q) B3R5 Aha .

(afig) sy MR DL S RADIUS 454 8 3ol d4z.

CRIIED BbAh, 3 m] LU A E A S ORI GN w) AR AT B S0k (4 i 7 AEE: S AR A
BAERD, RJE R

B sr



% &3l 5m RADIUS s e i g [

1’

USRI 1 2 PR R NN TR, BIAE AR S5 25 MO B IE A, DA o R, BRI IR 55 4 e B
REIER, WHaAdri, M AR NRSE T B M AR R R, RO RN
LR RE P AT IR L A A

-
FEMER 2 T A LLEE Example A AR osmich P AEIE, 155 gsmitn AIEAR) S,
MiHRTE (Save).

AR S5 4% . TS B B G BRI R SNBSS e 5 5 25 B,

il
ERMARARIETE
BB 1812 1 1P Mkt 10.10.10.98 [#73247 Cisco Identity Services Engine (ISE) [/l
554 7] RADIUS 5% S IRUEn %o RE LIRSS &«
External Authentication Object
Authentication Method RaDIUS v
Mame ISE_RADIUS

Description

Primary Server
Host Mame/IP Address 10.10.10.98

Por = 1812

RADUS Secret Key *

LR 7-di 278 RADIUS #5740, fu$5#ER (30 #2) F1 Cisco Secure Firewall R4t 22 &
FAP RS AS (W) AR R M R IR

IE7R Bl 6T RADIUS JH ™ ff (60 B (K F 275 1 »
T H " ewharton Fl gsand Web FHTIE BEAL PR .
BT coronte Web FHi “HEFHI 7 UK .
BT sausten Web FHIN “ 2470 Ml BUR
M ewnarton W RM#EH] CLI MK ™ X % B e g
BB 4 A UG




B 5 =m0 50 RADIUS SM RS IR IER R

RADIUS-5Speciic Parameatars

T | Seconds] 3
Helres 3
ACCREN ATTEn

1R =il
sdmivistrater | X M. e

Discoweny Adrrin

Eatarngl Databass Ligss

Inbrusicn Admin

shronis

Maintenance User

Matwark Adrrin

Security Anakyst

Sacurfy Analys! (Read Cnly)

Security Approves

Threal Inteligence Direcioer

[TRD] Lisesr

DEsCoweTy Ao

Esztzmal Ditabase Liser

Dedouk User Role

CLI Access Filter
CRE4H-EXHMARAR

AT DA P - DR S R e P R P A R E e B e SO P, i
% E E g

B S ET— AR [ ISE RSS2 17 RADIUS 85k S 43 564 4 b i £ (4 e
HH e @ e X

fHiE, ERElt, BT IEAEMH Microsoft RV M i 45 %%, L A —AN s 2 AN H ik A
T MS-RAS-Version H%XE‘ﬁo Ijﬁz{ff%'a\, MS-RAS-Version H%XE‘@%?%X$0 T_ELICISZT?WU
W, Jf I Microsoft v. 5.00 S8 P2 1) 45 4% 5 % RADIUS [¥13i5 H P #1331 22 453 Hr Uil
(HBE) 7 (Security Analyst[Read Only]) ffi %, FULiEAERESHIH (RisD (Security Analyst
[Read Only] B+ N &M -{EXf Ms-RAS-Version=MSRASV5. 00,




A
mgmbn rwmraRsnaniE ]

AIS-RAS-Version=MSRASYE. 0O
Securfty Analyst [Read Crly)

Secunly Approysr

Thieat Int=ligence Directar (TI0)
Llgser
Exteimnal Database Lisar
Default User Roie | INIFUSOR Admin
Mlainterance User

Patwcuke Arfmin

CLI Access Filter

RS - P Uaraian £, aining

" —

B P R RSB ST

FEA P B PO S GBI, 7 B s 2 PO 52 4 B AIE X 5T 9 52 0 LDAP 5% RADIUS
45 B3I T SEA

FiaZ Hl

FRAE 300 B FEACy (K] LDAP MBI ERT %, 55 12 70 A1y 4 # b0y 5 RADIUS #0851y
IAEXTS . 55 20 U RETIR, W In— AN AN INE G B EXT S

$IB1 EHRERG > B (Users).

FIE2 i IMERB R IEIE (External Authentication).

IR 3 A Web St H - s E BRI P A
BAT O P ICEPATAEATERAE . AN 0 36 UE X G s SCIATART FH P (04 78 26 L B 7 £
.
a) M BMARPAE 1 (RN RED .
a) EERIAARPABEENIGHET, EhEEHmMMmE.
b) MR (Save).

FEA 5T AN S AR B 5 A BR BB A (W), WREHEZANNE, KRGS ER TN
FPZBRIRSS AL P o WS 5 S8 B IR 55 28 BB HE T -

R A e B e, A Z5E I ELHECLI i 18133 i 28 (CL I AccessFilter) A S A3 JEXS 5 o
J34h, CLI Ui ) AT P S BEZ IR B AR B0 e RAE SR P HEAE 28— 7 (R IR 55 s 3E AT S AR Bl

| Br



B = waemsamsEtaHRiT

$IE5

IR

TR

CRIIED RO 55 4 RT S5 H B 473 S0 A7 SR N 5 17 53 473 8 (K WY o
IR SCVFAME I AT CLI Vi), ISR T B3 550 (Shell Authentication) > E/3 F (Enabled)

pEib
CLI R SHF 2 T, DL, SNESSIRIE KL I OL/E 4 b o T, 75 THrb R Tl
S5SNI G R B4 B 7/ B3 P (Enabled) TS5, SRS RS G T CLIL

MR EFFH A .

{s F LDAP B &8 B i (8] & B2 38E

IR BRI A LUE IV R (CAC), %] LIRCHE LDAP S350 UEK G IE 6 5k Web £ H1 ) & B
O e AR CAC B 5iil, I AT LLESE FR %, 1 AN A B SR AL S g P A4 R i

CAC G350 Uk F - 3 sk 3 fg 7~ s A2 S AFRIASRE (EDIPT) 58447 150

FEARS PR FFEE 24 /DN Z J5, BE S MBR A PIESR (1 CAC S e /o RRKJRSEE R
ARG FOFAS I LA 20 TR e B - A (BT ) T 30 B

A\
AR i1 LDAPRCE CAC S IAERT, B ORAE I ™ 22 BEBRIA TS il A1y €0 I SO foe /MR S0 o 24 1

H AL CAC SRUE G ARG, R HLK ™ 2 BE LR ER A il #1 €5

URRAE X FEBRAA T ) Ay 0 AN 5 NBURR SN, WUIE S S 8 S I vl e I 23 B R4 RIS B 25

o XTI RES T EUT A8 LB U )t B

U RAE T BRIV ) A (8 SRk (T o 2 I T CACRR, UL EAT A BRSO RR F) vl LI 2 73 g
FLAT S BB PR A R P DAy FCER AT 5 (1 B i 00 1R U7 TR R o BB FRCREAE 24 /NI AN TG 31 R 4

B, IF FH PRI [P FCER A U5 1) 47 €

DR AR P i R A A ) Ay 6 OB S BE B S e BRG] (BT ARG B0 , IEAEH] BiEfl T i) /A
& o8 P R AU B B U RO o T AT i ORER AL A U 1) A R S 24 N, R LR R
MR L7 B BAT IERA BRG] A SRBC B P HIT ) A PR B, TSRO B L DR 1S

i

FHIa Z Bl

TR S T B AT R IE S (AR O R, RIVEE R0 CAC A 3 23 5 1R300 T 2% (13E

1), A HEAE CAC BCE LT R ET . BCE CAC SR IRUENIRAL 7, 4% L] b2
FEILI S AR A RR LI R N e FF CAC 3% . WERAE IR RIS Rk i CAC, WU 2% B e 2%
1bZesili, I HRGANTER ML




{EL
o

G %\
48 8
B W

Ty
X L
N o L

S S
S8 3

mEsamLzssz [

IR A R FR7R i CAC.
J 3 U5 2% 5 7] 3] https://ipaddress_or_hostname/, 3" ipaddress 5§ hostname % 3 15 1 1 45 o
WS, ML 1A CAC SCHE PIN.
AR, WA TR AR A B Y UE S .
1E “¥3K” (Login) WA P#& (Username) fIZ RS (Password) 7B, LA B OB 1K FH -
. IR CAC FEIE¥ %,
WKIGE B RG> - P > MRS IIE.
TEPEVN N A 0 1¥) LDAP MBS G UEXT 5, 5 12 P ARF, L1108 CAC il LDAP
AR IAERT 5o WASIHE DL R 2%

* CAC HI%HE.

* LDAP HESH > B Rm il > AP 2 &IR.

* BIERREGS > Ul iFEE .

M RTF (Save).

Ja AN S SAIE AT CAC S B0, @ik B by LI P 8 AT S 50AE , 28 25 Uik .
ARG 3 >BRE, RJ5rd HTTPSIES.

W, IERE S HTTPS )45 #5 UEH kS 1k 25 N HTTPS Ik 55 24+

BRI ) HTTPS k45 #5 UEH A CAC H P UEF5 24020 1 [R]—MUE B AU HLAE (CA) 22K

£ HTTPS & FikiEHi& & (HTTPS Client Certificate Settings) I, kA B % FikiE+H (Enable
Client Certificates). A XTHANME R, 1ES M T 24 20 HTTPS &/ uiiE 15,

FRHE ff ] CAC FEUE % 5% Cisco Secure Firewall Management Center s 5 B 4% o

BCE SAML H S &R

T LA B HOE N AR s g s, R SR S SR R (1dP) D 8 A B ARy (R P LR 2
ZUA AR SR O S Oy IR UE AR B R G BL B A 2 03 SSO 22 HE R W AR S R A ik 55 B 3L 7
FiFH o SSO FI P R 6 s — R RIV AT 7 il Jeg 3 [A) — R L A I A A a5 S it I 1

XF SAML 2 5% 5%

A SSO P B (1) 8 b O A2 8 S DU F SB7s B S SR . E B BEAT SSO ) 1A (KT sk IR BERZ
FERFE 170 1) 1dP BEAT B G SR UE AL, AR AE & B b SR it ESe ] P A4 M i . 1dP B
L B By I UL i, SSO FI R U E 1) [B] A7 APy Web SR Xk ARGy 5 1dP 2 (8] T

Br


management-center-admin-76_chapter3.pdf#nameddest=unique_136
management-center-admin-76_chapter3.pdf#nameddest=unique_137
management-center-admin-76_chapter2.pdf#nameddest=unique_77

B ==somssoss

AT AR PSR P A S0, DR, 0 e R R 24 N ) 7 ) 54 O
FF

e L SR T Gy RAE R 2 47 35 BRI 35 (SAML) 2.0 TFRURHEROFEAT SSO
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Management Center SSO Configuration

Default User Role

Group Member Attribute

Access Admin
Administrator

Discovery Admin

External Database User
Intrusion Admin
Maintenance User

Network Admin

Security Analyst

Security Analyst (Read Only)
Security Approver

Threat Intelligence Director (TID) User

~ Advanced Configuration (Role Mapping)

Security Analyst (Read O...

oo — ||

PolicyAdmin
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PolicyAdmin

PolicyAdmin
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User Profile
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No custom

attributes set

\@ber of G;V
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Provider Application
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T User Profile
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Discovery Admin | PolicyAdmin ~g " N? custom Value= Matches regex:
External Database User \ attrIbUteS set A ( L * ) Ad1n1n$
Intrusion Admin PolicyAdmin \\
-~ NN Member of Groups:
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Management Center SSO Configuration

Default User Role

Group Member Attribute

v Advanced Configuration (Role Mapping)

Security Analyst (Read O...

UserRole

Okta IdP
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Access Admin | PolicyAdmin
Administrator | Admin
Discovery Admin PolicyAdmin
External Database User
Intrusion Admin PolicyAdmin

Maintenance User
Network Admin
Security Analyst

Security Analyst (Read Only)

Security Approver

Threat Intelligence Director (TID) User

Individual
User Profile

sean@example.com

No custom
attributes set

Member of Group:

Maint

~

Management Center Service
Provider Application
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Name = UserRole
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Before you begin
* #4& OneLogin FH AL I 752(% &% OneLogin 11, on page 43,
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A
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What to do next
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What to do next
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Management Center SSO Configuration

Default User Role

Group Member Attribute

Access Admin
Administrator

Discovery Admin

External Database User
Intrusion Admin
Maintenance User

Network Admin

Security Analyst

Security Analyst (Read Only)
Security Approver

Threat Intelligence Director (TID) User

+ Advanced Configuration (Role Mapping)

‘ Security Analyst (Read O...

‘ UserRole <—u-—____| | | |

PolicyAdmin
| >

[PMCAdmin N\

AN

‘ PolicyAdmin .
‘ \\
‘ PolicyAdmin ‘.\ \:

One

Login IdP

Management Center Service
Provider Application

Custom Parameter:

Field Name = serRole

Value= FMCUserRole

Individual User
fred@example.com

Custom Field:

FMCUserRole = ¢ I

Custom User Field:

_'N_a_TEVFMCUserRole

Shortname= FMCRole

PolicyAdmin

s 7EMLE Y, sue@example.com i ff] FMcUserrole {H FMcAdmin, JFFH. B FEACY 4 dth 4 Aic i B 51 A

.

Management Center SSO Configuration

Default User Role

Group Member Attribute

Access Admin
Administrator

Discovery Admin

External Database User
Intrusion Admin
Maintenance User

Network Admin

Security Analyst

Security Analyst (Read Only)
Security Approver

Threat Intelligence Director (TID) User

~ Advanced Configuration (Role Mapping)

‘ Security Analyst (Read O...

‘ UserRole ~—

| PolicyAdmin

| FMCAdmin

| PolicyAdmin

‘ PolicyAdmin \

_\

Onelogin IdP

Individual User
sue@example.com

Custom Field:

\ﬂ/lCUserRole =
FMCAdmin

Management Center Service
Provider Application

Custom Paramter
Field Name = serRole

Value= FMcUserRole

Customi User Field:

Name = CUserRole

Short name= FMCRole
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~ Advanced Configuration (Role Mapping)
Management Center Service

Default User Role ‘ Security Analyst (Read O... Provider Application

Group Member Attribute ‘ UserRole ~—

Custom Parameter:
———
Field Name = UserRole

Value= FMCUserRole

Access Admin | PolicyAdmin
Administrator ‘FMCAdmin \

Individual User .
Discovery Admin ‘ PolicyAdmin fred@example.com Custom User Field:
External Database User ‘ M b fG Name = FMCUserRole
ember of Group B
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Sl | §§ Custom Field: Mapping:
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Security Approver ‘
Threat Intelligence Director (TID) User ‘ Mapping:
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+ Advanced Configuration (Role Mapping) Management Center Service
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FieldName = ™ UserRole

Value= FMCUserRole

Access Admin ‘ PolicyAdmin

Administrator ‘ FMCAdmin Individual User Custom User Field:
sue@example.com
Discovery Admin ‘ PolicyAdmin Name= FMCUserRole
Short name FMCRole
External Database User ‘ Member of Group
FMCAdminGroup
Intrusion Admin ‘ PolicyAdmin
Maintenance User ‘ \\ f apping:
N Custom Field: \ pping:
N

Network Admin

Security Analyst

\\FMCUserRole = NfGroup = [FMCPolicyAdminGroup
FMCAdm1n\ }\QJSGI‘RO e = PolicyAdmin

Security Approver

Mapping:

\
\
Security Analyst (Read Only) ‘
\
‘ If Group FMCAdminGroup

Threat Intelligence Director (TID) User

FMCUserRole =  FMCAdmin

« fEHLIE H, sean@example.com & Idp 4l FrcMaintGrouplf il AT 5 41K OneLogin Mk
&, [t OneLogin N4 Sean B H 32 X /7 F-BL rMcUserRole 77t H . B BELH.L 24 Sean 43
BCERA R e, Ceeptirin CREE) D, AR “4E il M.




. BT Azure AD BC E B S B F

Management Center SSO Configuration

v Advanced Configuration (Role Mapping)

Default User Role \ Security Analyst (Read O...

Group Member Attribute

Access Admin ‘ PolicyAdmin
Administrator irFMCAdmin
Discovery Admin ‘ PolicyAdmin
External Database User ‘
Intrusion Admin ‘ PolicyAdmin

Maintenance User ‘

Network Admin ‘
Security Analyst \

Security Analyst (Read Only) \

Security Approver |

Threat Intelligence Director (TID) User |

‘ UserRole <—— | | |

Onelogin IdP

Management Center Service
Provider Application
Custom Parameter:

| Fild Name = DsorRole
Value= FMCcUserRole

Individual User
sean@example.com

Member of Group
FMCMaintGroup

Custom Field:
FMCUserRole =
No value assigned

Custom[User Field:

Name = FMCUserRole
Short name = FMCRole

Mapping:
If Group = FMCPolicyAdminGroup

FMCUserRole=  PolicyAdmin

Mapping:
If Group = FMCAdminGroup

FMCUserRole =  FMCAdmin

iE1d Azure AD LB B2 55 &
BB TS LT Azure BT SSO:

Azure AD . 1 | Review the \_2/ Configure an 6 (Optional)
Portal ~ Azure tenant - management Configure
—»  center service user role
provider app, mapping
assign
users/groups
Management 3 Enable single 4 Configure the 5
Center sign-on management Configure
—> center for SSO, —» user role
test mapping
configuration
,/i | Azure AD [])7 Y& Azure fllJ7, on page 55
Nei /.
=/é\= Azure AD ['])" M Azure Pt B B O R &AL RSN, on page 55
b




& Azure FHP .

3 | FHTG 75 UL 5 2 %, on page 30

4 | B A Azure SSO BC &4 ¥ L , on page 57

5 )| B H L 7E BB Yo Azare BCE H S A AU, on page 58
\6\ Azure AD ']} 1t Azure IdP "HCE 7 A (5L, on page 59

& F Azure FH P

Azure AD J& Microsoft & T2 7 2 1 S RIG R AR SS o 7E Azure 1, A8 I o] LAEH R —
SSO K Vi 1] (R T A IR 0 % IR SRR A AL . 70N B0 M IN 2] Azure FLF 2 57, Th AR IL
M2 LU iR

* HZ /AT LA; e A R ?

* A 8 AL Azure FL7 861 2

 FIPRAE AR B AR F SR ?

© SET G E Azure FL7EASINSE 22 ] B DASCRy BB B SSO?

o BB ECRRR ALY A L P A (REREESEA M P, ERPO B3N
FiAT SSO A1 73 e vl e B AR P A e )

© WM ZHEY Azure R AT ANZL,  DLSCRR e A9 H 7 A (o st 2

WIS, BATRURE A EErR A (R E D BT R T B T AL AT I, H A A B R
AN BE [ I S35 ZHL R B TP 1) £ € RS

AR 185 T K Azure Active Directory [, FF HAAT BAT Azure AD 5 W /8 B URCPR A K

Fro VEICAE,  EEERL AR R LR E 1 RUE SR B R RS A 11 Azure SSO. DA HAT
Azure AD Premium P1 8¢5 5 iR A (017 n IR RN 4% Ja 7 2 OB PR s A7 CTEANE E, 16514 Azure STHY .

71 Azure BC B E IR PO ARSI ML A
1§ H] Azure Active Directory | '] F* £ Azure Active Directory Fil /' FP @13 & B Fu0y IR S ERAE R N I3t

NN E W .
Y
Note 4y B4 LHRIPER FH 5 4040 BC 4 5 3rpots IV, AR BB X e vb (1) FH P R AN N HEAT 20 B
Y

Note 7% 3l bl AR SCRFAEH 24> SSO RPN Ay (LML bRk PE ] 7 s (o et sl LAy (L mdl, JFC
B JE L LR P A8 €5 L OneLogin A&3X 3] A7 B

| "



B s remEEs RS ERERA

Before you begin
o B Azure LS NI AL TS &E Azure flL)T, on page 55.
s WAL, 7E Azure HL HEIE ] P IK -5 H1/804H

A

Note  ZZ:3isk SSO MK/ I/ 4 LL M IdP 7F SAML & s id b ik 4 A Pl
A ) NamelID J@ PEHE A UEAT BUWIBAE bk . V92 1dP 4 A 3l 24005
KT P 7 4446 ) NamelD JE 4, AHAE N AfIA 1) 1dP J& 75 21X Pl
Blo 7F 1dP AL AR 45 B2 0L 7 N FH LR A b e 152 76 7 B HU0 fF) SSO
Y7 AR IdP H Pk i, i i — R

* BN H bR B EEH L (1% 5% URL (nttps://ipaddress or hostname)

A

Note /i BLnf DI FH £ 4> URL (filtan, 54 PRl 4s A 1P Huht) Vi) 45 3t
Web FLTH, W) SSO JH 7 b il #4540 AT 4% P IC W5 110 %5 5 URL —EUb
[ T

Procedure

$IB1 i Azure AD SAML T HAL/E ALl 25 BEd0 RS rg v .
S22 FHUT EAXSAML BdERENCE V-

o X F FRIRFF (K ID) , BT /saml/metadata B INE] & H A.0y B URL. #120:
https://ExampleFMC/saml/metadatao

« X EBIE URL (MIE{ERAERS URL) , K7 /sanl/acs FINE] 2 B0y %5 URL.

@Jﬁﬂ: https://ExampleFMC/saml/acso

 XTF BFR URL , BFERH /sami/acs MINE] 4 Birpuy B 5% URL. B0
https://ExampleFMC/saml/acso

B3 NN M—APFRRFFEIR (BFRID) , DURRE S B EL i 25l o 5 K Rk
(I A b - <
o XfTR, GESE R
o XFF BB EFE user.mail.

HB 4 E G DR ARG B SSO. XHIE 54 BL R 3635 .
o RBEAL R IR 44 SAML Wi N FI KT 5 .
o NZE A HVEIEFE SHA-256.

B sr



73 Azure SSO BL & &I il .

LB S KL 151 Base-64 fRA FIBIAMTIHEHNL; 7E B ELH L Web FLHIALE Azure SSO I 75 2 H #'&
L6 ENHMIEET SAML K& 3%fE 8+, 15EE I MME:
* EX URL

* Azure AD #RIRFF

10 &0 Web AHACE Azure SSO N 75 FHIX LEAR ,

ST (W) TR BRI ) SSO WE, BRI LUE A E A0y ARSSHRAEE N A K SAML XML o3
PESCIE (FF Azure [T R FR 0 BRE TTEEE XML ) R B AR E AL,
SIE8 KT Azure PRIy & BP0 ARSI .

Note
WRAIETE R Aoy iigs e N, 20 X e i i P AR A NIET 0
Note

L SRV RAC B A e, AT DU A A AR B2 B PR R 1 A 7, (LA 7 B e
A N AN BE [ IR SR RIS AL (0 0 g

What to do next
PR B A B V2 B £ B A T, on page 30,

77 Azure SSO BC B EIE )
15 B H AL web 20 _E A FIX 6 0

Before you begin

* {£ Azure AD [])7 LG BB IRGHIRBERT N . W20 Azure IE B4 O IR S5HR RS
[ H, on page 55.

o AR SR WES M A E R0 H R Sk, on page 30.
Procedure

T PTREEM 7 EH 0 E U8 3%, on page 300146 . ) 7F BLE Azure TR XMHimtE+, &
HHAEFRE:

« BFEANHN SSO Bl & A5 B, W HAT DL R
a i FEE IR .
b. #HiAM Azure SSO RS- HLAERE I F A 2R I :

X T B REEFESER URL , FINGELE N Azure FiL S B O IR S LRIV, on
page 55088 6 Hid T B3R URL .

| "



R

T B REREFRMAE , WIANEAE N Azure BCEE LIRSS RT N, on page 55
A 6 TRt N Azure AD FRIRFT .

« T X509 IEH, EEHIEAE T Azure FUE AT B OIS HR BRI, on page S5APER 5
M Azure FEIHE . IO 4R G 4T THIES SO, SN AR R 1) X509 3E
B 7B )

o R K Azure ) XML JCEHE SCHHRAF R AT SHL (4 Azure Bt B8 BE A0 Ik 45 F2 4L
Wi, on page SSIZPER 7) , MR DK SO AT & EH L
a.  fihh B kil
b, F&M B 0w SRR A U E ALY XML Jodh SO IR Rz St .

T2 fili =%,
PR3 11 WIETTEUR MR, AENESH, K5 AT RE.
TR Gl MKEE. WARARZ NI, T EE B0 DL Azare IR S5 SR RE T 1 SSO B

EIEFTA R, RJaEI.

PSS URGIRE T E NI, i A

What to do next

AT LLIE RS SSO M B E Aty s 12 £ & 3P0 o4 Azure B E H P A (AWUSE, on page
58, WM BIEBEANECE A (iR, BRI T 23 b & s B0 BT SSO P 73 Bl A £E 4
By WO Azure BCE A WL, on page S8 IR 4 HRECE MBI S i ta

7£ EEHD H0h Azure BLE F P ARG

Procedure

TCIC PR R SSO $efibp, 7R B Web #2101 104 FH 7 A (WU i 2 () B E AR TR 1. (HL
F, TEHCE D0 FE 18 AE I I SAML SSO $EAHFE 351 it FH - A1 € e S 1) 5 3K
Before you begin
s AR Azure H P4 ; S & Azure F1J7, on page 55,
* AEHHULECE SSO MRSHRHER N 12 Azure L B H O RST AL RS MY H, on page
55,
o ZEE B bR IR E L SUE S TE S AE B B0 A ] PR S8 3k, on page 301 4 Azure SSO
JiL & BRI, on page 57,

$B1 BFERFKEH>BPR>BEEFE.

| Wils



L T |

$IR2 BEHESREE (ABHED .

$E3 EBRIANA P AT (Default User Role) Ty 41 ik BB 458 b0 F LA BC P s

IR 4 TAK R BT (Group Member Attribute) BT, HIATE Azure oA H - B 1) B H 0 H S M
WSRO (@ . W2 7 Azure 1P FRECE S A P H A EABLS, on page 59 TIER 1 2D EL 7E
Azure IdP FPCE B P A LS, on page 60 HEE 125,

PS5 EEACLS SSO M IR A I 4551, N IEMIZRIA . A E 0y KX 2 5 1dP &
LR RO I A E i JE PR SSO 5 BT st ROy 427 H P SR B UL O L)
A5,

FE6 S MREE. WRARG D REEE, WEE FEL (19 SSO CE LA G 4 RS- B4 5 B FH AL
B, WIEFTAEHR, REHEIK.

FIBT MARGEEEE MR, sl R

What to do next
TENR S5 PAI T N PG & P A U TS0 {5 Azure 1dP HPECE FH P AR £ BRSY, on page 59.

1£ Azure IdP 1 EC & A P A iR 5t
T UAZE Azure AD 1177 FARIEAN A SRR s 41 A BRI B SSO FiT /2 41 € st o
o SEREA AT PSRBT, WS 7E Azure IdP FRCE N AT 0T P A8 (G

o BRTARBRIATIYS, TS £E Azure IdP L RCE L] A (WL

2 SSO J sk B AL, Azure 23] B BEAUL SRAUH D si4U R PEE, X {HAE Azure AD
[ BCE N A R B B L RS 2R R YR 5 2 o4y SSO MU & h AR A B O P A
CIENRE AT LERS, IR P TR BRI A A . o (CWERRIRBIVEACI,
DR T T RCEREGAR T A . D (P RCAEEA B G T A RIS L AUAT A Golang
A Perl SCHFINSZBRARAS (1] Google RE2 1ENIZRIE I HR#E. D A B AL H5 M Okta HUCIH & PRI N A
FARTERRAER N IR S, DMEL A B O AT Ay (0 R0k AT TR

\)

Note  ryuA 7 Bl chty ARABE [N SCRFALRIAAA R 1 ff et s S 200 5 S rbt IR0 B I Y e 4 —
PRI T3, IF—BUBMAIE . B HAEMH] Azure FHPCE )N BIRSCRAA (b gT. iE
H, NTRAVZ NN EEA G, TR O AT N AR Azure ML NN
F PR 38 o

7£ Azure IdP EEEEN AR FRIFE P A &Gt

FAE Azure TN B RSSO AN P ST A G, TS Azure AD 1) ) N HIES I HE
G, KA AN BN E G B, IR A G B

Before you begin

* BF Azure fl /7 WS W &F Azure fll), on page 55.




B = v wr tREANE P R a0

* 7F Azure FEEFINCE B IRSTEALET N H s 1ES 00 Azure BC & 5 2 A0 AR S5 HE LR W
H, on page 55.

* FCE SSO T Mt mst , i AE & PGy 0l Azure FUE I A (UL, on page 5871 FTIA .

Procedure

TR ) B L RS SSO BE B INEA LU RFAE KT H A

o BFR: (AL BTG SSO FLE Y ER R B MM AR, GESHT 71 &0
Hls Wl Azare BCE A AU, on page S8R 5. )

© AFRFRIRFRI: W Atk
o e IEFE R
o IRIEME: EHF user.assignedroless
SR 2 Gl L IR . CRAT JSON #20) FRAS IR #f1 (4 LA 3R I8 4 B 4y i 4 SSO I
(B Ly TP R (e 5 BT VR S R I A e SOOFSE e LA R
* displayName: ¥ EIR{E AD Azure |1/ A (LK 44 FR
* B AT RS IR TR L
© 1d: —ANFREECF AR, RN AP ID JE L AU ME— 1.
. F;% For—AEEA FHAPO APAONERR . (GEE: Azure N ARVALTFF B P 5
o )

IR 3 KT mess & B0 IR S N RS, W O TR BN s b i — AN N A, Y
P SSO sk Bty i, R4 1 7 IR H A €02 Azure 7EIRSS R HI IR AR 06 28 45
L PE. RO K A R AE SSO B E TR By L F P A e SRl ST LA G
Z) AF E R PO Azure FCE A (ALY, on page S8HIEE 6 25D , FE A P A ECULEE I FTE

R P
What to do next
o I AEH SSO MRk 5 5% A B LG FEFIA R P AU o e R0 A, R
IOPEREN P

1€ Azure IdP EECEARIFH F A R ARET

FN Azure P BRI S5 N ST AR G, TS AT Azure AD [ ) TR I AL, )
IEE MR s s e, PR At ieaa 4.

B sr



Azure AP r st I

Before you begin
o &F Azure fil ] 1S A5 Azure Fl1)7, on page 55.

* 1& Azure P OEAINCE BB b0 IRSIRAER N THS M Azure FC H A FE O IR S5 AL 1 B
H, on page 55.

* FLE SSO M Myt , n 78 A EE b WOk Azure B E T A B, on page S8HITIA

Procedure

TR ) L RS SSO BE B INE AT LU RFAE A HI ™ F A

o AFR: A B E L SSO BLE oy AR RIB M M NIIAH IR 4T s . GES P 11 & 3
> h 2R Azure BCE P A UL, on page S8HIZPIR 5. )

© BIRFRIRFFABN: P fatt.
o B EFE E.
 BEI%E: iEFF user.assignedroleso
IR 2 Gl B RSN HTE R CRA JSON #20 IR N H A (A AR R 84 3 7 i gh SSO HI -
(R By FH P AR S ] SR 7 R S RNEAT N A €0 SOT S AR g
® displayName: 4%'(:1: Ad Azure HF‘ *E%E@ﬁﬁﬂ"]%%ﬁw
UL P S RN ol i
s 1d: —ANFERECE AT, IR id 8 P U ME—
i FOR—AEEA FEPL B MO TR . (Azure ARVIILTRF R PRS2 D
WIR3 X T orlogs BB b0 IS AN, 157 B S IR i b i — N A . 2 H]
FULH] SSO s BBty I, B iz H - 2 B N F A7 (02 Azare 8 R 55 DY FH I FRATT P R 3%
2T . E RO TS IELE SSO B E iy A EL L H A A RRIA T

B GEZ A G L ol Azare FUE T A GG, on page 581 6 26D , JE I A BCHT T
DLRCH) & L A .

What to do next
LA ] SSO A A F 36 55 45 By IR P AL U 2 e A B e P A, IR T A
(SN T

Azure A P A & BR & 7= {51

WULR 7R pzs, R SCR P i Emesp] i) 47 B A0 SSO BC BN T3 AT MALZ AR . DXORIAE
T Azure 1 FMC I 55 4 (75 N ) B 8

| "



B omams Awre gl

\)

Note

ST LIRS A PR 4TS PR eSS 1) A Bty AR g, (HLFAS FMC N RIS RE [N SR AL A
NP B L H A Azure HECE AN WK SRR A (5 WL

N ANH P A EY Azure £ £ RRET =15

TESEASHI PR A (s - Azure B B0 JIRSS B IR B e SUT H o LA .

(FEApIH,

2 FMCAdmin fl PolicyAdmin. ) XL n] LIABCLTH s Azure RS- I AR (050 BOAF A A
%M 1) assignedroles JE PR o NI E X T —ANHE 7 A, FF S B E 8 I EH SSO
Bk FMC [ 0B A (3R IUHE . Azure 78 SSO & id FErrvfs B4 AL s 4y A R
B g AT B 0 SSO WL E AT L REAS A E L F P A I A B AT LR
VLA T L R Azure FCE HH AR O BERIIELAE S AN K P 60 FH P A €ISt o e AH LG o
FEANEITE B HH 0 F1 Azure AD [ EAEFHARIA T SSO BLE, (HAE &R0 Azure AD ] %
AN o3 BEAS [R] A 8 R A AN

s MY, sue@example.com fiff F assignedroles J& 4HAE rucadmin, I H L0 0 FC At 1) 45 21
o R R A

Management Center SSO Configuration Azure IdP

» Advanced Configuration (Role Mapping)

Management Center Service
Provider Application

——|Custom User Claim:
| Claim Name 2~

Default User Role | Security Analyst (Read O...

; UserRole ﬂ—\_

Group Member Attribute

Security Approver |

Threat Intelligence Director (TID) User |

UserRole
Access Admin | PolicyAdmin Individual User Source Attribute =
Administrator | FMCAdmin ~_ sue@example.com }r'-vasmgnedroles
Discovery Admin | PolicyAdmin
User Attribute 1 Custom Application
External Database User | N . droles = sas . .
NN assignedroles = Role Definitions in Manifest:
Intrusion Admin | PolicyAdmin FMCAdmin
: ~—h isplayName” : “FMC Admin”
Maintenance User “value” ™wpMCAdmin”
Network Admin

( “g4 no.ow
Security Analyst dlsL')layName : ACC§ss, '
: Discovery, Intrusion Admins”
Security Analyst (Read Only) | “value” : “PolicyAdmin”

s e K, fred@example.com 1 i assignedroles J&E{H policyadmin, JfH FFHIAL 3 ECA
YR B 0L, RV NR B O .




4HE) Azure F ERRGT Y .

Management Center SSO Configuration Azure IdP

» Advanced Configuration (Role Mapping)

Management Center Service
Provider Application

—————|Custom User Claim:
e
Claim Name =" UserRole
Access Admin | PolicyAdmin

Source Attribute =
[ FMCAdmin Individual User

user.assignedroles
fred@example.com /

Custom Application

Default User Role \ Security Analyst (Read O...

Group Member Attribute | UserRole <@——____ | |

Administrator

Discovery Admin ‘ PolicyAdmin
External Database User ‘ \
Intrusion Admin ‘ PolicyAdmin

N User Attribute {11 Role Definiti i Manif
~— N\ sssignedroles - ole Definitions in Manifest:
Maintenance User | \:‘PoliCyAdmin “displayName” : “FMC Admin”

\ “value” : “FMCAdmin”
N

Network Admin

Security Analyst

Security Approver

|
1
Security Analyst (Read Only) |
\

Threat Intelligence Director (TID) User

T RUFIREZ—, btk S E 0 AR Azure RGN LA 20 2 T B 7
“Crag i CRED 7

o BT A HCgh H: assignedroles & PRI .

* 1 Pcey Hassignedroles JEMEFI{E S SSO BL'E & BEH LA iy P M BB IC & AT ] R IR A
[N

2HHY Azure £ ARSI

TEALHI WS, Azure 57 BEAUL IS5 N A G AP E T HE At . (FEARBIT,
FMCAdmin. AccessAdmin. Discovery Admin fil Maint. ) XYM E AT LI ECS A ;  Azure FAFAN2H
(1)1 00 53 oA 3 25 2H ) D3 1) assignedroles J& T o 12N FHIEE LT —A H & SCH P FRAI, - 1k F AT
H WAL SSO 5 A B ALy (1 i E 20 BEHT T A (R IO . Azure £E SSO s B2 HoRE H A
fEAE IS, L, L S HRAE S L SSO FLE /A Begh fEAS B E L FH P M)
TR AT R

NGO T O R Azure FICE AR OC T BORME AR AL T A (SR o A EOR S R K]
5 B H O Fl Azure AD 1) EAEAIAHEIR SSO BLE, (HAE & H b Azure AD 1) Eoh &AM
SIBCAS [F) A R L A T AN ]

« 7EHEE T, sue@example.com fE 4] FucAccessadmins Fl FMCDiscoveryadmins R 51. I A IXEL4]
éHjﬁ( E%X%@ AccessAdmin %ﬂ DiscoveryAdminoe %l Sue ’fjii‘ﬂa SSO %‘i '&F%IEEP'L\) Eﬂ’, '&F%IEEP
L 23 Rt 4y U7 v B 3R R IS BE DL A £
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Management Center SSO Configuration

Default User Role

Group Member Attribute

Access Admin
Administrator

Discovery Admin

External Database User
Intrusion Admin
Maintenance User

Network Admin

Security Analyst

Security Analyst (Read Only)
Security Approver

Threat Intelligence Director (TID) User

+ Advanced Configuration (Role Mapping)

| Security Analyst (Read O... ‘

|UserRoIe *”r—_

I AccessAdmin

| FMCAdmin \
| DiscoveryAdmm\
| \\
| N

| Maint ‘
| |
| |
|
|
|

//

Azure |dP

Individual User
sue@example.com

Member of Groups
FMCAccessAdmins
FMCDiscAdmins

User Attribut

Management Center Service

Provider Application
Custom User Claim:

_Clai’mN_aE5>UserRole
Source Attribute =
user.assignedroles

Application

Role nitions in Manifest:
Name” : “FMC Admin”
e” : “FMCAdmin”

“displayName” “Access Admin”

“AccessAdmin "——{

“value”

“displayName”
“Discovery Admin”

“value” “DiscoveryAdmin” <eg—

“displayName”

“Maintenance User”
\Qlue " “Maint”

Group Definitions
ang Role Assignments:

Group\
FMCAdmins \

FMCAccessAdmins

Role

FMCAdmin

ccessAdmin @]

FMCDiscAdmins DiscoveryAdmin 4

FMCMaintUsers None assigned

« fEULEY, fred@example.com 52 Fucadmins 25T, MIZALI 4R & XA A Fucadmin, Y Fred

{FH SSO &% &Ly i,

BP0 Al RO B DA
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Management Center SSO Configuration

+ Advanced Configuration (Role Mapping)

Default User Role ‘ Security Analyst (Read O...

Group Member Attribute ‘UserRoIe -

Access Admin ‘ AccessAdmin

Administrator ‘ FMCAdmin

Discovery Admin ‘ DiscoveryAdmin

External Database User ‘

Intrusion Admin ‘

Maintenance User ‘ Maint

Azure IdP

I

Network Admin ‘

Security Analyst

Security Analyst (Read Only)

Security Approver

Threat Intelligence Director (TID) User

AN

Management Center Service

Provider Application
Custom User Claim:

Claim Name = UserRole

Source Attribute =

userissignedroles

Individual User Cus Application
fredeexample.com efinitions in Manifest:
ayName” “FMC Admin”
Member of Groups : “FMCAdmin” g
FMCAdmins U
“displayName” : “Access Admin”
User Attri “value” : “AccessAdmin”
\(ssignedrole wdisplayName” :
FMCAdmin “Discovery Admin”
\ “value” “DiscoveryAdmin”
“displayName” :

“Maintenance User”
“Maint”

N
\Kalue” :

Group Definitions
and Role Assignments:

Group \\{F Role
FMCAdmins MCAdmin

FMCAccessAdmins | AccessAdmin

FMCDiscAdmins DiscoveryAdmin

FMCMaintUsers None assigned

s FEEE Y, sean@example.com & FMcMaintusers AL DL, (HH T ARAE Azure B HIHO BS54
BERT N Y rucMaintusers 200 HE XA, DG, Sean RFECATAT M€, U SSO %

sCEHAO I, BRI RCEA “ e i LD 7 .
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Management Center SSO Configuration

Default User Role

Group Member Attribute

Access Admin
Administrator

Discovery Admin

External Database User
Intrusion Admin
Maintenance User

Network Admin

Security Analyst

Security Analyst (Read Only)
Security Approver

Threat Intelligence Director (TID) User

v Advanced Configuration (Role Mapping)

Security Analyst (Read O... \

UserRole k/T

AccessAdmin |

[ FMcAdmin |

DiscoveryAdmin

|
|
|
Maint ‘
|
|

Azure IdP

Individual User
sean@example.com

Member of Groups
FMCMaintUsers

No Assigned Roles

Management Center Service

Provider Application
Custom User Claim:

%UserRole
Source Attribute =
user.assignedroles

Custom Application
Role Definitions in Manifest:
“displayName” “FMC Admin”
“value” “FMCAdmin”
“displayName” “Access Admin”

“value” “AccessAdmin”
“displayName"”
“Discovery Admin”
“value” “DiscoveryAdmin”
displayName”
“Maintenance User”

vvalue” “Maint”

Group Definitions
d Role Assignments:

Grou}\ Role
FMCAdmins \ FMCAdmin
FMCAccessAdminx AccessAdmin
FMCDiscAdmins ‘DiscoveryAdmin
FMCMaintUsers | ?\lone assigned

iBid PinglD BLE R S5 R

B2 LL NS, LM#H] PingID /) PingOne % /7' 7= fh it & SSO:

R (DA

PingOne for ‘\\1 ) Review the ‘\\2/,»Conf|gure an

Customers ~ PingOne ~~ management

Administrator’'s environment —»  center service

Console provider app

Management /Enable single ‘\‘}/‘Configure the

Center sign-on management

—> center for SSO,

test
configuration




EEZ AIEL Pingld Pingone ]

(1| %7 ) PingOne | #17 % /7 M5 ) PingID PingOne, on page 67.
AR R PE S

(2| Tl % "' [ PingOne | %% /' B PingID PingOne [ # 0 IR 55 42445 7 S 1, on page 67.

B RS
3| EHEEL 7 & By A B RS SR, on page 30,
4 | EEFL HJ & P {§H PingID PingOne 24 SSO FC & # BE 1L , on page 69,
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WA CIEMR IR RS 4%
o KRGS 2 TP Mok KA A T I
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WA UEAS T TLS 8% SSL MEATIE R, WIUEAS 1 LA 62015 T T 1 55 4 (1 = B LA
VEAC.

o WISLEXT CLI Uy AT S U0, TR 22 1 AR AR &5 25 IEF Al H 1Pve kit
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