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https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/firmware-upgrade/fxos-firmware-upgrade.html

| &%

zgzgnneias [

Ihe ®IREE |RKBH |FHAER
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Secure Firewall 3100 ffJ Bt BT RERE RGN (WA -
DURIT2 RGeS 2
* TFEHUAH: %% (Devices) > #LFEFH 4R (Chassis Upgrade)
o FHR BB & (Devices) > BUANBFEIF 2R (Threat Defense
Upgrade)

B0 GEHTE P Cisco Secure Firewall Threat Defense T1-4%
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Management Center F4K
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“AT457 (Tasks) EI K F RS .

WA PR AN SCRE MRRAS 7.4+ THR IO B L o ASCRETHR BIRRA

7.4.1 BH RRAR

WA bR B (3B > B & (Configuration) > AR B

(Upgrade Configuration) > 5 A 5k & (Enable Post-Upgr ade Report)
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FEERFHER (Product Upgrades).

FRABRE: FERRCA 7.2.6/7.4.1 1, R REAf et i BP0 A8 B R 4 T I
Q.
WS BT

EE |


http://www.cisco.com/go/ftd-quick
http://www.cisco.com/go/ftd-quick
https://www.cisco.com/content/en/us/td/docs/security/secure-firewall/upgrade/management-center/730/upgrade-management-center-73/upgrade-threat-defense.html
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LEIRA 7.3 d1, A4 T Cisco Secure Firewall 3100 [ 87 781225 A
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« WA 7.1 - 7.2 %4l cisco-ftd-fp3k. version.SPA
© A 7.1 - 7.2 FHE A

Cisco FTD SSP_FP3K Upgrade-version-build.sh.REL.tar

© WA 7.3+ A AR

Cisco FTD_SSP_FP3K_ Upgrade-version-build.sh.REL.tar
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ROMMON 81, ZLMIXLEHARA T HWAL, B0zl “iEid” ASA9.19+,
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TP BB BB A 7.3+, ST DLk S
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o MBI BITAERA 7.1 2 7.2 SRR - G HDHTIBR 2] ASA 9.19+,

IR FEOBT WG B B BT RRCA 7.3+,

WS4 BB #—~ASA:  Firepower 1000, 2100; Cisco SecureFirewall
3100, #RJ5iEFE Cisco Secure Firewall ASA Fll Secure Firewall Threat
Defense HHT L% F5 5 ) ASA— BB fil:  Firepower 1000. 2100
P #i; Cisco Secure Firewall 3100 .

* MW ASA9.17 8 9.18 FHT ML - E e T E] ASA 9.19+, K5 HBr L

B2 BB AERRCAS 7.3+

1527 Cisco Secure Firewall ASA F+2$5Fd , 2R JA1EH Cisco Secure
Firewall ASA F Secure Firewall Threat Defense #7545 H 1)
ASA— g M 1 : - Firepower 1000, 2100 ¥ £ #i7; Cisco Secure
Firewall 3100,
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https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-guides-list.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/reimage/asa-ftd-reimage.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/reimage/asa-ftd-reimage.html
https://www.cisco.com/c/en/us/td/docs/security/asa/upgrade/asa-upgrade.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/reimage/asa-ftd-reimage.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/reimage/asa-ftd-reimage.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html
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/G DR S LI

« B 3D > ERAR (Product Upgrades) FIL7E ] LLFHE A5 B 0
MPTAFEE R, DL B,

« B4 (3D > KA EH (Content Updates) BiL7e 1] BT 7 A4 H0 |
VDB #l GeoDB.

&8 > BN BRI R 2R 1 B 2 g B R T
* B4 3D > AP (Users) > AP fata (User Role) > BB P At
(Create User Role) > £ F 3 AR (Menu-Based Permissions) 7t
VIR THRNABESH (VDB. GeoDB. AAZHIND (15 AR, M
ARV @R (RERE .
7 IR e e/ A6 T
« R (3B >F#H (Updates) CFF . FrAT BB a7 At 1)
BB BIT T L RN R FE O A F 1B T4 O T
() EIBFRE ik
HABRRA PR A SCRFEE O RAS 7.3.x 5L 7.4.0.

&M GEH TP/ Cisco Secure Firewall Threat Defense T4
fem)

SRV RRCASIE R o

7.2.6
7.4.1

1B

BUE, AR URA T RN, A B O Sl A . A REANESZ I
THg, ATUALE R GRS M, sOR SRR 2R — MR BURA . BT
THRITIE AR /R BRI RAS .

JLABRRAS PR . ASZRFEF ORI 7.3.x B 7.4.0,
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/roadmap/management-center-new-features-by-release.html
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HABIRAS R AR PO A 7.3.x 5% 7.4.0.
WEZW GE AT B0 A Cisco Secure Firewall Threat Defense J4%
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TF 2 TAERFE . FB LB AL N TERET EFR RS, LAy, Fra P —k A
SF— N AR
WS CGEH T BP0 ) Cisco Secure Firewall Threat Defense 14
=g
L gl Ul B AR5 & P T | 7.2.6 (Ev= TSIAE T DI sk 25 BRI FEH R BT A BE HERR ST £ 0, A R 2R
2T HERR AR o e T wr i s HE R SR E B AR A . 3R] LA 4 I TR ARG A
i1
B BT BB 4% T B A B RS SO, iSRRG (BB > BT
L (Health) > #£3% (Monitor), siidiZefliitch s, REnHEER
FZFHFERFRIEM IS 2 (View System & Troubleshoot Details), %4 55
4 UBUBE HERR ST (Gener ate Troubleshooting Files).
B2, GEHTEHF 08 Cisco Secure Firewall Threat Defense J2%
e
Management Center F+4&
BRSO e | 7.2.6 (E=N BT UG VTR ) A A B O T 5 5 . I RgG (3 >F=
X 7.4.1 SFER (Product Upgrades) 4411 (9 144 (L 248 FIAT B0 R i
F4% (Upgrade) T4 .
HARRAS PR A WA 7.2.6+/7.4. 1+ TR BB B O ASZER
WA 7.3.x 8¢ 7.4.0 T4 .
HS0: (GEH T # PO Cisco Secure Firewall Threat Defense J1-2%
fem)
PN T ] R | 7.2.6 (Ev=3 BRAEHREN T RRA UL B, Cisco TAC S5 Ui, 5 AN A 745 [R5 Bl ]
Ly, LHEERD. 741 TE ] PR By 22 35 0 T
HARRRABR . A CFEFEE AR 7.3.x 88 7.4.0,
SEEE
TR F3Hh T A1 | 7.2.6 1= AR TR THREZIFILERLEIPRRAK .

VDB ¥,

7.4.1

TEHEMEM I RUESA T NG A B, e 2808 iiE A
AT VDB BoHT. ZOkYEd CRIEE) RO B R Hde, i
&R ) > FERAL (Product Upgrades).
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T8 mT LM P78 CLI AE 4 Z B ST A, AN AN B B ALy BN
Web 245 s8R Z B GEA ( “AXTmL” ) o KRz nl5E s
P N AT, (AR T RO . RN TR 5 AN R
H R AL

BEIHRESCRE AR 7.2.x-7.4.x BT B ELHLL B ROR 7.2.x-7.4.x JUAT 1
o ANIEE:

.

o B A HIEXT AR o IX 8L v T DUAE IR R D R s AR TR
KTt G 0 B AN R A 2 F SR FL R0 BT A b

o time] v O R B

o ANIRIEHR 1A 1 4 B H NAT 9 0G50 B 1 1 4%«

© WIRA 7.1 S RURAS TR e 2%, Toil B B TRt A T
© IBATHRA 7.6+ BB 4o

BB EICLI 4. configure p2psync enable.  configure p2psync disable.
show peers. show peer details. sync-from-peer. show p2p-sync-status

JRITHE s B A5 B BT E Snort
3,

AT FHSAS 7.2+ 4 B O TH B UM B TRAS 7.2+ I0F, SSEAE A] DLIE 2 15
4% Snort 2 A4k Zl Snort 3.

EPA TR G, HEFERCEN, fFE 4Bk M Snort 2 T2 % Snort 3.
X T PME T A 5 SONAR B R 4553 BT SEmE T AN 5 2 A BB, FATT i Z i
F-2hF2 2| Snort 3 LAFEEASIIAIPERE. D), WS HERRAR (Cisco
Secure Firewall Management Center Snort 3 fi &858

RRASRR . AL HBIRA 7.0.x 5 7.1.X0

TH AT iR

WAE, BnT DM R AR i G & > & AR AP H TR AW
R AT O Y B S A . DART, BERAR SR . RS R8I A
TR IIRE (R4 (3 F|H (Updates)) .

TEXFIEOL R, WA SZREIC R WS Jat SRR WU P T B ke Bppde ) 32 &
FBEORCE, BB MO RS — .

SCFFISFS: Firepower 4100/9300. Cisco Secure Firewall 3100
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o M CLI R, TIPSR Iais, BiER DRSS LIKE, R
Ja TR JR Bl R o

EE

M CLI Wk & FI e 4 B & A B O B IS EA R, HARBUR T8 7ETT
PJr BT e X AT g2 B0 — 2D I AE M )

BB EICLI fr4:  upgraderevert. show upgrade revert-info.

Management Center #4&

BRI AN S B B R SC
G

T AR N TR R 1), B RO T O REAE T GO AR AN A 3l A b
HEBR SO TERL W TH R AW, IR bR R S

T O T B R R SO, W R RGE (B > BITHRR (Health) >
#5315 (Monitor), sy oA ) BA A S B R ol (Firewall Management
Center), A5 M BEEHRFEINHERFRIFMIED (View System & Troubleshoot
Details), #%4 fii s M BEHEFR X4 (Generate Troubleshooting Files).
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Ye T4

EEEM
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IR RGN AL IR BTN ORAT IR PR 3 B D # dt BUEH i%
& > &R vU ) SR R I L.

ARSI SRR LTI RE
A% FTD fiiAs: 7.1

EE |



z# |
B zs=rumsis

The EARER

St T AR AT TR T CTA | FRATDRHR A e m] TR e B T ) AR R AT 1 DR il -

Nragenmi

R o TR 1) AL AT LR SRR AN s m] PR B2 B o A 2, AN B B4

RGP LLUUN L RS ATse 2 RAE E v BRI B ARG R . ldn, 40
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HOAH LRI A
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¥, LN WAL U LAOH TR Firepower B B (94 > 84
B > SRIFIRIE) .

ZRELRARIN, RGUE o AT RPTIE Bt (A B L T T AR RS
XL TCTET R IAEAT S N o WER B R AL 3 rp i A B Wb
BN Won e b B

WERGE BT T, RO ORI, (HRATE PG 5 AR K At ] w]
DATEE . ool gh st .

iR

BB R (3 > E# (Updates) & EAEEIR & FTD TH A 47 2
BB LAEH] “ RGBT GUITHR FMC A5 LU T AE FTD B4 i .
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FERRA 7.0 TR, 1) P ICIRIE R B SRR B T PGS P e B IR 3K
SE AT N AN RTCHAT IR AT, 1 SRR R O ST B IR
ST B VARG . XA G TRES “fkis” 2
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EEEWM
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ZEN], AT R
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I

THE AT LAE “ W 37 JUl AR FTD WA TH A R A pIRAS, LA
BTG IRIE 7 R 520 o 315 5 Db R s 5 IR A AN B R B

FE“BCRAEEL” M L R R RIAY ROET “TROIRES” B
,A¢ﬂTﬁ%mﬂﬁﬁ%,@%ﬂ%Eﬁwmm R THRI BL. /R

Wl THRH

BEAN, AESEF G L, ST AT SO RO EAE AT T (BRGEFERD

BRI (BERARD o« BUHTHE BRI 2T AT IR .

iR

AT RENS T B U BCE RN T, B U BTN B SO T, e

FERSAEH] FMC 2% FTD e i o . FEFHR AR AT B BhBUH FF BRI LART Y

RRAS. A LSS, B o fETH RGN B 3l ik = 21T 2R

AT AR BEhHGH . AE R VRS REA R, B SO 2 Y TR

Bee Walievl, WIR—H R LRI, MK R %4

UG A o7 -
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