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Ty B HErby D2 EAT R BE LR A 1 B G T I BLPR, B R AR (el
552 JUHP TR AL — . {E non-airgapped FE T, FERIVFRTUEEAR BF 30 RIEAT IR, (HWR R
AR, W) RO SR 2T 90 K, ARG EHE . Mok B EF.0 75 90 R
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72 BB R BRI BEEHEM 2 AT, e SAE AR AT 90 K. T LIRS Zh BEVF AT IE 23 i
MRV, NI AEVPA XA R SE I R A DR 5 e BB R B i, A B RO K BB M

D AR R BB B B PP AR A A WERIER R UMM P E R, T
TVEWE VAR, RIME R AT BAT R T 90 Ko

ARARENRESWEAE L, WS OERRE , %4 0.

TSR BE RO ALV v IEHEA T 98 N 25 (3DES/AES); %8 A2 1) 2 B A BRES TR, DARRonT i3 5
2% (3DES/AES) VFrJ IR 5 & M4 Fi

LA KA 7.6.0 HH ALY Talos IEA5 1 BN 2025 4F 3 A 31 HEIM. fEHBIZ )G, s

IELEPPA AR B U7 7] Talos FT MUIRSS CHRFJI2 S MEHE 270 KA HAC RS -

EHHL RN O AT RE S A TA SRR
o T EEAE A - 44T R % B Management Center Virtual £ AN o] VR RTHIE I
o VFRIUESNY - 405 BeA 55 1IN TRl iV w] ik 20 I
EAGHRET, ESH LT -
* Management Center Virtual ~7- & ¥ 7 1IE - BAEANSZ 5200
s I FTE WA VEANIE - BRAEASZ 5.

PSRV RT RV LS SR IR O BT R R SIS 105 R . B REEA,
Wl g (R > VERTIE > SREVFRTIE U1 L0 BT .
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http://www.cisco.com/go/softwareterms F&4Ht | T W 5 4854l FH otk = b R0 SEVR e ¢ FH P VR AT IE B
(EULA) BTG 3 FH b 78 #1033 (SEULA).

VR AT IEZE BYFOBR 5

AN S 43T BV TR

R 28 HEIFANE

&S ECRVFATIE

FFERT ()

T RITIEE

KAt

K ABAT H

iR

FERBRR 1T VA UEAAE Threat
Defense Virtual 5237 ¥,

T B VF AT IE T B8 Al Cisco Secure Firewall
3100/4200. HEAilih K AVFATIESY H )53 B
EEE BB A

FH RN 4 A
ATH A
NAT

ARG R, TS PRI, 28
6 Jﬁ\‘o
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i

NS AT s
SRS
LA REd Ik

FHRFEAE R, ESE IPS WrlE, 57
P

~
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1% 53 B B9 1F AT E FFEERT ] ZTEIThRE

AR AT B TH R AT B
Secure Secure Malware Analytics
A Ak

(TIPS ¥ RJUE A 8% i - T80 VW] Uk ) i
A D
HRIEAE R, 1HZH (Cisco Secure
Firewall Management Center 15 75 i, & 45 59 )
PSR ETVEATIE , 28 6 BURISCPR
M ZE AT SRS TR VF TR 2K

(i
i3
=

Firepower 4100/9300. Cisco
Secure Firewall 3100/4200 F1
Threat Defense Virtual (1]

Diameter. GTP/GPRS. M3UA Fil SCTP
oy

ARVEAGER, WSHWEERVFE, 5
8 UL,

WH

FeFRRBIAE 2 ) URL L)€
HIRVENE B, WS IWURL VAL ,
59 0L,

(IPS VFATHIF & URL k& VFaTiiF (e pife 5
. )

Management Center

o E W BEVF TR A

-5 AT UE R E Management Center Virtual

* Secure Client
Premier

* Secure Client
Advantage

* {YPR Secure
Client VPN

Virtual AT DU B (0 B A R
« 45 VAT - T " E‘

HRVELAE R, 152 Management Center
Virtual FATUE , 5 6 0L,

W h AE KA SR SR Ay AN BN e Y TSGR
EIMARIThEE; ES 0 D PEHIhRERIF
A, 2510 Ui

ZHEVS M VPN: T H 8K A EREVi ) VPN BLE . I D 2m v i

A Thae, DUERCEIZRE YT 0 VPN, £
FEM BRI, ST R A AL Y L
Koo BUBIAE W] AT AT 3L Secure
Client VFAJ 1iE. A H DI EEA BRI VF AT UEZR A
A A

HRFAMEE, Wil (Cisco Secure
Firewall Management Center ¥ £ it & ¥ £ )
i f{)Secure Client?F [ iiF , 25 9 JUAT VPN
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TR IR REVE R, SRS VE R IR K A .
TEFREVFRIUET R (SLR) Y, X SEVFrliEIE 11T

)

ER T FMCY BRIV nr ek, @GR B3 A 15 £ 11 5E =1 1) Management Center Virtual
e,

ELAth bR 1F AT IE

HEAtiAR VTR SRR
* FCE RIS LLPAT S B 1 (ELHE DHCP FP -1 NAT)
o KB HCE N vl AR X
o WCEAERE
o JELRLRE P RS 45 AR 0 27 T 422 00 0 i P P 60 12 P 42 1)
o 5FT VRN IR £ 2 (VDB) AN AL B 45 i (GeoDB).
o MENZIN, Flan SRU/LSP. {HiE, BRAECEM IPS VFnfiiE, 75 WIJCis B A= S (115

[EE SRS WU EE
Cisco Secure Firewall 3100/4200
#EAEME 3 Cisco Secure Firewall 3100/4200 I 353 JEAfiR Y k.

HipaS
e 5 PR 2 VT TR P86, T LT 4 e RE AN IR, SRR VAT U 45 1 3h
BUGSHONG P o TR VT IE TR, 57 B0 ALRRIT Vi rTiER I E S O
B KA B I AT E

TS R KA PR R E, ] DABRAT R B AR AT B 5 AT Secure Secure Malware Analytics. 181 1)
RE,  J AT DA FH A2 Al S RH i ok 0 % A A (0 SO b PR A o S H R b D REVE RTE, S WT A
V) SIS AT B (AMP) R4S IT AR A2 B, 855 IPS (TM) 81 IPS Al URL 138 (TMC) i1
Mo IPS VFRIUEZ RG-SR A: B VFAT kR A S 55T
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AR OA AEBRAT DA VAR 2 A e W S R R R e R B A T s, B R B E S &

orirtnt AL, e IR R R IAROR 1 s AR i R s R TUAT O o

e S R B SO SR (R 3y, ARG 5 — AN AN I F B AR DG . ST SRms m] LA
DU FH P 38 e 4 e N P AR B 3R e IR S o SRR SR A S = A AT
FSTAF Ty A A — A1 2 BRI R A SRS . sl ] DURR R s SO 8014248 31 Secure
Secure Malware Analytics Z 4T ZI A Spero 2041, AT ST &AL 3 B B o R Tix e
P, AT DL PG SR, Hrb Rl SOl Ik 4% TR B 42 % R A B A AR R IR m
TR R SO INZR SO AR, FEAE ST SRS T s I SCRERIEE T ZEAS I B 11 3l fo v/ a2
A

TR, AR SR AT B F Secure Secure Malware Analyticsi, A 75 Z80% S A1 B fE V5 7]
UEo TR B Vel uE, ) & BR AL vl RA 22 4% = A 43 B 5 3 Cisco Secure Endpoint 3% =
A F AR5 FH R I (10C).

F115Z % (Cisco Secure Firewall Management Center % #5FiC B F5 7 ) H IR SO R 55 B0PE SR m () VFm)
RS SR A ) F L

SETH VR AT IR«
* RGP I WA RERI N, I e b AN B KA 04T = KO E WIvE
FifF.

o D SRIUAT U ) 4 SR A SRR B O, VR F R S
 TER, ERHEE R DA VAT IE S AR TR A, R GTRT DU R B4 SO AR B DL
FER & L 2GRS RIS BCAL BAS DL unavailables

WERVFRERI],  EIRThREMIBACRE 1L, T B L Bl A S RUIRES .

IPS VFRIE W] FHAT ANAZRTIFIBE 1E SO A 22 4 38 i i
o NARASIU AN BITAEN T 20 W 4 e A A7 AE AR AR T, s 2T BGh R

o SOOI AT A A AR/ ek P R B B A CR%) BN 3 GO e R AL
Ao SERHATP P A O VEATIE, TR TR S BRSO SR A g Ak B DR
Fot AR A L.

© WARRENYE , SVFEAERE RS R R T 20T, SRR ERE TP ik, URL
FIDNS 34 BN i i, B, AR k. Bhasial AR op & R L B B34z . B8
&, AR CBUERE” WEM TR e REd ik,

$5 0] LU S TIPS VA UEAE A2 AT ) (T) 285 URL 3 3€ (TC). Btk Bl (TM) 5k #1414
(TMC).

ZEHI M VF ATHIER «

#aiE i


http://www.cisco.com/go/firepower-config

#LE |

s

II
B
it

B RTE

LV EATIS Al 4 3 N EZ T a Ui 5 RS ) A O bR GRSV LY e s Z S ERINPS
SRR A LT o

© EREAL KA IR MR BUS RRE AL BB =T R R R R .
* FEEETA T IPS 2T, BTGB S I AR S .
WERVFRAEZNY,  ERDIREMISRRCRE 1k, T A B O B AA SRS
ZERFANE
BERVFATIE, ATLASEILBLR T R A D fe

* Diameter - Diameter/&t T F AU 20 R [E 2 A5 4% (Bl F LTE (K3 f1IMS (£
PR RS 1 EPS GHIEMEIEE ARG WS KALE. ALK (AAA) PRl 7EIXLER %%
th, Z P SCEEUS RADIUS fil TACACS.

* GTP/GPRS—GPRS F%i 1/} (GTP) 1T GSM. UMTS F1 LTE 2% )38 JH] 73 4 JC 26 ik 55 (GPRS)
Ui, GTP LRy A B, ik G B ORI R B ok 4 7% 2 il 2 41 GPRS M 4%
N AL, GTP B FHBEE LIk ARik P £ 4 .

* M3UA—MTP3 User Adaptation (M3UA) A& & /" i/ e 55w WS, 2T TP IR FH e fikig 32 SS7
WYL RN G, DUMEIEREAG 2 RS 7 (SS7) 1 AL # 4> 3 (MTP3) ). 1/ M3UA, wfLLidEd 1P
Wizt SS7T My (filhn ISUP)

* SCTP - Vids LRI (SCTP) &7 HE 5T IP WIE% 1K) SST Whisll kAL 4 =2 Wil . & 524 4G LTE
o L8588y, SCTP nf LIALF ZANFEIS i . 2 2 e, IRt £ 24 hig.
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AR fEdia ER UL VERTUES, 1§ FlexConfig SRS o B SCASIM o

IBHE FVFAE PID 42 RS, M AR B SRt ST DAAE PP BT Bl F Y REVF T L
ERs & EViEN A d ARIRTIo

Firepower 4100/9300. Cisco Secure Firewall 3100/4200 il Threat Defense Virtual [KJiz & 5 VF v] iF & 4k
TR o BEVF ATIEIE SCRPRE 8 VAT UE TR
IR E
SCHFIEE R VE AT UE A B B4
* Cisco Secure Firewall 3110
* Cisco Secure Firewall 3120
* Cisco Secure Firewall 3130
* Cisco Secure Firewall 3140

* Firepower 4112
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* Firepower 4115
* Firepower 4125
* Firepower 4145
* Cisco Secure Firewall 4215
* Cisco Secure Firewall 4225
* Cisco Secure Firewall 4245
* Firepower 9300

* Threat Defense Virtual

URL &= l)lﬁlfFT-L[E

URL i€ VFRTE v B T4 5 U () 42 00, 2200 D0) w40 52 W 47 SE M0 R 1 URL ff 5 W R ) &%
H 584 URL fA A5 E ORI B . B FR e Ih AV AT UF, #80T LLI S URL i€ ARSSIT AR A
PALIT R, 55 IPS (TC) BRI R = ARG (TMC) W — I8 3% . TIPS VFrJFJ& 3R A5 %V ik
FIRTHE 4 A

Je

RR WA URL L yEVFaE, WIAT LG & 2 Ao 4F sl b 1k i s URLT«URL Ho XAIEIUE T W 2530

TR AN B E SR, HAE, ARV URL SRANE 25 4 ko g 9 2% il

BRI T URL I IEVF IR B PR 5L TS0 A5 25 (1) URL 2 AHA8 00 2107 [ 2 i u, - (H 7 B
B T E URL (5 B 508 URL b yEVFAHIEAS N2 45 B bl SRS AEIZ SRS AT X ) e &6 bk
ATJE LS A RE S U ) 42 SR s o

AP VAT UE I
o AT RESS 2R 23T URL i B 1407 ) AR -
* AAT URL ZAF D7 1) 425 R0 25 37 B 452 115 € URL.
o S A BAL ANEERTBE TR 80 URL o8l 5087 .
o QURBAT U ) 42 1 SRS ELAE 0 R A 25 T I A5 25 B URL 444, WIAS BE BT 25 B A I
) 472 1 WS
WARVFATUERNY],  ERThREMIEBCR 1R, T A B O A S RUIRES .

Secure ClientiF 7] iE
# 0] LI#EH] Secure Client 13 T-FRUER) IPSec / IKEv2 fit B i i Uj i) VPN,

B A IR V7 0] VPN DiRg, 208 3251 /5 - BU R P ATHIEZ —: - Secure Client Advantage.  Secure Client
Premier &%, {X R Secure Client VPN. W1 AR4T Secure Client Advantage 1 Secure Client Premier , A
[ IS At S PN VR RTIE, AT AP A% AXPR Secure Client VPNVFRIIEANRE 5 Apex 5¢ Plus—
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EATH . Secure Client V5 HUF 20158 fek Fr 4L =2, A7 2 308, 1152 M http://www.cisco.com/c/
dam/en/us/products/collateral/security/anyconnect-og.pdf.

WLFR E B s AN A 2 IR — AN 32 (1) Secure Client VF AT TEZE B AR, WITGIEKE 2R U7 1) VPN
BeE B Bt o WARE M VR AN IEANST & UE BB 2], R G0R s BB ATIZ A T AROL AT

fEHZEFE VT ) VPN B, IR Rek P A2 25 - 2 W shae Gbnss) o s eh A i 2 n =
(#7T DES) , A5 Secure Client 2% /i il B 22 #4215 [0) VPN &% .

WL DU S, MBI E L RE VT T7] VPN
< EE L BBV RIS NN IEAT
* REHRBENK T ORBCE YA T I fe G .

th 425 I RERTIF AT

FEH NI TR Th g
ST Th e SZ [ SR e A AN SRR R M S SCIE R AR . Ik 2 Y 33 2 B A4
© CAPIEA
* V)] VPN
o A9 ik ) VPN
o BRI SSH Y- 15 SRk
« BAT SN ¥ SSL Shg

o HAFMINERTIEE, #140 SNMPv3

MTHERGSAIRERAT H ORI

FE RGUCAHE A T H DR hIThag: EH R R > W ALE > SEEITANE, & b OESITEE
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XTRERLOESITE

R O RITIRE W BER AR A RN (T Re, AT PR . B 4LgnT REAT B
IEAE LR — P (B B S A  HASH] RN I A i

© FERREPCPTAE BRAS AP AR JOBT 07 il SEBITE NI RRIN - A BEA A S 2 ) D R R A 10t
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Threat Defense Virtualif 7] iE .

U RAE PP AR T e B B ARG R T SN R B B R, IWER RS RS X
B AR AR o Ay VRS b, AR P 5046 o 200 [ P B DGRE S R B 2 RS

UK AR, AT

BEZER
IR OFEHI—8AS B, 152 Fhttps://www.cisco.com/c/en/us/about/legal/global-export-trade.html .

Threat Defense VirtualiF 7] iiF

Ao IR W] T threat defense virtual FVE B 2%V AT %A .

A LAFEAT AN 52 32 FF (1) threat defense virtual vCPU/ P £7-1C B i 447 threat defense virtual ¥FAJiiF. 1X
A[il: threat defense virtual & P 7E &R &AE VM B2 b HS A HOEAT . IXIE BN 52 SCRF) AWS
1 Azure SEHIZRM I E . Bl E threat defense virtual VM I, 325 vCPU e KIZECH 16 G T
VMware £ KVM _Eff] FTDv 5 SCHF3 KN A4 32GB RAM .

Threat Defense Virtual & &21F 7] B [4£ 522K 5]

RA VPN ()2 1 PRl 223 1) threat defense virtual *F- 6 A 2, JFI 5 180 4 B 245 2k 1A T -
NG T T Rz A A R A 2l B

% 3 ETF #2409 Threat Defense Virtual i 7] Th 85 PR 1

TEEER REHE BL/RAM) | EERH RA VPN £ iE R
FTDv5, 100Mbps 4 ¥%/8 GB 100Mbps 50

FTDv10, 1Gbps 4 #%/8 GB 1Gbps 250

FTDv20, 3Gbps 4 ¥%/8 GB 3 Gbps 250

FTDv30, 5Gbps 8 #/16 GB 5Gbps 250

FTDv50, 10Gbps 12 #%/24 GB 10Gbps 750

FTDv100, 16Gbps 16 #%/32 GB 16Gbps 10,000

FTDv ‘14 BE 4% 3/ AT 6 T #0 PR 71

VF ] threat defense virtual 5251, 1R IS 2033 72 DA 7R UL AT B 361

* threat defense virtual SZFFPEREVF AT, R0 VAF A] o] 25 T30 28 TR SR AN [ (1 A B 2 7)) F0 VPN
EFERR

o 1] UAEATAR] 52 3 F71¥) threat defense virtual 1%-Cy/ P A7 BC & 4 F AT ] threat defense virtual VFAJiF .
1XA]il threat defense virtual 2% FE AP 4 FEH VM 2838 5 == B 21T

* LIRS AL TP U 2 O 2 R e AR A%, 188 n] DAYE 0 threat defense
virtual N ZEPETEREZ N -
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R B REVE TR A BT R BT BV RTIE . RS SR S R AV AT UEAH DT
B R 2L, G SR 20K threat defense virtual F12 5] 7.0 ik, A LA
FTDv - & RARFF AT VF AT IE 5 PE . threat defense virtual 23R 35 5 ()
WAINRE (NIZEURAM) k440 4T 2GR .
o RE BT threat defense virtual W45 B | REST API ifJ[ic threat defense virtual i, ERIANPEREZ AN
FTDv50.
o SERERROFPTUE CATT B O JEat, R B HEREL N o 51 e MK 7 75 2 5 AT threat defense virtual
B FEREAR VF AT IEFA, DA TIPS o SEEARAEI AT URL & 3E VF ] UFE A4 AL
o KA HA XPEARE R — 2R, 3F HEAS HA SR BP0 IGHEDS, AL 36 Il B4 vl diE
o A FHAPE T R P BE 2 B A Y FH 1 R SRR
o O LUK DHREVE nlUE 20 L BEANERE, AR R i (2, XFRATIEE, SR A
AR AR F — AN AR . SRR REA G AN T B AT A AT .
* S PLR VFn] sy H il FHEEXT P R & W . BB & A S B a5 R e 1 RE 2K
| (TP Y AT S L
¥ AT5E PID
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Management Center Virtual PID
* VMware:
* SE-FMC-VMW-2-K9 - 2 % 4%
* SF-FMC-VMW-10-K9 - 10 # %
* SF-FMC-VMW-KO9 - 25 % %%

* SF-FMC-VMW-300-K9 - 300 # 4%

* KVM:
* SF-FMC-KVM-2-K9 - 2 4%
* SF-FMC-KVM-10-K9 - 10 4%

* SF-FMC-KVM-K9 - 25 # 4%

* J£F PAK [ VMware:
* FS-VMW-2-SW-K9 - 2 %%
* FS-VMW-10-SW-K9 - 10 i%4%

* FS-VMW-SW-K9 - 25 #%4%

Threat Defense Virtual PID
Il FTDV-SEC-SUB i, AZRE$E FEmbiR VP T iEFAI Al D) Re VPl e (12 AN IR -
o JERH RGP IE :
* FTD-V-5S-BSE-K9
* FTD-V-10S-BSE-K9
* FTD-V-20S-BSE-K9
* FTD-V-30S-BSE-K9
* FTD-V-50S-BSE-K9

* FTD-V-100S-BSE-K9

< IPS « SEEAE B URL ¥ il iE4 &
* FTD-V-5S-TMC
* FTD-V-10S-TMC
* FTD-V-20S-TMC

* FTD-V-30S-TMC
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* FTD-V-50S-TMC

* FTD-V-100S-TMC

FTDV_CARRIER

* Cisco Secure & )7 Uig-ii5 Z 4 B2 A% P i W FRF

Firepower 1010 PID
* IPS \ &R B URL VF A R4 5
* L-FPRI1010T-TMC=
L0 L3k PID VR DIBILEHOIT LN, AT LA B S5 LR PID 2 X if 5 T
* L-FPR1010T-TMC-1Y
* L-FPR1010T-TMC-3Y

* L-FPR1010T-TMC-5Y

* Cisco Secure % )" -5 2 [ JUFHL %) i i WG

Firepower 1100 PID
* IPS .« SRR BiAEAT URL VF AT IEA 4

* L-FPR1120T-TMC=

* L-FPR1140T-TMC=

* L-FPRI1150T-TMC=

MR 138 PID 2SS BI BT SNy, AT LA LUT PID 22— W 5 3137«

* L-FPR1120T-TMC-1Y
* L-FPR1120T-TMC-3Y
* L-FPRI1120T-TMC-5Y
* L-FPR1140T-TMC-1Y
* L-FPR1140T-TMC-3Y
* L-FPR1140T-TMC-5Y
* L-FPRI150T-TMC-1Y
* L-FPRI1150T-TMC-3Y

* L-FPRI1150T-TMC-5Y

B i
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* Cisco Secure % /' Uii-15 2 1 R} 4% i 1] WA TR 7

Cisco Secure Firewall 1210/1220 PIDs

o JERiAR VF Rk
* Ao

* IPS | CBEHAEPIA URL VERE4L 6 :
* L-CSF1210CET-TMC=
* L-CSF1210CPT-TMC=
* L-CSF1220CXT-TMC=

MR L3R PID 2 — i INBIE AT Ly, n]BLUEFES LR PID 2 — X A2 3T H -

* L-CSF1210CE-TMC-1Y
* L-CSF1210CE-TMC-3Y
* L-CSF1210CE-TMC-5Y
* L-CSF1210CP-TMC-1Y
* L-CSF1210CP-TMC-3Y
* L-CSF1210CP-TMC-5Y
* L-CSF1220CX-TMC-1Y
* L-CSF1220CX-TMC-3Y

* L-CSF1220CX-TMC-5Y

* 1% (3DES/AES):
* L-CSF1200TD-ENCKO9=. X 24k /" A $R 42 A FH 538 o 24 i 75 2

* Cisco Secure & /7 Uig-1i5 Z 4 B4 P i i T TR
Cisco Secure Firewall 3100 PID

* %E'ﬁﬂﬁﬁﬁ:ﬁfﬂf
c HahES

« IPS . EEHAE UifEAl URL Vil iE4l 4
* L-FPR3110T-TMC =

* L-FPR3120T-TMC =

#aiE i
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B mizen

* L-FPR3130T-TMC =
* L-FPR3140T-TMC =
55 Lk PID 2 WS MFISA T 0, AT LR 5 LT PID 2 —XHRE 0 AT

* L-FPR3105T-TMC-1Y
* L-FPR3105T-TMC-3Y
* L-FPR3105T-TMC-5Y
* L-FPR3110T-TMC-1Y
* L-FPR3110T-TMC-3Y
* L-FPR3110T-TMC-5Y
* L-FPR3120T-TMC-1Y
* L-FPR3120T-TMC-3Y
* L-FPR3120T-TMC-5Y
* L-FPR3130T-TMC-1Y
* L-FPR3130T-TMC-3Y
* L-FPR3130T-TMC-5Y
* L-FPR3140T-TMC-1Y
* L-FPR3140T-TMC-3Y

* L-FPR3140T-TMC-5Y

* I&7E R - L-FPR3K-FTD-CAR=

* Cisco Secure & ' ui-iE S [d TR 22 4% P bl W o

Firepower 4100 PID
* IPS . BRI AT i A URL Vi AIIEA 5
* L-FPR4112T-TMC=
* L-FPR4115T-TMC=
* L-FPR4125T-TMC=
* L-FPR4145T-TMC=
K 3R PID 22— BT B, ATLAE RS BUR PID 22— X B E 33T 1) -
* L-FPR4112T-TMC-1Y

B i
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* L-FPR4112T-TMC-3Y
* L-FPR4112T-TMC-5Y
* L-FPR4115T-TMC-1Y
* L-FPR4115T-TMC-3Y
* L-FPR4115T-TMC-5Y
* L-FPR4125T-TMC-1Y
* L-FPR4125T-TMC-3Y
* L-FPR4125T-TMC-5Y
* L-FPR4145T-TMC-1Y
* L-FPR4145T-TMC-3Y

* L-FPR4145T-TMC-5Y

* JZ7% 7 - L-FPR4K-FTD-CAR=

* Cisco Secure % /' Uii-15 2 1 R} 4% i 1] WA TR 7

Cisco Secure Firewall 4200 PID

o FEAIRRVF TE -
- Azt

« IPS | SEREAF B URL VFAJUELL A
* L-FPR4215T-TMC=
* L-FPR4225T-TMC=
* L-FPR4245T-TMC=

Lk IR PID 22— IMBN AT B, A BLZFE S LUT PID 22— A A 11T H -

* L-FPR4215T-TMC-1Y
* L-FPR4215T-TMC-3Y
* L-FPR4215T-TMC-5Y
* L-FPR4225T-TMC-1Y
* L-FPR4225T-TMC-3Y
* L-FPR4225T-TMC-5Y

* L-FPR4245T-TMC-1Y

I #aiE i
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* L-FPR4245T-TMC-3Y

* L-FPR4245T-TMC-5Y

* J&°5 7 - L-FPR4200K-FTD-CAR=

* Cisco Secure % )" ¥ii-ii§ 2 [ JARH 245 7 S i T MR

Firepower 9300 PID
* IPS \ &R B URL VF A R4 5

* L-FPRO9K-40T-TMC=

* L-FPROK-48T-TMC=

* L-FPROK-56T-TMC=

g 3R PID 2 MBI T T, AT LU $R S LT PID 2 XN E T

* L-FPRO9K-40T-TMC-1Y
* L-FPRO9K-40T-TMC-3Y
* L-FPRI9K-40T-TMC-5Y
* L-FPR9K-48T-TMC-1Y
* L-FPRO9K-48T-TMC-3Y
* L-FPRO9K-48T-TMC-5Y
* L-FPROK-56T-TMC-1Y
* L-FPRO9K-56T-TMC-3Y

* L-FPR9K-56T-TMC-5Y

* I&7E R - L-FPRO9K-FTD-CAR=

* Cisco Secure & ' - 2[4 Cisco AnyConnect 1] T8

ISA 3000 PID
* IPS AT BiEA URL VFrl kgl &
* L-ISA3000T-TMC=
MR Bk PID VS IR AT Ny, T BUIEHE S BUR PID 22— R R ST H «
* L-ISA3000T-TMC-1Y
* L-ISA3000T-TMC-3Y
* L-ISA3000T-TMC-5Y
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* Cisco Secure %) ¥iij-i 2[4 Cisco AnyConnect 1] JHF5 7

VFRIEV K FNET R & 14
TR E VERTUE TR (K, TS0 R g Vi rTUE TR (R BESRMIRT 4501, 55 35 L,

—RRRTR &4
* BORAE BP0 BT R LACE T NTP. B 620 R0 A B e id i«
X} T Firepower 4100/9300, 4204 FH 55 4 B A CoAH A [ HLAR NTP il 45 28 (EHLAH G E NTP.

SCFEFRYSE
GJay, BRARSIATI .

RRfat

B

S AR, ERFE AT R B E R TR K
AAH mal P B8 s n] B AT Management Center Virtual &= ] IR o SRR 54358 1)
VFRTZEK

PO SRAMFE

RGBT AR HFATIE, TEI8 & A by B Ee 2t A B bt s g PP (R
P A,

B SRS B by SRR B AN B R IR SE RS RIS SR AR
VFRIEATPAS TM ATH], ) B BB PR 2 A B by, SRR RV rTIE 7 Bo 4 12 22 A B
Lo BRI B o

AT B0 & R RE A BT . SRR DR AN, RS R RE AT BRI, DURE
JBUEGE T B VR RTIERAL, IR L BERDE N T A B L

FEAT S VFRTIET B &2 rh, U A B rpDy 5 SR VR HE TR .

R G
R PP 1) B LR A B R VP AT

Management Center Virtual
S T BN AH R 7T ) Management Center Virtualo

w~Bl: XHFEFE 10 6 ¥ ) Management Center Virtual /= o] I PEXS, S0 DIEH] -

I #aiE i
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* P (2) Management Center Virtual 10/7MZAX
* 10 N VFAIE

Qb Wy XS, 2B 4 B Management Center Virtual S [) Management Center Virtual
B (FEARBIH, B MANNL) Management Center Virtual 10. )

W& Al A AT

e i FPERCE P PG BB AR e 0 ZURATAH R R VF AT IE

e T P A P AV AT IERUR s R R B

FESESL v A IR A, R WIR S VRl e 7 RO 2 A /o6 I e s R ANEE 2. b AT v vl HI PR G EI0IR], A5 B
oy SRR RO A % PR I BT A AN BV RTIE, I 20 Mo 3/ 3 0 et (R AR TR V7 PR 4
e B, SR B4 HoA SERAR VEERT IPS VFAT e, 10 & F v s A SEalihR VEnTiE, R
D K SR BRI BRI, DA % T B (KK SRECRT ] TIPS VP RTIE . AR RV T UE R
JUAELE AL G FONE UM, DA PR g 1 A S T A AR RV T IE 2 AT AR AR ANAT £ B

WEERFA
4/~ threat defense virtual Z2RE S #S T5 BAH R A PERE V4 AT e . FRATEL SO Fr g i 5 A8 FH A [F) 350
K CPURINAY, T IPKE R BIFTE T A L Pkae, PAVCHCTDRE B A B o 9 IHE 5 204 AT 15 0
S B REAN B DA EATTULAL .
TE0T LURE D BEVE AT IR 23 E 2R, IS AN e HUE, XA DIRE, S i REAN 1y
A ARV TR . T e AR G AT EATA AT IE
LRI A N 21 8 BRIy, R DR e A TR I D RE VAT E . ROV AR RE T, K
SCVERT RS> RO 2h B 1T 0T I EANTE B PR S RV R e R R R BN T . T LUTE R
(F) > FAE > EEEF AIE > SREFAIE 2R % > R & T > &8 > W ANE KT S SRR
ik,

S

AR WURAE BP0 PGV OFEPHEBENNIZAT) AR TR, AR RO I, 7
K SR S SR B AR B B T WS B SE SO VR B 2 S EUITA Bl TSR B ARRE
SRJE PN

VAT S OIS

B IR R 5 T 5E/HUAR (6T Firepower 4100) 5RAF/N 22 A4 (6T Firepower 93000 T LA{H#
., MARIZREA A SEHE . 5 A A LRI B

o SRR VPRTUE A AC: RS 22 BB IR

* DhREVF P T3 70 BRI 5L (HARAS 2 iy 51 RN D e A R — NV rTiE. filtn,
X RAT 3 AN BB Firepower 9300, RFMREHULF 24> URL iy VFAliE, BILH#E 3
ANVFRTAIE, 1G5 L& LEAEAE T B S 5

B i I
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szsrke [l

#iln

%< 4: Firepower 9300 _t 7528 K51 091 RTE(E A 1R R~ 5

Firepower 9300 S]] YFATE
Security Module 1 SEA 1 FEMlRR. URL g, BRI
igl
45 2 KRl . URL i€
545 3 JFLfibhi . URL i3
AR 2 545 4 FEmlifR. IPS
545 5 JEMBAR . URL b3E. &Rt
Brifel. IPS
LAY 3 5451 6 BEffihi . BRI, IPS
54 7 Fefiihi. IPS
% 5 VFANERY
AR URL 3 B IR A B IPS
3 2 3 2

32 BRLK P

R A ZBHIAT AR 7 A RE FE A BN IFVF rTAR AT SR o

121 $7JTF URL https://id.cisco.com/signin/register PLEIEHT K /.
FR2 WMATAH DI BLAGIEIKR

TSR TRl
FR3 piidiiEM (Register).

ARG I RIE — B S BRI B, LSS UE S (R s A ik«

pEib 4
QRIS AR RN LE, 15 18IS web-help@cisco.com [7)VE M 32 RE B\ &£ M AF o

| #aiE i


https://id.cisco.com/signin/register

B oe=emsssmmisTe

#LE |

HIR A4 (E{ERERBRFEIEIE (Verify with your email) U, S A BG IS LSS MR, AR i 38aE

(Verify).
TN G 10K B 5 ) 218 s DL

T—5#tta

LRSS TUH A AN B O K P M B, PUE SR BEIK .
22 T,

B 2 & REM P F AR AN IF AT E

VI SEVFRTIEZ B/, SN R IR

FHia Z |l

e P AR T AR IS BB R AR o W AR IR, MBI AR PP AT A, T i )

ARERAEBRI YT P Z 7 Bt (5 6L, IR w] LAV RHZIK T
WA BRI, WA ZR A —ASFIK T o AR, S A BRI
HRAREMK I —Mf5 B, 152 http://www.cisco.com/go/smartaccounts .

THS QU R RENK S IR AR IV ATE , 25

S FERQIEEENK P (Create a Smart Account) T . A GURF - 448 AR 7 2 5%,
TEEI & BEMK P (Createa Smart Account) BUIRIH, KBRS ZEAK 15 B
$IE2 A A ERIRRIM A (My Account) ElFr, AR5 M EIRELE X (Manage Profile).
= Cisco Software Central .ICIIISIélc;‘ Q ® @
My Account X
;asr:OMSaVrI;TEMS (INDIA) PRIVATE LIMITED
Create a Smart Account 0 R ritest@gmail. com
mart Account so your organization can use Smart Licensing, and to organize your Cisco assets —
Confirm Your Cisco Profile Info I
I3 Aidit A (Personal).
$®BA4  EERYAFIEMISEE (Your Company Details) #40t, fiidi4wig (Edit).
$IBE (/N FEEZEL (Company or organization) “F B, AR KHL LK.
SE6 MR AFE B AR TIRATG AR b, e BoRed R ] OGS A

fEdeHE (Address) T A, LR F RO HLE.

B i
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PBT WRER AR RERNEIE EhHH, Ea LLgkslfe 22 B3k 2H4R (Company or organization) 7B
ARSI A FE R
a) fEHBLE (Address) Mg, sy FRrd Sk, ARG AR NFET il (Add New Address).
b) R LLZESELL N 3B (Address Type) 12—

* A E)/4A4R (Company/Organization): FEALEMA LR HtE . BRI IGIUE L, W bk Fn 2
F] ARRTCIE I [ M X IR, AT RE TR Ak, R, S A 0 (B g L A )
* N A (Personal): FEEE A A HEE,
HIBS WA SENAF KNG BIETE, )55 E# (Update).
1R EY /A RIS B (Your Company Details) #5735 i 7m E A F 28 & R0 15 8L
W) A R VEGE B I, REOR Wos i .
HIB9  diEH.
WA T PRGNS B O KR, RE0K SR sahiy B

FIB10 AT IFLE ANk T IR B B 29 e A (Createa Smart Account) TUfT. 415K S S 4, 75 Kl
BT UL

B, BRI
https://software.cisco.com/software/company/smartaccounts/home?route=module/accountcreation URL 47

TRUETUT, AR5 A R SRR B ok .
LEN SdEIEM A (Create Account).
“IKFHHEL” (Account Summary) SRS R K P RS R

LIE12 ﬁﬂi%ﬁi (Done).
L3 AR AR OO B U A E AR . AESCBI BRI, R T s e ok B A R
WG IO VT AT P AL PR 1 T VT E

A RVFAIE PID, 520 VFRJIE PID , % 12 3.

T—5H#tta
S 16 Al BB AT AR VFITAE, WS B ARV 48 23 UL,

BB & REVEA]

ﬁx*ﬁﬁéﬂﬁﬂ{uJLL TRER A fﬁ%&diz!sim A BE R BEAR A F BV T . B AR e VTR TR
ES EE R e VR UETR (SLR) , #f 35 1L,

I #aiE i
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#LE |
B smemsocssrssrT

EME TR O LU TE BT AT
T DL IR0 FRV M I8 A RS0, sl e A ORI, AT A
KPS

RE R L MRS R TR R
AP R L B R LS

n)hﬂ

FrIaZ Bl
o VR ORI BE VT AT A B BT AT VR TR
MM Cisco BUZHY AR LIS 25 B, S VF AT IE N % CURERZ 2 R BEk S o (L, i)
HE A QR INVFAIE, 520 Cisco 14 TAEAE M. A XVFATUF PID, 152 VF Al i PID ,
9512 11,
o FfAfR B P A0 1] PALE smartreceiver.cisco.com b FIiA R AE A FHAS
© HIORICTE NTP. EVEMbE R, BEAAS H A A (R4 REAR R B R (- 7 B 2 18], DRI G [ o
IR0 A BE A MY -
X}T Firepower 4100/9300, A28 H 5 4 B rpUOAH A BIHLAS NTP k4548 7EHIAR FBCE NTP.

© WMARB LA 2 A B, TR B P ME A RR, DL AT REEME ][R —
FEADII ™ (O FCA A5 B ROy REAT X 0o BEAA PO T B REVE PTIE SR BU R DG TR 2, Tt RS 44
PR ot L R

P IE R BLES b, O BN I B A VAN N 3 1) R FOADK 37 SR A A
a) miidiiEE (Inventory).

Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Alerts Convert to Smart Licensing

b) 1t General LU+ I, xitdi New Token.

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances t

Token Expiration Date Uses

OWFINTZiYTgtY2Ew... 2024-May-18 17:41:53 (in 30 days) 0of 10

B s
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c) 1t CreateRegistration Token X[ ifFHEH, A LLF#&E, #R)5 it Create Token:

Create Registration Token e

This will create a token that is used to register product instances, so that they can use licenses from this virtual account.Once it's
created, go to the Smart Licensing configuration for your products and enter the token, to register them with this virtual account.

Virtual Account:
Description: Description
* Expire After: 365 Days

Between 1 - 365, 30 days recommended

Max. Number of Uses:

The token will be expired when either the expiration or the maximum uses is reached

Allow export-controlled functionality on the products registered with this token @

Create Token Cancel

* Description

* Expire After - BUBHEUGZIN A2 30 K.

s BERERXE

s EFERARSHEEMB TSR FSHIESIEITEE (Allow export-controlled functionaility on
the productsregistered with this token — 7&58 BT 78 1K1 5/ X VA7 s in 2 15 oL - 5
A RErR S WERATEAE b ThRe, WIZZ RN E P E I, a2 my 5 5 FH ko ge, )
T BEAL L F 7 h A H ER HR A I HDRT AR & . R A R BT, R A
SCREH I RE .

RYK A I BT

d) i A A O AR Sk BB RT LAFT JT Token X EAE, AT LU HURE i ID S BIBTUG . 4 2E0%
BRI, T AE R A R, DAAE IR i A
B 3EESH

General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

New Token...
Token Expiration Date Uses Export-Controlled
OWFINTZiYTgtY2Ew. 2024-May-18 17:41:53 (in 30 days) 0of 10 Allowed
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#aHE |
TR R E MR S R R

4 SIS

Token 9 X

MjM3ZjInYTIZGQ40500Yk2LTgzMGIMThmZTUyY]ky
NmVALTETMDISMTIT %60AMTMxMzh8YzdQdmgzMjA2V
mFJN2dYQjISQWRhOEdscDU4cWISNFNWRUtsa2wz %
NAMDANSTN%AINANA

Press ctrl + ¢ o copy selected text to clipboard.

SE2 75 FEAPO E, R R &) > FEHE > BEEFTNE.
$IE3 pidiiEM (Register).
LI 4 BN R RE S PSS AL A R G 2 PR R SR BE M SRR B
TR SCARTF S AN GE AR A B BT .
SIS AP AL SR B IR R R AT, AT Lk TR BEI A A IE B0 L) B R AE DL % R R
] DA R B O S
LI YL &1 n) R R AT A
* Cisco Success Network T ¢ o VF B RHAE & P Al Fa bR R g v 20t , Do b= s Al AR 0 -4 T
R AR RS . BRI B b ThaE. BB H ) Cisco & 1% Cisco Success Network 1%
TEHE, 15 S AR R A0 DL R A S R AR R TS B A SRS 1 18 I 4
WEZER, &AL REEEE.

 FEBDSRI SRR BTSSR R AR T, O R R AT BRA
LT R . SRR I R RS SR S RF S UTHRAT, BRI 0 LA SR
A EATIRILER
iR
C FUHIBACRFBITR, SR T AL IS T B . AL 5 B4 30
SYRIIERT K.

* FHERSCRRZEG, ER BN AR B TR AR B

$B 7 i Apply Changes (RZFEHD -

T—F 4

o WA INE) FHERLy; 155 (Cisco Secure Firewall Management Center ¥ £ L & 1815 H Y
K iR EE L

* BVFANIE IR B WS R VP IR G 2R A 5 30 L.

B i


management-center-admin-76_chapter3.pdf#nameddest=unique_59
management-center-admin-76_chapter3.pdf#nameddest=unique_60
management-center-admin-76_chapter3.pdf#nameddest=unique_60
http://www.cisco.com/go/firepower-config
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BEEROEMBIARE e EESR

In 5 R BRI PR SRS 3 2 nOh TR, RO Cisco SE IR, LAZESVRAT
R R BLEL RSOl —, R n] BE Ay B RERCPT A BE s A AR CZRTAR B REST A2
Heds%) HIFEARREMR 5 4% DALBER B RERI T BE 4% -

© ERIRL N AR ERZIRECCIER: (RIS T UML) .
(AR AR T 58, WS OB B A VF TR T, 26 2 0T, )
PO AR RS, (HR A B R I 4 v R RN IR PR REVF AT IE

B BEBAEE B A RS VR A e R0 BT 3R A BEVF AT IE R A S B RE R A PR R 2

K BREAFE B AR AR MITPEAN{E S, 16 [ https://www.cisco.com/c/en/us/buy/smart-accounts/
software-manager.html#~on-prem.

TR IENUCE . F R HLES A M
 ES Y RE A PSR AR K SRS, W] Mhttps:/www.cisco.com/c/en/us/buy/smart-accounts/
software-manager.html#~on-prem3{ i .

* FERSHR RERIHE PGS ARG R TLS/SSL UE 5/ CN.

* B4 http://www.cisco.com/security/pki/certs/clrca.cer, FH5 5231 TLS/SSL iEH1EL (M
“-----BEGIN CERTIFICATE-----" #I| “----.END CERTIFICATE-----" ) & il £ & 75 [ic. & 4[] m]
Ui 1] IR AN

N
5
N

R BRI R R AT B AR AR

a)  ILFEERAK > HERA.

b) AHEREHRHETIE (Smart Software Satellite).

o IEFEEIIEREERHIERSS.

d) SRR TSR A PR RO ONAEL, 2 LR A U A RE AP B 28 AN i i P URL -
https://FQDN _or hostname of your SSM On-Prem/SmartTransport
FQDN sl F 144 200 55 188 e A BEAS A Hb OB LI IE F5 1) CN (UL IE .

e)  WNIIEr SSLIER, JEREMGER i B UEA SO

f) i Apply.

g  MKRER RS > VFANE > FEEFE, RJa AdiEM.
hy  GUEUH R REER A PR A i b A R

) EHhZL .

§) KR TR I ) B ROy i BT R

k) il Apply Changes (RZFEHD) .

B RO I VM AR RE A B R A R

I #aiE i
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https://www.cisco.com/c/en/us/buy/smart-accounts/software-manager.html#~on-prem
http://www.cisco.com/security/pki/certs/clrca.cer

#LE |
B s 7 xemmmemsEm TNz

TR 3 KVFrED R e ), R R RECPT A B R A MR 18 RE P B s
THZ I L1 (KR e AR AS LRSS o

SRR A L H RS R

Xt F o B PR B9 A /5 At A= HI Th se

TR AR BEIK P ASRAGF ORI B AL, {H Cisco L€ RVFIRAE ISR INGE ,  #85 0] AT s 25 1F
CIRTRAYIEIBEYIDYL A
FiaZ |l

o TRORFRE AR SCHF Y DRI R .

WRAR AP SR AR, R B AR, RmT LUS HIE €U 52 M-S k8 vUh 2 Re Ak
PSS H D HIDIRE . A OCTEAIME R, 152 [ https:/www.cisco.com/c/en/us/buy/smart-accounts/
software-manager.html.

* DR A E ARAEAE PG VR AT

o JERYBEAKAE I HE 4% (Smart Software Manager) H, #4427 8 (Inventory) > i AT (Licenses) L i,
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