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iEE . 40T
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« WREAFAE S, 2B 64 TL
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© GBI, 569 UL

zgRE I



74EE |
B semsesenzes gn

o INFA], 56 70 0T

o INTE[RE . 2 71 0T

* UCAPL/CC &P , 25 75 1t

s FHRBCE . B 750

s HPICE , 2576 0L

* VMware [.H , 7970

o I, 2R 80 UL

* Web 7347, 7 81 1L

s RAEME BT, 581 L

¥ EEPL 5 BRlTer £/

Bkl 2247 25151 Cisco Secure Firewall #5538 5 ) 12 ) BBHE 22 4 =~ RS IERG K, 408301
RS, e, SEBLEZIME, FEnsEM g, by SN 22 et RN e IRV 6 7k,
PRI, AR A RS, BRRET 2 AN i i S 2%k .

R SERH A PR 25 (CDO) K AL A B ARy E SR 224 25 FFRE ) Cisco Secure Firewall
FER A B B R L 75 CDO Y B A AT DA A

o BEFHSE S R, 7R P TR e
BRI 4 0 T A
R 2 T R SR 2 A 2 TR I MY A
« S A L [ L

XAy IR L BAE] CDO MIFANEE . WSRO,

Lt Cisco Secure Firewall Management Center 15 A} XDR 225k, 1i5Z[# (Cisco Secure Firewall
Management Center £l Cisco XDR £/ 5/) -

s| —_ 3,
¥ E R 5 BR e s EAL DOK R RL AT AN CDO R . LA OB B
HEER IR SRS . YRR N CDO I, B A EHILE & &, BELEMNENE,
FEAZ XA B 3 45 B At UT DL BESCIR (1K) 26 AN 52
FrIGZ 7l

* CDO {# ] Cisco Security Cloud Sign On 1£4 S 4 fEFE ), I Duo AT 2 A 50 0E. ¥
ARSI RN A 2 8 3 AEUE, I Honl OSSR & ik - i B RHX I 2 .

* WAESS 25K CDO ML R A By by R4 . WAREILHA CDO M, TEE TAE
PR SRAL sRAE AL . AR SR, 1S5 353K CDO #iLJ™
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* B CDO AL (T TR BERO AL ) SCEREIY 22k 554 H (SSE) K™ o A7
RUEAE R, S0 R SRBTE P& AUEEE XDR ALK

o SI0 B L BRAS DA TRUR 7.0.2 R 7.0.x Z0H], BCE RN T 7.2 KSR Z 0], A fg
AT HEAT S5

1E L, EPEERL (Integration) > BRt%& £ X (Cisco Security Cloud).
M EHRTXIE s Pk EE X S
S
o TEAE IR PRI X 45 2t F T Cisco Success Network AT R 2 Hr2 W4l WIhfg. Bbist s il
Security Analytics and Logging (SaaS)%& ! Secure Network Analytics z [z X 15 .
s AR CE R E RO N TR RV, BRIATEOUR, R DX 35 S ) RE R R X 00
FEIXFRIG LT, A T X 3k

S Sk
SR

el
S S
N —

$E3  LBERAER%Z2 S (Enable Cisco Security Cloud).

ARG IF A B0 B SR IR, RS 5 CDO K o ff DR 0 I AR 58 L B 1 BEL b AR B
1k

L4 NheskeEE R BRSSO (Continueto Cisco SSO).

B 1: BRlRE =N E

Let’s get started!

1 2

Sign Up/Sign In with Cisco SSO Register FMC with a CDO Tenant

Continue to Cisco SSO

SIS GERIEM CDO MK .

#z5RE


https://admin.sse.itd.cisco.com/assets/static/online-help/index.html#!t_merge-your-cdo-and-securex-accounts.html
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*

6
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c Y

il
ISCO

Security Cloud Sign On

Email
| |

Don't have an account? Sign up now

Q

Other login options

WA BA T8 5 CDO %A 8K, (AAREAIE—NMK ), 5 s HEREREM (Security
Cloud Sign On) i {fi 1 i\ SLBDE A (Sign up now). 15 2[5 GIEEHT 1) Cisco Security Cloud Sign On Jik

)—l

P TR UK CDO L o A HR bty FIHE A B R N BB AL IR AL IE FE 1K) CDO HLP
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https://www.cisco.com/c/en/us/td/docs/security/cdo/managing-fmc-with-cdo/managing-fmc-with-cisco-defense-orchestrator/m-basics-of-cisco-defense-orchestrator.html#Create_a_NewCisco_Secure_SignOn_Account_and_Configure_Duo_MultifactorAuthentication
https://www.cisco.com/c/en/us/td/docs/security/cdo/managing-fmc-with-cdo/managing-fmc-with-cisco-defense-orchestrator/m-basics-of-cisco-defense-orchestrator.html#Create_a_NewCisco_Secure_SignOn_Account_and_Configure_Duo_MultifactorAuthentication
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il
CIsco

Welcome to Cisco Defense Orchestrator

To proceed with the registration of your FMC, please select a CDO tenant to
register with the FMC and verify the code displayed below matches the user
code from your FMC.

(® Select Tenant () Create Tenant

Tenants

Grant Application Access

Compare the code below to the authorization code shown in the FMC tab. If the
codes match, authorize the FMC to complete the registration.
If the codes do not match, cancel registration.

6059BAEC

WA R CDO L, s AR AL Al AL, BRI L . A RTEAIE E, 1ES I i
sk CDO # /7.

TR Wik CDO XTI s U2 A4 B rhuG S AR AR UL
8] 4: IRl RO ERD

Grant Application Access

Verify this code when prompted in the new browser window.

0059BAEC

$I®8  ili#¥M FMC (Authorize FMC).
BB A EHEAp L DT PR

* B4ECE (Event Configuration): Ji F b e & LA SC VR WS i % & H B S KL =~ . 751G
MR-, AT E I SFRE T T2 M. FRFEAE R, S E &
PR DR S R IE B B2 A 2.
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« BRIZEAIBF: A R ALBYT nlRECS B O ARG S RS (0 B A7 GRS
B WS SR A ALV T A RCE BRI BB B 5 7 I

REE D HTESFAMH 1L 28 (Policy Analyzer & Optimizer): Jid FHICIE T Al VAL TUAR B 700 56 i

(KI5 [ S R s, JERBUE RIS R ORISR . AR E, 120 (Cisco Secure Firewall

Management Center # B R ) K “ Al SEME e ML 2 PUNANME R ¥ 7)

BRl% £ =4 (Cisco Security Cloud Support): & ] Cisco Success Network Fll R} SZ FFi2 W 1)

i€, LS5 R RIDFRE SR AR . AR AE R, TSI & 2.0 U AP
RSB AEAR IS TR, 28 9 UL & Bl DL RS s IR ds , 569

o
AR

2%} XDR Bt (Cisco XDR Automation): Ji H st Dhfg vl soiF AR XDR F 818 1) B 34k T

PEVRAE S i) A P rp L BT .. AR, WS ] I8 R XDR AL fe b

AL S g o

FHEMIBE (ZTP): b T AIRN, DU Po S8 B O e 8T LI P31 5 Al

Uy il 428 ) SR W AN A%, R ] DU e 915 R R A S0 P ) T 8 AR — IR 2 AN
%o FARVEAIME R, 155 (Cisco Secure Firewall Management Center £ FERFg ) FH 1K) “fdi F ¢
F 5 BRI B4 7 57

S0 LlRTF (Save).

BE EEP L HZHENKTE

M EH BRN AR R, E RO A PTIE R CDO L . TERBRIR £ &M (Cisco Security
Cloud Integration) 7 I, Z=ENIRZ (Cloud Onboarding Status) 2% i/~ & HLHHLZE N CDO PR

& FERNMAT mBARE:

F L ZBITHIERTS

15t BA

B g R CDO.

IEAERAT Z3NES . XA RER 2 10 204 A RESE .

CDO &k AE4%

B BB AN, CDO R,
MR Bk e s B

ANHH

LA FHAL B CDO HFHER, EEARBAES MATHG

CDO WA KL &L,
PSR BRlZ e,

, JFH
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T - B EATEO, (B |y SR CDO, {1 CDO Kkl L i f.
ARG HETOBT | i i cDO TRERE] B P, SR, SR T R
B 2 R A H 5 e B e o

RAERACR S T 2 HEBERE R, D R CDO IR -

— B a5 i B Rl 2 £ =& A (Cisco Security Cloud Integration) 1T
T RS EORAS  nSR SR A, WO B Rk A=

\)

AR OEH BB s BRUE, RETE 90 A BRI EE L B MR e . AR A
Bl n ERER DR ZENBNRES , 150 P BERl% £ =& (Cisco Security Cloud Integration)
T -

A BR=E Al BF BUERE/ BB &
R A AL BYT: th B  JE T ATR GR ELATE SRR . T LU S T
RS B I A 45 M.
- RIS IR R £ 00 SR 22 K
R BT b SR ALE R

\)

iR © AL B FAO0 & B & H DR T .

* Hul, ALBFAEZ 2R WRIANEM (APIC) XA T H . (HE, A e R AEIX X e ft. 17
KT BT, WS BRRA L .

BH B#%= A BF

FHIaZ Al
o AR A R L HAT A AR

s RIS O FEL P EH BR e s (ER (Integration) > BRlZ £ = (Cisco Security
Cloud)) -
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B =5 =2nze nmF Ixum

TR mili &> BRERER.
$E2 £ BRIRE A BF BT, &hERAEBER Al 2281F (Enable Cisco Al Assistant for Security) &
HEHE

R ALBYFRSG, %0 UAEE AR SRR ke (O).

Q Search Deploy 10 ® O

A BRlZE AlBF SK#BE
T2 B
 TERASE A BEALL AT R E SRR

o MR O B0 e H RN 4 AT (5B (Integration) > Bl & £ = (Cisco Security
Cloud) > B E%l Al £ B1F (Cisco Al Assistant for Security)) .

HIB /5 L R ik BRlee Al BE (O)

Q, Search Deploy 10 B O®

R EE—IXATIT ALV T, W ARG onfefitd 1

PIR2 (MG AERMEE PN, AR5 A3 Al BIF (Launch Al Assistant).
PRI AT S, &8 AT MRS B P A A SRS, AR5 Rd & IEE S (Send
Message) ( #) .

HIRENMEE, S0 (Al Assistant a8
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B E EE PO USEREZFERITRIEFRNFEITHER

Cisco Success Network s& Il k45, ff &0 Gt 5 MRl ad 2 ads:, - Lmi G
BAGHE R B i@ M g —Fr AL, vl A BB A e B At e i, It AR IR A BA
ZE AL B RO LR 1% B P A Bk

o SR AL A 45 AT R ESCE P i ORAE I AT R S fE
o JERNEE 0™ i B AR B SRR IR S5 A A%
o WU RFSGE S

BT R O SRR A ) DN EH 1K 3 245 5L, 12 A Cisco Secure Firewall Management Center 15
%A Cisco Success Network 32 il £ o

)

R * Cisco Success Network 7 PFAEIR S N AL Fr o

o BRIATEUL R, Cisco Success Network 20T 8 FHIRA .

o QLR B A R R RE A S AR AR CZ iR R BRI B ERS A7 D BB L
i TR e A r] UFTREE, Cisco Success Network JF #7251 .

FF6 Z A
JA T SERE A 2 SR A T R BE VR IV E M R B Gy, AT AT S5

$HIE1 il 8/ > Cisco Security Cloud.
$1E2 7 BRIREEX T, %t B Cisco Success Network 5 VEHE DL IR %% .

1
kS Fi, %% B A Cisco Success Network (Enable Cisco Success Networ k) 5 18 HE 5514 HL 4L 1)
B

T3 HilifRTF (Save).

A E BP0 USEREZRFEITIRREE
RSP WOE — BT 2 1 TACSCRPIR ST, Al B O AT e ENS 5 B R = i Vi 4niE g%,
I B I8 AT IR DU AR BB B ki . BROAOL T R LD ge -
SR SCHFZ W I SRV ISRE TAC ZEMF U TAC S5 301 1) IS 0 e 6 22 A MO A T B idl, A bl
RIS g s i) 7 A6 . sbAh,  JURE S RIS AT IR DL, F (T 1 3l UG R Sr A 2
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B mamznscmmess

IXEEHAE,  DASELE 0] A AN o AR YR TAC Z2 481 300 ) P 5 Wi B I 2538 ) 190 SR [
(I B 0 IR 55 D0 T AT 5 R 55 & TR KT

BRSCRFE WD e o vr BT AR A B @ IR 5 R R e ek, D 20
WA I K A 3% ) B % & =& X (Cisco Security Cloud Integration) Ui b3k 52 (1) [X 42K .

B DT LA 0 AR G Ll e A I R HERR S R 2 SRR AR I B RO WO R AR R

FHia Z |l
JE T SRR A 2 AR AT T AR BE VR AT U M A A PR Dy, AT AT S5

riddi &/ > Cisco Security Cloud.

EBERLEZXE N, whBEEBERXEHI2H (EnableCiscoSupport Diagnostics) 5 HE B A J5 it
k%5

R

TEGREEZ 1/, WS BRRBREEFSHT RSt mE R

T3 LR TF (Save).

ZRgEc BRI EKINEIE R4

RS XH
L

BZE: 000
425

RRft

g IN

& IE Cisco Secure Firewall Management Center 24t EL &

ARGHCE AR B AR .
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S UREGE 3H>EE.
SR 2 iSRG B T AT

WaERIES

Tr] L% 1P Bk A S 1 BRGNS FMC fD7 1] BRIAEOLT, AT AT 1P Mkl /s B R i 11 -

* 443 (HTTPS) HT Web # H1j in] o

* 22 (SSH) H ¥ CLI VilAl .
WA LAAES 161 i hn#e il SNMP 15 S 07 M BR BT ERAE AL~ 228 H SNMP, Kl 4 20 5%
JaH SNMP, #RJ5 4 REVS I SNMP U5 a) B A OCTHELNME B, 1S HBCE SNMP 51, 25 68 Ui,

A\
RGO N, Vi AR B 2 A AT P A, TE 5 8O0 TP M iEAS I AR, AR5

THERER A9 any 2655
=R RIS
BT W SIS A B BN BRI PR T I . B R RO SR R AR ] L 48 30 9.
i
B 0T AT AR TP, G B IER TS OV R, T ELJE “sp-any port=443”

R4 H, RORREDRBR.

FiaZ /i
PRIATE LT, Vil #1255 HTTPS A1 SSH M. Z0K: SNMP MR I35 1) 3128, 204t s A

SNMP. A RVEANEE, ESECE SNMP 481 , 25 68 1,

$IB1 RHREG (> BE.
CAT3E) S0 SNMP B 20 v5 1) 3112, i i SNMP DAL E SNMP. BRIATEDL T, SNMP

A 1BR
wIE2
i CE SNMP 4], 55 68 1.

ﬁf%@ﬂ%’iﬁ?ﬁﬁ 1G]
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P& 3 AiliifaglFk (AccessList).

W4 BRI AN AN TP Huhik 07 R BCRR,  3 s AR an AN (Add Rules).
WIES TF 1P itk (IP Address) 7B, fiA 1P Hihik sl ya [ 5 any .

W6 EFE SSH. HTTPS., SNMP S 416, DU 22 i 28 1P Huhik 5 FH iR £ 1

PIRT miiRm (Add).
YR8 LR TF (Save).

AR ERM

Firepower 240 1P Hulil- £ &

177 [8]4% ) B 12 10

1E &% (34) > BLE (Configuration) > ¥ j8]#2#| & 1% 171 (Access Control Preferences) b it & iy il #216

I

BEM N E SR IER

e DB e vE (BREERO P AL ORAT IR IR R BRI U ] 2 AR U PR BE 5o 3 A4 T DA Pl
P AT A BT BB R RO OB SRS . BRSO, SRR T2 HPIRAS .

R

R RN SRS 5 B By A A BRI, T ARG L R B G AV AN PEAAE Bt B BRI I 48 5 R 4L )
FERI AP R 238/ BN B o AL B IFAI AR T IR TR S8 46 H o X918 4TIN U
0] 1) R e S AL RTC BRIy, T 28 P A4 52 IR R B3 K s BE 5 A A

B, 2% AL LR 4% H ARSIl BRI A P 1 4 48/ 2L 52 -

192.168.1.0/24
192.168.1.23
10.1.1.0
10.1.1.1
10.1.1.2/31

JEFARAL S, AE R SRS I, 2 A N R A

object-group network test
description (Optimized by management center)

network-object
network-object

10.1.1.0 255.255.255.252
192.168.1.0 255.255.255.0

SR, ARCEWT -

object-group network test

network-object
network-object
network-object
network-object
network-object

B 7am=E

192.168.1.0 255.255.255.0
192.168.1.23 255.255.255.255
10.1.1.0 255.255.255.255
10.1.1.1 255.255.255.255
10.1.1.2 255.255.255.254
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SEARACAN S B 28/ TR B0 S, AN BB R 48/ USRI R 5o W SR80 A B35 5
—AMLE . EPNRENZRAL, WASE IR G MR, MR RA A Sk,
FEFSE I, ARG AT RE A — 3873, DB SR 20 SR 4L IR AR

|

BEEN MG, R EEN IR R BTG R RN, R TR TR Lo 2
AR PG RS A S I AT AU . ARSI, T REIG S R B e 1K) CPU AT & 5 v
A IIRE ), ARSI I S R BRI Ol R BT iR, U AE S e/ MRS
(o2, L2 1 sl BB A N B

BOATEOL R I RE . BARGE W U, (RIS R B O 5 HPIRZS

H}
N
1
CH

Bty DL AZ H B0 S B P 3G sl fnT DU 2 Rl oy s & i % H S S -
o {§iFH Web Filf: ®AZMARSGHE.

H % H & SR EARHEF AL o, T DU AL A (AR 0T H A HE e A g o % H
GV AT LU M B AN W A% A5 L, R nT DL L PO S PR AR R 7

R H RN R R RS R H SRR B RS H & 813 0.
R SIS HTTP 58 KR H S0 ) HTTP g2 , 45 15 01
3507 1 I AH SR A IS R 5 A TP FR G5 58, T L4 ey E st R,
507 1 B RI% FIAM 5 URL 7 A B R4 i

B, T LR R H SRR il 3 22 4, T DMEH] TLS UE45 5 Y TLS MUAH I S gk s A
RUEAEE, WS &S DI . 2 16 1.

MBI Z AN ARG H SRS

fdne 2 T LUK % H S Ba AL 2 A RGEH B RS 4% . (HE, WAy ik H S H T TLS,
PR SR U A A 21 S R A H B R 5 s

REEFSRERIRERE

T LA 3 45 5 T B AR SR BB, R P S S D v S e () — i B R H S A
B O SRR MR I B L & AR PR OO, A B B O SR I E AR S
HERIEFISN RS SRS A% S SCHAE HA X2 (8] [R5, DMEAE iR 18 sl i ylia), B
T B OB AR AR T H S e AR HA AR AR A, DS A B P A A5 B RO SRt
B S R G H S R RIS R S5 25 o

BEZAERERIREAE
WU PRSNGSR e A T H SR B R A o

Date Time Host [Tag] Sender: User Name@User IP, Subsystem, Action

N\
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GEZESREHIRERE

b, AHH I IR EHLA RO TS NI IR AR L 2 8T, RIE & AIREHZHEHE
Zﬁﬁo

B, an Ak B B RO R H R B R E ruc-auptT-voc Anid, MR F B EIELG BT R H R
R R BE AT s

Mar 01 14:45:24 localhost: [FMC-AUDIT-LOG] Dev-MC7000: admin@10.1.1.2, #:AF > Wi, TUHAK
WERARERE T Em A, XEEASHMEREHENES; MR, elflaEGFRRRSEHE
R ARG U6 EATHET S

FHia Z |l

iR FHEL WS RE HERS B .. RAFBCER, ARG MHH ICMP / ARP Al TCP SYN %4
WU ARG H RS EE Vil R, BRUEN T, RS 514/ UDP A£450 2% H k.
WP IEE  (nfiE, SR R HE IDUER . 516 1), WAk TCP Tl & 4 1 1470,

SE1 EHREG EH>ERE.

$R2 HiiFEEE (Audit Log).

$1E3 MIGEKBERZEF R HE (Send Audit Log to Syslog) s i bk 2 B A (Enabled).
PB4 LU FBAUEH T RESI RS H SR H &

il 15 AR

JORBCETN | BEAAFZHGERPOSHEEUREHE, HA R & kS L.
* JSON - R%¢ H kA HE e B 5 o5 R el 2

* APL- RGH G AHE TSR0 B 3 b Pl 22 5 (1) APL

* 7 - RARECE B SO {5 S EA BT A R H S

Host K wlikx H R RE BN R 40 H B RS 23 TP Hu b 558 4 BRE 20K 32 v DL
PMRGHETEN, LLES 0.

iR

DN TR G AE A TLS Y, A fefie 2 R HE L.

Wit QBT RS
WA ARG H BRI KB B, e
FeE TH R

HPE R GEH & VR IR ™
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R B %

H

$IES

$IE6

LB

pakasntnz e rss

£ 15 BA
b2 FAE AR H ARG H &S I brid.

S AR B RIANE,  DURAR D 7 % SRS FA SR B R S H S
HE, BIansfPROUER .

B, SR EAE RO B ARG H AT 8% H S0 % Z AR A rrovve, AR 7B

Hi%i N\ FMC-AUDIT-LOG o

(A3 BN R G H GRS 2 (TP ME S A%, i i MK A K B ERSS 25,
ARG RILLN N EHEAL LU AIE R GE H GRS 28 5 Al 1 1a) «
1. ICMP [BIVidsk

2. 443 F1 80 & 1 _F i) TCP SYN

w

ICMP I} [a) 2k 2 i)

>

BEM L A TCP SYN

R L MRS H SRS A AL T A — B, IAER] ARP A2 ICMP.

RGBT RS AL R
MiHRTE (Save).

S ik imE| HTTP AR 55 25

WA eI RE, B2 1% DL A R A% H ARl sk I& 3] HTTP IRk 45 s

Date Time Host [Tag] Sender: User Name@User IP, Subsystem, Action

,%1\*, AH L IR AR ERLAA BRAL TS5 N B RTE ARG Z AT, ARAE Bk A4 RAE A% H S B
Z Tl

filan, WERIRENSICA rromac, W A% H 20 BBl v e s

Mar 01 14:45:24 localhost [FROMMC] Dev-MC7000: admin@l10.1.1.2, Operations > Monitoring,

Page View

FHIGZ Al
R AENS 5 HTTP IRSSavilifs . o, RYMEIE; WS HiZHE IDIE , 26 16 U,

RG> RE.
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PR 2 pidi¥iz A (Audit Log).

L3 i, AERRIE (Tag) FBH, MAESHE - EERRtsidaik. fla, WREEAREFEZAEL
K ATAN N FroMve,  TETE BTN FROMMC

$IE 4 NIEHERBEERZES HTTP RS 28 (Send Audit LogtoHTTP Server) #7414 ik #% /3 A (Enabled).

$IBE ERIXTZAY URL (URL to Post Audit) 7B, 48 BH T RIEH 45 S URL. A\ S5k
Wr R~ %1 HTTP POST 28 & 1 W Wi F2 FeAH 5 M ) URL:

® subsystem

® actor

event type

® message

® action_source ip

action_destination_ip
® result

® time

s tag (WIRCEN; ESHH 3 )
xR

LAVPINE KR, WA HTTPS URL. H 1A% UL 2SN URL A BES 52 M R GETERE

B 6 LHRTF (Save).

Hix H & IDIEF

UM A = 24 (TLS) EBLRY & H L FIZEAE i H G g #8  JH idfs .

ERimiEH (FE)

AERGE 2 A R (CSR) , B HAEZGE MU (CA) HATE4, RIGKEAUET AR &
Bty B THARSGRCE: SKPUFHHP.OM O ENHEZHERE bt , 55 17 70 f K
1 H B uiE 5 S NEFE L, 5 18 T,

AR EIER (AL

N TR A, AT O RO AL H SRS A < R T A L S SeIE . Ak, N2
—ANEZMEBMAFIER (CRL) « IR % H &G BRI L CRL H 41 H 1 i A5 TE 15 19
5575 o

Cisco Secure Firewall 32 57 LA o] X 514wt MU (DER) k% %6 i) CRL. iR, IXUEE RGH THAE
B BRI Web LI 1) HTTPS %7 SiiE 45 (K AH 7] CRL.

B 7am=E



| zaEE
waitcmaEnas ]

ARG E: w7 2B % H SRS aE1S . 2 19 0,

ZEMWERELEE

OB % S AL 5 Y HTTP RS54 ol R 4 H G g5 a,  w] LU HIAL = 22 4 (TLS) ik
DR 8 B by IR 55 5 1) ARTELIE o S 2500 B0 % I REAS BE A A M (K% P il A5
FiaZ |l

WS T S IDUET , 5516 50, 7T I8 7 s AR 55 25 1E 15 5

P A B H L PRI 382 1% e 1S -
a) REUFHIHOM S I AL H A% P w5 17 UL
WHE R G5 DRSS bR U BN B O A2 RE 128 44145 K (CSR).
H CSR #2752 2N AT { AT FUE R MU A LAE (CA) BAIE KA 4 )% ) il 45

ISR A E ARy AN H RS IR S5 s Z R 5 AN LB G 6, 244 2 e B 1) CA b2 T
AR IR S5 ST 2544 CA HH IR

b) WCENEBMUEHUGEA FRET S, KSR B FOm . W2 R H SR aniE e
B, 5 18 Tl

555%%2 LRSS s L [ (VA5 T8, DA A% 4 )= 22 42 (TLS) BB o AR B S A3 Bk
2 it T R R H S IR G5 A e, 26 19 0t

PRI BB HGT WR AT R A
WS IR A NSRBI R g 1S, 5 13 ek i iz HUE AR M 2 HTTP Ijg54s » 55 15 0.

FNEER O ERENHFEZHER PiRIED

|

\~I

ERRD BB FER SE R T R & B B AN . ToiE N B B O AT AT 55

ZY:E Rl Base-64 Zifit [t PEM ¥ 2 03E i/ sk 2541 .

FHiaZ |l
CAERUR LA
« Jfitrgcdr, TEAEH AR A HAE IIE-E MU LA (CA) 28 1S .

I zgRE I



7oA |

B semazspmirasagEho

o I SRR T A B A A A% H RS S5 ds Z IRIEAT AR S Ik, WU [R]— UEAS AUA A LR i 23 [ i
BB ) e A MR S5 AR 1S

EHARG A >ERE.

M BEIES (Audit Log Certificate)

riii Generate New CSR.

HERMEX B (BFEREG) (Country Name [two-letter code]) 7B H i A Bl 5/ H X A o
ERIBRX/EFET (State or Province) 7Bt N 44/ 16 X/ EEE T M 465
X T (Locality or City).

7E£B 4R (Organization) i AL 44K .

i NERER BT (BRIT) 4K

TE2AF % (Common Name) Bt s A\ B2 A Foaf sRUFE 0 IR I 4548 11 56 42 B e 1l 4
pEib

WA M4 F0 DNS FHLAAAIEED, D057 k% & 00k 0.

MHHE K (Generate).

A FHSCAR G B2 1 T8 I 2 3 S0

SRREFIE R P B3N SCA S (f1$5 BEGIN CERTIFICATE REQUEST A END CERTIFICATE REQUEST{T)
SR ARG I 380 AN 1 SOAR S A

FZ SN FIAF N clientname.csry, HHY, clientname J& VIR FIE 15 5 2 I 4 FK

miili Closes

PTG AEE AL

F"\

R AT VEBCE T, 2 A IR A A
FHIEZ Al

o BRIUE BEAOL I A B I H A H S5 S e 56 17 0L
TR IEAE SRR IR & B O ) DA R TS

B 7am=E



| rgmE
szaymegasnssrs 1

* WA G A A WU SR IGEAT RN T (R CA, T HER LR A L E I EE (B .
R P ETS ) CA 5 2 BE B AR TP RIIE S ) CA A Z5TAH [l .

SE PO b, BHRSG D >RE.

$IE2 LdEZAEIES (Audit Log Certificate) .

$1E3 SIS NEZEPIRIER (Import Audit Client Certificate).

WA (R AR AT IR Pl S, SHEEASCAR, A4 secin cerriFIcaTE Fl END CERTIFICATE
1To B SCAR NG 21 % FimiE$ (Client Certificate) 7Bt .

WIS B AR, ETT PR SO R AN SO, f045 BEGIN RSA PRIVATE KEY FHl END RSA PRIVATE
KEY 1T o R SCARE NG 2 FASR (Private Key) 7Bt

W6 FTTHARAT I i h ey, SHEEA SR, R EH IS I 2IE 4% (Certificate Chain) “FB .

PRI HHRTE (Save).

FEAVHIHZHERS SF[/IES
YA HPEFI AT AT (DER) H6 505\ CRL KR 1 b2 Fl 5 05 B 15,

)

AR WIRERH CRL BAEIETS, ARG AR CRL SRIGAE o % H & AR 55 3 AE TR TRk &
F1 Web 5528 2 [8] 1) HTTP &2 009E P

| o

ERRI EOCVAAE m ] I s & B Ly BT IR R .

Fri&Z 8l
o TATTE E S EAE B OAEAE T AP (CRL) BJEH, MRUETAR AR S0 H
H&E IDUET , % 16 Tl
o MR AR Z A&, B 17 TR RRE R OZ AR 5 | B R BRI SN R P uhE T .

S IO L, ERRG D >BRE.
PE2 suliFEizBEIES (Audit Log Certificate).

I zgRE I
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BEANM S A SRS D

PR3 LML R AR B H S 2 e it U R B AN 55 &, T B TLS.

JA I TLS I8, A& H A% b (i B0 B0 UE MR 25 SR IE S o DR IR S A UE B I UE R DI
Pt ARG A R R A S iy o 6T MBS UE R R, A28 A2 LA R 451

o P ARG H B IR SS 2% DOBIE 5 R 12 20 % F i o
o VIR (D) CA UET5 LIS IE IR 55 #%40E 1 -
o BLHE SN P IR IEB I SN CA I,

s WM CA BB CA, NSRRI CA, REFHMMNE CA (] CA) B4
CA, KILEHE,

TR A WEREAA B v iR MR 55 s B S AT S I0E, (HAEUESS thF)— CA MUA N 32 Mt 55 FUE 15
(AHERE) -
a) UM B A ESMLIE.
EEERW
T R 25 2 OB (5 A2 i, T AN A AR ) S o

b) s RTFIFBET T R R
PR (k) TOERHA% H SRS e i & e IR, T+ BREESHEIE.

EEEW
SR TLS i, BRBEESRIEIE L4 E .

JA AR S IR, R H B b (B B0 208 2% ) e 5 A0k B R 48 H S IR Ss a2 A T HAIE -
o A 5 AR G S R 55 A R I 25 il P25 44 1) CA TR CA GIEAS . A 4% /™ e A5 Bk Fe 2l
W, EERA SR R ICRAE R, A AL LR S A

o BCE ARG H GRS A% LA 25 ) s 2 FRIAIE S o

o ININERIEFN ARG H GRS 2 P b o 1ZEH 20 258 240 H GRS 85 B IR Ss 23E 1
] CA %28,

TR
TEAE AR B S 00K o H G AR 2 R 4 H B IR SS#%, TERTRABHE] PRCS#S #&20, A&
PKCS#1 ¥ A H LU 247 % PKCS#1 #4840 PKCS#8 #& 2

openssl pkcs8 -topk8 -inform PEM -outform PEM
-nocrypt —-in PKCS1 key file name -out PKCS8 key filename

HIB6 (W3R ARG RS EET, AT N PR,
a) B CRL #£H.
BEEE
kb BRBESHEIE ZEER, 744 BRIk, B2, 480 TLS ®min, B
CRL EBY Y30 A& . CRL F T ARG 28 UE I UE, AT F T8 FH % 5 s e 1 56 3F i AH B 5

AT

B 7am=E



| rgmE
sggmasrwakAEsrmEs I

Ja HARE CRL 2 A & Frm e — N RIME S, DME e S8 (R4 CRLE{CRL. CRL H¥ Mk
s iE BIUE, b, W3Sk H CA 1 CRL 48 EIF RS 4 1E P 28k CA Ay, WEIES
PN

b) HAPA CRL SCAEIA % URL JF A5 An CRL (Add CRL).
HEE UL PR 25 4 CRL.
¢) MidiRl#E CRL (Refresh CRL) LA FRE M URL MN# 2417 CRL.

TR T RAULRGE ST QU R S e A5 R ) UE A AR MU AR S (AT R 25 2R IES
T8 HdifRTF (Save).

T—¥ it a
CAE) BEE CRL TURT MR . 1525 BN EHE PRI 5156 P

EFEERL ERHEZHEEEFiRIES

HBEBR ARG M B I d A% H S5 P e o 78 B ml X, HBEFETR B0 S84k 128
ikt

ST BHRG GH > BE.
$®2 EZBRIES (Audit Log Certificate).

s H
BAT
LS P 34T I B SO IR E IR & B I A 2 i 1 b e, A LUK RGEAD & Dl i s kG o0

224 /NI AT (0 SE I VEARAR T o RE P ORAF RS R GUIO G B U, b A R . B
SO R S X LR N5 R, USRI 0T AR 40 B A B 4 22

PA R 7 el 2 s SE S R e s B B P 808, SR HLAH ARG A S O A ORI e W
RAP 2 RS BC R, R S A% I TR 51 R AN [ SRR 22, Sl PR S S S 81

TLVER T 2% 24 /NN N BT AR SE 2

I zgRE I


management-center-admin-76_chapter16.pdf#nameddest=unique_111

7oA |
B z===xaw

Fic & 5 o0 T

Fi&Z 8
o B E ML AR S, DR 25 24 NI RGEHEAT IO SO AR A IR LE . A ORVEAIE R, S
B B S 4k W URTE il . 55 28 T

Uk
SB1 ERRG 3H > BE.
P2 AHERIAT.
IR 3 kB RS IEE.
S 4 NISITETE (Timeto Run) #7413 Hik B85 28 R G0 R A H B o 1 435 1 H AR )
$IE 5 LR (Email to) 7 BErh i A BB A Hudl .
7
FEMIsAG LS, A E A% E—3R S (Resend Last Report) LA e 24 Ak 3% 55— o 5 5 i 4
A R
FE6 IR BTN, kP A EIRELE (Include Policy Configuration) & ZEHE .
LB WREAS L 24 /N RHATRIPT A N, W B IRTEE R BUA 18R (Show Full ChangeHistory)
SLIEHE
$IE8 LUHRTE (Save).
i PSE S
A A% H SR A B
BRI

BIEREEECE (IncludePolicy Configuration) 32 1 F 142 il 5 4t 2 15 75 5 e i 17 4 35 Hh AL 5 S ms 5 24
WK XAHXS V) SIS . A HEIG . RGETRME . BT IR0 RIS R 0 2 I SRS 1) B e 2R
ARIEPAZIEI, A A S W AT o] SR 1 T 5 B NG - A B o

RREEEXH 2R (Show Full Change History) 3535 F 145 1 22 4e & 75 76 58 Sei 5 4R w5 vh A 3o
2224 /NI N R AR IR TR SE SO E Sk . W ARIE PR T, R AN B R RN 1 B R A AL

\)

AR O RS ANELAR S S S e i R A B

B 7am=E
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| 7gEE

G
18

g

sEgr [

A SRS P A A S B TG B S SR, LA A B B O B REAT A A R R A U At
IRV e Rl Sl G B2 R

JA ] “ASHHAS 7 (Change Management) I, ZZi2nf T8 (B Pty R mBse fhs, JH4
&1 T {E%#2 (Change Management Workflow) Vs %] B4 (35) S5, FH 0] DUd X ey gk 4
B

HRVELIME B, 15 H (Cisco Secure Firewall Management Center 3450 & fq g ) FHIK) “ AR FE A B
—2,

i R (W > BB U b, ETDREL FRE. SiRTE (Save) fAFH L.

- BREEE (Enable Change Management) - 3T JT bt #URTBE SO 2 TARGERE . SR e, b
OB HE ST P A R B4 BE G P B S B
FEEZIIRE, GG ROZIE I, SAE AR B, AN BT T A R . TETR AR
ARG, WARAEATI R AL T AT o CRTINEY . COIEAE B “RR LT RS,

s FEFEHRKE - LHAENIRE R, AT 2/ P D . BRUMEDY 1, EAEA
i ALY S AL . T AT LA S W L 7 o e

A

AR U SO R MDA, O SR NSO, W DA
ALT “HEATHRT . CEIRHHE” . CCiRgs” BOCRpE LT RZS. HE
LS e PR R A N B, b M B S T AT R

* BRE B RRFREEAT 8- O) B CLAtLHE K S R R KL, VY 1-100 Ko BRMEN 5 Ko

 BRFIBAN (VIR -H N BRILE TSR B & Heht A MECF b A4 D6 S B I N R AR
B, WA REIE T Ak,

X T BACATHIBT KB B Ly, ANy BRI . AR, VE AR R AN R A R G
3B

#iE

AU ARG R PR AR SO B QR IEAESAAT BU MEATERAT, W 2580 A58 iR
AR BOXEREE: F 0/ A/ WS THG Flexconfigif#ys BL&IEM:: wiml Tk
T GBI, rPEDI e, ARRFQIEE. MR, PR ZeiE. ASINERINBRTS AL EPM BTN .

SO SO REIN, JoVRBUE Vs M RISk . W AR CB0E, WSS R BUE BRI, RIE A RER
MR s fE

zgRE I


http://www.cisco.com/go/firepower-config

FHEE |
B onsz=

DNS £ 75

AT LLRE R GERCE N 7E SRR DU L A Sh# T 1P Mok o 38T LY 1 % AT I DNS 2470 B S AN
PE. FLE DNS A7) DL 2 Aok (6 1P Mk, i E R HATHIA Ak . IXRE, 5 H TP btk
(RN TR R A b9 1S S C IR TAZS LY

fiiE DNS ZEEMH

DNS fif T2 A7 24 X A RGN BCE, e SCVERT LRI HTIL () DNS 243472247 .

S GRS GH>EE.
$IE 2 ritti DNS£E7F (DNS Cache).
$I12 3 M DNS #7477 (DNS Resolution Caching) T4zl &, ®#ELL Rz —:

« 28 H (Enabled) - 3 HZE 17 .
« B2 [ (Disabled) - 251 224

$IR 4 7F DNSEFBE (Lo k8440 (DNS Cache Timeout [in minutes]) ‘7B, %A DNS 4% HZER
TG 2 TR B 1 7 9 A T AR I o

BRINBCE N 300 20588 (5 /8D
PIR5 iR TF (Save).

AXER
i B AL I R

125 1l TED AR

P RSO I A A PR A 2 A RGOS MR EERL I s R P2 SO i N, TR G R 4
AN AR o RGERCE T A TI0E SCHE BRI A F -

T AR E Ry, DUMEAEREHIEARC B R T “ B SO #E.
AR ERM
KT AR

B 7am=E
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| 7aEE
sRenEmnassnng ]

& = HIE AR BT B E X 57 thi

AR “ FE XMt (Custom Analysis) P HITARAF, MG SR K w] 0 ) G el SR X B0
RIR o

ST RHRG CH>BE.

P2 fiHZHIE4R (Dashboard).

$B3 kB A B ENX 4 (Enable Custom Analysis Widgets) & ZEHE LA e ¥ “ B s Xy
Hr” (Custom Analysis) #4444 Jin 2142 ] AR .

PIE4 iR TFE (Save).

AXERM
AR

*

HIEE
PR AR, RO @ MR B BRI N A . R, IO, e EIREL
Paak URL bye$ds. X TAEREHEASEA, v ieE PO BB IREE 8 MRS
HIEAT 2830 S HGEB I i 2SR e B ) A B PR AR R S s e . 4R iR, MO 2R 5 = PR 1 i
BN AL B AR . ] DOE A R S BT IR A S . X TR AR, mT DA2A
HAZETBE .
BHTRIMR AL, EEHEAEESS. (TR, FRCEK 6.6.0+ 91, AEELLXFN T T shihks
EEE . D BT LLFE A E S0 B B A A

Fic & 201E FE 4 PR

FiaZ |l

o LSS EAE N S B OB P e I R SR I B R AT A, DU A SRS B R R A5 A, T S
BB 4R EHLAEEN AL, 55 28 T,

S RHRERK > BE.
$IR 2 L EIEREE (Database).
P33 W TEANEEEE, TN B E R AR .

I zgRE I
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B soresers

A SRAFA B P v Y Al SR R B

7oA |

THZ BRI, 5 26 UG,

$IB4 0, (FEIEIEEHE M (Data Pruning Notification Address) 7B, i N 5205016 81738 %0 11 s

Fishik.

PIR5 iR TF (Save).

#5478 e 5 14 PR
NERBHAEEAS BB O ARG IR R SRS A S I N R KB
& 2 BRI IR
E Y Sil) LR TR
N2 1000 J5 CEHEEHL R 10,000
3000 Jj (B HEHLM000, 5 FE AR 1600)
6000 Jj (& H 002500, 45 FEFR002600),
FMCy 300)
342 (EF 04500, 8 FE FRL4600)
412 (EHH.04700)
RINFAF: 1000 Jj (EFEAL HEP) 0 (ZERIA76E)
2000 J3 (& BEHP4002500, 5 B 022600,
B 04500, B HE 04600, UL
4700, FMCv 300)
AT 5000 Jj (& HEEHL KAL) 0 CZEFAEAD
AR R 112 (& FLAF0 1000, B FEFL600) | WK A EZEEHE (Maximum

342 (& FRHH2500, F B HR2600,
FMCv 300)

10 12 (B FL 004500, 55 B A 004600, 75
FEHR04700)

BRI 2B e F L AR R
il P 1) KB SRAS R I PR
il o

Connection Events) {5 & A%, WIE
e ee. N2 ARG A HE
PECHR I E B AR 2 At e
7N

EE
T BREZRES BE N F LR
B R ae S E LSO AT IE R A

A RIEBEE X TR0, W2
e
IRLEBLE AT MERAN 2L

B 7am=E



| 7gEE

wormsers [

FeER

LBR

TBR

ERA . QLRE
s )

5000 J5 (& HHO R
142 (& B0 1000, 5 B0 1600)

342 (& L2500, B B HR2600,
FMCv 300)

10 12 (& HLH.004500, 55 B A0 4600, 1
BEHR4700)

0 CZEHIAL76)

KIEFAMEH 100 J7 GEFEHL Virtual) —A
allow St 200 )1 (5 H1.02500, 5 FE 02600,
B PR L04500, 8 FE L4600, B L
4700, FMCyv 300)
A A 1000 Jj (&30 Virtual) 10,000
200 Jj (& B rRA2500, 45 B 1002600,
ERLM500, 8 FE 600, B AL
4700, FMCv 300)
A A 1000 J3 (EFHE O JEFL) 0 (ZERIA76E)
200 J3 (& 002500, 55 HE 002600,
B A4500, B B A004600, B BE AL
4700, FMCv 300)
BATIRGLEAT 100 Jj 0 (A7)
R ATE 100,000 —
ANRBORZS A 1000 J7 —A
SOV BN ZEEEI 5 | 30 KA Sl 5 (N OTE RS
Ehe
H &8 (1000 17 —A
)
F s ({1000 7 —
)
N FNBEH | 100 J7 —A
Al

bR H S Hdhs
%

1000 J3

0 (B

zgRE I
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B =rusEm

RAIMIE
EHLO WS AR E (Maximum flow rate) (SRR {HAE https:/www.cisco.com/c/en/

us/products/collateral/security/firesight-management-center/datasheet-c78-736775.html?cachemode=refresh

[ H Oy Bl 1 T & A& (Platform Specifications) #7> FH R &

WAKE T & AT I RRERBH AR EANEY, WAL ZEREE. M SCIFRRE R
WRI A TN B B Ry IR R R KU

U7 Beh BAEATAE R E A & P EOR Ir A S F T AR K .
IEAVINTTR RN | R S AR N AN N

FEL - Ha 14 88 N

WEREPAT LUR A, TSP E IR AF L
o MM AIETE T AT R
o I IBAE A IEAT FRTE AT 55 AR 5
o LB ACIR B AR T R
o W A A A N Ak
o RRHPEA T AL S bR ORIRFHFER, ARG ERAEIPIRDLF .

BCEHEPEIE AN, T A ARG A 4k L2 18] (TR B BN vk, I Al AR w B A Ak 55
AR AL YU e . OB S, W AR

Fic B AR5 Fp 4% = 41 F0j8 SNt it

$E1 UREG 3H>EE.
#$18 2 55 Email Notification.
123 (EEbE Rk 4] (Mail Relay Host) 7B, i AN ZAL T R BB AR 45 28 1 ML A4 B 1P Sk . B (R B
1 TR LA A VE B ATV 1)
$IB 4 Eig S (Port Number) 7B, i H AR AR 55 2% LA F (1) 1145
R PR S 1A
* 25, M)
* 465, {fiH SSLv3 i

* 587, fFiH TLS B

B 7am=E


https://www.cisco.com/c/en/us/products/collateral/security/firesight-management-center/datasheet-c78-736775.html?cachemode=refresh
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| 7aEE

$IE5

$IE9

sasgrimie

EINEE 75 3% (Encryption Method) ARk £ Frnss J k.
* TLS- Al AR50 2 224 I i A5
* SSLV3 - ffi 2 BB R #8815 .
* ¢ (None) - FeiF A= 3m 1 .

BEG AN A IR 55 2% 1) PRI 365 308 475 AN SR AT UEAS Bl

fEIR ML (From Address) 7B, it A\ SOR H A 8 00 i1 JE PRSI AR s bk F) A s AT bk

o, BRI BN IRSS As IR O T A4 A E Y, TR FHE R B 3IE (Use Authentication). 7t
R R # (Username) 7B A 4. (L% (Password) 7 BUH A A # 5.

EEAG I U R B R 55 2% AAZ DR A, 1 ok s B 44 Bl 55 2% 1 & (Test Maail Server Settings).
ARG AALTA 5510 Bon— 20 R DRI 15 D) .
iR E (Save).

MR AL 77 i)

ST LOCRE A5 B rp LG B SCVR SR =5 R S SO PR AT R BV IR o SRR, 4T DO I BL M AR
75 28 FH SQL ok i i Ko 14 «

o APNLFRUERR S T (fl40, Actuate BIRT. JasperSoft iReport 5% Crystal Reports)

o HABATAT SCRF JDBC SSL 2 4R 5 M - (AR B 5E VDD

o JMRHR LI A 44T Java N, 44 RunQuery, 7 BAAS By 502 47 0 H T 3K HU — 25 (1 LA 5

v CHOERES

T PO Y RS E JE B PRI, O fovrik e LA AR PRV AR . T
TR FRA T B Ui )
AU N R S LR TR

* RunQuery X/ ERHR AL Hd PR A TR

* InstallCert T H, W] JH T~ AEEV; il (¥ 45 F bty Ky R A2 SSL IS

o T B AU R I A 254 T 1) TDBC 3K AR

AT RAE Y 2800 Hh ) HORIC B8 17 U5 ) 145 S 11525 (Cisco Secure Firewall 2 o Bicdis 42
ViR .

zgRE I
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B =axsrEwsamsa

J& B 33 £z BE i S aR 7 18]

ST RHRG CH>BE.

FIE2 i SMERELHE i i8] (External Database Access).

HIE3 kb R IFINEREREEE 5] (Allow External Database Access) & i HE .

PR 4 (AR EEEHE (Server Hostname) 7Bt rH i AAH N M . KR HE 28 =7 S BEK,  Bbfi o] DL 457 81
UL 5E AR 2 344 (FQDN). TPv4 Hihik ok 1Pve Hhdik.

TR
FE B AT PR, DRSO SR TR B e BATAE B A T S5 A PR 4R £
5|

/o

$I®5 s Client JDBC Driver 551/ Download J-4% i W #4378 P8 client . zip AT,

P LAl AP S INEE U AR, 1 AR ENL. S, FEFR B S RN IP
Hodb B .

IR TE Ptk (IP Address) 7B, fiA 1P Huhk sl yE 5 any .

P8 riiiiin (Add).

FIE9 LHHRTE (Save).

R

AR Dy B IRORAF IR B, TR (Refresh)

X EM
Firepower R4 IP Huht2 &

HTTPS iE$

B 7am=E

i 2 iy )2 (SSL) -5, BB L AT LAFE R GUM Web I NL4% A - I i8iE . Pr Bk
i B AR BE P ERIAE TS, AHILANIE AR 42 BRS04 BOUE B AR AL (CA) T ALK CA ZE R, PRI,
25 RS FR ) I A RN AL BUA RS AR (0 CA B84 1K) 1 E SGIEF

AR EHHEPOICER 4096 7 HTTPS UE 1. a5 45 B b Cod A AR 15 2 38 ik K T~ 4096 47 1 28 JL IR 45 4 2%
A, WK T8 sk B F 0 Web L. R I BLIISOL, 156 R R} TAC,

ER BP0 REST APLASSZE: HTTPS iF 1.
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| 7gEE

ZXIA HTTPS AR S5 28k H

gtik irTes e s I

U A P BB SRR BRIA IR S5 2SIE A5, 15 AN EDR AR SENC BN 73 5O 2 HTTPS %5 ) S ik 5 LA
Vilal Web Ftifin, UM BRAIR 5 85I 0T AR 25 5 P i 1 CA 255 .

FRVMR 55 045 (0 A iy FTHR ok TR R A2 i 1] . AR BRI SS aiE 5 20 0], T R4t

GH>BE>HTTPSIES.

THERL, K Cisco Secure Firewall #A4-FH26 al LA HBhEETTIE . HREMNE R, 1ESHIFE Cisco

Secure Firewall K47 Vi o

fE B HEL b, AT LAE BRGE (35 > B E > HTTPSIEF Ui ELLITERIAE .

B E X HTTPS AR 555 kB

T LU T A2 B AR Web S IR P R Se s SRS AL R0 5 B AR IR 95 SR UE 5T oK o W R 22T
2 D A5 A (8 Y FRE S AUA A LR (CA), - Wl BUAE I ZA SR IEAS BEAT 2658 o S8 vl LU A= Rl ) 37
SRR FUETS UL LU KRGS #ETS o SRAFUEBWUR NG (CA) IR AZAET 5, 0] LU N AZIE

15

HTTPS AR 5525 EH E K

i ] HTTPS iE T4 Web " 221 Cisco Secure Firewall 1 %% Web FL1H1 2 [A] (G4, 45048 FH 4
& HIEM X.509 A FISERE I S ATIE BT 4128 (CRL) BLE A (RFC 5280) L. M4
RS AAE T SN, WHAZE PR S ZndE A 3 (X509 v3) , WRGSIELZIET .

FE N HTTPS S5 UEF 2/, iR & U 7B

ERFE

1t AR

FRA

Gt FRIUETS I RRCAS o AL RRCAS 30 15251 RFC
5280, #34.1.2.1 7,

L2l

HIA R CA 70 ECAE ) IE 35 Uk & AP 41
SHME—ARRIE T . TE 2 RFC 5280, 5 4.1.2.2
R

CA H T222E B I FEIRRIRRT . Al
signatureAlgorithm “FBULIL . 1152 RFC 5280,
541237,

PR B 25 38 RN 28 R AE I SE4A . 1521 RFC 5280,
41247,

AR

CA TRAEHIG 4P AT SR 1045 S 1) 1R B o
1524 RFC 5280, 5 4.1.2.5 15,
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EBFE 15 AR

& PRV A7 70 Al FH 2 A B 5 B I A B ORI IR 5K
Ry IMUEX.S00R] 34 FK (DN) o 1S [H
RFC 5280, %£4.1.2.6

i FH & AT ik 24 R TEPAR H 42 A 1P Hbhik . Al FH & ATk 4 AR AE
RFC 5280, % 4.2.1.6 TirsE X,
WMRAIFHEH T2 A 1P sk, AT s i
B

XN B W SRR RS . 1§24 RFC 5280,
4.12.7 15,

BB PR IRTT PO 5 T2 BE T AL 6 R A B G

. 1% RFC 5280, %5 4.2.1.1 Y.

LR PIRRIRTT

PP — PRI SR E AL k. 1ES
[%] RFC 5280, 2 4.2.1.2 7,

YL H]

S SGIEP PSR =AM & . 1520 RFC
5280, #4.2.1.3 74,

S PR

e UE B E A A CA, PLAFHEIEIE S 1 5
KIGUFINIE AR IRIE . 1527 RFC 5280,
42.1.97%, XIT Cisco Secure Firewall ¥ £ H i FH
IR A5 uE+, 5] 4% ca: Fanse.

PRSP

TR B ¥R R A& A
BRI CVAE AP — Ak &
%% RFC 5280, 5 4.2.1.12 1. iHH{ESAT]
FHVEAR 25 2R UE T AETS

signatureAlgorithm

CA F T XHE R4 SRR, 5%
£ FBEUUEL . 355 % REC 5280, 25 4.1.1.2 7.

signatureValue

254, 50 RFC 5280, 45 4.1.1.3 7,

HTTPS &= FimiE$H
8 nT LI 2 7 v X 08 2 IE T A 7 D E K BRI AT Firepower R4¢ Web IR #1051l g FH A P HIE TS
INF, 2% R 55 2 oA A FH P D30 B 2 5 P i A £ 1A A P A o e FH P e S A 20 HH AR I
F5 AR Y[R — AN AEUE B AR A A A e 3 Y248 TRV AE LA AT &0 T inZk Web St :

 FPHAE A R SR ROIE R A

o AR ST A IR B A UE A AN Hh 22 T 55 A U AR A AU A ko

B 7am=E
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https://tools.ietf.org/html/rfc5280#section-4.2.1.3
https://tools.ietf.org/html/rfc5280#section-4.2.1.3
https://tools.ietf.org/html/rfc5280#section-4.2.1.9
https://tools.ietf.org/html/rfc5280#section-4.2.1.9
https://tools.ietf.org/html/rfc5280#section-4.2.1.12
https://tools.ietf.org/html/rfc5280#section-4.1.1.2
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o P AR S s FP PR KR AN i e & B (P8 R I TE S TR LA A 1t

LEIOUEZE ) i WG UE 1S, VR R GEC B A ALl 1R P (OCSP) BN & — >l 2 AMIE 154
5% (CRL). i/l OCSP, = Web 55 a3 # EERITRIN, "B SUE-EMUANMREA T, Ll
FEENT IR Z RN ) Sl AT 2 e W SRR IR 55 A P B gk — sl 4> CRL, U Web JIR 5%
SRR i CRL H F 8K 2 il REA T B . W SR AT IEHEAE CRL 414 A IE
FSHUEAS, TR JC N2 Web F i

)

AR WEREFHE N CRL BUEiE T, MR GE A A R CRL B R 7 7 i i Y Ak P A o A% H SR 55 2
EF5.

T E Y a7 HTTPS FRE 25 EH

$E1 kERG GH>WE.
$1B2 i HTTPS Certificate.

A B HTTPS BR 5523 E P &F 215k

W BEAE AR AN A BN 2 ST 0 CA B4 HET, WMl 122 00%E 3 Web FHIRIET, o) W 2%

R UAES.

UESREA TR (CSR) X AR IE A (1 e 2 ME— K. VA MR B8 2 A e /Bl CSR. B
RPTA B A TR, HIATEBEMA LU NME: CN 421, ADURLL, /XL 2/ EX.
[ 5 A XA 3w IR 44

UEAST SR A % PR M Base-64 4t i) PEM #% 3.

RG> WE.
S HTTPS Certificate.
1 Generate New CSR.

TR T AR

zgRE I



zaiE |

B =rumes mssirszaEk

Generate Certificate Signing Request

Subject

Country Name (two-letter

code) us

State or Province ™
Locality or City Austin
COrganization Cisco

Organizational Unit Engineering
(Department)

Common Mame www.example.com
Subject Alternative Name

Domain Names www.example.com,www.exchange.e

IP Addresses 192.0.2.1,192.0.2.5,192.0.2.10

HERMEX B (BFEKED) (Country Name [two-letter code]) ‘7B A 5/ H X ALY o
EEIBRX/ERET (Stateor Province) 7Bt I AN/ B A X/ ELEE T M4 s -

M XS (Locality or City).

7r4B4R (Organization) A2 LK.

NHLRBAL (EFRITT) HFR.

7E2A % (Common Name) - B i A\ 2k JLa SR UE 15 1R IR 45 4 1 56 4 PR s 1 42

paib 4

L% (Common Name) B i AN S e UE 5 Hh BT Wom S8 A0 1R IR IR 45 2% (10 58 A B e 4 42 .
AHI4 5 DNS N4 ARILED, FEIE RS Bes I s il 30 5

B R TR 2 AN 44 50 TP sk e S, W 7E “AHIE rE A RR” B P AN LR B

a) HZ: FON A T AR ORI 58 A B A (A

b) 1P tehk: F A HH AT AT A4 BR ORI TP Hhudk .

riE K (Generate).

FITF— A SORGEA -

SHRIE G SR P R 3N SCAR R (fU3E BEGIN CERTIFICATE REQUEST M END CERTIFICATE REQUEST 1T)
R RG0S [ SOAR S A

B CAEYIAF N servername.csr, FiH, servername & vI-RIE FIE 15 IO IR 45 25 I 2 AR

B 7am=E
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$E15 il Close.

T—Ht 4
o WEE TR B EIE BATR LK.
BB AAEDE, WIS LG, WS S HTTPS A 2E T, 435 10,

S\ HTTPS BRZZ251EH
AR BIE P S RN ELSR BASAFRIEAT H] CA, IR A GRS — N IE P48 (HHEPEE) .
WAAER T & ey, W RS AR UE AT A LT 4R, Wik Web Sty i) e 85 252k
W
 AE MR P imiE i E R — CA &4 .
o UE R RUE B BN RIE 1 CA B4 .

AR B SCRF 4096 A7 HTTPS UEFS . 1R 5 B rbCy AT AREFS 4 th oK T 4096 47 (K 2 L 55 4 % 9]
AR, DUMECKE TG 8 3% Cisco Secure Firewall Management Center Web Jt[i . B <K HTTPS il 155
BRI 6.0.0 FITELNE B, 15SFirepower RERATULH, FRA 6.0 1 A4 B 4.0 HTTPS iiE
PEFRIA 6.0”7 o WHHRE A B E T A HTTPS UE15 HIG7A S % 5 B0 Web FtIH, 15 IR SCREY
o

FHIa Z Al
< AERGIF B RER: ISR HTTPS IS5 2iE DA 2 iEk . 55 33 L.
* # CSR 3 b A% A AR o) LG SKAE B IUEB AU BN, i3] CSR R A AT .
* FEB TS HTTPS RS #HUEHESK , 5 31 5Uh Ik 2k .

$IB1 RHRERG (> BE.
$£1® 2 il HTTPS Certificate.
$E3 LTSN HTTPSIER.

TR
Toi 5 NN 1) HTTPS E15.

I zgRE I
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B ==sseoumes 2riies

LB A AESUARGEMS P RS AUET, ZHEEASCAYE (345 BEcIN cERTIFICATE Fl END CERTIFICATE
1) o B SCARE I EIBR 55 88 P (Server Certificate) Tt .
WIBS T B AL FASA I T8 A Bl 1528 44 SR 1) 7 =
« W HHHH Cisco Secure Firewall Management Center Web F 11 42 i iIE 1525 441/ 3Kk (2 HTTPS
MREEZUE PR, 55 33 ) , MAKCHREEY, BILwELEA.
o St oAl O AR BGIE AR A TGS, WA R R B . T TR B B SO I A i 3
ANCAHL, {45 BEGIN RSA PRIVATE KEY A END RSA PRIVATE KEY 17. HF I SCAKE NG 2FASE (Private
Key) 7B

W6 ST E T, HEEA SO, SRR I i 2IEF 4% (CertificateChain) FBt .
RIEARIETS, 1EE AR bAL . an SR e, EH RIS RARIE S N 7. WA EE T,
HHHEA AR, FE BEGIN CERTIFICATE fll END CERTIFICATE 7.

FET HHRTE (Save).

EHEH YA HTTPS & P isiE+H
AFF FH SRR P ] RO R 2 A B L Web ST PR PR . REESCEHETH OCSP sl LARR AL
SRR (PEM) k% 20 S ) CRL %3iF HTTPS &/ 3 iE 15

R ERAE ] CRL, ZOORETE AR EHOH Y, ST LB RIME R 8 CRL. R4 Eon
CRL 47kl 3 o

)

AR EE R AR P TG Ui A Web FUH, NSRS R AT AN ERCE P e (BRI R s RS
] CAC) .

FHia Z |l

SANHEEH T ER AR P il B E I B AR U 2B IR S iE 1 16210 S AHTTPS
R4 asiEt , 2 35 Ui,

o DB ARG AL EE s 2P S HTTPS RS asikfh . 2 35 Ui,

FIB1 LHFERG D >RE.

12 i HTTPS Certificate.

$1B3 kB A PIKIED (EnableClient Certificates). M1 #, i A T #7512 thde B B (13
IR 4 BSFE R =Nk

W ss5EE
I
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* BH—AEZE A CRL B iF % i+, 15E# /3 A CRL 3XBX (Enable Fetching of CRL) -4k 4k
PATPIE S,
o BT OCSP B F % ) wniiE 15, 15 kPR OCSP JikiE £ L1 7,
o BEAKE AU IO IS 00 P2 P il 15, 1Bk 20 IR 8.
HIE5 WA CRL XA % URL I fidisiin CRL (Add CRL). 4 L EBBELIZ I 25 4~ CRL.
$I26 ili M CRL (Refresh CRL) LAMIEE i URL fN#% 2417 CRL.
J3 F CRL 3REX TN fig vl 6% 52 W58 CRL 13 RIMESS . dnAE 45 DA S S HT IR A% .

PERT W UEE ) il P A N E B AU, DL RS AR S A2 A I I 5 ik
PAFAEX B UGS E . (LR RIE BRI .

1B
ORAT T 27 Sk 5 B TIC I S 0 SRAE S B30 S A A P A7 ik DX A s P e A5, 25 AR
BER I Web 55 U5 ) o 57 ORA7 B0 B BT DR C 28T 200 ik i o

PR 8 miiRTF (Save).

AR EMR
P B E P 51 T 3K

ST ERIA HTTPS R 55 25EH
SR BT 6 O BT 5.

$E RBERG GH>WE.

$£1®2 i HTTPS Certificate.
AN RGN E A BRI HTTPS MRS #8310 IN, A 25 om dacsi

P3N EAHTTPSIER . (UM RSGHCE A BN HTTPS R4 23E R,  Bhik i 2 BonfEiE 13
G R EREE L. D

A (iE) EET HTTPSIERE S URHET, E£4 A28 48 LUAE G B .

FIBE T HTTPSIEBXHEHES, SR TE.

T—5Htta
T LU A HTTPS S BUIRT |- G M oA 0L 7 CL R, SRE 152 75 L 80T

I zgRE I
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Web Frifi ) Rt > BE WS MR OFEE. BRARSAT U], WP 7 Bl o Kk,

)

AR TSI A > KT Ui, RS SR ER AT A R AR

FE 1% BB

4T Ty LR WA TR B R A FR . SR T LU LA A S A%
4 FR, BRI B N A A A H o B LA .
AR T pl . o, RSk e IR XDR I, B4
INAE LA RS A e IR & (Devices) 411K H .
W T SARR, WA DM B & AR obmic o il 1, JF B s B A4
REXT BT 42 RIS B % o

P WA NAL S Z R

JFH WAMTFH T .

L/CEDTEN W& b T 2 AR AR AR

BIERSG MR B LI AT IERAE RS

BAE R G R MRT  FIE AT A E RS RA .

IPv4 Hidi BRIA (etno) EEEHEZ 11 IPv4 Hiuhik. WiR 1Pv4 B BRAL TAEHPIRES, b B
ST LR,

IPv6 Hiihil: BRIN (etno) B ELEE M) IPv6 Huhl. 4R TPve B FEAL TAEHDIRGS, B
ST LR,

I SRS MR RS LORNS . WIS RS LR TR, SR ) 44
FREARHA R o

ULReE TR TEAEAE B INAF IR Bh o BB R e AT o kg s T fexd TS bR e
L,

INEE ] y=priasi

Pl N A SRS T B 0, DA S 42 M R B 38 S B S 14

B 7am=E
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WENRREGE L
P R AW

S ERRE EH>RE.
FIE2 S NRERBEEIED (Intrusion Policy Preferences).
PR3 EATLL T ILHE:

« HXEME AT (Commentson policy change): 24 PSSR SEIG I, 326 i 5 A
DATIC B 2 45 LA R DO e BRER S5 SR AH DG IR BE 8. 7 i FH SR B8 Sy e IR 0 . AP B G ]
DABRIE VT AN 2 500 2 1 DG e SR e 114 JsL [

U O N SR T TR REDIRE, T DR E R B BN AT e b B 3 U ERAF S SRS J A 14
B, B R RN L R R

BANEEEPRENS NE#% B R (Writechangesin Intrusion Policy to audit log): #E & 1%k
HE APRE AR SIS TR SE el sk B i iz H G . BRUTEOL T, kI 2 H .

« REECMIFRAYS Snort 3 MM BYFH A& = (Retain user overridesfor deleted Snort 3rules): &1t
STIEMENTAE LSP B it A% rh SR A AT A0 7 5 Z 40 o SCMUU R B8 SO . W3 I, R4 /E LSP
SR AR A 0 R BT R e b OR B R 56 o A RO SR I, S IB A (Notifications) >
£5% (Tasks) AR B A BIAGOLT, Mk 5 .

* Talos BB ERIEN (Talos Threat Hunting Telemetry): % It &2 2 HE 1] 7814 Cisco Talos $44T
JEMBER RIS G e . RS, RASHG— AURFRR 0 BURE BN 0 31 4 ) N7 5K
W o ERAR R B R OU) ) Ak B 7 2 R TPS DU ZRALL,  {H Talos BB B B0 A B () AN
23 WoRATE L FER T . AR, SRR DRI K% B Talos HEAT 73 AT BRIAAE LT,
eI )

pEd

3

2 J5 A Cisco Success Network I,  JalBriB e N S5 4F 74 & & 3] Talos. 5% Cisco
Success Network FI A5 &, 1HS RIS & PO DL BRESL A T e da F g v 5 &
, 9T,

 GnAREE S B O CDO MK 0K 5 B VB A SRR By KO S %k 2 R
47, MER) CDO K A2l AT Security Analytics and Logging VI IE, A RERF BN E
R A4 3 Talos.

zgRE I



A LA H] Language LIHI A 19 2% S 45 & AN R TE 5

E Web ZOBES

AV DU LA 2 IV SR T AP B P B
- BEik
il

s (D
C I B
« Hifi

. Hhif

32
SE1 LHRG EH>ERE.
$122 ;i Language.
W3 EPREAEIES .
PR 4 R TF (Save).
—_
ij.fi*/ \1/1:1

T AL HE

7oA |

ADMAEH “ 8 s AE 7 (Login Banner) TUIHI A 2 4 44 B RIS H8 € 1« 8ok al 3w S S

i o

FEaT U ASCI A5 A Bl A= Qs 8 SCS kMR . AR GEANR B TIZRAT 11T SR8 S K el

FEENR, MRS R IEE Telnet 2% SSH 415 7]

B 7am=E

e R
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ez

B E X & xiElE

S GRS 3> BE.

IR 2 EFERENE (Login Banner).

$IE 3 7B ENEFRENE (Custom Login Banner) -t i N AT H 1) & B4R .
PIE4 iR TFE (Save).

AN, WO LLE MO R R, B RO BRI 2 A O, EHE . R, DNS
AR 42550 HTTP ALHE

XTEERLOEEEQ

XFgEER

BOATFOUT s B O I BN B A BT o6 o S0 W] LURHE B I PAT ARG BEE,  JF R
BRGSO 2R DS SR B B L o R A TR REVF TR AR AEAE . R AR LA
AT HAlE PRIh RE

KT WGP OMTEQME B, W20 (Cisco Secure Firewall Management Center % % it B F5 55 )
FoeFEHdaEa

FE B BRI, AR H OB Z M BEEXUW . SSLN# AE (58 A B ALl
R 18 1) 2 SR R EEUAR 73 A AN BRGAE 1) LA IR 28U B AR A B A VPO TR N, AR
FHAEH AR IR AL B

AT R BB A, ST DARAT B R A
o MCERANA A I AT Ve A O B SRS, DT BE AR e B A
© FEBL 2 BRI (K AT BB
o [ A HER IS A TR GU SN I M P HASA IR A B0

\}

AR WERIEA CDOFEA BLse, JF HAOUK A B A7 B by J T 20 H,  MDACHE 038 45 B 0y NS4 S
PO B T . Adi g -5 B HE B A AN S RE A D REAT R I T AR e AN T 8 BELER 4 CDO
B

zgRE I


http://www.cisco.com/go/firepower-config

ZuRE |
B =e:

ARSI FORIRANAR AR . P2 AL B MR RE R, AT B 0 ML 80 484 75 (R A LR TR
AR R, BLACPIAl R 2 bt B S AAE 2

T LG B BRI £l LT T
S

AR ORE FHhO 1] UL http://www.cisco.com/c/en/us/support/security/defense-center/
products-device-support-tables-list.html &b R F (%) e 25 PR 50 B v 8 2 B IS FF A BHAS AT 2 HiF 1) S L8 RRCAR (1)
WAk, AR SR RS P S A AT B D RE AN F X S U R AT R A o L8 A B Dy
Al HesdE T RIS .

fHEHT 7 B O £ EUAC B B A R A I 2 A B0 s, B s A EE L T LA ST A PR . R
PRV

* Bt A B #AT LR Bl

« AABA R LIRS,

o U g RL ATEURE .
JRBNIR AL ] B PRy B ethO BB B4 5 RIS B . WUROREESTIER:, & 22l Ak
RFRRPZ I o R R 2N B R R ) W S R A BN LR . (U,
IR R PR R L 1

R EHERRE, AL ZHEL, FHLEE/DHSMbps. BRNFN T, EHIEREMEH TCP G
8305 (Ui IR E D) o T LR B A A By Z A RCE YA BB, O T B IR
PRAVT, 450630 I kg W P 8 25 SR S G BRI B BT IR S A A

)

AR BUERREFE A 5 5B Z MM TLS-1.3 IS I 2l EE. T2 H, AT 2l
SR REIE (BT fE] VPND AT A . fldn, SR VPN KB, ORI 2 FE R,
DR SR AT TS AL P £ 2 10 PR R A2

@t FREEEND

G IFOME T eth0 42 I THIMA VL B AP BELA 10 HTTP Vil W4 EE, LU AL I TgE (ln
VER RIS

fOATT DI B oA B O . Y B E PO AERRMNE FE KR WA, IWNINE 2 & OrT DI
B ERIEAS . VT LU 1 T A BT AL . T A7 S AN BT B L T 52
IhEEs @i, Baleea s S — N EOE T UTTP FHE A9, MBS — MO TR &S 1,
ST EH, SR DT LRI ML EhEiE . &R B E A ITE NERE (ke e
T A A I |, SR BB AR IT A TR (0 Web S4f) o TT LU 45 B
Lo P A O, T AR ER S, DU AN S . S G A AT
TEMREEEREEE O, fREXGEsSHRETR, FEFERENEHRED 3

B 7am=E |
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sregmdonswgrznss ]

Kl LAg my O R PERE. i, e L EL—AS 10 TIRDUR M8 A Fe R 0 Clorin]
D FEPEEZAS 1 TIRCURM O T, Flln, Bolaes B — et HmMg B
B AR, RINE ARG FIDE R U 0] 1R P 2 1A R B L A AT DA ]
2 | [ IS ASE /R B RS 1, (LA T SO A A LV T B R I 2 b, DL S 1 1) 5 E
i), LS A 45 31 Cisco Secure Firewall Management Center F& % H i) . 52787 % 6 205 & B
TEROE R E B LR E B O, PR S R IR B O A R O . WS R e U
A AR, PEORE LR BIPR AF AOX B BB o (02, Gl (R L v B
R ST eth0 SN BBy RO BIIERE, ARG 4P 2 0 1 it A T e
(EX: NN

N

AR PHE R OISR Ui AIFR” BUE (RCEVIRAIZE . 5 11 SO HTTP & 8 0. AH
B BEABRRE A BRI HTTP Vjinl; & FIE: DR A SCRrR &8 B G R . S & al
PIED .

\}

IR (W ethO %113+ DHCP IP b HoAh A BRRE LN SR A TP Hudik.

SMEER LR SHERROX
EPS &L EARE A M e PSRNl J e o
ARG S IR B, S F R,

xRy EEPL ENEBEOR

lR= EEENO
MC1000 eth0 (EZRIA)

ethl
MC2500. MC4500 eth0 (ERIA)D

ethl

eth2

eth3
MC1600. MC2600. MC4600 eth0 C(ERIN)D

ethl

eth2

eth3

CIMC (SZFFE NMESFE . )

I zgRE I
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B zesosmeEn Fomssss

= EEENO

FMC1700. FMC2700. FMC4700 eth0 (EKIAD
ethl
eth2
eth3

CIMC (U SZFFE NESFE . )

Management Center Virtual eth0 CERIAD

EE P OEREO FRMRIRER

EEERD CRARHAE LR DD OO & th A IERE M4 . AEBcCE B0, BEEIER
R N R I TP U hE G — DB o ANREMBRUEES s L REE M SCH it

ARG F, W URE 2 AME B O BOAR ARG R0, IR DI TR E
(9 194 St ik DL R D G Jegs T AN R 4 o U SRBRIA M &% AT 2 AN, AR A T 2 S AR IR 2
Pt 1

WEREEYT R IR 2, BRSO RN B A 2 b AN i o FRATTIE UK R34 A Al
P2, DUBE G 78 (R v R, 04 I EA o 30 A B AR o ) B i 1)

\)

AR TR BRI DA B R YOE . IRE BT eth S BUIERE, RISHNF R840, B
BIBNEZE B

NAT IfiE

WA 22 M Ik B 4 (NAT) S — il o i 8 A A i M it i ik, Ll S B 20 e U H 4 TP
Mokt o NAT 5% W TS SRVEL TS IR BEAT IS . WS NAT ST 11 Beffe, 1Ak
EHL O B TR R R, (H L kS 3 (PAT) SERH . PAT SRS AE A 5 — ¥ A S TP Mkt
AR Sy 1 K5 ) A SC R 2965 X880 LR ARG 75 N A0 RCH, PRI TCIE IR 319 PAT B ihi s )
B HERE

WH, LA H H RS SR, Sl IPIE GER—/MEMEYD « BB PO S5
— AN, FRE R TP bk, AR BRI TP bk, FUR, QR L AnE b — A TP ik
O SEILES tH H IR EER) |, BB S AHEE R P i @ ME— TR NATID, LU WIinE s
MEAT, A FRIEAR M 2P 45 B L AT £ A8 TR % F1 R NAT ID (i A2 1P k) 4]
EVE AT B4 B E R AL o

BN, BRI B R, (HORKITE B4 TP shhl (B, B4 PAT B gsa) » b
FEAE R B3R NAT ID A M4, o IP Mk B 2s . fEdes b, 57 b0 TP Mkl
AH IR ) NAT ID AR R R 280 . e Ak i 21 A R b0 i TP kil o iR, AP 3Ol A NAT
ID A2 TP HuhkX i 2 34T 5 4 B0 AIE

B 7am=E |
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JUE NAT 1D 05 H T NAT M58, (B8] DLESAEH NAT ID K faifb ) & 3 Hhunis in 2 AN & ik
Fio 7E B b, 0K TP Mk B 250 [R] B A B N RN B 45 38 2 E— 1) NAT ID, AR5 fERE
W bdgE B0 IP HihE A NAT ID. VEE: SN EACH NAT ID 202 ME—

PLUR 7~ 8y PAT TP HubikJ5 ) =N ds . AERXPIEOL T, 76 B EirhL AR & Eoh A & FR e
—AMME—[F] NAT ID, Jf7ExXeei 4 FIee B H.0 IP ik,
5: PAT [5 9 1% & NATID

Device 1 IP address: behind PAT
Register with

Management Center: 192.168.45.44
NAT ID: griffontaxes1

Management Center
192.168.45.44

Device 2 IP address: behind PAT
Register with

Management Center: 192.168.45.44
NAT ID: griffontaxes2

Add Device 1:
IP address: blank
NAT ID: griffontaxes1

Add Device 2:
IP address: blank
NAT ID: griffontaxes2

Device 3 IP address: behind PAT
Register with

Management Center: 192.168.45.44
Add Device 3: NAT ID: griffontaxes3

IP address: blank

NAT ID: griffontaxes3

PLUR 7~ 8y PAT TP Mtk J5 ) B EE bt e FERXPPE LR, 76 B B0 FIXEei 4 FA RN & TR E
—/NIE—[) NAT ID, FF4E & H 0 big e wk 1P Mk,

zgRE I



zaiE |

B =enzuneaar

[E 6: PAT f5 & FMC NAT ID

Device 1: 10.10.10.1 @—
Register with [ 4
Management Center: blank
NAT ID: griffontaxes1

Management Center
IP Address: Behind PAT

Device 2: 10.10.10.2
Register with
Management Center: blank
NAT ID: griffontaxes2

Add Device 1:
IP address: 10.10.10.1
NAT ID: griffontaxes

) ) Add Device 2:
De‘”ceﬂe’- 1_0-10-19;” IP address: 10.10.10.2
egister wit NAT ID: griffontaxes2
Management Center: blank ===
NAT ID: griffontaxes3 Add Device 3:
IP address: 10.10.10.3
NAT ID: griffontaxes3
EERMNEREBEETS
S

ER WIRAE BB A A P R e AT B, SRR B A A R A B AR

LA 7 18] St 7 ASASE P ROV B ) A B R 32 8 A

[& 7: Cisco Secure Firewall Management Center t B 54 & 183 1

Management
_ -_:. .. Events  mgmt Managed
1, mgmt1 Device
Management | E
S | : Management
Lo ST I I I T I T T mgmto
Events = Managed
mgmt1 Device

PR 7 57 Dy e A P SRS BB L 1) A B Py RS2 BRI 1 A B

B 7am=E
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smnsunEaEne [

[& 8: Cisco Secure Firewall Management Center t % A & 1831

Management
—————————— mgm
Events gmto Managed
mgmt1 Device
Management
Center
Management
T T  mamto
Events ] Managed

mgmt1 Device

LR 7 8] s A P S g g e 1 1) AP B PR RS2 A B4

[&] 9: Cisco Secure Firewall Management Centerfil 5 &% & L RSB E 42O

Management
-------------------- g3 Managed
Events mgmt1 Device
Management ©th’
Center
Management
_____________ ngrots Managed
Events mgmt1  Device

PUR7n ik A B rpots B2 MBI OV S BN SR L IR S, DS S g e s oA
BRI R S B R A

RARE
|
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B exemse gmen

& 10:

RAEEAMEEO M
Management
-------------------- mgmtO
ML Managed
\ Events e Device
Management ethi
Center
Management
"""""""" mgmt
9 Managed
——_  Ewents  mgmtt Device

g 0 RO
R s S TS 65T L 1 S P 1 R DU 1

A

T ==

EE

41l

X IR (RS B VAT S SO BEAR PP T WOR e TR B AR M CVA EORERL, W 2071 A B
HhO P27 65 i 1 AFEORT G Linux Sh5gHh A ESBEE . B2ii s R TAC KR, DIRIBUIT R T Ik
S (RINEGEES

Gn e g A E L TP HilE, 1550 (Cisco Secure Firewall Management Center B4 iC & 45750 Y
s B B0 IP kR LA o W RS B RO TP MMk e LA, IE N AR R CLL
S, DMERCEVLEC. BARTERZHUGOLT, Jofs Hokisegs Bt s b0 TP thuhik sl = L AL R R]
B BER:, (AR /DRSO, DHAT AR5 A RE R R A N )
L JHFRE NAT ID. BEAE AR B0, FA T PR KR A5 B rbty TP btk 5R 3 A1 44 4 BOBDIRES
DSBS ) 194 28 4k 52 i

FEm ] IPERCE T, 8 B A CLIT s 3 B VB B A B4 (106 B TP ik iy, B HA [R5

Ey
@n

GO B AN OB O, B ORA B A B B, RIS RO Z I
A B B O B B . AR RIS BN B RO 1 e A LI E B S MR AR 1Y

TP Hhhl .

TE ] HPERCE T, SR s oA SR At B EE TP Mok, BPAETE ST MDD S, i
FEXS SR AN 2 R 24 B RS FE R S5 A E 0 0 DT, 2008 S B e R S5 44 A
Hhaty, SRR ER (Integration) > Eftb &Y (Other Integrations) > & A] ATE (High Availability) > X
EEER (Peer Manager), AXJ5 T2 HUHr HAT SR FLAR 10 1P Hhlik . A OCTEGH U, 5 207 ] H

PEXS

Hh B B L 1) TP B

FHIa Z Bl

HREANEHHEIOM LG R, 1520 (Cisco Secure Firewall Management Center 7% it & 7
Y I TR AN .

B 7am=E
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management-center-admin-76_chapter8.pdf#nameddest=unique_154
http://www.cisco.com/go/firepower-config
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| 7gEE
e g g ]

o n AT HIACHE:
* ffi [l NT LAN Manager (NTLM) 5 {3 53 (A CEEAN 2 S 5
o QST Bk A R R VE AT, IR FQDN ANREE T 64 D17,

SB1 G R EH > BRE, ARErEEEQ.
PER2 IO, A S N 55U 4R

AAEHI T A Al B . AREHS N .
Al DAERE N H R O A DL I
s BRH- BHEMED. HEAREZRHIIAN etho B RIE O, FUEHFE TR etho B2,

c EE-DAURA RO AR BEIRE N R E MU D HReE R
O EFCE AL O BT IR, WHBOHL T BRI E AN, IR E MR E R
AR . 0T HARE B L, WLLARA I BHIRE . LR DL, Bl 2l
FAFRIR B R B O W RAZIE O OGH], WIS PR L EAROR G, R OS] i iE .
Toik Y A P 0 PR < M P T

R - FE B TERL X C BENPRE AR AT S O TR LIOK IR 1 2
* MDI/MDIX - & #E B MDIX &#.
« MTU-% & 5L A7 (MTU), 1280-1500. ZRIAE K 1500,
* IPvA BLE - W IPv4 IP Hhbk, 1B+
« B8 - TahiN 1Pva BIE |P HbhERT | Pv4 R4GH8ED
* DHCP - K R E A A DHCP (fX eth0)

R A DHCP, WA Z5{# F DHCP #id, BRIt HiAN 2 . dn S DHCP Hbhk 5
e, BATENPE I, DR A E Dy PR ICE SR D . B\ DHCP Huhl 58 ol i 52, 3%
B3 gL EHAAEOR 1P HED IESHE Rg G > BE > B0 LEEN
228

« BEH - %51 1Pv4. iEA RN ZER IPv4 F1 IPv6.

* |Pv6 BLE - W& IPv6 IP bk, 1B+
< 875 - TN |Pv6 EIE IP Mk Al 1Pv6 BISRKE -
* DHCP - ¥4 L8 0 A8 1) DHCPv6 (fXFR eth0) .
* BHMEHE - HHIECRSHIRE .

« BEH - 251 1Pve. iE AN 25 IPv4 F1 IPv6.

zgRE I
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* |Pv6 DAD - &) H 1Pve I, Ji H B2 S kA I (DAD). &) e 25 H] DAD,
KA A DAD Al B 2x S EUELa iR S5 Mot . iR AR e s, W75 ZE T a0 A bz L R R
i 4 BC A Mk

SIR3 F A K, W A 8 (O A, SR A RN A .
FiLE () Elbrn] A # K.

BRI O T AR B, A BE VT IR P46 o A7 AT I 75 S8 B H I VAR B, TS
H R O B ML il . 5 44 00

BB H, RS S IP ik TR E MOCULEC R MR LI 2%, R GEes Hhig s %
Ho

TEAT LA A B OB DU
« BR - BCE LAV (I R 25 (1) H ARk
s MEEMALELBIRICE - BB A I L8 HERY (IPv4) BUHETZEAC L (IPV6).
O - RE R DA ERO.

o PR3 - B S TP Hidil

TR A EHZIREXT, WEITAE ORI ME S

WA eth0 #: L IEFE T DHCP, WITCiETF 845 2 I DHCP AR 45 25 IR A 1) Fo e JL 2 15

LU DL L
© EWE - WE I OENL . EHGREOE 64 TR IF LGN R A
R, SFELRRERE TR, HFEE T, MOCEHLAR, WA RS DS S
MG, IR R, R 2R, RSN S R L.

Ci O B LR RS MR, LS. R (e 4 B s e MR A

f5l4n ping system, WUIXLEAFA I EHLA o R LS T P 1T, SR A PR 1) i
A

< o
+ = DNSPR%E 2. 4B DNSERE 2. E =4 DNS PRS2 - ¥ B Hi 44 & k{8 H i) DNS iR%
o

MIEETEIR O - WE TR M O H TS 2 W AT . B O RISZ A B A U
SSL s fril 5 diE (BN DL FAESR D 8305 1) BT .

iR
SRS ZN A PR B R P 1 AR BRI B, (L SRR P 1 5 ) 6 o R LA A pp 5%, AT B
TP LA S 1o 0 SRS SO L 1, DDA B S v A AN L A A B AR B AR i

LIES 76 ICMPV6 X3, Bl'E ICMPv6 B .

B 7am=E



| 7gEE

SIE6

L1

SR8

s oiEmpE P [

© SVFRIEE R R EEE G - o A P B A A . S RT BE A B A K S M B DA B 1
FENIHE LR 55 Tt o AR [ N 0 Al B JRORA JGi A TPv6 ping £ 4 BE AR OV B 11, LAk
AP

* RFRIE B R RNAKEE S - 0 M SEEHT H A A B . T ey RAE IR L it
LABTs LB A FRHE 40 R 55 Bt

EARIBX I, FE HTTP AR RS .
BP0y B E NI 5 1 TCP/443 (HTTPS) Al TCP/80 (HTTP) L BB B L IBEM o f4s ] LUl A AR
K45 %%, DLERE HTTP 55 S A B R 45 #3047 5 4 BAE
2 DA T4 AR ZE R
a) %+ 2R (Enabled) ZiEHE.,
b) fEHTTP RIBFE, S ARERS #4010 1P Hhhik 5 5¢ 4 B e 844
THZ A LT AT B K
¢) fEimA (Port) FB, A5,
d) L RHERRIES M IERI A S I UE R, REREERA P &M,
M RTE (Save).
T S B A ER A0 TP Hidik, 2 (Cisco Secure Firewall Management Center ¥ £ ic B 1615 ) I
uiE g B G 1P Mk s N4

IR B PG TP M L4, BV AE B CLI i, DAMERCE LS. AR K2 Hohy
DU, o e B B G TP M bk el AL A B R OB R L BRI, EAER D RGO,
WITPAT AT 55 A RE TR I S 4 KA TR N3 A B rp0 JFHiRE (X NAT ID. B AEHAlAR 20 T
TR ARAF B TP IR BCENLA o frIRAS, DLSEBLUAA M M 2 R BE D o

BB RO RN BG4 IP bt

T R R A B O N B A TP M hE RS 2R R4, U G R I S SO L k.

AR B

ST Al VR B, AT B BT IX PR

a) EHFRE>ZEEE.

b) iR &FIUN dwiE (2).

¢) Fidi&#%E (Devices), JAAEEIE (Management) [X .

) S A, TR (),

zgRE I
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11: 2 FEE

Management /a

Remote Host Address: 10.89.5.29

Secondary Address:

Status:
Manager Access Interface: Data Interface
Manager Access Details: Configuration

RGO BIR LA B, ik &
Disable Management

Managing this device will not be
possible if it's Management IP is
disabled. Do you want to proceed? You
can enable it later.

(] 2N

T2 ¥ EH PO IR TP Mk SO B B4 TP bk
T b B e 4 B TP Mk
X Al IR B, AR B EIATIXEP B

a) A AR (Q) SKgm T IR E A MR TP Huhb AT VEAE RN (T UK R ) B L
%,

12: IR E IR Mk

Management

Remote Host Address: 10.89.5.29

Secondary Address:

Status:
Manager Access Interface: Data Interface
Manager Access Details: Configuration

b) 7EEIE (Management) XfifAEHT, 7EiTFE EH it (Remote Host Address) BRI nI 3%k () 4 B it
1k (Secondary Address) “F Bt HE M Frak 1P Hubik, K5 s RTE (Save).

B 7am=E
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13: 32 IP bt
Management Q ’

Remote Host Address: | 10.89.5.29 |

Secondary Address: | 10.99.11.6 ]

Ca;]cc' m

HIB3 E T E L 1P Mk,

XTI RE IR A B O ¢ 1 EAT B O SR R L, R il T RO BB R M e E A, WA 2
BT 1 6 i 1 DLEDHTIC . Linux Sh5e R4S BeE . sl R TAC R R, DASRIAT K dh
T IHERAF K95 3

a) % R EhH>EE, AEeHEEED.
b) fEFE A, R E R 155 1A 1) e .
c) FEHCIP Ml XA RdiRTE (Save).

FIR 4 T R EESS TP Hhk .
X AT R AR, FETAT W BT IR DI,
a) fF BB CLI Hh, AF BP0 FRIHAT

show managers

-

> show managers

Type : Manager

Host : 10.10.1.4

Display name : 10.10.1.4

Identifier : f7ffad78-bfl6-1lec-a737-baa2f76ef602
Registration : Completed

Management type : Configuration

b) ZwiE EF RO TP ke LA .
configure manager edit #rIXAF {hostname {ip_address | hostname} | displayname display_name}

S &R )t DONTRESOLVE F1 NAT ID xR, TT LA FH i iy 2 % A8 58 0k =L
ZE 1P Huht. ARG 1P Hhhkek EH4 B DONTRESOLVE.

5l

> configure manager edit f7ffad78-bflé-1lec-a737-baa2f76ef602 hostname 10.10.5.1

I zgRE I
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PIRS AEFE G I 1 S S BRES U (R 12 1) TP Mk

Nil

B

T Al PR BAR A, EPTA e BT IR D IR

I RS AE A A B

configure network ipv4

configure network ipv6

B SRAEAE ]  FAE B R 1

configure networ k management-data-inter face disable

configure networ k management-data-inter face

AU P A A, A AT S RS (W),
XFF ] XS SRR, FERTA B BT IX LD
B 14 [5 FSIRikiE

Management G

Remote Host Address: 10.89.5.4
Secondary Address:
Status:

Manager Access Interface: Management Interface

Chan SRA IR Fe O EAT R BRAR U 10D el A BR rpO o R B 4 A

P A HPERE, EEM A ek BT IR R

a) JEFFiZE (Devices) > X EFEIE (Device Management) > 1% % (Device) > &2 (Management) > &
7 [B) Y PR - B2 & i¥4A15 2 (Manager Access- Configuration Details), #X )5 i Rl#ET (Refresh).

b) %EFI&F (Devices) > & FEIE (Device Management) > £ (Interfaces), #&J5 % & 1P kil LT
ST 5 b LT

c) RIEIRERTE - BLEI1¥M{E 2 (Manager Access- Configuration Details) X 15 HE, 4R )5 w5 iF#EIA
(Acknowledge) LA B3 B & Bk

iR BEE B T AT

7F IR0 Y, fF &% (Devices) > & & TE (Device Management) > i& & (Device) > &IE
(Management) > EIB 881719 - BL Hi¥4M{5 2 (Manager Access - Configuration Details) > ZEIZIR 7S
(Connection Status) G{[fil F A &8 FLEHRRS .

1F BB CLI, i sftunnel-status-brief iy 4 LA & & BLE LR A
PR Whon g8z D e D& s, WoRNEs “ tap nlp” 1.

B 7am=E
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& 15: &K TS
Manager access - Configuration Details Q

Manager access configuration on device is in sync with the manager.

Configuration CLI Output Connection Status

sftunnel-status-brief command output from Firewall Threat Defense [ Refresh |

ITC

nnel connections with peer went down

Close ‘

W9 Gl P A0 0P 7ER ) A B0 b AT R .
a) SESCHTBD R TP Hudk.
b) FEW G B LR H I A
o) KRB E B
d) FH BB ISR,
e) EO A ELL B TP kit
) RS A .

Fartay =
=) EE A lE* lﬁl
MR ZE R ARE AL IP ik, AR AR EE B HE R A B & BP0 FQDN s A JE 1P

Huhbo fltor, S L T B RO R B O TP M hEPRAT NAT, 576 At 24 3L NAT
bk, P FQDN, K4 nf LR ik 1P kb 5 k.

G GAE 8 (RS v e, W7 BOk A s H T4 BE 8 1P Muhik/ L4 VI LETE
o WHRAFH Tk, WAAEPIT A FIYIGERE R, TS 5 AR U A St & # e
IP Huhik/F=HL44 .

I zgRE I
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16: EHEFITAZ 1)

Provide Management Center FQDN or Public IP Address

[ fme1-tech-pubs.cisco.com| |

© If managed devices do not have public IP addresses, then enter the management center's FQDN or public IP address that the device will use to establish the
management connection. For example, if the management center's management interface IP address is being NATted by an upstream router, provide the public
NAT address here. An FQDN is preferred because it guards against IP address changes

/\ Pay 3 )

) 28 53 7 5 B By 128 1
GH B SONAZ SIS, w] DARCE ZR G0 DU F AR D) BRI 5 SREmE AR OC W S D5 e 0 Mt FH S B e
BRI OL T, B 3 D AT AP TP 2 5O 2 v 1) DG B S g 11 it DA

QAR S SR TR REDIRE, T DRSS BN AT b B A UCORAT X6 SRS i 1 1R 5
BN, ARG AR AR

B, T LA X 268 20 A SRS £ BE S N B R H S

fEFH Web F iRz ] A H Rt B REERE R SC AN ERT A 5. 50T AAAT BLT 54
© KM BB IR R R
A

i

T 1l FH #5444 G A Cisco Secure Firewall 32655 15 W] fig 5 308 %
5o WA Web AL (B CLD , ik RIS HES, EARERKEE$L
P AT 224 W BRI EHT S 30

et

« THGIT: REDFIERER.
s EHASESIG . TR BRI HTTP IS5t R o 000 H 76 MR HERR L R A2

Je

om0 TR, WS R IR G RSO . FEREN T VMware,  HE CRIEIEIUE VMware T

HA—H5

B 7am=E
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RAEFE 3 FMC

S GRS 3> BE.
IR 2 EH#IZ (Process).
PR3 PATLL P EAEZ —

o st BB IL I EITHS .

HFREN mif EFSISERPOFIUN BITHE

13‘5}*

AR N, RESPAT BT E /NN 4 BE5E B H0s A
o

OB A shizEdl & s EFEMERPLSUN BITHS

iR
HUB A 2T R BN ER 19 A LUEFT s e R 2 L v

REST API & i&In

EELrL REST API St e 11, DAALSE —J7 NI REST % )i Mibs Al HTTP J7 VA& & M
EIWATCE . 1% EHdt REST APIL W 2/5E, 1S Cisco Secure Firewall Management
Center REST API #1457

\}

FR oy REST API ASHE: HTTPS iiF 5.

BOAEOLT, A BRG] REST APL fuVEsk B M TR . m LK 45 B e BN BH AL D7 1) o

J& F Rest API 77 (2]
A\

AR AR AR O E T PR E T, SR RE S AT A B L AT

I zgRE I


https://www.cisco.com/c/en/us/support/security/defense-center/products-programming-reference-guides-list.html
https://www.cisco.com/c/en/us/support/security/defense-center/products-programming-reference-guides-list.html

E
B zesnanags

SE1 % REEH>RE

HIm2 fiil; REST APl &i%1 (REST APl Preferences).

HE3 )G AR B L (F REST APT Vi), ik oh ol ik /3 B REST APl & IEHE.
FT; 4 5HRTE (Save)s

15 1jj ] REST API Explorer, [ik:

https://<management center IP or name>:<https port>/api/api-explorer

\— 10 4o 2 3 N S
RS 8105 E
Pl DB S FE R % IR VGA S 1 CBRAER ) BREEAT U Tl Linux R HEEZ XHRS -
ATV ). ] “IHIENE” T, EEHEESEINAHZUR Cisco Secure Firewall #52 [1147)
A Ry 3 T

FESZ SRS TR 1 RS, ol LUl LAN | H AT (SOL) 24 #1811 A% 1 JC A~ 21
(LOM) KT FE IR o % R G0, T Sk BiZ RN B . A AN BB B @y 24T
G DAAT A BRGS0 E HUAR 911 sl 42 8 XU P2 AL 22 SRR DL . SCHF LOM
(LB R DR A B b 250 S

o XFF B P AL MC1600. MC2600 A1 MC4600 %45, {#i ] CIMC ¥ 3£ LA FF LOM. K
Z 5 R, WES (1600, 2600 F1 4600 %! Cisco Firepower FEEHOAT IR o

o T A A EE L BEAES, TSl AT BRIA (eth0) BB L FIEHESK LR LOM, 7%
R S, 3520 (Y Cisco Secure Firewall Threat Defense XXRYTEES ) -

N RS RS P LOM. B FIRAEAF R, (A = 7 BT 4 T
1 (IPMIT) SB35 TR 5 5 .
BREARZ LRIREEH S IRE
G B 5P P A BT BT
it 2 B
R A R B T4 = e LA L (STP)

© WERTHRR N B, WS BRE I TIIRN TR AN RE -1 & 4 B 1
(IPMI) SEHIFE R 15 6L

B 7am=E


https://www.cisco.com/c/en/us/td/docs/security/firepower/hw/getting-started/fmc-1600-2600-4600/fmc-1600-2600-4600.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html#id_47288
https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html#id_47288

| 7gEE
s arerfpsaEs [

$E1 UHRG GH>WE.
HIE2 filisH| A B E (Console Configuration).
FIR 3 P ARG UG ) LT
« P VGA B2l &1 VGA i [,
< PR YR RITIRD DU AR E AT .
o L T ANETEE LIA TR PO FAFH SOL & R, (X ] HeAF FH BRA G Filum K 5 CIMC ¥
ARG TR0 BB RS A7 5CPRdIE B, WSR-S N TR .
S 4 B5H T SOL EE LOM, 3T LA R 4
ARG HE BEE (DHCP 2 F3)
« WP PETAICE, AL BN IPv4 B
« N T LOM (1) |P #biE (IP Address).
ERE
LOM IP Huhik AZ5UAS[A] T 45 BE A0y A FRE 1T TP Huhil, JFEAE[R— M,
« BN RGN M4 HEG (Netmask)
* ARG BECAM X (Default Gateway).

TS HilifRTF (Save).
T RALWoRLLNES: “EURAERE SRS A BRI SR 7 s BIA SRR A sh el
7 BUE MR SRR 3.

T—2 4

© WURBCE T A4V, TGRS o AR SR AT [ OERR BIAH TSN 28 0m R 55 2% s A i) S
T DK R BEAT IR ep AT 0 ) e o% . IiE 1 A Bl RS (0 AT TR TR .

 WURECE T EMETEH, WaHENMETEEA P WSRENMITEEA P RS, 6
59 1.

EANETFEEARADEER
IAAH T A EEEE KURLTHE T ORISR . LOM L 5 W
o U PR A S .

I zgRE I


https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html#id_47288
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ZaEE |
B erxravermsma

* P& Al 16 D P RECT P . ASCRPREIE T AP I 7 4 I LOM I 44

* HIJ7 () LOM B A2 AR GEE AR . BT & J P s i b ik i 2Kk . SR
WA BES MBS R K . AR T PR, I B =D A8 - oEM.

« YL L B i UAT 13 S LOM I .

AR, AR A LOM AR P B8 S BUE SR G B B ises & -, Az
] HE T T B B S B Web FUE A BET B 3TN impitool fir2 MG MIALFR o
Y
IR He MR AEN T LOM B, B EIASE R g B R SO maiEs) &

s EAIE S H LOM (AR 2] 53 H 7 o

el FHPERCE P, A )8 T LOM BUSE A A F G 2 A 7 alg 3 s i i, o e A
T UCS 134 8 B )20 21 32 R 46 5 B Pt A Kz active B HE PU0y CIMC. BT A& 5 CIMC
BRI B AP . BT B E O R, T R R B AR S cIMC
B,

BRIXANETEEARFIAIY
T UE B T A REPAT ILRE P
A AT 45 AT FH 7 3527 LOM 5 i) BUFR o )38 H P 3% 7 LOM U BRI, 15 2 ) V8 i 55 2 48 Y

TP
iz
$E1 kHREg EH>BR>BA.
FIE2 TR IAH T LOM H P Ui aR, 5 SdsR T P 255140 4REE (2) .
$£123 A PBE (User Configuration) ~, Jo & H B 6.
$IE4 %h RIFT AESFEERE (Allow Lights-Out Management Access) 5L HE
TS iR %F (Save).
LAN FSRiTiEREE

{F AL E 5 =07 IPMI SZHFEF Al @R LAN F AT 53 i, S v L 2%
L Linux [FIFFE 85 Mac R85, %81 IPMItool; % T Windows #3585, %4 ] IPMIutil 5, IPMItool,
Hy e T3 1] Windows AR .

)

ER R UUE ] IPMItool V1.8.12 BEHE A .

B 7am=E |
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N tzrzans ]

Linux

IPMItool & VF 2 KAT IR IIFRAERC &, AT SZRIMEEH] o

Mac

DAABAE Mac I 2¢%% TPMItool. 155G, 15N Mac [ 22385 T Apple [f) XCode JF &4 T, ik
THTFMAAAT R IAEAL (FEROHIRRA Yy UNIX R RS T H, SERIARA T 21T
TFE) o BRI LLZ % macports Al IPMItool. i H &4 I R 51 SR E 258, LUF Mk
o] BE N1 75 B -

https://developer.apple.com/technologies/tools/
http://www.macports.org/
http://github.com/ipmitool/ipmitool/

Windows Y ISE &2 &1L {CIE

ST T 3&E T Linux 1) Windows 1~ 2245 (WSL) 1] Windows ilRAs 10 f 5 mfRAs, DL fhsbdg B
JEAS ) Windows Server, 5 0] LI{# ] IPMTItool. 75, #E0AZ04E Windows R4 %% ¥k IPMIutil; &

A L IPMIutil A< 5 BEF T2 0F . i 0 #80 FHIE R o138 R 25 5, DR Wkt n] GEx # 4
By

http://ipmiutil.sourceforge.net/man.html#ipmiutil

THEIPMI ZREFHS
T IPMI SRR i & i B, bl Mac B IPMItool 7<% :
ipmitool -I lanplus -H IP address -U user name command
Hor:
® ipmitool Uﬁ% iﬂ%ﬁ}?o

* -1 lanplus FRER S UH T MIE K IPMI v2.0 RMCP+ LAN #1,

-H 1Ptk RN CRCE I 2EV) 0] 1 £ 1Y) Lights-Out 5 BE 1P Hbdik.
U PR R RBOERE ST AR
o dird AT H R a2 A R

N

ER EREUEH IPMItool V1.8.12 BEH F A .

%7F Windows i) IPMIutil, L Efy AW R

ipmiutil command -V 4 -J 3 -N IP address -Uuser name

R LA & ARER BB A N i AT, MR EARNAE R T HF . RSN,

zgRE I
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B =7 PMitool BB LAN 215

{£ F IPMItool EC & LAN E 1T
AR 51 ) B AT LOM 15 AR A Re AT IR AR % .

A TPMItool, HIALL R an4, IFAEHE NI Hir N

ipmitool -I lanplus -H IP address -U user name sol activate

{%£ A IPMlutil EC & LAN Lt &1T
S A B B G AT LOM 7 DB A RESAT IR

1 IPMIutil, HALLR a4, R B s W A\ 3 1

ipmiutil -J 3 -N IP address -U username sol -a

T NMESFEIEHTIL
S AP RESE (LOM), 45T BLEBRIA (e tno) B 5811 EAIF SOL MEBAMTHIR A0 RAUBAE, 10
AR A, DL o4 04k SOL ke, MIFHEFTIEH A LOM fo%. i Toemm, 1
el

AR EROEAEOUT, GURER TS RGN B DAL TR I, TR GERC E N AEH] DHCP,
2 V5[] LOM ZJREnT BERIMG.  WRAAERX RGO, AT LIS AR 5 72 AR 48 LB A LOM, - Bl
WS ARG T 7] —F RV SEA LK ping B IS B 1 o SRR 2080 ] LU ] LOM.

EE AR TR T G EEE D (IPMI) ARHE (CVE-2013-4786) [E4 I . £E RS0 bt G AE ~p 2 B
(LOM) 23 %5 %I o b T BRI AR, 17K 58 10 R GG 78 A 2 AR AR A A T LAV In) 1) 22 4
ERLLE L, JF HAT SRRSO . ANEIE T A I A3 0 0 A = A Bk . b

\F R E MR, %275 LOM.

IR VT 1) RG2S R ey DUEH] LOM 2 FEF B A 8 R S8, W, WAL SOL iEH
WETIESPRER ERHZ RS, LOM 2316 ] RE L3 W JF 45 Bl it

B 7am=E |
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A

7 IPMitool R BT AEFEE ]

AR WEAEBANARL, BRARE A NAT AT AL FOR R A ISR ER A ) RGN RE IR B A SR
g8, MHTRES

el

ZRE

REXTANETEERSS

IPMItool IPMIutil 12 AR
(ARIERD v 4 Jet I TPMIT 23 136 PR 38 AR P
-I lanplus -7 3 JA ] IPMI 45 i N

-H EHL4 /1P Hikk

-N W4 /1P Hidik

FoR EHE A0 LOM TP il sl E L4

-u -U TR USRI LOM 1k IR 7 44
sol activate sol -a JT4f SOL £ i

sol deactivate sol -d 45 SOL 2> i

chassis power cycle power -c EX Ve

chassis power on power -u FIIT 2% HLYR

chassis power off power -d IS A £ HL s

sdr sensor IRVAAT I, 1 X T R

B, Woni s BRI IPMItool iy 4 72

ipmitool -I lanplus -H IP address -U user name sdr

N

ER EREUUE ] IPMItool V1.8.12 BE B m AR .

XFF IPMIutil SEFRE, DA bdr &

ipmiutil sensor -V 4 -J 3 -N IP address -U user name

£ F IPMltool it & Jt AMEFEIR

AU E T AT LOM Vs R AR A B AT BERR

A TPMItool i A LA I iy 4 LA RS (UERIZ7R)

I zgRE I



. £/ IPMlutil B & Tt A B &R

ipmitool -I lanplus -H IP address -U user name command

{£F IPMlutil B2 & L A BT EIE

TR B 0 BAT LOM 5 RIA R A fe AT AR .

J3 IPMIutil % A\ CL T 4 DL RS (Can iR 4gm) -

ipmiutil -J 3 -N IP address -U username command

R FER

FE B b, SR DR A s B A T LA R RS T & AR 2 -

* W4 RS (NFS)
o JIRS5 e B (SMB)/id FH HLI M S R 48 (CIES)

* GAHME (SSH)

ANBERE AR AIE

Je

7oA |

MEFER GNP AR S AL RN 53—, (HaE, WLUERRIX —H 2 RIL BT R
Gt IR A BB

RN (RN BRI e, RBMERMEINEEE R RGOS, A T LT e A A7 fif o

BIEFDILAR 7 - IR FARR AR

EIR LR NFS iz SSH AR A& SMB Kz 7
6.4 V3/v4 openssh 7.3p1 V2/V3
6.5 V3/vV4 ciscossh 1.6.20 V2/V3
6.6 V3/v4 ciscossh 1.6.20 V2/V3
6.7 V3/v4 ciscossh 1.6.20 V2/V3

B 7am=E
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ATRAMYNRA S
PL root F ' G 433247 LA N a4 LU H B BSUCAS -

* NFS—/bin/mount -t nfs '10.10.4.225':'/home/manual-check' '/mnt/remote-storage' -o

'rw,vers=4.0"

* SMB—/usr/bin/mount.cifs //10.10.0.100/pyallapp-share/testing-smb /mnt/remote-storage

-0 username=administrator,password=****** yers=3.0

=W sk eI

SB1 ERRG EH > BE.

$IB 2 EPFITIEFE R & (Remote Storage Device) .

$IE3 NTEFEELE (Storage Type) MR ik$FEARM (TimfE?EM#) (Local [No Remote Storage]).
P4 JUHRTE (Save).

HiniZFHEECE NFS

FHia Z |l
* WREORIMERIEREAAE RS R] IEH TAE HAehg A\ & B0 AT VTR

ST BHRG GH > BE.
$I® 2 il Remote Storage Device.
$IE3 NIFMEEE (Storage Type) T Hudi# ik NFS.
P A ININERLE
* fEEM (Host) TBUH i AA7-fitt ZLE 1Pv4 Huhk sl EHLA .

* 7£. B 3% (Directory) 7Bt rh iy N A7k X 380 1) 4%
SRS o, BT ERSRIED (Use Advanced Options) RIEHEI 4 AATAT BTty fir L ATIED; 5 i fs

TEEE B PO T, 5 68 L.
$IE6 (ERGFER (System Usage) :

I zgRE I
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B szesmra sve

* JEFER T &7 (Usefor Backups) LUK 6047 il 44752 AL e
 EHATIRE (Usefor Reports) LURFR 71 A7 fifi A48 & EHL Lo
* 285, 1t Disk Space Threshold 4 A\ 24 L B A7 il O WEAE 2 ] (L. BRINEL A 90%.

FBT ENRRE, AR (Tett).
YR8 LR TF (Save).

B HERR

55 KEG B 1) NFS AL P AAAEBENLEIR I, 3 PATEL N isslh, SRR AL TAC BEAT HbmHE
B

© FEBEA BB /T el S AR SRR SO . SR AN Web ST sA% ] CLI diy-& 25 st i
BR3CA o A R BT 2R SRR SO 45 B, T2 Firepower SUPFAL R 3 e 5

o WA AR R PCAP UK. A RREFINME S, WS I EE Ll Sstid .
* AEBCE AT LU a4 (CLISH #230) 75 NFS W H] I R 2 48 SR BRI A -

> system support trace

eI, 48 ] show snort counters fir 2 W 4E Snort THELEEPIIK, LAY Snort FHALHE 2514 £
gt s . A4 115 S, 1S % show snort counters.

NILFEFHEBCE SMB

FHIEZ Al
ORI R IE REAF it R G0 W] I LA HLBE RS I A5 21 b odb AT Vg ) -

R, RGUREUUNTIZ SMB 3L, AR E RS R AR, B ZAE ] Windows SKIL T
SAE I RIRAY) H 2%

o AR H T M EMC 7 ) SMB 32211 Windows FH P Bl L2 B 1K T A RO B/ 58 S FR
o MRS, N2i%E SMB 2.0 B E A .

ST RHRSG CH>BE.

$1E 2 i Remote Storage Device.

$IE3 NIFMEEER (Storage Type) gl ik#k SMB.
P A ININERLE R

* JEEH (Host) FE i ANt RS 1Pv4 Huhilk sl 1 H14 .

B 7am=E
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nizizrrismEssh [l

* fEHZE (Share) TBCHHI AL XL
* 5, {8 (Domain) 7 BUH I NI REAF il R SEKIIRA
* fER P& (Username) 7 BUH I AAA# R 4, AEEHG (Password) 7 BUH i A iz 1)

RN

$IBE wi, % ERERIET (Use Advanced Options) & b HE 4 ANTFAR I i dr AT T; 155 iR
AP B O T, 5 68 UL,
$IB6 (ERGIEM (System Usage) F:
PR T &M% (Usefor Backups) LG s A7 il fEFiR 5 ML -
< B TIRE (Usefor Reports) LB R 5 AE it AEdi 2 EHL L.

LSBT EIRBE, W (Test).
T8 LR TF (Save).

HIinFETFfEECE SSH

FHIa Z |l
o W ORIMBIZFEAT Mt 2R G0 PT I TAE ELRERE A 45 B rboL BEAT VT 1)

ST BHRG GH > BE.

#1122 i Remote Storage Device.

$IE3 NIFMEEE (Storage Type) FHugi# ik SSH.

L4 BINERLE R
* 7EEH (Host) FBH I NA-AE RS 1P HibkE B4 .
* 7£ B 3% (Directory) 7Bt H i AA7 il X I B 42

* f£ Username 7B PRI AAT il RETII I 44, £ Password 5 Be PR Az (103 55 o Z0RF 2%
SR R A4, WEAE T AN E U BRAE R (/).

* BHH SSH %4, ¥ SSH Public Key “FEBH i A & E il 2] authorized keys SCIFH
$IES 5, T ERSRIEI (Use Advanced Options) & EHE I AR B s iy AT 00, 152 1 i
L B B PO, 2 68 Tl
W6 & “RIAEH” (System Usage) :
 IEFRT &4 (Usefor Backups) LR 0 A7 il fE 45 € AL Eo

zgRE I
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B zecnemsmim

s A TRE (Usefor Reports) LUK 45 A6 e 45 & TAL L.

LB WRENKEE, UOATNR (Test).
PR 8 miitiRTF (Save).

EEFEEIESRIEIN
I R P 2% SCAF R G (NFS) Uil IRSS 283 S FH 1 (SMB) Wi 5% ssa LIE F SCAFEAL 4t (SFTP)

KA A A& A, T LLUER RS RIED LENE, DAEA A —A 222 gk, WINFS.
SMB &Y, SSH %2 & 11 [ frid ¢

UL SMB S NFS AL, AT LTI L FRERAE AT 7 B i R A A
5

vers=version

Ferp g 2 EAET Y SMB B NFS IZREAFAHKIARCA 5o I, LLEHE NFSv4, THHIA vers=4.0.

SRR SO RS A5 T T SMB I, WX fovF SMB 3.0 R iy ol SCHFIRSS 2 o BEMN BB
ViRl ) SMB SUAEIRSS a4, WEAE A ATIRI TBCT A LUR A

vers=3.0

RPN SMBv3, 4540 SCAE M BB Ly B BARAT 2 N2 1) SMB SRS 2% -

SNMP

S AT LU FH 187 50 0 2 457 BRI S (SNMP) #E 111 . SE D SCHEE H SNMP HRsCER 1 AR 28 2 FRFI R 3 hi
I fE RVEVG R PRUER BI(E B (MIB), H4GHECR AN &R AE . RSSE R, TP bR s 2
DL AL ZE v 5 B S R Ge e s B

)

SERE Ol SNMP BRMIESE SNMP A, 357 2 SNMPv2 1328 Higrh X, SNMPv3 {23 L 2. it
Ak, SNMPv3 i8> Fifii ] AES128 i

JA 1 SNMP fEify A2y EUR G A% SNMP [EE; KRR 2 A MIB (1045 ST ) 28 4 B R Sk
.

BcE SNMP 3tif]

FHI6 Z |l
R TR W RS RGP I SNMP Ui BRI S RECE Vi 51E , 2 11 0.

B 7am=E |
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\)

AR SNMP MIB 3% w] I T Bh 8 A2 5 o FRATTEE UK SNMP 1 1) A PR K175 1) 47 2 FRL T A
TR MIB 42 0L FATIE s U ETx 99 £% A5 I r) A BR A T SNMIPV3 158 5 i«

32
FB1 ARG EH>BRE.
$;2 5T SNMP.
$IE3 M SNMPREAR THigir, i ¥ SNMP oA
© RRAR 180 R 2: 76 A XFRF S FRCP AR SNMP HEX A FR, RGBT AR .
R
AERRTRT (<> % # & ?' 55) {6 SNMP #LX FHF 44 F7 .
« BRA 3: A RMBA R SR e U . SNMPv3 A HE KB R ] AES128 I .
TE4 FARP & (Username).
PSS NEMBIIETY (Authentication Protocol) 47413 i 168 2 T 5 4 B E i il
$B6 (S HIEIEZRS (Authentication Password) 7 Bt A8 ] SNMP JIR 25 #8347 5 43 56 10E I i 75 £ 3%
i
HIBT  (FIIEERD (Verify Password) 2B F B i 5 4 BoiE 250
$HI1E8  BRFAWMY (Privacy Protocol) 12tk # B4 HI RPN, sk £ T (None) LAA{E ] AL 1y
W
FIR9  (EFRFAERD (Privacy Password) 7 Berb it A SNMP Il 55 i 22 ) SNMP Ffh 3411
$EB10 A RIEZERG (Verify Password) 7B HH 5 A BafA 256
LN LR (Add).
P12 pHERE (Save).
AL

TS5 G F T BEAFAE A WS o T ARG ™ 65 s 1 IG5 s TR N 1 e VR 1Y)
5 I ] o

TR, TR 2 sl NS R G55, T LUSRBRESAE Web St (KB IN . BAT “F
P H1” (Administrator) ff) {4 ) ™ HA R S BLIE T AR 5 B U7 TR AR, T 2B [) AN B 52 403 2 K BT RX
K, DALHABATIAS REZR A2 10 R IN 3 o

I zgRE I
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B ==si0w

Bo B S 1E B

S kHERGE GH>RE.
$2 Ll CLI R,
SIE3 i E i ER

* Web Jtil ((UBRFREFEIAL )« BUE NSRS SIEBE (98D o BRIMEN 605 IAMEN 1440
(24 /DI

T R S T N RS R, TS B SN s e A
* CLI: ML CLI R (48 7B BOMEN o mAKMEA 1440 (24 /NI o

T4 LR TF (Save).

R[]

I ) 5 A K 22 M T A P AR R Bk I (g “I X7 i B BRI X (BRAMER “36
[E/A12” ) DIAHBIN ] 2o, (HAEH] UTC I e A7 A 72 Bt

| o

BRI IFXThEE (FE “HPEGEI D B BOARGN P E N UTC I ], 3520 20X R e 1) .
THERG ASCFRFAUTC SR GEI 1], P T 8 s T A ST I (5 s 45 LAMAS SCHRF IRPRZ
o

S kRS GH>BRE.

FHIE2 S Time.
{FHIAE “H P g E T b o K 7 18 52 I I X 7R 24 [ ]
WA IR & NTP R4 8% : ARELHMGE, ESRNTP REZHIRE . 2 71 1,

B 7am=E |
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NTP AR 35 82 4R 7S
S NTP 5 0T, IR DLEE BE) U G4 R > RED LA Bie k.

EIEE7

= 5:NTP RS

nte i s |

5

il

NTP k%5525

LT E K NTP k5545 K 1P Huhik o4 7

R

NTP i 25+ I 0] )20 RS
* BEER (Being Used) R % L5 NTP k&4 A0
* A F (Available) &7~ NTP JIlR g5+ nl (AT, HI R A A2 .

* A (Not Available) £7/r NTP IR #R LG WELE T, {H NTP )5 &5 574"
FEFP I 2 IR S5 45 o

* #5 7€ (Pending) 7~ NTP JIR 55 #5281 B NTP Ji5 3 57 47 %2 /7 s F 87 3 3))
ko BEAE IR PHERS IR T RE N T SOk B#E{E A (Being Used). ATA
(Available) B A< AT A (Not Available).

« R0 (Unknown) 7R NTP JIR 5528 RS A AT

G IIE

R L5 NTP g5 & Z A8 AE K5 4 B iR A -
© Jo FIRAREE 5 R
* AR FRCRCE S BERAE, HRK.
* BN AR SRR .

WERCHCE S IR, REESAERSE G 1 Bon 8 P9 5 M P10 (SHA-1.
MDS5 ¢ AES-128 CMAC) . fflfil: bad. key 2. MD5.

W% (Offset)

VLA 0] 55 OV C Y NTP AR 552 i 18] T AH 22 A2 P 0. SR8 s W 4% e T
T NTP 554, 1IEAHERN B A& I 0] T NFP %545 o

P (Last
Update)

F B NTP S5 a3 A0 I TR LR L R4, NTP 5 &SP R e iR e 4
T A REE R B, SRR A SR TR (4 300 #)
BRI TRIFSRGE , IXHE, NTP 5 6 S92 58 AN ST S/ (0 S

B

B R G NINIET, W AIAECisco Secure Firewall Management Center (57 # Fply) M H 245 W 4% L[R5
RGN R AT TSR B O FIAGTC B IR R 5 8 NTP k4545, (AR R] LLZEWIAA BC & 50 5 AT
FH I 43 v )4 S8 28 37 ol B s ) ) 25 %

zgRE I
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B s baontia s NP RS ERS

T P25 15 () Bp S (NTP) A4S 27 & Hrput FIFTE W& LIRD RG] B FE ROy S REAE
MD5. SHA-1 8§ AES-128 CMAC X # B HINIEL NTP RS 22T 241015 AT &G ws, BN
FEBUEH TR

EHE L e T DL IC BN SO T B Y 0 UE I NTP IR G545 s A B I ] $2 i R A5 5 4 B0 U P15
TR RGUITRE BN A NTP RSG5 a5 I 1R 22 4k o AEXE T R 5 i (1) NTP IR 5585 047 5 43 B0 30
B s B R 2 AR .

)

AR WG E IR B0 FRE T NTP RS54, W5i% NTP R&S 2 KEAS Z AR . &
R REINEC R, LAEE MD5. SHA-1 5 AES-128 CMAC %4/,

A

b

i

SR BN R A Bt Z A AN D, 2 U E R

LEARE B FHEE RS BB, S0
o HEFE BRI BRG] S NTP R385, 58 72 1t
REFRAA OO EH O IE N S — B E G NTP RSB FRL IS, JHa 8 H 00k
WABLE N SR — G & NTP R4 2% [0 13 A 42 .
o W R I TEEAD ] 26 NTP 4545 . 2 74 0t

A E BRI R B E A B I RO AR AL DURIAE NTP 95 @i, Bk
NCE 2 A LS B B0 NTP k55 35 1720 (¥ Ui Bl 10 B .

BEEH O ERIREI S NTP BRES SRS
BRI AT LA 2 ) I i [ A 4 DG
B AR A B AP Co R TS24 U % 2 TF) LE A0 )20 I I £ e £ 7 R A FH I 4% 1 1) NTP IR G545
B I SCFF NTPv4.
TR DA LA 5 B 5 B 45 45 B A BR A BB AT B o

FHIa Z |l
TR L N R

o G B B FIFEE R AT i) 4% NTP R4 ws, i AL VAL . 10 [0 I TR E A
Vil P28 NTP RS54 , & 74 T,

* HIREAZAEER NTP iRk55s.

s RS RIS NTP RSS2 vr e il (BRI TR D4 , WKEGZ NTP k448 Lt E
] SHA-1. MD5 8% AES-128 CMAC 24 %= FI1{H .

* 5 NTP iR4554% Z [ (R AVE T SR & AR B A .

B 7am=E |
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A

wamb et s Ne s EES [

* Firepower 4100 R 41| £ Fll Firepower 9300 132 £ LAl FH ILRE 7 % B RG] A, TH R IXLE

VA TG R A FH 8 Al AR PP I (AR TR) NTP IR S5 2% AR BRI, 15 S PR 85 6 R 1) 52
=R

G %\
5
N

|:H.
el

Wi FHEAOEER A SN, I H DHCP R4 28 W & T ANA TR IX BLER 2 Iid s 1) NTP ilR4s #3id
3%, W&/ ] DHCP $24tH) NTP IR4525 . BRI MEN, 15 DHCP RS2 E A2 AR
] NTP %5 2%

wHRRL 5 >RE.
#ithi Time Synchronization.
WIEIE NTP 125038 (Serve TimeviaNTP) 4T 2 /& (Enabled) R%&, iHiEHFEZA (Disabled)
DLAEH A BE PO NTP IR 5525
T g BERBIR SR B, kP “@id NTP” .
sty A
76 “ERANNTP ARS8 XHEHES, %\ NTP R4 25 EHL4 8k IPv4 5 IPv6 il .
(Mf3) BRP R A HERO 5 NTP RS 85 2 R FEAE, AT LR 81k

a)
b)

M “EREAZERY” R R AR IERE MD5. SHA-1 5 AES- 128 CMAC.
HINTEE M NTP RS 28461 [ MD5. SHA-1 5{ AES-128 CMAC Z4A S HIZ4A1E.

moadr R
ANHC E P NTP g5 @i, e A% i 7 s IR K. IR S 250 A B0y A A L I ]
Bl FATE AL E 420 =4 NTP fIR55 4% .

WININTEZ NTP k4548, HEELSES £ 8.

CRIae ) ZEai i) 5 B b AU D AT SRS IEINTP IR S5 &%, 1D “{UE R &iE S 30 IERY

NTPBRE &7 HILHE,
iR 7F (Save).

Tt 4

¥

AR A SR — & NTP IR&#8UR 5545 F 20

s BUE B TFEWE: 7F (Cisco Secure Firewall Management Center ¥ 451t & F8 7 ) H A BB 481
BCE NTP I [ [A) 42

THEE, BRG] E RO b NTP RS as r e iR (IREME S BB IIER NTP RS
22, LIRS A B E R A B A R E .

s MEMCE N, 1§20 (Cisco Secure Firewall Management Center % %It & 455 ) o

zgRE I
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B essaersamns e mss

5] 27 B [ {E A< 377 2] Y 4% NTP AR 55 2%

WA TEE H BT 1) P48 NTP R4S %%, BifRIAI 205 A P4 NTP IR45 4%, Al d F 4 BRAE A4 7
k4524 NTP RS %8 .

| &

EEE

© RARRAT FAL NTP FR4558, I 20 M TR . AR, AT 46 P E R R i) 5 NTP
TRZ5-ARIRI 3 72 B0 PR

o ANEDRE AU, B AL AT NTP HRS5 45 -

B OB E O NTP RS 4 2 e, WIEET-l SE Ot (), DA 255625 F NTP 230, -2 5 5o ]
ARG T I NTP 3£,

TR A FHPL LT3R E RGN E -

a)
b)

<)

d)
e)
f)

2
h)

)
)
k)
D

wHRRG 5 >WE.

#iili Time Synchronization.

R BT NTP 2464 8] (Serve TimeviaNTP) 4 T 2/2H (Enabled) IRZs, Gk C 2R
(Disabled).

MiHRTE (Save).
XTIRERBI S, EREREEPFINEE.
M RTE (Save).

B H M SHUE R, SR E

i & B B8] (Set Time) F$7 5138 B & I 1] .

iR

AR PR b T S TR AN NI I, AU R T S B A, BlanAEgEy a1, LL
T AT A s

R G IR XAIE UTC, i midiixif X, FHRNIX & E N UTC.
Mt fR7F (Save).

it Done,

rih Applys

PIE2 WE FHEHOMEN NTP s+
a) fEhrR /M) SRLE S, SdEEES .
b) X8 NTP1R#AE, EHFERA.
c) milifR7F (Save).

T3 WESZEBS, S FEAL NTP s &L

B 7am=E
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sreEunaRseE [

a) FERCE R RO P 65 BEE SRR “ITR 207 BEE T, K B @E I EIE ORI NTP

[l
b) K B B B
LR

T BB %45, 152 (Cisco Secure Firewall Management Center ¥ £l & F6/ ) 104 8y
B AL & NTP ]

XTEUMERTRE
AL L ST B B RO . R S D RS I R
SR E G IS (UTC), & A BRI I BRI ] 0 1 B .

R SRS A AR UTC BRGNS X, AT LR 14 75 22088 H R WU 45 LA
WA PR R

o ISR BELOVEC BN AE AT NTP $2EI 1], AR5 SO AR, 24 iees B NTP IR 551 ex 2
TR A P PR ] 2D I ) o 0 2005 T O BRI 0 A P PP 15 e B RS, DU S (R I )

K EHAPORCEDY NTP RSz, T ], WA 2458 NTP JE 5, T3 ik
I T), SR H0BT A I NTP 3£ 5.

UCAPL/CC & #i%

LA BEAE AT £ e 5% [ [ B17 A 4 BOATIEZH ZARIE (1 2 A b E I B s MR AT QIR BE B (R T4
FE, WS 2R PR

/o

FTRBCE

KM JENE . MR B RO E T RE A PO TR R R AT . BOAS LT, R R
O TR B ER A e TR Ae e, AREE BB AVFELAT N B IO T AR
THERIN A e A PR L S R iy o ey 7R T Ao B8 A 52 7 BE o PR SRR 8 o5 e B
EELL TR S RUA, ERE HE R > 55 UL R .

AL B AR 7 B AR 7 A
* PRERARE: e A8 A 52 A B LI PTAT T L B O 2 i e O B AT LA
s BRARE: A CLI FUNAFAL B R e B S .

AR Ab BEC T O & IR TEAE(E B, 15208 (Cisco Secure Firewall Management Center ¥ % i & i
[P I S T

I zgRE I


http://www.cisco.com/go/firepower-config
management-center-admin-76_chapter9.pdf#nameddest=unique_188
http://www.cisco.com/go/firepower-config
http://www.cisco.com/go/firepower-config

ZaEE |
B =rrssms

BERAREHRE

FE BN A R ERRCATI S, AR et BB 0 R v O B kA

S kR Ry 3H>BE

TIE2 ik BRAAREIRE EEHE LR HZIED
WL FHPOH N —REERATI R G AR WIETMESET 4G A 28 & &R S, Ak
R T 5 DS W) e 8 R /N RS2 5 8 46 (R B

P 3 M RTE (Save).

HRBECE
A JR P S A B T T . 7E “JH G (User Configuration) 7 1 (&4 (3) >
fiE > FHPEE) DACE L N RE:

s FERERREI: i s ad sk ek S AR A A . R BR IE T H E Web
BT . W T 0, BRI T CLIV ) 280 A ARFRhT in) T 2 A% B 200 (1 5 i 41
Fo BIRHIBEEANE BRIMED ASXTE A EHPATAEM RS 155 50w B E RS, 28
77 Lo

* BRERAX TN SRR EL (Track Successful Logins):  FREc 4 BREZREA FH il ik &FFp vy [l 7732 (Web St
s CLD R s s 3 & B RS . 8ok G, RGe4s Won IR T 4z 11 i) 5
U KIREERINE TR ENE (BRIMED B, REARSIERESER S I8 %350, 15
S ERER 5%, 578 T,

* RABRRMORE: Y R GAE O] L 1R] B P e B BELLE K U7 0] 22 /T, FH P ] LG S N iR
17 Web S8 S SRR G SR 1 0 11 BB e 2 5 ) 4k 292788 5 24K

© RGUBAEANE A PG B BE A RO L AR UG ) e CRIMSE AR FH A R0 ) .
o FRUCE SRS, RGUAR S ARSI IR P ) I S

o WURH B AR A R RCE” SO B BRIK S RO E ) B R R MU FOREL, AR FE A
PP BT B 2T, e R Al T B RS
 REIRFHERPRIEE (580D . BRRMEFOREA N ZFIN ki Web F i 1 BUE 1 #75:
I (o3P .
* RITFHIRAF RS TEE

* P IR i g T UARIIN T DT A0 @ 2R OB/ ) 2 iliit. bR th sy
RIS EE . iR il 7 R B, Wz e if et AN (R il

B 7am=E
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waznEnry ]

Hile A P HA T A BARIR A A, WS NSRS 2GRS Flin, o
PR T “EELL” (Admin) e, JEHESIZ/SHRMAR/ICLI ARPRRASERIKE
Hs5, WWEE ﬁﬂAE@%PW% MIAS R VFZ P o8 . W SRR .

A

AR TR SRR H 0, RGO FE SCH P e B e SR i tasiloh
Hig, JHERGEH>AR>AR M R%ECH>RAR>ARAE L
kb (Rig) « mfR AmarnmasambAes (R
ARG AT . RGia A (i N T & F 0
fi e ANBEIERLREZ SO A5 B T3l 21y (42 FRORKS f (B B R

o

W} PAERIER 240, ATRABEE M 1 2 1024 5 KA. 4 RIFMRAFEXSIEER (Max
Concurrent Sessions Allowed) ;% A2 CBRIMED B, FF RS TEECNSZ R

BRI A U BRI S SO SRS I, RS A RAUEMT T 21l (HE, &
S BHIEAT IR i e B KB i o

o FEAN TP HuhEAG B K OF AR B 1P bk o] [R]IRHT JF K I 2 0 2% IR 2% 2 i e . BRIA
TEOLR, BN IP MU 5 K I R IE R 4 500 48 AT LA & 20 21 100 A S5 1 f K R il o

A

AR AR 1P Hhl BRI R RO e S B B L AOTERE T R

~

i B 0 E PR

AR A T ERE AR E (Password Reuse Limit), WIARSEoJy 48 B rbo0 J ™ OR BOIN S 1R 2 6% g sad
ko M IR E A I SLD) sl sk b s s . S nT DO RN RERR T R 57 (Web #2118 CLD
ﬁiﬁ%mzﬂﬁi %F%éﬁfﬁ NIRRT . WERBRR RG], RGOk 7 s s R 1H
BN, N PRI S P ST IR ) 2

$E1 UHEEGE 3H>EE.
T2 ALEEPEE.
SIB 3 K ZHRE BRI B E N A AR Ll P AR B I AR (BRAEN 256)

TSRS EAR A, WA 0.
PR 4 1R TF (Save).
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B =smvzs

HRERPLINE F

A R P ] DAAE SR 32 B R BN A RS P BRI B s B, J LR ERThREJG . ARG /EH P
5 Web FLRTEL CLI I 7 B 1) 5 3 L

)

AR WEREADRE, RGO IMBRE IRl WERBE R INBR S, RS SR R B 6%
SKUCKL AERXPMEOL T, R A R0l 2 3 CROAT REET IR 58 B AL

FIB1 ELHERG D >BE.

$IE2 LA PRE.

IR 3 KIRERAINE SRR EN U E N ERER I & SRS (e KAE N 365)
BUAS R GSRERER, 1IN 0.

PR 4 HHRTF (Save).

2 & E
ik

R EFERUE SRR T R GE SOV IRE SRS S 2 bR, SR I IR 2 I 8 Zh e

SE1 EHRG AH>ERE.

PIR2 piAPERE.

S 3 KRB FRMOREE I 0E F P 205 KIS RIS 2R
SRR A0E, TEHRA 0.

PR 4 IR SIER P RIEE (58D BRI BIUE Tl I I BE 1 2 B
HIEAFR, R BREBORBANE, M WAL %K.

TS LR TF (Save).

B 7am=E |



| 7gEE
wERAns2ES

RERKFEZIEH
L AT TP 6 s S) SR . 2 A I i fir
o WSRO AN T A, I 20 A RO A B UL P R RS A
B, 2N IS 2 AL,

S kRS GH>BRE.

$IE2 niAPRE.
PRI X TAMRAMN S, BRFHRAFASIEE (Max Concurrent Sessions Allowed) ¥ & A A] [7] I}

FTIT IR S 1 ) B KB

WERA PR RS IF A il W5 0.

a4

WSR2 T BRI SE SO SR A, RGO A S R MMERT ARSI Tl (R, BT
T i 2 BCE B il .

PR 4 1R TF (Save).

VMware T B

VMware L H gL 4 BN iR —ErEpe g se A T, didixeese ] T H, &R sa#H
VMware = i H TN D). 7€ VMware I24T 11 Cisco Secure Firewall #1575 2 FF LU fF

* guestInfo
* powerOps
* timeSync
* vmbackup

0] AR P 52 SCFEI ESXi A A VMware T H. ¢ VMware T HAHMIIGERIE R, 52
% VMware M3 (http://www.vmware.com/).

I zgRE I


http://www.vmware.com/.

zgRE |
. 7EME [a) VMware £ Cisco Secure Firewall Management Center £ /5 F§ VMware T &

1£ T [5) VMware B9 CiscoSecureFirewallManagementCenter_t /5 F§ VMware
TH

UK

SB1 EHRSK EH > RE.
L2 ik VMware THE (VMware Tools).
$I123 fiili/BA VMware TH (Enable VMware Tools).

R4 LHRTF (Save).

3 71E) AR &
AR S 2R AE R IR B 2 A A N ID B & B A S S RN B R AS I, R GT A6 M
ENLIP ke 3 2 A1k 1K BT Y P U0 5 B s Ui R e i 312 ek
S T2 B A AN AL S R 1 B AN S BRI IR S5 2%, ] LUK RGETE B 4 75 4T 5 X L8 T AL 1 7 R R
AT B IRSs 234 I 5 AR 4% 2% 1 B Tk

fltn, AERE— EHRPN SMTP ittt , HARSKA S MM BURAS 5o WERAERGURLE ) Il ik
b7 GOt E R SMTP RSG5 a%, R e B0 B DR A 2145 BRI 235 (0 e 4 (1 A B o, BT AT
SMTP JJi2 55 25 IR ¥ 9 1 #8465 4 A5 0 2112 T WLAK) E A LIS S A

SRR AR R 55 a0 B PR LA I B L UAC B S AN PO s AN F Tl st
RN BTG 120 52 SRR P DI DSOS 5% 6 S BRI o sl REOAS [ I T D R I R 6 36 Al 55 8

BR 5 AR 55 7% i 0T

SR i A R REVF FTIE o

FIB1 ELHERG D >BE.
HI1% 2 EFEREBET (Vulnerability Mapping).
P3 ATLL PRI IR
o BERH 1A 55 s 1 s I A St S R OAS £ (L B BRRAN A B R N T W BUR B I AL b, 1 A Y

Hi 55 4T BRI SR HE
o LA S5 % X0 T R S 2 RSO AN 5 PR R I RSCAS A B A N P ST K ML i Pz 55
RS VL) ST AEAE -

B 7am=E
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R

web 537 [

AUMEH B /B (Enabled) 553 (1 R EHE X PELE h BR BR BT AT R LEHE.

P4 SHRTE (Save).

Web 717

BOATEOLT . O T 868 B ks 7wl BRI PO A A, S EA R T 0t a2
By PUSEESHRA 7P AS . PR, DUR B AL e (14 B 1P ik sk LA

PR A VAT UG TR Bt . W RSB AN B SR ARl WS IX L it , T AE T 14

B

SR KEHRE >EE.
FI2 miihi Web 53477,

PR3 ATk SE, A RdRE.

T—¥ it a

CArae) ZLEFEA ) ARHSORRENESE, TES N E & B b0 DY R R SR s M ge vh5

B 39T

Ao BRI R EIEE

Ihae Bt | BB | EE
=IERA | HRIKARA
J& F Cisco Talos LA AT | 7.6.0 F= WiAE, %nrLAFS B Cisco Talos T 4TI T M oWk I, AT 5 TE 40

e 2R PP AT REWAL

£ S

TRAsfng . il B4 () > BLE (Configuration) > N2 5 EL &£ 1R
(Intrusion Policy Preferences), 4Rk Talos BAMBERIZEN (Talos
Threat Hunting Telemetry) 5 JEHE, LL A VF Talos ¥ —41EFEE ) TIPS K
T B 4 g AR SRS o IX SR SR F Talos PAT @ g bEER, IF
W X LRI U fid A (R A, DAEAT Jgl B 23 B RO e A

zgRE I
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7oA |

EIEFL
KA

R A BT 4
RAKMRA

#fh

JA T G s

7.4.1

(=S

WAE, & n LLEFAE Cisco Secure Firewall Management Center [#] ~—4>
FERAT G, LR v Ll B4 e & 5 i i

WM sE: B (31 >ELE (Configuration) > FHREE
(Upgrade Configuration).

RARE BT ERRAS AR

ViRl RIPE ARG R
ZA) .

724
7.4.0

HEGEN, BBAOHRE 7.24- 7255 740 EHIE REEAEEE
RACETE], FSEMITEIRE LR CPU ERE.

B HEATE ML I PR, Ui e AU AT e m P BT
FERE DB B AR B0 R e (BRI TR D
Jas FEE B INAEFTE B BT ILAE . R RN, RETH]
AET 2 L BB — AN /NN PG IS A SR I AT ALtk . AELEITA],
e KBl s BIK CPU AR . 251 ZhAE (Qile it
THREED Ja, AR — UGB I 2 R B O 5 B AT i fig
Ja, REBUEAE M /NI RE LUy B 1 sl BB N B

PSSR (REMA 72.6/74.1) « B b >BE
(Configuration) > 7 [a) 4=l & 1£ 15 (Access Control Preferences) > 31 & 48
14k, (Object-group optimization).

FRASPRA: ANSCRFE LA RRCAS 7.3

F2 H & P g e

7.4

=

ST LI o 4 P S s SR L, R B S A DA i A ) S s 1)
— AR IN R G SRS A% o B B b O SRR B AL
Flse B rpLy i) R B P SR e g .

W E B B (3 >EE (Configuration) > B4% B 7% (Audit
Log)

IR IEI

7.2

TSR] LK BP0 Web B2 D1 g 1518
s g B (3P >EE (Configuration) > &3S (Language)

WPNEZ-{etz 7 EERE
FFE A PR o

7.0

U, Rt e (¥ B K EEFR SR AR A0 (B0 B0 ] S R AR e i
FE, AT FMC SRS LA, R EBeE h FAGE
THAAAE, AT R

WA bR R (3B > E (Configuration) > ¥4 (Database)
YECE G W FMC.

SZFE NTP R4S 281
AES-128 CMAC AifF .

7.0

FMC H1 NTP JIj 45 %% 2 1) ({13445 7T LA ] AES-128 CMAC %91 LL % LA
R MDS5 Fil SHA-1 Z5 53T 547

P AE 5. BRg(E) > B E (Configuration) > B EIE S (Time
Synchronization)

B 7am=E
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EIEFL
KA

R A B 4
RAKMRA

#fh

Subject Alternative Name
(SAN).

6.6

=

4 FMC fil HTTPS i1, v LAfR @ SAN FB. Wi 2 A
BRAZ B TP Hbudik, FRATTESUEAE T SAN. K1 E4I15 8, 155 REC
5280 %% 4.2.1.9 i,

WM. Rg 31 >EE (Configuration) > HTTPSiEH
(HTTPS Certificate)

HTTPS iF 5.

6.6

(S

HET, bR —REE BN HTTPS AR S410E 14 7E 800 K5 H 5h
W an RAE B A1 PR TE A EBINRA 6.6 ZHTAE I BRIAUES, T
UE A5 200 R AR UE P B FH ) Firepower MUAS T 7. 3 < PE44E &,
W2 BN HTTPS IR AIE1 , 26 31 Ui,

SHFRF G BT FMCo

24> NTP,

6.5

FMC SZF-f ] SHAT B MDS X RR 4] 5 4 B0AIE 5 NTP R 55 3% 2 7] 1) %2
Al .

WA s . Bg(RE) > B2 E (Configuration) > B E]E4 (Time
Synchronization)

Web 7347 .

6.5

F52 EULA Ja T AR SCER 28 0 AT 5t o MMELRT— 5T AR FE AR 4k
e H . TS Web 7041, 2 81 L.

EHT FMC (a3
CLI Vi,

6.5

i SSH 5% FMC I, 4 A5Vl CLI. AR IR FIE AN EHXFEA,
BT LA CLI %5 iy 4V ) Linux ZhEfEfe .

PR 3

HIhAEFH T 0 FMC J3 AR CLL i il I RAS 6.3t 37 FH ik
T, B FMC AHESoRER%E (3D > B E (Configuration) > 5§ &L
& (Console Configuration) Wi, %I, W ~EYH FMC L.

SRS/ 5 7 ] R AT G
BT PR

6.5

WINT RFHBRAFASIER BE. R E VSR Te e T R+
FRORE e A R EE/S) 1 K E0E.

P 3

IR SERR S H I, RGEAA RS e CH A A 3 e CH
FIHOIERG (3B > B (Users)> B A (Users) &% (35 >BRA
(Users)> AP fg 8 (User Roles) Rk brid oy (R o Wi M
Fffi AR AR (RiE) , WRSEIAEME NS,

BTG G U DR R
- &% (31) >HELE (Configuration)> fl A& (User Configuration)

« Ry (3D > FA (Users) > FIAffa (User Roles)

zgRE I


https://tools.ietf.org/html/rfc5280#section-4.2.1.6
https://tools.ietf.org/html/rfc5280#section-4.2.1.6

E
B zsmEvmsis

IhkE S0 | BB | E1E

IRARA | RIKARA
Refig ey Fibz 1 LA | 6.4 A=y A IPv6 J5, wILAEEH] DAD. & figd ®H45H DAD, N 4{#iH DAD
BRI (DAD). AlRES SRR RS Bk . WURAEF I BEE, T BTk b 12

AL o ROt

AR BRg 31 >EE (Configuration) > &N
(Management I nterfaces) >0 (Interfaces) > #w481%E O (Edit I nterface) >

I1Pv6 DAD
MRS FMC
REMfE A sz 11 [ A5H] | 6.4 A=Y JAHIPV6 Jii, RS RT LLAE R ICMPv6 R W 25 F H AN T IA 4 L o
ICMPv6 [/ 2 A1 H 15 T M 0 DA AW A0 5 3t . 4 7
HIH A TIAT B . B EARE LA #H IPv6 ping B & #E: 0,  LEH TR,
WAE bR R (3D > &I (Management | nterfaces) >
ICMPv6

Bris SR fr4: configure network ipv6 destination-unreachable.
configure network ipv6 echo-reply

YEFG: FMC (IXBR web $211), FTD (X CLI)

WINT REERINE RRE R E . RGn] DURERREA FMC K 781 e R
BN PAT IR S B A Shae s, M SR E ka8 40
B WAL 22 P E R BN I S sk R IR A, GER T
Web S0 LA K shell/CLI 9511 . )

NN T BRERMREIGCE . R0 DUIREREANK P 10 7 il sk, B
A E MR R R . RS MIEFTA H P B e %
RIS, GEFHT Web St LA & shell/CLI ¥5 ). )

WINT BRARBEFRUBREARE IGITHIER A BERE (94 &E. @
THIXLe e, B EE O nT DA PR R G 78 v ICCE A () B P I B BELLE K P 2 /i
FH 7 R] DL S N AR 1K Web FLTH 8 AR IE 8.

P/ B B (35 >BERE (Configuration) > F LS (User
Configuration)

RIS FMC

Har, bRt BRIA HTTPS g5 Sk 10k £ =45 f5 [ 3h 303,
USRS AR TR BIRRAR 6.3 2 i A (K BRI 45 B 15, Ik
JR 55 AL A5 REAE B R R A R 20 46 5 235 A SR A HT /2 BRINHTTPS
kS5 AAEFS, WL RG] LLSET BEUE 5.

WA R (3 > EE (Configuration) > HTTPSiE$H
(HTTPS Certificate) > Z£iT HTTPSE$ (Renew HTTPS Certificate)

SCRERTS: FMC

G

R RERE. |63 3

HTTPS iFP. 6.3 1T

g

B 7am=E
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LigE EFuL | EABEE | FE
RIKERA | RAIKCAA
AE S HIFIZEH] CLI ) i) | 6.3 = FMC Web # LT ] AR ST IR HE: RE (30 >R E

BUR FMC .

(Configuration) > ¥=#| & Bt & (Console Configuration) ¥/ CLI iz
ia) (Enable CLI Access).

o k. A SSH Esk FMC A] 51 CLI.
o BUHE A {# A SSH % 3% FMC 1 i i) Linux 4h5%. I 4sHiK) 6.3
WA LA K IFEFRAS B8 6.3 FRASTH 2 BRI A

FERRCA 6.3 20, 12§ S ECE i BRIl E, EOGER TR
o I, fEHIGECE JR/EREM FMC EATTH] . Sl s instop ik
i, =R AEE THIME SRR AU FMC M B e . (22, X T
REAU FMC, ISR EAE S GUIHT Sl (R P 7

YIS FMC

zgRE I
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