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K BUPME BT 17 4% 69 TP Hudil:

LA e DNS ZIRANE, k4 JRiBH R AR A ASBH L 5138 DLk H B

BIHE T I A5 .

AHCE R R % 4 CEE ClamAV)

* ¥t 5 (Objects) > &R EIE (Object Management) > &£ & &€ (Security
Intelligence) > M 4& 51| FF0iE (Network Listsand Feeds) T [ L1 ok 1
JEE R BRI A IK) SHA %136 .

« &£ (Integration) > AMP > $75 9 #73%E4E (Dynamic Analysis Connections)
U AL E MBS AT E

« 52%47 URL B HIAHOC I @A B W B, GF Sl > HtEMR > zRE it
I 2847 URL BB E . (URL A7 1S Hi A2 Al . D

* HFRIEFAFM Cisco = FEA5 M. S0 EK > HERK > RS 1L
I k1% Ciscco = HE

pE s

PR EAERS ERCE TID HIAATIRIRE D0 N A2 i B 3 68 3 17 &5 58T .
BROAHOU T, BB AE 1 /NS AR, AE 24 /NI RE ™ AR

U SRR s A H O AR AT B B A A, TR UE A E O A AT LA
[ X 2

Il (RRD) MERLAS | USRIE T | %R ER ER OB SRR IN P s (B SRR 40 10 H b 1A
500, JF HAESCAFFRIC R AR A BRI A B4R

I ) e 25 e IR 24 NI | e A NTP IR 55 2 UL, JFAE NTP 55 a8 AT F ol NTP [l 55 25 ic &
ORI e AR

WS BCER BB TR, R R > BE > HERS , I
AR PR E 1 NTP g5 35 e
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R

152 AR

INNEIERZNS

JRG 38 7

R ERERRE NTP L5 NTP IR 55 45% b A IS BIic &4 DASIEUR 8] £ 35 26 I 1 ]
APRZS, IFHAEPIAS I B I 18] 22 i+ R i e R

ARSI 12

A3 7

AN A 4k (FSP), BISERG P ZH . 224 482 Active Directory %
5, W S IGUE AL, AT AE D )48 i SR on LY 22 Ak
XA AEAR R TE S Al FH I R R a2 A e A e s 6T 1E SR
AT IR R AR A, AR o A ™ F R

URL i 3E 40 2%

JRS: 3 7

WS AR A IER, X2 T URL I JEH s APty URL i JE A 4k il 5 40

Web I 55 s 440 vHE R

LN

AN TP kbR H 20 B0 Web B %545 191 & HTTP 8¢ HTTPS 3414 m fic
BRI, A A AR 2 KB I B S TR AT T AN A TP M hiE i %
FIEHAUOR, e m ik B, NIRRT AR

TS RC

Yisiil

of

A8 I 20y A 4% (1 J e vt O s N A R B . i 4 BoR B v n
SCHF AR 0 ELROL MR R

o BB 1 TN B

TR HiE E s

IPIRGUBES, WisA P ARDUBEER . 25 3 BT g

RERTLLy Firepower AR EEH [FIRERBE 2 BOE R E HMG . DO IR ATIE 2 (11K

R

LR R s TIRES

S I ANE SCHPEAT A, W] AR 2 3t IR 4R AL R DA SR

TR 2 KPR HS N ] BI E IR B PIRES IR G B, WBIREIZAPROURNS » 28 15 T rid .

PR3 (k.

) FL BB ARG A B, WadHaf PRI A &R, 26 28 Tih g

JE AT LABE B AR A TR O S 00 BB 2 184 T IR UL ER PR e 7 S PR 20 I A & iR 2E . RgeH &
SNMP “4

BITIR A SR ES

IBATARDEHEME AL 5 R A A TS B A AR BL IR Ao J8n] AR SRR X RN B2 Ea AT 1 is AT

RO, IFrT i &

B =z R

KRS AT 1IN P B EARBR AR
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silzirnngs ]

M BB ATIRDUSRIG I, R R A 0 i H R T RN IS RDUBE . BeAh, T BLEFE RSB
JA B ER R UV AL DERRAZ A TR DU I R 5 s ARG P 4

FT LUR ] A IS AT ARBUBL I A 2N S PE RIS AT IR DU R o 3t 3 A M) T BT AT IR DU 4R
BOE, W LA IBAPIROVE IR RO, TFAEA T W B R A DU Tl A e SR SIS A IR DU I )
Sk, T RS DB ITIR I 635 (Health Monitor) #5 il IR M5 JE 1k . ZEIS 4IRS g FliZ
TPIRBUBEHR , A28 PARGUBE b AT s PR RIS A IR DU i e B AR e BRR

T LA AE R G RN B B I NS ROUHES . e BT RIAER 2 B BN KRR IE
ITAIRDLHENE , ol ] A BB A R ERINAZ AT IR DL s

)

AR VMR, A E L 2 A RO S TR G ENS . EBOH IS AT IR SRNE H Bak BO ORI,
ISR HABIBATIR DL 5 HOGH . ek 2003 IE 222 — AN B AT IR L S

SR RSl St M LR 5 aran
NI TIR SR B

BRI W E PRSI N YGRS, Hh K28 (EAREE) v iR
e E M.
It WG BATIRGUR IS IE T BN IBATIRGUSENS, BIEA e H WA GE g, HLEAE A & Xis
AT AR DL ME I BEAT
sl DAB B e s RIS, IR B O B R S, . SO BB AN &
B, S IZ AN FEBRA S IR NS . 15, BTG OV B BRE S R
M . R EBOAISITIRGLER IS PRl e, 15 S [ B BB IR LSRN , 28 18 1.
FRFEINE TR R EE
THR S TP I, AT R IR A A S IS I 2N T B ARG, BFEYIER BT IR S
BRINIZAT IR SRS FTAR] oAt B 78 MABATIRDL RS o TS, HTHIIZ AT IR OO ER LB FIR &SR I

)

AR B B IR DU AR PR R VB, TR TS OB Y AT IS AT AR LS

BIEIBITIR L SR AR
WERESE BT e (IS PR DL, SEmT LI AN oems . Sems ob K B BT R Bs Sk 2 0 B
SRS SR I AT IR DU AR R BE B o T LA 0 S AT A2 ¥ 18000, 49 40 J P A7 P Smes v e e
R i 28 B R MR R R A, JF R 84T I [R) (A BEg o

SE1 LHRG &) > BT (Health) > 58 (Policy) .

| bxber ol |
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L2

SIE3

YIE4
$IES

$IE6

ETRR |

R RIS

iy I\ SRS PR A4 K o

THER, UM N ERASIS R 1, AR AR LE A FoR G2 IR DL S -
o BRINBEA% SRS
* BOAI IR LS

M EARTREE T R8I L A FT S LA (KT BLAT SRS
i AN A (R U T
HFHRTF

T—% it a
o W N HIZAPIROLNS , 25 16 UU R ITIR, 0 e N HTE AT AR B SHEN .
o GRS LLRR E BRI BEE, RIS TR L 5 17 O iR

Rz R TR L R B

AR AT IR DTG N 2B I, AL SR 13 H K P A BB B384 AR DL IR A Bl 2 e % B
BRSO SR, T ARGk 2 DU AR SRS C L 0 I (8] IR B AT, b e AL
IBAPIROUE G T I B e A 2 B O

B ERAEAEISAT IR SR T R ] — M, AR e R s 1 B A 5 s AT RGN i e, Wiz
ARG MEAR AR A IS AT IR OUBEIRFPIR S A5

AR SR AR 5 YT A SR S N T BB 6, B MR BRI A O ] RIS AT IR LSRN, DLEAS
P AEATISATIR DL SRNE o (HAE, WAIUN 25 7 BE 222D — NS AT IR L SR

SRR AN [F) 1R SRS I P 1) 02 P SRS P B A6 I, T T2 P PR s S s I A ] — B3R

R RLG (3 > BITHRR (Health) > 8% (Policy) .

TN FH PR SR 55 1 1) ER BB TR () -

RN IS AT IR DL IR 15245

WAAUR LA T LA D —ANEATIRBU RS o BT LR & ISR o 3%, 1508 — AT B fi A5
PIE AT IR R HR LN FH B £ o BRI E A TIRBLSR IS 53 25 I OREE, 25 E R JLAIE A R 35
i 5 HOCHK

B =z R
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FIRA rH LA (Apply) BUREZ SRS N 21Tk e b

T—5#tta
C B, WSS SRR
ORI A B M TP A

IERIEITIN IR B

AT DAGi 4 EAE I A T AR DL SRS

HIB1 RHRERG F) > BITHOR (Health) > 5B (Policy) -
TR 2 LB RIRIE S IAT 4RI () .
LR 3 YRR RIE LR S LI, I T SRS B AR IR gREE () EkE.
FIB A TIPSR R F SR WA b b @ o A8 DU R ok i s A IR R B
o B AR R K I JE PR 1 D)4 d - T T (W) B A ( .) LAy 9 JE FH a2 iz AT IR0
A
o BAEBATRGUS R EHATHEE B BCZE IR, 15 b &% (Select All) Y) #4471

s R TIRGUESS, WA, Al R IS AT RS R A JE P 5% 1 1 AR R HE SR S FH AR
ZEMEIZATIROUEH . TEER, A B S PR OVER A S5 IR % P d R b .
0] DAk S MIB 1T IR 454% (Health Monitor) 4 T AR W #4536 g vk

TR
o BEHANRPEAE I SR vt CRUPB i, A B L BN D) BEATARIC .
© INREIEPEAL 5 sERR CPU Rl A7 (1 254N JE 1

AT RAERIE B, TSI PRGOS , 28 3 1L,
SRS BUIHRE E MBS .
PR6 (L IRE WP, 7B RAMIE:
© BATIRRARSIZITY 8] [BF& - Js 1T s AT ARCUBEER (AR o B/ NRIRGEA 5 204t

* FEHRUSLER B PR -1 B M LS AT IR DUBE R L AR I 1) e et (% . BROATSOL T, Bt M s
SAEZAFIUE NS IR DU s P AR 4 X Lo bR . AT AR AR AR B, 155
B SCTHR AR . WS R Am s LAt i, DRIcAT 55 2 RIBR K 4

bxber ol |
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* OpenConfig FEiE M-fc & M BB 15 & BN EHE R KA ST TPIRG TR bREE NI, %250
A5 FAIL 1 75 P 37 OpenConfig #5728, 5 R PELIME B, 1S5 il 'S OpenConfig JiAL BN .

PR EAFEMER O RIS, WHRAT BN Ak
a) miisREE S ECFAERE (Policy Assignments & Deploy).
b) MAAZ# (Available Devices) 43, i S04 AP BCIsATIROL SN 1) B £ 55 111 + &b
c) miiRZA (Apply).

s, R RT LUK SR VPIRGUSES I BB, N I AP IRDL SRS » 55 16 B0 i

REASATRDL SN B 2 ZE RIS A TR DU R £ BEA Lo M BRREISA IR GL SR B 2 BE i, 484 5
Mgt PR P BT B E A TR DL % B g B A RERERBEE IS A IROL, I i e ke &2 P Bl
I

YR8 LR TF (Save).

% B EOAIEI TR R A

T LU P G IS A TR DU SKN Be B N BRI APIROUHENE o 7 B APy 7EH 52 3 B N 21 5 B
FOLE, R IZ B N BOARE TR DL

\}

AR BRI BRI B AT IROUSRIS AN 2 B0 2 o4y LT i 4 B IS AT IR DL o

F$E1 EHERG 35 > BTHR (Health) > 5B (Policy) -

S 2 AR E N RIS RO S50 B B4R () Bbs, )5 MR E A BIAE (Set as
Default).

PR3 rliliERe.

AR 32 1T AR 250 SR B

RET AR AN P 75 RIS ATIR LSRG o (L, 2N B 73 L 28 /> — NS AT IR DL SRS o SR A B
DRI HT T- Ve 26 (ISR, LRI AN TR AR SRS, i RIS BB R R ek, SR A B 3 2]

B IIBA ARV, AERSEE I LR (KA O EAR M N 2 /7, %A IR AR U P AT IR DL
RAIRAL T 5 BIRAS

B =z R
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{8 A3 OpenConfig % i {3 /5 7 *h 32 A932 M £ .

Je

Ror EHE IR IS ROUIR S, WU DT A B I B AT IR USRS R I N 2 46

21 R () > ETROR (Health) > 385 (Policy) -
D2 s L ) SR 5502 E’Jﬂﬂllrf%(') R 5 R E1TAR L S5 B8 (Delete health policy) #7 H M

TR, ABEMERBEE N BOA KIS RS AR DU o 752U ER T BOA SN 2 T, 35K o) — s
APIRDL SRS B B BOA G . AR TEAIE R, W20 WEEAS PRGNS . 26 18 1T,

..IJ:
J/
=)
)

{&£ A OpenConfig % 3% {3t 7 /& A 37 B9IE M B3R 7T

OpenConﬁg s MMSL T HERE R VR AT I, SRR T ot 1o 2 I S A1 A 21 22 R g DL B
I M 2% 1) )5 3. Cisco Secure Firewall 7] OpenConfig It A% 4% il % 0 Ff] gNMI (gRPC M 4%
}EE FD BS, JF S VFR P TIANA eN BuP s e 208 Bk R SR IR .

1577 <) 1% JaS W 1975 B3 A TR SR A0 55 S 45 A ] OpenConfig AL SE M h ST A L E . AEBHE1TIR
WL SRS 2B 2 B4, OpenConfig I A% 4% I C B 2 30E gNMI AR S5 28 91 TR AR Wi ok 11 B0 i dE 2%
AR FE P (RPC) W&

OpenConfig & HIE N #YIT AHREY

OpenConfig fff AL T 1T HIROREAY,  Horh Bl Wie de s o5 2 0 b7 1 16 4% 5 U\@%E,Yf.iﬂ'ﬁﬂf?jiﬁé
pieaw il pye il & s N b T € = =2y NN D 1 N e I P = N (6 P e [ 17U ]
gNMI JIRk 55 K 3% subscribeRequest RPC i1 Lo T 7 SR AL 55 B e £ s 2T HI ) — /\jZ?/[\E%é 1)
TEMAE B o 2 S BRI AT ARG gl e A e 45 2 SCRF AT 1T A

* — XTI 1 (Once subscription) - J& MYl T2 £ S 2 10) gNMI B AR A 16— Uk SR 1 £

* JiITHH (Sream subscription) - BT 23AR 4 subscriberequest RPC W A A5 2 il % #4348
i3 g e/

* SKAET H (Sampled subscription) - J& i85 181 1k 45 % 2 32 BT FHVE 8 A Fi 2 19 TR) Be sk AL i
SKEEE . B 5 B S R AR BN TRT B R — 2

* 1T H (On-change subscription) - HUEEE K A A2 AR Ak, S BB 480 il 25 R ik i -
JBP A IR 55 25 2 AR P G (1 1] F 2R 2 DB W SR 2 SR % AE B subscribeResponse RPC i

S|

IR

OpenConfig 7% 5 MBI EBE R
SR DU H LR SR8 AT OpenConfig 3% Hn % M iC & -

| bxber ol |
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« $E A (DIAL-IN) - 7EBERISE R, gNMI RS2 2T 7T BRI L 193 119 SRk 1 Mol g 5
) subscriberequest RPC i1 o 7EUCACEITARULHME T, T LLFESE gNMI R4 58 35 40 P 1
S, LT b gNMIT R4S B S K 520 TP k. BT, D00 NMIT 45 450 18 FF 3
550051, P AMLSNIE I T3 P SIS0 A0 AR 1A AR I

# 4 (DIAL-OUT) - gNMI IR S5 &l ARG st TAE, 7ExialT, Eafis >k  gNMI
B A 2% (T AR SR JE SR AERE RS o 0 5 gNMI Bl WA 28 Ik i) gNMI RS #%, ) gk
JolR A 2 A FH B 1 5% 7 ity -5 AR IR 45 B 57 gRPC BEiE . 1ZBEIE SR VFE gNMI RS 28 F1 P
Uit 2 A AT e RPC Y L o 4B AR 2340 A0 5 Lol A5 AR I I 8 AN SN, 3 38 A P 2k LR A
Ko

3

FEPRATIIR AR, gNMI R 5585 A1 gNMI %5 )™ S 2 8] (¥ B A7 T4 AR T TLS s, X7 222
A RV IR TS AT TLS B Sk T 2N N B TE AL B . AORTRANfE ., i
Z [ e 4 R B A FGIEAS

& RUHTEYIE B A1 FASA

42 1 OpenConfig i A% 4% I HC & T 1) CA g5 as Az 7 imiE 45 LU AL B2

)

AR EO R CA ZERGES, TSR AR —ZmiadT BLU R i WRE a4, W2 E il

T2

FHia Z |l

FEEAEAT LN i (0 2 sm b B — A 3ok, Bilan s

Tl

mkdir keys

fEHIAH R A B A 2540 CA UETS

il

PAR 79l fir -2 ZE BB (¥ RSA RAY], IR0 & B AR B 85 B A %544 X.509 1ET5:
openssl req -x509 -newkey rsa:4096 -days 365 -nodes -keyout keys/ca-key.pem -out

keys/ca-cert.pem -subj "/C=XX
/ST=YY/L=727/0=Example/OU=EN/CN=gnmi-ca/emailAddress=abc@@example.comn"

T EE B A E X (C). A/HIRX (ST). HiX (L), 4L (0). HLUEA (OU). B4
PR (CN) FTHR A bk

%A%Hﬁ':ﬁ'?%] ca-key.pem Iﬁ:, lﬁ%ﬁtﬁﬁ keys Iﬁ:%ﬁpﬁ/ﬂ ca-cert.pem IftFo

SR 3 AR R AR (CN) AEH] #4644 FR (SAN) Bt F 2844 I 55 S k45«

B =z R |
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e piis [

F41:
LR A0 i 4 2 2 T I RSA LA, 11 QU LA 061 R L 12644 X500 W4, 7EA
i, 192.168.0.200 42 BB #4& 1 IP Hubil, 192.168.0.202 &% 7w i) 1P Hudik .

AR

I B AR F A R I, R d % 3 1P

CN="192.168.0.200"

SAN="IP:192.168.0.200,IP:192.168.0.202"

openssl req -newkey rsa:4096 -nodes -keyout keys/server-key.pem -out keys/server-req.pem

-subj "/C=XX/ST=YY/L=27%/0=Example/OU=EN/CN=${CN}/emailAddress=abclexample.com}"

openssl x509 -reqg -extfile <(printf "subjectAltName=${SAN}") -in keys/server-reqg.pem -days
60 -CA keys/ca-cert.pem -CAkey keys/ca-key.pem -CAcreateserial -out keys/server-cert.pem

cat keys/server-key.pem keys/server-cert.pem keys/ca-cert.pem > keys/server—-combined.pem

openssl req ﬁéédﬁﬁk%ﬁﬁ@ RSA ﬂx%ﬁ%ﬂﬂf%%%ﬁﬁz* (CSR)o *A\%ﬂﬁ{ﬁjﬂ server-key.pem i’ﬁ%
CSR 1%7[??{7 keys I’ﬁ:j@_ﬁ El'(] server-req.pem i’ﬁ:o

openssl x509 fﬁéﬂ‘fg CSR ﬁ&ﬁkﬂ&%%@ﬁ% ° H&%%glﬁﬁfl: keys )‘Lﬁﬁ%#’%ﬁﬂq server-cert.pem
B

cat T2 K RS # % IREFRIE A CAIE & I8 — A4 N server-combined.pem R 3CAFH, Jf
SN RAFEAE keys SCHEIH

M B EHLOECE OpenConfig Streaming ENIS, WA A% server-combined.pem o TE SIS 1 A
BB R4 (PRHAREAD 34T gNMI IR SS 25 A0 A BEAE P26 4T TLS JiA5 . SRAT s s AA
Bls TR DRAERE UEAS_F A% 21 7 B PO IR E B

I F8 72 1038 H 2 7k (CN) Al #5252 FR (SAN) Bl 2% 7 g 15

w5l

DL /-l iy & 45 AR OB RSA AAEH, 1 FH e )t LA 32415 1 2 A5 B B 2844 X509 HIE 5. 7EAR
B, 192.168.0.202 4% i ity 1P Hodik .

CN="192.168.0.202"

SAN="IP:192.168.0.202"

openssl req -newkey rsa:4096 -nodes -keyout keys/client-key.pem -out keys/client-req.pem

-subj "/C=XX/ST=YY/L=227%7/0O=example/OU=EN/CN=${CN}/emailAddress=abclexample.com"

openssl x509 -req -extfile <(printf "subjectAltName=${SAN}") -in keys/client-reqg.pem -days
60 -CA keys/ca-cert.pem -CAkey keys/ca-key.pem -CAcreateserial -out keys/client-cert.pem

gNMI %?F' ‘lﬁﬁ'ffﬂﬂ KF‘ ﬁﬁuﬁﬂE% client-cert.pem %D%A/’Eﬂl&ﬁt TLS ﬁ1§o

Ca ) T4k A, 3540 9 < A3 ] & R (CN) RS ] 25 46 I A FR (SAN) 1) 2 % 38 JIR 2% % iF
H,
AR
PLUR 7Rl i 2 2 A2 1 () RSA FAEH, 4 H & 0 HAT 34t 1) =815 B B 2844 X509 Ak 5. fEA
B, 192.168.0.202 J& %% 1 i (1) 1P Hohik o

CN="192.168.0.202"

SAN="IP:192.168.0.202"

openssl req -newkey rsa:4096 -nodes -keyout keys/tunnel-server-key.pem -out
keys/tunnel-server-req.pem -subj "
/C=XX/ST=YY/L=272%/0=Example/OU=EN/CN=${CN}/emailAddress=abc@example.com}"

openssl x509 -req -extfile < (printf "subjectAltName=${SAN}") -in keys/tunnel-server-req.pem

bxber ol |
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-days 60 -CA keys/ca-cert.pem -CAkey keys/ca-key.pem -CAcreateserial -out
keys/tunnel-server-cert.pem

fic & OpenConfig 575 461 )

FHIEZ Al
o TOR EERE IR A IR DU SR O (K SO B4 BE 2% FevF 2% SSL AR

o PRI B SZRF OpenConfig It 7% St (1) gNMI %5 7 i, 4458 0] LA FR 1) g B 4801 1) gNMI IR 5%
PR gRPC K,

o BFEH BB A IR E OpenConfig FEN, HMIRAEEBLARL LR E gRPC il RS2 AE
Ui. IEBEIE AT E T gNMI %5 i A b A 184 2 8] IR A

s EHPATUTAES, BWRAUEE BT

T L R > K.

P2 S EEI E ARE A TR DL SR 55 1Y AR IEI TR SRR KA.
FIBI 3 g8 EU.

$IE 4 $£3) OpenConfig FtiEM WHL LG HBCE . BROAEHL FRCE SR .

PES A% SSLAEH. gNMI RS ULIETS 4 TLS #4525 F RS #% 5 G iit, I 0 i ok W3 i pr A
A

OpenConfig i3 AC B AL S PEM AR AIES o A7 B0 AT BU R IEBEGE, LA PR ¥ #6 F1 gNMI
W ER & Z IR AR N, i AN 2 HE D s «

o B5UE ASCII SCAZ TS M A RIE S 3048
o B A _EAR IAE S 6 303 H 39

* BRIk EA% 9 PEM SO O TUBHE-BAVRAV A IO B . SO 2 07—, JF HAEF P A
PR AIGE N 1,

o IGIIF 357 25 4H 2K A PRIVATE KEY. RSA PRIVATE KEY. ENCRYPTED PRIVATE KEY B¢
RSA ENCRYPTED PRIVATE KEY.

o P INE5H PEM SCHE,  B8AIF Proc-Type: 4, ENCRYPTED? ££4F e 7 .
o UG AR XS I 1K) PEM SO 5 28

FE6 (AL WERRPICIFC I, TaE %,
PERT EP T gNMI PR SCIEAT A% S il ) 8 2 A

B =z R
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openConfig i ts i mirssis [

ST BN B
1.k gNMI ARSSorBd i 115
gNMI g5 a5 1 T 1 I F45E 5K H RS gRPC 1K .
2. TR EHER) BB B TK) gNMI R 3R 1H) IPvA/IPV6 Mkl
3. b RN EE SR LISINE £ oNMIEERS . A 2 il LA I LA CEE 28

T e AR
1. 45C gNMICEERS I N4 A S, %I g il LU BB A ¥ 45 3T 0 B iz il o
2. A RhnUgEESE LI INTE 2 oNMI WSS . B2 vl DL In o /MRS

IR J5 0 T T I0AE gNMI WCEE 3% (1) ] 2 44 F1 5

LI&@J SubscribeRequest RPC ?ﬁ‘%'\ﬁ‘]" )ﬁﬁ%ﬁﬁﬁﬂ Hﬁ%%%ﬁﬂﬂﬁti%ﬂfﬁ gNMI q&%%&ﬁ'ﬁ*ﬁﬁ%lﬁo
FESR TR I S AA 2 R P A4 B A 3EAT S B iiE . R GEAT IS iy i £ 43 560 UE (1) 0 2 i A%
A o 3 S

T—% Mt 4
BRI ATROUHNE H3E 2 S A Beek,  DARERCE S A2

OpenConfig i & 5611% & FE HEBR

R A2 B BIEH
o MRS R IER I UE - B4R 3] B B L.
* BAEEBAVEPIESOP B IR IERRE T 1P HIF % 448K (SAN).

IEH T3
W RO WoRHTR C EER (AP), (HAEPXE (IP) TRk, HRIE RS A8 UE 5 RS EH AR oD B
* BORAEIR S5 S UE - IEA 4R E IP SAN. WURECEEH T 24 BB e, WLZIHE IP SAN
FB bR E AT A
o WA R IR B, TE MR IR 2R T R i % i 1P
R BEHE R R 3T &R

AR SRCE] “RRELE NI B, RCEME T E 7 AR, IR gNMIRI AP IEAE S AR AR S
AR i LA T T I Bl I A 75 AR s 49 W <
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S R IR S HERR

root@cronserver:/home/secanup/openconfig-test# gnmic -a $ADDRESS:$PORT --tls-cert $CLIENTCERT
--tls-ca $CACERT --tls-key S$CLIENTKEY -u $USER -p $PASS sub --mode once --path
"openconfig-system/system/memory"

rpc error: code = Aborted desc = Error in gnmi_server: failed to generate response object.did
not receive any data

Error: one or more requests failed

SEfF gNMIR SRR R 8, AR5 B IR

==K
IR BT NN, LR P CLI 4256 & EAS T LR 4 308 8 shdE A :

pmtool restartbyid hmdaemon

3R EX gNIMI AR 55 2% 89 & BT RS
JFi 1} OpenConfig JidEdll 5, %1 fiff gNMI AR SS4 RS, 1] B i CLI 2 53847 L T

curl localhost:9275/OpenConfig/status

AR A0S %4 (1 N 7S 41

root@firepower:/home/admin# curl localhost:9275/openconfig/status
Mode (Dialin/Dialout): Dialln
Subscription Details:
Active Subscription Details:
Stream Mode Subscription Details:
Total Stream Subscription Request Count: 1

'Ip of Collector- Subscribe paths:’
172.16.0.101:45826:
- /openconfig-system/system/state/hostname
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'Ip of Collector- Subscribe paths:': {}
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