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EEH T ARG NAZ RN FiAL B 25 A0 0] A7 AL 2 KU R N AR SR A SCTER TR D7 Tl 423 i S es

el (2% HE: AccessControlRuleName)

R FH ZE B (0 AR SRS (R 07 1) 3 B o pefaulte action $878 i HI TR NAR BOR R 505 2 Vi
e PR AR SCIG, T A C DA T 425 TSRO R BRI A

MPAFAELL RO, W Boh s GF T RGEHENE, WARIE) -

 TERIPEMUN R NFRAE s W RN N AR SIS il P N sBA A, B, plndiie e cze
BRI SIS AT & (T 00, RGEA 2 P N R Ae ARG IMRE I o COHE SRS 6 U7 ) 42 7l SRS
(K “ g IR RE. D

© TRMRMBERFAE: WO 0K R CNEAR i B, Bl A e T
NZHLERITE DL

MR (R4EHE: ApplicationProtocol)
FTRAE AR AR A PR UL R0 38 1) T L T Rl A 0 B B CnsinT HD

R i ZE 5 #A%RiE (Application Protocol Category and Tag)
JER T N R A4, Th I TR H D g

ISz FH XU B

P A NAR A (R A R I 2 1) NP AR SISz “ AR (Very High)s “” (High).
“f7 (Medium),  “f%” (Low) B “HAEHAR” (Very Low). EIEHE PRI ) 25 Fh IS K R #8A AR 2%
AR s I B A s 2 A e ey AU

N3 :PS ks

L5 PE A A ANAR A (0 A2 RS 0 1) I P AR IR PR 259G IBeE: - “ AR 7 (Very High).
“%” (High).  “” (Medium), “fik” (Low) Bi “AEWAR” (Very Low). 4 rhcr il i) 424 i I #48
ARG BT B PR RN B S5O

B \E54 |



| NE=#

INTU=TN |

SE (RS HE: Classification)

A A F R BT 42K

WS NMZFAEAE SR T e 2R A .

MR RIE T B, A A I F AN > 2K T, Bl A G A A S A4 Rl B .
WA LU A G T« ZRREEER I LLE S Wy R . Bea, WERINE & o2, b n] DUE ] e
B A PRI IR B TR R

ZRim (R HZE: Client)

BN CERAED AR AR AR ST A I 20 1R 52 IS 8 ML Eas AT i At

& FinZ 5 F0#RiE (Client Category and Tag)
JER T N HFRE R4, thIE T g Zhag.

EREITRE ((RRZEAD

X or—ANEH S ) — NIRRT A . WP B S BH & X

LUR B [l M — b iR 5 5 e MR AP SOG4 DeviceUUID, 28— MR AL 8], &
Pz 1D MR HCES .

EEXFID ((WREZAF

B EERE SHF(1) Snort SE . B B A R

LUR 5 B Al M — b R 5 5 8 AR AT A OC IR DeviceUUID, 25— AU AL H], 3%
ez 1D MERETHES .

e

LT T RIS R VRS R TR, UM (Count) P BUXAE N T 1 B £ AN 5 2 A
FATIARE A SR BT H#R.

CVEID

I BAUCA R T B

¥ 5 MITRE & WL F A% 5% (CVE) % (https://cve.mitre.org/) W IRAR CBE bR IR 5 BT IR .

El:uk:cloiRea: bl
MNZFAE A R FEACE LR IR o

B 93t [E /3 X
N S (RS LT 1 TR 5/ X

INCEL |


https://cve.mitre.org/

PN C |
B o e=uss

B ENEEM
AN ) H AR EHVEZE OB BN “ ELEZNE” BIERE .
Al TN EEE R AR, BT R. (B2, B R AR I B R .

B#rIP (R4 HE: DstiP)
MNAZFAT T R A LE AT Y TP ik
TES A KR TTMANTT I8 H AR AT NAROT 5 B i B .

B#rimO/NCMP X533 (R4 HE: DstPort. ICMPCode)
PO = A BN 5 S . 5T ICMP i, 7E3%A I S S AR, 7B R ICMP AU .

BirA A

LRI N TP OCHRI 7 40 o EEHURT ek th n] REAS R O R et (1 ML eI 3 X
hy S TR A 2 v (R BT

FIES AT KRR T W7, I8/ E B FUR AT NAZWCTT 7 B i B o

w&

EL 257 ) 258 ) SRS 1 B2 4% o
DeviceUUID ({XPREZHZE)
SRR BT KRS B4 I ME— AR TR AT

PAR 5 BOL R ME— b IR 5 s 8 AR AT S ROC ISR S DeviceUUID, 25— Ml (I H], 3%
P45 1D FER T Ha o

15
RS AR B A DCA LR E A B O DUSKBLZ A I, b BUA AR A

HOED (R4 HE: Egressinterface)
il & A B R DB . 6T shEE L, AN B8

HOREXE (R HE: EgressZone)
fiuk & AT (R R LT 1 2 A X I, LERE Bl AN LTS Bl e A X B

O E RS AR
FEAL P RE AL LRI P 2t v, P T 2 T 190 0% £ REAUA R, b 4 D 44

B \E54


management-center-admin-76_chapter32.pdf#nameddest=unique_786
management-center-admin-76_chapter32.pdf#nameddest=unique_786

| NE=#

INTU=TN |

FE T R 1 B4

PRI “MIME WAPERT” K1) MIME B S0 44 o BB R R Scft 44, b2 H H SMTP fiikh 2
T FE MIME MEZFR (Log MIME Attachment Names) 263 2 # 2 AN SO 4

B A R Sk

B R T B

PRI R AR S O 2500

TR IR 5 SMTP it I AR FHAAH IR, 26205 F SMTP Tl ¥ 4% Log Headers £ 3.
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Ports LI ¥ HTTP A2t s AHIEE R, IXFE 238 N it F 41 I w8 U5 75 oK

A R B URT T LA B AR BEAE4E S URL (B s 4 Bl 2oR5e 38 URL (5%
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HAZ” RE. NAENREH (Intrusion Events) F, 1MAEE B E#%EH (Reviewed Events) F & F
X I NR A

FERR N HEAF R T b, A A%
o EARICHIFIR P — AN A NRHE, THIERFE UK RIEHEI T8 (Review).
© BARICHAFFIR PRI TA MRS, 5 AT Review Al

X EHR
AR FAE ARG » 56 21 1T
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INCE |
B zzzocsmnarss

ERZHEHEZAIANREH

LR, WAL D MRS AT LR ST AT B R O
O

S LHH > AE > EGE.
U2 A7 R AT (L
o AT PR 0 I ) e T
o WIS I SR A A S UL I 1 ST AR, el TR A1 (MR T
fE7EA2) ([switch workflow]) BUERE REEHR A 1 1T B T XL T AL
© BT AR RTINS B BRI, 5401

AXERM
PR S AR 58 21 0T

KERZBMANESEHIRIE N “RER”
TLIEL 1 A R SR  EULIE, Jr RA Tobly “RTH

FEZHHEE T, WARKGFEMRICA “OH” , WRGSAE T AR RN PTATA R HAR e
“ EA[EE’*Z” R

FE SR S SR DO b, R P A%
o SEIHER ARSI TR I A N AR G, TR R A 5594 (R SR AE I A5 T BRH H A

(Unreview).

« BNCHRZSIIRBERITA AR HF, 3 sl Unreview Al

B USRS

TRACFE BRI I A X B W HATHR e E (B Qe FOa b HTTP &) 5 — HA  fil
R FEASTIAL PR 28 T HAH DG TR BE AR R AL T J HARAS s it 2Tl 3 A e oo 5 i e TAL B A
TPHATIE DL B, %A LA HTTP 6 # A4E fi#s (GID) 119 Fil Snort ID (SID) 2 >k i H pouble
Encoding HIIP K AFZE IR AH DGR TRAG BE 2R AU, DAAE ToAd R 2538 3] 11S XU i i e I A= e o4
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| NE=#

ez

A AR TS FIAL PR R AT 17 DA By TS I S o D G TR ety o 9, A0t 2 m] AT 2 B 1
1P J7 BOR EHLEAT DoS Hiitie 1P 43 P EAL FiAL BELAS v LUAS N BRI 0 0 2 A AR A

FRAE BRGSO A E AN R Z A AE T, Bl 0 om AN S X AR PR I e . A, ot
BWEIRKEHEIFE . GID. SID. Mdls i Sk A AN S t 1 8. X kA mT LU Al 0 (KR Sk A
S B B SRR DR A IEAE A DU EA R 2 RS BLRT, JFR St idk. il
AL PR ER o MRS Bl A0 e, R 5 1 S PTG 4 B R Cn SR A B 25 RE 4% 4 B B A )R AT
ARG 853D 5 B DM AE WA G0N I P R S G i

AL S A 2R ID

FEATACBE G #CH A A as ID (B GID) I LA W ot A fil i (1 S R A T AL LS . BELETIiAL
HEHIEHATHIE SID, X JE TR AE B 34T 72 SR 0 ID G5 o 1XAT B T I X SRR A kAT 73
KA R HAE, BRI Snort ID (SID) W] LASE (A A fil A KU (i 55— ATEAAE AR
SR RN BT “ AL B SR s 2 A% PR B AR A1 AL BEGS AU ST BAAE 207 ik
21 T BELAS AECHE C fife h 2%1 2E b 200 AL B s R

N

IR I ERESOAS AR R B A AR SR ID R 1 (AR ER I GID) 8 1000-2000 (AL o ST

TGN, A KA ID O 30 T A, SRR SID iR WA 2 R 4% BAR RN o

R T A REED GID [FFIER,

REERFEID

ID HF LA

1 PRI SCAS K] AR O AR ESCA R (42 RdE H A GID)
2R S o

2 i i b b A s AR b A Bt S R A i 25 1 A B
B o AEH cag MBI 25 HBLX AR 5L

3 Js Xt G LEHCHR LS G I A B A

102 HTTP #5345 A A% 5 | R A R b () HTTP o8l

105 Back Orifice il %% Back Orifice £ Jll % P31 55 #o4fs 40 5 B ) Back Orifice Miifi o

106 RPC fif i a% RPC fifp i # il A 4 o

116 LGN TR A e B R 2 AR o

119, 120 HTTP fi & T4k 21 2% St HTTP K 2 AL B 28242 . GID 120 BRI 5 /IR 45 4345
& HTTP Ji s AH K

122 A ESE pioallE o el s A I A T 25 2R

123 1P 7 Fr 21 &% 53 v 4 TP AR ARAS Al 1 A T 4 I A B
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D ‘A4 152 AR

124 SMTP fiffith s SMTP A 230 I 211 6F SMTP 18 1] (¥ sl I 2F ple 24

125 FTP fi# 4% FTP/Telnet fiRt A% 5 #6000 2 FTP 9 & A3 sl I 26 e i1

126 Telnet fift % 2% FTP/Telnet fift i #5400 £ Telnet i 5 A7 e il i 2E B o0

128 SSH Tkt B 4% SSH TRALFLR A I 1) SSH 3t 1t v (14 s Tl I A Bl 44

129 RS TR FE B AL T4 28 6 B AT AL B ) A e o

131 DNS Fiikb 243 i1t DNS FiAbBE a8 42

133 DCE/RPC TiiAb 21 2% i1 i DCE/RPC Tilkh 2% 2E ko

134 B AE IR BUAE IR 15 (134:1) SRR AT (134:2) — AR,
W IEIR ﬁji;ﬁiﬁgiékmﬁﬁﬁ%%%mﬁﬁﬁ%@

135 T AR P B AG  7 BT R A BOAT I 35U B 45 L1 = WA 2 JE R

PR

137 SSL Tiikb B 45 At TLS/SSL TlALBE a8 4- i

138, 139 R AL B 2% S b AU TR S A R

140 SIP AL P &5 S SIP AL F G E Al

141 IMAP Fiiib 2% FF 1 IMAP AL 2842 B

142 POP At 4% St POP TIALPE 84 1 o

143 GTP FiiAb Bl 45 JfF 1 GTP Fikb #2521 e

144 A~ Modbus FHIAL 2 2% F4H Modbus SCADA Tk HH %5% 4= i o

145 DNP3 Tiisb 2 #% HA1Ft DNP3 SCADA FiAb 2 285 it o

148 CIP AL P45 ZHAEh CIP SCADA AL FE 28 2F it

149 S7Commplus T4k # &5 FiF i S7Commplus SCADA FlAL#H 44 il o

1000 - 2000 Pl SCA R TERE BN AR SCASKIN AR I A2 e A

N

K

mm

= TERE

U R I ORI, S ETAR

NS i
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| AEse

A st TERE |

Firepower F Gt (Al HI S8 s e 1) — 4L FiUE CTARRE, W TEBEM M RS, X T
YEAE, BRI S PR — RSB ITIH,  AT#5 B) A 2P I AR AT

e SR AR A TARRARA & = AR R M T ORI FAHLIED

o o AEE AN AR B

* NMRFLEIRAE

* Bl AL
Ii] " Al BT THE A — R TP S A B 2 41 O TR ) ML, A2, T
BE R E RN R

“IER RN A RAT R AN B A H bsin I IO VEARAS S, o A S sedift, SRa iR T
PERAER IR — 00 IXKE, AR REITR AR T B> — IR T KA

MNZFAF IR AR IS B AT A DN ANR G RIPRIA SIS S A E R, Bl
YEIP Huhik Y5 . HAR TP MbhE FoAwm O HOEUEHOMFEHER, 5.

FERAL PRSI, T DL ARSI Won TARFURE A R — 0T, T2 b SR I B A4 1
B A2 0 o A PR A S R Tt ) B

B, Wi ST A 2 (F) IR RS B, ALK I AR SR .
WM RSN R SR, AT LS R T AT A s . B, B HT Ve L4
ML — AN TP Ml (BRI D AR, 1 AR 1P etk (Source P Address)
B TP Huhik.

W LR P ATE AT, ARG AETE (View), oy Bonsuih ek . B K5 A X fih
R A A (AR ) i A g P S A A S o B B MR B PR A B o A S B 0 rh e s )2
A e R DU TTHT B 138 50 LA T fR e s B

\)

AR T RS th 2 AR A, DR s AR S TR R A OB A

AR FIE AR AR TG R e 75 oKk, AT DAEE A SR R K5 B A 8 SCTAR R
Fo AE SO ST TARFUR T AL 170 T B T TR/ s PR L s R 5t B S St A I e
Ve R e — 00 MRS RS, BT DU TS CTARRAEA A & X TARRREZ [ D)3 .

ERANRBHIIERE

FEI R L AR B I — Lo DL Re, XLEThRERT I 40 N rhaak,  DMIDRE A f i gk
hE AR L

N T G AE AN R IR AR DT s AR TR AR =, 2 0 s 7 D 8 (0 e Sl g L
FAER, FFEE S, AL R ST il ARAT AR AT AR AR I, R 2 kst
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B srrgsuTrme

Je

Ron AEERERE T, AT RABE IR BRSO — AR R A i, RO I LR 9 S5 1 9 255 ok
IR TP bk X Becs 4, nT AR TR A0 ) A7 BR AU A 18, DAMIEH R FRRAET . (2, ANGERS
A IR AT ) — AR KA

T [FH S > NMR > BHU) W AR FHE TR
$122 wi, WREIFEUE D BRI FAE, R 3 ) P AP 5 23 TR R
PP, 25 24 TR TR .
SIB3 AL AT e £
o BT B RINAINTEN G B, SN IR, 54 7.
o BEE N E SO, 1 s EoRAE ENL P Mk 55U EHBECE S -
o WIEEMPA FE MG R, A “YREFANIX 7 B HERE /MK F1 R SR K

* WAE Firepower REHMHB AT HIVE T 0, A B A SH0HE . B0F BT o T Bl 28
A, AR A ARG TR E 5. AER, WS AT Web 58U
GERTEEE

o SORCRA RS — U, T AR R B, SRS SRR = RS P AT i
o i, ErT LA EFR} Talos SREUVAT G AT E TP Hbhk (M PE4NE B . 1678 2% T0R B T30
RMUULFRG ERCE SRR AREDER, WS AT Web BRI S0 A .

© BB SUIT B FAF IR TR A E VS, 52 0 S SO () 1
A
WER AR AR W AE LI b, RS 58 (K I RIS R AT e 25 IR [ 25 R A EHRE IH Y
IFTRIE TR, DSA T I TRDSE R A 0 S mT e A B o R 0 {8 T e A e
iR
D RN TR PR S, WAL R AT e B AE Bk IO DT IC BN () B iR e 2wl
R E TR AMBA SIS B A OB T s A%, B nl BE A R L.

o AR T AR RO 0T HE R R B T AR I N AL S ] AR
o ST CARGURE AP I 2 1) S0, ORBE TR, 0 R T AR DU A L A AR S P T
HER .

o SONFAFEE e IR, 2k b IR S5 I A, AR5 R ER (Delete) Binii
LEMIFR (Delete All).

© BB FERRICON O DU MR AR i B, (I N F R A B bR,
SN I L “CH R . 17
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| AEse

restgnTenmars |

o SR R B BT S OB A A H A (libpeap A& S OEURE BT SCE) i
AR B il ok A SR L I R IEHE, SRS ST T EEE & (Download Packets) 5% i i T &
EiB ##E & (Download All Packets). #li3k (114 (1 LA libpeap #% 2 U0RAF . 24N H FH MU AT
PRI A% 2

LG AL F AL LA R QIR TS 0 TAR AL AT

S

o TERIAEH 5 — AN TARGRE, 18 AGHEYI#R TAESR (switch workflow) .
o BN Y HY G DN DU PR IEOR B DU, 3 AU e TUE AN ANF % (Bookmark ThisPage).

* EME WL (Summary) #EHIHIM Y “ A2 FF” (Intrusion Events) #0453, 15 s A= 6l EHR
(Dashboards).

c HEMEBEEH I, R LEEBE (View Bookmarks).
o AR 2 R 1T P PR B A AR, TS D AL P B A A

AXER
FIHLR

MNZ S 15) T~ $h B 52 T R 1

=y

% 5 IR A TEAENUE LA R

ZH AT AR 1) B DT

P RYIRAE -

ATHATRIRIE

] T2 RN LA
YOI, R EfE

iz .

filan, 7& “ HAxyig 1”7 (Destination Port) TAEGFEHT, 2K S BRI H Axdm 24 80 i 11
A, ki DST % O/ICMP X5 (DST Port/ICMP Code) 41+ 1) 80/tcp. bf % K54 R
TAEREER F—T C “ZiE” [Events] W) , HrPAUE 80/tep i I o

] T EIT 2R LA
T, A% e S

IEFREAE N A TARSURE DU LA 55U I RIEHE, RA R EER (View).

filhn, {5 “Hizsdml1” (Destination Port) TAEFIFEH, ZORE SRR H10 H Axm 1124 20/tcp F
21/tep S IR, T EREIX B 116 AT 55 UM SIEHE, SR)G miiEE (View). b R
2R TARRBER) N —00 C “H4F” [Events] 5UIHD , HP AL E 20/tep A1 21/tep i 1H 44

TR, WX AT, JEHREAA 2] CRHE “UHL” [Count] 51D, A4k
HABRE . & A BRI GRS BRI 0 SO S R A B e . il W A A
“HIEF HFR” (Event and Destination) TAFJAE, 7B —N M) R &5 I _E &8 R —47#
SN AR A WP e H bR 1P Hihik 2y 10.10.10.100 (154 1:100, [F]Hf
WIEFE T HAR P Hikik ok 192.168.10.100 [FJF4F 1:200, 5T & BRI AT A O AEAS 25 7] i 1k
KM H 1:100. Hbs IP Huhkh 192.168.10.100 (Z4F, o 258K 1:200. Hbx 1P
Hiuhk 4 10.10.10.100 FIF44:.
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PN C |
B esszumms

PR RYIRAE - ATHATRYIRIE

) N REFFE] N —A TAEGFE | S HEEFEEE (View All).
GUTHT, PR B 24 7 B )

MNMREH R E PR
R AT R AL
% 6: IRBIBHRME R OB

PR B RYIRAE - ATHATRYIRIE
LB IR Rs BAT | iz
AN JE g

B, BOR AL BRI A A s B bxim 1k 80 di A, 33 Al DST #% O/ICM P 47 #3 (DST
Port/ICMP Code) 41| ] 80/tcp.

METBERS T R BRI e 3 (OF) . e R A O, sk Apply.

U SR B e R s FA A, TP B R AN M R EAE, R SRR (Apply). EURAEH]
S b 0 s RAFET Sk LURIT R RG24, AR5 mde ZERF N IS4 F.

B TR | T T SRR

HIBER & o R A TSR SR TR 0 T Sk .

CHEREE T N MR, IR A SRR View.
VO, Ao R R AET b 2 R A P DU RE AT T P A B .

FEAANREHHEEMRE
M LB DA AR PN 5 T R 2 L £ .
Je

R QS AR S 1R R A AR A B Bk I U4, W) Cisco Secure Firewall Management Center I ]
A AR & R E R

Kot B AL P T PR AT K i A (0 AR AR RS SRR 2R SRS Bl i S A, X8 B
FEHAERI ARG, R 2SI CUR S0k AR SO R B, DA 5 A e R R
o HE e e R I AR R R (Bl .

URAh, Bl AT it R AR (B R . R R R) Tl
P RAUREIE O . MRRG WL, W AAS MR 7. ATLUEIT I R 3 LA
BRTEA(E R

B \E54 |
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sunizere

\)

AR T RS th 2 AR A, DR s R S R R AR OB A

FEZIEE T, AT DL R e A B . AN RE AN B 00 PR s ] e 7 i

TR AENRF R T, EREAE AR, WA SRS, 2 24 TR BT
T2 o, WRIERE G, AT LA DT O S R S e A R i B
PRI I, BRI

o VHRE - A AL I R IR RN R, T2 0 S O T

 FOE - BCE A AN, 3 R “RAIE (Actions) SFIAMIET Sk, AR A WIERAE AL
BB, 25 28 Dirh ik 4k 2L 4 .

o IR - ENECHE RN BR F 0, 1 s BR (Delete) LUMBR %5 1 78 & A/ AR e i S, st e
ERMRR (Delete All) LUIMER &2 i g H I B A IR B Ay 44

o R SRR T B B A EI A (libpeap A% BRGSO W5 R TEHE
a8 ORAFIESIEAE AR I SAE I DR SR RlA,  slm i T 8RB BE S IR i Sk £ 3L
Kol WK P A FAE I SR B W RIA . R 2 1 P libpeap A% A ORA7 . Z2NF IR P>
B 35 Al e 3

iR

ANBE TN B DR, R S LR T 2 R e L R R SR AT
AHRBER G R ZRE, AR 15% I n] RG] .

s ARICA T AZ - B SRR ICOh O %7 DUAFEE T R R, (A NS R E
i, 15 s B (Review) Dlbrid & IEAE A A/ AR i giry, 80ld 2508 #Z (Review All) LA
FRid S i OB ILEAR B A S0k . AGTHEAER, ISR TR L s “ O
, 17,

o BEHAMAE R - ERIFEET S 0y, W% S E k. ARG R, WS E
AE B, 2825 T, s BB, A 31 TUMBR R 2 S BB, 5 32 T,

s MEMBKAELR - ESHEEMEEER , 5533 1.

s MEHIEAFNER - ESHAEE IO EE , 2838 1.

s MEAMEGE - WS SELREGEE . 36 1T

AR ERM
i RERE 1Y ioall]

EHEEFR
FEYAR NI b, WA R E MBI .
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=4

HAH R o KT IEEF RO A, XA TR R . o T H AL, XGRS AR el TAL HE 28
Fi4% ID LL (GID:SID:Rev) #% 20 I 209 EG T . GID S22 B AE R0 51458 L At At g ml 94 7 2% 1)
RS 1D, SID SRR, A 28 B ak TAC PR 2% BIKFRIHAT . Rev 2N EIT 5

B+ B 2%

FAREAE AL TR]), SR UTC B X,

IES

O RFIETROMFAE, A TR ST SR, X T e el AL BEES .

R7ER

FALEG . X TR TR, XA T prioricy KEEFHIAE classtype KEFIIH. X T
ot IR T A5 o B TAL PR -

AOREXE
fi AT S B RO 22 A X e FER BN A8 A S e 2 A X 7 B

HAREXE
fish A RS GO R HE 2 A X FER SIS R T B

15

SRR IE N ACSE ARE B O LU MU, I BUA A .
wE&

LIS U7 i) 2 1 SRS ) 52 8 e i o

E W}
Hp
mjt

m i

VRt B L PR R AR KBS 2 R e . TR R RGN 2 AN ASA FirePOWER 3 78
FE.

=
=
:

ADO#EQO
R S B N R o X TSRO, A R 8

AN
X WIBGRE,  FR R R i R
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| AEse

EVETET |

/B tR IP
ful A SRR IR B QBD BN IP Huhb s, sl SRR A HAR AL CH AL .

i C/ICMP 2£2! (Source Port/ICMP Type)
fiul ke A A B AU o XS T ICMP ditiE, 7R3 o S SO0 T, RG0H or ICMP 287,

B #%i% O/ICMP {53 (Destination Port/ICMP Code)
ORI EALR S S . X T ICMP i, 7R3 I S SR, RE0E B R ICMP AU .

R 4R Sk

SEMCE MBAHRSS R . TR, MEPFRCRAS BoRfE R AR AL b, (H AT LORE s Sk Bt 7R
NPRAEAT

BB ER Sk 5 SMTP Wi & AR FAEASCIE, 24253 F SMTP HiAb 7 23 (1118 F 3R 2k (Log Header s)
PRI, XTI T RO AR, SR 2 BRI T .

HTTP £#14 (HTTP Hostname)

PEHCE HTTP R EHUARCKI FHLL (R o AT BR5E3M THE (25256 N T4
WHRSEIE E A AT AT, WnT DOk LR TT

BRORFENA, DAUHH HTTP A& AL Log Hostname £ .

WEVER, HTTP iEREFEAIF R RS TNAL . o FRTNMGSEMSE, 28004 HTTP AL
485, HTTP URI I}, £ BoRIEAT.

HTTP URI

Ejful e NAZ AR HTTP i SREGR A S IE R URL () o AT o588 URT (£ 1055 2048
AT o WRSEEE URL AT AT, Wn] DUR R TT .

BN URL, 42005 ] HTTP K & FiAL BE#% Log URI ET0 .

WHER, HTTP EREFEEIHIELZEE URL. MR MNASELS,, 488 E HTTP EH4
B, HTTP URI I, s BRIKAT.

BEAYE 5 HTTP Wi W At 52 A NAZ S5 AH 5 ) HTTP URI, W& Perform Stream Reassembly on Both
Ports S 10 ) HTTP IR S5 a%in 11s (HIEH R, XFEA N E mAL %I R

INEY S

JE T AR AR S A IR NAZ I Ak 3425 0 0 S e 285 D PR A2 SRS o 1] LUIE R AR SRS AR
Y I SR P BRI, T LIOKE N AR SRS 15 U7 () 4 R U A G TG

i Il SR B

A NZFENE O T A SRR L T T2 A0 U SRR 2 R ) i) 4 s S s
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B =xrenmsms can

I
S A NIRRT RO . BRUBRAEAE 2 R T R A2 S R 30
RUSKIE, TR AL V) S OB AR
s
AT ARHESCA BN, At g .
WER, W T ORI R kUL, B
T HOU O T 0 7 K R U L BB TLAU L7 4 €5 54018 ) View Local Rules
IR B 7 B LB o 3 SR LR
121
AT ARHESCAN E1 5 SR, B TR LI AR S BT LA A T8
- AL

« A MWBIT IO DOS TARESCAIN, 75 “fE” TR ERXEE, SnT sk o
HY T 1R TR AR ST AS DA A S LA K U

o B R
o S ORI R
- Y B 1
- LB
SR, AR TR A AR A T B, AT

HHRENEPEENRRN

FENAR AT NS WAL, R DOl A S (ST J LI AT o TR, WURFFIE TR
GO AR B TIAL PR, IR AN T

S ENRMN A B R FA S s AL, I “ 58”7 (BEvent Information) #1431 3R4E
(Actions).

HYR2 A7 LN BT A] Lk %
TR -0 TARUESCA N AR, S B E R (Rule Comment) wI LA i) A B A4 (1 R UIAS in SC A
TR o IXARACRT LASE AT SR LR ECARUR H (8 Js ] e SRS 1 L (R 4k bR SO L. 3 mT LA
FE AR FIIU) G 2 P A AN 257 RO
© A - EAEHIC, U R DU I

* FE AT Snort 2 % E& (<policy_name>) FZEF itk #1 0
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wxmenatns ean [

* B A EIEARY Snort 2 SREE AR A AT

DRSS AR SCAS RN A B, i 2T AR T . 7T DUFE REAS 5 AR It 2 4 1) P A7 SHEms
RREE SR B, WER BN AEA S 4 2 AT SR, T DR AT sking (R, AR
S BEE LR

TR DUERENS A TSR IO U0 T, AT SRR T & s B, ] DA 1 E SR
W, AHSE, ARG R SR PLATERA SN .

iR

ANBE N EH LA B 25 IS0 SO, AN BEAE TR A SR o R R

o BB IR A S - SO BB S Az U R AR AR, i i AR IE

Iﬁfé*:
* IR B I AU AT 35 Al A KR €1 7 298 Snort 2 5RE% (<policy_name>) 4 R B4
* RE AN AT EF & BEE G FF A A IR Snort 2 NEXSRER A BB
U RS2 A VA AL W45 o DL IR 2UHR 28, nT AL R A M 20 50 (100 T AT SRS o b A < P K

W O 5 S A M B . B, RS RE RS AE A M G 4> SR, ] AR M 3R
i R, AR SRS B E R

VLR, AERERS SR TSRS (RS DL N, TSRS T4 22 s i, ) DA 1 E SR
W, AHOE, ARG R SR IIOBROA RS . W, AE TSRS R ] T Drop when Inline
MIEOL T, Ao BoaR itk

o Gl - 0 TARMESCARN A, miili 4R3E  (LL4i%H Snort 2 FEIU) 51 4848 Snort 3 M W 1& %

PRI A R T G L AR B B g IR AN R o

PR

U ARG E ARG SR R AN S 58 SO ARHESCARRNDD 5 0SB b2 Qg (1 A R ) o
TR DR AR B0 B A e, IFEE ] 2T AR s b i St U, (RS, AR H
BRI SRS (KA AL o

o AR - S IR B RN LAFEFR A A B2 B Snort 2 SR FRAE B WK R 2K

Fifk.

D SR S AR SCAS RN B s, DT LA DB B A 5 T AR b 2 4 ) BT A SRS o A A
T, AERERS N AU SRIS IR DL N, TSRS A 2 ks i, T DAG R B E SOR
W, AHIE, ABEGNHE R SR AL HOERA SR .

P

ANBERE I G 5 O AEE AL A g, AN REAE T BRASEms P (L)

o WAL - I & BEHIHIELT (Set Suppression Options), #A J& Wi Zdis (40 K vh v Bl

M, 5 31 T PR QR ERAT .

DA P SR 300 DAAE BEAE £ At G 5 (1 A3 SRS PP 30 A A e PR R U B, W R e A
AN 2 S, ) DUAAE S T (B, AR R R SIS s )
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B =xrenmsgzamin

VLR, AERENS R USRS (RS DL N, TSRS T4 2 s i, T DAG e 1 E SR
W, EE, ANBEZRAE SRR LI BRIA SN .

o VE BIH LI - FEIT& B HDHIIE IR (Set Thresholding Options), #R & 44 B (40 1 b ¥ & 4
BEI . 55 30 U1 TR gk LAk .

DA P SR E ST HE A% AR 1t 4 1) P AT SR b Dy ik A S AF I RO B B . B, 2R
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