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TFZAF B

\}

AR WERENRFER,  “4% URL QIR TR B

TER, B TRA URL 198 W UEA R B AL 5% URL 200 HE 2 Kot
SRR RN “Iedifl” Pl .

“32 URL 3% 2 rYRE " B

“¥ URL KR (e % BASC T B X 0 7 52 4 19 4 v sk s S 6 1) URL 2850 (il

%55 [search Engines] %”?}ﬁﬁﬁg [Streaming Media]) E@Mé%/}ﬁ% (%?%%’/I‘) %MZE%E?%E"J#
o XTAI A URL 2800, BAARIMESE, a4RRERMYE.

¥ WS TRE BASAE B AR 10 7, BIaT B G S S sl AR 2, B n) ) R
TFZfER.

\}

AR WURENRFEE,  “4% URL 2800000 it E” IR R

TER, B TRAT URL 198 W EA R B A8 URL 2 A5 2 cdls
VEEE N “URL Sevk-Hiodi 7 A ERRE R -

“#Z URLFEXISRIRE” Bl
“H URL (55 36N AR FEI 7 A G TR Pk B S s PSR B 1) URL 2641 (sl
LM B RIS (TFHREE) RUREFERTHE. X T80 064 URL 75241,
AR, L4 ARIE Bt
A5 RUGR ET R B PR TR AN Ly, BB SR B ki P (RT3 2 BT
TR .

)

AR WAUSIEANRFHER,  “4 URL AERIMT R BB K.

THER, B ZRAT URL 198 wliEA R B A8 URL SR A& 2 Kot
VEEE EZN “URL Zevk-Hiodi 7 M “ERRIE RIS -
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wegnznzsnmesy

IS EIERNE RN

RRft
* L
LA

\$§_ I:I
EUfﬁlﬁﬁﬂﬁg nn
T REHRAS TN EriE B, EEHEdE, ST sE 2.

T, EAREHT AU SO R GBI R S B AR P BB T, AR E IR [ S B mT
WA SR E B, (R E A S R B30 20 e B A0 BT S e (gl “ N/ B BT “ R
15 E” [Application Information] #84)) H. 7] fg SEUIME LR .

FEZIEE T, AT DL R e AU 2 . AN RE AN B 200 (R 3 7] 0 Sk 7 i

P LS > FREIESE.
P2 gl EMEFME (Reload).
TERIE 56 82 1, EHFANE % KO TR,

B ke B gt i)
WE (= IEEERESEE
A BT S PRAS I TRIFE ], DA A R ay— /M ECK S E— R B TR B . 1B E R, 0 S 5 )

IV, 5 S BRASTCVA B 3 0T SR B AS SE e ZE N DB KN TRIVE B, e 250G St 2
o

B TP S B A B L X S U, T I 1] Y0 L P 0D B et o R 2
FEZEE T, AT DL R e A B . AN RE AN B 00 PR s 7] ek 7 i
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B s unsxnmsensns

TR ERDH > EREER.
P®2 NBREEETE (Show thelast) FHIFIFR, LLEEm )Y .
PR3 o, EHIN R A A B, 15 s Reload.

=R

i Apply Filters t8a] 3 FATAR] i ] 9 B 5687

ROMAIRE R LIEREERES
A e MR BT A B AR 10— D e AN 2y o WA B T ORVE R By, ol SRAEEE T i 5 AL
B, AR . AR ME “ AR A EOn ) & .
PSRt O B R, AR U B BT ORI P e Bl R AR 2
FEZEE T, AT DL R e AU B . AN RE AN B 00 AR s 7] e 7 i

SE1 RFEDT > BEREES.
2 B MEREANER Sy, 1 RS R IR BETSK (Y
B3 BRIy, T S i M A AR B T B R BFFETSL (YD .

R IEREIEREE

L RAHELE Y Context Explorer R VFIITEE, SEVEANHAS 2 EE MBI R EE, vl 1n) B I AH OCE 1)
KK GEFEER, ARER NREIT “RN R i &M AR F4F” [Traffic and Intrusion Events over
Time] BJE. ) #ilan, ) FEH “3%d6 IP KI5 13" (Traffic by Source IP) B JEH I IP Hiuhl: v] & 7s

“HEEHFAE” (Connection Events) 311 “ HAT N FHFEAN{E B IMiZEH:” (Connections with Application
Details) L&, A ALFE 5 Frig i 1P Huhik SR 2k -

LTSS A B A, S 2 B A T, 5 5 TP M AH OGO Bl i it gk ot m]
T EAAT ORI 1P Mk () LA A5 R o 55 B A SQIBR I Bt iR i iR Tl T &6 A7
ORI N PR N AR SR o 5 S P AR SCIBR R s s 3 A R e 3t mT T 205 2% M 1) P S S A
o BNZFEH SAH SRS iR it T 205 5 i A AR SCIBR A A MU A BRI SRS (i 3ot b5

Il Context Explorer



| Context Explorer

weenstwsrs

%Em%ﬂﬁ%ﬁ%ﬁ%5%&Thﬁmm%%ﬂm¢ﬁ$m¢ﬂ%%ﬁmoﬁ%ﬁ%ﬂ%%#%
FE, WS 2R e ERYER .

FEZEE T, AT LLE A TR e AU S . AN RE AN B i 200 R sk [ 2 Sk A 7 i

TR RS> EREER
FER2 {EfR BERT B HERR AR BFNRBHLSMNOEMR D, sl 2 & R s
PR3 WTPrEsdh i, RERAtE L.

hE B &5
BB IE

© BHERMEH A A ILEEE I 2 RS B, TR FERA SR (Drill into Analysis).

* WURZEFE T 5%y 5E TP AT RIS nOF AR/ A ORI B PRSI IEREREMN
{§2 (View Host Information).

 WURZEEE T BAHE 1P HUIE A EE nOFEEHZ AT whois #%8, THLEHE Whois.

o WURGEEE T 5tk B A SRR Bt ROUT AR A RIZN G R, HREEERRAER
(View Application Information).

o WURERE T SR T A SRR B RO AR A OCZH T IR R, R EERPER
(View User Information).

o WUREFE T SRR AR A B ARG s SO A A AT OGN R N PR R, T ik
HEFEAMH: o, AN)aaidimnsets, DIaE B RARRINTE S

o IRBERE T S e IPHUAE SR A Bedhs o, A BRI HE LA I 31 22 A 4 42 J) FHL LB BN
1B, VEEFEIE 2 LT .

k& T Context Explorer #]4i BonIFEA, |2 B diab, nlidkde hy W48 Hhid a0 (1 SRS 40 16 R SCi ik
VEZEE . LIRS E AR URL 15 BAMYBTHE 25 Firepower RGN, SZFHHEERMAN, AdiEx
AR BB S AR AT RSN Y, IR R AN B . T DL IR R 2 20 MRS

LPERS T LUE I £ Fh A N3 Context Explorer (i :
o NCUNINLJERE” (Add Filter) ST HEZS N
o TERBRAS TR IR BRSSO, AN ERE RN N

o WFREETEANG BREI T ¢ “NATEYN{E S [Application Detail]s  “ FHLACLE XA [Host
Profile]. “KUUTEAN{S E” [Rule Detail] Al “H P L E SCHE” [User Profile]) {21 SCAREFEA
Ie IR SeRERE, AR A SR B O T A G B Shd T T T D S A . i, S
NP EIE B Ui BRI SR BEAS LU P Jenkins PRV BRESA s 5% H FAH G
EAEITR
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H:tt
&
M:
S
=H

B osrxn

Bt

JURERS N

5 AR AN
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flhn, SARPFAACHR L ES (B, & & [Device] MIREX

Z R [InlineResult]) ik S ERFAAH L IERS (B, i EIIRHI#R{E (AccessControl Action))

I, D RGN AR FA B L A AR 2 AT

L UEds R EAAAEANCENE, S uEdsk

FGR H B B Lk R Y AN SR

M B WG N AN AR I DEAS 2 BB o

AN YEAHE RN, APPSR E AL OR R A K I/ 5 3 — AME AR VL
At . ARSI A AND 256 1F: R sd Wﬁﬂﬂi_nﬁiﬁ%%‘éﬁwl;@ﬁﬂﬁﬁﬁ

4ijjﬁo 1§'J11H, j’\JApplication:

2channel-

Application: Reddit %ﬂ User: edickinson Eﬁ

ISR

E@%ﬁﬁ?ﬂbﬁﬁiﬁﬁﬁ}ﬁ edickinson *ﬂ Eyﬁﬁ2channel :ITL;ﬁ Reddit *H?%Ef
TEZERE T, MAEH A S SN, ol 2N EREok g . XML,

NI 1P etk (1P Address) REJE S, ZRERIE R

o FRRGE HAREAR SR S BRI I 2% RS ﬁﬂd

3C TP Hihik R ARG B AT e 2 R Ah A R
TEERG SR BB B T s e VPR SE B2 4 Bo6 LSRR A C B R AU I D RE SR IR R

)

ER RS HAE R RIS LR, TEATATR I ) SRR 1) Firepower 2818 5t i 3848 AH
YERATERCE W&, £ 25T Context Explorer 8445 WSl IN 23 2% . AR B ik yiB 48 150 & D& DA i
M, B BORAE RIS SUE BRI , 56 21 1L,
HIELBFEG IR IN
NG A ISR AR SRR, R A RS AL A R R 2 e S
Fz 2 R RE LR
%A ~HME EX

Vi ) #5 Hl44E (Access
Control Action)

Allow~ Block

i ) P S DAy SRV e B b3t T R A 4R

I 25 (Application
Category)

web browser~ email

I B BB A T RE R — e 202K

INBE R Facebook~ HTTP N 44 R
IS FH XU Very High. Medium I R TR 22 4 XU

N #5ic (Application Tag)

encrypts communications. sends

A7 RN Y HARAS B NI T LA R E = i b,

mail W ATATHR I .
3 7Y Client. Web Application WAL PR, % oEk Web A o
N2 EPSEd Very Lows High I 55 3 B T S (IR AR
Kl (Continent) North America. Asia 557 M 4 P 4% RS 280 7 RT 25 E TP Mkl AH DGR B o
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grxnznn ]

%A ~fE EX

[ K/ Hb X Canada. Japan b5 52 WA o % _E R 2 1 0T % e TP kb AH DI [ 5%/
HilX

W devicel.example.com, 192.168.1.3 | 57 N33 2% | [R5 25 11 42 FR B TP bk .

t‘ﬂi Asia Division~ Europe Division %&é%%ﬂ%é%{ﬁﬁj%%ﬂ@&%ﬂ@iﬁo ﬁtiﬁ%%‘é@ﬂﬁ?‘fﬂ:
ZHERE T

FA73r 8 (Event Potential Corporate Policy MNAZ A FIMEEE LR, AL TR R 4s Ek

Classification) Violation. Attempted Denial of | JhiAbTH %4205 .

Service

HH B (Event Message)

dns response~ P2P

HAA R S, Bl A A Z IR AR B o AL
PHASHR T

AR (File Disposition)

Malware~ Clean

Cisco Secure Firewall Management CenterX JL40UAT T 5%
BT = AR SO A A

Category)

P Packages.bz2 oA 258 7 A I 1 P SRR A4 R

S SHA256 AR 32 7775 H Cisco Secure Firewall Management Centerf HAU4T T %
BT = BRI SCIT) SHA-256 HEAIE .

SRR GZ+ SWE\ MOV oA 2% 7 A I 21 PR ST A2 A

ARG (File Type Archive. Multimedia. Executables | % Z% ¥t s FP AR 21 A0 SO TS ) — RS 00

IP ik

192.168.1.3~
2001:0db8:85a3::0000/24

IPv4 BR IPv6 Hiuhik. bl v BB st ik B

THERG R TP MUhE AR R, S, ki
FFHIYPEEH A

M2 5] (Impact Level)

Impact Level 1. Impact Level 2

2 WA W 2% L 1R S (K TR S o

SESAE S

dropped~s would have dropped

RERLCZEFR. MOEFEZARM ARG

I0C 255 (I0C Category)

High Impact Attacks Malware
Detected

C i & B 15 E LB (10C) FHAEHI25.

10C /27 (10C Event
Type)

exploit-kit, malware-backdoor

B a5 R UL AOC) MR bR RAT, R A Zbs
WA FAE.

R AT B 44 FR (Malware
Threat Name)

W32.Trojan.a6bbl

BEPAT B FR

0S #Fx (OS Name)

Windows~ Linux

BAF RGN IR

OS A

XP, 2.6

BAE R RF ERRA
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B 4 cmmiiEs (Add Fitte) & 0D IES

it} T HE EX

Wi highy low HAR P B

LA RIS (Security Malware. Spam JERUREINZON, iR .

Intelligence Category)

24X My Security Zone. Security zone | %%, WHRIMIL AT, JFAENIBREEE 1%k
X

SSL yes. no SSL u{, TLS N it

M wsmithy mtwain B2 A R LR ERHL T &

M CRIEE RS (Add Filter) & O i J ik =5

SRRy, I “URINILIEds” (Add Filter) & M ASKITAA GBI IERS . (AT AT R 6
v SuSuN /)"ﬂ‘%&

s R A S L EEE PSS () RIRTUR R AR it O, % DR

P B

* BELE (DataType) Nl &2 n] T BRGS0 BEES 1A R 2R Y (1) Firepower SR04
Pio EREANEIERAL G, 7T ERE (Filter) FBOMZRA N —/MF e e (B, ARAK
i [Continent] I\ —AMETH (asial) o N T TEAE, “TIERE7 (Filter) 7 BU¥ ik Hidh 2%
TR Z AN KB RBIE.  (ERTFBoP M AS R, X ORGP R . )

* fEXTIERS (Filter) T7Berh, WLURMARRIERZSHEL i, « A, AR ES R RT 2.
AL A S RO B AF S AN AT SR B HE T L e A

N

AR SNp g S A BN 2R o B2 i3 RR (Apply Filters) A e A A 1 S FLEE TP L IE A

7

FEZ T, AT LA 2 R AR Ja A R . AN AN BE e 200 B9 45 7] ¢ S 7 0

TB1 EELSR > EREESE.

HIR2 4 AN ES F, Aalms ) .

$IE3 NEHEZEE (Data Type) FHuglRF, EFREILIEMHHE A,
PR 4 TR (Filter) B, FyNZEd k0B K AUE.

$IES il OK.
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Ml

sxsagradrs ]

W6 B, WEELL PBRRINE Z i8R, HRRINGE T il IEgR e .
HIR 7 5l Apply Filters.

AR ERM
B I Bk, 218 1T
FE PR

MR R B GERRTIE RS

DA S PGS KRR B N, ) i A L SR A R SR AR i e P e
eSSy CRAPESEERRTE) o W B ICRREE N L R BRI R
REER, BUEM A TN, WIEIESSFERE —DMIHE R, bR R Bm e (i
FIECHR K “ NI PEAIE R ) IAHSCTRARAE BT . THiER, ARE I URL $idls .

TR SRR W] TS AN M R AR S PR B A
FEZ BT, AT LA TSR J5 AU R . AN BE AN BE i 200 (14 sk e [7] 20 4k A 76 i

ST LS > HRERE.
S (eI IR AT BRI R AU I 5 80 & URL SR AR AL
AR
S JLI A PR 5
© B ER AR, 1 ARINTIESE (Add Filter).

o BUOZEIEAS I — A HERR L e S%, 1 AR INHERR 2 E 82 (Add Exclude Filter). NS, i
JER RN S HER A S T Bl o HERR I I 2% i I e B 2 BT s — AT (1),

RESIEMNEREERE

P T 5 PR B N Uh o (e 5o B T OR B I D T, VA P I I 1 e e D A ) 2
TR AR R a P, BT O L IERE T 49 A Context Explorer UL URL, fH#iZ vt (1))
AR INAEAH N e JE 2

AP e I (0 e i s G el 5 B (30 B 125
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B zzsonsun

EFTJIERIE
LT, R DT AT T PRI . 7 D\ 0 0 R L 1 2

T LD > EREER.

T2 A S A S B, A ER .

TR LD > FREER
B2 (i LU RS T, NG SEE (OF) LAk BE SR

R

R E - RVEMER T vg as, W]y B RRAL AL
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