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=12 Cisco Secure Firewall Management Center R4t &

ARG E PR BB D A RE
UK

$B1 kB EGE 3 >EE.
L2 HHSHIISGEFE T IR E .

17 19)%51 3% (Access List)

sl LLgz TP sl R O BRI FMC 15 1) o BRIATESLR, w44 TP Hubik g A LA R o 11
* 443 (HTTPS) HI-J- Web # H1j i) o
* 22 (SSH) H-T CLI Vil

WA LR 161 s in$e il SNMP 15 S5 ) BUR «  f T BRIAE LN 228 H SNMP, [R5
JAH SNMP, ZRJ5AHEAS I SNMP w5 . FRFEAE R, IESRHACE SNMP 380, 55 51 1,
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il

MIERERIN T any 15

ERINIG UL, Vi AR SR T 2 A (PR A, V55 8O0 E TP M hiEAs s AR, AR5

BiFin%3R

VU5 R BIRAN S I AN R 22 U5 1) o 382 3 o DG St PE R A s ) 56 19 0

AR O TR H AT SRIERE] FMC ) 1P Huhl, W REIER T e MV RAR, THIE “1e-any port-443”

T

$IR2

PIE3
PIR4
PES
PIE6
PR

SR8

R H, BORRE VTR

FHIa Z |l

BRUAEGL R, Uy i) #RALFE HTTPS Al SSH AU . HH SNMP LIS In 215 1) 4128, 2056 15
SNMP. HxRVE4IMEE, S MM E SNMP 81 , 2 51 T,

g2

HRREGE 3D >EE.

CArs) an R EDK SNMP FENS N2 V5 ) 5138, 38 Aiii SNMP DAL S SNMP. BRIATE UL, SNMP
REFAERPIRA: WES 0 BCE SNMP #6if1, 55 51 1L,
a5l (AccessList).

RIS — A B A TP HhEF U7 FIACR, 38 R R ANAL (Add Rules).

7E | Ptk (1P Address) “FBH, fr A 1P dhik sl yo 5% any o

HEFE SSH. HTTPS. SNMP oLl &, LR E 203X 28 1P ik jm HIWIE £ 11
RN (Add).

HRTF.

P SES ]

Firepower R 4¢ IP Huht2 ¢

i a3 %l & 121 (Access Control Preferences)

MBS AN, T DARC AR 28 A AV R D) RE BRI SRS AR G I S 05 7 i P 0% S v
REINE DL T, 7 BE O3 n] AR A A8 CECHT 38 o (K S B SRES F) i AT SROR) SRS S 2503 T TR Zh e
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LI DRAF NN, AR GE S kA RS I BRI 3R A S v

UK

$E1 kHERGE () >EE (Configuration) > 7 1a)#55 & %15 (Access Control Preferences).
IR 2 AU Emin] k.

« B2 (Disabled) - #5550 B .

* A% (Optional) - ik /= o] DAAR S 75 L AR e b Fiad I B e

W5 (Required) - R H 7 AR PR AT Z AT AEVERE Rk 2 s 2

FE3 PR

Bty DLR S AZ H B0 S B P Bis sh . 58nT DU R 2 Rl o7 oQE G i % H G -
o fFFH Web $210: HiIRZA RS H &,

B % H A AR HE SRR o, nT DU S L (AR AT T H A HE A 9 e % H
BT R . EAT DU IR AT o A% A B, R AT LA P I OCE S AR R

s B HESHE AR RS H G RA R HERERIREHE , 8400 .

o B NSRS ) HTTP IR554%: R i SR 42 HTTP d5s4s » 49 6 i,
K o % H S HE R AL B AN R 8 HUSEUHTTP IR S48, AT LT 48 & By Bl VR,
W AT RROE B SN URL W] 23 s R PERE .

W, BEATLA R B R S R il G 22 4, AT U TLS 1E-F R TLS MAHE B 40k »
KUEMMFEE, S HIZHE IDIES . 267 0

w2 AR5 H SRS =

Tt 2 T LR o % HUS AR B I RS H USRS ds . H0E, RO L Adii% HUS WU M T TLS,
WP e U A% A 21 B R A H AR IR 5 4%

REZAEREREREHE

WA B ThRE, W% H Lk L A PR s fE R g H G
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Date Time Host [Tag] Sender: User Name@RUser IP, Subsystem, Action

Forb, AHU Y HRIRUAGER LA FROL THE5 W AT ARG Z /T, AIE B A RAE % H A R
ZHif.

filhn, ik B E O % H S IR euc-auprT-Loc ARid, WK E B L I ETRZ H A&
TH BRI AT REWTT P

Mar 01 14:45:24 localhost [FMC-AUDIT-LOG] Dev-MC7000: admin@10.1.1.2, #4F > W, WHEE

URARARE T BRI BE, XEEEASMBE RS HEW AT Mk, efiabiFl R g H &
THE ARG e AT T 2K

BRI ThEER SEIE R

FiaZ |l

iR FEA.O i LS REHERS G . RAEREN, REMEH ICMP/ ARP A1 TCP SYN ##
WIGUE RS HERS AT Vi R, BB R, REMEHE I 514 / UDP A&5 % H &
R IEIE (i, ESRE FRZHE IDIE , 57 50D, WA TCP F3hE & i H 1470,

i

$E1 EFRGE 3D >EE.

PR 2 pii¥EiZ A& (Audit Log).

$£123 WIEHEZEERIETZES% HE (Send Audit Log to Syslog) sz ik 2 A B (Enabled).
FEA LUNFBAGEH T AR R4 H &M F % H &

1EI5 158 FH
EilN Bt 1 SRR R R S8 H S RS 2 1Pl sl 58 4B 2 4 PR B2 AT LAYR N 1L
MRGEHEFN, LLZ5 5580,
B A9 R R IR S BRAE O AR FHTLSIN, A figdR e 24 240 H & 0L
Wit BN T R %K.
P RS H BRI ORI B, B, R,
FEEEE TH B e

P ARG H & VRGO IR I

PR2E ST H B RS H &N PR iEdRid.

ARG FEM T BUFRIAE, DU D7 5% S B A SR B R S H S
HE, Bl TR OUE R .

g, R EAERGE B ARG H I ITAT 8% H S0 % Z AR A rrovve,  TAE 7B

H#i N\ FMC-AUDIT-10G o
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B swmasnenz HTP Bs s

HES (k) BN RSG H GRS S IPHLIE A %%, i MK R H B BR S 28
RGN H AL AKAIE R 48 H A 25 35 5 ml U )«
1. ICMP =] sk
2. 443 A1 80 ui[1 /¥ TCP SYN
3. ICMP Irf )ik A if)
4. BMLEG I L TCP SYN

iR R g By ARG H SR A AL T F 7, WMEH] ARP i Au2 ICMP.

E TN T SR
FER6 PlRTF

— 1 . [=]=

R B SR e HTTP AR 5528
AR A b T RE, B o i LU A 20K A% H SIS I B HTTP iR 5545«
Date Time Host [Tag] Sender: User Name@User IP, Subsystem, Action

Jerb, AHL YL IR ARG TN PROL THES W AT ARG Z /T, AIE B A RAE % H G R
Wl
B, WRAEEFRIC A rroMve, U HT AL H ST B R T RE BN 0 R

Mar 01 14:45:24 localhost [FROMMC] Dev-MC7000: admin@l10.1.1.2, Operations > Monitoring,
Page View

WY

FHia Z |l

HR B RENS L HTTP 5548 ilM5 . B0, RYMEIE; WS H $x &S IDIEFS . 25 7 Ui,

=i

$E1 EFRGE 3D >EE.

$R2 HiiEEE (Audit Log).

PRI Wi, ERRIE (Tag) FBP, MIAZENE R ERMbRCARR. filln, W REE A iz H &
K AT rroMMe, TEAE FBLHHHI FrROMMC

$IE4 NEEZBEERZE HTTP RS 2 (Send Audit LogtoHTTP Server) 414 hik$ B F (Enabled).

TS {FRIZFTZA URL (URL to Post Audit) 7B, e BT RIZHZGE SR URL. A5k i
W~ %1 HTTP POST 28 & 14 W Wi F2 Fe AH X M. ) URL:

® subsystem

® actor

B 7am=E
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event type

® message

® action_source_ ip

® action destination ip

® result
® time
s tag (MR EE X WESE 3 D)
FE FEARWFMEREE, 54 H HTTPS URL. ¥ %E B AZERSMT URL mRES 2 RS
PERE

TERE HlRTF

HiZ A& IDIEH

AT LA MR =224 (TLS) R ORS FMC M2 A5 AT H A% H 35 g5 4 2 R 15

BRHEH (BB
AR AR (CSR) | HHACAE BRI (CA) P4, MK A IER & A2

FMC L. A ARSGRCE: FET IO O E K HZHER P imiuE , 598 1L Al H %
HE& Pl BNty , 559 7.

AR5 2IEH (AT
N T hem et FATHE AL FMC NI H S IR S5 s Z M BEATAH B S e ik ik, na—4

B MERRAPIR (CRL) o BIIER I H WAL S SI7EIZ L CRL 41 ) 2 A UE 5 ik 55
o

Firepower 32 LA AT X I 4a S0 (DER) #% N2 H) CRL. iHV R, X2 RS H T % UE FMC Web
FUMF HTTPS 2 il A AH R CRL.

ARG E: & Z AR SRS 2R, 5 10 UL,

ZEMEmMEZEE

AR % H AR 5 K HTTP g5 S R 28 H G g5 &, Rm] LU AR )2 224 (TLS) i1
PR A B ARy IR 55 1] A TEAE o b 00k S A PR S o6 A FOME— R 2 P e 1

FHIa Z Al
WS HE IDUET . 557 00, THEDTH % i AR 25 G E F (e B

I zgRE I
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S A D LSRR 2R 4 0% P T 4D
a) DUEELLL NG LA H A% H A ORI . 9 8 T
HLAR 28 s B S B MR N P R 545 4 7K (CSR).
4 CSR $LA SN TT A T G5IE PR MU (CA) BhtsRAE 4 7% it 15

U SR A E AR AN AL H S IR S A 8 7 SN LS 6iE, 244 5 il ) CA AU T
EEREI R SS SIE T HI2E 4 CA HTH

b) WCENEBMUANG S FRE S, RS AR FRFOm . W2 R H SR e A
HHPLL, B9 I

PR 2 WE S RSS2 A AR EIE, DM R4 /= 224 (TLS) PhisUF 8 A L S A 4k
THZ I 7 2 R % H S RS ARIETS 28 10 I
PR3 BB H ST, WOR M ARPAT I A
HS A H SR B RS H A&, 5 4 TUOR 7 % H AR RUL 2 HTTP k5545 » 28 6 Ut.

RS ESENERASE S

| B

mEF

=I-

ERERI BB FIER 0E sl R & B B AN e TEiE ] B B AT AT 55

Z Y5 E i Base-64 Zifit [t PEM #5820 (03E i sk %54 .

Fia Z |l
CERURN LA
« Jfitrgc e, TEAEH AR A HE IR LA (CA) 28 1S
o D RSECR T EAE LA A A% FUS IR SS A Z AL BEA T AN L S Oy S0 i, 0[] S AA ATUAG 20 [

BB Sl AR SS AR
Uk
S| ARG G >EE.
P2 HEEZAZIES (Audit Log Certificate).

$£1#3 il Generate New CSR.
HEERMX B (FWFEERTE) (Country Name [two-letter code]) 7B i A 5/ X ACHS

B 7am=E
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$IBE  {LA/BEX/EET (Stateor Province) B #I N4/ VA X/ EETT KR4 5 -

L6 AMXEUE T (Locality or City).

$£1B7  {r¢EL (Organization) Him AN HLUA TR

$IE8  HINRLLBAL (BBIT]) BFR.

LR {E2AFA (Common Name) Bt H 4 A Eh JLiE SRUE 15 I R 4585 1 56 2 IR e 1 44
iR WA H 4 F DNS EHLAAICEL, S % H B R R

L0 iE K (Generate).

BN AR SORGER AT IR B S

-'H;gl% 12 EFEIJ%«IE'H-L%E*EPE@%/l\jZ'Kﬁ% (@;Tﬁ BEGIN CERTIFICATE REQUEST *D END CERTIFICATE REQUEST ’/ff) ’
R TLRE I 30— AN 1 SCAR S

B3 KL H clientname.csr, HH1, clientname STt XIME FHUEFS ()B4 A4 PR o

$IE14  15d Close.

T—%Mft4
 BREP 2B RIS RN A IR (0 “IT A2 007 #803 F (KI9R R £ IIE S AU AL

« FECE OB IUER G, PR R ARI B % WS PR A% H SR il B e N L, 2
9 ﬁc

BEZHEEPRIEBSAEER LD
e BRI BT AR, 0 A R

FHia Z |l
o SR FL AL B AR R H B R e, 5 8 T,
o TR IEAE AR IR B RO S E T

o WARE IR S A ESR G EREA TPR CA, IFHER AR AL B RIET . (HaE ) .
BB AUET ) CA HAEZUETEE AL UL (¥ CA A ZUAH A o

UK

$1 e b, BRERE B >BE.
$®2 iEZBRIES (Audit Log Certificate).
$E3 S ENEZEZFPIFIER (Import Audit Client Certificate).

LB A AESCARGEMS PR P umiE s, ZHEEA AL, 45 BEcIn cERTIFICATE F END CERTIFICATE
1T WILSCARENL 22 FimiE$ (Client Certificate) F-B.
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LS B ERE, T IR SO IR R RN SOAE, U5 BEGIN RSA PRIVATE KEY Al END RSA PRIVATE
KEY 1T HFULICACKE NG 21 FASA (Private Key) 7Bt .
W6 FIHALA AT (I eSS, SHEEASOARER, SRR LR I 2HEP % (Certificate Chain) Bt

ST PR

FEAVHIHZAERS F|IED
YA HPA I AT BTS00 (DER) H63R110 5\ CRL S 1 bk 5 005 B 15

)

U REFEAEH] CRL SiiEul+s,  RGURAEHIAH R ¥ CRL S8k w A% H S MRS5S Uk F A0 T IR 47 Be &

R
F1 Web W 528 2 (8] HTTP &8 AIE .
|
BEERW A TR T R B ERAT IR
Fri&Z 8l
o TR EA I S RE B O RE T A SR (CRL) FIJG 3, BIRIE BARE . 5S4
HEIDIET , %7 b,
o M AR R H &, 5 7 TP IS IR DA OZ AR S I R RO SN P AR T .
puk

$E EEETL b, RBERGE 3D >RE.

PR 2 pidi¥iZ BFRIES (Audit Log Certificate).
B3 BT AL E b H % e A e B AN IR 45 2%, 1HIEPE B TLS.

JAH TLS I, &40 H &% i (B BE A0y B0 E MR S5 28 AIE 1 o YIRS 28 UE P36 UE s T I,
P AR S5 8% 2 M ERE A 2 T o X T ICEGIE R R, DA 2000 A2 LT 461
o BB R G H B MRS 2% DOBAIE 5 R 126 20 % F i o
o IR CREAD CA EF LIRSS 2830F 15
o BIIAE S NE P e B SN CA IEH .
* WM CA 2 Mg CA, WILZAEIInmik CA, RIGTFMMNE CA (2 CA) WInZs#
CA, KISHE,

B 7am=E
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szaunenasnssis ]

TR A WEREAA B v R IR 55 e B S 3T Sy uE, (EAETEAS ti i) — CA AUA I 32 I 55 AR UE 45

SIS

IR

(AHERED -
a) BUHIEF B AHEESMR I,
BEED HORIRS S E AR I, i ANRAEAE ) S

b) bR R AR )
CRIaE) EHE I % H S 554 8 20 P i 40 E, 15 1ES R RBE SR IIE.
BFEEL MCYHAM TLS i, BRABESHIEIE LU0 G .
AR SRR G, ARG H &% i (B R0 o 5 7 il A5 A% BUR 48 H A IR 55 s A TH0AIE

A S R G H S S5 AR IR S5 AIE T8 44 1) CA AT CAIEFS . 4% 7 Sl 5 96 F e 2
I, AR 0T IRER R, 2 LT A AT

T B ARG H B RS 2% LA AR A i R FE 15
o IR LB RS H B RS 200K P i . ZE % 28 R4 H B IR 2 1 IR 55 28 15
1 CA %5& .

iR A AR BB 0K A% H SR A B R4 H B IR SS 2%, AT ] PKCS#8 1%
A, A PKCS#1 #&. H LL TN ar247 6 PKCS#1 444 hy PKCS#8 #% 2K

openssl pkcs8 -topk8 -inform PEM -outform PEM
-nocrypt -in PKCS1 key file name -out PKCS8 key filename

CATE) ZHPONA A RS FAEF, WEHAT U PR
a) LEFEH CRL fZEL.

EEREW  CHRETT BRBESMEIE IR, Ao BoRIknt. H2, (R TLS &
TiRt, /A CRL 3RELIEWIATEH . CRL HH T RS A UEHIAE, AT H T8 H
2 S UE AR B0 UE AR AH 55 43 B0

Ja HI3RE CRL 2 %/ im A g — AN RIESS, DB eI (R4 CRL I CRL. CRL Tk
S5 PRAEPIOAE, b, Wk A CA [ CRL $55E BRI IR 2501 O CA MAY, TEE2s
NS

b) HIAIA CRL U %% URL I fiidiiRm CRL (Add CRL),
AL FADERLLA N 25 4~ CRL.

c) rAiiliR#E CRL (Refresh CRL) BAMFEE ) URL INZ% 2477 CRL.

FRT BAULROE AT R S b A5 K 7 — AR AU U 2R s (KA 2 55 28 IES
FIR8 RTF.

T—5 4
(AIiE) W& CRL HUBTIAAR . 5 S b ic BHE PR 515K Tk
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MR

EFEEF L LHEZHER PimiE$

BEERMB AN H AL HER ) e A8 B B O ma] PR, RREE TR S ek LA

EHRGE &b >EE.
riiE#& BEIES (Audit Log Certificate) .

$H

S %
>
N =

‘s =
BT
TS P AT I B SO AR TR S B I H S M S b e, nf LUK RGUAC & o i k69 o6

1224 /NN IEAT (B SE IO PEARIR T o R ORAF R R ST G B ST U, b A R .
SO TR T R X LR R, AR OB AR 48 S U i 22

LA 7 o Vel 2 s S SO R st s B 1 7 803, JF BB RS IC B S T A ORI {E.
R 2 R HOE, SR A% TR 410t RN ) BE R 2, Sl R S S s B 4

ATLAAE 2 24 /NP BT .
fic B 5 B0

FHia Z |l

o BB MBEEAR 52, DAL J: 24 /NI RGBT IO S GRS s A TR R R, TE S
BB Ak SR A, 2 18 T,

UK

S EFRGE 3 >EE.

P2 SULEERIAT.

SE3 g ERRIEE.

S84 NIZITRTE (Timeto Run) F #7411 & H kB A5 B8 R GEAG R R H 38 o 1 402 35 1 S A& s )
HIRE AR A (Email to) 7B A 4G Hb il .

12 A LS, A EF A% E—IRE (Resend Last Report) LA 1 N & 3% 5 — AN
TS S R A T R A

HE6 IR T HE N, HE P ESEREE (Include Policy Configuration) &4 .

B 7am=E
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sptiem ]

BT WCREOE I L 24 /MEATIOPTA L WL R ST B E A 212 R (Show Full ChangeHistory)
SEHE

SR8 HdRTF-

% E
I B F ek
255N Epvid

BIERREECE (Include Policy Configuration) 1% 15 A T4 il 22 4t 2 15 75 5 5O 5 4R 45 /A 56 SR mes s ol
ko IXALFERT U 4 S . ANAR SRS . RGEAEME IS AT IR0 SR W AN 10X 4 5 T SR es (1) B o5 2 2R
RIEFZIEIN, 5B A2 TR AT ] S B8 e IR TS FH T 4 E 0

RRTEEXRH FIEF (Show Full Change History) 323 ] T4l 22 4 2 75 76 3 SOl A5 i A fed
2224 /NN R AR BT SE U IE S o IR AR IR BT, At R REAE AN 200 1) T R 4 A A

)

AR SO TR AN RIS ST A 2% R B e A T

DNS &%=

AT LLRE R Gl B A AL S G0 b B ST 1P Bl o 3B 0] DU B AT I DNS 2847 C B A S
PE. BCE DNS A7 v LI A fd AT ik 1) 1P Mok, B FRpATHSM 4. IXFE, JEH IP bk
AT e, T LAy b R 2% 1R e I AR SR 0T ) SR

BCE DNS ZFRE 4

DNS T A7 R A A RGN BCE, & SCVERT LURTAR TS () DNS 24k 31T 2247

UK

SE1 ERESE G >BE.
$IE 2 riili DNS£7F (DNS Cache).
123 )\ DNS#ZHT£E7F (DNS Resolution Caching) FHug&r, EHL Rk —.
- BEH (Enabled) - 3 2247
- B2 (Disabled) - 25 2247
$IB 4 /¢ DNSE7F#BE (L4840 (DNS Cache Timeout [in minutes]) 7B, %A DNS 4% H7E K
T B MR R T 7 A A 1) o B
BRINBEE K 300 435 (5 /M)
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PS5 L RTE (Save).

125 I T

R

X ER
P B AL B

PRSI A P A PR A 2 A RGOS MR AL s R P2 SO i N, TR G R 4
AFTIE R . RERCE T B 0E SRR 1 .

e DG A Ry, DUEAERRIIRAR - E ]« A SO #fE.
AXERM
KPR

& Ri=HImiR e B E X 57 it

R E

A« FOE XMt (Custom Analysis) P TRF F, MG SR (K n] e 2 4 vy G et R 1K B0
RIR o

UK

wHRGE b >BE.

M ¥EH E4R (Dashboard).

% B B EX 5 #ik 4 (Enable Custom Analysis Widgets) SI%HE LA VR 6 “ B e Lo
HT” (Custom Analysis) #4157 i E 45 I THIAR

iR,

AXEM
KPR

N BRI ), A B A S ST e B R TR IR S R Rk AR
el URL RLygH . 0 TRERr S8, W LR E & B b0 18 85 R BT A0SR B, AN B 55
(RIAE T SR AEC SR B I 12 T L 1) P B BB K S Bl e o Dbt ima P me,  NEKe S o B e
BB H AL B SRR . T DLERRAE R S BT I BB Pl g 0 T A2 g 26,y LAgE
ERE YIS

LT, S EES.  GREE, ERA 6.6.0+ 1, ARELLZF X T ilkk
B R D BT T EE R, TS D B BRI
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| 7gEE
masrEsRs [

fic & 2R B S PR

FHia Z |l

o T SRR BEAE AN B B P R M BRI R A R, DU R R A5 % TS I
WS 4K E UM En L, 5 18 L.

UK

SE1 ERESE G >BE.
PR 2 L HEIEREE (Database).
T3 TR, IERAN AL R

A AR K e ] e SR AR, T S R R SRR, 5 15 L.

$IB4 0, (FEIEIEEHEMI (Data Pruning Notification Address) 7B, i A\ S 5205015 B3 %01 ) s
Fduht .
FIES R,

SR B = PR 7
R B0 LA OB P AL N
R 1 IREEARE

E Sl R TR
UNGE 2 1000 J3 CEFHEEHLLERD 10,000
3000 Jj (B EEHLM000, 5 PR 1600)

6000 Jj (& HE 002500, 45 FEAR002600,
FMCyv 300)

342 (EH 04500, 8 FE FRL4600)

RILF A 1000 Jj (EFEAL FEP) 0 CZEHIALE66)

20007 (& HH022500, 5 FE 02600,
R ER04500, B EE 04600, FMCy
300)
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FeER

LBR

TR

R
g

5000 J7 (EFHEIHL B

112 (B FE 01000, 5 PR 1600)
342 (& FEHL02500, B B HR2600,
FMCv 300)

10 12 (& B 004500, 55 H H1.004600)
R A R F AL R
illo 0B dp R BB W AN R it LG PR
il o

0 CZEHAE)

WK B KEEEH (Maximum
Connection Events) {i ¥ & A%, WA
Bz i, M2 SRR AR
PERIRIE B A A7 BB
7
EE ¥ RKEREH RENE
S HNEBRBR 2 A IR
PECASM AT e A

A RIL B E R KRR, 520
I3,

XY N 2 R

B GLRE

)

5000 Jj (i BT
112 (B HE 01000, 5 FE R 1600)

347, (EFFLHRL2500, B EE L2600,
FMCv 300)

10 {2 (&L H004500, 55 FE H04600)

0 CZEIAE)

RIEFAER A
allow %1 F1F

100 J7 (% B0 Virtual)

200 Jj (B BEA2500, 5 HH02600,
I 04500, 7 04600, FMCy
300)

o

TR

G

1000 J7 (G&#EH.0» Virtual)

2000 J3 (B HE 02500, 45 FE 4002600,
BH4500, PR F04600, FMCy
300)

10,000

SCAEFAE

1000 J5 (3L )

2000 J3 (& HE 02500, 45 FE 4002600,
IR 4500, 45 FEHL4600, FMCy
300)

0 (ZEHIAEE)

IBAPIRDLHAF

100 J7

0 CZEHIAE6)

H %D K

100,000

—4

ARCRE A

1000 J1

4

B 7am=E



| 7gEE

wripeian [

EHER LR TBR
FOUE BRI 5 | 30 KA il sk 1 RISl 5%
R
HPEs) CHFP 51000 17 —
4
g (HFP 1000 17 —
0D
MNAZ T A (100 7 —A
FrrTue e
VPN i HERRE A | 1000 77 0 (BRI
L
B KRR

B WS | KR E (Maximum flow rate) (BEFP¥iiE) {EAE https://www.cisco.com/c/en/
us/products/collateral/security/firesight-management-center/datasheet-c78-736775.html?cachemode=refresh

[ B A0y B 21K T & M4 (Platform Specifications) #7115 &

R B BT I B RERBHR MR ENET, WAL RN MR OISR E AR
PRI A TN B E R BRI R KU

B BOR RAR AT R A 2 T S0k A E S S A oK
R U B AR SRR AT N K

FEL~~ HaS 15 188 M

URERAT LUR A, IC B IR 3L
o MRS AIETE T AT R
o S IR A IEAT FRTUE AT 55 AR T
o LIS A B A AR
o T IS 3 K ) o i
o REHPEA TR EAE . bR ORIRF SR, AR FFERAZITIRDUF SR

We B WA AN, wTRUh R G WA 4k ML ) A s ik, FE el T BN R A IR 5%
PR SN IOIFEIE . OB S, LA R

zgRE I


https://www.cisco.com/c/en/us/products/collateral/security/firesight-management-center/datasheet-c78-736775.html?cachemode=refresh
https://www.cisco.com/c/en/us/products/collateral/security/firesight-management-center/datasheet-c78-736775.html?cachemode=refresh
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A & B 4 Fp 4 = A A0 0@ A Mttt

UK

S kB EGE 3D >EE.
$£18 2 fiili Email Notification.
$IR3 MRk EH (Mail Relay Host) 7B, 4 AN Z5 FH PRI IR 45 a1 =142 55 TP kb . S A PRI HR
1 TR LA AVE B A ATV 1)
$IZ 4 i 0S (Port Number) B, &5 A BEAEARSS 28 A% i 15
TR f g 114
25, i F st
* 465, fH SSLv3 i}

* 587, ffi{H] TLS i

$IE 5 {EhNZE /5% (Encryption Method) Fhak e —Fihnss vz,

* TLS- i AAam = 2 A i A
* SSLV3 - ffi ] 22 a7 )2 I i A5 .
* ¢ (None) - S VFA I 135 .
pE LR AR A I 55 2 2 T PR IR 3 A AN EER AT IE AR S0

fERHE (From Address) 7B, S\ SR AR B2 i T JEL RO IS AT 1t ik Fr) A7 A5 S A b o

o, TAEIERL R MR IR S 2 R S A s, TR PE R B 38 E (Use Authentication). 7E
B P& (Username) 7Bt A 4. £ 58 (Password) 7B hii N0,
BAR R CUC AR IR 45 g A MR R A, 17 A K BB AR 55 28 1% & (Test Mail Server Settings).

ARG AL 50 om0, DRI & .
TR PRTF.

. e
g X
~N o

Sk Sk
8

N
8
(- -]

HMNEREGIE EE 77 18] (External Database Access)

TERT LK 87 2R rb Lo G R FOVE SR =07 20 7 i LR PR AT B0 In) o 3XFE, AT DU DU AR
75 XA H SQL e vl 7 -

o AbARESR S T H (5141, Actuate BIRT. JasperSoft iReport &¥, Crystal Reports)

o HAMAE A S RF IDBC SSL B H AR5 M (R4 5 XN HID

B 7am=E



| 7gEE
mRxsEEsmrE |

o JERHEBE Ay 447 Java N, 444 RunQuery, ] LARZ H.J7 247k F 3R BCA— & (1 LUE 5
43 B P 5 S

& B0 B R G C B A A PRV i), TR0 ik e SE ML E s Uy ) AR . TR
ZVi B RAH & U
AT LU S LU LR A

* RunQuery CGXJ2 ARHAE M Hs A i T 2D

* InstallCert T, nJ FH-F NE5 n) 1) B EE A0 K R FNE3Z SSLUE TS

o BB HCGE B A 25048 ) JDBC IKBh LT

AR A T RRRCEE R PRV (5 R, W20 ( (Firepower REUEHREVT I TEHE) ) .

J& 3 &1z e S aR 7 18]

UK

SE1 EHRE 3D >EE.
FE2 L IMEREIREEE T8 (External Database Access).
HIE3 kb R IFINEREHREEE 1) (Allow External Database Access) & i HE .
PR 4 AR EEHZ (Server Hostname) 7Bt NAH N R . KRHE 28 = N BEK,  Bbfi o] DL 45728
UL 5E A PR 2 544 (FQDN). TPv4 Hihik ok 1Pve ik
R TR B ST R RCE T, AU TGS SR TEANE B o FRATA U N £ F N 45
MIEITE B

;S5 riidi Client JDBC Driver 551 1) Download 4% UM WA H2 /8 T3k client. zip B,

L6 LN NI AN TP LA I B PRV M RUR, W AdRmnEN . Wi, EsRFBP S EoRIP
Htk 7 B

BT 16 IP ik (1P Address) FBeH, Hip A 1P Hiuhik stk fF 5% any o

P8 pithiAn (Add).

P9 PR TF.
7R W SRRy B AORAF B PR B, 5 R (Refresh).

X EM
Firepower R 4¢ IP Huht2 &

I zgRE I
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B wresizs

HTTPS ifH

{8 & BT 2 (SSL) UETS, B REALy i DALE R GUR Web ) Y028 2 [0 N 251818 . i1 Firepower
B ARBE B BRUIE S, (B A& AT A 2 BREN A4 IR AR MR (CA) BT AT CA ARk, Rk, i
2 [ENG T 0k B A ER SN A4 BN RS AT CA 254410 H s SGIE S .

AR EHHELICER 4096 £7 HTTPS UE 1. w4 45 B rbuCal B AR 15 2 38 L KT 4096 47 1 28 SL iR 45 2 2%
AR, WK T B sk B0 Web . R BTG O, 1B R TR TAC,

\)

ER &P REST APLASSZE: HTTPS iF 4.

ZKIA HTTPS AR S5 28k H

U SRAR I Bt e 2 — SR A A BRA IR S5 2R IE 15, AN EDRE AR SEIC BN 7 2O AL HTTPS %5 S ik 5 LA
Vilal Web i, UM BRAIR 585 UE S 0T AR 25 5 P im0 CA 255 .

BRI S8 28 UE D (0 AF iy R B - UE P AR Bl 1) o AR BRI S A8 UE B2 H I, 15 IEF: B
(35 >E]E >HTTPSIES.

TEE R, HEEE Firepower AT T L HBETUEY . A OCIELI(E B, 15Z W Firepower #WEN T R AT

Yt

D b, L R B8 > BB > HTTPSIES WU BT3RS,

B E X HTTPS BR =5k

T LU AT A B R0 Web S IR B 2R Ge i B ESR AL P05 B AR IR 95 S UE 15T K . IR 2B
520 T A5 A (0 P ERAE S U LR (CA), - W] BUAE T ZAE SR IEAS BEAT 2638 o S8 vl LU A= R 1) 37
KGR FUEAS UL LU KRS AETS o SRAFUE WU (CA) A SZUET 5, B0 LU N AZIE
15

HTTPS AR 5528 &K
i [ HTTPS UEF {5 Web 3 B 25 F1 Firepower ¥ #% Web F [ [A] (FERENS, W20 IR & HLIC M

X.509 AR EAE B AREBREY 7% (CRL) BlE CfF (REC 5280) [HAET . 48 RS 2eiF
PSRNV, WHRIZIE PR A ZAAERIIRA 3 (X509 v3) , N RGESHLZiEP.

FEF N HTTPS 55 asiE 152 0, i iR A5 LU T 7 B

B 7am=E |


https://www.cisco.com/c/en/us/support/security/defense-center/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/defense-center/products-release-notes-list.html
https://tools.ietf.org/html/rfc5280
https://tools.ietf.org/html/rfc5280

| 7gEE

nrres s irsER

EBFER 15 AR

A G FE P RA . TR 3. 1524 RFC
5280, 5 4.1.2.1 7.

JFos IR CA 70 ECEAE I IE 35, ik & F P51
SME—FRUUHE T . 152 RFC 5280, # 4.1.2.2
o

B4, CA I T BB EILPR R . Ul
signatureAlgorithm “F Bt VL. %2 RFC 5280,
541237,

B8R SAR bR B 258 RN 28 R AR P I s4A . 152 REC 5280,
941247,

R CA PRAFIR 43 JE TR A T1E S 1A B
%% REC 5280, 5 4.1.2.5 7,

= PRV AAAG LA FH 3 0 - B R A B SRR Y 52
s AIIUEX.S000] 32 FK (DN) o 1551
RFC 5280, %4.1.2.6 7,

1 FH 35 T ik 4 UE ARG (3 44 A1 TP Mk o A 8 m) 3k 44 FRAE
RFC 5280, %5 4.2.1.6 TithiE X,
WIERAE BT 2 A8 1P Hotil,  FRATT i a 48
B

XGNP B W RS ARRET . 1§24 RFC 5280,

4.1.2.7 15,

B IR

PO 5 T2 5E T AR R A B
. iEZ % RFC 5280, %5 4.2.1.17,

N\

TR PIFRIRTT

PPN SR AHE BTk S
[%] RFC 5280, #f 4.2.1.2 7,

SRR & AE PSS & . 124 RFC
5280, #4.2.1.3 74,
FEA PR 1 TEIEP AR A CA, LU ARSI IE P A 5

KIGUFVIFBRATIRE o 1524 RFC 5280, 5
4.2.1.9 5. XFT Firepower B&8 - IR 45 #%
WEPS, TEMEH e ca: FaLsE.
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https://tools.ietf.org/html/rfc5280#section-4.1.2.1
https://tools.ietf.org/html/rfc5280#section-4.1.2.1
https://tools.ietf.org/html/rfc5280#section-4.1.2.2
https://tools.ietf.org/html/rfc5280#section-4.1.2.2
https://tools.ietf.org/html/rfc5280#section-4.1.2.3
https://tools.ietf.org/html/rfc5280#section-4.1.2.3
https://tools.ietf.org/html/rfc5280#section-4.1.2.4
https://tools.ietf.org/html/rfc5280#section-4.1.2.4
https://tools.ietf.org/html/rfc5280#section-4.1.2.5
https://tools.ietf.org/html/rfc5280#section-4.1.2.6
https://tools.ietf.org/html/rfc5280#section-4.2.1.6
https://tools.ietf.org/html/rfc5280#section-4.1.2.7
https://tools.ietf.org/html/rfc5280#section-4.1.2.7
https://tools.ietf.org/html/rfc5280#section-4.2.1.1
https://tools.ietf.org/html/rfc5280#section-4.2.1.2
https://tools.ietf.org/html/rfc5280#section-4.2.1.3
https://tools.ietf.org/html/rfc5280#section-4.2.1.3
https://tools.ietf.org/html/rfc5280#section-4.2.1.9
https://tools.ietf.org/html/rfc5280#section-4.2.1.9

B vres zpuiEs

7oA |

ERFE 15t AR

¥ REHE Y Ronbr “BHMEH” P FRRIEARH &2 4b
AR S VAE A — Ak 2 .
15200 REC 5280, 54.2.1.12 5. EHESEAT]

FAE R 25 BAE TS (E 15
signatureAlgorithm CA HITRHIE P24 MR AR R . A5 %
LB, 15554 REFC 5280, 55 4.1.1.2 15,
signatureValue &4 . SR RFC 5280, 55 4.1.1.3 i,
HTTPS & FimiE+

S mT AR 2 ) ol W A A 15 A6 75 Zh RER FRAIXS Firepower 4% Web ARk 55 4 (K15 1) o J8 I I
I, P2 IR S5 A ook B TP R B8 4 2 i b 6 1A AL P A UE S 6 20 2 B
S UEAS I [A]— AN S UEF MU A R S8 JEIAE LU R AR F 500 T In#k Web S

 FPHAEN S A R P RUE B K
o P AR S HR R KIE AN A8 IR S5 R UE A5 (P A LR A il o
o FIPAE s R IE B ROUE B AL ks BRIE S EE P IE B U WU A2 R

BLIOUR S 7 i VAR UE 15, 1K R G E A A FHAE R 1RSI (OCSP) Bhnak— AN 8 2 AMIE il
%13 (CRL). ] OCSP, 4 Web &5 as i BIE ARG K, ©& 5 BAURHARHTIES, LA
TEERE TR BN i UE B A 8 . W AR IR 25 2R L A I — 24 CRL, I Web JIx 55
AZE S e CRL H T8 2 viiE b T b . an S 846 CRL 108 CURUaYE
FETS, W Y28 ek gk Web S

\}

AR MR CRL BAEUESS, MRS A A A9 CRL S0 UE 2 i 0 2 ik F Ao A% H S g5 4%

s,

&= E Y a7 HTTPS FRE 258

UK

$E1 kHERGE 3 >EE.
$£1®2 il HTTPS Certificate.
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https://tools.ietf.org/html/rfc5280#section-4.2.1.12
https://tools.ietf.org/html/rfc5280#section-4.1.1.2
https://tools.ietf.org/html/rfc5280#section-4.1.1.3

| 7gmaE
4 55 HTTPS R e b5z im% ]

4 B HTTPS R 55 33 iE B & 2 1E K

R 2B AN R A BRI A BN T2 A5 AT CA B HIET, W) 244 AT ) 23808 2 Web FLIHII, o) B 28

2 WoRa ek

UEFZE 441 K (CSR) M T A2 iZ e 1 A e A M — 1o I ICTR M BN BEA N 2 N BEeS A2 CSR. B
RETE PSS ATk, EIRATE I A LL N E: CN. 2. AR, S/, &/ HRIX.

] 5% /4t X RN 5 ] e 44

A P51 SR A K % B0 K Base-64 Znfid [f) PEM #4528 .

UK

HREgE B >EE.
L HTTPS Certificate.
it Generate New CSR.

TMEERT AR

Qe

Qe

Sk SkSk
S S8 S8
W N =

Generate Certificate Signing Request

Subject

Country Name (two-letter
code)

us
State or Province X

Locality or City Austin

Organization Cisco
QOrganizational Unit Engineerin
(Department) 9 9

Common Name www.example.com
Subject Alternative Name

Domain Names www.example.com,www.exchange.e

IP Addresses 192.0.2.1,192.0.2.5,192.0.2.10

$E4 AERMXER (FWFEERED) (Country Name [two-letter code]) Bt i A\ FE 5 /M X AL 65 o
$IBES  {FA/BAX/EET (State or Province) T B i N4/ 1 VA X/ T EE T IR 94 5 o

6 i AMXS T (Locality or City).

$IBT  A4EL (Organization) AL 44K .

WIS NLHLEBAL (ERIT) K.

PR  {EAFZ (Common Name) T Bt i Ak Hg K UE 5 (1 Ik 45 4% 1) 584 B 344

iR 7224 (Common Name) ‘7B %fiﬁ%*ﬁ)ﬁz?%é*ﬁﬂE’JHI?(%%%EI’J?E%[SEE
W4 MR A4 DNS EHLAAVCHL, WILE % 2 W25 I S 255

I zgRE I



e |
B = wresmasics

PR EERM TR 2 A AL B TP ShE eSS, AR AT T AL RR” R AR A LR AR
a) 1FE: HA B A AR A AR IR K 58 A RO AN T CERAT) .
b) 1P bik: H A di A A AL FR IR K TP Huhik

PN SlER (Generate).

FB2 I SOKRG A

L3 RHNEFE R A A (4045 BEGIN CERTIFICATE REQUEST Al END CERTIFICATE REQUEST 11)
PA R I R RS Y NS

4 %M TIATE N servername.csr, 1, servername & TR I E 5 IR 55 28 I A FK

5 s Close.

T—%#ita
 BRIEAERITAC BB AU -
s WEIAIE RS, WS T, WS S HTTPS [R5 4E1 . 5 24 1.

E )\ HTTPS AR5 &5 8

TR A RAF 5 2 AU BRI AT R TR CA, B AR A —ANIE e (RIIE P12 ©
WIERAE R 7% il W AR SUE AT G LU AT 4RI, Tl Web Ry i v oK 23 2k
W

o UEP IR 2 ) i lE T [ — CA 2544

* RS A AUE A BE P RS RIETS IR CA %44

AR EEIHL SCHF 4096 7 HTTPS UE15. 45 B HCy A RAIE 1 A& F KT 4096 437 11 A JL AR 45 2% %5 4H
AR, AR TE) 8 5k Cisco Secure Firewall Management Center Web %[ . 5 J<Kf HTTPS UE-5 8
FEIRA 6.0.0 MTEAEE, 1S ldFirepower REAERATUH, JRA 6.0 1) “H 4 .0 HTTPS UF
FHHRIRA 6.07 o WIRZEA KB T N HTTPS iIF -5 H G765 s B 0 Web S0,  WEIER SR
o

FrIaZ |
« AERRAE PR SR HTTPS R4 Sk B4R, 58 23 1.
o H5 CSR UM A F s AUEE 1) FR SRR B AOUE AR LK, B3 A CSR KA F 2815,
* FHEBRFS HTTPS IRE#HIEBEEK , 55 20 TURH TR 2K .

B 7am=E |
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UK

$E RHERGE 3D >EE.
$182 55 HTTPS Certificate.
$E3 HLESEANHTTPSIER.

TR TiES NN ) HTTPS iE15 .

HIEg Eij—‘%iﬁ%ﬁﬂpﬂﬁﬁlﬁ%%ﬁﬁﬁﬁy HHHEACAYE (935 BEGIN CERTIFICATE fll END CERTIFICATE
1) o UL SCAKE N 21 AR %5 88 EF (Server Certificate) “FBtH .

PIRS S il ZHRPEFASA IR T8 A i B A i R (15 2

* 2R H Cisco Secure Firewall Management Center Web ﬁ@iﬁiiﬁﬁ%%%?ﬁ (4N B HTTPS
RS ARUE AR, 323 TR ETIR) , WRSGCHRAEEH, BT AKTA.

o St FAl y AR GIE A TE SR, A ZAE AR AR S . TT%*AﬁZ%HI#?FE%JW
AN AL, 45 BEGIN RSA PRIVATE KEY M END RSA PRIVATE KEY 1T . KfUHb SCACKE G 2 FASH (Private
Key) 7B

LB 6 FI AT FT s R RIUETS, RSO, SR 5K L2 I 21)5E $ 4% (CertificateChain) B H . U
RIEARE TS, R AL R bAL . an SR e, TER RIS AR IE S N 7. BRG]
HHRHEA A, FE BEGIN CERTIFICATE fll END CERTIFICATE 7.

TR HlRTF

EEA A HTTPS 3 5D

AT FH R P ] SRR ) A B P Web ST P8R PR 1. RS OCSP i DR AL 1
S LT RRLE (PEM) #4385 ) CRL %4 HTTPS %) i i+

USRI FEAEA] CRL, ZEHGARIE 1900 R A BERTAY, 57T BLOIRE T4 K0 CRL. 348 B
CRL S i

)

AR B R HE P uIE G U Web S, DY AT AN R S uiiE T (T s R AN
] CAC) .

FHIa Z Al

o PR TIERL R S5 R e AU B 22 IR S5 4 UE TS T2 $ A HTTPS
g5 asiE1s . 2 24 5T,

o DAEII P NARSS SHET8E 5 TES 1 S\ HTTPS IRES45UET5 . 2 24 T,

zgRE I
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B so=inTes s s

UK

SRR 3D >ERE.

F1E2 fidi HTTPS Certificate.

$IB3 kB AE P iHIES (Enable Client Certificates). UifT 47, i M T 7513 ik FH1 N IE
PR A EBSFE B AL

o TEH—ANEE A CRL BiiE % 7 ik 5, 15 1EF: B A CRL 3XEX (Enable Fetching of CRL) Jf-4k 4k
AT IR 5.

« ZHEF] OCSP HlE% il 15, W5 IEFE /B OCSP JHgkit 2 0% 7.

© BAEAR BRI OL N B il Bk 2R 8.

HIBS W AIA CRL CEAG %0 URL Jf &R0 CRL (Add CRL). #E&Z LA FLIELIZIN 25 /> CRL.
$£I86 5 MIET CRL (Refresh CRL) LAMFE%E ) URL #4717 CRL.
TR Ja H CRL 3REC I RE AT 61 & 150 5 CRL RIS o SdE T 45 L& T 0T (K%
FHIBT AR it UE S 75 e 20 & LR AR NI 22, DRI S5 28 1502 15 H 025 21030 W 28Ik
PAEAEX B RN, GXEEBREBm A AR D
EE {RAF- C 5 B 28 7 Sl 15 (R C B, 2 R A8 (A 30 S B UE A7 i X PP oA 2%/ e
225 TR A BT Web IRZS 25 V7 1] o 5 7E AR AE U B 2 BT IR O 203 0% il
e
FIE8 HlHRTE.
HXER
BC B UE PR 41 % T3

ST ERIA HTTPS BR 55 25EH
A A P

UK

S kKRG G >EE.
$2 S HTTPS Certificate.

ARG E A AE BN HTTPS JIR95 dib 15, A4 2 o di 4l .

SIS Al L HTTPSIES . (D4 RARCTA S BRI HTTPS IR 25 B4 130, LI A 4 i £
fE BT BRI L.
S (I (T HTTPSIER AR, Yobet MR DUk s i s .

B 7am=E
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(=R

FIBS LT HTTPSIEB XA IGHES, s RTE.

T—5#tta

FnT UGB K A HTTPS B4 G L RS RRIE 15 A RO 5 S8, SR E e /7 C8:iT .

Web Frifi (1) Ret > B E WS MRS IFEE . BRARSATUN], A WP 5 Bl o Kk

\)

AR JEZ R BB > K F s, P RAUER A A IE S

FE 152 BF

PR 1500 BHL WA TR E R TE A FR . RS s ] LU SN A 4%
W48, (HLE B P N HAD A FRA S T i BN .
WA TR N, Bt & BonAE S SecureX Fl SecureX B i i, 45
DA & Y L
WERTE AL FR, WIETA S M s A AR bR i 3, I B RR 2R 4
BEB B 44 PRI B 45

FE BB 5 2R

iR WEITA S .

BAFRRA W 2R 2 B A RROCAS

BERS MR BB AT I RAE R S

Btk RGO METR & LB IT I EAE R AR .

[Pv4 Hidl: BN (etno) FEEEZI(1) IPv4 Huhk . iR 1Pv4 B BRAL T2R RS, B
2T LRI .

IPv6 Hidik BRIA (etno) EEEEZ 1) IPv6 Hutil. Wi 1Pv6 T ELAL TAEHPIRES, Bh B
2T LR .

BT MHTERE I R G R AMG . WSS 3 E UGB LR T8, SRS 1K) 44
FRUARMA R

A5 g APt AE NI AP IK sh s b s R e 5o e 5 ml et Tl b F B Ak
B,

zgRE I
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. NRHBEE LI (Intrusion Policy Preferences)

= Ak S2 oy - -
N{Z B B IR (Intrusion Policy Preferences)
YA FIESNAR SIS, 0] DA B R S8 DU AR D) BERR R 5 SR W AF O I S . 0 FH SRms B oy
FEMIIEOUT B H 53 ] DUPR T DAl A8 58 28 v 110 DB SR s 1) Ji 1AL

QRO SRS TSR T TR DI RE, AT DURS R BN AT A I 53 UCERAT S SRS J 1 1R 5
o, ARG AR TR R .

B, AT DRSS AR SN [ B U5 N B A% H S

LAE LSP SUPTIYI I FRAEAT 7 o (K] AR 48 SCIROREIN S S0 g, 5 Rk B2 E MIBR A9 Snort
MMM A REBE S, RGBT, RN IETRGS. ErPIbRIERER, RS2/ LSP
ST R A0 AR R SR U DR BT o o TN S AE RS 55U R AR KRR T AR SS IR

o (BE) L

LU ] Language U 4% 51l 62 AN ) (935 7 o

RE Web IZEOMES
T T T T T T o 165 DL 5
- i
ki
RIS
D
+ FIif

* G
UK
SE1 EHR% 3D >EE.
$I1®2 il Language.

SR I LGS .
T4 PIHRTF

B 7am=E
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B RIRIR

zxmn ]

ATLME ] “ B SMEIR 7 (Login Banner) DU by 22 4 15 £ B S SRS FR 8 25 U6 . B ok Bl 1 e SV B
M o

T DA ASCIL A 47 R F] 200 5 1 e SOS SBIR . RGEAIR B IR T EE o QS8 it ik KBk
SadEiR, RS2 BRI Telnet B SSH 2315 7] g2 92 Mo

BEXE R

UK

SB1 EHFRFE 3D >ERE.

PR 2 PR FHENE (Login Banner).

$IE3 /FEHENXEFH#ENE (Custom Login Banner) ‘7B, B N ZEAE T I8 s
PB4 HRTE

EIEEC

AR, AU MG WS, OFEE BP0 BIRnEZ SO, FH4L. BRI, DNS
M55 22 F1 HTTP {CH .

XF B0 EEED

XFREETE

BN OUR B P Loll 1o P AN P LV PRI e o A W] DA A BB L AT DU e B, JFLL
B0 Sl 12 R DS S B B L o B R O T R REVE AT IR AR AR . R B LA
AT HAbAE BEL RE o

KT RAEEBEOEAER, WES0 (Cisco Secure Firewall Management Center ¥ #5 it B FR #9 )
1 & TR s .

L0 B FEh0 FFE VAN, e [ O A 2 IR BB XA . SSL NS B 5 (51 . B9 3 O il FH I
{518 1) A AT I G 43 BT A BRI ) 2 & R M I A B . W& PRI I, & 2E i
FEAL [R5 @ SL R A6 B B,

IR R BB A, ST ARAT B R B A
o WA B A A Ve 26 O B SR, AT BE AR A0 e B O

zgRE I
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ZuRE |
| G

o FEBCH 2R TSR R AT BT
o [ 52 B A HER IS A IR DL SR I P H e A IR A E

A\

AR WUREAT CDOFEE B, JF HACK A S B b0 BT T 20HT,  WUIAS o8 8 A5 B o AN SO SR
PO B BT AT T L B4 L B AN AR AN SRR IO DI REAT S IR 5 ARy AN 1 32 B  CDO
(KB

BB LI ORI SE . M R DU SR B s PE Rt , A ITT E 8 M 428 e a4t 35 R AR T O BBk
A5 R, BLSCPIAL I 2 1t B AT 2

] DA A B AL R A BB AR AT A K L RS D5 T

AR O FHL v UL http://www.cisco.com/c/en/us/support/security/defense-center/
products-device-support-tables-list.html &b R F 1) e 25 P50 B v 8 o 1R IS FF 87 BHUS AT 2 17 1) L8 RRCAR 1)
WA, AHT BT CAS BOM S A AT (BT D B AN ] T X 2E DUAT A AT ek o B8 A5 Ly Tl
A REE ] T FLIRRCAS .

U B B O £ EAC B B A R B N B A B S, B A L LA S A g . R
PTG A

* Bt A B O #AT LR B

< ST AT LA 3.

< AT FEAL ATRUAGE .
JR NI LAT ] B PRy B ethO BB g 5 eI B . WUSRORSE SIS, 2 22l oAk

BFRLEZ I o R 1R 2N B R ) 1 S R A BN . (R,
TSR R P e 1

A\

AR EHIEREE A S SRR Z MK SSL N M w Al E A, T Re K, BATEEE MY
INEREE (et sR) VPND J284T R . flhn, AR VPN AR, B R LA AR, it
FATTHE AL 3 5 100 5 BRI A2

EEd FREIEED
BT A eth0 B DHATHIMR B E . PR HTTP Vil W& 3, DU HAREBIThAE (o
VFRFIEEH
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grmezswgmznss ||

el ] ARG B A A P 11 o 2 A B O AEAN [ P 2 A PROR RV a I, 8 I B 22 A PR 11w DASE
AR APERE . I AT DU SR DU TP At B e . S mT REA SR RN B O Tk g
Thes B, Earaed s — AN T HTTP &3 A Ui, k) — M 0 F R i 8.

T A B, A B AT DUR BN AR BRI A PR R R AR BT A R (I e
TR WA RE) , FERERE AR A R (0 Web FF) o mTRLEREAE &8l h
O ERCEMGTCFE LD, T AR, TR E R . ORISR R AT
TPV R IE A B . SRR AE S AT IR, R R B R 0 i
KT DASR iy A B L O TERE . BN, R AN A 10 TIRBURIME DAy a0 CnRny

AD S AR ZAS 1 TIEBURME D A B filtn, BnT fedi e — Mg 24 L Rl M 2% _ERC
B AR, RN AE AN EE FLIEE R ) 18 0 26 LA P O B e SR i ORI P B
A, A T DATE [R)— P 2% b [ I A A B AT . 2 R SR A R R R B
FOL A BERZ 1, PR SRR ROR B A B O AR D IR AT Bk oA VS R A AT
F, UPERRE DR SR S AL B HE O

IHZETESEMN ethO S AN 7 BRSO PR, RS NP 2ol AR iR 1 il 3R AN T T B
(ExJEp

N

AR PHE R OISRl “UiR AR BUE (E VIR SIZE 5 3 ORI HTTP & B 55 el AH
B BEANBRR A OB EI AL HTTP Vjinl; & B DR A SCRr R & B (R R . S s al
P .

\}

ER (U ethO #1134 DHCP IP k. A4 PR N S 35S TP Hudil .

FA FMC 2L S iy &R O
EPS &L EARE A M e PSRNl Ji e o
A HAFA FMC A5 SR B, B0 R .

& 2 FMC BN
= BEIEEO
MC1000 eth0 (BRI
ethl
MC2500. MC4500 eth0 (ERIA)D
ethl
eth2
eth3

I zgRE I
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B =0 gm0 romsesn

= EEENO

MC1600. MC2600. MC4600 eth0 (EKIAD
ethl
eth2
eth3

CIMC (U SZFFE NESFE . )

Firepower & B 10 iz 40 eth0 (ERIA)

B D EIEEO ERY WSS

EEERD CRARHAE LR DD OO & th A IERE M4 . AEBcCE B0, BEEIER
R N R I TP U hE G — DB o ANREMBRUEES s L REE M SCH it

ARG F, W URE 2 AME B O BOAR ARG R0, IR DI TR E
(9 194 St ik DL R D G Jegs T AN R 4 o U SRBRIA M &% AT 2 AN, AR A T 2 S AR IR 2
Pt 1

WEREEYT R IR 2, BRSO RN B A 2 b AN i o FRATTIE UK R34 A Al
P2, DUBE G 78 (R v R, 04 I EA o 30 A B AR o ) B i 1)

\)

AR TR BRI DA B R YOE . IRE BT eth S BUIERE, RISHNF R840, B
BIBNEZE B

NAT IfiE

WA 22 M Ik B 4 (NAT) S — il o i 8 A A i M it i ik, Ll S B 20 e U H 4 TP
Mokt o NAT 5% W TS SRVEL TS IR BEAT IS . WS NAT ST 11 Beffe, 1Ak
EHL O B TR R R, (H L kS 3 (PAT) SERH . PAT SRS AE A 5 — ¥ A S TP Mkt
AR Sy 1 K5 ) A SC R 2965 X880 LR ARG 75 N A0 RCH, PRI TCIE IR 319 PAT B ihi s )
B HERE

WH, LA H H RS SR, Sl IPIE GER—/MEMEYD « BB PO S5
— AN, FRE R TP bk, AR BRI TP bk, FUR, QR L AnE b — A TP ik
O SEILES tH H IR EER) |, BB S AHEE R P i @ ME— TR NATID, LU WIinE s
MEAT, A FRIEAR M 2P 45 B L AT £ A8 TR % F1 R NAT ID (i A2 1P k) 4]
EVE AT B4 B E R AL o

BN, BRI B R, (HORKITE B4 TP shhl (B, B4 PAT B gsa) » b
FEAE R B3R NAT ID A M4, o IP Mk B 2s . fEdes b, 57 b0 TP Mkl
AH IR ) NAT ID AR R R 280 . e Ak i 21 A R b0 i TP kil o iR, AP 3Ol A NAT
ID A2 TP HuhkX i 2 34T 5 4 B0 AIE
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JUE NAT 1D 05 H T NAT M58, (B8] DLESAEH NAT ID K faifb ) & 3 Hhunis in 2 AN & ik
Fio 7E B b, 0K TP Mk B 250 [R] B A B N RN B 45 38 2 E— 1) NAT ID, AR5 fERE
W bdgE B0 IP HihE A NAT ID. VEE: SN EACH NAT ID 202 ME—

PLUR 7~ 8y PAT TP HubikJ5 ) =N ds . AERXPIEOL T, 76 B EirhL AR & Eoh A & FR e
—AMME—[F] NAT ID, Jf7ExXeei 4 FIee B H.0 IP ik,
1: PAT E 802 %8 %& NATID

Device 1 IP address: behind PAT
Register with

Management Center: 192.168.45.44
NAT ID: griffontaxes1

Management Center
192.168.45.44

Device 2 IP address: behind PAT
Register with

Management Center: 192.168.45.44
NAT ID: griffontaxes2

Add Device 1:
IP address: blank
NAT ID: griffontaxes1

Add Device 2:
IP address: blank
NAT ID: griffontaxes2

Device 3 IP address: behind PAT
Register with

Management Center: 192.168.45.44
Add Device 3: NAT ID: griffontaxes3

IP address: blank

NAT ID: griffontaxes3

PLUR 7~ 8y PAT TP Mtk J5 ) B EE bt e FERXPPE LR, 76 B B0 FIXEei 4 FA RN & TR E
—/NIE—[) NAT ID, FF4E & H 0 big e wk 1P Mk,

zgRE I
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B =enzuneaar

[& 2: PAT f5 & FMC NAT ID

Device 1: 10.10.10.1 @—
Register with [ 4
Management Center: blank
NAT ID: griffontaxes1

Management Center
IP Address: Behind PAT

Device 2: 10.10.10.2
Register with
Management Center: blank
NAT ID: griffontaxes2

Add Device 1:
IP address: 10.10.10.1
NAT ID: griffontaxes

) ) Add Device 2:
De‘”ceﬂe’- 1_0-10-19;” IP address: 10.10.10.2
egister wit NAT ID: griffontaxes2
Management Center: blank ===
NAT ID: griffontaxes3 Add Device 3:
IP address: 10.10.10.3
NAT ID: griffontaxes3
EERMNEREBEETS
S

ER WIRAE BB A A P R e AT B, SRR B A A R A B AR

LA 7 18] St 7 ASASE P ROV B ) A B R 32 8 A

[& 3: Cisco Secure Firewall Management Center t i 554 & 18 1

Management
_ -_:. .. Events  mgmt Managed
1, mgmt1 Device
Management | E
S | : Management
Lo ST I I I T I T T mgmto
Events = Managed
mgmt1 Device

PR 7 57 Dy e A P SRS BB L 1) A B Py RS2 BRI 1 A B

B 7am=E
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[& 4: Cisco Secure Firewall Management Center t % A &8 1

Management
—————————— mgm
Events gmto Managed
mgmt1 Device
Management
Center
Management
T T  mamto
Events ] Managed

mgmt1 Device

LR 7 8] s A P S g g e 1 1) AP B PR RS2 A B4

[&] 5: Cisco Secure Firewall Management Centerfl 5 &% & L RS B E4E O

Management
-------------------- g3 Managed
Events mgmt1 Device
Management ©th’
Center
Management
_____________ ngrots Managed
Events mgmt1  Device

PUR7n ik A B rpots B2 MBI OV S BN SR L IR S, DS S g e s oA
BRI R S B R A

RARE
|
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B exemse gmen

B 6 REERAMEBEGEORZE

Management
_ {amio Managed
Events e Device
Management eth1
Center
Management
mgmt Managed
——_  Ewents  mgmtt Device

g 0 RO
R AP ERAPEEE R o 5T DR A A 1 M O

A

T ==

EE

41l

X IR (RS B VAT S SO BEAR PP T WOR e TR B AR M CVA EORERL, W 2071 A B
Hh P 65 3 1 A FORT L Linux Sh52H (P48 BEE . A2 R TAC KR, DLISRIA R T ik

S (RINEGEES

Gn e g A E L TP HilE, 1550 (Cisco Secure Firewall Management Center B4 iC & 45750 Y
s B B0 IP kR LA o W RS B RO TP MMk e LA, IE N AR R CLL
S, DMERCEVLEC. BARTERZHUGOLT, Jofs Hokisegs Bt s b0 TP thuhik sl = L AL R R]
B BER:, (AR /DRSO, DHAT AR5 A RE R R A N )
L JHFRE NAT ID. BEAE AR B0, FA T PR KR A5 B rbty TP btk 5R 3 A1 44 4 BOBDIRES
DSBS ) 194 28 4k 52 i

e T HPERCE P, MRS CLI B 8 BE A CME o E3 A £ 10 7 B TP bk i, BIEAE HA [R)2D
Ja . B B WS B M, B AR B By T, IE AR B B RL [RI )4 A
o, fEEHBY A BP0 O RS AE ST B A B AL R BRI BB S R R A T
TP Hhhl .

FiaZ /i

s HREANEHEOMELNGE, 120 (Cisco Secure Firewall Management Center 14 7% e B i
MY R ST R SR .

o hn AT HIACHE:
* f# [l NT LAN Manager (NTLM) 5 {3 5AF (A CHEAN 2 37 ¥
o G ST Bk A R REVER], IR FQDN NGB 64 D717,

B 7am=E
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ST % R G >BRE, REagEEEQ.
P2 RO, i B (K95 1 55K 4RAE -

A T IO ANERRAINZ A .
A LPEREANE B 11 B CE DR B 5
*BERH - RERZO. WAREZMBOAN eth0 & HE M. JLEHFE T2 eth0 21,

 EE-DAURL DA AR BEIRE IO TR E MR . e e
O ERCEANFR D EHATIERAE, DO E TP EEIRE RN, IR B4R E R ILE
Ak oRES . TR RO, WTLUERA ] BHIRE . RSO, B AR SR
FFAOE B R G L WAAZIE DM, WIS B O EAORirE, R A i iE .
JOVE R A A 1 b g S AN B 3

R - e BRI TERL B C BENPR R R I S O TR ORI R 1 2
* MDI/MDIX - #'# B &1 MDIX #&'#.
* MTU-% & B KAEHTAAL (MTU), 1280-1500. ERIAME A 1500,
* IPvABLE - W'E IPv4 IP Hhbk, JEHE:
« B7S - FN IPv4 B2 IP Mk AL | Pv4 4EHERD.
* DHCP - ¥4 M & 0 A1) DHCP (f eth0)

WAL DHCP, W24 254 1] DHCP Fitss, KUt arfe b hA 2 8. Witk DHCP Hbiik 5
M WA TEMPE A, R A E L IR RCE ANRE . B DHCP Muhk o bk 52, T IE
B3 ety R BN EDE IP sl JFSNE Bg 3D >EE > SHED RS
2%

« BEH - 22H 1Pv4. iE AN ZEH IPv4 F1 IPv6.

* IPv6 ECE - ¥ IPv6 IP M. k%
« B87S - TN |Pv6 EIE IP Mk Al 1Pv6 BISRHKE -
* DHCP - 42 FIBCE 4] DHCPv6 (AL eth0)
« BHEERSE - HHLREAIE.
« B2M - 25 IPv6. 1A AR IPv4 Rl IPv6.

* |Pv6 DAD - 41 )H H 1Pve6 I, JH H 2 H S kA I (DAD). &) feds 25 H DAD,
KA A DAD Al o SEUE LR 55 Boiti . Wi AR e s, W7 ZEF a0 A bz L R
A8 23 C (1 s o

SIR3 A Bee XL, W GRS () SRR, OB A R T s

zgRE I
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W Rl o KEFH TR,

RO O ) B A, A REUT RS FE R 2% . A ] N T B0 I PR S B, S
BEALL B O R PIZE L , 5 32 T,

iR YT BN, AR S SR OC 1P Mk o 3D R4 0E M OCILEC B e T 2%, RGi4x H )
R
TEAT LA A B OB DU
o BAR - BCE SO IR R 1K H bRk
* MEEMAGELBIERACE - W E IS 2% HERY (IPv4) BUHTZEACEE (IPV6).
O - RE IR,

© W3R - BCE MK TP ik,

T4 AHZGEX S, WEITARILERNMNSSE
P2 WA eth0 B2 IEFE T DHCP, WITJEiET-8h#5 % M\ DHCP 45 #8 R A4 (1) S e 2

T BT BTG
s FHE - WE FHPLOINSL . EHALAREZEE 64 DNFR, HHWILL AR B 7 T Mg
B, HHRBEMUS PR BFBE 7. Hl NS )G, WERGEA A R g H &N B b s wes
KENA, EER &SR0, FEBZE, REHENBA S RMHI YL .

o g - O RO R E R, HE SR, WA Em A R e e ek 44, #illn ping
system, MXLEHRE N INE] EHLA o XA TR L, sl B O i .

* = DNSPR%K . 4B DNSARE 2. £ =2 DNSPRE S8 - ¥ B B3 1 k4% FH 1) DNS 4%
5o

 MAREIRIR O - W EE AT O H T 52 R ST . B RO RS2 B %Al SR
SSL In# (rl (51 CBRINE &0 N 7ES 1 8305 1) TR .

R SORFSE ZU A AR Bz R P 1 (R BRIABE L, LA SR P 11 L P9 5% v £ e £
PR, AT AR A o G R S SO Pl 1, U A2 S v AT T A Y PR
B Lz

P$IES 76 ICMPV6 XI5, Bl'E ICMPv6 B .

© SVFRIEE R R B EAR G - o A T P B A et o 5 RT e A B A K S M B DA B B
TRV L 25 Tt o AT [ 0 Al B SRR TSI A T TPv6 ping B 7 B ARV B 11, LAk
A

* RRFRIE B R RLAKEE QL - 0 S AT H AN TA B . T ey RAE X L Bl
LA LE9 A R HE 40 R 55 LT

$IE6 (FRIBX BT, FE HTTP ACHKE .

B 7am=E
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™ £& 93 47 SR B% B 1£ 17 (Network Analysis Policy Preferences) .

B PR PG B A S 1 TCP/443 (HTTPS) A1 TCP/80 (HTTP) B FEIEH 3 HIHEM . 48 n] LUs F A3

s, LAELE HTTP i ZEXACEE AR 25 28 AT 5 40 50

T 2 AR FE 0 28 25 A AR B K

a) &1 E/RA (Enabled) HIEHE.

b) £ HTTPRIBT-Erh, HARHRIRSS A1 IP k550 4 e 544
RN A S ERE T

c) fEimO (Port) F-Berh, A 4.

d) I ERE A RIE SR IER IOt S IR UE R, ARGt P&,

B RF.

SRR O TP ik, S0 W R O TP Hilk, 120 (Cisco Secure Firewall

Management Center A5 ALE TR ) T S o L1 A& B0 1P ksl =014 o

WU R B TP M BEER B4, BN AE B4 CLI s, DMERCEVLAL . HARTE K25t

OUF, Jo T e B B O TP b B A ML AL R AT S A B, (AR R D —FME LT,

WAIRHRAT BAT 25 A Be LT A a4 B AN N 2 & B0 JFHRE U NATID.  BIMEAE HoA S LT

BA T IR Fr B H O TP HEER BN el IREs,  DASEIRAAR 1 9 25 Pk 52 R

W 2% 57 tr Sk B% B 1£ I (Network Analysis Policy Preferences)

BB SN SRS I, AT DUSC AR St LA VR Th REER I35 SO AT DG 1 S 05 6 /3 P SROMS S 5
REQITEOL T, B B30T DUBRIAE DI 8 5CRR 2 (10 S B s (14 i LA

A0 RO SRS SE SR T TR D RE, T DURSVE R BN Tk b I, 3 U ERAF NS SRS A 1) 5
BN, RGP TR .

B, AT ORI 2% 20 BT SRS TR S 505 N B H

A8 Web Fr iRz A B b0 B REERE S AN EDRT R Bl . 50T AR AT BT A
© KM BRI IEH R
A

ER AL LA OCH] Firepower Ba%: IXFEMORT AR T B X2k . il
] Web i (B0CLD , AlERGEMUFAES, FEA T RBCE B 115 Dt
N AW AT R R B .

« TWHGIT: KRHPFIER TS,
s EHRSESIG: EHUHSIEE . SRR HTTP g5t i o Xl 7E i HERR L AR A

zgRE I


http://www.cisco.com/go/firepower-config
http://www.cisco.com/go/firepower-config

B casEsmmme

745RE |
je,
BR TR S, IESAERERCEG SR . FEALEX T VMware, H 2 HIYFETUE VMware T
FL 585
KA EHFHE N FMC
52
SB1 BHFRFE 3D >EE.
PR 2 kFri#E (Process).
TE3 PUTLL FEAIEZ —:
K piily RAEE AL SIAN BITHS .
FH A 3 mih EFEISERROSIAN BITHS
pE FHASISIEIR H, RESPAT I BETTE— /N A RETE A
(I HHE A 7
R A S G mih EFEHERER OGN BITHS
R FHT)A AT AE S B BR 1 WL B A 9 4% i e

REST APl & i1

B0 REST APT$Efib sz 11, DALEE =07 N AT H REST % /' i Ak #E HTTP J7 752 F fil

HHWRARE. 7K 80 REST APL I Z{5 K, 152 Secure Firewall Management Center
REST APT HRIEA [ R -

)

i

By REST API AN H HTTPS iF .

RGO, &b REST AP Rk BN HI &K . A DO &5 B Fuo e & o BRI E I U Al .
/2 F Rest APl 35 1g]
\Y

xR

FEAL ] A5 B O iy T PR FR 2 rh s BRI REANAE T A B rp Ll

B 7am=E
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PE1
PIR2
PR3
PIR4

$IE5

mreasianagz [

UK

wpAi Baittase (BB LTI ARG,

fidi REST APl B %1 (REST API Preferences).

B FHEEE DA A B0 1) REST APL Viinl, 3 1% BREGH U T /B F REST APl SIEHE .
M fR7F (Save).

Viln] REST API Explorer, [k :

https://<management center IP or name>:<https port>/api/api-explorer

IR i e E R

TSR LGB BB 4 LI VGA i 1 CERINEG 1D 8473 U Linux REEHI G AL LR RS L
BEATIERE YT AR ARG RCE” Ui, Pl A M 4LZA) Firepower A5 (194 HEAL Ja) 11k
T o

FESESCRFIBE T WP R Ge b, T LAY LAN L H AT (SOL) ME A B 11 AT FH Jo i <3 1T
(LOM) RIZFE B B R G, ML SRk FNXRA MG I O . 7 /M B EAT A & AT
FHIT ] AT A BRAESS, B an & A DU P41 5 B P G XU S RN B 2 SRR DL . 32K LOM
(R HL AR DR A B b 250 S

o XFF B MC1600. MC2600 F1 MC4600 745, {f ] CIMC i [ IE R LA FF LOM. 5 K8
ZA 5K, 152 (1600, 2600 F1 4600 %! Cisco Firepower & H LN THRFH) ©

o T PTAT Al B O SRR, TE AT RATERIA (eth0) B B3 1 IEHEOR SCFF LOM. A%
RS, HZ 5 R Firepower & FHONTTHRH .

AL IR RGN ARG P - LOM. AR RGERHI T 5, AERIEE =5 B ReF & 4 Bk
1 (IPMI) 5 FRE ¥ 05 1) AV BE AR 4

RRBERSE LREEEH G IRE

AR B B P A BEAT LERR o
FHI6 Z Al
o SRS VoA A B U RR I A B 5 AT e A L ) ZE AR L (STP).

R RE NS, SRS NTTIRE , T IA SRR R RE T 6 8 B
(IPMI) s HFEF A5 B

zgRE I
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ZaEE |
B = evempprans
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SRR 3D >ERE.
$1E2 fidiish| A B E (Console Configuration).
SIE 3 PR G U )
* JEFE VGA B AT FH AT VGA i [
o VPR PPERERATIR O M A A IR AT 0
© B T NESFEIR DA EH 0 LA SOLIE R, (X nT A Al ER AT B o 11 5 CIMC 3 [T,
HARO 0 B H 0 BS XENE R, WS RENES 1) NTTHEM .
$IE4 ZiE SOL filE LOM, 5T LA FEA1E:
c RGN BEBE (DHCP 5 F3h)
c WHIERRTFIICE, TR LN IPv4 BE
« B NEH T LOM [ IP H#bdik (IP Address).
iR LOM IP Huhk Db Z5AN R T 45 B ey A5 32 11 1P Hohik, JRAE R — A7

* AN RGP SRS (Netmask)
s FINRGERIAR 3K (Default Gateway).

PIR5 miliRTF (Save).
PE6 RGN NES . “EBIENE 8 RGBT L R 7 il #IA SLRVEDE A ShEl
5 BUHE )5 R 3.

T—F Mt 4

o WORBCE 7 HATUI ], WA DR J5 TR R AT 3 T E S A S 2% 0 I 5% 2 el A ] 508
T AR R BEA T I R Hp AT U KB o6, TG ] 100 A B L RS (0 AT TR TR .

o WIERAECE T EAESFE R, EEN AR WS USSP UM ieE , &5
42 T,

TANEFEERARRESR
WK “ TENEF P BURIIIRE T K 2 A BE DO BEI T . LOM TP 3 A5 1 PRl -
© AU R E B BB A
* P& il 16 D P RECT P AT . ASCRPREIE FAFRTE I 7 4 I LOM I 44
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* HIJ7 ) LOM B AR AR GEE A . BT & F T s i e ik i 2Kk . S0
WA BRI BRI . AR T PR 2%, IF B = A3 oEm.

o Y RO Ik T LA 13 4N LOM H .
WER, WERLE—AEA LOM BRI 7 B8 sk I BN B0H 2R 5 7 o0& iz 1 ), s e i

R WA IR LZ ) IS A AT RE G 2 BB 6 ok 21 Web FHIHI A RE T ARAF AT impi tool
i 2 AT LR o

EREXANETEER RG]

TSI B BV P A BEAT LR o

fEFH AR S5 W B R #T LOM V5 B . EER5ET I #57 LOM Vi RIBUR, 3520 dsin i i
S

UK

$E1 LHRGE & >HAR >R

SIR2 FHE M RT LOM H Ui AR, 1 Ak sk T L 4 550 e ()
$®3 (A PEE (User Configuration) ~, Jid FHEHE 0 A,

$E4 kb RFET AESFEERFE (Allow Lights-Out Management Access) 5L HE .
PES LiHRTE.

LAN FERITEERE

AL EA S =05 IPMI SRR nlE T LAN F AT S5 s @i . W s iyl i
8l Linux MFAE5EL Mac R348, 1548 H IPMItool; %1 Windows ¥38%, %4 ] IPMlutil &% IPMItool,
HY e T-#5 1] Windows A .

\)

FR RS IPMItool V1.8.12 855 SRR A,

Linux

IPMItool A& VT2 AT bRvERC &, w7 R o

Mac

DAIIAE Mac | 223% TPMItool. 155G, 1A Mac L 2¢% T Apple If) XCode JF & & T 5, #fif <%
THTMAATIF R AEA: (FERGHRRAT ) UNIX P ARG T H, e IHRA T A 24T
XHE) o ARJEHETT LR macports A1 IPMItool. i A& H I R 51 B R E L5 E, LLUT M
] B0 3 B -

zgRE I


management-center-admin-73_chapter4.pdf#nameddest=unique_150
management-center-admin-73_chapter4.pdf#nameddest=unique_9
management-center-admin-73_chapter4.pdf#nameddest=unique_9

B =7 PMitool BB LAN 215

https://developer.apple.com/technologies/tools/
http://www.macports.org/
http://github.com/ipmitool/ipmitool/

Windows £ ISE & 24X I8
ST T & T Linux ) Windows 12 4% (WSL) [ Windows filiAs 10 & 5 sl A,

DYrE SLtiE

KR A’ Windows Server, &1 LI# ] IPMItool. 70, #0404 Windows R4 4w 1% IPMIutil; &
AT LA IPMIutil A S 31740136, 15 R 0 H PR R 5 3R 2 5 8, LU N MaithnT gext 8 3

Wy

http://ipmiutil.sourceforge.net/man.html#ipmiutil

THRIPMISREEF G
F T IPMI SRR P (10 fir A AT B AL, LA R Mace B (1) IPMItool 7= 41 :
ipmitool -I lanplus -H IP address -U user name command
o
* ipmitool M SEHFRF

* -1 lanplus $REXS R E AN ) IPMI v2.0 RMCP+ LAN $£11.

-1 1P Hihit RN TG B I 247 ) (1) B4 1Y) Lights-Out 457 B IP Hiuhik
© U PR BRI AR
* fird SE AR T B A 2 A FR

N

ER R UUE A IPMItool V1.8.12 B4 = A,

SFT- A1 Windows _F[f) IMPTutil A [F) iy 240 F s

ipmiutil command -V 4 -J 3 -N IP address -Uuser name

e FRERR BB I 24T, R IEAR NAEBE 5510 4. RSN AN

{%£ A IPMltool EC & LAN L& 1T
SRR B G AT LOM V7 DB A RESAT IR

UK

1§ ] IPMItool, #yALA N2, FEAERRE NG

B 7am=E



| 7gEE
A 1pmiutil 25 LAN E215 ]

ipmitool -I lanplus -H IP address -U user name sol activate

{& A IPMlutil EZ & LAN 817
TR B AT LOM 5 RIA R A fe AT AR .

i

.—-—,—,

{EH IPMIutil, $ALLRAr4, Wik ELEE 7 U N\ 250 .

ipmiutil -J 3 -N IP address -U username sol -a

T NMESFETEHTIR
ML AL L (LOM), 7T BLEBRIA (o) BRI LU SOL MBI AFH BRI R SIS, T
KAl ke TTLLEN 5 & B SOLYERE, AT IR LOM fr. v If7sen,
Ty

AR R EAESLN, WURE TS RGN B AL TN, T AR GERC E N P DHCP, U
ZAV) ) LOM ZIRERTBE R, WERAAIXFP GO0, T AR RS /2 R 40 L H0BT /A ] LOM, B Al
WS RS F 7 BT SR ping BRI B L o SRR %0 ] LM LOM,

P et

EE AR TR T G L D (IPMI) ArvfE (CVE-2013-4786) [E47 (1 . 5 RS8R FJE N Al 7 3
(LOM) &% F2 1% b T FARIX AR, 5 S I RS A 2B - A T LAG ) (12 4
ML L, I BB ORSCRC R . AN R I TF IU  s i JF B = 1B e & . B

1B i, 15278 1 LOM.

GRETE U5 ) RGERT 23R R M, ) a] LA LOM@ﬁi%‘ﬁFﬁJ%éﬁ TR WRAE SOL 4
RETIEEPIRASN BB R4, LOM 2316 v] fE2s Wt T i 32 nl# i)

A\
AR HDIF ARG, BRARE AR AT A TR A SR . TR EHR 3 RGN RE IE T FOE A 8 R
g8, i H AR E R H .

I zgRE I



B =5 PMitool BB A B R

RIRLNETERGS

7oA |

IPMItool IPMlutil 1% BB
(ARIEHD -V 4 Je T IPMI 23 136 FR) 5 B 53 AP
-I lanplus -J 3 Ja H IPMI 53 2%

-H EHL4 /1P Huhik

-N W4 /1P Hilk

RoR B0 LOM 1P Hidik 5 E 144

-u -u TR O LOM K 2 (1 H -~ 44
sol activate sol -a JF4f SOL i

sol deactivate sol -d 450 SOL &1

chassis power cycle power -c EX V.

chassis power on power -u T IF 5 25 v s

chassis power off power -d IS A £ L s

sdr sensor SRR R, 9 PRt R

B, Wonik s BRI IPMItool iy 4 2

ipmitool -I lanplus -H IP address -U user name sdr

)

ER RS IPMItool V1.8.12 BE A .

X IPMIutil SEFRE, DA bEdr ST

ipmiutil sensor -V 4 -J 3 -N IP address -U user name

{£ /A IPMltool EBL B T A BT &I
RSB R P A

UK

11 LOM Vi IR A AT ILRL o

23 IPMItool i A\ LA R4 LA N 31D CUn SRR 7)) -

ipmitool -I lanplus -H IP address -U user name command
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e vl & A EFEE [

{E A IPMlutil B2 E T ABESTEE
AR B G P B LOM 5 RIA R A G AT AR e .

i

Jy IPMIutil 3 A\ L R v & DL CanSi4eon) -

ipmiutil -J 3 -N IP address -U username command

R FERE
7E R b, R DURE A SO P i 1 LR RG] T4 AR AL
* 4 RS (NFS)
o 45 A S E (SMB)/E A B S R St (CIFS)
* Z4h5E (SSH)
AREF £y RIL T —NE R RGTRAR S RIL B ) — A, R, TR —F 2 —RIEFEH R
g6, IR MERETE L.

Je

RoR (EREIFIARE A LS, REERNINIEREE R R BRSO, A T LU e A A7 i o

B AL IR 71 - SR FARR AR

EIR LA NFS FEA SSH AR A& SMB FE A
6.4 V3/V4 openssh 7.3pl V2/V3

6.5 V3/V4 ciscossh 1.6.20 V2/V3
6.6 V3/v4 ciscossh 1.6.20 V2/V3
6.7 V3/v4 ciscossh 1.6.20 V2/V3
AT RRAMhMmARHS

P root I 7 G012 47 LA T xS LA SRR AS -

* NFS—/bin/mount -t nfs '10.10.4.225':'/home/manual-check' '/mnt/remote-storage' -o

'rw,vers=4.0"
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B =sxuen

* SMB—/usr/bin/mount.cifs //10.10.0.100/pyallapp-share/testing-smb /mnt/remote-storage

-0 username=administrator,password=****** yers=3.0

e B ARt 77 i

UK

SB1 EHRFE 3D >EE.

$IB 2 PFITIEFEIR & (Remote Storage Device) .

PIE3 NFFELE (Storage Type) FHiglR Pk At (FimfEFHE) (Local [No Remote Storage]).
P4 PHRTE

HIniZFHEECE NFS

FHIa Z Bl

o W ORAMBIZFEAT Mt 2R G0 PT IR TAE FLRERE AN 45 B bl BEAT VT 1) o
i

SE1 EHRG G >ERE.

$I® 2 il Remote Storage Device.

$1B3 INFEfEAER (Storage Type) K51 k& NFS.

T A RINERAE
* fEEM (Host) TBUH A AAF-Ait R GE 1Pv4 Huhb sl EHLA .
* 7£. B 3% (Directory) Bt rh iy N A7k X 380 1) 2645

SIS W, P ERSRIER (Use Advanced Options) 53 HE I i NATAT BT i diy 247300 152 i i
FAil e B ZRAE 0, 55 50 L.

$IE6 (LRGFER (System Usage) T :
s AT &M% (Usefor Backups) LUK 5 AE AR TR € L L.
* WEFFR TS (Usefor Reports) DURR & A7 fE SR T AL Lo
* #RXJri, 1t Disk Space Threshold Hfiy A\ B4 (3t R A7-fif (R REAE 25 () BB . BRIME 90%.

ST ZINRABE, WA (Test)o

B 7am=E
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L8

nizizrismEsve i

TR

NILFEFHEBCE SMB

T
IR 2
$IE3

FTIE4

T

$IE8

FHIEZ Al
ORI ERIE At R G0 W] I AR HLRE S I\ 5 21 b odb AT Vg 1«

R, RGURETUNTIZ SMB L5, AREUUN E RS F AR . B ZAE ] Windows SKIL S

FEAE I RY) H 5.
o BRI ] T M EMC 35 i) SMB 2EZ2 1 Windows JT P ELAT SE 247 B 18 BT A BURI 2 B/ 58 D5ORFR o
o MRS, NzidE SMB 2.0 B EAS .

UK

ERRZ 3D >mE.
miili Remote Storage Device.
MFFGELR (Storage Type) T4 E kst SMB.
IS INEEA B
* fEEH (Host) B AL RGN 1Pv4 Hidiksl 4144
« {EHE (Share) FB I A X L=
« 5, {Ei (Domain) Bt R N REAE il REL IR A
* fEA P& (Username) “FBH NG RS 1 44, (EBEES (Password) “F B A% H P i
A,
wi, whiERSHIE (Use Advanced Options) & HE I 4 NATAT Bl e iy 24T 155 [ f
AEREE HE T, 56 50 L,
ERG(ER (System Usage) T:
s PR TF &M (Usefor Backups) LK S AEAit AE 45 & 1ML B
PR TR E (Usefor Reports) LURHR IS A AE R € AL L.
PR E, 1 AR (Test)o
HHHARTE
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B ozreriems ssu

AiniZFHEECE SSH

FHia Z |l
* WREORAMERIEREAAE RS R] IEH AR HAeh A\ & RO AT VTR

UK

S ERRG D >RE.

#1122 i Remote Storage Device.

$IE3 NIFEAER (Storage Type) N sl ikt SSH.

PB4 BINEERE R
* 7EEH (Host) FBUTHIAA-AE RS TP bk sl EHL4 .
* {£ B 3% (Directory) 7Bt i ANAFGifi X1 45

* i Username 7 BUT A7l RG] ) 44, 1 Password 7 BUH A AAZ ] ) BB . SR k) 44
SRR N IER T A4 0 — oY, WEAEH] P AN E s BRIERHT (/).

o T ] SSH %4, 15K SSH Public Key 7Bt 1 25 &2 1 3] authorized keys CfFH .

$IBS mi ¥, ki {ERSRIET (Use Advanced Options) 5 HE JE 4 ATAT BT dir AT 16T 1155 i e e
AT B Ry RO T, 26 50 L,
L6 (£ “REMH” (System Usage) T :
s LA TF & (Usefor Backups) LUK S AEAib AE 45 2 1ML E.
* PR FIRE (Usefor Reports) LUK & At g & E 0L .

PR WERENAE, WO (Test).
S8 PHRTF.

IR TFEEIE S RIEIN
T RN % S RS (NES) P RS 2878 BB 1E (SMB) thik ssu LA SC AL 4t i3 (SFTP)

KAAEI S &4y, BT LLUER ER SR ZIEME, DRI — 228 = HE I, 4 NFS.
SMB B, SSH %% = T [ BT id %

AL FE SMB B NFS A7, RT LAE ] BL A% AE S ATIEDL 7 BT iR 2 I B A7 A iR A
T

vers=version

Hodb gk 2 BAE R SMB B NFS REAEIRAS S . B, ZEE$E NFSv4, TEHIA vers=4.0.

B 7am=E
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T |

USRS SR SS #5  H T SMB g, WX A vF SMB 3.0 K& i U il SCPFARSS # o I B EE L
ViRl () SMB SUAEIRSS a4, UWEAE A AT TRCT A LUT A

vers=3.0

RPN SMBv3, 8440 SCAE M B EE Ly B BAR AT 2 N2 1) SMB SRS 2% -

SNMP

S mT LU 187 50 0 26 457 BRI (SNMP) #6111 . SE D e SCREE A SNMP FSCE 1 AR 28 2 iR EE 3 hi
HEThaE RVFUT R PRUEE BLE B E (MIB), BFEECR AN ERL. AE. IRSGEE. 1P FHERES hiE R
DL R ARSI F St 5 B RIS .

)

SERE Ol SNMP BN SE SNMP AN, 357 2 SNMPv2 1323 Higdh X, SNMPv3 {23 i 2. it
A, SNMPv3 & SZHHTH] AES128 JH% .

JA I SNMP Sl A2y GRSk IL SNMP [EBE; SRR 2 A MIB (1045 ST 2 4 B R S
.

BcE SNMP 3tif]

FHIa Z |l
R TR R LGN SNMP Ui M BBR . i8S RACE Vi g%, 55 3 1,

\}

AR SNMP MIB 3% n] I T Bh 8 B A5 e FRATEE BCEHS SNMP 1y 1) A PR K75 1) 47 2 FRL T A e
TR MIB 42 0L JATIE i BB E T 09 2% A5 I Tr) AR A ] SNMIPV3 158 5 o

UK

B kRRg 3 >EE.
fiidi SNMP,
23 M SNMPRRA )Ry, SEHFEAF A SNMP A

* RRA 180 A 2: 7F A XFHRE PRI SNMP HH XA FK, RGBT K.
R AL ERIRTATF (<> /% # & 7' 55D 1E SNMP #: X A7 2R,

%Y
5
N

o BRA 3. G AT RMA R S P E U . SNMP3 AN S HE s P S ] AES128 s .

vIE4 HAFPZ (Username).
S5 ASMHIEIEIYL (Authentication Protocol) T 47412 H e £ F T 5 43 B 3iF (K 3L o

I zgRE I
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vy \
N S|

G W%

FGRE |

L6 {ESHRIERF (Authentication Password) - Bx it AL SNMP J 5 S53E4T 5 G K ik i 7 24

i
FERIEERRD (Verify Password) 7BEH 0BT A 500 5 IE 3

MEEFAHY (Privacy Protocol) #1)3 fr i 5 54 I (O B FA L, sl 4% To (None) LAAN ] Ba FA b
W

0 N

29 {ERRFAEAD (Privacy Password) Bl A SNMP IR 45 25  BE1) SNMP K FA 4] .
B0 (CRIERHD (Verify Password) B T A AR B

RN ki (Add).

®12 RilRTE.

RTEEBRT

NS HIE R REAAAE LA . ] LARCE ™ (0 8 % 2 1 PRJC sl i N 2 i fevr i 1)
5 R[] o

TR, TR 2 s N R G5, T LUGBRES E Web St il (BRI . BAT “
BRLBY” (Administrator) 3 £ 18 P A 00 S S IR S8 44 U5 TR BLPR 3K L1 1) A PR 2453 23 4 AT X
K, DA AN RESRAS 25 T N i Ao

o B 1R

UK

$E kHERGE B >EE.
HEE2 S CLI #8RT,
HIE3 E SN

* Web Jtifi ((XPRTAEBIRL )« BOE RERSIEE (28D o BUAMEA sos HAMEA 1440
(24 /NI

fFH 2 2 TR S S, 1ES 0 IS I .
* CLI: BCH CLI 8B (%) FB. BRMEAN o HNMEN 1440 (24 /DR &

TERA FlHRTF.

B 7am=E
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| 7gEE

wtiel [l

B 18]

IS 1) B ALK 2 Bt R RAE “ R B g “IN D O BRI X GERIME A “3%
[H/A12y” ) DIAHIN A 2o, (HAEH] UTC I e A7 A e B

| o

BRI IFXIhEE (FE “HTEGEI D BBL BOARGN M E N UTCI ], 3§20 2K R S Tl .
TR AP ANUTC SR SEA], TP T I 1R T 24 R R B0 45 LUMASSCHRF IR
2o

UK

$E1 kHERGE D >EE.
$1E2 5 Time.

EHAE “H P ik wp R Bk P 8 5 I X s 2 mir i ] .
W B %Al NTP RS- 4% ARRLHMGER, ESENTP RS HRA . 26 53 1L,

NTP AR 55 22 4R 7S
R NTP 5 88 2B, T DL BB ST G Rt > ) L AP,

= 4 NTPIRTS

5l 15 BA
NTP k%5523 EHCE A NTP R4 25 11 IP Huhk sl Z R .
RE NTP R4 2% ) 1] [F) 20 FR A

* BEER (Being Used) R/t % 215 NTP k454 A0
* A]F (Available) 78 NTP k&5 vl (AR, (ER ] AR R 2D

* AT (Not Available) £7/x NTP IR # LB MELE H, {H NTP )5 &5 574
FE PP oA FAZ IR 55 4% o

* #5 7€ (Pending) 7~ NTP JIjR 55 #5281 B NTP Ji5 3 57 47 F2 7 e 7 3 3))
Ik BEAE IR RS, IR IRE N T Ok B #E{E A (Being Used). ATA
(Available) B4 7] A (Not Available).

* REN (Unknown) £7x NTP IR 5528 (RS AR5

I zgRE I
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B ey

5 15t A
gL Al BRI L5 NTP g5 & Z RS A R 5 0 SRR A -

© Jo RINARBLE S IAE.
* AR FRCRES HRIE, (HRK.
* BN BRSO I E ) -

WK ORCE S I0IE, RASTEIREEG Bn% HH45 Fs 267 (SHA-1.
MD5 &, AES-128 CMAC) . filli: bad. key 2. MD5.

fhi#% (Offset) LA ] 55 U E 1 NTP IR 45 2 b B TR] BT AH 25 A s P . BB 3R s 45 B TR
T NTP 5545, 1IEAHERN B A& I )T NFP %545 o

LRFEHr (Last F B NTP IS5 a3 [R5 I R LR 5 P8, NTP 5 6 57§ R e ida 4
Update) T A MBI Biltn, R A SRR R (5 300 #8)
BRI RIS RE , IXHE, NTP & G SRR 2 8 AN i ST 5/ (1 BT

Hi B

i 8] [5] 25

BE RGN IIBAT, W AIFECisco Secure Firewall Management Center (87 # H0y) K28 %44 LR
RGN R . AT TSR & B0 YA TC B IV R € NTP R8s, (HAERT LLEWIAA B & 50 B e AT
FH UG53 (A5 8 A8 37 B8R ) ) [R) 25 %

TS I 2 IS TR RS0 (NTP) MR S5 #s A8 5 By M iees ERIE RGN ). A B0 SZREH]
MD5. SHA-1 5 AES-128 CMAC MR PIAIES NTP g5 as AT 2 005 A T Rgia 4, A
AW D RE .

B AT DS E A DUERE LI S AR NTP RS- 2% Al Bk Im £ my i & 5 40 B0 UE A B
HRECK RGBT BN NTP g #0224t . ZEXS A nl U5 19 (1) NTP 45 #2547 B 40 B0k 11 34
B I E R 2 R

\}

ERE WRAEYILA L E A A B FR5E T ONTP RS 2%, W% NTP RS 2% (55 R & 2 BIRY

DA w2 LR, USR5 MD5. SHA-1 5{ AES-128 CMAC %41,

=

A

il

AR R LA B Z W AR, R ERANRR.

E L b PR WA LRI, 2
CHEE A AT LIS NTP RS , 45 55 0

B 7am=E
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% ama Lot s N sz ]

A BB R B O BLE N S — B EE 6 NTP g5 s Fb U], IR & A 00k =4
WANLE N5 F— G & NTP RS54 FE I3 0 B .

o e DI EEAY 2% NTP g5 ds . 25 56 1T

A E R A R UCE A B BRI ] RO R L DUTIE NTP R85 @i, BokA R
N B2 A LS B B0y NTP RS54 [F]20 (¥ Ui B 10 B«

% EE P ERYETE S NTP RS 2=REZ
BRI AT LA 2 R I 1) [ 2 2 O
B 5 R O AR T A 2 5 R % 2 ) A [ 235 N T £ s oy O A FH 9 4% 1 1) NTP R %5 %%
L SCRF NTPv4.
TR BAT 4 B 03 s 20 A B A R B AT LR
FIAZ |l
TEERLL 3R

o g A BEE L FIFCAE WA oIV 1) 4% NTP B4 s, i ANEAl LR . 200 [R5 i [ {EAS
Vi) &% NTP k4528 , 5 56 T,

* IR EAZAGAEN NTP 5545 .

s WIRETH RIS NTP RS- 2e et vr e il (BT RS L4 , 1HRIGZ NTP k4528 LidE
] SHA-1. MD5 8¢ AES-128 CMAC 241 %5 FI1H .

* 5 NTP k5585 2 W (S AVE T S B AR B E

* Firepower 4100 Z 411 % Fil Firepower 9300 5 & LA UL P B RGN [A] . AH I, T RIX Lt
T OB N A 8 A FH R TP BB R AH ) NTP RS 2% . A OCUEEE, 15 2 B 280 5 6 W2 R ST
Fo

W O O E R A S, H DHCP R4 288 T AR T B0 X FLER 2 100 sk 1) NTP iS5 #%id
3%, W2l DHCP #2461 NTP fR4s2%. Mkt iXFiiEol, 155 DHCP R4 23 lc & A 24l FH AR [H]
] NTP Al%5 %%

UK

$E1 UHERg GH >EE.
#9182  fidi Time Synchronization.
i

w

$I23 W ET NTP IR EET 8] (Serve TimeviaNTP) 41 B /B A (Enabled) IR7s, ik #E 2 H (Disabled)
DAZEFHA B ROME ) NTP 4545

zgRE I
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B essaersamns e mss

P4 KT CRBEFREIRTR B, K @i NTP” .

HES Ll “Hm

L6 {E I NTPHE“E%” XPUEAE, N NTP i 554 1 144 BL IPv4 BY IPve Hitik,
FHIBT k) RPN FHERL 5 NTP RS 82 MBS, AT L k.

a) M “FHHER” THHIFRPEE MD5. SHA-1 5 AES-128 CMAC.
b) HAFEE ) NTP 455 2855 M () MD5. SHA-1 5{ AES-128 CMAC Z4AS FIE$AME.

L8 i ‘A7

LRI ERINTZ NTP k%54, HEESES 2 8.

IR0 Chfk) BRI O AU DT S B UENTP RS54, ik “ANE AL S48 10IE R
NTP ARS8 7 SILHE.

TEN RLRE.

T—5Mit4
B2 AW E N SR 6 NTP RS 25 a5 28 7] 25

s BLE®R AR E: 7& (Cisco Secure Firewall Management Center 1 £ B B F7 FE ) H A U971
Mie & NTP B i) [ 25«

THER, Rl Bl 5 NTP g5 el or 2 i ((UERE I FPIIER NTP BRSS
22, LRSS AS B E R A S T

o FEFCE TN 7E S (Cisco Secure Firewall Management Center B2 4L 57 F) o

[5) 47 B (BB A~ 177 18] ) 2% NTP AR 55 2%

R4 TEVE VT 0] P 4% NTP K55 28, BUURIZH L% P26 NTP JIRSS%,  AIAE FH 40 B A 145 50
PRk 7E Y NTP IS5 28 .

| &

EEEM o BRARBCA A NTP IR d5 a5, SWIE20E AL M, A 8 4 3L ERmE) 5 NTP
MRosasEL . 5 55 T PR .

o AU ERL B H TR0 FIE NTP RS54 .

B O E I NTP RSS2z e, T2 0 ot ), DUJA 20 JG 45 F NTP 2630, T 2h 55 ikt i,
ARG T WA I NTP 3£,

i

T EHP L LT R E RGN
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| 7gEE

sreEunaRseE [

a)  WHRZ GbH >EE.
b)  rfiidi Time Synchronization.
¢)  WIHEE NTP $24EETE (Serve TimeviaNTP) 4 T2 B (Enabled) R4, ik C2EH

(Disabled).
d iR TF.
e) A TIREHBIEM, ERAEARMREPFIHLE.
f) PR

g)  {EDREACMIB) SAUE RS T, iR i

h) A& ERTE) (Set Time) 4412 5 & A .

i) WRERO XA UTC, i SN X, X E R UTC,
i) RERE

k)  siifi Done.

) riidi Apply.

WE BRI OMEN NTP k5545

a) TEBFREACMIM SALE T, AGhEERD.

b) X Ti@id NTP 24EtRtE, EHERM.

c) MR

WEZE R, MBS &L NTP RS F 2

a) TEAMCES TR B I & BB SR “IN R [m 7 wE T, H e RE B EE OB NTP

Al
b) K O BT B
R

T BB ¥4, 1525 (Cisco Secure Firewall Management Center ¥ £ BC & 61 ) 4 8y
B BT NTP i [ o

AT EUHEEYRE

o BB A BRI B e LB R N TR . RGN R 4 AR S 8] AR S Bt
RGN PP E N PP ISR (UTC), € AR IR AT I 18] ) 3 Z2 S TR bR

AR RGN ] o AL REMUTC SR GIN X, i AT I VK T B2 T AR 4% LA
MASSCFF PR R

o W AORH A B EON AERT NTP $2EIS 1], AR5 SO ILARR], 324 e B NTP IR 55142
TR HE R R D I ) o D 2505 TR B A PP 65 B B RS, DU S (R I e

< B EEEPULALE N NTP R4S asZ iE, W F-H i ot (], A2 5625 F NTP 3£500, F23h ik
ITR), AR5 8T A H NTP 3£ 5,
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B ucaruce ami

UCAPL/CC 5 #1114

NGULREAE AT & i S 1 By A 4 BRUGIE AL S35 1) 22 bR e B AR AE o A7 OGB4
fHE, WZ ML A IES IR,

RARPEE
4 )Ry F P G RCE  E RErG ERIT A . A8 “FHPECE” (User Configuration) BT (REE
35 >BE>APERSE) FRED FRE:

« FWERERMRE]: A B D il sk R vk E R A S A . R EIIE TR T 1 Web
FOEiviia . ST ama T, HREIEEH T CLIVi A REARFT i) T2 A4 57 Bl ) 25 A 41
Ko BRREIBENE CGRIME) A EHPATAEA RS . 1525 b % E RS, 56
59 T,

* BRERAXINE KR EL (Track Successful Logins):  FR4c 4 BREZREA FH il ik &F APy [l 7732 (Web St
B CLD By sk 2] & B0 RS . P ERG, RE Won IELEA B4 D D & %
DB BIRERRINEFORE N ENE BN N, RENSIRELSIRE I8 %5 sh. &
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