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=

KNS N4 Secure Firewall Management Centerfft iy 247 #41fii (CLI).

“
F® 4 3% Cisco Secure Firewall Threat Defense, 12 [% Cisco Secure Firewall Threat Defense i 4-57% .

M

* xT Secure Firewall Management Center CLI , 1L

* Secure Firewall Management Center CLI F # iy 4 , 5 2 UL

* Secure Firewall Management Center CLI Show 174 , &5 3 1T
* Secure Firewall Management Center CLI it & iy 4 , 2 4 71

* Secure Firewall Management Center CLI RZm4 , &5 4 L

* Secure Firewall Management Center CLI [¥J ] 52 ida% , 25 8 1T

I
%

% F Secure Firewall Management Center CLI

8] SSH X > Bl KB A5 BNy, WTRAYG ) CLI.  BLUARJRATT 9 ZU A OB, (H S mT DM ] &

F fr2VJi Al Linux 7h 5.

>

FE O SRAEIUEAEEY ) Linux Shell, FRIE Cisco TAC % Secure Firewall ] /2 SCRY BA R Ui HH 55 BLX A

;

>

AR FAT Linux A7 vy AR H P el BLIRAS root ALRR, SRk 22 M. T R 2R, Al
EHPAECANE
o WURGE ST AME S Oy g0 E, VS0 ORAH R B IR AT Linux A58 17 i AR H] 1 413

F

o R T IE S ey AN, AEENT Linux AhFeH
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Secure Firewall Management Center 7 $ 175 % I

B voosgma cust

0] DIAE A s T iR i iy & 25 & « % Secure Firewall Management CenteriEA T HSHERR, AR
176 BR A & A .

B At E TR Al LI AR

CLI 5 PUAp AR %mmﬁ“GJEE”EE%?TCU$%W§MMW7 i B ab 2
SNSRI S TR B KBS O D RE R A 2 ﬁﬂﬁt$mmvu@ﬁz$ﬁ% system show BY,

configureo

HENFAEC, CLIFERFF & R A o DU e =, filin, 2 Bonf KRR A FIRAE R,
ATLERRAE CLI $2/R 77 M A SE i 2

> show version
ﬁﬂ%’ﬁ@‘Zﬁﬁiﬁ?\T show *ﬁﬁ’ W\Uﬂuﬁﬁﬁﬁﬁ CLI %B?@Tiﬁ)\$’a\ show ;’%%@%‘:%ﬁéﬁé\

show> version

Secure Firewall Management Center CLI 125 <
CLI P& ] T CLIBHTAT H.o X EEA & AN % RIS AT
exit

B CLI E R ERE T Aoy CLL B R 3C. MWERIAR AU H e i 2 (8 HI PV E S 24910 CLI
e

BE
exit

Gt

system> exit
>

expert
P4 Linux b5

EE

expert
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NEE

A5l

> expert

? (ig=)
h CLI Ar & RS A b R SCAIXHER . HIELL F UL 5 o) frds
U5 CLU L FSCh o 4 SR, W7 S SRR A 5 (2)
* BERRUEE PRI RIS 0508, AGS il FREATRAR S ().
C TR IEIEBE RN, WER SRR S () (S HL
WERL 15 () AREEEH .
i

i
abbreviated command ?
command [arguments] ?

T

Secure Firewall Management Center CLI Show 7 <

Show fiiT & - AT KRB ARAREMIE B . Xy & AL Hli A s i, Jf Hasfrei e f4uier
RIREmAR /N o

version
SR A RCAS I A RRAS DA S UUID A HARAE B
B
show version

T

> show version
——————————————————— [ fmc-austin ]------------——————-
Model : Cisco Secure Firewall Management Center for VMware (66) Version
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. Secure Firewall Management Center CLI it B %%

7.6.0 (Build 1385)

UUID : a904b8b2-ca%a-1lee-ab83-5e804cleb2fd
Rules update version : 2024-05-13-001-vrt

LSP version : 1lsp-rel-20240513-1955

VDB version : 380

Secure Firewall Management Center CLI FL & i <

P i 2 AT PG A B R G IR LS iy & 2 R R NIBAT .

password
FVFAT CLT P
A

AR T ARG AR, AR B TR ERPUE B A, AN Linux Ah5e ) .

Kb a, CLI 2 #s M H2RT (aIHD) 0%, AR JE47s S A8 S
EE

configure password

Gt

> configure password

Changing password for admin.

(current) UNIX password:

New UNIX password:

Retype new UNIX password:

passwd: password updated successfully

Secure Firewall Management Center CLI RFE <

ARGty A BN RGN S LA LU ) 5 B

generate-troubleshoot
P SR EAT 57 10 L B B
EE

system generate-troubleshoot optionl optionN
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lockdown .

o, RIS 2 A% 43 B LR — Tl 2 101
* arL: ABATRA R TH LI
* snr: Snort PERERINLE
* peEr: TEPFPERERTH &
csvs: RAME. HMEAH &
* pes: FOMACE . HEMRIH &
o weT: ORI £ AR 5 B
« voe: KIL. JEAT. VDB HdlE A H &
* vee: JHHERRIH &
* peo:  ITAT B4 P A
* voc: AT HGEHHE
 wmp: PZGBILEH

T

> system generate-troubleshoot VDB NMP

starting /usr/local/sf/bin/sf troubleshoot.pl-

Please, be patient. This may take several minutes.

The troubleshoot options codes specified are VDB,NMP.

Getting filenames from [usr/local/sf/etc/db updates/index]
Getting filenames from [usr/local/sf/etc/db updates/base-6.2.3]
Troubleshooting information successfully created at
/var/common/results-06-14-2018—222027.tar.gz

lockdown

B &5 a2 IE U5 A 8 % L7 bash shell.

> «

AR WA R, S SR T . A

B

system lockdown

Gt

> system lockdown
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. reboot

reboot

restart

ER RS

EIE

system reboot

il

> system reboot

OB A B B N H .

B

system restart

T

> system restart

BRRAERE

&

B — A B OOIFAT R
show max-logins

W EIA

AP IFAT O R W BERAE R 0.
5l

> show max-logins
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meaczzy

LB R AE XK

EE
B — MNP BRI AT B B

configure max-logins

Gt

> configure max-logins [0-1024]

shutdown
KM
&
system shutdown
il
> system shutdown
secure-erase

S/ HTEEE RS CTR

FEAT L A & 2 i, AU P A AT o FOE R R Pl e ST L AT, BER TR A 3 IR AM
BRPTAT R . ZLRE R RER 2 LA DMN A RESE G IKBhABOR,  # EE IR (. A R AT U,
AR 1EAE 22 AR R B o BEBRSERUS S5 mT LU KR F

A

AR BRI GS S R IR BRI, i 1S0 B,

PR &

* Firepower & #H.00 1600, 2600, 4600

* Firewall 2.0 1700, 2700, 4700

* Firewall Management Center 1800, 2800. 4800
&

secure—erase
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A5l

> secure-erase

Secure Firewall Management Center i5 $ 175 % |

hkkkhkkhkkhkhkhkhkkhkhkhkhkkhkkhkkx* Cqubtion Fr*xrkhkhkkhkhkhkhkhkhkhkhkhkkkxkx

If you run this command:

Note:

- The management center hard drive data, including configurations
and bootable images, will be permanently erased.
- The device will reboot and reinitialize.

Do not power off your device during this procedure.

R R R e

Do you want to proceed?

(Yes/No)

Secure Firewall Management Center CLI B9 [/ 218 3%

Ihie BiokigE  |Firewall | F{RER
@5 |Threat
IEER A Defensesx
{RAR A
H 3l CLI i 1) B k5% | 6.5 TR {E ] SSH % 5% Bl KBS T HE P, 2 Fshiiin) CLI. BARGHRZ AU
B AR, (RS AT LM CLI &5 Ay 4217l Linux 4M5 R .
R
EIHBREFE ] T 0 Bl KB # Aot o L AAR ) CLL Vs 1) R ARA 6.3 i T
FER MRS, R Bk REE RO AT SR BE > BLE > BHAE
B U, %A SRV B KB B D L
fe 8 FHFIZ5F CLI ) | 6.3 R PG ) B

BURR Bl K gt HL ey

Bl Kk S B AR Ly Web St PO B BT KR A AE: R > B E >
EHBEE H AR CLI iiE.

o . ] SSH Bk B ki B LAl Uf i) CLI.
o Wk . A SSH 8 ¢ B kB B L T U ) Linux 4b5e. I
HATHHT 6.3 A DL K IAE A 32 6.3 RAS T AT ER IR &5 .

SRR B KBS L
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Secure Firewall Management Center CLI B9 5210 % .

Tnse otk |Firewall | {#4RfE2
grh g | Threat
IRARAS Defense sz
R

Bl K4 Bl CLL (6.3 = FINBITIRE
A i %
* exit
* expert
> 2

show version

configure password

system generate-troubleshoot

system lockdown

system reboot

system restart

system shutdown

SCRFF G B kBEE H L
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