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M EFENR R AL RGP R B, HMAERA OIS, W tkIhie, nUIEE RS
MG R AR GIESHFLIRS I B o

FHTTFH R, R AT IR frh “HE T SESHAN “ RGUIRE” Blbs. M RGORE, 1
BIAR AR A M B2

* $HIR (0) - TR ARG LAAHE D MHRAVE S HOR I E S
cBE (D) - RRRG L AR AN RAT R
* BTN (@) -HRRARG EAFEATATE &R
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BRI R BAAh, Web St 23 70 S R0 Sl AT H 8 3R G ) 0 7 B s 5 o (R 8 S . LS
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Je

R R bR R AR I O AN D72 S BODR A .
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TR AL BRI B RGGESIALRES, 20 = A AL .
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HR
IR R S WA AT AT AR iR S . REE ML G LU TR0k
A
« IEFEH#E1T (In progress) - RN THRAT S \EAERHT .
* B (Completed) - RN ITHHAT S ORI TE
* R (Failed) - £/ AN THRAT 55 AR BETE o
ETRR

PEIEIR s RGP RN I A HNE A PIRDUE B, $2380 4. 81 PIROL B AT AR DU R AR 1,
ok e RO g . REUEBLIETR AR LU IZ 1R BUIR A :
s EE (D R R PSRBT, B PR, I FL R AR
Yo “BATRIUIEE WEAN BE=AR B RIFRIXRIL, BRREM N EE R
GEARZSERR 0 P s B0 S B g B o
c FE (0) - Rt TR P S ROV, SO E R, I FL i R
Yo “IBAPRDLINTE” (Health Monitor) JUIRIA] F=5E (@) EIFRRIEZRIXEROL. ™ HOIR
SFH IR R GURZSERR ) P B 3 R EER A ) .
SR () - RO PSR DU I, I LA R A R R 1
AT B TIRBLIE R SO SR ERROR TR R X AR . BRI $EIR R GRS
B R A B Sk (R B B e B .

Al LS “IE R (Health) JE TR H 8 ER A B A ¢ “I21TRGLIETE” (Health Monitor) 7T
MRS B W EH Yaris iR A E,  “I21TIRI0” (Health) ZET-RAS Bosig B .
£%

FEEATSS (NGB A4 0 B T 22288 ) 75 B SUI IR SE e IR B /R 1K EE KN (]I AT AT
FIRPIRAS, JF HT LG s sR g S UAR T CIn REEATIE 5 (R0 B AR KA 55
AP T MR 5 25 T 5 PR B ST I T, 42 T (307 i B o SR SRR B A AT R
BAESS HEVEARS S BERL . RAEBIEIR B4R DU R S5
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« BB - IEAEREAT EERERHAE TAESS R . EARKDUR BIES
MPESSITAAI, R TR B R . B RS Se ik CIRE T RIGEs L), ki
RIS DR R R RS Bl e, HRMEREA . BRI ER T S LAdb “4E55” (Tasks)
IR AN S e (R L -

MU R (Message Center) H] LAFHAT LA #24F :

o JEFELLR S A A
* BoRRGHIRE P EZAR ISR CWHATEAT AR BRI ED .

VIR A&
o NPT AL E B AR AR

s BERMESIRESHE . RES sl ] IAS B ERE ST . D
CUEHR A2 m 2 AT LR SR BRE BT R . D

=

* EBBRAES IR .

Je

RR

SORBE B E IR “AE55 7 (Task) IR Fp B BRAL R ARSI L, A8 58 o o o A0 b e il
AL 8l e (7 B 100,000 4606, R G2 A SR R BRI IREH B .

EEEAXRRGER

RTINS A R NE R, SRS RIS ARG AR R e A 1
R R

UK

P S I I T AL ) BB @) .
PR 2 ILEHEXT (About).
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EFRERER
ot
AR > BE.

EHARFEE
Sk

11 L@ % (Notifications) LU <4 & .

FIR2 AL EmiA] k.
o Wil BE UAGE SIETBEACIEL. WSHAGHENL , 585 0l ZbiE Admin
PN A R R ETRBENZEF B A A G XL
* MiliFtERk (Upgrades) L&A 5 W& THIAE SR . HZSW “BETIIHE" . HESHE
BTTRE . BRI 5 P B P EHRAR A e E XL R .
ARG WoasoB R SO RAS . REmT LLE £ 0 1] $RBEFR ol ¥ 452 I B R e E
HEER.
o il BATIROR AAE SIS B KB O R TR R R ARG B IS AR iE
ATIRBEIE 58 7 0. RS 3 O P sl A B ATH0R AR A R A XL B
famr DL il B TR A ER B SR “Is TIRGUR AR SR L
o il B5 UAHBCE B S KIS TS AR IIE R . WSS EMAHE , 37 s BT
F i, BB 8 Ul WA NASHTLLE B A OIS . EAEFH LA S TS, b4 Admin
M s A EEEMA P ESHIR. &7 Losd sl iR 2 52 B RE & aE A d s ke
TERUAT S5
» mili N EIR & (Download Report) bR n] A s T 45 Bl s vh A i@ A s « LT3 CSV
(Download CSV) = & PDF (Download PDF) LA F &k .
« i BRI AN (Show notifications) i £k LA FH sl A% FH i H i 0 o

EFHAEHE

b iE Admin P SE AT BELE R Z BN & MBURA REAF XL E
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BEBEHRE

UK

HIE1 LB % (Notifications) LU <4 & H e
WIE2 filiEBE (Deployments).
PR3 AL PRI iR
* Bt (total) LAAE BT ST HEIRAS .
o R RASE A A HAZMERSRHEE .
o B bR B SRR B S AR (N, AmBs) WA O], DL N TR RS L
IS 1A .
$IE4 i BREBERE (show deployment history) 255 7 5 3 BRI B 2 V£ 4145 4.
Deployment History Z7F 7l 41 i LA [E) {5177 51) H 3 B
a) IERERE.
A A P R R LS AN B, DL B IR
b) AT VA (R N LR I ) ik BB i A, 1 AR MBI (Transcript) 41 i R 2%

*/]T\‘o
AL DU R 2575
* Snort Apply - WAt Snort AF R Sl A AL TR s N, RS v 2 BRI R JH, i
oy At

* CLI Apply - 1 4316 2 A 1 232 21 Lina HEFE 1) 4y 4 & I h g -

* Infrastructure Messages - I8 0 W7~ AN [ 5 B AL R R 2

7E CLI Apply 73 H, 508 BAUAS A 46 326 2115 4% 1) iy 2 LA S M B2 45 3R R AT A i )97 o 3 &g
PR DU AE EE E B R S o AT RIS, G AR R ar AR I R W IEAE AT
FH FlexConfig SRS AL & H & X HITNREE, IR A X LU R D E o IX Uil 5 n] 35 B 8 2 1F 243 d
BIX Ly A1) FlexConfig % % I JHIAS .

P

HFCE hae KL R4 5 M FlexConfig &M AL B 1 iy 2 2 (R T3 725 57

Bitn, LLRPAEoR Bk B EL RO Rk T 4K h GigabitEthernet0/0 FU B AMTE#H 4 . W%
(R N [ B4 2 A 2Rl 18 BN 0. Firewall Threat Defense Al AT A 22 4= 25 )

FMC >> interface GigabitEthernet0/0
FMC >> nameif outside
FTDv 192.168.0.152 >> [info] : INFO: Security level for "outside" set to 0 by default.
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T ab Zi A P DL P AT BRI A g A X 29 R
=32

HI1 i@ (Notifications) LL /<3 A 0.
$£182 A% (Upgrades).
LRI A APAT LA AE:
* R ULAE T AT TS
o SRS E AR EE R ZRRENHEE.
o Mg & ETE (Device Management), | A S THAT S5 I 2 P E415

EFEITIRRHEE

TR B DU P s I SBATARR AR A RE AR X L4
iz

HIB1 LiT@%E (Notifications) LL /s & o,
P2 il BITIRR.
S8 3 A7 LRI
o gl Bt BB NSRS BERT B sy, B e EARR.
o SRR A LU R BT RS I R
o BT BTN B AR I AR b B, 3 R AIAF 0 S5 Sk i
© EAHEA BB PRSI
- BAE “IEIPRILIEEA” (Health Monitor) BURT L A5 HIGITIRA, 14T SBITIROR SsH2 28

EEESHEHR

FEANEATLE S A CHES . ZAEFILA LS, E0A0E Admin ) ST EEEMA R
RIE SRR
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o
i

HIE1 LB % (Notifications) LU <4 & H e
IR 2 fifES (Tasks).
PR3 FLLFEmn]
o Rt (total) LA B BT A U AT AR . EARSRIRES (ISR, IEARISAT. EEEIR.
RURIO BFEATS, AT eEdl.
o SRR E DUE B A RS AT 250 B

pE s
C 5 LEAE 55 19 BAUE R EAE S IR B R PR . iR E s 55
o BOhra s SRS R FE bR b (i, 3 RAT) W& E %I SR B N Tl .

o SRR AR, AR E RETL ARG R
o WA WoRHE ZAESREHE R, 1 ST BRI 3RBUE % JH 2 (Fetch more messages) LA

XHHATR -

EBEESEE
NN LUESH CPMES . BaH A P FMES, B2 Admin HP G EEHEMBAR
BO1ESSHUR .

g2

L1 S “ARGUIRE” (System Status) LLERTHE L,
P2 riili “4E557 (Tasks).
W3 A LU IR
s AR ROR B AR SOIRASTH R, 1 AU BRI 3RENE % iH 2 (Fetch more messages) LA

XA R -
© ERER A OSRIES IR CRE N EEIL. REIEERIO 3§ R %l B 5514 010 MRk

(=) .

o ERBR O eI IATAES AN E CIRES N CF b, ok, 5 H B (total) i &
HE, AR5 R BRETE E B AYES (Remove all completed tasks).

© BRIR U N T AR S5 A B, WA AT (success) il UV R, SRS R REBRER R
I HI1ESS (Remove all successful tasks).
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o TR ORI PTA RS AN S, RN (failure) I8 E, AR5 SEBRETE KK
BY1E % (Remove all failed tasks).

BTN RIS SR A TFE A B E

WA R AR DU RO B 26 10 P9 A7 0 T 2R 5 D IR S 8 1) BRABLREA T X LR, AR A A B e i ) i
He AR . BRI OR A ST B AN B e B O A B (R

WAFAE TR I P AN PTRC LR O™ BEATE ) Ar st B0 CHIWAF 0 . Ml XS B {E I, R
GOk LR TR E RO S A RDUE R . (B, I IROUER R A 2 DAER 1 5 30T 50X
=

R N A e i, BB HERE T S AT LEAR AL T B8 SERIR RGN T L. Bk H
MR A REZ AT T PN A, (RN DA i b A B e /i) T A7

LM A%, — 61 32GB WAE, — A1 4GB WAE. fEHA 32GB WM& F, 5% WTF
(1.6GB) AT 4 GB WAFIN 1% (4GB 11 5% =200MB) #4254l Bh bR 8 K16 P A7

T VLIS REAL AT 2R GE A 1 71 23 A, I KA B A 2 VB AL A7 AL A ) B P A A
AR AT . DRI, T ) R N FD 58 A A B (R T RE S B0 IR DL, TR
B B DA B AR I A A A (AN LB o

MRRAS 7.4.1T706,  WAFAE RIS DU AT ARDUBE BRI 1 2% FEmT T A7 R A A NG h X A7 KT
SENAFAE IS Do A G 1o 5K AL AP AR IR DU AR, S DN 25 1 o 28 o )™ 54§ B {1 88% AT
90%

RS F T S N BAE A SR B A s B, AR T2 R R N AT

)

i

PLIE 2R Cisco TAC HEAT SRS ) B (R4

PR BE R 7s il S5 mT LU TG AR RO ML Al 2 i) 22 RAM AL IC A B4 R B AR, T

R LETERE RAMBNFERXHME

R R ABI{E B %%RAATF (RAM) RIS H{E

4GB 6 GB 32GB 48 GB
10% 10% 34% 72% 81%
20% 20% 41% 75% 83%
30% 30% 48% 78% 85%
40% 40% 56% 81% 88%
50% 50% 63% 84% 90%
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RFEABI{E T REMATF (RAM) RIS BE

4GB 6 GB 32GB 48 GB
60% 60% 70% 88% 92%
70% 70% 78% 91% 94%
80% 80% 85% 94% 96%
90% 90% 93% 97% 98%
100% 100% 100% 100% 100%

A

AP B

i

U B KBS B A BN SR GEAAR A, MR GEAT RE S LA A R AP I EERE, B8 R
AT A AR i, TR Bl Bl K e B o

Firewall Threat Defense #itF 5 B o5 W 28 B & b, WIBFE)S . A MBI ] ] T e . 1m
LA FlexConfig fir 4 Mo B ik i 4%,  DURIS PRI e W R . 2 T il e e st LGt
FN)¥ H FlexConfig 21, 1527 Cisco Secure Firewall Management Center 12451 E 5 9 1 I “FlexConfig
%B}%” 4%0

SRR EPHRER MR

ARSI B A YA R BRI, 32K Y ORI ZEAPIRGS I F MR B i Bk
RS JR, RASREERERWE NI — BARMBIKE, SR s Sl e 2
fitdk e ZRITAE Y U8R R 2RI A ER_ A

\}

AR AR A SRR, E B TR, SR RS EIINEG AN S

APERIT R BRI, 2 ROREAE N B L EOE ISR . 53— Jatn, A A I 2
AEBURRIT, R B ITARRE, SO BTN A8 AR D 2 1 s FOBT I A SR

HA £ &R FER T

EHA T, U7 DS RIBE PN, EHWRASA MR, JFibS AR SR
WL T g A LR (DR o R 2R M PR A AR RIS H AE I show tech R I2 T RTHA BFE
R

RERMIEHIMRBE

R B HFE LN, R G417 disk0:/FaultMonitor/ H 3% FP A& 45 (s HE G SOk o SOE 44 iR R
3 bdep-ts YYYYMMDD_HHMMSS TIMEZONE.log. R4t H shil BRE 1 S0, AR B Sl 1) 10
AR 45 S A
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waERminsrssmrsswikses

WAL B IR AR 5 fE

LN EH AR YRR R A%, 18U FlexConfig Mg, N T HARB S CEBERIEOL R A #EIT 5D Jf
AT . X482 G4 FlexConfig SIS 52

EHITIE ERILLHS.

S FIHER

fault-monitor
no block-depletion

L FTHLFE I 2 |
fault-monitor
block-depletion
W P AR A T o T

fault-monitor
block-depletion recovery-action none

W i |
fault-monitor
block-depletion monitor-interval

<duration>

BOMEY 60 #2. £80T LU 30 2] 300 2 [
.

N

fault-monitor
block-depletion monitor-interval 60

TR DR E KR IR, Al X FlexConfig X% & B HH gk BRIMNKEEIESEHRRFM, 4
BTN BRI, A TR N W ST I ME— 7. I T P e TR G 1 2% B
hngk, Jf HEAE A TAC BB S FAEH .. BT, 03B REUE, o TAC AT
B B B E R BT R T 2 5 s, A .

WMEERREC S, 151 H LT Firewall Threat Defense CLI #ir4:

clear configure fault-monitor block-depeletion

HEERFRMBHEFRIFTRSITRREIZEER

REEA A5 P AR DUAS RS FE 8 1 26 PR ASE A58 K 8 AR S0 TR A 0 P (O A P 15 DL DR i A i )
BRAGCHEAT XS LE,  IFAEAL ] 2 3 MR C B () 77 20 LIt e A o B TR, RG22
(¥ M PR A 2R R SO, B 23X S0 LA A4 A P P DAk 2 e vy G I, bt e
iR

A A GAE AL T T DUIBA T AR DU E A ) FEIROR AL B S0 S A IR DB (R REPRAT s 1 B
AEN .

P B AR R B BE A5 IO WA R AT P D0 o A BR AR I 4 IO BE Rl SO SR AR M AT — AR . R
AR ge L I REAE A ae, WA B 2 BRI TS K 2. (HWMD AR AZEE (LWMD .
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B cacmmrnsssrmREERR ks ER

LRRRGEAE (BRI ARKCLL M RO (R TS SLPE 45 5L, T show

disk-manager fiv 4% .

T
PATF AL A A R 7s 1)

> show disk-manager

Silo Used Minimum Maximum

Temporary Files KB 499.197 MB 1.950 GB
Action Queue Results KB 499.197 MB 1.950 GB
User Identity Events KB 499.197 MB 1.950 GB
UI Caches KB 1.462 GB 2.925 GB
Backups KB 3.900 GB 9.750 GB
Updates KB 5.850 GB 14.625 GB
Other Detection Engine KB 2.925 GB 5.850 GB

998.395 MB 11.700 GB
1.950 GB 3.900 GB

Performance Statistics
Other Events

OO OO OO0 WOOOKN™OOO
w
=
w =X
w

IP Reputation & URL Filtering KB 2.437 GB 4.875 GB
Archives & Cores & File Logs KB 3.900 GB 19.500 GB
Unified Low Priority Events .329 MB 4.875 GB 24.375 GB
RNA Events KB 3.900 GB 15.600 GB
File Capture KB 9.750 GB 19.500 GB
Unified High Priority Events KB 14.625 GB 34.125 GB
IPS Events KB 11.700 GB 29.250 GB

BITRRERER

1 Pk B RO EREATIRGUR RIS AT OB 5 23— IRElR F-3hig A1) I, REAAE A
DU ER 2> 2 F diskmanager.log SCAF, WAL IEHTI4cE, WS il RIS IR DR

BATAR IR ) 4544 4 - Drain of unprocessed events from <S LO NAME>,

B, Sk BAROLSE SR AT v A b TR A 1RV A

| B

EERN NGRS A oK H <SILO NAME> [RIR AbBESAF IR FE S8 AT IRDUEAR o B 7™ T 2031
RN mE .

BRERAN, HAbREIRIL R A5
o B BB ROy T S b TR
« FIERK

B U EHRR A=

75 K A <SILO NAME> [( AR AL BEZEAF I AE I8 AP IROUEAR, X ] e AR B4R o (10 3 2K
.

X LCRE AT A EARAAE =N IEAE:
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* H&d%1d £ - Firewall Threat Defense b () S A BERE P gERE B AT - (L2 G % L Snort 5
AR )

* Sftunnel JEE-FAF 8 AT 2 BGETTH
* SFDataCorrelator JF £ - [ K BS54 B0 FIFLE B % 2 0] B AL Sl a8 1T H

BE AEIER

Fas AR i d s WR R 2 — 2N IE £ . M show disk-manager iy 4 ISR IR K A7 £k
(LWM) KAk (HWM) Z BRI ZER T, EEeHHE L2/ 03] AWM (RIFEL 3
HWM{H. REARGEF, EHEEHE R E.

o WA H SRR IS E B KB B0 ERA OGS perfstats, U AT RLURO E A H il sk
iﬁluxi

admin@FMC:~$ sudo perfstats -Cq < /var/sf/rna/correlator-stats/now

o Kot ACP 1 H G E A A U7 M 550 5% (ACP) MHGiCRWE . R HEIIRKED
FREFEM) “TFaR” 8507, IEE s E DMUE SR 4R, Dl b Fi 4 .

T DR 2 IR A5 S e (e S B v P ) e S

B {EH#RI-Sttunnel

Sftunnel 5137 B K S 7 B O AIHTAE BE% 2 (W) KON A B AT o S IE R RIS A 0% 21 By KB Bl
FEA BN 7 KA B b0y 22 [R] RIIAR 5 18 (sftunnel) H 8344 (o] RN/ ol ANERUE P REAZ BT

* Sftunnel KHASARE (R o
At B KRS By RIFT A B 4546 3L TCP Ui 11 8305 1[0 B4 11 2 ) LA W] U i

sftunnel FFEN R E AN EAME )T . W& fvar/log/message A4 R A F sftunneld -4
S HUMEN S/ ATl S

* Sftunnel LRIV H .

Q%%E@Eﬁ”k#%mﬁ%ﬁﬁ FEATHR b7 KR B O R LT iR S, X ] R
PRI O B R S T H

YE0 eventing WA BB L] . ZAEFHUEHE LT, A Z04E Firewall Threat Defense CLI _FAff
F configure network management-interface fir 4K Ac &t 1P sl 1AL S50,

1B{S#A3N - SFDataCorrelator

SFDataCorrelator & H 7 S B bty FIHGAE v Z IR B AL, A8 D ks sl b, ey
M R Ge B () RSO DU A, IR R . 550 2 &5 diskmanager.log SC A,
TRECRIEZE R, .

© WABRIIER
o FEIRRAE B AT SO

B RS .-_
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B cemsEmeinacnmaEREg

o RARABE AL

RERHERL T BRAR RIS AT I, AL A S H &S (7 F [Ingfw]/var/log/diskmanager.log )
HEANAFEIES A — AN H . M diskmanager.log (CSV #20) W K45 BT H T4 Bh4i /MR
FeNGER

BN D 3R

* 1% stats_unified.pl iy & 1] 75 W) R FT B2 i ST SeRUiR L JURE 1) 7 A h i B
Do IR BRI K I B O B B R BN, FTRES ARG DL, FEAT AR H R
Pt BIE AL IR B 2 b

admin@FMC:~$ sudo stats unified.pl
* manage_proc.pl 4 1] LLZE By KO B b i EHT G AT OGS

root@FMC:~# manage procs.pl

BX%& BRI TAC Z Al
SRAVEBUEAEE R BB TAC Z s LRI H -
* BB APIROUER M -
o X AN Bi7 i B O 2R RSP SO A T B R
o X NBERE WA FRIFEAE e 26 26l R SCAF EA T R
o ORI L) YA ] o
o AT KRR HME AR T S SRR CnRSEHD .

* stats_unified.pl fy& K%t , WE A5 20 - SFDataCorrelator , £ 13 TUHHFTIA .

WFBCE N RICR M EERTER

T AT PG DU AT IR DU 428 97 K B 5 Bl IR a8 B0 3 P SRS SR I R AN, IR AR /N B
FOVF ) BRI AOEASATIROUE R« TAF A B o8 OB S0 SR S () e KA R /N A 20 GB. £E i
KEEE R el P T, O HA FEP RS, IS IRGUCEIR A 2 Won1E £ 1 B Kb
ity b

AR IO 7 S SR AT B R /INEE I Fu V) BRI RT BE 2 3 30T 97 K B8 B ol R R MG A2 BT K
B R E ] PSS T, R R A T I S SRS RN BRI T eSS BRAIC HA [R5 T8

BHR PR AL E Py LK S RN BATIRBUER, HIEFE B8 >, A AHEEBRE. B RE
U, O BEREBRIARAE . D AR B S IR S R E A, DAV R IR RRA KN
R T EC B RR AR K /)N HLH S G £ OR B I RRAS B2 A1t B s v b (R TC ) s s SRR EOR
N SRS (A ST SORAR KL, DAKEC B RROAS B R/ PRI R S V(R BRI LA R

HKVE4IME B, 1557 Cisco Secure Firewall Management Center Snort 3 Fit & F5 9 HH ) B4 Fic B R A
S
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A MariaDB s Btk ]

;)EJ?,/J\ MariaDB #ﬁﬁiﬁ E IL;\E,]kIJ\

N
s
N

Y MariaDB #7H H G B K BIA 0T 8252 11 K/INF, - Firewall Threat Defense 3£ I 6 218 21 imy 454
FRAMERE T IO XL ST IEH BT BZ K/ N2 10MB. i 1 GB ST BE & 7E
Bl KA A E AR IS AT IR DUEHR . 30 SRR 1 GB IERT, e o5 OGS i g A 2 )

I B H BN T V04 R F R0 40 A 500 e SO oK H 30 52 2L 1E H B E /DN

FIAZ Al
W %HIE Firewall Threat Defense ¥ % /& 5 A3 AL 0% I X (B R AT A0 o - 1 m] FH 28 ) b 250 22 /D
Eiﬁ% /ngfw/var/lib/mysql/sfsnort j(d\ﬁ@ﬁﬁfio

1. 1_4]‘du -sh /ngfw/var/lib/MySql/sfsnort un‘7 klﬁ%}E./ngfw/var/llb/MySql/sfsnort Eij%ﬁﬁj(
N

root@firepower: /home/admin# du -sh /ngfw/var/lib/mysqgl/sfsnort
414M /ngfw/var/lib/mysql/sfsnort

2. IB84T af -n WA LM E /ngfw/volume A RS 0] LR T /2008 H RIS o

’“‘ﬁﬁ Data Correlator JIl55, FU0EE S O DI%E

a) il ?}L{T T % pmtool disablebyid SFDataCorrelator 22H] Data Correlator k%% .
b) 1l 11T pmtool status | egrep -i 'SFData.*- ' #fiA Data Correlator Al %5 £\ )% Th24

N Bl P e TR E b B IR AR

a) SLBUBCY ANiiRcs & source "S${SF_ROOT PATH}/usr/local/sf/lib/datastore/functions.db" VTS

ﬁ(ﬁ%%ﬁﬁ}?ﬁﬁ?ﬂ 5
b) ’TT 7 MYPASS=$ (getdbpassword "root") *ﬁ%;&%)i root Dé‘#ﬂ%iﬁﬁ%ﬁ%%ﬂ%i* o

THVE R, WA SSHZERW T, MDA f B X Le AR &,
ITCA N4, A uysqldump SEFFR 700 8 76 3550 2 4510

nohup mysgldump -p${MYPASS} -c -g --routines --events --triggers --single-transaction
--hex-blob --flush-privileges --all-databases >
/ngfw/var/common/full-dump.sql

BOAE &0 SO RN B3, JFlIIZAT tain -£ /ngfw/var/common/full-dump. sql A I
PER R 11 i i 2 BN TRIBOR A DA 2 it 58 ko

SRR SO SIS0 5 K max_allowed packet MBI, 15F] I SO Hl T A 4F
IS TIPS 35 AR R X A T

1~Jt MariaDB Hi %5, JF# R BEA TN mysa1a BEREAEIEAT

a) THATE S pmtool disablebyid mysqgld % 1I- MariaDB flk%% -

AT HITT

B RS .-_
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S Sk
SR

i
N
o

BT |

b) i ps -ef | grep mysql @ik MariaDB %5 45 H . IF H A IEAEIE AT IR 8)) mysqia 3
o
BATLL TN a4, BIL MariaDB 4% H B AR UL SR04

tar -cvf /ngfw/var/common/mysql rca.tar
/ngfw/var/lib/mysqgl/mysgl-server.err

WIAIBAT A tm -rf /ngfw/var/lib/mysql/* MR /ngtw/var/1ib/mysql/ HERHIIFAA N .

FHRI A AL MariaDB 203 e 25 14 I 1 B A AR o

a) MiLIZ4T T4 mariado-install-db --defaults-file=/ngfw/etc/my.cnf LB MariaDB %}
S5 .

b) ﬁﬁ@ﬁfﬁﬁé\ chown -R mysqgl:mysqgl /ngfw/var/lib/mysql/ A MySQL H%&iﬁﬁﬁﬁ‘]ﬁﬁﬁﬂﬂ
PR

ﬁ]‘i@'ﬁtﬁé\ chown -R mysqgl:mysqgl /ngfw/var/lib/mysql/ A MySQL EiﬁiEﬁfﬁﬁ‘Wfﬁﬁﬂﬁfx‘o

B JE 3l MariaDB k45 I 56 Uk H 2 15 IR 5 5l

a) W IBELT A2 pmtool enablebyid mysqld B i MariaDB k%5 .

b) ﬁ]‘i@fﬂtﬁéﬁ/ﬁ\ mysqgl -p${MYPASS} -e "show databases;" %‘nﬁ MariaDB E&%I%%: EJ_E%E ij] U\&

MAER 4 h IR & Oy SO E 2, TR B0 UE R 2 2 15 D) 58 1l

a) ﬁﬁfiﬁﬂffnohup mysqgl -p${MYPASS} < /ngfw/var/common/full—dump.SqlAkgﬁﬁ}jzﬁtﬂkggiﬁyiﬁﬁo
TR, MR REF B LU ), ARG T 254 SCHF IR/ o

b) AZA T H R nohup. out XM, DABORVK S AR 58 i H A AR TR e o i RSO, Ik
=328

ﬁﬁfi%ﬂ%fﬁﬁ4%’mysql -p${MYPASS} -e "flush privileges;" E@E& MariaDB iZBEo

ﬁﬂ@’/ﬁ* pmtool enablebyid SFDataCorrelator E%ﬁ'ﬁﬁﬁ Data Correlator E&%o

'ff}zﬁ pmtool status ﬁﬁ Data Correlator H&%H@%?{&’ %U\IZHE(%ZEIL:%: Ellhkljjﬁzj]o

T—F#ft4

* lTT'ﬂ)TL@J /ngfw/var/lib/mysqgl/ Hx, #ﬁi)ﬂﬁé\ 1s -1rth *undo* ﬁﬁjﬁﬂ/ﬁi1¢ﬁ"]jﬁd‘c i
FEH A (BT undooo1 FT undo002) MK EIKZ) 10 MB [ IEH K/, I FER ) .

o KA By OS2 AN R AT OC MariaDB 0 H A& BIE s TR U E R .

B IR R o ]

TASE 23 TR AS JE 25 FRAIG B kR 3 rbuey FIHESS 11 Firewall Threat Defense 445 [T g &b 23 FHIE 1
T, FEAE SRR S 2 [A] I 458 o 22 &M o3 T S AU o A8 T DUTE e A (977 K B A B oy
Firewall Threat Defense 152 2% H I i LA™ 1 ) SCAH SRR TsORG 25 2 1) <
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o BRI IXULE BT KA B HPUC FI Firewall Threat Defense 18 2 240 301 BEAS NIRRT
E%ﬁﬁ T B KBS BP0y 0 AR A W E S E . U EERA TID s . H it
B, ESH& 0P LEFTE g

* AAREH: XWH5 SRU. VDB M GeoDB B HCfF. HREMMELR, M KT RELEH

o BUREHERRIT M IX LI O bR R T AR H SO ARG R, WS BT R 1
IBAPIRDL I A AR T o

T BRI RN, AR GT e OR B SRt (R SO T IR DT AT B K S A

AR BRI AR K AR BT S

UK

P L > TITIRR > SIS BOEHERR .

HIR2 (ELAM SR ERE, A EE R A  A  Be Ao fn SRy B KB B RO S BR A A ), i el
B KR E IR,

P31 HEER SO, sl BREATE.
WA GEPAHN Y SIEAE, R R I B ST A2
YIRS nidi BT E (Clear disk space).

HIB6 51150 (Clear) LAZKLE.

R SR LT RS AR S ML . AR5 58, W {E = (Disk Usage ) K145 2 7= 58
A7 it Bl

AT BBEHEFR B TR B E S R

FLERGULN, WRE M BT S, SCRPN B] RE ORGSR SR BR SO PE A B2 Wiz il . R
GEnT LA LURS E T Re X 10 H bs A5 B A SR HE BRSO rF, DL T 550/ N SRR R 1
W HERR SO R8T LG R A AOAEATIE I, ARy 52 D BE E AR FERR SCAF AR N 4 o
TR, EPHRE BRI, SRR S, (HR IRk Ak, SRR S A
BIUREA -

F 2: AR B HERRIE TR

ZIR... HE...
Snort PEAEFIBC'E (Snort Performance and 5594 E1Y Snort AH G HcH AT S v
Configuration)
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1ZIE ...

K&

T {11 GE A H 7 (Hardware Performance and Logs)

LB A EE BEAR SR A A H S

RYMCE . SRR H &

LRI ARG EA RN E B A Ba A H &

RO E . SRS H &

L5 0B R AR G IO C L e M A H S

B RN 45 A 5 (Interface and Network

LB KT YIRS 2% T B AR SC I C B A Bl H s

Related Data)

RIL. A, VDB s i H & LB A AU B A DR L B B A H &

T BT H & (Upgrade Data and Logs) 5508 I TSR OC B Ecds A H &

BT B0 7 50E (All Database Data) A A O HE SR AR S A 14 BT A B0 PR AR S

P H S 3 (All Log Data) BEE A R I P A H &

W) £ L5 B (Network Map Information) EEEESE e

A HFE RGN REE AU PR HERR ST 15

A RAAE SR BT AR 2 SERE N G 18 8 SCRBHERR ST«

FHia Z |l

LOEE B N B LA IR A rim CRBD P A RESAT I 55

pUR
T PUT BRI ISIPIRIUE T S PR R
PR 2 W FE > BITIRR > SRR PR HERR . AU A BT s, RIS IR E R REBPEHRRIE
15 BN BB PR HERR ST
IEE;Tr*
o i Bl KA B Web S A B IO HE BRSO AR AE B kB L B SRR )
BT R ER S A7 A

* I CLT A I R HE BRSO AF i AE A, AN i
© WERIEAE A CAAERIE R PR SRR S A, W g 257

PIR 3 LSRR SR DL SO Al e MR BR Kt Bk rh AN SO RE, WA AT INE AR

TR LK.
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SRS AHETOERMESHL: WSHERESHE , 57 0
HER6 X NPT E R SRR BRSO KA 55

TR AR R R SO AR SRS a2 5, miih R 3 A AR 324
PR 8 NS SN PRSI, CREHERRSCIR R 3R Lcar gz UL D

pZ L ISR S R WO pae b O & A seS P U

p=i

TEHSRBFEHRR

BT L B bR R SO

FiaZ |l
AR i N B eI atrim CRED P A RHAT IS

UK

B BAFERANISITROIEES: 1§50 A6 &SRS,

W2 EFE > BITIRR > ISR >, MR %, REAHERRFNSREHRRIEA
2, ARGl B R BIEHER.

PEB3 M XHTH, PSRRI S 44 .

$1Z 4 LT E (Download).

PIRS FRN AR NS
R
XA B, RN % 4 KB T 3044 5 TH Ok 3 44 3 A

PR 6 LSRR IR s S HE BRSO ik 45 I8 R

7£ Cisco Secure Firewall Management Center & & ¥ [ZHFfR
RpHE

&I LLJE H Firewall Threat Defense 85 sk i HE R R 48 H G I RR R 3 B K #ihat . H&
TS A T LA B 1 R IR v 9 26 B S L r) . H eSS, Firewall Threat Defense 1
%W ARG H B KIER B KBS B A HEAT MR

fasn] UM i) 4 45 H A7 1% #% 18 Firewall Threat Defense “F- & ¥ & 5 1 ) /& F3 % 3% Cisco Secure Firewall
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SEEME, AR HEIS. AlE syslog &AM FE R4 HE MRS, 75214 Cisco Secure
Firewall Management Center 1 £ IC B FEFE 100 BB B v 25 L B R 4 H il %

PTAMEHIRR AR

Bl Firewall Threat Defense % LMIURE BT AT 12 W R 48 H i s 204 B ARAUR, JRRe T #m&
HRE4LE—F4EL WSERE—S4) TR Erfr R Es. Mg SRS EE
R HERR F1A, PR S P T W s Bk I 5l 10 26 I 5 S O SR o 5 mT AR AN 207 [ — 2 A%
AR H A, AR TS DLFHEER Firewall Threat Defense B 4 #(fi o

HREEWEHRREEH NG E, ESRAH% S

AT LUE PR MmO A TR . R B CBEIEDLT T TR HERR R4 H & k% F B
KA AL,

VPN #fEHER B &

i Firewall Threat Defense ¥, fH3L Hjn) B KA B0 A% VPN kel RR & 48 H & L4y
Mo HILE) VPN R4 HEMEA BN EIEGO) “Hip” B0 s ErE (BRIFCESD o @
VPN HERHEREN R E R 4527 o % VPN HEHBNWE R 4 SR EME (57 0 “al
a7 SR BRI D nTRES B P KB E L .

N

AR A EERCE T EAT R B RS ) VPN 1B, Bt BOA A sl A R VPN RS H SRR S B
KB B

= =+
EEHEHRAZERE
Firewall Threat Defense W £ <Ml A5 S, DA B IER AT W 44 T A 1) il VPN [ AR s 1 5
ZAE R BIMEN R, TR ESHET .
FraaZ 8l
* J#L 7T Firewall Threat Defense - £ % & 1 7iC & 12 3% 2| Cisco Secure Firewall Management Center

WEIUR A H i3, AR1ENE R, 1524 Cisco Secure Firewall Management Center ¥ % 1i
AR T E ] H D S B AR

o TR AU A S R R B BT P A BE AT BEAT 55
di2
SR EEMIEHRR >+ ETES > 5% > MEHKR AT,

T2 BATLL N ESE:
o - EOEIEMATH EE R, ALl wEEE.
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© BF - HEE S PTEH SO VPN TR, i sd BEF.
. é%@*ﬂ LEFMET IS RFETEANEL, ad EEEE.
TR - ZE e 126 b R E R RO R 3 sl AHRR By S ERMIER LABIER AT R .

T—5#ita
DRSS P A MR E R R G H A AOR B B L, IAES AT IR R — G, DS AR LR

1 # FEHEBR B4 LA S HiAth Cisco Secure Firewall S48,

{& A Cisco RADKit & f} 12 52 & PE HEFR RIS

SRR AT & T B AL (RADK t) & — R4 VS o 2, 54 4 RS R TR At ) 4%
WAL AT, DMEXT RGN ST 2 Wi e bR . 8] DAZEE FE AR 45 % [ 223 RADKt, F1Kf
HAR S5 By k85 B0 S HLFG (1) Firewall Threat Defense B4 H21%,  LAE B 83k A2 W7 ] T 7

INEACTR

\)

AR RADKit SUSCRHARRF B S, TASCFEHLAA S o

F RADKit 5 [ KA B0 4R AT RS REAS -
o SEREVT ) B KSR L ULy B Firewall Threat Defense 1324
* VHAIBCT B k8% B ROy R Firewall Threat Defense 13 4 2 52 #4505 MR 6 CAZ)T, L2 Wid
25 SRR A e 5
M B stk D ae iz Wil 5t 23 b ) L

* PMEBEZATN S, AF IR RSP M EOA RS

RADKit £= B 4 ) F0 R i)
o DSRAT 55— B KBRS RO (AR SO S B KBS Ay, B B Y A R 28
WE B . R AE I A T T P gm AP AU I B R I B4

o WERGEAT HTTP ACEE, 3578 B kha i B bl EACEE, 285 75 H] RADKIt k55, DL RGTH
TMHZARSS o Wi SRAE IR ] RADKGt IS ACBRRC E AN IER, 125 RADKIt k55, 7ERCE IERFI1G
BE, FORRTZIRSS . DUSEE MRS .

Z42 RADKit fR %%

Al LU A SSO M RADKI t iR%s, X5 RADKIt & il iE o
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FHia Z |l

R TEAT SAE A HTTP ACEE, AR B PO BC EACEE, AR5 R M RADKt IRS5, DA Rl %
JIi55 o

TEPREPEHERR > T B > imiZi2 i,

BE{E RADKIt = TPy MHIRS:, i il /B B RADKIt BRSS VIHutiesl, SR)5 ki 1€/ SSO Mt (Enroll
with SSO).

BN ARl GRFIAZ ) SRS Al 232 (Submit).

S ANBE AR JR IS 7] Py A AR 1) 16D L1 B TD 22 0k o BRURTE SIS, #04 by i v TR ID K 7 A il
BrEt . RIE—H PP a2 AMEBSE A S . B, RADKIt Cloud #4554 H BN H Pk
FIE P ECE IR E R 12 ASHSS 1D

SE% SSO I FE .
7E “Cisco RADKIt ifia ” (Cisco RADKit Access) W ifitl, riili #% (Accept).
AW G, DU g B i B4 R 1D .

(nlig) BAEHIIRSS, 15 s 22 RADKIt BRS V)4udiidl .

=
TEE

WREE MR S5, P CORIBRIN Bl R EAT B2 RO 2% o

238 RADKit BR % 124Y

fonT LA 5 T TAC TRENTZ RV 1] BE 26 LAEAT WS BR RAT BEFAL o 0L W LAF T R T V7 1)
JITAT B2 AN AE T A2 o B2 1] 3 U i P ade 46 (R B PR

\)

AR KN RER INA A S AL

FE1

FiaZ |l
M RADKIt flR%5 . AREMREFHEE, 1HSH S RADKIt RS . 56 21 Ui,

WFEHEPEHERR > TH > L2 i,
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&1 RADKit AR 55 124% .

“ITIZiZWT” (Remote Diagnostics) T 41 H T 4T FAL . # {1 B35 M RADK t I %5 .

SRIEFEAL, T S B FIR AL (Create New Authorization).
ERBIRIT, FANSCFE TR sl etk o MR A hE AN B L 40 DF5F

a4
o SCRFURENT R BSAR stk X T BOC A2 ME— 1. DL, FERIEERAUR ik B Bt

o SEANBEN [F]— vy s i B AU

NS
S8 3

S5 8
w N

L4 SEHET—F (Next).
PS5 (IR EIEFE (Device Selection) T, $57E SCRF LARIT AT LAY Il [ 6 £5 R By KBS Rty o JEEAH CI%
0 .
* RFFAERERTER: s bk i, AR5k kR R IR TG & &R AR B
HEHE,  DARIE 2 T T a5 A 1977 K A 3 0 R U ) AR
s BF IS EIRFZRTRR: sk i, AR5 M IR & % (Select Devices) | 413 ik
PRV A5 TP HLhE RIS RE TREI AT LA 1) (1) 7 KBRS B oL o fRIE D R ER M ATiE R &
iria) BRI .
P 3
SCFFIBAT 7.7 JOE BRI B, IRl ke,

L6 mili T—% (Next).
BT AL ITRIFEIN, $8w SCRF TR AT LA 1) 5 £ I ) 2k <
« BUTE: mihUb Ok, SRJSTE CHEFERRTIE)” B NRE R T U BB RS (] . EECE R
SEIN AT, 1 il BB TR 4, B 1 /NIEL 6 /NIEL 12 /N, 1 REk 1 A
« FF )N PRE EHH (Grant access until revoke): i M Bk H 4 i $52 7 R A8 7K A5 i)
BBR

R
S VTR, AR “ HAMRAL” MRrh i CRRAET ST AR IR B AR

FIES (EHET, WUEONRBUK It £e. BB ML EE, 5 Al i S AR T HEAT A Y A 5
Mo

TR
SERE T RENTR M kS T FRABGL o2 ME— 10 BRIk, RTEAE ot 1 it

L9 it (Create).

EREE IS D, RGBSR AU EAE R, HPh & RADKIt 25 7 o HHAE A (9 7 B 7l A
Hi k- F1 RADKit IR% 1D,

T k) EEIEIARA, 15 Al fIEE MR (Create Another Authorization).
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$EBN LR, s kM.

T—S Mt 4

ARSI O W T RN SR . FTHRAT LR A
 GAEBCE .
* HAHFAL
o SRR B KRR R0 D sudo Vi)

A% % B F Sudo i7719]
MBS sudo BEA VT AR, 53 FH 7 vl DA e A AT BRLRR « TG FH P M tnfer, 448 ik
%3 H sudo Vs ) BCRRINT, £ 1K BT FH P AR mT L2832 U .
Fi&Z miI
AR CAE By KB R A Oy 8 0 T 75 O 4%

TR EFMIEHRR > TR > imi2ig .
FER2 LI B sudo Vi), 3 il & sudo iie] ETF
T AE B KA B ARy 0 [ K S e B o TR i %
PR3 LB sudo Vi, i miili Sudo ARZS T AR VI d% .
TERA L) XFAbEIRAE, RSN RIENE, A5 Sd B (Enable).
HERS (AL LA sudo Vi), 1 sl Sudo ARZS T AN D) 424 -

_F%E wmHE

Previous Sessions i£ 1< i 7~ RADKit %4 ' ii£E Firewall Threat Defense %45 A1 57 KB5S B A0 Hr i
ATRIERVER H SO . XS iE H BT AR F 3. RADKIt 20F HEBRINE] B k%5 2
O HEREHLHIb, JFH 5 HAL By kB B rp0 Bl S —#H g T 200 H R Hmif) .

SRR EFE MEHER > TR > mi220 , RJn sl BRIRISIE LR,
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P2 il I AR R1E B (Past Session Logs) 24 i A48 R 747 R RAFE 218 H &
$£123 (] T#FE BE (Download All Logs)¥f & R 4 b 77A%

TR
TARATELN “ HAMRAR” T MR .

— g A BE HERR

A IS PR B (R s PRI A5 B M S LT B OR A7 2 T e R GE AN IE R OQ BCE r R 30 X
Lol B AT RE 3 BCERE UA .

E T EZ RS = HE R

HE T (R b R O T BB g — I, AR IE AN H S . B SCR R 2L
PFEET Zn (K, I lina A1 Snort H A5 IS — 9 H RGN L. e TR IR SO 3 LU 2

fit:
o R LR TR IR RS0, T Firewall Threat Defenserf i S 17 4B
o MBI AT S St
o T 5 IR
o T BT R R SO 28
R IE 2T b

AR T S (55, W0 R . 925 1.
HEES PR RERR
iz

SR A IR 8- A S NC B s A LLUUERL .
il

Debug packet-condition match tcp 192.168.100.177 255.255.255.255 192.168.102.177
255.255.255.255

PR 2y EGER IR RO R . A B ERE .

il

Debug packet acl 5
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. Cisco Secure Firewall Threat Defense 1% & &= R #pE HERR

HIR3 LT i ITan i
debug packet-start

R4 AT LLT iy B PR AR O B B A2 A 1K S
show packet-debugs

PES HHI LT dr 45 1l .

debug packet-stop

Cisco Secure Firewall Threat Defense 1% & B 5 R FEHEFE

] DA Pt B s IS s A4 SR DI BEAE Cisco Secure Firewall Threat Defense ¥ 8¢ 40T B2 ki
HeBR T o B B PR ER AR VB KA R D3 1) 22 A v BB 0, BRER AN 12 H g
Ho EERERCIRE, MRIEWMEAE A, ACL. VUG NAT FINZARI . thse ARy IR AT
2, BRI A FH ORI s U5 B s YRR H A bk R A0l S prym S (1 Dh g o BRERZE I AT i3k
B, AT AT O 2 A CBRBUE 5 % .

A RIS IR, WS 0 B SRR . 2 19 0t

#iE B i IR Bk
WA BRI IE T A LR SR Ih RE A R ERERAEN D32 O _ IR B s gdn e . BRIEE BB AE
PURBY BB R . IR AASER N0 B ES, FAelT SR I EREEERERE. £1%) Firewall
Threat Defense ¥ £ 1) £ Ha B0 4 3K = Fp 0 B s B0 BT Wb HE B A 237

SRR, Snort FRAERCR W P BBARE . Snort 25 AIREHGH, BURLIEILE
HEFFIDI . TSR T U Snort I T B BL T 2.

% 3: Snort ¥ E

HE 152 AR

SLiR0N RV HTIEAR AL,

BEL 1k B AR K o

ik Bl s

AllowFlow MHPGEE, Ak,

BlockFlow PR o

2 ‘b;%&’rﬁﬂjt; BUCSRAE B O 2B A 4 &
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yraprm: [

BE 15t AR
ik WA, IEAESE S enamelware BY URL 25/ 2%

. EEBRT DU, AERGRSEE T, (R4
KA WHZEE, WARVFZHE: 78 URL 2K
MIAEE IO, AC U Hok 4k 2 R 4
FRRARFNEE

HRAfE Snort H5E, EFFoAVFESEW. B, WK Snort FI%E Jy BlockFlow, HdlitikiwiE7r, JfH
ST S SR AR BIL Snort Z TSRt 24 Snort FE 4y BELE B¢ BlockFlowl, EFEE

LU BL R Hrp T3

R4EEFER

PR LR SR AR L .. R&E

Snort Snort JLiAANEEE AL, Hln, w SR e
stk TR snort TLVEMRY .

TiAL BN H] ID IV ID AR/ FiA BEA B AN BB AR 0 (HIX

H]HER 7S N ID Al 3 SO (i, B
KA ULHEFH kKR o

SSL Tkt P

SSL He g A7 AT 55 It DT E 0 BEL 1/ 22 )

Bij K 7 B35 SR oA — AN FH b/ 2 R VS AR

L UL (14 e ) ) 4% ] P TEAEAE FH 5 47y SR M U i vt 2 ) BEL o b/ 22 ) o

AR TP B AF D5 K CH SR e P R Th RE R LG it &
PRI BE 1/ B R

SI Tkt BE AC SRIE N “2fEmR” -k —BHik/E
BN, ATFBHIERE . #14n DNS 2% URL ST #t
.,

TP LS A B AC TRIE )L P 288 TR A A — N BH L/ 75 R )
> UN VTN

O 00 B ) Bk TAE N B BH /5 B R RE, Bltn, 4 TCP
TG IS B L

ST PAL LS E 2 AT B AN A BH L E, DR 2 1 T
AT B L [R] — 25 1 1R 5 22 20 s 6 o

o TiAab L BELZE, R4 o o d B .

AT (K] Snort Wi Y

H—A> react snort ML, U, KIEHFTE
HTTP 3 & 100 WY 5T T

B RS .“



BT |
| S

PR LE SRR AR PR AL [RE

THALER K] Snort M 17—~ snort B, T 7EBCH ELIL AL A I R ik
i 5E SCH Y o

fEETAL 2L R AL VLR 2R, BB IE4S e 1P Huhik.

Tk J5 1) x-Link2State JEE TAE SMTP rhvkar i 51 7 i X i 1 s 7] 171 48 BHL

JafLTAL 2 i1 TR 1) backorifice 23 ifi B2 »

SMB Tiikh # A %% snort M ATEH 1E SMB it i

CLTRUAL 2 1 SCAF R A7 LSO SR Sems il PR

IPS Tilkb s A —MER IPS ¥ snort U, filtn, JdAR I8,

At WHIAR DD RE SR RN P BATEE RGN A P IR, (B2, T AR, S2ah DR/
o4 32 MB. fig i A0 KRR G R I 2R Gt o Dl i Kb DRV, AT A e 28 v Bt A
AR A B A7 R BSOS AR ESR wIE R H K. SCRFIECR SR/ 10
GB.

BUE T file-size I, HiZRIVEIE S AE0E B, RGN KL TR 4 FR recapture 70 Bt SCAFZFK
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i N VLAN 1D {i ik £k Hh 441k B AR MAC sttt (HUn A% VLAN ID {if, W22 fit H
Fx MAC ik
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ID fEi, B#R MAC HitiEn ik, AN VLAN ID iR Z A .
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Ko

* BHiE] Cf#b) (Time [us]): REAMESRPT TG I E] CRLRRD 0 fpr) o
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VLA HSERT A T2l i — 4R P AR DD sk P RN, PR SR s 7 CPU R4S
R+

\}

AR WIRAE CPU M IEAEIZAT N R B2, Wb 2 v 25 F B 28 1E UG R 8 sk, HL BRI S o5 1] 536
SRS U0 22 A I AR 7 R R R Ah o RN e 71X I8 4T CPU 73047«

B RS .-_



BT |
B wusirsme

A 53 A 25 Hitids
Snort 3 ML 73 H7 2R CERAT S AL HE— 41 Snort 3 A AR AN iy FH IR 18] (08, 58 HH s AE ), R o
PEREANBARI N . 7 Snort 3 518 rh, B 7341 8% 2 A Snort 3 NZAIHLFIRAS S it ML)
I A o s i B R IS TRV A (R T 100 2% TIPS A o fish S R0 U7 A AN o5 S22 ST I 28 T 087 /3 30
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