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1) gNMI g 5525 &t gRPC K.

T A B AL OpenConfig JidEM, TEHfORIE SRS FACE gRPC PRI IR 25 25 F1 & F
Ui . MREIE AL E S gNMI %% /7 3l Firewall Threat Defense 15 £ 2 [A] (13815

BPATUU LSS, AU EH AN .

BUEHR >+ BRES > BITIKR > 5REE .

TG IR BB B A A T AR L WS 55 111 SREEIEATAR L SR B [ 4x.

WE .

OpenConfig FiEM B LU AL E . BOAG O FECE S BAEH .

SSL EH. gNMI IR 45448 H MEUE 524 TLS JEHE 5 IR S525 5 G2 0 iE, I o i ik i 1 i A1

o

OpenConfig Yt M B AR PEM AR UKIIEAS o B KA B ALy AT DL R IEF 36 AIE, DL fRBE %
AN gNMI W a8 2 IRV RDE A I, iy Ao Hh DU 4 s -
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B =z R

BOAIE ASCIL SCAS 215 A 20 BE S

Kt AL A E 2 H 8.

IGUE_EAE R PEM ST R TIE B AA AR E0E . SCEn a0/ —ME, 3R HIE B R
B IR 1.

ISIF 457 35 AHH 2K PRIVATE KEY. RSA PRIVATE KEY. ENCRYPTED PRIVATE KEY B}
RSA ENCRYPTED PRIVATE KEY »
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o XFFNEE ) PEM X, B6AIF Proc-Type: 4, ENCRYPTED? {745 Kt o
o BAIE SR I (¥ PEM 3OO A5 AT 2%
PI6 (AL WSO, 1R .
SIRT EREH T gNMI PpiSGEEAT A4 G Wl ) 38 8 A5
KT BN B
1. 4 gNMI R4 2 Fidu 15
gNMI IR 45441 I3 1 T4k F SR 231 gRPC 53K
2. JR5E &3] Firewall Threat Defense ¥ 7% 1) gNMI WAL 2% () IPv4/IPv6 Hihil: .
3. i ANINUEE RS LURINEE 2 oNMI WedEds . i 2 T LA in AN EE s
X

1. FaE gNMI ARSI B Ful 145, U8R A% 7T LU Firewall Threat Defense ¥ 7% 11 [ £ 4 it
TE

2. s RIRYTERRE LR INSE 2 oNMI YR i o 1805 22 ] LA N AN RER 25

HIR8 IHE M THAUE gNMI WEERSIK ] 7 42 s

W #] subscriberequest RPC W BN,  Firewall Threat Defense [ 55 % 15 1] 1 FE UE AT gNMI WAL 2% B4 T
G IAE . RRAEE NN B S P 2 AT G 0AIE. ARG SG T2 S 0 56 U0E 0
B VLA AT T A S DU S

TR rLRE.

T—5Mit4
BB AT RO TR % 2] Firewall Threat Defense % %, DAMERC & 5 20AE K

OpenConfig i &5 1% & B HEBR

R AL EE 2 BIE
o TORIE CORFIERA MRS A% 21 By KR B rpoly o
© BAEEBAVEPIESCOE R, WO/ IERRE T 1P A H]I#H % 445K (SAN).

IEH TR
R 7 K B D SR ETR C EK (IP), (HUESXS (IP) Jo&L” » TSR IR A Uk T A B 4 i
LUK
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OpenConfig 5 % 40Z M S FEHERR

o FRAEIRSS 2P A IE AR 2 IP SAN. 40 SR AL E & H T £ 4> Firewall Threat Defense 7%, 4%
ZNAE TP SAN F-Bh g T w4 o

 WERAT R PR A, TR DRAE IR 55 Al 5 P i 52 50 7 i TP

7K BEHE R M 7 36 5

AR SRCE] “ARBEE AN B, RCEME T EE 7 B, RN gNMERI A IEAE S AR bR S
DA 2 AR T Bl Sk s (R 2 ] i

root@cronserver:/home/secanup/openconfig-test# gnmic -a $ADDRESS:$PORT --tls-cert $CLIENTCERT
-—-tls-ca $CACERT --tls-key S$CLIENTKEY -u SUSER -p $PASS sub --mode once --path
"openconfig-system/system/memory"

rpc error: code = Aborted desc = Error in gnmi_server: failed to generate response object.did
not receive any data

Error: one or more requests failed

A NMI AR, 28005 R

ERER
AR B N, 7E Firewall Threat Defense CLI #%# & _F AT LA v & F87 )5 shi0EFE -

pmtool restartbyid hmdaemon

FREX gNMI AR 55 25 B = AR 7S

Jri Hl OpenConfig JitiEM 5, 2L 7 i gNMI IR S5 45 HPRAS, 154 H] Firewall Threat Defense CLI 2 1 &5
1BATLL R A4
curl localhost:9275/0OpenConfig/status

LA XS % i 1 ) N 7S 81

root@firepower:/home/admin# curl localhost:9275/openconfig/status
Mode (Dialin/Dialout): Dialln
Subscription Details:
Active Subscription Details:
Stream Mode Subscription Details:
Total Stream Subscription Request Count: 1
'Ip of Collector- Subscribe paths:’
172.16.0.101:45826:
- /openconfig-system/system/state/hostname
Sample Subscription Count: 1
On Change Subscription Count: 0
Once Mode Subscription Details:
Total Subscription Request Count: 0
Total Subscription Count: 0
'Ip of Collector- Subscribe paths:’ : {}
Total Subscription Details:
Stream Mode Subscription Details:
Total Stream Subscription Request Count: 1
'Ip of Collector- Subscribe paths:’ :
172.16.0.101:45826:
- /openconfig-system/system/state/hostname
Sample Subscription Count: 1
On Change Subscription Count: 0
Once Mode Subscription Details:
Total Subscription Request Count: 0

B =z R



| s
arrknssmgzsg [

Total Subscription Count: 0
'Ip of Collector- Subscribe paths:': {}

BATIRN A= A IR B HERR

FEIET RS el R, A et s LR AN T Y. TS ia A mam o, sy
XS A AR B KEa 7 B OB [ ZHe 1 IR

AT DU P AZ AR DG L 5 HE B 2 e 48 X 5 s B s A RS RS i e o B, R8s
é ANRIBCREANRT T, A 2% M B 2 B IR A%, BT A AT LU I 28 R i e 6 (3247
ROLHEAZ,  DAEE R K B O B IE A7 IR0 7 e 75 ™ R A
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LIRS IIZAT R o IR HERR 44 RS R e B ER,  HEBR IR v 74 PR A AR (B s A5 T 1)
H{?‘C

PR BRI AE RS ATAROU A, 157 BIFFBR TG & DU R BN R & HEBR 44 . R E R
BG, RGBT ERARBATIRG , AFHEIAFERR A Bt AT RO I B IR
L7 (Health Monitor Appliance Status Summary) 41t &b T 4% HARZS (15 %

TRIE ] DA AN B AT RGO . B0, 475 b7 KOs B bt RIS 30 LRI, AT LR E LRI
REWEAER . BB IS AT 1B AN SCREFEBR BN 1 s AT IR B e

TR, 76 “BATROUEEE” Eo0n, R A ZORESAT BRI ORI LS A B R E R
ST, B LAX BRI 5%

N\

AR R KEEE L b, BITROUELAS R BB R AR R YR . U, WOROR B R,
R FEMIER, ARG AEH] BT Kha e B o SO AT, HERR BB DR AN o Bl JOFTE A ) B 47 TH
B o

— ,_
MBITIR B P HERR IR &
BT LU e 4L S BORIBOE AT IR DL SRS B HE R o
UR R A BRI A RS IR DL B BN A, T LUK s s FR R . AEFRRR BB AR, %
BERAE “IBAPIROUE I B B 227 o ) B4R, OF HaZ e s s AT IRGCF A RIRAS b 4%
A

32
TR EFEHIEHR > + BRES > BT > HEBR .

T2 Rl
SR AL IREHRR XHEE T ATAIRE T, sl R (0) FENIBAPARGE M P HERR (1 B2 46 o
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B4 il HERR . PTE A R rE R T T
SIBS TR IR MR R, 3% At R ().
$E6 SN

T—F Mt 4
TEHERR B LB AN AT IR DU B, TS 0 FEERIS AT IR DRI A, 55 28 WL,

HEBRIZIT IR SR BR AR R

TnT LUK B B AN IS AR DL SRS IR o IXAF st vl AT IE RS P (RS AT ARG AR AR S
SO B

)

AR DUE RIS AT I Bt AN SR o A BRI AT IR DUBE R

HER IR R AR, W 2 B P AEAPARIL I HER P B R
Je

R S REHER IR B, DL LA SN TG . R RAMANT B, TR
R 5 5 0 T

UK

LB ERWEHRR > + B RES > SITR > HEk .

T2 S EE NP Firewall Threat Defense 1 % 551411 4R58 (£).

LB 3 A HRRE TR B EHES, BOAEI T, WA AR S TR DU P HERR . il
NOEH TR RS ARG R, HS TR, 553 7,

L4 EEFE SR P HERR AR, 3 AT BRERE S HRR . HERRES TR AR R X
HEW R BER T AR . BRINEE LR, 2EHANE T RS TR DL SRS A i . BEHERR AR, 153
ATLA N HRAE:

1 fUL PSS AN ik (@) 1l
2. BRI TR R HERRERLEA TR, TE N HEBREER T P50 R B ) ] .

PSS (L) ZE IR O IS IR TERT, o O s TR, aT A s 1
(ARG, (A gk 2 R A 78 L IR IZ A IR DU
a) WM, E S IHEOSKIHE R (Interface statistics) Bk 5512 (V) Hediel .
b) MHEBRERE (Exclude Period) FHigIRH, EFA T LA BLE: ST RGLIRESER 1]
c) HiiiHER4FEREO (Exclude specific interfaces) k44 .
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d) L HEBR I B 1 55 ) SR AE
e) IEFRYIRIEE K H BRI O A R T . PRI, IO T R A B 1 S A I 4O
(Subinterfaces) S IEHE, LAARSN T4 IS IR DUEIR .

SIE6 WA HEBR I B LR HEBR B AE kAR, AT DUERAERCE S B 3k HOmBR . 225 ik
W, iHETT BRI EEE SIEHE,

FB1 SHHE (OK).

FIE8 mithiN A (Apply)s

T HIRIE TR Ba 4 BE HERR I
e SRR RTINS, 65 T L P S0 5

UK

TR ERMIEHRR >+ BETRES > BT > Hik .
B Lo Rn B (B bR, SR NER-RHERR B 45 BB () RS TR 2031

S8 2 FEUF AR, AR AL I8 (2) .« 4 HEBREITHORMEER AT, Nk g
Bo ABH AR R HER .

S 3 IE R, AT L IR (L), S AHERR TR IRIR &, SRS At R

BB 4 B O R I, % WA SR IAI SER () - 1E HERSEITYORKEIR XHEMET, AUk B
FRASBRAG BUHERS 4%, SRJGEDGH R BR o R o SERR WEPE. Mk GEei, BUE bR
ik FE 4 R A

s— 2= O 1A o BE BE
BTN M 3 &4
0] DL B AR LLAEIZ A IR LSRG (A HOR S AR I, J@ g, SNMP 26 R 48 H @i, &

] LR DA 43 0 N 5 S AR DL S ZOAR SRIG,  LAAER 52 GO RIS AT IR S A A I fid A A A H
T

fltun, SRR BE W] e AR A 18], AT DAAE SR A A 2 ) a2k ) 75 3 I 1 30 1) AR e B B
BIE— B G RAE LIRS S ARSI, 5T DUAERE AL SR Bl ik 2 SR G I A IR 28 Bl
BITIRR IR ERIER
B4R DL LS 2 BB R A DU S R
© PRERREE, FRUVEIRA RGO
o B, fiE LI AT R Al R BRI A IR DU
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< Ui, RARARA E IR RIS IR SR 45
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R BAPIRBLIAARIZAT
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IEFEHCIRS A1

Cisco Secure Firewall 200 Z51i& & #Y

el

E1T

KR ER

AR BE IR AT A F %505, Cisco Secure Firewall 200 241 ¥ 4% 71 (138 4 IR0 2R AN R T3
ARIBIPIRWAET . FRAH T Cisco Secure Firewall 200 Z 5 4% [ ] A5 lig 47 IR EAR 1z 1 TR 0
R, 5 LA Pl 7 A 15 2% 5 2L, S nT AR IS A TR L e das 4 il T A o 2 G B A e b

= 4: Cisco Secure Firewall 200 7 5\i% & 891 TR R E4R

BITIRRARR BITIRRER

UEAS A% FE S5 Y AELE 45 RS o 3] ol el ST A
e

SISV RINAS BRI BT AR ik o 32 1 e i
iR

Kot 172 2 B R e K AT G (0 B A e B )
FELIN A H A

FhAR AL A L 7 B A B IO AT A, AR T AL e
LRI 5 AR

[UERRINAY 4L B RAID Pt ds tH I i) RIS 5 HE

75 K it Jl 9 73 AT £ i

- 5 e o F A OB A AR O E AR .
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BITIR AR BITIR I EELR
P B I AN DIC P 24 M N ICHE 106 B R A 3 A ) I e i
BOg%iHE B Aiff 52 158 2% 2 A A B U AR A A B R
BE ORI RS R R
N T MUAE B kB B R0 B S TR AN
B (A AE PR IS I R 4R
BEFRRAS M4 P I BEFEAE IEFRE S BEAS 2 A 2N
R
Snort 543 N A7AE 15 SO Snort G4 AL PRV E S BIE, FREN
A FH B I A B AT I R i,
Snort T B A 2524 TR IC B R OIS R R
25 TP B 5CH SR 4 B R RE AR 1 ST DL, JEAEFR I 1) B
PN 52 25 A T BT BEAR RL I R AR
A\
& 7F Firewall Threat Defense 13 #% "1 2E iU HE R SCAF & — T2 5 K& CPU AM{E4% . T Cisco Secure

Firewall 200 R £ [ CPU %A MR, KA rT GESAE I 75 b & 31 56 =1 16 CPU A FH S RTAH 5%
MBS AT IRV o A B IEAT AR AE AR T TR BT, S UUANAE T B AR AL 348 0 24 it o I 242 ol s o
.

P

* Cisco Secure Firewall 200 241 % &S 4 X SHCEEE CERFRN EO) AHR I 7 52 58 in)
R R

* Cisco Secure Firewall 200 R 5% 5 A3 A H URL 20454, AN SZHE T =10 URL &4k, ik
BRAURL R 5 ACHL URL ¥ ZEAE < 23 .

EEIEITIROR MER R
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o BCE TR By A B 5 SNMPL AR 48 USRI S5 &8 O T AR s AR OLE R il
R BRVEARMA N 5 335 2 5 1l 75 28 g 7 P B b s 5
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P PSR >+ BTRES > BT > KR .

P2 LUl (Add).

T3 L RMBITIRRER WHEHE, 75 BITRRERBIR FEAMANISITIRIVER K 2P

PB4 M EEME NRET, ERREA TR AR O

WS WEIR FhyIRT, EREAEIR B E 1™ RGO A R (R Y o G A A P R Y
e R DAY ) R O T I

FIR6 M IBITRIRAEIR 4138 rh ik £ 20 HN HIEAR 1a AT IR DL SIS B .
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BB 2 HTHIEITHRBRER (Run All Modules). REFFRRIMNRIERE, AR5 “BITROIEIE R %" (Health
Monitor Appliance) U2 [ il 3#7 o
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WIE 3 LEAE LRI EHR N EIRIFHMES (Alert Detail) 17, 15 ATHIETT (Run).
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